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ABSTRACT Efficient traceability management is necessary for managing products in the fishery supply
chain. Any negligence in products’ traceability can result in food fraud that may adversely affect the
consumer’s health. Monitoring and tracking of the fishery supply chain operations can assist system stake-
holders in identifying the origins and causes of product fraud and malpractice. Most of the existing systems
and technologies used to manage the fishery supply chain processes fall short of providing traceability,
accountability, transparency, reliability, trust, privacy, and security features. In this paper, we propose a
private Ethereum blockchain-based solution to efficiently manage the fishery supply chain operations in a
manner that is decentralized, transparent, traceable, secure, private, and trustworthy. We present the solution
architecture and propose five smart contracts to automate the processes in fishery supply chain. We present
ten algorithms along with their full implementation, testing, and validation details. We conduct a security
analysis to show that the proposed solution is both secure and trustworthy. We compare our solution with
the existing blockchain and non-blockchain-based solutions to show its effectiveness and novelty. We make
the smart contract code publicly available on GitHub.

INDEX TERMS Blockchain, Ethereum, fishery supply chain, smart contract, traceability.

I. INTRODUCTION
Fish is among the most consumed food products globally. It is
considered one of the essential sources of all proteins [1]. All
fish products are delivered to their final destination via com-
plex supply chain networks involving various stakeholders
handling various supply chain operations [2], [3]. Generally,
the fishery supply chain can be classified into two categories
based on production processes and harvesting methods. One
is farmed fish, and the other is wild-caught [2]. The farmed
fish production technique involves growing and harvesting
fish in a controlled aquaculture ecosystem. On the other hand,
the wild-caught fish production technique signifies catching
fish from natural ecosystems such as oceans and rivers [2].
Therefore, monitoring the product flow in these fishery
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supply chains is vital for ensuring food safety and preventing
fraudulent activities.

Traceability is one of the significant challenges that per-
sist in the fishery supply chain. In most cases, fish product
consumers find it hard to realize what species they are eating
[16]. Product traceability is one of the significant challenges
that persist in the fishery supply chain. It is often difficult
for fish consumers to identify what species they consume.
In addition, mislabelling, species substitution; illegal, unre-
ported, unregulated (IUU) fishing; and species adulteration
have become major challenges that undermine consumer
trust and have a catastrophic effect on consumer health [3].
Therefore, an efficient traceability system to combat food
fraud in the fishery supply chain has become an essential
requirement [4]. The growing popularity and adoption of
digital technologies in various business sectors has improved
the scale of efficient product traceability systems. Near Field
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Communication (NFC), RFID, and Quick Response (QR)
codes are among the most widely adopted product track-
ing and tracing tools. However, these tools and techniques
are ineffective in dealing with fragmented data despite their
user-friendliness and ease of implementation [5], [6]. In addi-
tion, these techniques use a centralized data management
system, which could pose vulnerabilities to data tampering
and centralized point failure. Furthermore, as the fishery
supply chain handles a huge variety of species globally, the
stakeholders in the supply chain face significant problems in
managing fragmented product data, recording product data
during product transformation, managing data asymmetry,
and maintaining data compliance [7], [8]. In addition, when
a product gets recalled, the lack of an efficient traceability
system can make it challenging to identify all the users who
might have been affected [8]. Therefore, developing an effi-
cient traceability system can address these challenges [9].

Blockchain technology can address the aforementioned
challenges by bringing together all the supply chain stake-
holders under one platform and providing a feasible solution
guaranteeing product traceability. Some organizations like
the Worldwide Fund for Nature (WWF), Food and Agricul-
ture Organization (FAO), and Fishcoin have already exploited
the features of blockchain technology and implemented them
successfully in their projects [10]–[12]. As blockchain is
tamper-proof, its contribution to any system can effectively
bring security, traceability, and trustworthiness. Although the
current blockchain-based techniques in the fishing indus-
try maintain product information continuity during the
pre-processing and post-processing stages, they fail to track
fish data during the fish processing phase when the fish
undergoes morphological changes. Also, these approaches
rely on RFID and QR code-based tools to track and store
information about product movement. Although integrating
blockchain with IoT devices ensures better data integrity and
management, it falls short of providing efficient traceability
management of the aquaculture supply chain [14]–[15]. Such
gaps in the supply chain may invite species adulteration and
counterfeiting during fish processing due to the removal of
RFID tags and QR codes [10], [13]. Thus, fraudsters can
exploit this opportunity to commit food fraud by switching
high-value species for low-value ones. So, once the skin of a
fish species is removed, it’s easy for fraudsters to change the
fish products [16].

Another possible drawback with the current blockchain-
based techniques in the fishery supply chain is the inability
to differentiate wild-caught and farmed fishes during fish
processing when there is a common fish processing facility.
Failure to identify the fillets of each processed fish based
on their origin of production may result in species substitu-
tion [17], [33]. To overcome such challenges, the PCR-DNA
techniques of fish species have become a reliable method
for determining the genetic details of the fish species and
identifying the origin of fish species [16]–[18], [26]. Stud-
ies on applying blockchain technology to human genomics
are nascent, and few approaches seem suitable for practical

implementation [19]. However, there has not yet been a fea-
sible solution to implement such a technique in the fishery
supply chain to prevent fish product fraud and maintain better
product traceability.

To address the plausible challenges and improve
upon existing fish traceability methods, a programmable
blockchain platform such as Ethereum can be used. Users
can execute these programs in the Ethereum Virtual Machine
environment. Typically, smart contracts are protocols that
allow traceable and irreversible transactions to be verified
and executed without the intervention of a third party [39].
The objective of our research is to develop an efficient
blockchain-based traceability system that can handle both
wild-caught and farmed fish in a secure and trustworthy
manner.

In this paper, we propose a blockchain-based fish traceabil-
ity solution that can handle both wild-caught fish and farmed
fishery supply chain processes using Ethereum smart con-
tracts in a manner that is decentralized, transparent, private,
secure, and trustworthy. Figure 1 depicts an overview of the
fishery supply chain process followed across the world and
being adopted from the existing studies [1], [3], [6], [11],
[19], [31]. Themain contributions of this paper are as follows:
• We propose a private Ethereum blockchain-based solu-
tion to handle the fishery supply chain operations in a
decentralized, traceable, accountable, transparent, pri-
vate, secure, and trustworthy manner.

• We present system architecture and sequence diagrams
to explain the stakeholders and their interactions in the
fishery supply chain processes.

• We propose ten algorithms and develop five smart con-
tracts to implement and test the functionalities of pro-
cesses in the fishery supply chain. We make the smart
contract code publicly available on GitHub.1

• We present the security analysis to show our solution is
secure and trustworthy and compare it with the existing
blockchain and non-blockchain-based solutions to high-
light its novelty and effectiveness.

The rest of this paper is organized as follows. Section II
presents related work. Section III discusses the proposed
blockchain-based system with all system participants and
demonstrates stakeholder interactions through sequence dia-
grams. In Section IV, we describe how smart contracts are
implemented and the algorithms used. Section V presents
the testing and validation details of the proposed solution.
In Section VI, we discuss the security analysis, comparison
study, and the generalization aspect. We provide concluding
remarks in Section VII.

II. RELATED WORK
In this section, we present the existing blockchain and non-
blockchain-based solutions proposed for the traceability of
fish products in wild-caught and farmed fishery supply
chains.

1https://github.com/PratyushKumarPatro/Fish-Supply-chain
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FIGURE 1. An overview of the fishery supply chain process [1], [3], [6], [11], [19], [31].

A. NON-BLOCKCHAIN-BASED APPROACHES
In the supply chain process of every product, all stakeholders
must interact in a trustworthy manner. Therefore, building
an efficient traceability system is necessary to identify the
root causes of food fraud throughout the supply chain. The
authors in [3] categorized possible food frauds in the seafood
supply chain. Among the nine categories of food fraud, the
majority were mislabelling, species substitution, IUU, and
fishing substitution. The authors recommended a few control
point techniques to mitigate food fraud.

In [19] and [37], the authors highlighted the illegal use of
food additives and glaze water on fish products as one of
the emerging concerns of food fraud in the fishery supply
chain. The use of additives and glaze water in fish products
severely affects the quality of those products. Furthermore,
the findings of the study show that the lack of a commonly
understood nomenclature of fish species is a significant chal-
lenge. To reduce the risk of food fraud, the authors initiated
a project for fish tracing and proposed documenting various
key details of fish, such as morphological data of species,
DNA barcoding, and geographical origin of fish, for a better
understanding of the supply chain stakeholders. However,
this approach involves manual activities and is centralized,
leading to data tampering and negatively affecting the supply
chain processes.

The design of an efficient traceability system significantly
relies on adopting vital traceability principles. In [21], the
authors proposed six important traceability principles for
wild-caught fish products, as most of the time, wild-caught
fish harvesting practices include illegal and unregulated fish
catch methods. In addition, the authors also recommended
five principal roles of a traceability system that can be
implemented for both wild-caught and farmed fishery sup-
ply chains. Similarly, in [23], the authors recommended
four important tools and six principles required for devel-
oping a successful traceability system. These six principles
signify the following requirements: full-chain traceability;
digital information tracking and sharing; transparency and
public access to the information; effective tracking post
product transformation; verification; and defining essential

information. However, these studies only show theoreti-
cal approaches; they don’t offer a prototype solution for
a traceability system that different organizations can easily
use.

There are various organizations harnessing cutting-edge
techniques like RFID, QR codes, and barcodes to imple-
ment them in supply chain processes. In [5], the authors
studied the current methodologies and approaches adopted
by seafood supply chain companies. In this study, various
parameters were identified, such as the geographical origin
of fish species, production methods, etc., that are needed to
track the origins of food fraud. The study also explains how
DNA profiling and spectrometry inspection can be used to
analyze the DNA of caught fish products to authenticate their
quality, using the results of this study. In this paper, several
suggestions are given and recommendations are made for the
implementation of a robust traceability system, but the issue
of food fraud is not addressed when the fish is cut into fillets
in the supply chain. In addition, the study fails to study how to
maintain transparency in the sharing of data among all parties
in a trusted manner.

In [4], the authors highlighted the parameters for seafood
product tracking and proposed tracking of three vital param-
eters: species identification, method of production, and geo-
graphical origin of seafood. In this study, the authors also
explain a few techniques that can enhance the existing trace-
ability methods that can help prevent seafood fraud. However,
the study does not demonstrate any system architecture and
prototype for applying these techniques to combat fish fraud
and malpractice.

In [24], the authors proposed a prototype for tracking the
mobility of the live fishery supply chain using RFID technol-
ogy. In this approach, traceability is conducted by recording
feed, conducting inspections and testing, managing stock,
and receiving the final product. Throughout the supply chain,
RFID tags are attached to the live fish, and the movement
of the fish is tracked in real-time to monitor all of these
activities. While this approach focuses on the tracking of live
fish, it does not address the issue of species substitutions and
adulteration during processing. Furthermore, this approach is
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centralized and manual. The data may be lost in the event of
a failure of the central point.

In [6], the authors aimed to develop an automated tracking
system for the product flow in the farmed fishery supply
chain. The advantages of this approach were the automatic
collection of data using RFID tags. Moreover, the young fish
and eggs were tracked by labeling the fish tank and cages
in this approach. However, the method does not provide any
solution for preventing species substitution, illegal catches,
etc., of farmed fish. One application of RFID technology was
to monitor the temperature and humidity of the cold chain
part of the fishery supply chain. Using RFID tags to monitor
fishes’ temperature and environmental conditions, the authors
propose a method of maintaining the quality of fish [25]. The
approach, however, focuses solely on the cold chain aspect of
fish quality and proposes no solution to combat fish fraud and
malpractice. Ocean aquaculture is rapidly being depleted due
to IUU fishing practices that have been increasing every year.
Hence, an effective traceability system should be utilized to
track wild-caught fisheries.

Developing effective documentation schemes and tracing
systems can prevent the sale of illegally caught seafood
products. Furthermore, the authors mention the risk due to
the introduction of illegally caught fish products into the
farmed fishery supply chain if there is more than one fish
processor in different geographic locations [26]. Addition-
ally, the researcher examines three major challenges in estab-
lishing a successful traceability system: system compatibility,
data standardization, and defining a traceable entity. A pro-
totype or practical implementation is not demonstrated in
this study. This study does not create a mechanism to sep-
arate wild-caught from farmed fish. Unlike the approaches
mentioned previously, various methods for inspecting food
quality were developed using cutting-edge techniques such as
DNAbarcoding, genome sequencing, and so on. For example,
in [27], the authors recommended using PCR to identify the
DNA of fish species in the salmon fishery supply chain. In the
interlaboratory trials, it was observed that utilizing enzyme
cut techniques can help identify the exact species type. These
results led other labs to adopt this method. Even so, this
approach did not come up with a good way for stakeholders
to share the results of the PCR test in a way that kept a high
level of integrity.

All the aforementioned approaches fail to provide a trusted,
reliable, and tamper-proof data management system in the
fishery supply chain. Therefore, distributed and decentralized
technology such as blockchain can help address the chal-
lenges. The following subsection demonstrates the relevant
blockchain-based techniques to establish traceability in the
fishery supply chain.

B. BLOCKCHAIN-BASED APPROACHES
All stakeholders in any supply chain must be kept up to date
on the status of their product flow. Blockchain technology
can help create a platform where the data can be visible to
all legitimate stakeholders. Furthermore, the data transacted

in the blockchain system is tamper-proof and permanently
stored in the ledger. Therefore, all the fishery supply chain
stakeholders are accountable for their information during
their business transactions and cannot deny their actions. In a
report published by the Food and Agriculture Organization
[11], the authors explain some ways to harness blockchain
technology in the seafood supply chain. The study catego-
rized seafood supply chain processes into six categories. The
authors also recommended a method to collect key data ele-
ments from seafood supply chain operations by categorizing
the functions of the supply chain based on the location of
the operations into five states. To address the existing chal-
lenges in the life cycle of seafood products, the researchers
in [28] examined the application of blockchain in seafood
supply chain management. According to the authors, using
NFC, RFID, and QR code techniques together could help
combat traceability challenges. However, these techniques
fail to present a prototype and focus only on the supply
chains of seafood, not farmed fish. Therefore, there is species
substitution as a result of introducing outside-caught fish into
the ecosystem. The study also found problems in the seafood
supply chain that haven’t been fixed, such as damage to fish
tags and labels caused by transportation.

Blockchain technologies are already being implemented
in the fishery supply chains of several countries. A sustain-
able fishery supply chain system is a top priority for fishing
industries across the globe. [29] describes a study that used
blockchain technology to improve Ghanaian fishery supply
chains. As part of the supply chain process, seven stake-
holders were involved in this study. As a way to track fish
species entering the fishery supply chain, digital profiles of
fish species were proposed as a means of verification. The
study suggests putting the digital profiles of the species on the
blockchain and checking the fish’s identity before shipping
in case the RFID tags get damaged. As a solution to this
issue, researchers recommended verifying fish species based
on the digital profile they created for the species as well as
developing product tags based on the verified fish species.
Similar to the previous approach, in [30], the authors demon-
strated a blockchain-based proposal to create a transparent
and traceable platform in the fishery supply chain. QR codes,
which are created based on critical data elements’ inputs, are
used to track fish products at every stage of the supply chain.
However, there are still problems with preventing species
replacement after fish are processed and their shapes change.

Traceability can be further enhanced by integrating
cutting-edge technologies. Nonetheless, blockchain technol-
ogy and IoT are not new to the seafood supply chain.
Researchers in [15] presented a review paper highlighting the
benefits of the adoption of IoT combined with Blockchain
technology. This study also looks at how IoT devices can
store data on blockchain for better traceability management.
As part of the implementation, the authors of [35] proposed
a blockchain-based solution that would reduce the scalability
challenges associated with blockchain-based approaches for
the fishery supply chain. To record transacted data in the
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blockchain, hash functions are used to create hash values.
With IoT devices, this approach uses public and private
Ethereum blockchain platforms to track and monitor events
and environmental data. However, these approaches have not
discussed the security and vulnerability aspects of blockchain
implementation in the fishery supply chain.

The existing blockchain-based technologies are capable
of tracking fish product data efficiently, but the input of
legitimate and reliable data to the blockchain system is crucial
to meeting the goal of an effective data management sys-
tem. It is only possible if all stakeholder inputs are trusted
and valid. A fisherman is one of the essential stakeholders
for data input. In [12], the project stakeholders developed
an Ethereum blockchain platform by rewarding small fish
farmers to share the legitimate fish catch data. This method
aims to address the challenges such as highly fragmented
stakeholders, information asymmetries, etc. Furthermore, this
project used Ethereum smart contracts for the development of
a wallet for Fishcoin deposits, recording data from IoT sen-
sors, and implementing a protocol to handle the data elements
of business transactions in the seafood industry. This method
is fairly new, and it makes it easier for real data to get into the
blockchain system. However, it doesn’t solve the problems
caused by species substitution during processing.

To address the entry of illegal and unethical products into
the seafood supply chain, the WWF conducted a traceability
pilot project. The supply chain operations in this project were
automated using Ethereum smart contracts. The proposed
approach encompassed three components: a collection of
physical and human resources data; tracking devices; and
smart contracts. With this approach, the seafood species is
given an RFID tag that transfers data to the database in
real-time using Near-Field communication technologies. The
RFID tags are removed after the fish arrive at the pro-
cessing facility, and they are attached to a QR code dur-
ing packaging. This approach, however, does not show how
the fish is processed; rather, the fish is gutted and gilled
before packaging. It therefore fails to offer any solution to
prevent the substitution of species with fillets or adulter-
ation of species with fillets [10]. Also, there is no discus-
sion of how smart contracts are secured and no explanation
of how blockchain is applied to the farmed fishery supply
chain.

Fish processing is an essential value-adding activity in
the wild-caught fish and farmed fishery supply chains. It is
therefore possible for a single fish processor to handle both
wild-caught and aquaculture-sourced fish [33]. [34] proposes
a blockchain-based traceability system based on Ethereum
for both farmed and wild fish. With this approach, the smart
contract has been encoded with logic that tracks fish cap-
turing and processing, transportation, selling, and quality
assessment events. Yet, this approach fails to explain the
responsible entities’ activities clearly, and regulatory author-
ity is absent. A further problem with this approach is that it
fails to consider species substitution given the morphological
changes that occur during processing. Consequently, many

organizations utilize DNA barcoding and PCR technologies
to test fish products to prevent food fraud. A feasibility study
on blockchains in genomics is necessary in order to ensure
the tracking of DNA details of fish species and share them
with all stakeholders. The authors of [20] conducted a study
and explained how blockchain technology can be used to
store genetic details of patients. Furthermore, the study points
out that data storage is a major challenge for blockchain
systems to handle data from millions of patients. Although
this approach is only conducted for humans, it can be applied
to ensure the quality of fish products.

In summary, none of the above-mentioned blockchain
and non-blockchain-based approaches to fishery supply
chain traceability provides a full-proof solution to estab-
lish an integrated system for handling farmed fish and
wild-caught fish products. Additionally, current solutions do
not address plausible issues like adulteration of wild and
farmed fish at the point of fish processing. Despite their
shortcomings, none of these approaches analysed the secu-
rity aspects of smart contracts. Therefore, in our approach,
we present an integrated blockchain-based prototype solu-
tion for product traceability in both wild-caught fish and
farmed fishery supply chains with few unique product data
points.

III. PROPOSED BLOCKCHAIN-BASED SOLUTION
In this section, we present our proposed system architecture
that combines blockchain technology with Ethereum-based
smart contracts to establish traceability both in farmed fishery
supply chains as well as wild fishery supply chains. Figure 2
shows the stakeholders, system elements, and responsibilities
of each stakeholder within the fishery supply chain process.

A. SYSTEM PARTICIPANTS AND ELEMENTS
Herein, we discuss the key activities of each stakeholder in
the fishery supply chain. It also describes the key parts of the
system that make it possible for stakeholders and elements to
share important data.
• FDA: For each business operation, it is the FDA’s job
to register and make sure that all legitimate stakeholders
on the blockchain network are in compliance with the
law [31]. It is also in charge of imposing penalties on the
responsible stakeholders in the event of noncompliance
with standards.

• Fish Seed Company: The Fish Seed Company acts as a
producer of fish seeds or eggs by breeding the fish only
in the farmed fishery supply chain. It also conducts PCR
tests to identify the DNA of the fish seeds and stores
the details on an IPFS storage system for the verification
of the fish species. It is also responsible for selling fish
seeds to the fish farmer.

• Fish Farmer: The fish farmer buys the fish seeds and
grows the fish in an aquaculture ecosystem. The aqua-
culture ecosystem could be made up of both salt water
and fresh water. It is also in charge of monitoring and
tracking the stages of fish growth and the aquaculture’s
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FIGURE 2. A representation of the proposed blockchain-based system architecture with smart contracts for traceability in the fishery supply chain.

environmental conditions. In addition, the fish farmer
uploads the fish growth images and profiles for future
auditing of standards.

• Wild-Caught Fisher: The wild-caught fisher catches
fish from natural ecosystems such as the ocean, ponds,
and lakes. It is also responsible for updating details
about wild-caught fish and selling fish to the fish
processor.

• Fish Processor: The fish processor is the most impor-
tant stakeholder in our study. A fish processor receives
various fish species and segregates them based on their
geographic origin and method of production. A fish

processor processes the fish by removing skin and fins
from the fish and cutting them into fillets. Later, it also
conducts PCR tests of the fish products to identify the
genetic data and stores the details on IPFS for future
verification. After processing the fish, it does packaging
of the processed fish and sells it to the distributor.

• Distributor: The distributor is responsible for getting
orders in bulk and delivering the goods to registered
retailers.

• Retailer: The retailer is responsible for buying pro-
cessed fish packages from the distributor and selling
them to the consumer.
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• Consumer: The consumer is the final stakeholder in the
fish product life cycle. The consumer buys fish products
and consumes the food.

• Smart Contracts: Smart contracts have programmable
logic and can execute functions and trigger events. These
contracts enforce the rules agreed by the stakeholders.
We have designed a system architecture consisting of
five smart contracts; namely, the Registration Smart
Contract, Farmed Fish Smart Contract, Wild Caught
Fish Smart Contract, Fish Processing Smart Contract,
and Fish Distribution Smart Contract. Smart contracts
trigger events when their functions are initiated.

• Distributed Data Storage System: To overcome the
blockchain’s storage constraints, distributed storage sys-
tems like IPFS are capable of storing large files, images,
and records. Our method uses large files, like pictures
and videos of fish growth profiles, PCR reports of fish
species, and other important documents. The blockchain
ledger can be used to store the hash values of large
amounts of data. Because of blockchain technology’s
immutability feature, information can be verified and
accessed by stakeholders after it is placed on the IPFS
system.

• Decentralized Application (DApps):Supply chain
stakeholders interact with the smart contracts through
a Decentralised Application (DApp). A DApp is used
by stakeholders to scan QR codes, RFID tags, etc., and
obtain relevant information about the products they han-
dle. The stakeholders in our proposed solution interact
with their respective DApps separately to obtain product
information

• Application Programming Interface (API):
Application Programing Inteface (API) is utilized to link
the software devices which contain the DApp with the
smart contracts.

B. SEQUENCE OF OPERATIONS
Four diagrams are presented below to demonstrate all the
proposed supply chain operations. A variety of functions and
events are used to present all the necessary inputs and outputs
to the stakeholders.

The sequence diagram presented in Figure 3 shows the
interaction among the Fish Seed Company, Fish Farmer, Fish
Processor, and IPFS with the Registration and Farmed Fish
smart contracts. These stakeholders are registered on the
blockchain system by the FDA, which acts as the regulatory
authority. Upon deploying the registration smart contract and
successfully registering all the stakeholders, the blockchain
system generates a unique identification code, which is used
to identify the transactions created and received by the stake-
holders. On successful registration of all the stakeholders, the
Fish Seed company deploys the Farmed Fish Smart Contract
and updates the farmed fish seed details such as species name
of the fish seeds, geographic origin, number of fish seeds
available, PCR report ID of the fish seeds, aquaculture water
type, and hash value of IPFS. During this process, the fish

seed company shares the large-sized documents and files with
the IPFS, which can be accessed by the stakeholders. After
successful update of the fish seed details, the fish farmer calls
the function PlaceSeedsPurchaseOrder to create a purchase
order to buy fish seeds. While executing this function, the
fish farmer enters key inputs such as the Ethereum address of
the fish seed purchaser, the Ethereum address of the receiver,
and the number of fish seeds ordered. This function creates
a fish seed purchase order ID containing the details of the
fish seed purchase order. The fish farmer calls ConfirmFish-
SeedsPurchaseOrder function in response to the acceptance
or rejection of the purchase order. The fish farmer executes
the function, which includes the fish seed purchase order ID.
Upon successful acceptance of the fish seed purchase order,
the fish seed company initiates the fish seed shipment. Later,
the fish farmer invokes the function ReceiveFishSeedsShip-
ment to notify all stakeholders of the receipt of the fish seed
shipment.

Upon receiving the fish seed shipment, the fish farmer
grows fish and updates the fish growth details using the
function UpdateFarmedFishGrowthDetails. The output of
this function sends notifications to all the stakeholders. The
fish processor must use the function PlaceFarmedFishPur-
chaseOrder to order the farmed fish from the fish farmer.
Upon successful execution of this function, a farmed fish
purchase order ID is generated that includes details such
as the Ethereum address of the farmed fish purchaser, the
Ethereum address of the farmed fish seller, the species name,
and the number of fish ordered. Upon receiving the farmed
fish purchase order ID, the fish farmer accepts or rejects
the purchase order by updating the status using the function
ConfirmFarmedFishPurchaseOrder. The fish farmer initiates
the farmed fish shipment after receiving confirmation of the
purchase order. Upon successful receipt of the shipment,
the fish farmer generates a farmed fish shipment ID and
uses it as a key input in the transaction. Upon successful
receipt of the shipment, the fish processor calls the function
ReceiveFarmedFishShipment, which notifies all the stake-
holders about the status of the consignment.

Similar to the farmed fishery supply chain processes, the
wild-caught fishery supply chain processes are also exe-
cuted by deploying the Wild-Caught Fish Smart contract.
Figure 4 demonstrates the supply chain process interaction
among the wild-caught fisher, the fish processor, and smart
contracts. The Wild-Caught Fisher deploys the Wild-Caught
Fish Smart Contract and updates theWild-Caught Fish details
such as species name, geographic origin, type of ecosystem,
number of wild-caught fish available, water type, and date
of catch. Upon successful update of the wild-caught fish
key details, the fish processor calls the function PlaceWild-
CaughtFishPurchaseOrder to buy the wild-caught fish. Upon
receiving notification of a wild-caught fish purchase order,
the wild-caught fisher accepts or rejects the purchase order
by calling the function ConfirmWilCaughtFishPurchase-
Order. Upon successful acceptance of the purchase order,
the wild-caught fisher initiates the shipment of wild-caught
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FIGURE 3. Sequence diagram presenting interactions among fish seed company, smart contracts, fish farmer, fish processor and smart contracts.

fish. By calling ReceiveWildCaughtFishShipment function,
the fish processor informs stakeholders about the status of
receiving the wild-caught fish shipments.

After the successful receipt of both farmed fish and wild-
caught shipments, the fish processor starts processing the
fish. After completion of fish processing, the fish proces-
sor deploys the fish processing smart contract and updates
the processed fish details to the Fish Processing smart con-
tract. In this process, the fish processor calls the function
CreateProcessedFishPackageID, which creates a unique ID.
Figure 5 illustrates how the fish processor and the smart
contract interact using a sequence diagram. The fish proces-
sor uploads large files and PCR result reports to the IPFS

and stores the hash of the reports and documents in the
blockchain.

The sequence diagram presented in Figure 6 explains the
mutual interaction among the FDA, Fish Processor, Distrib-
utor, Retailer, Consumer, and smart contracts. To purchase
the processed fish and distribute to the retailer, the distrib-
utor calls the function PlaceProcessedFishPurchaseOrder.
This function triggers notification to all the stakeholders and
fish processor responds to this purchase order by calling
the function ConfirmProcessedFishPurchaseOrder. The fish
processor initiates processed fish shipment after success-
ful acceptance of the processed fish purchase order. After
the successful delivery of the processed fish consignment
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FIGURE 4. Sequence diagram presenting interactions among wild-caught
fisher, smart contracts, fish processor.

FIGURE 5. Sequence diagram presenting interactions between fish
processor and smart contract.

the retailer notifies to the stakeholders about the status
of the shipment by calling the function ReceiveProcessed-
FishShipment.The retailer creates a purchase order for the
processed fish packages by calling CreaterRetailerPurchase-
Order function to transport them from the distribution centre
to the retail shop. Afterwards, the distributor accepts or rejects
the purchase order by calling the function ConfirmRetail-
erPurchaseOrder. The successful acceptance of the retailer
purchase order, the distributor initiates the shipment. Once
the shipment gets received, the retailer calls the function
ReceiveRetailerShipment to confirm receiving of the retailer
shipment. After the product is made available to the market,
the consumer buys the final product from the retailer. In our
study, the consumer is not part of the private blockchain
as the consumer may not be comfortable in sharing his/her

Algorithm 1 Updating Fish Seeds Description Details

1 Input: Registration smart contract EA, Species Name
Geographic Origin, Number of fish seeds available, fish
seeds PCR result report ID, Aquaculture water type,
IPFS Hash

2 Output: Generate FishSeedsDescriptionsSet Event
3 if FunctionCaller 6=FishSeedCompany then
4 The Ethereum address of Fish Seed Company is

invalid.
5 end
6 else
7 if Function Caller EA = Fish Seed Company EA

then
8 Notify the stakeholders by triggering an event

about the fish seed details: Ethereum address of
Registration smart contract, Species Name
Geographic Origin, Number of fish seeds
available, fish seeds PCR result report ID,
Aquaculture water type, IPFS Hash, and
Ethereum address of Fish Seed Company.

9 end
10 else
11 Bring the contract back to its original state by

highlighting an error message.
12 end
13 end

product purchase data to a public platform, which could
invade his/her privacy. In order to obtain the record of events,
the consumer can only view the transaction details by scan-
ning the product QR code through a decentralized appli-
cation. The decentralized application is a FDA authorized
interface system, which obtains the transnational data which
is already available in the blockchain. In our approach, the
role of the FDA is not only restricted to registering the stake-
holders, but also ensuring compliance of standards in supply
chain operations followed by other stakeholders. The FDA
calls the function CreateFineStatus to update the Fine status
result in case of any violations.

IV. IMPLEMENTATION DETAILS
In this section, we present ten algorithms along with their
implementation details. We discussed our five developed
smart contracts that incorporate business logic for automated
transaction execution. For the development and execution of
smart contracts, we use the Remix IDE tool.

Algorithm 1 explains the process of updating the fish seed
description details such as species name, geographic origin,
number of fish seeds available, fish seed PCR result report ID,
aquaculture water type, IPFS Hash, and Ethereum address of
the fish seed company. According to the proposed system’s
architecture, the fish seed company is the stakeholder that
provides all of these inputs to the system and updates all of
this information to the Farmed Fish smart contract to notify
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FIGURE 6. Sequence diagram presenting interactions among FDA, fish processor, smart contracts, distributor, retailer and consumer.

the stakeholders. All the stakeholders must be aware of the
description and status of the fish seed details to act further.
In this approach, the input species name is required to identify
the category of the fish species that will be farmed. The input
geographic origin signifies the country of origin of the fish
seeds. The fish seed PCR result report ID contains the DNA
report of the fish species, and the aquaculture water type
indicates whether the fish species are grown in salt water or
fresh water. The IPFS storage system is used to store large
files of data for stakeholder reference. The IPFS hash value
and address of the IPFS storage system are then stored on the
blockchain. Using these details, all the stakeholders become
aware of the fish species that they will harvest and process in
the future. This also ensures only legitimate stakeholders can
access the information.

The logic written Algorithm 2 explains the logic of cre-
ating a purchase order for the fish seeds, confirming the
purchase order, and receiving the shipment. The fish farmer
acts as the purchaser of the fish seeds and the initiator of
the algorithm. The inputs given by the fish farmer include
the Ethereum address of the fish seed company, the number

of fish seeds requested, and the status of the purchase order
request. The codewritten in the algorithm deploysKeccak256
and abi.encodePacked cryptographic hash function [38] to
encrypt the input details to create a unique hash code value,
used as the fish seeds purchase order ID. Upon creation, this
ID remains collision-free and irreversible. With this unique
ID, stakeholders can track the status of the purchase order.
A notification is sent to the stakeholders following the suc-
cessful creation of the purchase order. In return, the fish seed
company accepts the purchase order and sends the fish seed
shipment to the fish farmer. The fish farmer receives the fish
seeds and grows the fish.

According to Algorithm 3, fish growth details are updated
from the juvenile to adult stages. The fish farmer periodi-
cally uploads the data about fish growth, which includes the
weight of each fish, the total number of fish in the farm, the
fish farmers’ Ethereum address, and the IPFS Hash value.
The parameters are essential for ensuring transparency in
the entire process of fish growth and catch. Providing these
details helps stakeholders avoid conflicts in product size
throughout the entire supply chain. Fish farmers upload
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Algorithm 2 Creating a Purchase Order for Fish Seeds
and Receiving the Order

1 Input: Fish Farmer EA, Fish Seed Company EA, and
NumberOfFishSeedsRequested

2 Output: CreateFishSeedsPurchaseOrderPlaced ,
CreateFishSeedsPurchaseOrderConfirmed ,
CreateFishSeedsOrderReceived Events

3 if FunctionCaller 6=FishFarmer then
4 This is an incorrect address for Fish Farmer.
5 end
6 else
7 if Function Caller EA = Fish Farmer EA then
8 Use Keccak256 to create

FishSeedsPurchaseOrderID.
9 Change the status of the Fish Seeds purchase

order to ‘‘Pending’’.
10 Trigger an event to inform stakeholders of the

creation of the Fish Seed purchase order using
the FishSeedsPurchaseOrderID,
FishSeedsPurchaserEA,
FishSeedsPurchaseOrderReceiverEA, and
NumberOfFishSeedsRequested .

11 end
12 If
13 Function Caller EA = Fish Seed Company EA

Accept the Fish Seeds Purchase Order request and
change the status to Accepted

14 Else
15 Change the status of the purchase order to

Rejected
16 end
17 if Function Caller EA= Fish Farmer EA then
18 FishSeedsOrderStatus==Accepted; ‘‘The Order is

not received yet.’’
19 FishSeedsOrderStatus==Received; ‘‘The Order has

been received.’’
20 end
21 else
22 Bring the contract back to its original state by

highlighting an error message.
23 end

images and videos of the fish growth life cycle to IPFS,
and the IPFS hash value is put on the blockchain for other
stakeholders to examine.

Algorithm 4 highlights the process of creating a purchase
order and receiving the shipment of harvested farm-fish.
In this algorithm, the fish processor places the purchase order
by calling the relevant function, and the fish farmer receives
the purchase order. The fish processor provides the following
data as inputs: the Ethereum address of the fish farmer; the
Ethereum address of the fish processor; the number of fish
ordered, and the species name. Following that, the hash func-
tion Keccak256 and abi.encodepacked command are used to

Algorithm 3 Updating Farmed Fish Growth Details

1 Input: Fish Farmer EA, WeightOfEachFish,
TotalNumberOfFish, IPFS hash value

2 Output: Generate FarmedFishGrowthDetailsUpdated
Event

3 if FunctionCaller 6=FishFarmer then
4 The address of Fish Farmer is incorrect.
5 end
6 else
7 if Function Caller EA = Fish Farmer EA then
8 Notify the stakeholders by triggering an event

about the farmed fish growth details:
Ethereumaddressoffishfarmer ,
weightofeachfish, Totalnumberoffish,
speciesname, and IPFSHashvalue.

9 end
10 else
11 Bring the contract back to its original state by

highlighting an error message.
12 end
13 end

create the unique farmed fish purchase order ID [38]. The
system then generates the farmed fish purchase order ID and
notifies the stakeholders regarding the purchase order. Later,
the fish farmer accepts the order as the responding entity to
this request. Finally, the fish farmer ships farmed fish to the
fish processor, who receives the shipment.

As explained in the previous sections, wild-caught fish
harvesting is another method of fish production. In Algorithm
5, we demonstrate the process of capturing and updating
information regarding wild-caught fish. In this algorithm,
the wild-caught fisher catches fish from natural ecosystems
such as oceans, lakes, and ponds, and inputs the critical
information to the blockchain system. The input details are
the Ethereum address of the wild-caught fisher, species name,
geographic origin, type of ecosystem, number of wild-caught
fish, water-type, and date of catch. When these details are
updated, the people who need to know about wild-caught fish
find out and act accordingly.

The fish processor places a purchase order to buy the
wild-caught fish at the wild-caught fisher’s discretion, and
the wild-caught fisher accepts the purchase order. Upon con-
firmation, the wild-caught fisher initiates shipment of the
wild-caught fish. Algorithm 6 explains the complete process
of ordering and receiving the wild-caught fish shipment.
The receiving status of the shipment gets recorded in the
blockchain system when the fish processor accepts the ship-
ment and all the stakeholders get notified about the operation.

Algorithm 7 explains updating the processed fish details
and creating a processed fish package ID. The fish processor
processes both wild-caught and farmed fish. During process-
ing, the fish processor sends input data to the blockchain
such as processed species name, unprocessed fish ID, IPFS
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Algorithm 4 Creating Purchase Order for Farmed Fish
and Receiving the Order

1 Input:Fish Processor EA, Fish Farmer EA, Number of
Fish ordered, and Species name

2 Output:
CreateFarmedFishPurchaseOrderPlaced ,
CreateFarmedFishPurchaseOrderConfirmed ,
CreateFarmedFishOrderReceived Events

3 if FunctionCaller 6=FishProcessor then
4 The Ethereum address of Fish Processor is not valid

and farmed fish purchase order request is rejected.
5 end
6 else
7 if Function Caller EA = Fish Processor EA then
8 Create FarmedFishPurchaseOrderID using

Keccak 256 function containing the details:
Number of fish ordered, species name.

9 Change the status of the Farmed fish Purchase
order to ‘‘Pending’’.

10 Send a notification to the stakeholders regarding
the farmed fish purchase order with the Farmed
Fish Purchase Order ID.

11 end
12 If
13 Function Caller EA = Fish Farmer EA
14 Accept the Farmed Fish Purchase Order request and

change the status to Accepted
15 Else
16 Change the status of the purchase order to Rejected
17 end
18 if Function Caller EA= Fish Processor EA then
19 FarmedFishOrderStatus=Accepted; ‘‘The Order is

not received yet.’’
20 FarmedFishOrderStatus=Received; ‘‘The Order has

been received.’’
21 end
22 else
23 Bring the contract back to its original state by

highlighting an error message.
24 end

hash, Date of processing, Ethereum addresses of registration
smart contracts, wild-caught fish smart contracts, and farmed
fish smart contracts. The input parameter ‘‘Processed Species
Name’’ depicts the species type which gets processed. All
the stakeholders must know what fish species they deal with.
The parameter ‘‘Unprocessed fish ID’’ is the product ID
that gets created and attached by both the wild-caught fisher
and the fish farmer to the fish after catching. This detail is
necessary to establish the link between unprocessed fish and
processed fish fillets. The IPFS hash is another data input that
the stakeholders use to access the files and PCR reports of
the fish products. Processed fish PCR report ID is another
parameter stored on the blockchain to access the large-sized

Algorithm 5 Updating Wild-Caught Fish Details

1 Input: Wild-Caught Fisher EA, Species name,
Geographic Origin, Type of Ecosystem, Number of
Wild-Caught Fish, Water Type, and Date of Catch

2 Output: CreateWildCaughtFishDetailsUpdated Event
3 if FunctionCaller 6= Wild − CaughtFisher then
4 Updating of Wild-Caught Fish details update is

rejected.
5 end
6 else
7 if FunctionCallerEA=Wild − CaughtFisher then
8 Update Wild-Caught fish details.
9 Notify the stakeholders regarding the

wild-caught fish details using an event.
10 end
11 end
12 else
13 Bring the contract back to its original state by

highlighting an error message.
14 end

reports and files uploaded to IPFS. The date of processing is
another input data that can help the stakeholders identify the
exact date of processing. Our approach established the link
between the fish processing smart contract and the registra-
tion, wild-caught, and farmed fish smart contracts. This will
ensure complete tracking of all the operations that happen in
different smart contracts, and the stakeholders can view and
access necessary information. After updating the processed
fish details, the fish processor calls the required functions to
create the processed fish package ID with the inputs using the
Keccak256 function [38].

Upon successful information update on the processed fish
details, the distributor gets notified about the availability of
processed fish. The distributor sends a purchase order to the
fish processor, which gets created using Keccak 256 and
abi.encodePacked functions [38]. The output of this com-
mand creates a unique ID referred to as the Processed-
FishPurchaseOrderID. The input details for creating the
ProcessedFishPurchaseOrderID are as follows: The Ethereum
address of the fish processor, the Ethereum address of the
distributor, and the number of processed fish lots ordered.
This function notifies the ProcessedFishPurchaseOrderID to
all the stakeholders, and upon receiving the purchase order,
the fish processor accepts it. Algorithm 8 demonstrates the
creation of ProcessedFishShipmentID using Keccak 256 and
abi.encodePacked functions [38], which contains the Pack-
agedFishPurchaseOrderID as an input parameter. After suc-
cessfully creating the ProcessedFishShipmentID, the fish
processor ships the processed fish to the distributor, and the
distributor accepts the shipment.

The retailer buys fish products from the distributor
after receiving the processed and packaged fish shipment.
Algorithm 9 explains the logic in which the Retailer calls
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Algorithm 6 Creating a Purchase Order for Wild-Caught
Fish and Receiving the Order

1 Input: Wild-Caught Fisher EA, Fish Processor EA, and
Number Of Wild-Caught Fish Ordered

2 Output:
CreateWildCaughtFishPurchaseOrderPlaced ,
CreateWildCaughtFishPurchaseOrderConfirmed ,
CreateWildCaughtFishOrderReceived Events

3 if FunctionCaller 6=FishProcessor then
4 The address of Fish Processor is incorrect.
5 end
6 else
7 if Function Caller EA = Fish Processor EA then
8 CreateWildCaughtFishPurchaseOrderID using

Keccak256 function.
9 Update Wild-Caught Fish Purchase Order Status

to Pending.
10 Notify the stakeholders by triggering an event

regarding the creation of Fish Seed purchase
order using theWildCaughtFishPurchaserEA,
WildCaughtFishSellerEA, and
NumberOfWildCaughtFishOrdered .

11 end
12 If
13 Function Caller EA = Wild-Caught Fisher EA

Accept the Wild-Caught Fish Purchase Order
request and change the status to Accepted

14 Else Change the status of the purchase order to
Rejected

15 end
16 if Function Caller EA= Fish Farmer EA then
17 WildCaughtFishOrderStatus=Accepted; ‘‘The

Shipment is not received yet.’’
18 WildCaughtFishOrderStatus=Received; ‘‘The

Shipment has been received.’’
19 end
20 else
21 Bring the contract back to its original state by

highlighting an error message.
22 end

the functionwhich creates the RetailerPurchaseOrderID upon
deployment of the Keccak 256 [38] function containing the
inputs such as Ethereum address of the Retailer, Ethereum
address of the Distributor, ProcessedFishPackageID, and
NumberOfFishPackageOrdered. The encoded padded byte
string creates RetailerPurchaseOrderID as a unique identifier
to track the purchase order requested by the retailer. Later, the
distributor accepts the purchase order and ships the processed
fish packages to the retailer. The retailer accepts the shipment
and notifies all the stakeholders about the shipment status.

Upon successful availability of the fish products at the
retailer, the consumer buys the product. In our approach, the
consumer is an external entity which is not part of our private

Algorithm 7 Updating Fish Processing Details and Cre-
ating ProcessedFishPackageID

1 Input: Processed Species name, Unprocessed Fish ID,
IPFS Hash, Processed Fish PCR Report ID, Date Of
Processing, Fillets in Packets, Catch Method,
Registration Contract EA, Wild-Caught Fish Smart
Contract EA or Farmed Fish Smart Contract EA

2 Output: Create ProcessedFishDetailsUpdated , Create
ProcessedFishPackageIDCreated Event

3 if FunctionCaller 6=FishProcessor then
4 Updating of Processed Fish details is not authorized.
5 end
6 else
7 if FunctionCallerEA=FishProcessor then
8 Update processed fish details:

ProcessedSpeciesName, UnprocessedFishID,
IPFSHash, DateOfProcessing

9 end
10 Initiate an event to notify the stakeholders regarding

the processed fish details.
11 end
12 else
13 Bring the contract back to its original state by

highlighting an error message.
14 end
15 if FunctionCallerEA=FishProcessor then
16 Update ProcessedFishPCRreportId , SpeciesName,

CatchMethod , FilletsInPacket details
17 Create ProcessedFishPackageID using Keccak256

function.
18 Update Processed Fish Package ID Status to

Created .
19 end
20 Initiate an event to notify the stakeholders regarding the

creation of processed fish ID.
21 else
22 Bring the contract back to its original state by

highlighting an error message.
23 end

Ethereum blockchain, but rather there is an off-chain commu-
nication between the retailer and consumer. The consumer
requests the retailer to share the history of events, and the
retailer obtains the records, which are stored in the ledger. The
retailer uses a Dapp, which interacts with the smart contracts
using application programming interfaces (API) to obtain the
information stored in the distributed ledger.

To validate the compliance of standards followed by the
stakeholders, the FDA initiates a fine against the responsible
stakeholder. In this study, we allocate the fish processor as the
fine bearer in case of any violations. Algorithm 10 explains
the logic behind the initiation of fine status based on the num-
ber of violations. In the event that the number of violations
becomes more than the threshold number of violations, then
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Algorithm 8 Creating Purchase Order for Processed Fish
and Receiving the Order

1 Input:Fish Processor EA, Distributor EA,
ProcessedFishPackageID, and
Quantityoffishpackageordered

2 Output:
Create ProcessedFishPuchaseOrderPlaced ,
ProcessedFishPurchaseOrderConfirmed ,
ProcessedFishOrderReceived Events

3 if FunctionCaller 6= Distributor then
4 Creation of ProcessedFishPurchaseOrderID is

rejected.
5 end
6 else
7 if FunctionCallerEA=Distributor then
8 Create ProcessedFishPurchaseOrderID using

Keccak 256 function containing the details:
ProcessedFishPackageId, Ethereum address of
Fish Processor, Ethereum address of Distributor,
Quantityoffishpackageordered

9 end
10 Send out a notification to stakeholders with details

of the Processed Fish Purchase Order.
11 end
12 If
13 Function Caller EA = Fish Processor EA Accept the

Processed Fish Purchase Order request and change the
status to Accepted

14 Else
15 Change the status of the purchase order to Rejected
16 if Function Caller EA= Distributor EA then
17 ProcessedFishOrderStatus=Accepted; ‘‘The

Shipment is not received yet.’’
18 ProcessedFishOrderStatus=Received; ‘‘The

Shipment has been received.’’
19 end
20 else
21 Bring the contract back to its original state by

highlighting an error message.
22 end

the smart contract automatically issues a fine and notifies all
stakeholders.

V. SYSTEM TESTING AND VALIDATION
Following the implementation of our proposed blockchain-
based approach, this section demonstrates the output results
of functions and events. Each smart contract is deployed
and executed in the Remix IDE environment. We prevent
unauthorized function callers by using modifier functions
for restricted functions. Whenever a stakeholder initiates a
function call, an error notification is triggered and the code is
reverted to its original state. Our smart contract code includes
events, which helps maintain data provenance and traceabil-
ity of information. All actions performed by the respective

Algorithm 9 Creating Retailer Purchase Order and
Receiving the Shipment

1 Input:Retailer EA, Distributor EA,
ProcessedFishPurchaseOrderID, and
NumberOfFishPackagesOrdered

2 Output: Create RetailerPuchaseOrderPlaced ,
Create RetailerPurchaseOrderConfirmed ,
Create RetailerOrderReceived Event

3 if FunctionCaller 6=Retailer then
4 Creation of RetailerPurchaseOrderID is rejected.
5 end
6 else
7 if FunctionCallerEA=Retailer then
8 Create RetailerPurchaseOrderID using Keccak

256 function containing the details:
ProcessedFishPackageID, Ethereum address of
Retailer, NumberOfFishPackageOrdered,
Ethereum address of Distributor

9 end
10 Send out a notification to stakeholders with details

of the Retailer Fish Purchase Order.
11 end
12 If
13 Function Caller EA = Distributor EA Accept the Retailer

Fish Purchase Order request and change the status to
Accepted

14 Else
15 Change the status of the purchase order to Rejected
16 if Function Caller EA= Retailer EA then
17 RetailerFishOrderStatus=Accepted; ‘‘The Shipment

is not received yet.’’
18 RetailerFishOrderStatus=Received; ‘‘The Shipment

has been received.’’
19 end
20 else
21 Bring the contract back to its original state by

highlighting an error message.
22 end

stakeholders can be easily tracked, and the Ethereum address
of each stakeholder can be found in the event output. The
proposed blockchain-based framework can improve the trace-
ability of the fish product throughout the most important part
of its life cycle. In our solution, the Ethereum addresses for
each stakeholder are assigned in Table 1.

A. FISH PRODUCTION AND HARVESTING
Herein, we explain the functions and events of fish production
and fish harvesting in farmed fish and wild-caught fishery
supply chains.

Figure 7 demonstrates the input data for deploying the
farmed fish smart contract and output data of the executed
functions of the farmed fish smart contract. The construc-
tor function SetFishSeedsDescriptions enables the fish seed
company to update the initial details of the fish seed in a
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Algorithm 10 Updating Fine Status

1 Input:FDA EA, Fish Processor EA, Number of
violations, and Acceptable number of violations

2 Output: Create FineStatusCreated Event
3 if FunctionCaller 6=FDA then
4 Issuing Fine is not authorized.
5 end
6 else
7 if FunctionCallerEA=FDAEA then
8 Check number of violations.
9 if Numberofviolations≥

Acceptablenumberofviolations then
10 Set FineStatus=True.
11 end
12 else
13 Set FineStatus to False.
14 end
15 Initiate an event to impose fine to Fish Processor

and notify the stakeholders.
16 end
17 end
18 else
19 Bring the contract back to its original state by

highlighting an error message.
20 end

TABLE 1. Stakeholder’s Ethereum address.

farmed fishery supply chain. In addition, the logic encoded in
the FarmedFish smart contract verifies the Ethereum address
of the fish seed company and validates the legitimate user
authorized to input the details. After successfully updating
the details, the smart contract notifies the stakeholders by trig-
gering an event named FishSeedsDescriptionsSet. This event
also displays the key information: species name, geographic
origin, number of fish seeds available, fish seeds PCR result
reportID, aquaculture water type, and IPFS Hash.

After the successful deployment of the farmer’s fish smart
contract, the fish farmer calls the function PlaceFishSeed-
sPurchaseOrder. Figure 8 presents the log of the successful
creation of FishSeedsPurchaseOrderID. After the execution
of this function, the status of the purchase order changes to
Pending. The receiver of the fish seeds purchase order verifies
the details and notifies the purchase orderer about the status
of the purchase order by calling the function ConfirmFish-
SeedsPurchaseOrder. The fish seed company can only call
this function. Figure 9 depicts the function execution result
and describes the acceptance or rejection status of the fish

FIGURE 7. Highlighting input and output details of farmed fish smart
contract deployment.

seed purchase order. After accepting the fish seed purchase
order, the fish seed company initiates the shipment. In order to
inform all stakeholders about the receipt of the fish seed order,
the fish farmer calls the function ReceiveFishSeedsOrder
upon receiving a shipment of fish seeds. The log detailing
the receipt of the fish seed shipment is shown in Figure 10.

After receiving the fish seeds, the fish farmer grows
them and updates the fish growth details by calling the
function UpdateFarmedFishGrowthDetails. The successful
execution of this function triggers an event named Farmed-
FishGrowthDetailsUpdated, containing the details depicted
in Figure 11. After successfully updating the farmed fish
growth details, the fish processor calls the function Place-
FarmedFishPurchaseOrder function. As a response, the
farmed fish smart contract creates a purchase order for buy-
ing farmed fish and modifies the order status to Pending.
Figure 12 depicts the detailed log of the execution of this
function. The change in the status of the purchase order
gets notified to all the stakeholders. Following this, the fish
farmer calls the [ConfirmFarmedFishPurchaseOrder] func-
tion to report whether it has confirmed or rejected the order.
When the [ConfirmFarmedFishPurchaseOrder] function is
successfully executed, the fish farmer’s response gets added
to the blockchain. An event ‘‘FarmedFishPurchaseOrderCon-
firmed’’ is emitted to notify about the current status of the
purchase order. In this event, a record of the updated status of
the purchase order of farmed fish is maintained. During this
event, the farmed fish purchase order is updated with its latest
status. The fish farmer initiates the farmed fish shipment after
the farmed fish purchase order is confirmed. Upon successful
receiving of the farmed fish shipment, the fish farmer calls the
function ReceiveFarmedFishOrder, which triggers an event
named FarmedFishOrderReceived to notify the stakeholders
about the receipt of the shipment. Figure 13 displays the out-
put details of unique identity codes generated after executing
a few functions in the farmed fish smart contract.

After the wild-caught fisher catches fish from the natu-
ral ecosystems, it calls the constructor function to deploy
the wild-caught fish smart contract to update the fish data
on the blockchain. Figure 14 demonstrates the input and
output information created after the successful wild-caught
fish smart contract deployment. The successful deployment
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FIGURE 8. Log presenting the successful creation of FishSeedsPurchaseOrderID.

FIGURE 9. Log presenting the successful confirmation of
FishSeedsPurchaseOrderID.

FIGURE 10. Log presenting the successful receiving of fish seeds order.

of this smart contract sends notification to all the stake-
holders about the status of the availability of wild-caught
fish. Later, the fish processor enables the creation of a pur-
chase order request using the function [PlaceWildCaugh-
tFishPurchaseOrder], as shown in Figure 15. Using this
function, the smart contract generates a unique ID named
‘‘WildCaughtFishPurchaseOrderID’’ and triggers an event
called ‘‘WildCaughtFishPurchaseOrderPlaced’’. In addition,
the status of the purchase order changes to ‘‘Pending.’’ After
getting notified about the wild-caught fish purchase order,
the wild-caught fisher calls the function ConfirmWildCaugh-
tFishPurchaseOrder and responds to the purchase order by
accepting or rejecting the request. Responding to the purchase
order using the function ConfirmWildCaughtFishPurchase-
Order triggers an event named ‘‘WildCaughtFishPurchase-
OrderConfirmed’’ and notifies the stakeholders about the
acceptance of the order. Later, the wild-caught fisher initi-
ates shipment of the requested order and ships the order to

FIGURE 11. Log presenting the successful update of farmed fish growth
details.

FIGURE 12. Log presenting the successful creation of
FarmedFishPurchaseOrderID.

the fish processor. Upon successful receipt of the shipment,
the fish processor calls the function ReceiveWildCaught-
FishOrder. As a result, the function initiates the following
event: ‘‘WildCaughtFishOrderReceived’’. Stakeholders are
notified by this event when the shipment of wild-caught fish
has been delivered. Figure 16 highlights all the wild-caught
fish purchase order details stored on the blockchain after
successfully receiving the shipment.

B. FISH PROCESSING AND DISTRIBUTION
In this subsection, we present the execution output details of
fish processing and distribution processes. The functions and
events presented in this subsection are handled by the Fish
Processing and Fish Distribution smart contracts.

After successfully receiving the wild-caught fish and
farmed fish, the fish processor starts processing the fish by
removing the fins and other non-consumable body parts.
In this process, the fish processor calls the constructor
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FIGURE 13. Highlighting the output details of farmed fish SC functions.

FIGURE 14. Highlighting input and output details of wild-caught fish
smart contract deployment.

function to deploy the fish processing smart contract and
inputs relevant details such as UnprocessedFishID, Pro-
cessedSpeciesName, IPFSHash, and Date of processing.
When these details are entered correctly and the constructor
function is called, the Fish processing smart contract is put
into action, and an event called ‘‘ProcessedFishDetailsUp-
dated’’ is triggered to let the stakeholders know.

FIGURE 15. Log presenting the successful creation of
WildCaughtFishPurchaseOrderID.

FIGURE 16. Highlighting the output details of wild-caught fish SC
functions.

While processing the fish, the fish processor also conducts
a PCR test of the processed fish fillets and stores the PCR
report on IPFS. It also generates the ProcessedFishPCRRe-
portID code and stores it in the blockchain. In addition to
this, the fish processor also ensures the packaging of pro-
cessed fish fillets. In the packaging process, the fish processor
assigns a unique identifier code: ‘‘ProcessedFishPackageID’’
that gets created when the fish processor calls the function
CreateProcessedFishPackageID. Figure 17 depicts the cre-
ation of ProcessedFishPackageID, and Figure 18 depicts the
output data of the functions execution of the fish processing
smart contract. The ProcessedFishPackageID code gets gen-
erated when the fish processor inputs the following details:
Processed Fish PCR report Id, Species Name, Catch Method,
and Number of fillets in the packet. Using these details, the
smart contract creates ProcessedFishPackageID and prints it
on the processed fish packet in the form of either a QR code or
bar code. The ProcessedFishPackageID can be used to track
the processed fish until it is consumed.

To send a purchase order request for buying processed fish
packages, the distributor calls the function PlaceProcessed-
FishPurchaseOrder. Figure 19 demonstrates the log and
details of the function’s execution. In response, the smart con-
tract triggers an event called ‘‘ProcessedFishPurchaseOrder-
Placed’’ and notifies the stakeholders. After getting notified
about the purchase order, the fish processor accepts or rejects
the purchase order by calling the functionConfirmProcessed-
FishPurchaseOrder. As a result, the smart contract enables
an event named ‘‘ProcessedFishPurchaseOrderConfirmed’’
that notifies all stakeholders about accepting or rejecting the
purchase order. Later, the fish processor initiates shipment
of processed fish packages, and upon successful receiving
of the processed fish package order, the distributor calls the
function ReceiveProcessedFishOrder. With this function, the
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FIGURE 17. Log presenting the creation of ProcessedFishPackageID.

FIGURE 18. Highlighting details of Fish Processing data.

smart contract creates an event called ‘‘ProcessedFishOrder-
Received’’ to let people know that processed fish orders have
been received.

After the distributor receives the processed fish order,
the retailer calls the function PlaceRetailerPurchaseOrder to
purchase the processed fish from the distributor. An example
of the log details of successful execution of the function Plac-
eRetailerPurchaseOrder is shown in figure 20. Upon execut-
ing this function, RetailerPurchaseOrderID is created as well
as the event ‘‘RetailerPurchaseOrderPlaced’’. All stakehold-
ers are notified of the status of the purchase order through this
event. The smart contract also changes the status of the Retail-
erPurchaseOrder to Pending. Later, the distributor calls the
function ConfirmRetailerPurchaseOrder to accept or reject
the purchase order request. As a result, the smart contract
changes the status of the purchase order to either accepted
or rejected. After updating the status, the distributor ships the
fish products to the retailer. After receiving the retail order,
the retailer calls ReceiveRetailerOrder function to receive it.
As a result of this function being executed, the smart contract
triggers an event ‘‘RetailerOrderReceived’’ that is notified

FIGURE 19. Log presenting the creation of
ProcessedFishPurchaseOrderID.

FIGURE 20. Log presenting the creation of RetailerPurchaseOrderID.

to stakeholders. The output results of the execution of the
functions are displayed in figure 21.

After the successful receipt of the packages of fish products
by the retailer, the consumer buys the final product. Later, the
FDA verifies all the necessary details and calls the function
CreateFineStatus. As a result, the smart contract notifies the
stakeholders about the status of Fine by sending an event
named ‘‘FineStatusCreated’’. In our study, we selected the
fish processor as the penalty bearer for any non-compliance
with processes, as the fish processor is the responsible entity
for processing fish obtained from legitimate and registered
stakeholders. Figure 22 depicts the execution result of the
function CreateFineStatus.

VI. DISCUSSION
In this section, we present the security analysis of our solu-
tion. Also, we compare our solution with the existing solu-
tions and discuss the generalization aspect.

A. SECURITY ANALYSIS
Our solution offers better security, robustness, and strength.
We outline below the fundamental security aspects and the
details of our proposal.

• Data Integrity and Tamper-proof
Data exploitation is a significant risk to data integrity.
The blockchain protects the integrity of data using cryp-
tography. Since blockchain transactions are immutable,
data integrity is preserved. Our approach requires stake-
holders to digitally sign transactions before updating
them on the blockchain. Our proposed solution is data-
integrity-preserving due to the immutability of transac-
tions. Since transactions are immutable, there can be no
modifications or deletions to our proposed solution.
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FIGURE 21. Highlighting details of fish distribution output data.

FIGURE 22. Highlighting details of fine status in case of non-compliance
of standards.

• Availability
The decentralization feature of blockchain technology
has made it popular. In a decentralized system, all stake-
holders have access to the same information. Thus, there
is almost no risk of DoS attacks. Our system is built on
the Ethereum blockchain, which gives all stakeholders
safe access to how it works.

• Accountability New technologies such as blockchain
require accountability so that they can be trusted and
used in a secure and reliable manner. With blockchain
technology, each participant’s actions can be tracked and
traced with non-repudiation. The non-repudiation agree-
ment confirms the legitimacy of all transactions initiated
by stakeholders. Any transaction initiated by a stake-
holder cannot be denied in our blockchain approach.

• Vulnerability analysis of smart contracts
The blockchain system can be affected by smart con-
tracts that have vulnerabilities and bugs. Thus, we have
performed a security analysis of the smart contract codes
using the SmartCheck and Oyente tools to ensure they
do not contain any vulnerabilities. We have no sig-
nificant security vulnerabilities identified in our smart
contract codes after analysis by the SmartCheck tool.
Similarly, we used Oyente to examine our smart contract
codes. As an example, the tool can report integer under-
flows and overflows, stack depth attacks, Transaction-
Ordering Dependency (TOD), timestamp dependency,

FIGURE 23. Vulnerability analysis of smart contracts.

TABLE 2. Comparative analysis of existing non-blockchain-based
solutions.

and re-entry attacks. Figure 23 summarizes the result for
our system’s smart contracts generated by Oyente. The
Oyente tool identified all the vulnerabilities as ‘‘false’’.
This implies that our system’s smart contract is quite
secure against the vulnerabilities.
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TABLE 3. Comparison between our and the existing
non-blockchain-based solutions.

B. COMPARISON WITH THE EXISTING APPROACHES
In Table 2 and Table 3, we compare our proposed solution
with the existing non-blockchain and blockchain-based solu-
tions. In Table 2, none of the presented solutions provide
an integrated traceability system in wild-caught and farmed
fishery supply chains. Similarly, none of the approaches is
decentralized and provides end-to-end transparency. In addi-
tion, these approaches are centralized and vulnerable to the
single point of failure problem. However, the methods estab-
lish efficient product traceability except [23].

On the other hand, the proposed blockchain-based
approaches provide solutions for tracking and tracing fish
products efficiently. Except [11], all approaches present pro-
totype solutions using a decentralized public blockchain plat-
form and efficiently establish product traceability in various
fishery supply chains. However, all the approaches except
[34] predominantly address the challenges of one type of fish-
ery supply chain rather than focusing on bothwild-caught fish
and farmed fishery supply chains.Moreover, none of the solu-
tions present the security analysis of their blockchain-based
system architecture and smart contracts.

In contrast to the studies cited above, our solution is an
integrated one, which integrates farmed fish and wild-caught
fishery supply chains with a feasible prototype solu-
tion. In addition, the study proposes a blockchain-enabled
approach to improve fishery supply chain operations. Using
Remix IDE, we also implemented and tested our proposed
framework and conducted the necessary analysis to confirm
our solution is viable.

C. GENERALIZATION
We design, test, and validate our proposed system on the pri-
vate Ethereum platform to achieve traceability, transparency,
and security requirements in the fishery supply chain. Our
proposed approach offers a secure and efficient way to record
business transactions using blockchain platforms, as these
platforms can encrypt data efficiently. The smart contracts
proposed can be used by any industry that deals with product
traceability.

The proposed system could also be implemented by other
industries that deal with product traceability, such as phar-
maceuticals, automobiles, logistical industries, etc. The pro-
posed system is capable of effectively tracking and tracing
all components and activities in the proposed fishery supply
chain. With this approach, it is possible to track stakeholders

and their functions in the fishery supply chain, thus making
the system applicable to other industries. As an example,
automobile manufacturers can use this method if there is a
recall requiring tracing and tracking of their vehicles, spare
parts, customers, dealers, and suppliers.

We implemented all five smart contracts using Solidity.
Our solution is broad and covers a lot of different parts of
the supply chain for both farmed fish and fish caught in the
wild. With our solution, we enable the existing fish indus-
try product traceability management system to be imple-
mented on different blockchain platforms, thereby enhancing
its existing features. Hence, our solution can be adopted
as a measure to improve the current practices in the fish
industry.

VII. CONCLUSION
In this paper, we have proposed a blockchain-based solution
to trace and track fish products in the fishery supply chain in a
manner that is transparent, accountable, secure, private, and
trustworthy. Our proposed solution prevents different types
of fish fraud and malpractice by ensuring transparent interac-
tions among all stakeholders. We developed five smart con-
tracts to automate operations and track events in the fishery
supply chain. We presented the system architecture, sequence
diagrams, and ten algorithms along with their implementa-
tion, testing, and validation details. We present the security
analysis to show that our solution is secure enough against
security threats and attacks. We compared our solution with
the existing blockchain and non-blockchain-based solutions
to show its novelty and effectiveness. Our proposed solution
is generic enough to be applied to various supply chain pro-
cesses. In the future, we plan to deploy and test our solution
on the real Ethereum network and build DApps for various
stakeholders.
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