
Received 11 July 2022, accepted 24 July 2022, date of publication 1 August 2022, date of current version 17 August 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3195807

PSEBVC: Provably Secure ECC and Biometric
Based Authentication Framework Using
Smartphone for Vehicular Cloud Environment
VINOD KUMAR 1, AMMAR MOHAMMED ALI AL-TAMEEMI 2, ADESH KUMARI 3,
MUSHEER AHMAD 4, MAYADAH WAHEED FALAH5, AND AHMED A. ABD EL-LATIF 6,7
1Department of Mathematics, PGDAV College, University of Delhi, New Delhi 110065, India
2Chemical Engineering Department, University of Technology-Iraq, Baghdad 10066, Iraq
3Department of Mathematics, Dyal Singh College, University of Delhi, New Delhi 110003, India
4Department of Computer Engineering, Jamia Millia Islamia, New Delhi 110025, India
5Building and Construction Engineering Technology Department, AL-Mustaqbal University College, Hillah 51001, Iraq
6EIAS Data Science Laboratory, College of Computer and Information Sciences, Prince Sultan University, Riyadh 11586, Saudi Arabia
7Department of Mathematics and Computer Science, Faculty of Science, Menoufia University, Shebeen El-Kom 32511, Egypt

Corresponding authors: Adesh Kumari (adeshbhucker@gmail.com) and Ahmed A. Abd El-Latif (aabdellatif@psu.edu.sa)

This work was supported by the EIAS Data Science Lab, College of Computer and Information Sciences, Prince Sultan University,
Riyadh, Saudi Arabia.

ABSTRACT The Vehicular Cloud Environment (VCE) is a brand-new study field in cloud and vehicular
network.It gives cars networking and sensor capabilities for V2I or V2V communication with roadside
infrastructure. Cloud applications are frequently used in traffic control and road safety. A hybrid technical
solution that utilizes vehicle resources, cloud infrastructure, and Internet of Things (IoT) settings is needed
for effective vehicular communication networking. VCE is a smart vehicular communication architecture
that promotes system security, enhanced vehicle control, and self-driving cars. Due to the integration of
unknown vehicles and infrastructure via the public network, security and privacy seem to be significant
challenges with VCE. In this regard, we propose a PSEBVC, which is a provably secure elliptic curve
cryptography (ECC) and biometric based authentication system for VCE employing smartphones. In the
face of active and passive adversaries, the offered framework obtains the majority of security features and
properties for secure communication. We also propose and prove a formal security model based on the
random oracle concept. We also demonstrate the security analysis using the Scyther tool. In the same
scenario, we evaluate the performance of our protocol against that of other frameworks. The proposed
system, according to our findings, is both secure and efficient in terms of communication and processing
overhead. The proposed architecture, according to our findings, provides all needed security criteria while
also permitting effective communication.

INDEX TERMS Elliptic curve cryptography, V2V communication, V2I communication, authentication,
cloud computing, security and privacy.

I. INTRODUCTION
Avehicular ad hoc network (VANET) is a network of vehicles
equipped with sensor, communication and network capabili-
ties that connects V2V or V2I for data sharing [1]. According
to [2], it can be utilised for a range of things, including
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entertainment, aberrant vehicle behaviour alert, accident
reporting, smart parking, congestion warning, and advertis-
ing. Despite the fact that users and drivers are at the root
of the phenomenal growth in vehicle usage, a considerable
amount of onboard capacity remains chronically unfertilized.
To maximise the utilisation of idle apps and boost vehicle
capacity, cloud environments are preferred for developing
vehicular networking and applications, thus dominating the
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appearance of VCE [3]. To handle idle vehicular utilizations
such as storage and execution for selective methods, VCE
integrates amazing roadside and traffic authority informa-
tion [4]. A cloud computing can be created by coordinating
idle onboard resources at a parking lot or on the highway to
gather information, technical data and make agreements to
enhance the passenger and driver experience at the facility.
The vehicular cloud (VC) is a profitable approach for encour-
aging excessive usage of cars or vehicles that are linked and
operated to benefit users. A VC is typically transient and
dynamic as a result of vehicle mobility applications. The
temporary VC is an important subsidiary for the traditional
cloud in terms of increasing storage and other capacity for
conventional cloud (CC). VCC is projected to be capable
of generating a variety of vehicle services and applications,
including road traffic control, enhanced riding, downloading
video streams, driving activities, vehicular crowd sensing,
among others [5], [6]. Smartphones can act as a critical
interface between networks and drivers as the number of
smartphone users grows. A smartphone with biosensors, for
example, can collect information on a vehicle’s driver’s phys-
iological status and communicate it to VCE. The warning bell
can be activated to raise an alarm in the event of a danger or
mishap [7]. VCE-supported apps become more ascendable,
enhanceable, and feasible to implement with the integration
of smartphones. VCE is projected to play a key role in
the construction of better transportation infrastructure. As a
result of connectivity, drivers confront additional hazards and
obstacles [8]. Cloud-to-phone communications are subject to
malicious attacks if defences are poor.

Users can easily authenticate using their smartphones
thanks to the Smartphone option offered by authentication.
In order to execute out-of-band authentication, a smartphone
app is used. Along with the ID and password, out-of-band
authentication normally uses two factors and necessitates a
supplementary verification over a different communication
channel. The Smartphone approach is being used by a user
to sign in on an endpoint, such as a laptop or website. The
authentication flow is shown in the following steps [9]:

- The endpoint makes interaction with the authentication
server when the authentication request is made.

- The credentials of the user are verified by the authenti-
cation server.

- After confirming the login information, the authentica-
tion server pushes a message to proxy.authasas.com.

- The server decides which push service is most suited
for the Smartphone’s platform before sending the push
message to it.

- The user’s smartphone is then informed via the
push message that an authentication request has been
launched.

- The smartphone app contacts the authentication server
when the user launches it to determine whether authen-
tication is required. The Accept and Reject options
serve as indicators of authentication. The server is then
informed of the user’s choice.

- The endpoint is then authorised when the server has
verified the authentication.

A. SCENARIO FOR USING THE SMARTPHONE METHOD
FOR AUTHENTICATION
On the website myexample.com, the user wants to log in.
When he uses the Smartphone authentication method to log
into the website, a push notification is issued to his or her
smartphone. He/she sees the Accept and Reject buttons when
he opens the Smartphone app that is downloaded to his/her
phone. The authentication request is sent back to the authen-
tication framework through the mobile network (secure) if he
chooses the Accept option. The user authenticates to myex-
ample.com without providing an OTP code. User can use a
backup OTP for offline authentication when your smartphone
doesn’t have a network connection.

B. RELATED WORK
The literature that has been published that is pertinent
to the suggested protocols is briefly reviewed in this
section. In 2008, Zhang et al. [10] presented a pairing-based
cryptography-based identity-based authentication architec-
ture. Vehicles and roadside units (RSU) are not used to
store documents in this work. Furthermore, their method pro-
vides batch confirmation for multiple data exchanges. Condi-
tional privacy-preserving authentication (CPPA) frameworks
were proposed by Lu et al. [11] and Raya and Hubaux [12].
Jiang et al. [13] presented a binary tree-based authentication
system in 2009, in which the RSU could interpret the data
collected from the genuine entity right away. Shim [14]
demonstrated that an attacker can substantially modify infor-
mation on two fake messages in the work of Jiang et al. [13].
Shim has used a pseudo number method to provide a condi-
tional privacy-preserving authentication solution for secure
VANETs. During the verification phase, Lo and Tsai [15]
investigated Shim’s technique and discovered an error.
According to [16], Li and Liu created a lightweight key agree-
ment work for VANET in 2013 to increase the key agreement
method’s capacity while masking the vehicles’ vulnerable
information. Lee and Lai then presented [17], a batch verifica-
tion system for the VANET that includes group verification.
In 2015, He et al. [18] published an ID-based authentica-
tion strategy for VANETs based on Schnorr’s signature pro-
gramme [19]. The authors of this proposed protocol presented
a solution to the [10] protocol proposed by Zhang et al. In
2016, Oulhaci et al. published [20], a protocol for a secure
and distributed VANET message authentication system. The
following year, Lee et al., based on the Chinese remainder
theorem, developed a safer and faster batch key-agreement
process for communication channels. Zhang et al. [21] pub-
lished an unique privacy-preserving authentication technique
for VANETs in 2017. RSU is bad because it is in charge
of a VANET vehicle’s private key. Furthermore, Zhang [22]
propose a VANET system that uses cryptographic mix-zones
to combat malicious attackers while ensuring privacy. [23]
was released by Asaar et al. in 2018. In the same year,
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Li et al. submitted EPA-CPPA: An efficient and secure
anonymous conditional privacy-preserving authentication
system for VANETs [24]. A VCE integrated authentica-
tion solution was recently introduced by Jiang et al. [25].
However, according to [26], it is vulnerable to mutual
authentication, forward security, de-synchronization, imper-
sonation, insider attacks, and parallel attacks, for mobile
cloud computing services, He et al. presented an effi-
cient authentication approach. However, it falls short when
it comes to impersonation and undetectable attacks. In
2019, Zhang et al. proposed a chinese remainder theorem
based conditional privacy-preserving authentication scheme
in vehicular VANET [27]. In same year, Cui et al. suggested
a reputation system-based lightweight message authentica-
tion framework and protocol for 5G-enabled vehicular net-
works [28]. In 2020, Irshad et al. proposed a provably secure
and efficient authenticated key agreement scheme for energy
internet-based vehicle-to-grid technology framework [29].
This work the authors discussed the security drawbacks of
Gope and Sikdar [30], further provided enhance protocol in
same direction. In same year, Zhang et al. proposed an edge
computing-based privacy-preserving authentication frame-
work and protocol for 5G-enabled vehicular networks [31].
In 2021, Chaudhry et al. proposed a lightweight authenti-
cation scheme for 6G-IoT enabled maritime transport sys-
tem [32]. In 2022, Son et al. presented a design of blockchain
based lightweight V2I handover authentication protocol for
VANET [33] which fails against de-synchronization property.
Most recently, there are four different authentication and key
agreement schemes [34]–[37] have presented by the authors.
In same year, Kumar et al. proposed a robust authentica-
tion protocol for IoMT-based cloud-healthcare infrastructure
which is secure and efficient [38].

C. MOTIVATION AND CONTRIBUTION
The significance of privacy and security issues around
VCE cannot be overstated. Mutual authentication between
entities is required before sharing any sensitive data.
AlthoughVCE-based authentication schemes [25], [26], [33],
[39]–[41] have been introduced throughout the previous few
decades, their success is unsatisfactory. Furthermore, these
frameworks interfere with protocol’s core obligations, result-
ing in a basic breach. Now, we aim to introduce a new
secure ECC and biometric-based authenticated key agree-
ment system using smartphone. Many important features of
the proposed framework include:

- PSEBVC uses CC to establish authentication between
U and VC .

- PSEBVC can also provide a variety of security features
and options.

- UsingCC , the session key is created betweenU and VC .
- We discuss the security simulation via Scyther tool.
- A random oracle model is used to create a formal secu-
rity model and security analysis for PSEBVC.

- PSEBVC is more efficient than other protocols, accord-
ing to the performance analysis phase.

D. ROAD MAP OF THE PAPER
The remainder of the paper is organised as follows.
We present the useful mathematical preliminaries in
Section II. The PSEBVC protocol is covered in Section III.
Section IV: PSEBVC security analysis. Section V: PSE-
BVC performance analysis. Finally, we talk about a
conclusion. In addition, as shown in Table 1, we provide
symbols/notation.

TABLE 1. Notations.

II. PRELIMINARIES
A. SECURE HASH FUNCTION
Definition: A one-way hash function hi : {0, 1}∗ → {0, 1}l

accepts a string input of any length x ∈ {0, 1}∗ and outputs a
string of a finite length h(.) ∈ {0, 1}l .
The following qualities are what a top hash function should

have [42]:

- For any input value x, it is possible to derive the digest,
h(x).

- One-way:For a given hash value, y = h(x), it is not
computationally viable to obtain x.

- Weak-collision resistance: For any given input x, it is
computationally impossible to get any additional input y
with x 6= y such that h(x) = h(y).

- Strong-collision resistance: Additionally, finding two
inputs (x, y) with x 6= y such that h(x) = h(y) cannot be
done computationally

B. ASSUMPTIONS FOR THE MUTUAL
AUTHENTICATION PROTOCOL
In order to evaluate the invoked mutual authentication mech-
anism, we make some assumptions:
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1. The secret numbers, the random number, and the hash
results are all stored on the cloud server. They achieve
the desired safe length l.

2. The encryptionEk , decryptionDk , and hash function h(.)
are able. In other words, no one can detect the collision
of h(M ), whereM is the string andEk (M ) is an encrypted
string that cannot be cracked in polynomial time without
knowing k .

3. The entity has low entropy in both its identification and
one-time password (OTP). There are two dictionaries: an
identities dictionary and an OTP dictionary. They can be
predicted in polynomial time by an attacker.

4. The previous session’s keys can be obtained by the
enemy through known-key attacks.

C. ELLIPTIC CURVE CRYPTOGRAPHY OVER FINITE FIELD
Let q stand for the huge prime and Fq for the prime finite field
of order q. The equation of elliptic curve ( EC) is defined as
ν2 = µ3

+ cµ + d mod q, where c, d ∈ Fq. EC is said to
be non singular if 4c3 + 27d2 mod q 6= 0. The additive EC
group defined asG = {(µ, ν) : µ, ν ∈ Fq; (µ, ν) ∈ E}

⋃
{8},

where 8 is the zero or identity element of G and G satisfies
the following operations [43]:
1. If

∨
= (µ, ν) ∈ G, then −

∨
= (µ,−ν) and∨

+(−
∨
) = 8.

2. If
∨

1 = (µ1, ν1),
∨

2 = (µ2, ν2) ∈ G, then
∨

1+
∨

2 =

(µ3, ν3), where µ3 = δ
2
−µ1−µ2 mod q, ν3 = δ(µ1−

µ3)− ν1 mod q, and

δ =


ν2−ν1
µ2−µ1

mod q if
∨

1 6=
∨

2

3µ2
1+c
2ν1

mod q if
∨

1 =
∨

2

3. Let
∨
= (µ, ν) ∈ G then, scalar mortification of G

defined as: n.
∨
=

∨
+

∨
+ · · · · · · · · · · · · · · ·+

∨
(n−

times).

1) COMPUTATIONALLY DIFFICULT PROBLEM
BASED ON ECC
∗ (ECDLP) Elliptic curve discrete logarithms problem

: IfW1,W2 ∈ G, then it is hard to evaluate ν ∈ Z∗q such
that W2 = νW1 [42].

∗ (ECCDHP) Elliptic curve computational
Diffie-Hellman problem :The generator of G is g for
α, β ∈ Z∗q . For the given (g, αg, βg), it is difficult to
compute αβg in G

D. BASIC OF BIOMETRIC AND FUZZY EXTRACTOR
In an error-tolerant manner, a fuzzy extractor (Y ,m, l, t, ε)
extracts a closely random string σi from its biometrics input
ω, where Y denotes the metric space, m the min-entropy of
any computiion on Y , l the number of bits in the borrowed
biometric key, and t the mistake acceptance dawn. The effort
varies depending on the extractor, but it always leaves the
same amount of overs surrounding the mined σi relics [44].
Two processes Gen and Rep of define the fuzzy extractor:

- Gen: is a probabilistic generation approach that accepts
ω ∈ Y and returns a derived string σi ∈ {0, 1}l , referred
to as the biometric key, and a supplementary string τi,
referred to as the public propagation parameter, which
is (σi, τi)← Gen(ω).

- Rep: is a deterministic reproduction technique that
allows σi to be recovered from the conforming auxiliary
series τi and any vector ω′ that is near to ω. For all
ω,ω′ ∈ Y satisfying the hamming distance d(ω,ω′) ≤ t
if (σi, τi)← Gen(ω), then Rep(ω′, τi) = σi.

III. THE PSEBVC FRAMEWORK
In this session, we will go over our PSEBVC protocol. The
proposed architecture is shown in Figure 1. In the architec-
ture, there are three entities as follows:

- Smartphone user: Due to their portability and abil-
ity to run a variety of applications, smartphones have
gained a lot of popularity. However, smartphones’ porta-
bility also places weight and size restrictions on them.
As a result, some resources on smartphones, such
as computing and storage resources, are constrained.
Smartphones’ processing speed and memory capacity
are continually increasing, however they still fall short
of some mobile applications’ needs for computationally
demanding mobile applications. Smartphones perform
poorly while running several complicated apps, such as
image processing, gaming, and so forth. Cloud comput-
ing is used to assist effective application execution on
smartphones because of the vast resources on the cloud
platform [45].

- Vehicular cloud: The automobiles, buses, and trucks
that are on the road may come together to produce a
localised tiny vehicular cloud. The network endpoint
devices needed to turn buses and large trucks into net-
work access points, such WiFi hotspots, may be trans-
ported on board. TheWiFi endpoint on the buses may be
accessed by the other vehicles for Internet information.
Due to the large number of devices that buses and

FIGURE 1. The VCE registration and authentication architecture.
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large trucks can transport as well as the fact that they
frequently follow a set schedule, the network coverage
and signal need to be predictable and steady in order for
neighbouring automobiles to have a strong connection
to them [46].

- Conventional cloud: It refers to the internet-based
distribution of various services, including data and soft-
ware, on various servers. It refers to the provision of var-
ious services via a local server. It occurs on third-party
servers that are hosted by third-party hosting firms.

PSEBVC uses CC to securely communicate with U and VC
while also preserving the session key. PSEBVC is divided
into five stages. The following phases are described in detail:

A. INITIALIZATION PHASE
The CC takes the following steps:

Step 1.CC chooses the large prime number q and prime
finite field Z ?q .

Step 2.CC selects a nonsingular ECwith the equation v2 =
u3 + cu+ d mod q over Fq.

Step 3.CC selects a random value XCC ∈ Z ?q .
Step 4.CC generates g from G.
Step 5.CC chooses hash function h(.). Where hi :

{0, 1}∗→ {0, 1}l .
Step 5.CC publishes parameters {Fq,EC, h(.), q, g,

Gen(.), Rep(.)}. Where XCC is keep secret.

B. USER REGISTRATION PHASE
U employs the CC registration form, which is described
further below:

Step 1.U inputs IDU , pwU , to register with CC together
imprints BU , generates random number rU ∈

Z ?q , computes (σU , τU ) = Gen(BU ), SU =

h(pwU‖σU ) ⊕ rSP and U ⇒ CC : MR1 =

{IDU , SU , tR1}.
Step 2.On receiving MR1, CC verifies tR2 − tR1 ≤ 4t .

Then, CC computes α = h(IDU‖xCC‖γ ), where
xCC represents the CC secret key and γ represents
the registration counter γ = 0 if U is a new regis-
tered user. Otherwise, γ = γ + γ + γ · · · Further,
CC inserts {IDU , γ } in database. Then, CC , com-
putes α1 = α⊕ SU , and stores {α1, γ, g, q,G, h(.)}
in database for IDU . Further, CC ⇒ U : MR2 =

{α1, γ, g, q,G, h(.)}.
Step 3.On receiving MR2,U computes α2 = α1 ⊕

σU , α3 = h(IDU‖pwU‖α2‖rSP) and stores
{α1, γ, g, q,G, h(.), τU , α2, α3} in database.

The process of RP is shown in Table.2.

C. VEHICULAR CLOUD REGISTRATION PHASE
VC receives the registration form CC , as shown below:
Step 1.Sends VC ⇒ CC : {IDVC }.
Step 2.On receiving IDVC , CC verifies IDVC in database.

After that, CC calculates ξ = h(IDVC‖xCC ) and
CC ⇒ VC : {ξ}.

TABLE 2. The phase of user registration via a secure channel.

TABLE 3. Phase of vehicle cloud registration via secure channel.

Step 3.On receiving ξ , VC generates random number
rVC ∈ Z ?q and sets as private key. Further, VC
computes public key PKVC = rVC .g.

D. LOGIN, AUTHENTICATION AND KEY
MANAGEMENT PHASE
In this session,U and VC will authenticate one another using
CC and maintain the following session key:

Step 1.U login with ID′U and pw′U , imprints B′U and
receives σ ′U = Rep(B′U , τ

′
U ). Then, SP computes

α′2 = α
′

1⊕σ
′
U , α

′

3 = h(ID′U‖pw
′
U‖α

′

2‖rSP) and ver-

ifies α′3
?
= α3. Then, SP generates random number

x ∈ Z ?q , computes H1 = h(IDU‖α1‖x), encrypts
E1 = Eh(IDU‖α1‖t1)(H1, x) and U → CC : M1 =

{E1, t1}.
Step 2.On receiving M1, CC verifies t2 − t1 ≤ 4t . Then,

CC decrypts (H1, x) = Dh(IDU‖α1‖t1)(E1) and ver-

ifies H∗1
?
= h(IDU‖α1‖x). Further, CC generates

number z ∈ Z ?q , computes H2 = h(H∗1 ‖IDVC‖t3),
IDU1 = IDU ⊕ h(H∗1 ‖H2), encrypts E2 =

Eh(IDVC‖ξ‖t3)(H
∗

1 , z, IDU1, x,H2, γ, t3) and CC →
VC : M2 = {E2, t3}.

Step 3.On receiving M2, VC verifies t4 − t3 ≤ 4t .
Then, VC decrypts (H∗1 , z, IDU1, x,H2, γ, t3) =

Dh(IDVC‖ξ‖t3)(E2) and again verifies H∗2
?
=

h(H∗1 ‖IDVC‖t3). Further, VC computes ID∗U =

IDU1 ⊕ h(H∗1 ‖H
∗

2 ), generates random number
y ∈ Z ?q , computes H3 = h(ID∗U‖IDVC‖z‖H

∗

2 ‖y),
session key SKVC = h(ID∗U‖IDVC‖γ ‖z‖H

∗

1 ‖H3
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TABLE 4. Login, authentication and key management phase via public channel.

‖xyg‖t5), IDVC1 = IDVC ⊕ h(H∗1 ‖H
∗

2 ‖t5), encrypts
E3 = Eh(H∗1 ‖x‖t5)(H3, z, y,H∗2 , IDVC1, t5) and
VC → CC : M3 = {E3, t5}.

Step 4.On receivingM3, CC verifies t6− t5 ≤ 4t . Further,
CC → U : M4 = {E3, t5, t7}.

Step 5.On receiving M4, SP verifies t8 − t7 ≤ 4t .
Further, SP decrypts (H3, z, y,H∗2 , IDVC1, t5) =
Dh(H1‖x‖t5)(E3), computes ID∗VC = IDVC1 ⊕

h(H1‖H∗2 ‖t5) and verifies H∗3
?
= h(IDU‖ID∗VC‖z

‖H∗2 ‖y). After that, SP sets session key SKU =
h(IDU‖ID∗VC‖γ ‖z‖H1‖H∗3 ‖xyg‖t5).

Hence, the authentication procedure is completed by
U and VC , and both parties agree on a session key
SK = SKVC = SKU .

E. PASSWORD AND BIOMETRIC CHANGE PHASE
U takes the following procedures to alter his or her personal
password and biometric:

Step 1.U inputs ID′U , pw
′
U , imprint B′U and archives σ ′U =

Rep(B′U , τ
′
U ). Then, SP computes α′2 = α′1 ⊕

σ ′U , α
′

3 = h(ID′U‖pw
′
U‖α

′

2‖rSP). Further, SP checks

whether α′3
?
= α3 holds true or not.

Step 2.The session is terminated if SP does not validate
the condition. Otherwise, U selects a new pass-
word pwNEWU as well as a new biometric BNEWU .

Then, SP computes (σNEWU , τNEWU ) = Gen(BNEWU ),

SNEWU = h(pwNEWU ‖σNEWU ) ⊕ rSP and U → CC :
MNR1 = {IDU , SNEWU ,TNR1}.

Step 3.CC validates tNR2 − tNR1 ≤ 4t when it receives
MNR1. Then CC checks the database for {IDU , γ }.
If yes, αNEW1 = α⊕ SNEWU and CC → U : MNR2 =

{αNEW1 , SCU } are computed.
Step 4.On receiving MNR2, SP generates rNEWSP ∈

Z ?q , computes αNEW2 = αNEW1 ⊕ σNEWU and
αNEW3 = h(IDU‖pwNEWU ‖αNEW2 ‖rNEWSP ). After that,

U replaces pwU by pwNEWU , α1 by αNEW1 , α2 by

αNEW2 , α3 by αNEW3 , σU by σNEWU and τU by τNEWU .

Finally,U stores {τNEW1 , αNEW2 , αNEW3 } in database.

IV. SECURITY ANALYSIS OF THE PSEBVC
We will talk about PSEBVC’s security analysis in this ses-
sion. The PSEBVC verifies three types of security analyses:

A. SECURITY ANALYSIS VIA SCYTHER TOOL
Scyther is a vulnerability analysis tool with a user inter-
face built in Python. This interface facilitates doing protocol
security analysis and analysing the findings straightforward
for the intended users. To test the proposed approach, the
Scyther tool was employed. Scyther can perform a vari-
ety of attacks on authentication protocols and display the
results. Secret, Nisynch, Nialive, and Niagree are four state-
ments that our Scyther tool model examines. The following

VOLUME 10, 2022 84781



V. Kumar et al.: PSEBVC: Provably Secure ECC and Biometric Based Authentication Framework

FIGURE 2. Scyther test results.

are the main points: Niagree is a noninjective synchronisa-
tion that assures that the content of the message exchanged
between the sender and the recipient is not tampered with
and that the communication is completed according to pro-
tocol. Nisynch makes sure that communication packets are
sent in the correct order and that the protocol is running
smoothly. Secret claims guarantee the confidentiality of all
messages sent and received [47]. As demonstrated in Figure 2
of the Scyther tool result screen, the protocol passed all of
the attack tests. The results of the Scyther tool show that
attacking each level’s authentication methods is impossible;
consequently, the authentication strategy has been confirmed
secure.

B. FORMAL SECURITY EVALUATION
We go over the random oracle model’s security model and
analysis in this phase:

1) FORMAL SECURITY MODEL
In this phase, we adopt random oracle method based on [42],
[48]–[50]. We make some changes to fit our protocol.

We use two ECC assumptions based on Section II-C anal-
ysis to prove the correctness of PSEBVC.
∗ Elliptic curve decisional Diffie-Hellman problem

(ECDDHP): Let λg, µg, νg ∈ G. The probability for
A to decide whether νg = λµg polynomial time κ is
AdvtECDDHPA (τ ) and ε is an ignorably small positive real
number, where AdvtECDDHPA (κ) ≤ ε [42].

∗ Elliptic curve gap Diffie-Hellman problem
(ECGDHP): Let λg, µg ∈ G. The probability of A
computing λµg in polynomial time κ using an ECD-
DHP oracle is AdvtECDDHPA (κ) ≤ ε [42].

2) PROOF OF FORMAL SECURITY EVALUATION
Theorem: The protocol 5 operates on an ECC-added addi-
tive cyclic group G with a high prime order q. Whereas the
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password dictionaryD has a size ofN . IfA performs no other
queries than qs Send queries, qh Hash queries, and qe Execute
queries.Then

Advsfs−ake5 (A) ≤
O(qs + qe)2

(q− 1)
+
O(qh)2 + O(qs + qe)2

2l

+
O(qh)+ O(qs)

2l−1
+
O(qs)
N

+O((qh(qs + qe)2 + 1)AdvECDDHA (κ ′),

where κ ′ = t+ (O(qe)+O(qs))TM and TM is the time for one
multiplication in G.

Proof:We demonstrate the preceding theorem using the
game arrangement. We use 9 Games ranging from G0 to G8
in this example. Suj is the event in game Gj for A accurately
estimating the coin θ via the analysis session. Because these
games only have one user U , A wishes to perform user
identity IDU . The procedure is as follows:
∗ G0: With the random oracle appoarch, the actual game

for the login and authentication phase of the protocol is
G0, and we have

Advtsfs−ake5 (A) = 2Prob[Su0]− 1 (1)

Furthermore, if there are several occurrences, a random
θ∗ is used as a response. There are several unusual
occurrences, such as the ones listed below:
- Since A has not guessed θ∗, the game will end or
be removed.

- A does more queries than the based on upper
bound.

- A spends more time than the planned upper bound.
∗ G1: The total of all SL queries is used for this game.

Three lists to help you focus on the answers to the
questions.
- LH : All hash searches have a solution, which is
represented by this object.

- LP: The transcript of the communication is repre-
sented by this object.

- LE : It’s the result of A’s rigorous query of the two
random oracles.

Table 5 displays the queries. G1 and G0 are indistin-
guishable with the preceding information, and we notice
that

Prob[Su1]− 1 = Prob[Su0] (2)

∗ G2: We’re looking for ways to get rid of the affects in
the transcripts. We explained the likelihood of them in
the same way we explained the birthday paradox:
- In the situation, a, b, d ∈ Z ?q could be a smash
special session and upper bound.

O(qs + qe)2

2(q− 1)
+
O(qs + qe)2

2l+1

- It’s possible that the hash outputs will collide,
resulting in an upper bound on the position O(qh)2

2l+1
.

Except for the appearance of collisions, G2 and G1 are
equivalent. We’ll look into it.

|Prob[Su2]− Prob[Su1]| ≤
O(qs + qe)2

2(q− 1)

+
O(qh)2 + O(qs + qe)2

2l+1
(3)

∗ G3: The probability for M1 is acknowledged here,
and A forges M1. We connect some steps on
Send (U i,CC t ,M1) because the simulator wants to ver-
ify if M1 is in LP and (IDU‖α1‖?,H1) ∈ LE . If this
query fails, it will be terminated. If checks are taken into
account,G3 andG2 are proportional. Then we’ll be able
to achieve

|Prob[Su3]− Prob[Su2]| ≤
O(qs + qe)

2l
(4)

∗ G4:The likelihood of forging M2 is considered here.
Because SL responds with VC , we add few steps on
Send (CC t ,VC j,M2) the simulator wants to verify if
M2 ∈ LP, (?‖IDVC‖t3,H2), (H∗‖H2, IDU1),∈ LE .
It will be stopped if this query fails. If the verifiers are
taken into account,G4 andG3 are equivalent. As we can
see

|Prob[Su4]− Prob[Su3]| ≤
O(qs + qe)

2l
(5)

∗ G5: The probability of a bogus message M3 is exam-
ined here. Since SL is the reader, the response is
provided by SL. On Send (VC j,CC t ,M3), we add
some steps. SL wants to know if M3 ∈ LP
and (H∗1 ‖IDVC‖t3,H

∗

2 ), (H
∗

1 ‖H
∗

2 , ID
∗
U ), (ID

∗
U‖IDVC‖ ?

‖H∗2 ‖?,H3)(ID∗U‖IDVC‖γ ‖ ? ‖H
∗

1 ‖H3‖ ? ‖t5, SKVC ),
(H∗1 ‖H

∗

2 ‖t5, IDVC1), (H
∗

1 ‖?‖t5) ∈ LE . If the query fails,
it will be terminated. If verification is under considera-
tion, G5 and G4 are same. As a result, we discovered

|Prob[Su5]− Prob[Su4]| ≤
O(qh + qs)

2l
(6)

∗ G6: The probability of a bogus messageM4 is examined
here. Since SL returns a CC response. We add some
steps on Send (CC t ,U i,M4), SL wants to validate if
M4 ∈ LP. If this query fails, it will be terminated.
If checks are being consulted, G5 and G4 are the same.
As a result, we discovered that

|Prob[Su6]− Prob[Su5]| ≤
O(qs)
2l

(7)

∗ G7: We use ECGDHP in this case. We believe that A
breaks the chance if he obtains a specific session key via
hash-oracle and is the realisation. This is howwe change
the hash-oracle: On one possibility A queries (H1‖ ?

‖t5), (H1‖H∗2 ‖t5)(IDU‖ID
∗
VC‖ ? ‖H∗2 ‖?,H

∗

3 ), (IDU‖
ID∗VC‖γ ‖ ? ‖H1‖H∗3 ‖ ? ‖t5, SKU ). SL first veri-
fies if (H1 ‖ ? ‖t5), (H1‖H∗2 ‖t5)(IDU‖ ID∗VC‖ ?

‖H∗2 ‖?,H
∗

3 ), (IDU‖ID
∗
VC‖γ ‖?‖H1‖H∗3 ‖X‖t5, SKU ) ∈

LE . The session key is returned if it fails. Otherwise,
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the ECGDHP oracle is obtained from SL by inspector
X ?
= ECDDHP(xg, yg). If the query fails, it will

be deleted. Otherwise, SL sends SK ∈ {0, 1}l and
(IDU‖ID∗VC‖γ ‖y‖H1‖H∗3 ‖X‖t5 to LE . We noticed there
are two forms of attacks in G7: passive and active.
To obtain all of the information, A performs a Corrupt
query:
- Assaults based on guessing N password from the
dictionary could be taken byA. WhereasA can use
Send query qs with

Qs
N limits the probability of A

guessing the precise password by loading a session.
- It is employed in passive attacks. The following
situations have occurred:
� To begin, A scans the message, then A inquires

about Execute queries. Finally, A asks H-query
to complete the task, which breaks ECGDHP.
We can look for xyg. With the probability 1/qh,
from LE . So, the probability in this way is
bounded by qh.AdvtECDDHPA (κ + O(qe)TM ).

� A, on the other hand, Send queries one after
the other. In the first type passive attack, A can
search that the upper bound probability for this
case is qhAdvtECDDHPA (κ + O(qs)TM )

The probability for these passive attack is
qhAdvtECDDHPA (κ + O(qe)TM ) + qhAdvtECDDHPA (κ +
O(qs)TM ) ≤ qhAdvtECDDHPA (2κ + [O(qs)+ O(qe)]TM ),
where κ ′ = (2τ + [O(qs)+ O(qe)]TM ). Then, we have

|Prob[Su7]− Prob[Su6]| ≤
qs
N
+ qhAdvtECDDHPA (κ ′)

(8)

∗ G8: Perfect forward security was employed in the
previous game. All based Corrupt inquiries can be
resolved by Adversary. However, according to the sfs−
fresh technique, Corrupt queries should be queried
after the Test query. As a result, A can only evade
archaic enquiries and documents. Here, we can achieve
(IDU‖IDVC‖γ ‖y‖H1‖H3‖X‖t5), SK ) ∈ LE . The prob-
ability of getting xg and yg in the same session is 1/(qs+
qe)2 and we have

|Prob[Su8]− Prob[Su7]|

≤ Qh(qs + qe)2AdvtECDDHPA (κ ′) (9)

In the total of the above games, A has no extra advantage in
guessing the session key and Prob[Su8] = 1

2 . As a result, the
theorem is established.

C. INFORMAL SECURITY ANALYSIS
In this session, we’ll talk about PSEBVC’s informal secu-
rity investigation. PSEBVC verifies the following security
threats, characteristics, and attributes:
• Supports anonymity property: In PSEBVC, CC com-

putes IDU1 = IDU ⊕ h(H∗1 ‖H2) and sends to VC and
VC computes ID∗U = IDU1⊕h(H∗1 ‖H

∗

2 ) of U and do it.
Further, VC computes IDVC1 = IDVC ⊕ h(H∗1 ‖H

∗

2 ‖t5)

TABLE 5. Simulation of queries.

and sends to U and U computes anonymous identity
ID∗VC = IDVC1 ⊕ h(H1‖H∗2 ‖t5) of VC and uses it. The
anonymity characteristic is thus supported by PSEBVC.

• Mutual authentication: In PSEBVC, U computes
H1 = h(IDU‖α1‖x). Further, CC verifies H∗1

?
=

h(IDU‖α1‖x) and computes H2 = h(H∗1 ‖IDVC‖t3).

Furthermore, VC verifies H∗2
?
= h(H∗1 ‖IDVC‖t3) and

computes H3 = h(ID∗U‖IDVC‖z‖H
∗

2 ‖y). Finally, U

verifies H∗3
?
= h(IDU‖ID∗VC‖z‖H

∗

2 ‖y). Thus, U and VC
verify each other’s authenticity. As a result, PSEBVC
satisfies the property of mutual authentication.
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• Off-line password guessing attack: Assume that A
guesses pwA = pwU of U but password of U ’s is
pwU and U computes (σU , τU ) = Gen(BU ), SU =
h(pwU‖σU )⊕rU . BU isU ’s biometric, σU is the derived
string, and rU is U ’s random selected by U . If possible,
pwA = pwU . Further, A try to communicate in the
login and authentication phase. Where, he/she verifies
α′3

?
= α3 which does not verify. Where, α′2 = α

′

1 ⊕ σ
′
U ,

α′3 = h(IDU‖pwU‖α′2). PSEBVC thus defends against
this attack.

• Replay attack: To combat replay attacks, the PSEBVC
uses a time-stamp and random numbers.U ,CC , andVC
take the following stages in PSEBVC:
- In PSEBVC,CC verified t2−t1 ≤ 4t , t6−t5 ≤ 4t ,
where4t denotes the longest time delay, and in the
login and authentication process, CC generates the
value z ∈ Z ?q .

- VC verifies t4 − t3 ≤ 4t . VC generates random
value z ∈ Z ?q and uses in PSEBVC.

- U verifies t8 − t7 ≤ 4t . U , generates x ∈ Z ?q and
uses in the login and authentication phase.

Even if A replays the message intercepted over the
insecure channel, he or she is unable to locate the secure
data. PSEBVC is thus impervious to replay attacks.

• Provision of key agreement: In PSEBVC, U and VC
agree on the session key SK = SKVC = SKU after
authenticating one another using xyg = yxg. The session
key is updated using the random values x and y. Accord-
ing to ECCDHP, calculating xyg or yxg is challenging.

• Strong forward security: In PSEBVC, CC verifies
t2 − t1 ≤ 4t , t6 − t5 ≤ 4t and H∗1

?
= h(IDU‖α1‖x).

Further, VC verifies time-stamps condition t4 − t3 ≤
4t , H∗2

?
= h(H∗1 ‖IDVC‖t3) and computes session key

SKVC = h(ID∗U‖IDVC‖γ ‖z‖H
∗

1 ‖H3‖xyg‖t5). In last,
U verifies time-stamps condition t8 − t7 ≤ 4t , ver-
ifies H∗3

?
= h(IDU‖ID∗VC‖z‖H

∗

2 ‖y) and sets session
key SKU = h(IDU‖ID∗VC‖γ ‖z‖H1‖H∗3 ‖xyg‖t5). Hence,
PSEBVC manages session key SK = SKVC = SKU .

• Man-in-the-middle attack: The login and authentica-
tion phase includes time-stamp and hash criteria at every
stage. It is difficult to check the hash requirements under
the definition of a collision-free one-way hash function
since it is secured, but if an adversary can enter one of
these phases by looking at the time stamps, he/she must
do so next. The login and authentication process will
therefore fail for the attacker. The suggested technique
thus protects against this attack.

• User impersonation attack: Obtaining password pwU
and identity IDU , and creating MR1 = {IDU , SU , tR1}
are the most typical approaches for A to mimic a legit-
imate user. According to a password guessing assault
conducted off-line. For A, they are impossible. The
parameters (σU , τU ) = Gen(BU ), SU = h(pwU‖σU ) ⊕
rU . As a result, PSEBVC may be immune to imperson-
ation attacks.

TABLE 6. Various cryptographic operations have different time costs (ms).

• De-synchronization attack: The VC , CC , and U have
no parameters to change, but U checks the login and
verification criteria anytime it wishes to update the pass-
word. Finally, there is no need forU or VC synchroniza-
tion with PSEBVC. Because of this, PSEBVC cannot be
used in a de-synchronization attack.

• Insider attack: In user’s registation phase, U submits
(σU , τU ) = Gen(BU ), SU = h(pwU‖σU ) ⊕ rU Thus,
the SU and BU cannot be obtained by the administrator
of the. PSEBVC is thus resistant to insider attacks.

• Message authentication: In PSEBVC, CC gets M1 =

{E1, t1} and verifies t2−t1 ≤ 4t , t6−t5 ≤ 4t andH∗1
?
=

h(IDU‖α1‖x). VC receives the message M2 = {E2, t3}
and verifies t4 − t3 ≤ 4t and H∗2

?
= h(H∗1 ‖IDVC‖t3).

U receives the message M3 = {E3, t5} and verifies
t8 − t7 ≤ 4t and H∗3

?
= h(IDU‖ID∗VC‖z‖H

∗

2 ‖y). The
communication message will not be recognised if any of
the checks fail. PSEBVC verifies message authenticity
between U , CC , and VC .

• Parallel section attack: In a parallel approach, the
attacker A builds a new request by reusing a prior mes-
sage in the public channel, the session key is then com-
puted by impersonating the proper userU . Before build-
ing the right approach request or session key in PSE-
BVC, A must first comprehend the message’s param-
eters. Our analysis revealed that A is unable to access
the session key. PSEBVC can therefore tolerate parallel
attack.

V. PERFORMANCE ANALYSIS
The performance analysis of the PSEBVC is discussed in this
section:

A. COMPARISON OF THE SECURITY AND
UTILITY FEATURES
Table 7 compares the PSEBVC framework’s capabilities,
characteristics, and security against those of other frame-
works. We compared the PSEBVC framework’s functional-
ity, characteristics, and security to those of other frameworks
like Jang et al. protocol [25], He et al. protocol [26],
Odelu et al. [39], Mo et al. [41] Irshad et al. [51], Jia et al.
[52] and Son et al. [33]. in Table 7. It’s worth noting that Jang
et al’s protocol fails in the face of MA, IM, DS, IA, ME and
PB.He et al.’s protocol fails against DS andUA.Odelu et al.’s
protocol fails against IM and ME. Mo et al.’s protocol fails
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TABLE 7. The costs of communication and computation are compared.

against IM, DS, IA, SK, ME and UA. Irshad et al.’s protocol
fails against IM, DS, UA and PB. Jai et al.’s protocol fails
against DS, UA and PB. Son et al.’s protocol fails against
DS and PB. PSEBVC generates all functional features and
attributes, including OF, SA, MA, RA, SF, IM, DS, IA, SK,
ME, UA, and PB.

B. COMPUTATION COST COMPARISON
On the based of Jing et al.’s protocol [25], In PSEBVC,
the computing cost of cryptography operations is measured
in milliseconds (ms). The details of the calculation cost of
various processes are provided in table 6. A smartphone
serves as the computation platform for the VCE structural
system.

The Huawei Mate 7 comes with Google Android 4.4.2 as
the operating system, HisiliconKirin 9252.45GHz processor,
and 3 GB of memory. Among the notebook’s characteristics
are an Intel I7-4460S processor, 16 GB RAM, a 3.1 GHz pro-
cessor, andMacOS 10.12.4 for VCs. CC’s desktop computing
was done on aDell Alienware with aWindows 10 64-bit, Intel
I7-6700k 4.0 GHz processor and 32 GB RAM. The JPBC
Library is used for the pairing process, whereas the regular
Java library is used for the other operations. Concatenation
(‖) and XOR (⊕) operations had extremely low computing
costs. PSEBVC’s computation coat was compared to that of
related protocols. Jang et al. protocol [25], He et al. proto-
col [26], Odelu et al. [39], Mo et al. [41], Irshad et al. [51],
Jia et al. [52] and Son et al. [33]. The following is a break-
down of the cost of computation:

• In Jiang et al.’s protocol, the cost of computing is
3TECM + 4TS + 9TH ≈ 156.687 ms, the protocol of He
et al. is 3TECM + 1TECA + 3TE + 5TH ≈ 660.522 ms,
Odelu et al.’s protocol is 3TECM+1TECA+3TE+5TH ≈
660.522 ms, the protocol of Mo et al. is 3TM +1TECA+
3TE + 7TH ≈ 81.632 ms, Irshad et al.’s protocol is
4TECM + 1TBP + 3TECA + 8TH ≈ 455.313 ms, Jia et
al.’s protocol is 4TECM+1TE+5TH ≈ 259.118ms, Son
et al.’s protocol is 11TH ≈ 123.86 ms and PSEBVC is
2TS + 7TH ≈ 105.688 ms. The U computation cost
expenditure is detailed in the table 7.

• In Jiang et al’s protocol, the cost of computing VC is
1TS + 3TH ≈ 3.771 ms, The protocol of He et al. is
2TBP + 1TECM + 1TECA + 3TE + 5TH ≈ 21.105 ms,
Odelu et al.’s protocol is 2TBP + 3TECM + 1TECA +
3TE + 5TH ≈ 21.105 ms, Mo et al.’s protocol is
3TM +1TECA+3TE +6TH ≈ 70.372 ms, Irshad et al.’s
protocol is 3TECM+2TBP+3TECA+13TH ≈ 20.891ms,
Jia et al.’s protocol is 5TECM +1TBP+3TECA+5TH ≈
9.605 ms, Son et al.’s is 4TECM + 1TECA + 12TH ≈
8.987 and PSEBVC is 2TS + 6TH ≈ 7.542 ms. The
detail of VC computation cost spending is displayed in
the table 7.

• In Jiang et al. protocol, the computing cost of CC is
3TECM + 5TS + 4TH ≈ 6.944 ms, and PSEBVC is
2TS + 5TH ≈ 4.371 ms. The table 7 shows the CC
computation cost spent in detail.

The overall computing cost of the PSEBVC and related pro-
tocols is discussed in the table 7:

- The total computation cost of the PSEBVC is
≈117.601 ms

- Jiang et al.’ protocol has a total computational
cost ≈167.403 ms, which is ≈42.348% more than
PSEBVC’s total computation cost.

- He et al. protocol has a total computing cost of
≈681.2267 ms, which is ≈479.269% more than
PSEBVC’s total computation cost.

- Odelu et al. procedure has a total computing cost
of ≈681.2267 ms, which is ≈479.269% more than
PSEBVC’s total computation cost.

- Mo et al. protocol has a total computation cost
of ≈152.004 ms, which is ≈29.254% more than
PSEBVC’s total computation cost.

- Irshad et al.’s protocol has a total computing cost
of ≈476.204 ms, which is ≈304.931% more than
PSEBVC’s total computation cost.

- Jia et al.’s protocol has a total calculation cost
of ≈268.732 ms, which is ≈128.504% more than
PSEBVC’s total computation cost.

- Son et al. procedure has a total computing cost
of ≈132.847 ms, which is ≈12.964% more than
PSEBVC’s total computation cost.

The Fig 3 shows the total computation cost in details.
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FIGURE 3. Cost of the entire computation in ms.

FIGURE 4. Communication cost in bits.

C. COMPARISON OF THE COMMUNICATION COST
The Jang et al.’s [25] protocol includes binary lengths of 32,
96, 128, 32, 160, 256, and 1024 bits, respectively, for identity,
random number, ticket key, ticket lifetime, hash output, and
symmetric key encryption/decryption. The entire computing
cost of the PSEBVC and related protocols is discussed as
follows from the table 7:

- The PSEBVC’s communication cost is 864 bits.
- Jiang et al’s protocol has a communication cost of
3592 bits which is ≈315.740% more than PSEBVC’s
communication cost.

- He et al.’s protocol has a communication cost of
3456 bits which is ≈300.000% more than PSEBVC’s
communication cost.

- Odelu et al.’s protocol has a communication cost of
3432 bits which is ≈297.222% more than PSEBVC’s
communication cost.

- The communication cost of Mo et al.’s protocol is
2848 bits which is ≈229.629% more than PSEBVC’s
communication cost.

- Irshad et al’s protocol has a communication cost of
2560 bits which is ≈196.296% more than PSEBVC’s
communication cost.

- Jia et al.’s approach has a communication cost of
2656 bits which is ≈207.407% more than PSEBVC’s
communication cost.

- Son et al.’s approach has a communication cost of
3112 bits which is ≈260.185% more than PSEBVC’s
communication cost.

The communication cost of the proposed protocol and related
protocols is shown in Fig 4.

VI. CONCLUSION
The VCE-assisted structure is a critical method to network
system building that is gaining traction. V2V or V2I resource
use on roadside units is facilitated. The security and privacy
of the VCE system are causing growing concern among users.
In this paper, we present a new biometric authentication
system for VCE that is aided by ECC. The PSEBVC is
resistant to a variety of assaults and meets all of the necessary
security requirements. The Scyther tool has been used in the
study to demonstrate the protocol’s security. Additionally,
we have demonstrated the suggested framework and provided
a random oracle-based security model. We have also demon-
strated the protocol’s affordability in terms of communication
and processing. As a result, our recommended methodology
might be more appropriate for VCE and useful for practical
purposes.
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