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ABSTRACT The smart grid has an important subsystem known as the Advanced Metering Infrastructure
(AMI), responsible for measuring customer consumption of electricity. The AMI subsystem has smart
meters as one of the components and they play a vital role in enabling communication between the
utility provider and consumers. Smart meters can report real-time electricity consumption readings of
the consumer to the utility. Securing this communication link from attacks remain very important for
the secure transmission of readings. Different methods or approaches have been developed, and most
works have high computational overheads. This paper proposes a lightweight Concealed Based Security
Scheme (CBSS) for secure transmission within the AMI, providing authentication, and reducing the
computational overheads and energy consumption during transmission. The CBSS method is compared with
the AMI Data Communication Scheme (ADCS) which does not have authentication process. The network
is built in the Network Simulator 2 environment, showing the communication between the nodes. Further
security is provided using a simple encryption/decryption method of 2 random numbers. The contribution
of this paper is the proposed lightweight method for the AMI that authenticates the transfer of data between
smart meters and other components of the AMI system. The paper also contains a simulation evaluation for
the chosen design parameters of the resemblance of AMI network. The simulations show an improvement
of 5% in delivery ratio, 3% throughput and 4% in energy consumed when adding security to the network.

INDEX TERMS Advanced metering infrastructure (AMI), decryption, encryption, network simulator 2
(NS2), smart grid, smart meter.

I. INTRODUCTION
The Smart Grid (SG) is an example of Cyber Physical
Systems (CPS) and functions as Internet of Things (IoT) at
substation level for example smart connected homes [1], [2].
Internet of Things is described as connecting intelligent
objects in a network to perform everyday tasks. Human
Beings and other sensor devices interact or communicate
with these objects through the internet. The smart grid
consists of digital and electrical technologies communicating
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and passing information from one device to another [3].
Advanced Metering Infrastructure (AMI) is one component
that makes up the smart grid. The AMI’s major role is to
simplify meter readings from smart meters to the control
center and the users. The bidirectional communication
capability makes the AMI perform the role efficiently [4].
The introduction of the smart grid to the electrical industry
has brought along new challenges. One of the challenges is
security. This is very important for secure communication
and detecting any malicious activities that might occur
during transmission. In AMI, the smart meters are placed
in consumer homes and exposed to being tempered. The
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smart meter continues to require suitable methods of security.
The location of these smart meters and the network in
which these meters communicate, increase the chance of
attack or vulnerability to attacks of the smart meter [5].
The most famous reasons for securing smart meter and the
communication network involved are:

If data is altered, the predictions at the utility provider will
be wrong [6].

If data is altered, it can lead to financial loss for the utility
provider.

Disturbance of communication network due to some
attacks may cause power cuts.

Attacks on service delivery may lead to power theft [7].
The encryption of data readings during transmission and

decryption at the receiver side remains the highly used
method of security in AMI [8]. Encryption hides data packets
before the packets are sent into the network by using any
format that is not understandable to unauthorized access [9].
Decryption discloses the cipher text to the original data
packets before the hiding process. The authorized receiving
node does decryption. Key-based cryptography is being
adopted to secure communication between smart meters and
other devices in the AMI architecture [10]. The management
and secure generation of these keys remains an open
challenge. This paper proposes a lightweight concealing-
based AMI validation and secure transmission method that
minimizes computational costs. The method is suitable for
smart meters. The paper discusses the background and related
work in section 2, the methodology of the proposed work in
section 3, simulation results in section 4 and the conclusion
in section 5.

II. BACKGROUND AND RELATED WORK
A. SMART GRID
The smart grid or power grid has many components
working in different phases. The power generation phase
and components are working there, there is the distribution,
consumption and billing phases all have different components
working in them, too [11].

B. AMI
The AMI is situated between the consumer and utility
provider [12]. The AMI routes data of consumers’ con-
sumption through a wired or wireless network to the utility
provider and gives the consumer billing data. The system
works bi-directional communication to pass data between
consumers and utility providers [13]. The nodes found in
the AMI system communicate in three schemes multicast,
broadcast and unicast [10]. The AMI has brought about
different improvements to the original metering system. It has
brought about flexibility, thus accommodating new users
daily. Security and reliability have been improved as the
system can adapt to changing technologies. The AMI also
provides better accuracy in the billing information. The Smart
meter is one of the components of the AMI system and it

is responsible for generating consumption readings. It has
brought about intelligence to the original energy meters [14].

C. SMART METER
The smart meter is an electronic device used to measure
and record customer’s electricity consumption and send the
information to the utility provider for billing information.
Smart metering is seen as a driver for energy efficiency
and adoption of digitization [15]. Some countries adopted
the smart meter technology and legally binds consumers
who use more than 6000 kilowatt-hours (kWh), for example
Germany [16]. Smart electricity meters use digital rather than
electromechanical technology [17]. The major difference
between the smart meter and modern measuring or metering
equipment is that they take control over functions [18].

The smart meter is a device that was developed to act
as a gateway for the smart grid to household devices [19].
It records the power consumption at the consumer location
and periodically directs it to the utility provider. Smart meter
also performs routing functions during communication in
the Meter Data Management System. It routes packets to
closer or neighboring meters until the packets reach their
destination.

Communication technologies are used in smart metering
network like the one shown in figure 1. Some commonly
used technologies are Zigbee, Wifi and Bluetooth. In [21]
researchers developed a multi-communication based AMI
device specific for smart metering. According to the work,
smart meters can use cellular and low power technologies to
communicate with the utility server.

FIGURE 1. Basic AMI system structure showing smart metering
process [20].

D. RELATED WORK
In [22] a system based on Diffie-Hellman key exchange
protocol was developed for authenticating smart grid nodes.
The system had high computational overheads and was based
on traditional Public key. [23] Proposed key management
schemes focused on unicast and multicast communication
in the smart grid. The scheme suffered from the inherent
problem of key escrow. In [24] a spanning tree key manage-
ment method was developed for rekeying. The method was
vulnerable to attackers since the rekeying process was done
on a global key. [25] Proposed a method that used a gateway
and sensor nodes. Themethod was based on key agreement as
it used public-key cryptography. The nodes were grouped into
Clusters and keys were shared in these clusters. The method
reduced computational overheads but compromised security
as many nodes are affected if the secret key of the cluster is
known.
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TABLE 1. Comparison of security and data management solutions.

III. METHODOLOGY
A. NETWORK MODEL
The AMI system’s hierarchical linkages are made up of
sensors S = s1 . . . ., sn, base stations BS , web servers W S ,
application providers AP, Internet portals IP, and users
connected to smart metres SM .
The smart meter’s sensors measure consumption data

and send it to the BS through a safe channel. The data
is then distributed or shared with the relevant users which
are customers. Multi-hop communication has been adopted
between the sensors and the users. An Internet gateway
connects the BS and the WS in the hierarchical structure as

shown in figure 2. The sensors provide the data for meter
readings and utility provider PU provides the bill details,
which are transferred to the WS and then to the user.

B. NETWORK INFRASTRUCTURE
The WS acts as an interface between the BS , the user and the
PU . Users use the IP as an interface to communicate with the
SM through its WS infrastructure. Data transfer takes place
from time to time between the W S and the sensors.

The sensors detect data and communicate it to the
BS utilising multi-hop communications from time to time
throughout the detection period. The data is sent from the BS
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FIGURE 2. Network model for AMI infrastructure.

to the WS via an associated gate-way GW , which then stores
it at the PU , each user is connected to one or more sensors
because one user can have more than one home, the sensors
are managed by the connection at the provider’s web server.
The user device connects to the WS to retrieve sensitive data
from the linked sensor during the data retrieval period. There
is communication between the sensor and the user through
the internet portal.

FIGURE 3. Architectural summary of the proposed work.

C. SECURITY WADER EMPOWERED
The secure minimum weight shared key creation and data
protection will be invoked when the connection configuration
has been formatted. The sensor sends a trajectory request
to the web server authentication server during the security
boot procedure. Theweb server receives the trajectory request
and generates a start-up table SUT and a communication
sub-table CST . R is the communication range of trajectory
information. The server starts with two tables SUV and
CSV . Data is stored in these tables and certain variables are
represented in matrices. For each meter, the bit vectors are
then classified into several columns to store the data, also
meters are periodically reassigned with security measures to
improve security communications.

Check data length

SUTi = (0,R) (1)

CSTi = (0,R) (2)

Both tables are generated randomly independent of the device
identities and are organized in the matrix structure in terms
of binary bits as given in Table 2. In matrix format, data is
represented as binary. Each bit is XORED (using exclusive
or function) with the corresponding array node.

TABLE 2. Example of the check data length process.

The table is encrypted using the keys generated from the
remainder statement. Here NID is the node ID and T is
the time of communication. As the keys are shared on the
network, its processing time increases. To evade this, each
meter generates the SK and CK keys from the built-in main
key with the support of credential authority CRA. Bits of
data associated with SUT and CST will be XORed. SUT and
CST are further encrypted by the SK and CK keys using the
concealing method.

SK = K xor N ID (3)

CK = K xor T (4)

Here, SK is the SUT key and CK is the CST key. The first key
SK was generated using the xor function of the primary key
and the node identifier. The second key CK was generated
using the xor function of the main key and the current
time CT in the communication session. Once SK and CK
are generated, SUT and CST are encrypted using the keys,
correspondingly. At the receiver end, xor is extracted from
SK and CK messages using the reverse process of operation
as CSTEi, SUTEi.

SUTEi = SVi xor SK (5)

CSTEi = CVi xor CK (6)

The meter reading is xor with the tables generated continu-
ously, and these tables are encrypted using the xor function.

D. KEY GENERATION DEVELOPMENT
The process is further advanced using elliptical curve cryp-
tography ECC and fully hashing method. The authentication
server acts as credential authorityCRA between the sensor and
the user. During the initialization process, the CRA generator
selects curve parameters
CP such as curve points PT , prime numerals PN , curve

factor CF , and defined prime pitch PP. The bilinear map is
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createdwhenwefirst start the security process, in which some
basic things are created. That is, some prime numbers PN ,
some rotation groups are formed in the order ofPN as follows,
Gi,Gj,Gk . Here, A number divisible by the same number and
only one is called a prime number.

choose i from 0 to 998 (7)

choose j from 0 to 999 (8)

choose k from 0 to 1000 (9)

If (i 6= j and j 6= k and i 6= k) (10)

If e (j, i+ k) = e (i+ k, j) and e(i+ k, j) (11)

Rotation groups are called the subgroup of ECC that defined
a field. It supports to regulate the magnitude of the number in
calculation. Then update groups as Gi,Gj, Gk . After adding
numbers to that group, the values within that particular
number are taken as a and b and p is selected and added to
the final group. With this, the map e and its generators a and
b are created. Here the computations of (f −g)(f +g) returns
the emap function values. The prime number is calculated as
follows, of which, i is taken as the number 2 also, the value
of i is less than a.

Similarly, the values of i will be constantly updated. If the
value of a mod i is 1 then it is called prime. After that, the
selected PN numbers will be added to the table called ZP.
When using random numbers R, we select a number from 0 to
ZP and use it.

R = OS2IP(SHA1(ZP(R))) (12)

These ZP values help create random numbers and multi
calculations needed to increase security on the network. And
with the help of these numbers one-way hash H1 code is
generated. At the beginning of the network, all meters, BS ,
and GW in that region communicate with the credential
authority and are authenticated. Each time the sensors in the
meters send a control message before sending the data. The
authorization of the meter is then validated and the contacts
are processed. Each time the meters make contact, the meter’s
authentication and key transmission functions are called. The
sensors send information about the meter they have sensed to
the credential authority. Once the server recognizes the meter,
a uniqueUK and common key PK is generated for the sensor.
The curve points are selected according to the inputs IP such
as (PN ,PT ,PF , x, y). A UK and the PK are generated after
selecting a R number from it. Here, x and y are the curve
constant values. PF is the prime pitches and is the PT point of
elliptic curve. These values are used to generate the pseudo
arbitrary numeral values and multi factor calculations.

X = (SID,R) (13)

UK = (DP,X ) (14)

PK = (R,UK ) (15)

Later meter public keyPK is generated according to curvePT .
Here we useDP from the basic parameter of the elliptic curve.

The generated key K pair is sent to the meter channel and
the same process is repeated for all devices.

K = (UK ,M )→ M ID (16)

If it is not unique, the credential authority will need to re-
create the identity MID approximately for the specific meter.
Once the key transfer process between the sensor and theCRA
is complete, mutual recognition will be created between the
final devices. Also, public key is used at data transmission
and private key.

E. NETWORK FORWARDER SELECTION AND ALGORITHM
FLOW
During the initial operation of mutual recognition between
M and GW , the prime number R is selected from the curve
generated. The random number is multiplied by the generator
point and R is generated to identify the time- cast TC . Here
CT is the current time.

TC = CT (17)

GK = (R, SP,TSM )(GWR,GP) (18)

Here GK is the gateway private key. Each M generates a
random number. We call this R → MR. It will be extracted
from the created ZP numbers. It is calculated as N , here
N = (IPMR), IP is the used input parameters.

GWr = OS2IP(SHA1(N )) (19)

GWR = IPGWr (20)

GP = PK (MR) (21)

SP = PK (GP) (22)

Here, GP is the gateway public key. GWR this is the random
number selected for the gateway. Then we calculate the two
hash values f and g as below. SP is the smart meter public key.

f = H1(R, SP,GWR,GP,TCS,TGW ,) (23)

g = H1
(
GWR,R, SP,GP,TGW ,,TCS

)
(24)

Every time there is a connection in the network, the sensor’s
neighbor gateway checks the time of the message sent by
the sensor along with time TCS, and checks the random
number in the group we created on the bilinear map. This
number will be selected as a random number from new
GWR ∈ SP. And calculates the corresponding R according
to the elliptic curve point multiplication technique. The time
at which this process is completed is then denoted as TGW ,

as gateway The derived secure validation code is compared
to the reverse authentication code generated. The connection
will bemaintained until the last device is successfully verified
if a match is found. The shared key derivative function is
enabled after successful verification, with ISM , TCS , and TGW
serving as the session’s key generating entries.

The secure authentication meter is now computed as the
second level hashed value, such as H2 (ISM , TCS , fSMR)
and the hashed value is transmitted to finish the mutual
validation procedure. The device re-generates the secure code

VOLUME 10, 2022 84813



O. Kebotogetse et al.: Concealed Based Approach for Secure Transmission in Advanced Metering Infrastructure

Algorithm 1 Concealed Based Security Scheme (CBSS) for
AMI Communication
1. Chosoe R = OS2IP(SHA1(ZP(R)))
2. Update Current Time CTasTC
3. Chosen Inputs to Finalize the Key(PN ,PT ,PF , x, y)
4. CreateTC for Sensor TCS and Gatewayas TGW
5. Create a Gateway Random Numeral GWR ∈ ZP
6. Generate Unique and public keys as below
7. X = (SID,R)
8. UK = (DP,X )
9. Meter Public Key PK = (R,UK )
10. Computed Meter private Key K = (UK ,M )→ MID
11. Gateway Private Key Created GK = (R, SP,TSM )(GWR,GP)
12. Gateway Random Number GWr = OS2IP(SHA1(N ))
13. GWR= IPGWr
14. Gateway Public Key GP= PK (MR)
15. Meter Public Key SP= PK (GP)
16. Hash Value Computed Below
17. f = H1(R, SP,GWR,GP,TCS ,TGW , )
18. g = H1(GWR,R, SP,GP,TGW ,,TCS )
19. Additional New Values Computed
20. SGW = (g+ GWR)f%v
21. IGW = SGW (R+ fSP)
22. Secure validation code created H2(IGW ,TC , fGWGWR)
23. Secure Meter selected H2(ISM ,TCS , fSMR)
24. Secure Receiver Slected H2(IGW ,TGW ,RSP)

25. Reverse Validation Code IGW ,TCS,GWRtoFinalize the path

authentication meter as a second level hashed value of the H2
(IGW , TGW ,RSP) at the receiver end.

The secure meter is now calculated as ISM secondary hash
value H2, TCS , fSMR, the hash value is provided to complete
the mutual secure validation procedure. After receiving the
data, the device reproduces the validation code to secure the
meter.

The transmitter device is considered to have been suc-
cessfully checked if the generated code matches the received
code. Using the key derivative function, shared keys are now
generated as inputs with IGW , TSM , and time. After that
compute (R + f 2) % v and SGW (GWR + gGP) are the new
values for meter and additional value of IGW , respectively.
The secondary hash value H2 of SP is derived as the reverse
authentication code (IGW , TC , GWR).

SGW = (g+ GWR)f%v (25)

IGW = SGW (R+ fSP) (26)

Both R and TC are sent to the final device to establish the
mutual validation process. The device receives and verifies
TC and R. Upon successful verification, the device randomly
selects its number GWR from the PN curve and multiplies it
with the generator point.

It is marked asGWR and the TGW is estimated as the current
time-stamp. From the public-private key pairs (fSM , GWR),
SP and GWR is identified for the end devices. Now, using
the R, GWR, SP, GP, TCS , and TGW as inputs, the exchange
parameters f and g are calculated using the single-way hash
function.

Now SGW ,GWR+gfGW is calculated as% v, where v is the
curve point, SGW and IGW which are the cross-parameters of

TABLE 3. Simulation parameters on network simulator 2.

the two end devices. The final validation code is generated
as a H2 (IGW , TC , fGWGWR). The value generated to verify
the correctness of the security system is sent to the other
end device. The device confirms the ownership of TGW and
GWR. If the verification is successful, the reverse transmission
parameters are calculated using the hash function for f and g
inputs R, GWR, SP, GP, TCS and TGW .
Now another refine estimation SGW and IGW are calculated

as follows, R + ffSM%v and SMR(GWR + gSP)) respectively.
The reverse validation code IGW ,TCS,GWR is calculated as
the secondary hash value of GP.
TGW entries. The shared key executes encryption and

decryption during data transmission operations.

IV. PROTOTYPE DEVELOPMENT
The nodes involved are BS (Base Station), WS (Web Server),
GW (Gate Way), UP (Utility Provider), Users (Customers)
and Sensors (Smart meters).

At the beginning of the communication, every node
identifies its neighbours. The nodes hello messages and
acknowledge each other and form a connection. The main
communication is between the sensors and the users. The
other nodes are just intermediate devices. The sensor
measures consumption readings and forwards them to the BS,
then the BS forwards to the GW, and finally, the readings
reach the Utility provider. The billings are created here,
sent to the GW, and then to the User. The user can see the
readings sent from the sensor and the billing information.
The communication that takes place between the nodes is bi-
directional. Sending some packets in the network requires an
acknowledgment from the receiver.

The security aspect of the communication is also
addressed. The sensor does the encryption and the user does
the decryption. At the sensor, the readings are distorted into
some form of text called cipher text. The text does not make
sense to anyone who comes across it unless you have the
decryption method to turn back the cipher text to plain text.
In the communication network, the user is the only node with
the decryptionmethod. The decryptionmethod only sends the
cipher text to the specific user. This is done by including the
destination identity in the transmitted packet.

The chosen scenario in the NS2 environment shown in
Table 3 gives the figures 4-7. A network area of 500 by
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FIGURE 4. Impact of varying simulation time on: Packets dropped during
transmission of data.

FIGURE 5. Impact of varying simulation time on packets delivery ratio
during transmission of data.

FIGURE 6. Impact of varying simulation time on: Total consumed energy
during data transfer.

FIGURE 7. Impact of varying simulation time on throughput during data
transfer.

500 was chosen and 101 nodes were randomly placed within
the network area. The parameters are selected to resemble
a real Advanced Metering Infrastructure environment. The
paper evaluated the performance of AMI when having

security and without security. After simulations, certain
parameters were measured and the graphs below show the
results from the simulations. The network area is determined
by the number of nodes in the network. The nodes should not
overlap in the network. Omni Antenna is the popular antenna
used for nodes in the network simulator 2 environment and
the Advanced On Demand Vector routing protocol transports
data faster than other routing protocols.

The metrics of interest are the packets dropped, packet
delivery ratio, total energy consumed, and throughput. These
are the parameters measured when comparing the two
methods of having security and not having security in AMI
communication.

A. PACKETS DROPPED
These are data packets lost during transmission and are
not received by receiver nodes. The sender’s packets are
originally sent but do not reach the destination nodes [35].
Packet dropping increases data errors during communication.
The main cause of packet dropping is network congestion.
The throughput of a given sender is affected by packet drop.
When the packet dropping is very high in the network,
important data packets do not reach the intended destination.
This is a sign of a bad communication network. It can be
expressed by:

Packets dropped = Total Packets sent by all sender
nodes – Total packets received by all receiver nodes

B. PACKET DELIVERY RATIO
This ratio of packets received by the receiver nodes and
packets sent by the sender nodes [36].

The performance of a network is said to be higher when
the packet delivery ratio is high. It can be expressed by:

Packet delivery ratio = Total Packets received by all
destination nodes/Total Packets sent by all sender nodes

C. TOTAL ENERGY CONSUMED
combines energy used during transmission, computation, and
reception [37]. It has been known that energy is consumed
more during transmission and reception. The computation
process consumes less energy [38]. It can be expressed by:

Total energy consumed = Transmission energy +
Computation energy + reception energy

D. THROUGHPUT
Throughput is the amount of data packets successfully
reaching the receiver from the sender at a given period.
It is usually measured in bytes/second. Low bandwidth, low
energy, unreliable node communication, and topology change
impact throughput. It can be expressed by:

Throughput = File size / Transmission time

V. RESULTS AND DISCUSSION
Figure 4 shows that the number of packets dropped increases
with simulation time. The CBSS during data transmission
provides better packet dropping than when there is ADCS.
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The more secure the transmission, the lesser packets are
being dropped. The packet dropping shows a huge difference
between the two methods from 200 to 250 seconds of
simulation time. At these times, the difference is constant.
From the simulation results at 200 seconds, packets sent
were 2573 for both methods. ADCS received 1968 packets,
thus dropping 605 packets (24%). CBSS in the network,
2071 packets were received and 502 packets dropped (19%
packets dropped). This is due to the difference in security
between the two networks. The attacks affect the ADCS
method due to a lack of authentication leading to packets that
do not reach the destination nodes, and more congestion in
the network.

Figure 5 shows the packet delivery ratio increase when
simulation time increases. When the transmission in AMI is
more secured, the delivery ratio is increased. The delivery
ratio follows similar conditions as the graph in Figure 4. The
simulation at 200 seconds will also be used as an example
here. 2573 packets were sent in the network and simulation
was made using the ADCS method, 1968 were received.
Similar conditions were made using the CBSS method and
2071 packets were received. The delivery ratio is 76%without
security and 81% with security. The delivery ratio of packets
transmitted in the ADCS is lower than those transmitted
in CBSS. The more secure the transmission, the more the
packet delivery ratio. Security prevents attacks from affecting
packets during transmission. As many packets reach their
destination nodes, reducing malicious activities increases the
delivery ratio.

Fig. 6 shows that energy is consumed more when there is
less security and less when the network is made more secure.
At 200 seconds, the simulation of ADCS consumed 29%
of the energy given, and the simulation of CBSS consumed
25% of the energy given. The packets are exposed to replay
attacks during transmission in the two methods, leading to
more energy consumption in the ADCS method than in the
CBSSmethod. Security reduces forged data traffic in theAMI
network, reducing the energy consumption of sensor nodes.

Figure 7 shows that the throughput in CBSS is better than
ADCS. The percentage difference in the throughput between
the two graphs is around 3%. The difference is caused by
many factors like reliability between communication nodes.
From Figure 4, we already indicated that network congestion
affects simulation in ADCS more, so bandwidth becomes
limited or low when there is more congestion, causing the
throughput to be reduced. Throughput is also affected by
low energy. When more energy is consumed, as shown in
Figure 6, the remaining energy becomes less, causing the
throughput to be reduced.

VI. CONCLUSION
The Concealed Based Security Scheme (CBSS) method
for secure transmission is the best method when reducing
computational costs and energy consumption in AMI. The
results show the difference between a network with AMIData
Communication Scheme (ADCS) and a network with CBSS.

The graphs show an improvement in energy consumed of
4%, 3% throughput, and 5% delivery ratio since the security
provided in the two methods is different but at the same
time uses simple cryptographic techniques to cater to low
computational smart metering abilities. The CBSS method
reduced the number of packets dropped, thus increasing the
network’s throughput. The energy consumption was also
reduced, saving the power used up by the ADCSmethod. The
idea was to provide security and, simultaneously, consider the
low computational abilities of smart meters. Most security
methods ignore the ability of smart meters not to compute
difficult computations and only focus on security being
provided, in return giving slow processing times. The CBSS
method considers faster processing time, thus the reason
for having small computations when providing security. The
process can be improved in the future by using an elliptic
curve and a fully hashing method for key generation to make
the system more secure. Different types of attacks can be
introduced to the network and the methods tested against
these attacks as one of the improvements to be considered
in the future.
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