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ABSTRACT The possibilities that Distributed Ledger Technologies (DLTs) offer for cooperation, devel-
opment, and achievement of the Sustainable Development Goals (SDGs) are remarkable. This is because
DLTs enable several key features, such as sharing complete information about every data transaction
in the distributed system that participants belong to, the immutability of the recorded data transactions,
or consensus among what data can be regarded as true, of great usefulness for the implementation of the
SDGs. As far as developing countries are concerned, this information could be useful in trading locally
produced goods, as it could enhance the reputation and profitability of Small-Scale Producers (SSPs).
Unfortunately, it is rare to find a digitalized marketplace that has been specifically implemented for this
application domain. This paper puts forward a blockchain-based marketplace that makes use of Smart
Contracts and offers information about how the sold goods were produced and can be traced to their very
origin. Besides, cloud computing has been conceived to be used in this development from the beginning
to reduce the computational resources required by end user operations. An implementation with cloud
computing facilities, software components running on the Ethereum blockchain and a web front end have
been tested with satisfactory performance results.

INDEX TERMS Distributed computing, sustainable development, peer-to-peer computing.

I. INTRODUCTION
Ever-increasing awareness regarding the importance of Sus-
tainable Development Goals (SDGs) for the future devel-
opment of the global economy is changing many different
areas of the supply chain and how goods and services can be
traded [1], [2]. SDGs are permeating not onlymost significant
aspects of research and development, but also many other
activities related to how trade is carried out and how products
are made available to consumers. However, among the many
possible domains, developing countries are the ones where
significant work has still to be carried out. Indeed, lack of
production visibility is one issue that Small Scale Produc-
ers (SSPs) suffer with intensity in developing countries, as it
is difficult for them to get their products advertised for a
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larger audience that could be interested in their purchase.
In addition to that, SDGs works in developing countries
related to markets and supply chains [3], though present,
are often scarce and hard to find. This poses a significant
issue related to trade, as it locks developing countries in a
circle that cannot be broken easily: goods and services to sell
are offered to a very limited range of clients, which thwarts
increasing outputs production, which in turn ends up offering
little incentives towards greater profitability through market
access. Additionally, this situation prevents further develop-
ment of the goals set by the SDGs in terms of productivity,
equality, and progress.

This manuscript describes how to build a blockchain-
based, SDG-driven marketplace oriented towards developing
countries where information related to development, growth
and monitoring of primary sector products has been recorded.
There are several features that make this marketplace unique:
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a) it makes use of Smart Contracts to record transactions
regarding foodstuffs produced in developing countries as a
way to guarantee transparence in trade and price formation,
b) it is capable of registering information about how products
have been grown or treated during their lifecycle and c) it
offers two technological solutions to supersede the challenges
in terms of data storage and computational power required by
a blockchain: on the one hand, the Proof-of-Authority (PoA)
algorithm has been used rather than Proof-of-Stake (PoS) or
Proof-of-Work (PoW) ones to minimize the resources that
would be required to validate the newly added blocks. On the
other hand, an inexpensive cloud computing infrastructure
has been utilized to store all the blocks and transactions-
related data. The usage of PoA and cloud computing is
of great usefulness for developing countries, since costs in
access and hardware ownership can be minimized, if there
is a reliable Internet connection for trade purposes. In this
way, it can be ensured that the blockchain where transactions
are taking place is kept with no constrains regarding data or
computational resources.

A. MARKET PLATFORMS TO ENHANCE SSP TRADE AND
SDGS
We refer to SSPs as units of small associations of persons
focused on producing foodstuffs, developing goods, or offer-
ing services in a comparatively small size. According to [4],
‘‘small-scale farmers produce crops primarily for subsistence
and only the marketable surplus is sold. In other words, farm-
ers’ market participation is directly related to marketable
surplus generation’’. While they are not the only production
unit for primary sector outputs, SSPs are widespread in devel-
oping countries, since they are local producers and farms that
do not rely on just one massively produced crop oriented
towards exportation. It is mentioned in [5] how there are
different kinds of SSP exploitations (subsistence, transition,
pre-commercial, commercial) depending on their level of
development, and to what extent they are oriented either to
pure subsistence or towards profitability through surplus sale.
Unfortunately, there are several issues that prevent SSPs from
reaching their full potential, ranging from technical (security,
cost of digital tools, mobile networking) to economical ones
(digital literacy, safety, information policies). Among those,
one is the lack of visibility and access to large markets for
SSPs. This issue has a major impact in the profitability of SSP
farms, due to the severe limitations imposed by how many
customers are aware of products that might be interested in
purchasing. The role of market platforms as trade catalyzers
is of major importance for economic development, as they
enable producers to sell their outputs and obtain a profit from
them. In the case of developing countries, SSPs may use both
local and online market platforms to sell the outputs that
their farms can produce. This is of major important because
when combined with other problems (lack of technification,
strained access to financial products, transport, delivery inef-
ficiencies), lack of visibility ends up keeping productivity
lower than it could be due to the small size of the markets
that can effectively be accessed. Therefore, creating a market

platform that offers a higher degree of awareness for SSPs is a
desirable objective. Although there are different alternatives
to creating such a market, an online market platform can
be deemed as one of the most suitable options, as it has a
relatively small cost of development and is greatly effective
when creating awareness about SSPs’ outputs being sold to a
wider audience.

Furthermore, online market platforms can be used to pave
the way to the accomplishment of several SDGs. The latter
can be defined as seventeen objectives aimed at improving
the standards of life of all humans on a worldwide scale,
tackling issues as inequality, poverty, economic development,
or governance [6]. Among them, SDG 9 is the one that can
benefit the most from the system that is put forward in this
case (Industry, Innovation and Infrastructure, [7]). Due to the
advantages that an online market platform can offer for trade
and visibility, and the features that the one that is presented
in this manuscript is putting forward, the described solution
can be regarded as a distributed infrastructure of innovative
characteristics applied to agroindustry. In addition to SDG 9,
the distributed, secure trade platform oriented to developing
countries that is described in this manuscript also provides
support to SDGs number 8 (Decent Work and Economic
Growth), 10 (Reduced Inequality) and 12 (Responsible Con-
sumption and Production). This is so because the platform
is oriented towards economic enhancement of the SSPs that
offer their outputs and, since it would make possible knowing
how crops were grown or cattle was fattened, it can promote
transparency in production and consumption of the displayed
foodstuffs.

B. BLOCKCHAIN AND CONTRIBUTIONS TO SUSTAINABLE
DEVELOPMENT GOALS IN DEVELOPING COUNTRIES
Aside from the advantages that are offered by the online mar-
ket platforms regarding trade for SSPs, there are other aspects
related to the technology used in our proposal that must
be considered, especially the ones related to Digital Ledger
Technologies (DLTs). Among the latter, blockchain must be
highlighted as one of the most compelling technologies that
a trade platform has to offer. Blockchain can be defined as
a distributed ledger where information about any transaction
that takes place within the system where it is deployed is
recorded and shared among all the participant nodes. Some
features of blockchain can be described as ‘‘high security,
decentralization, and tamper-proof, which enables all partic-
ipants to realize value interconnection and transmission at
a very low cost’’ [8]. Indeed, there are several characteris-
tics that, from our point of view, make blockchain unique:
distribution (nodes of a blockchain are located in different
places connected to each other via network), redundancy (the
same information in every node is virtually present in every
location of the blockchain), transparency (information about
blockchain transactions and involved identifiers is shared and
available for every participant in the system), immutability
(transactions and data present in the block-chain cannot be
modified), and consensus (information considered as valid
is decided by, at least, the users with the majority of the
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computational power in the blockchain). Due to the kind of
information that is used in the platform conceived by the
authors of this manuscript, the usage of blockchain comes
as extremely handy for the purposes shown here. In addition
to that, blockchain makes possible the deployment of Smart
Contracts to integrate both new products and customers into
the market and keep a track record of their activities to check
whether they can be trusted or not. To secure the identities
of the actual people and companies that are participating,
a simple mechanism can be created where new participants
are assigned an identifier based on the public key from the
asymmetric cryptography key pair that they use to validate
transactions. This public key will be not only used as an
identifier, but also as the wallet address within the system
used to send and receive funds related to trade activities.

Lastly, blockchain can be extremely useful for any appli-
cation related to sustainability, as it can provide a high level
of traceability on the resources that have been used for pro-
duction, delivery or consumption of goods and services, such
as wine supply chain [9] or energy [10].

C. CONTRIBUTIONS OF THE PAPER
The contributions done in this paper are linked to the design
and implementation details of a blockchain-based market-
place oriented towards production and trade of goods and
services produced in developing countries. It has been put
forward in this proposal that blockchain will be useful for two
purposes: on the one hand, it can be used for the traceability
of the products that are sold in it, so their origin, delivery and
elaboration procedures become transparent. This feature will
result in benefits for the product sellers (who can prove that
their products have been grown or matured in an environment
that enhances their characteristics) and buyers (who become
aware of the goods production conditions in the whole supply
chain). On the other hand, blockchain also offers the pos-
sibility of knowing how final prices for the sold products
are composed, and what party is acquiring each share of the
costs and benefits. Finally, cloud infrastructure is used to
minimize the computational capabilities that end user devices
must have.

While some of these contributions are already used, it is
the authors’ opinion that it is unseen how all these different
features are combined onto a platform with the purpose,
or the aim (developing countries) shown in this manuscript.
A system like the one described in this paper can provide
significant usability: for example, it might happen that some-
one wants to buy a product that they cannot obtain locally
on their own, so they decide to get it from an online market-
place. However, their purchase might be riskier than expected
because there is no information on the online store about
when the raw materials of the product were collected, trans-
ported or transformed, and the producers are so small in size
that are virtually unknown to the end user, who in the end
might be unwilling to pay for the products and not make
the deal due to the fact that they do not trust neither the
kind of product they are buying nor the producer they are

buying it from (due to their lack of information about the
manufacturing process of the product and/or the reputation
and reliability of the seller).

This example shows the motivation behind the system that
is put forward in this manuscript. By deploying a blockchain
where a) information about how a product is elaborated in
every stage (from its raw state or raw materials to what
is sold to end customers) is traceable, b) reputation of the
seller/producer in terms of product and trade (the quality
of the product, issues with purchases or payments, etc.) is
transparent and clear and c) Smart Contracts are deployed to
get instantaneous engagement in terms of offer, demand and
payment so transactions can be executed in a much faster and
reliable way, even and precisely among parties that have never
done business before, the usefulness of the proposed system
can be proven.While some of these features are already exist-
ing outside blockchain developments, the usage of the latter
makes possible a more decentralized, harder to manipulate
storage of seller information, which prevents its tampering
or spurious usage by a party prominent enough to centralize
information about trade operations. Furthermore, traceability
of the whole number of procedures used to manufacture the
product sold increases trust in buyers, who might be more
inclined to buy something if they are fully aware of how it is
made, even if that means paying a higher price.

D. PAPER STRUCTURE
This paper is organized as follows: a first introductory section
with themain ideas of themanuscript (such as the background
that it is encased within), as well as the contributions and
benefits that the proposed marketplace offers has already
been presented. Section 2 involves the State of the Art of the
existing solutions that intend to tackle, to a greater or a lesser
extent, the same problem from a different perspective or tech-
nology, along with the advantages, disadvantages and open
issues that have been found during this study. Next section
describes the analysis and design features related to the solu-
tion conceived for the decentralized marketplace, as well as
the security analysis done on the solution. Section 4 shows
the implementation and tests carried out to test the perfor-
mance of the solution in terms of time required to satisfy
a request and how they escalate during a certain amount
of time. How information can be obtained from the good
that is being traded from a client perspective or the sales
record of another fellow vendor from the selling side has been
considered as well. Section 5 contains the conclusions that
can be extracted from this development and the future works
that can be attempted to go further what is put forward in this
solution. Finally, bibliographical references used to compose
this manuscript are included.

II. STATE OF THE ART
The main purpose of this section has been finding out about
the available solutions, both in terms of research and actual
deployments, that make use of technology resembling the one
put forward here by us in a similar application domain.

79102 VOLUME 10, 2022



M. Pereira Lamela et al.: Blockchain-Based Decentralized Marketplace for Trustworthy Trade in Developing Countries

A. STUDY OF THE STATE OF THE ART
It is described in [11] how Fog Computing can provide infras-
tructure for Industrial Internet of Things (IIoT) marketplaces,
so it becomes an intermediary technology between field com-
ponents (edge devices, Apps in a smartphone) and cloud ones
(developer store, blockchain). The objective is establishing
what the authors refer to as an IIOT Bazaar, describing
the main components that a marketplace for industrial edge
applications would have. A private Ethereum blockchain is
used for transparency, as well as to enhance the traceability
of application installations in edge devices. Their proposal,
though, lies on a scope different from the one that the authors
of this manuscript are putting forward: our development
creates a marketplace for goods and services produced in
developing countries to support transparent trade oriented
towards agricultural production, whereas [11] main drive is
providing a place for trade on industrial edge applications
of hardware and software nature. Additionally, [12] shows
how a Blockchain-Based Decentralized Digital-ContentMar-
ketplace can be built. The authors of the reviewed paper
create a service that can offer more security and user expe-
rience that other peer-to-peer systems, without having the
disadvantages of a centralized one. They use a blockchain
system called LBRY [13], one synchronized namespace and
a global index for content related to metadata. Blockchain
is claimed to be used to have a decentralized content plat-
form to carry out several actions in an easier way. Sev-
eral of the technologies used share significant similarities
with our proposal, but the marketplace described is oriented
towards digital content, whereas the one put forward by us has
been conceived for physical goods produced in developing
countries.

João Martins et. al [14] show how Customer Bargain-
ing and E-Procurement can be provided via a decentralized
market. In this context, blockchain can both allow the inter-
connectivity and transparency in Supply Chains and enable
payments in a faster manner. The authors of this manuscript
have created a Smart Contract architecture where listing
interaction relies on contracts that make use of tracking
tokens, along with procedures for listing, aggregation, and
auctioning. Overall, Smart Contracts are regarded as of crit-
ical importance in this kind of marketplaces, as they are
needed to establish in an accurate manner how payments
will be done among parties. The pricing mechanism followed
consists of reverse auction bids, which does not apply to the
context of foodstuffs and agricultural production from devel-
oping countries. Furthermore, [15] describes the foundations
on using an IoT-Blockchain Enabled Optimized Provenance
System for Food Industry that also makes use of Artificial
Intelligence. The authors of the reviewedmanuscript describe
a methodology that combines AI and blockchain to create
a system ensuring that the provenance of marketed food
is legitimate. The authors have built a system with four
actors (farmer, warehouse, retailer, and consumer) traced
via blockchain facilities. While the scope of our manuscript
is different, product traceability will indeed benefit from

blockchain usage. The work done by Park et al. [16] shows
how DLTs can also be used to develop an IoT data mar-
ketplace where reputation of the data owner is enabled via
blockchain. A system with four different layers has been
conceived for all the stages mandatory for the system. The
authors of the manuscript put forward a remarkable proposal
for the data that takes into consideration how they can be
traded in a more transparent way, while taking into account
the reputation of the data owner. However, this proposal is
neither oriented towards goods produced in developing coun-
tries, nor it considers how physical products can be traced
during their growth.

Another example of marketplace on the Ethereum
blockchain is shown in [17]. The main issues about a central-
ized market application (lack of privacy users’ data, transac-
tion fees, unilateral blocking of merchants) are pointed out.
The authors of the reviewed manuscript have implemented a
model where a Smart Contract written in solidity is included
in the Ethereum Network, accessed via a web browser by
means of the Web3.js Application Programming Interface
(API). Fund quantity and availability is kept in a Metamask
wallet [18]. The Inter Planetary File System (IPFS) is used
in a compelling manner, as it allows fully decentralized data
storage [19]. Performance is at 3.8 seconds. However, there is
not a mention on how to use such an infrastructure in develop-
ing countries, what kind of actions can be carried out to make
the required blockchain capabilities easier to port or how to
trace the goods sold. Guido Perboli et. al describe in [20] how
a decentralized marketplace for Machine-to-Machine (M2M)
economy can be created in Smart Cities. They put forward a
decentralized marketplace called PEGASUS where a Smart
City is regarded as a collection of objects connected among
them. IOTA [21] is the cryptocurrency used to fund transac-
tions taking place among M2M communications and deliv-
ered services. This architecture is described as consisting of
two applications: a) an extension for Google Chrome installed
in devices owned by end users and b) a program that gathers
data from sensors and writes them down on the Tangle used
by IOTA. Overall, this system is oriented to users buying data
from a marketplace where data collected from the Smart City
will be sold, so its main purpose is different from what we
put forward in our manuscript because it is oriented towards
digital goods and it does not consider the particularities of
such a system for developing countries. Hermes, a platform
for trading sensor data that makes use of DLTs, is put forward
in [22] tomake stored data profitable. The architecture for this
platform consists of several elements typical of blockchain
marketplaces, such as wallets for every agent involved in the
transactions and the usage of cryptocurrencies for payment
procedures. IOTA is again used for this purpose. The architec-
ture has been designed to have a streaming agent registering
to the marketplace, streaming data to IOTA and, once it has
identified, search for data of their interest. When a data buyer
is found, funds will be transferred to the marketplace wallet
and the streaming agent will be notified about the interest
buyer and their public key. Finally, data and funds will be
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transferred to the corresponding parties. Overall, this pro-
posal focuses on selling data and is not related to the specific
needs of developing countries. Jeong et al. explain in [23] the
concept of the Connected Car and how they can benefit from
the usage of blockchain. Their system has been especially
conceived to deal with black box video data. Blockchain
Data-Owner-based Attribute-Based Encryption (DO-ABE)
is used as part of the data sharing scheme. The authors of
this reviewed manuscript also mention off-chain technology,
which consists of storing reference values in the blockchain
that are linked to specific encrypted data that is stored outside
of the blockchain. The system designed consists of a Data
Owner (DO), a Data Consumer (DC) a blockchain network,
a market platform and external storage (IPFS, cloud storage),
whereas the specific vehicle data marketplace model is based
on a decentralized application to upload and/or consume
vehicle data. As before, this marketplace is not oriented to the
end users or purposes than the ones shown in our manuscript.

It is shown in [24] how a marketplace can also be created
for Fog/Edge computing resources. The authors attempt to
offer an accurate view about the kind of tradeoff required
to have efficient applications that can become as decentral-
ized as possible. Their manuscript depicts a fully distributed
software architecture for their electronic marketplace that
consists of a public blockchain network, market clients and
computational resources used for trading operations. The
researchers have also considered in their manuscript the inter-
actions of potentially interested parties. The decentralized
market shown in this reviewed paper, though, refers to the
possibility of purchasing both fog and/or edge computa-
tional resources rather than developing countries goods. Fur-
thermore, [25] depicts how a real-world traceability system
for the use case of traditional bakery can benefit from the
use of blockchain. The authors describe a system working
with Radio Frequency Identification (RFID) and Near Field
Communication (NFC) for sensing equipment, along with
blockchain itself for safely distributing and storing infor-
mation through the supply chain. Combined, they guaran-
tee traceability of the main features in the raw materials
used to produce Carasau bread. It also makes use of IPFS,
which enables further decentralization in the traced informa-
tion about every aspect of the Carasau bread. However, the
system has some significant differences compared to ours:
a) theirs is oriented towards a specific product, whereas the
one put forward in this manuscript involves many potential
different kinds of them, b) their system is more oriented
towards traceability and the one presented here is driven
towards marketability for SSPs and c) the paper explicitly
mentions the need for a central authority to regulate which
parties will get into the system (a feature derived from the
particularity of the foodstuffs that is being traced), whereas
our solution makes use of PoA as the consensus algorithm
for data control. It is also described in [26] how blockchain
is a major contribution to data transparency in the Agri-Food
industry. The proposed model makes use of three different
layers (the first one deals with interactions among entities

in the supply chain, the second one contains the blockchain
and copes with the transactional information of the trading
and delivery operations, and the third one is used for data
storage, also making use of IPFS to save data as decentralized
as possible). Products are gathered in lots uniquely identified
with lot numbers and traded according to Smart Contracts in
the Ethereum network. Simulations carried out show that the
usage of gas for the transactions that must be considered is
acceptable. However, the system still relies on a centralized-
like authority (referred to as off-chain arbitrator) to moni-
tor the network or solve disputes (as opposed to using the
mechanisms derived from consensus algorithms). Besides,
while gas cost has been taken into consideration, there is little
information about latency of the system when performing
transactions, except for transaction mining times.

It is described in [27] how consensus mechanisms based
on blockchain can be used for food traceability. The authors
present a system where RFID and NFC are used to trace the
supply chain procedures for the processing and delivery for
foodstuffs. A consensus algorithm (Proof Of Supply Chain
Share or PoSCS) specifically tailored for food supply chains
has been developed to have the main stakeholders of the
supply chain as the validators that create the new blocks.
However, as it happened with the previous research work, the
proposed system is focused on food traceability; while this is
a major aspect in our own piece of research, the marketability
of these products via website is given a greater weight than in
the reviewed paper. Furthermore, the system presented by the
authors of the reviewed manuscript tends to mimic PoS as the
consensus algorithm, whereas we make use of PoA. It is also
described in [28] how to add Deep Reinforced Learning to
Agri-Food supply chains. The authors highlight how a Deep
Reinforcement Learning-based Supply Chain Management
(DR-SCM) method oriented towards making smart decisions
on production and storage of foodstuffs to maximize prof-
itability and summarize their contributions has been built with
a) a blockchain framework that makes use of PoW as the
consensus algorithm, b) the DR-SCMmethod itself and c) the
experiments that have tested the performance of the proposed
solution. They have identified the main participants of Agri-
Food supply chains as actors in their system and make use
of Deep Reinforced Learning to take actions in the overall
deployment by interacting with the environment. However,
this work is solely focused on Agri-Food traceability and
offers no information about creating a market for the prod-
ucts, especially when they have been grown by SSPs in devel-
oping countries, thus having a purpose different from the one
that we have formulated. Furthermore, the usage of PoW as
the consensus algorithm presents a major difference com-
pared to PoA. A piece of research resembling the ones shown
before is depicted in [29]. In this case, the researchers have
created a blockchain-driven framework for secure monitoring
and reporting about Afro-Food goods delivered through the
supply chain. Aside from the blockchain deployment that is
performed in the supply chain, the authors included Supply
Chain Management (SCM) backorder prediction procedures
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that work with several machine learning algorithms. These
research works, however, are more strongly focused on back-
order prediction than in creating any kind of web market
with the available information, so the purpose sought by the
authors is different from the one that we are presenting.

Other development works to consider are the ones shown
in [30]. The research activities contained in the reviewed
manuscript deal with a system oriented towards food safety
in China that makes use of blockchain and overall dis-
tributed Leger Technologies (DLTs). They focus on the fact
that market failures hinder decision-making processes for
end customers. Three different kinds of contracts are used:
Food Exit, Food Circulation and Food Sampling. As far as
security is concerned, this solution proves that a malicious
node uses an arithmetic power that can only be a fraction
from an honest Ethereum node, with a measured chance of
success not higher than 0.3%. While our solution is more ori-
ented towards offering a web market for SSPs in developing
countries, the reviewed manuscript proves that the Ethereum
network provides a resilient tool against data tampering in
distributed Smart Contracts. Another development to con-
sider is the Origami Network [31] which self-defines itself
as ‘‘A protocol for building decentralized marketplaces using
the Ethereum blockchain’’. The Origami Network makes use
of three different self-sufficient platforms: Origami Mar-
ketplace, Origami Payment, and Origami Review. The first
one is directed towards creating front-end developments (the
authors describe how it makes use of a Representational
State Transfer (REST) compliant (referred to as RESTful)
API, a Front-office, and administration portal for sellers and
another one for operators). The second one is described like
‘‘a decentralized payment system powered by the Ethereum
blockchain with decentralized escrow for secure payments’’
that is claimed to require lower fees. Overall, this develop-
ment aims to speed up transactions, minimize escrow pay-
ments and improve the marketplace reviews, but it is not
oriented towards developing countries or SDGs and does not
explicitly describe any procedure to add traceability to the
goods and services that might be sold in it, as it is done
with the sensor data provided in our proposal. Additionally,
the Origami Network is more driven to providing a proto-
col to build marketplaces based on blockchain, rather than
a particular marketplace. Another online market based on
blockchain that has become important over the years is Open-
Bazaar [32]. It provides twomechanisms to protect end users’
funds when engaging in transactions: a) a reputation system
that shows how trustable are sellers in this decentralized
market (it works the same way as with other companies, like
Amazon or eBay) and b) moderators that act as mediators in
any dispute. Trade operations are done by having the buyer
creating a Smart Contract between the digital signatures that
participants use in this market (the one from the buyer and
the one from the seller) and sending it to a moderator, and
once the good has been received, the funds that were allocated
for the operator will be sent to the seller. This is a fully
decentralized system that makes use of blockchain to prevent

any centralized shutdown and it offers a significant degree of
anonymity. However, it does not offer any default information
about the growth or manufacturing of the products that are
sold in it. Feasibility of the market itself is questionable too:
at the moment of composing this manuscript, the company
that maintains OpenBazaar (OB1 Company), is becoming
unable to cover the operational costs of the platform [33].
ModulTrade [34] is another example of decentralizedmarket-
places based on blockchain. It is utilized to connect Small and
Medium Enterprises (SMEs) to the global markets by mak-
ing use of four different components: a) a blockchain based
Smart Contract platform, b) a trade related services platform,
c) a trade and reputation network and d) the marketplaces
themselves. The developers ofModulTrade have created their
own token used for trade operations. This platform also works
with Smart Contracts as described before, in the sense that
payments are locked and executed after the buyer has received
the good rather than before. Developers mention that tracking
the supply chain of the goods sold is possible, thus providing
a way to check the authenticity and provenance of products.
This marketplace offers a decentralized platformwhere trace-
ability of products is explicitlymentioned, but it does not have
an explicit orientation towards goods or services produced in
developing countries and their more specific needs.. There are
also several proposals that show a clear interest in the topic of
decentralizedmarketplaces based on blockchain. It is referred
in the research work done by Chang et al. [35] that blockchain
might enable increased security, trust, and privacy. To max-
imize these advantages, the authors of the manuscript point
out that they have created a e-marketplace that makes use of
self-enforced Smart Contracts that guarantee what payment
or penalties will be applied. Also, it is said in [36] that a digital
marketplace for IoT data can address successfully challenges
typical of this application domain, such as limited resource
and computational capabilities. In this way, a three-tier sys-
tem architecture with a regulator, a facilitator and devices
accompanied by participants is proposed. Lastly, it is claimed
in [37] that, in addition to using blockchain for automatic
and secure trading, secure data communication at the network
layer based on Name Data Networking (NDN) can be used to
upgrade security features.

B. OPEN ISSUES
The described solutions offer their own advantages and
disadvantages when compared to the main topics of this
manuscript. A summary with all of those has been depicted
in Table 1. Some of the disadvantages have been regarded as
such due to a focus on different objectives than the one shown
by us, rather than having any significant flaw.

The available research works regarding what kinds of mar-
ketplaces are available in developing countries to sell goods
is profuse in variety. However, there are several open issues
that have yet to be solved. They can be described as:

1. Blockchain-based supply chains tend not to offer a
suitable front-end marketplace or alike: while the purpose
of a supply chain is not necessarily offering a frontend with
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TABLE 1. List of proposals with their advantages and disadvantages. TABLE 1. (Continued.) List of proposals with their advantages and
disadvantages.

information about information interchanges, having those
data available could be a significant asset to know where
value and/or cost are generated during a manufacturing pro-
cess. This information is usually withheld from end users.

2. Marketplaces based on blockchain focus on data and
digital assets rather than services or tangible, manufactured
goods: in the reviewed literature, markets tend to be based
around the idea of purchasing and selling data often relate
to IoT deployment and projects. Having physical products or
services provided by people as part of themarketplace is often
overlooked.

3. Marketplaces are not focused on developing countries:
marketplaces based or making use of blockchain tend not
to be an option for goods produced in developing countries,
since they tend to develop their main production activities
in application domains that are not directly related to IoT or
Cyber-Physical System (CPS) data.

4. Lack of technological descriptions: most of the solutions
that have been included in the state of the art tend to describe
how data are traded or what goods are available but offer
scarce information about what kind of Smart Contracts are
published in order to include new customers and goods in
it, what procedures are used to include new participants are
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followed or the infrastructure used to deploy the blockchain
and their data.

III. SOLUTION DESCRIPTION
The technical core of the infrastructure put forward in this
manuscript is a blockchain-based, SDG-orientedmarketplace
where information about products has been stored and is
available for every participant of the system. Blockchain
adds some features unseen combined in a single platform:
a) price formation is transparent, as prices in transactions
can be seen by everyone, b) it makes use of a single Smart
Contract, which accurately describes the transactions that are
going to take place and c) it merges pricing and features
data in the same system. Each of the subsections that has
been added here describes how all these features have been
achieved. The described system attempts to solve some of the
open issues found in the studied literature regarding online
markets for foodstuffs in developing countries. Indeed, there
are three disadvantages that have been found for the latter,
when compared to developed countries, that have shaped the
proposed system to better target their end users (SSPs in
developing countries) in the best possible manner:

1) Local, small-sized markets. Markets that are acces-
sible by common SSPs in developing countries tend
to be small and localized, which in turn imply that
the number of clients willing to buy these products is
usually not too large. The proposed system offers the
possibility of making products available online for a
larger audience, so it is expected that it will have a
positive impact on the SSPs revenues.

2) Fragile supply chain. The sometimes-subpar transport
networks or utility infrastructures in developing coun-
tries jeopardize the delivery of foodstuffs in time for
their transformation or sell, which may render some
of the products inedible or unfit for human consump-
tion. With the usage of sensors providing freely avail-
able, reliable, and trustworthy data to the end users in
the proposed system, it can be proven that the food-
stuffs sold in the blockchain-based market have been
grown or fattened in good environmental and overall
conditions.

3) Lack of trust in the quality of sold products. Because
of the previous issue, there is sometimes significant
reluctance to buy products from SSPs in developing
countries, even if they are offered according to the stan-
dards of production used where the products are sold.
The available information put forward by the proposed
system will help mitigate this lack of trust by adding
transparent data accessible to the end users.

The system that is put forward in this manuscript uses
a private Ethereum network to deploy the Smart Contracts
used for trade operations. There are certain pieces of data
transmitted, though, that are not related to Smart Contracts
information, such as the environmental information (temper-
ature, humidity, etc.) of the products that are sold, but they
have been included due to their major usefulness for the

proposed system. The consensus algorithm chosen to validate
transactions among the deployed network is PoA, which is
different from the PoW consensus algorithm or the PoS one
forecasted to be used by Ethereum 2.0. PoA is far better suited
for environments with low computational resources like IoT
developments in developing countries, as it does not require
to have all the nodes obtaining and providing hash function
outputs, which tends to be very energy consuming.

Overall, the systemwill follow a workflow that begins with
the registration of the users from the web application. Once
registered, they will add their products with sensor identifiers
that will gather measurements periodically.When the product
is available for sale, the owner will assign it. All products for
sale will be available for any registered user with sufficient
funds. To purchase them, users just must access the product
page and buy what they like. When a product is purchased,
its registered owner will change, and its identifier will be
recorded in the blockchain certifying them as their legitimate
owner.

FIGURE 1. System use case diagram.

Figure 1 shows the use cases defined within the market.
As it can be seen, the use cases have a straightforward
mapping with the main activities that can be carried out in
a trade website: create market (to deploy the terms used
by the Smart Contract ), assign funds (for trade operations
among participants), register company (to include a company
in the system), list companies (to have a list with all the
companies selling products in the website), list products (to
have a registry of all the products sold), show product (so as
to display product features), sell product and buy product.

A. HIGH-LEVEL SYSTEM DESCRIPTION
Figure 2 illustrates the architecture of the system develop-
ment as a high-level description. Its layered structure is made
up by several subsystems that interact with each other to
provide greater functionalities:

1) Client: it contains all the functionalities required for
the client interaction with the website. On the one hand,
a web browser used for navigation through the web-
site is required to access the Graphical User Interface.
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On the other hand, a wallet extension that allocates
available funds is used as well.

2) Presentation: it represents the web visual interface,
with a web server containing all its required presenta-
tion features. Its function is to facilitate the use of the
application to the users. It works as the frontend of the
system.

3) Business: its function is to establish communications
between the frontend and the Smart Contract via an
application server, providing the necessary resources to
the website.

4) Blockchain: the core on which the application is built.
It works as a network that manages the interactions
between users and the contract (that is to say, the
transactions taking place in the system). At the same
time, it fulfils the function of the data layer by storing
the Smart Contract state that can be consulted at any
time. Thus, it contains the Smart Contract with the
application logic that defines the functions required to
ensure the correct operation of the market system.

5) Sensor: an element or group of elements external to
the network. They are responsible for sending product
data to the Smart Contract. By having information from
sensors, accurate data is obtained from the environment
where the foodstuffs to be sold are being taken care of.
In this way, a large record of data can be obtained with
regards of the good. What is more, optimal conditions
of the products sold in the market can be proven, thus
creating a way to guarantee high quality in the produc-
tion sold by the SSPs.

FIGURE 2. High-level system architecture.

As mentioned, the distributed system associated to this
marketplace is based on Smart Contracts [38]. They can be
defined as programs that become stored in a decentralized
network (that is to say, the blockchain) and contain all the
necessary business logic to be executed in data transfers. Even
though Smart Contracts guarantee the interchange validity
between products and funds, unfortunately for the time being
Smart Contracts usually not regarded as a binding legal,
conventional one in most of the cases (regardless of this,
a workaround is put forward later). A Smart Contract con-
sists of a) the logic, and b) a state based on the blockchain
stored data, which can be edited and always consulted.
Figure 3 showcases the structure of the data used organized
in three basic entities:

•Company: refers to the agents that will make use of the
application by selling products, purchasing them, or both.
It is uniquely identified by an address and contains basic data
related to identification and funds. A company can either be
owner or buyer of none or multiple products.
•Data: refers to the monitored data in a particular time-

frame associated to a single product, such as temperature,
atmospheric humidity, carbon dioxide level, soil moisture,
Ph level and geographical location. Data are represented by a
string of characters.
•Product: refers to the element traded in the market. It is

uniquely identified by a string that results from the calcu-
lation of a hash function. It also contains basic data given
by the owner at the time of its creation, along with the data
provided by the sensor in charge of monitoring it. It can have
N associated structures, a single owner, and either one or no
buyer. It has three different statuses: tracking, on sale and
sold.

FIGURE 3. Smart Contract entities.

Every entity is stored in key/value maps, where the value
will be an element of the previously defined structures (com-
pany, data, product) and the key its corresponding identifier.
The methods required for the application logic will be the
following:
•createCompany to register a company.
•createProduct to create and register a product.
•addData used by the sensor to add information to a

product.
•authorizeSale to allow the owner to sell a product.
•Payment to allow a company to buy a product.
•getProductData is an auxiliary function to retrieve the

data associated to a product added during implementation
activities. This latter function is required due to a limita-
tion in the Smart Contract programming language, which is
unable to retrieve multiple nested structures. The implemen-
tation of the Smart Contract, as well as all the other pieces
of work, are available in [39]. Such Smart Contract relies
on the description via parameters of Products (with their
information about name, identifiers, and status, among other
features), Companies (with their identifiers, names, email,
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etc.) and the addition of environmental Data (humidity, soil
moisture, etc.) related to those products. Functions related to
the addition of companies, products, their data and how sales
are authorized are included as well. The most prominent of
these functionalities are themain focus of the next subsection.

To deploy the Smart Contract defined in this system,
a blockchain able to manage their associated technology is
essential to do so. There are many blockchain platforms
where Smart Contracts are defined, such as HyperLedger
Fabric, NEO or Ethereum. Once the blockchain platform has
been selected, the type of network must be decided (public,
private, consortium or a hybrid between them), each hav-
ing its advantages and drawbacks. The consensus algorithm
(namely, the protocol in charge of ensuring the validity of
the blocks generated) must be defined as well. Once these
decisions have been made, the network architecture, the node
quantity, its type, and hardware parameters must be set.

When the network is established, the Smart Contract can
be hosted in the blockchain; it will become accessible through
an address. There are two types of interaction with the Smart
Contract. The first is a state check: it will be carried through
calls, which are costless since they do not modify the data
of the blockchain. However, it might be desirable to edit or
add additional information to the data being transferred as
inputs/outputs of Smart Contract codified functions. In this
case, transactions must be used, which have a computational
cost carried by the miner nodes. Therefore, a fee will be
charged to the issuer of the transaction to pay the miners.

Since direct interaction with the Smart Contract requires
knowledge that is not expected from end users to have (and
in any case, the system put forward here must adapt to users
and not vice versa), a frontend will be necessary to make
users able to interact with the blockchain network through
a website. Therefore, the resulting website will showcase
the stored data in lists and tables and the online forms used
for the registration of both companies and products with
their corresponding buying and selling functionalities. At the
same time, a backend with an API will be necessary to send,
receive, process, andmanage the transmitted data between the
frontend and the Smart Contract.

In this context, sensors are responsible for collecting the
product data, such as temperature, humidity, or soil Ph. These
values are sent to the Smart Contract, where they will be pro-
cessed to enrich the data from the stored product. Depending
on the transmitting capabilities of the sensor, data will be
sent to the Smart Contract directly, or even periodically if
required. Lastly, the end users will be required to have awallet
with fundings belonging to the network to be used. A web
extension to manage wallets and payments will guarantee a
simpler user experience.

B. SYSTEM BEHAVIOR AND PROCEDURES
Once a frontend is made available with products, company
listings, data tables and statistics, the visual experience is
made simpler to the users of the application. The data present
in the frontend will be supplied by the backend calls to the

previously defined functions of the Smart Contract. Those
functionalities that require the user’s intervention, therefore
regarded as transactions for the blockchain, are defined as the
following:
•Register company (as depicted in Figure 5 with a

sequence diagram): users or companies must be previously
registered in the system to be able to use the application
beyond data visualization. To do so, the user must access the
‘‘Register company’’ tab where they will fill in a form with
the company’s name, an email, and its billing address. Before
sending the form, the user must accept the platform Terms
and Services agreement. Afterwards, a tab with the pay-
ment information (operation costs) will be opened; the user
must accept it for the transaction to be registered. This will
store the company information onto the blockchain, uniquely
identified by the payment’s address. Only one address will
be associated to one company. Issues might happen during
the company registration procedure: a) the company could
already be registered, b) it could have insufficient funds to
enter the market or c) there might be missing information in
the application form. Depending on the stage of these issues,
an error message will be sent back to inform about the prob-
lem that arose during the company registration procedure.
•Register product: users registered in the blockchain can

register products through the ‘‘Register product’’ tab on the
website. A formmust be filled in with the product’s name and
description, as well as the address of the sensor in charge of
its monitoring. Once sent, a payment (operation cost) must
be done. A single identifier will be assigned to the product,
which will be the ‘owner’ field assigned to the payment
address along with a timestamp to record its registered date
and time. Initially, the product will have the ‘‘Tracking’’
status. As it happened before, issues might take place while
registering a product. The most typical are a) the product to
be registered cannot be linked to a company address, b) funds
might be insufficient after trading

operations to register the product or c) information could
be missing from the form required to be filled. As it happened
before, error messages will be sent in the suitable moments
where these problems are found out. All these steps have been
displayed in the sequence diagram of Figure 6.
•Product tracking: as shown in Figure 4, a product in

‘‘Tracking’’ status will be monitored by a sensor or groups of
sensors until it is put on sale. These sensors will periodically
send information to the Smart Contract with the temperature,
atmospheric humidity, carbon dioxide level, soil Ph and soil
moisture, geographical location, andmeasurement timestamp
values. The Smart Contract’s functionmust manage the errors
that may occur because of an incorrect product identifier or
if the product has a different sensor assigned.
•Authorize sale: once the product is available for sale, the

owner must shut down the sensors and access the product
web page to assign it a sale price. This will change the
status of the product to ‘‘On Sale’’ and the price will then be
registered (Figure 7). The company whose address is stored
in the ‘‘owner’’ field will be the only one able to use this
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FIGURE 4. Product tracking procedure.

function. Typical issues that could happen in this procedure
are that a) the buyer has insufficient funds to perform such an
operation or b) the price of the good intended to be bought is
wrong or missing. As in previous cases, error messages will
be sent when required to alert about any problem happening.
•Buy product: any product with the ‘‘On Sale’’ status can

be purchased by any previously registered user except by the
current owner. To do so, the product page will display its
price and a button to process the order (Figure 8). In this
case, the transaction price will be the established price for
the product plus the operational cost. The previous owner will
receive the former price. The buyer will then become the new
owner and the purchase will be registered in the blockchain.
Should there be insufficient funds to perform such operation,
an error message will be sent back to the client trying to buy
the product. Note that despite the similarities among the dif-
ferent functionalities described here, their behavior has been
described in the previous UML figures in an independent
manner in case they are ported to other relate developments
in the future.

C. CYBERSECURITY FEATURES
As with other developments that involve blockchain, there
are several cybersecurity features that must be considered as
well. The system that is put forward here makes use of several
hardware entities that, as with the other features related to
security, have been included as part of a security threat anal-
ysis depicted in Figure 9. Specifically, the following hardware
elements are present:

1) The buyers computer used to connect to the server
where the web market is located.

2) The server itself, used to a) store the several web pages
used by the web market, b) receive the information
from the product sensors and validate it via PoA and
c) take part as a node in the Ethereum private network
where Smart Contracts are deployed, and data are val-
idated.

3) The sensors that collect information from the products
to be sold, which take part in the blockchain deploy-
ment put forward in the system and provide critical data

about the conditions on how foodstuffs were produce
during their lifetime.

4) The other nodes from the private Ethereum network,
which have been included as the ones use for data
interchanges related to Smart Contract executions and
information about transactions.

All these hardware entities can be eventually threatened
by security attacks, as information sent from/to these devices
in a bidirectional manner (except for the sensors used to
collect environmental data, that are conceived just to push
information towards the location of the web page). Besides,
there are three processes related to communications in the
system that are taking place:

1) Requests based on web service features being inter-
changed between the buyer’s computer and the server
where the web market site is located.

2) The usage of the PoA consensus algorithm to make the
required validations for the blockchain-based deploy-
ment of the system.

3) The operations performed by the server within the
Ethereum private network as a node that has deployed
Smart Contracts on it.

Lastly, there are three boundaries of different nature set
within different parts of the system, which have also been
represented in Figure 9. To begin with, a boundary is set
between the buyers’ computer and the server with the web
market files, which is equivalent to the web service-based
requests and responses performed to retrieve data from the
market. A second border is set in the blockchain used by
the sensors, which is built specifically for the system and is
sending information towards the web site. Lastly, there is a
third border separating the Ethereum private network (that
the system server belongs to, as it is used to deploy the Smart
Contracts) from the other parts of the system.

Overall, it has been estimated that the elements that could
bemore prone to cyber-attacks are the three kinds of hardware
components use to interchange data throughout the proposed
system: a) the buyer’s computer used to interact with the
market that is being displayed to the potential customers,
b) the sensors used to monitor and collect information about
how the rawmaterials for the foodstuff elaboration are treated
and c) the web server used to deploy the web market that has
been stored in it. Additionally, the Ethereum network could
also be affected by security attacks. The decentralization of
the interchanged data is another aspect to consider as well.
It is not possible to have a 100% guaranteed secured system,
even if it was centralized and worked offline and out of any
kind of network or information sharing technology (human
operatives or physical location of the hardware could be prone
to security attacks as well). Fortunately, the proposed system
relies on technologies like blockchain, as well as the crypto-
graphic facilities blockchain is built upon, that increase the
security and authenticity of the information made available.
A paradigmatic example of this would beMan-In-The-Middle
(MITM). This form of cyberattack aims to obtain information
from a private data interchange between two parties and/or
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FIGURE 5. Register company procedure.

distribute and share malicious content while it is inserted
in the conversation, even if such parties are IoT or CPSs
components such as vehicles [40]. MITM-based cyberattacks
in the proposed system pose a minimal threat due to several
aspects:

1) An authentication system based on registration and
access credentials for SSPs can be enabled in the
system as a countermeasure against malicious agents
attempting to break into the system.

2) Once the SSPs are correctly registered, important
information about their activities (i.e., their identi-
ties, account balance) does not need to be transmit-
ted, except for wallet identifiers that become public
anyway in the Smart Contracts that are available to
the blockchain users. Most data that will be shared
among the system will be related to the primary sector
goods and foodstuffs that the SSPs are taking care of,
as well as their environmental and border conditions;
this data will also be made public for buyers that want
information about the products they are interested in.

3) Information transmitted through the proposed system is
very likely to come from different places at the same or
almost the same time (the infrastructure that each SSP
uses to transmit and store data in the blockchain shared

by all the participants in the system), so the MITM
attack would need to eavesdrop a significant number
of the physical communication links to effectively alter
the information transmitted (as it is required by all the
blockchain nodes that pieces of information are the
same regardless of their location), which depending
on the number of users could become too costly and
impractical.

4) Consensus algorithms in blockchain work in a way
that it is required that many, the majority or even
all the nodes participating in a blockchain agree to
validate specific information as the valid one. This is
no different for the case of the PoA algorithm used
in the proposed system, where the nodes taking part
of the Ethereum private network have their reputation
attached to their blockchain identifier (not their actual
identity) and are therefore motivated to keep a good
one. If after validating a piece of data a party forges it
in any way, it would become obvious what blockchain
identifier did it, the data tampering could be mitigated,
and the malicious user expelled from the system. Fur-
thermore, if the Ethereum public network was to be
used instead, it should be taken into consideration that
the deployed Smart Contract not only makes use of

VOLUME 10, 2022 79111



M. Pereira Lamela et al.: Blockchain-Based Decentralized Marketplace for Trustworthy Trade in Developing Countries

FIGURE 6. Register product procedure.

cryptographical libraries (as explained in the following
point) but also would make use of a distributed sys-
tem (the Ethereum network itself) that currently uses
PoW as the consensus algorithm, which adds up to the
proposed system characteristics. Indeed, performing a
51% attack [41] would demand that the attacker has
more computational power than most of the validating
nodes of the attacked blockchain. As it was explained
before, this becomes quickly unfeasible if a certain
number of users is reached. The fact that PoW is likely
to be phased out in favor of PoS [42] in the Ethereum
public network does not change the essentials of this
expected performance.

5) Currently, the underlying Ethereum private network
used in the implementation of the proposed system uses
ECDSA (Elliptic Curve Digital Signature Algorithm)
as asymmetrical cryptographical libraries used to dig-
itally sign information pieces. Among other security
procedures, this implies the usage of hash outputs that
daisy-chain with each other (in blockchain, a current
block hash is obtaining from both their data and the
previous block hash). As far as ECDSA is concerned,
the fact that Elliptic Curve Cryptography (ECC) is used
makes 283-bits public keys comparable to 3072-bit

public keys for the RSA algorithm should come as one
additional major countermeasure against data tamper-
ing in the system [43]. The Keccak-256 function [44]
is also used by the Ethereum network where the Smart
Contracts of the proposed system are deployed for data
hashing.

6) Security can also be incorporated in other parts of
the developed system that lie below the blockchain-
based data. HTTP Secure (HTTPS) can be used for
data transmission among the application level, which
in turn would employ Transport Layer Security (TLS)
for secure information transfer below purely data-based
layers, thus providing further security countermeasures
to the proposed system that would expand beyond what
blockchain can offer in the system.

7) As far as other attacks are concerned, the countermea-
sures provided by the system prove to have similar
effectiveness, as they rely on the same keys aspects of
the system that have been describe before. For example,
the Denial of Service (DoS) attack can be countered
with security infrastructure of proven worthiness (fire-
walls that add rules based on IP addresses and ports,
DoS Defense Systems or DDSs for protocol-based and
data rate-based attacks, etc.). In addition to DoS, its
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FIGURE 7. Authorize sale procedure.

FIGURE 8. Buy product procedure.

distributed alternative (Distributed Denial of Service or
DDoS), which could in theory use against the sensors

providing data in the system, would have minimal to
no chances of success, due to the fact that the data sent
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to the server is sent at the same pace for every node
and they are verified and shared among the users of
the system via PoA consensus algorithm, which makes
it easy to exclude any malicious device acting as a
legitimate sensor.

FIGURE 9. Security threat analysis for the proposed system.

8) Additionally, spoofing attacks face the same challenges
mentioned in previous point 4 that makes them unlikely
to be successful: any party attempting to add tam-
pered data to the blockchain would require to vali-
date the fraudulent transaction via PoA; this attempt
would demand a large proportion of the computa-
tional resources within the system that a single node
is unlikely to have. Therefore, the data forging would
be discovered, and the spurious node could be expelled
from the system.

When all is said and done, the overall security measures
described would be deployed in a layered manner, as depicted
in Figure 10. Note that the security measures or protocols
included in the figure as bold and italic characters define what
layers are providing security for the end user.

IV. SYSTEM IMPLEMENTATION AND TESTING
As previouslymentioned, the implementation of the proposed
solution has been carried out in a cloud environment, as it was
deemed by the authors of this manuscript that implementation
and testing activities were mandatory to test that the idea

FIGURE 10. Layered locations of the security measures that can be used
in this system.

of having a blockchain-based market running with accept-
able performance. Microsoft Azure [45] has been chosen to
provide the required infrastructure. During the development
and integration process of the application in the cloud it
was used as a service under a Platform-as-a-Service (PaaS)
model. However, clients make use of the cloud as a service
based on the Software-as-a-Service (SaaS) model. This is
because the application is provided directly without having
to manipulate any resources in the cloud nor having to access
Azure services.

A. SYSTEM IMPLEMENTATION
Since a blockchain network is required to deploy the Smart
Contract, the network provided by Ethereum has been
regarded as the most suitable one [46]. Due to the large
amount of documentation available for Ethereum, this tech-
nology makes easy using existing networks and creating new
ones.

Because of the greater control in the customization param-
eters, the authors of this manuscript have opted for a private
blockchain network to find the optimal ones for the proposed
solution. However, a consensus network could be used too; it
must be born in mind that the latter differs from the private in
the authority owner of the nodes involved in the mining and
signing of blocks. In this case, public entities with reliance
and trust such as universities or government entities.

Ethereum nodes conform the network though constant
communication among them at the data level. The network
architecture that was deployed consisted of three different
nodes. Two are hosted on two Virtual Machines (VMs) in the
Azure cloud and another one on a local computer. Its creation
and network deployment follows these steps:

1. Firstly, the cloud resources are deployed: two VMs with
OS Ubuntu 16.04 are deployed. Each of them has a different
security resource group to have a decentralized network. Both
machines have static and public IP addresses. An imple-
mentation based on the minimum requirements set by the
Ethereum protocol is necessary to host the nodes. Its specific
settings are the following:
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a. Node-1: It is in a VM in the B2s Azure Cloud with
2 vCPUs, 4GBs of RAM and a Solid-State Drive (SSD).
Node-1 is hosted in the Western Europe region. It is a full
node responsible for mining functions.

b. Node-2: It is in a VM in the B2s Azure Cloud with
2 vCPUs, 4GBs of RAM and an SSD. It is hosted in the
Northwestern America/ Northwest America region. It is a full
node in charge of the mining functions.

c. Node-3: It is in a local machine in Madrid, Spain. It is a
light node; it validates the new blocks created by the mining
nodes of the network.

2. A workspace is created in each of the nodes and Go
Ethereum [47], also known as ‘Geth’ -an implementation of
the Ethereum protocol that enables us to create customizable
Ethereum Virtual Machines (EVMs) nodes- is installed.

3. Themining nodes require an account or wallet to operate
on the blockchain. Two are created throughGeth, and they are
assigned a private password to unlock them every time their
services are needed, such as start/stop the mining operations,
send transactions, etc.

4. A common first block known as Genesis Block is nec-
essary to create a blockchain or to join an already existing
one. The new blocks created in the blockchain will be con-
catenated from this block. This block will contain the key
parameters of the network’s functioning. The Puppeth tool
in Geth [48] will allow the creation of the file interactively
from the terminal. The Genesis block that has been created
for deployment purposes is depicted below. It uses 778 bytes
of storage, which also gives an idea of what size the other
blocks that will be linked to the blockchain are (despite the
differences in the figures and parameters that they include
with regards to the transactions that have been included).
Each block is regarded as compact enough not to use too
many resources, but large enough to provide information
details about transactions and the block itself. {

"config": {
"chainId": 13542,
"homesteadBlock": 0,
"eip150Block": 0,
"eip150Hash": "0x00",
"eip155Block": 0,
"eip158Block": 0,
"byzantiumBlock": 0,
"constantinopleBlock": 0,
"petersburgBlock": 0,
"istanbulBlock": 0,
"clique": {
"period": 5,
"epoch": 30000

}
},
"nonce": "0x0",
"timestamp": "0x60803235",
"extraData": "0x00",
"gasLimit": "0x47.760",
"difficulty": "0x1",
"mixHash": "0x00",
"coinbase": "0x00",
"alloc": {

"ee219800286f77e4ccd388b04a1b63454e20330d":
{

"balance":
"0x15000000000000000000000000000000000000000000000"

}
},
"number": "0x0",
"gasUsed": "0x0",
"parentHash": "0x00"

}
Other aspects to consider are as follows:
a. PoA is the chosen consensus algorithm since the nodes

are managed by a trusted entity. It reduces the large compu-
tational load and the energy required by other algorithms like
PoW in the creation of new blocks.

b. The time used for block creation has been limited
to 5 seconds. By doing so, we achieve a fast response
blockchain that can support many transactions without reach-
ing saturation.

c. Afterwards, the wallet addresses used for block genera-
tion in the validation procedures are added. Initial funds are
also added to the wallets for them to be able to operate.

d. We assign the chainId, a numeric identifier required
to connect to the blockchain through peering. The assigned
value must be exclusive to our blockchain.

e. The JavaScript Object Notation (JSON) file generated is
copied in each of the nodes and initialized with Geth.

5. Once the nodes are established, the communications
between them and with the rest of the components interacting
with the network must be enabled, such as the backend and
the sensor. To do so, the firewall policies of the machines
(virtual and local) are modified by enabling the http:80 and
rpc:30000 ports and limiting their access to the IP addresses
of the system.

6. Node access is made through the EVM console. It can
be done in two possible ways: a) either locally through the
machine where the node is hosted using Secure Shell (SSH) if
themachine is remote or b) using the RPC (Remote Procedure
Call) with Geth from one of the already enabled IP addresses.
Once the node console is accessed, the wallet assigned to
the node is unlocked and the mining process is started, thus
enabling the creation of new blocks and transaction process-
ing in the network. The overall structure of the cloud-based
components, and how the different technologies have been
used, are depicted in Figure 12. Once the blockchain is estab-
lished and initialized, the Smart Contract can be deployed.
It has been written in Solidity. This is an object-oriented,
high-level language resembling JavaScript aimed at creating
Smart Contracts in Ethereum [49]. The code developed for
the system is compiled in two files. The first file is based
on Bytecode, a low-level programming code that is under-
standable by an EVM. The second file is Application Binary
Interface (ABI), a JSON-written interface that enables us to
interact with the contract by using calls and trans-actions with
the backend. Since both files are required by the system, they
must be saved inside the project files.
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A JavaScript-written script was codified to deploy the
contract. The script uploads the contract in the blockchain by
making use of a transaction. The Bytecode is sent via the ABI,
processed, and hosted in an exclusive and static blockchain
address. This transaction requires both a blockchain wallet
with sufficient funding to assume the transaction costs, and
Web3js, a library collection that allows remote interaction
with a node through RPC. Once the blockchain network is
established and the contract is deployed, the application is
fully functional. Nevertheless, a prototype for a website has
been written to facilitate the tasks. As mentioned before,
this component is hosted on a VM type A2v2 in the Azure
cloud, along with 2 vCPUs, 4GBs of RAM and an SSD.
It is hosted in the Western Europe region with a static public
IP address. The front-end has been developed in Hypertext
Markup Language (HTML), Cascade Style Sheet (CSS) and
JavaScript. The ReactJs library [50] has simplified the web
design; the backend makes use of JavaScript in a NodeJs
environment [51]. As it has been depicted in Figure 11, the
website has been designed with each of the use cases that are
required to be run in mind, keeping a 1:1 mapping with the
design activities described in the previous section.

FIGURE 11. Frontend architecture.

Each of these components can be described in the follow-
ing way:

1) Home: the default page of the application (Figure 13,
top). Like it happens with web pages, it has a nav-
igation bar at the top to access the rest of the func-
tionalities. The system logo is displayed in the center,
and the lower part displays general statistics from the
application.

2) List Products: a table listing of the products registered
in the system (Figure 13, bottom). Each of the columns
represent the most representative data of the product,
with its status identified with colors for an easy recog-
nition as to whether a product is for sale or not. The last
column is a button to access the product page where
further information about the product can be found.

3) Show Product: a specific page for each product with
detailed information. In the case of having monitoring
data, information, and statistics of the product moni-
tored will appear together with a drop-down list with
each data input provided by the sensor and a workflow

on top (Figure 14, top). When the product is in ‘‘track-
ing’’ status, it will have a box for the owner to assign
a selling price to the product. Before the sale takes
place (and therefore, right before the Smart Contract is
enforced), the terms and conditions for concluding the
legally binding Smart Contract can be shown through-
out the website. In this way, and although price and fea-
tures of the product to be purchased are already known
at this point, the terms of the purchase can be further
clarified. This terms and conditions notice would make
the Smart Contract easier to enforce in legal scenarios
where there are constrains for them to be accepted,
since they add an element of notice (end users can find
the agreements, read them and accept or decline them),
provided that they are shown under fair conditions [52].
These conditions would be: a) Clear and conspicuous
notice of terms (the terms are available at a conspicu-
ous location or, in case of the proposed system, when
giving the final agreement to the Smart Contract), b)
active acceptance (users must explicitly agree on the
terms put forward to them), c) controlled access (no
access will be given to the available products unless
the clients have agreed to the terms and conditions
before), d) periodic reviews (notification of changes
in the Smart Contract terms, in case legislation makes
it necessary) and e) location (agreements easy to find
in the website). Figure 15 shows an example of how
these terms and conditions can be depicted in a way
that are representing the information provided by the
Smart Contract. Usually, they must be as detailed and
accurate as possible; that is why Figure 15 has a large
number of different contents to consider (Agreement to
Terms, Intellectual Property Rights, etc.).

4) Once this price is assigned, the workflow will change
its status to ‘‘on sale’’ and a ‘‘Buy’’ button will appear
with the price of the product. Finally, when the product
is purchased, it will change to the final status, ‘‘Sold’’
(Figure 14, bottom).

5) Register Product: a page that contains a small formwith
the necessary text fields to register a new product in the
system.

6) List Companies: the list of companies and their
blockchain addresses that are part of the system and can
make use of the marketplace functionalities.

7) Register Company: a page with the form to register in
the system. It is necessary to accept the terms of service.

Since the data layer of the set architecture is based on
the state of the Smart Contract, the web requires constant
communication with the contract to display updated data.
This communication will be done through contract invoca-
tions via data calls, dependent on the network’s response time,
along with its subsequent processing and display of the data
times. With NextJs (the NodeJs framework), any necessary
call will be made at the server-side before the user browses
throughout the web pages. By doing this, it is possible to
optimize data fetching tasks and reducing loading times. The
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FIGURE 12. Overall cloud-based architecture.

FIGURE 13. Default web page (top), product list (bottom).

framework also facilitates the web routing tasks, thus achiev-
ing an overall better user experience. We use the Web3js
library to manage the calls and transactions in the backend.
By means of RPC, the library makes use of the ABI file of
the Smart Contract to communicate with it in its assigned
address.

As mentioned above, transactions modify the contract state
and therefore require a payment of the operation cost. To sim-
plify this task, Metamask is used as the tool to deal with those
transactions. The backend is responsible of managing these
operations, whereas the user will confirm or reject payments
through a pop-up window.

FIGURE 14. Product default web page (top) and workflow progress
(bottom).

Finally, the expected functionality of the sensors in an
environment that would go beyond the laboratory has been
simulated through a script written in Python. This script peri-
odically sends randomized data (within acceptable ranges)
directly to the Smart Contract. While data sources would be
very different from what is defined in this example, how data
are transferred or stored are done in the same way, so it can
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FIGURE 15. Terms and conditions for legally binding contract.

be proven that the distributed, blockchain-based marketplace
for developing countries shown here can work successfully.

Once the solution has been designed and implemented it
must be tested. Since every subsystem has a different func-
tion, each of them will be tested in a specific manner. There-
fore, tests based on functionality, security and performance
are necessary.

B. SYSTEM PERFORMANCE
The system has been developed with a Test-Driven
Development-based methodology. Thus, specific tests have
been conceived before writing the code that will pass them.
This verifies that the Smart Contract methods operate cor-
rectly. A test collection for the backend to ensure a proper
communication with the blockchain and the Smart Contract
has been carried out as well. Moreover, the collection certifies
that calls and transactions are functioning correctly, and
potential errors managed. We have also carried out another
set of tests aimed to evaluate the security of the network
and communications, both internal and external, related to
the cloud environment. The key elements to test in a Smart
Contract are the cost and time that its deployment take, as well
as the use of its codified functions through transactions in the
blockchain.

The timeframe when these actions are confirmed is known
as the latency of the blockchain network. The analysis of
these values has been performed unitarily, that is, invoking
each method only once. Each block in the network has an
8,000,000 Gas limit (as in the Ethereum main network), so it
is greater than the cost of each method in Gas. A new block
is created each 5 seconds in the blockchain, so the estimated
time to process a transaction will be between 0 and 5 seconds.
This timespan will be kept as long as the blockchain is
not saturated of transactions. If there are more transactions

queued to be processed than the capacity of a single block,
the transaction will be queued and, depending on the status of
congestion or saturation, it can end up being processed after
multiple blocks. It must be noted that Gas values obtained per
transaction are subject to the amount of data sent. It is shown
in Table 2 how the processes that require sending multiple
fields of information are indeed more expensive in gas cost,
while those that require only one field have a much lower
cost.

TABLE 2. Smart Contract deployment and method costs.

Once it has been ensured that the costs and latency of the
Smart Contract methods are within the established param-
eters and observed a correct and fast functionality, a stress
test can be performed. In this test, it is evaluated how the
system performs against a massive use of simultaneous users.
To simulate the latter situation, transactions are repeatedly
sent using the createProduct function. This is the only error-
free method that allows transactions with identical data since
the rest of functions contain requirements that do not allow
the repetition of certain fields. This makes possible that the
costs of each transaction are identical. Before carrying out
testing activities, an estimation of latency for the createProd-
uct transaction repeated 100 times with a cost of 174,987 Gas
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was calculated by using the following operations:

transactions per block =
block gas limit

transaction gas cost

=
8, 000, 000
174, 987

= 45.71→ 45 (1)

number of blocks =
number of transactions
transactions per block

=
100
45
= 2.22→ 3 or4 blocks

(2)

FIGURE 16. Distribution of transactions.

It can be seen in (1) how the transactions included in each
block are the result of dividing the gas limit established for
blocks in the network (set at 8,000,000 as explained before)
by the gas cost of each createProduct transaction (as shown
in Table 2 ), so that once the gas limit for the block is
depleted no more transactions will be included in the block.
The number obtained in (1) has been rounded down to an
integer because transactions without enough gas to be wholly
completed cannot be added to the block and will require
another one. Related to this, the number of blocks required
for the transaction that takes place 100 times is shown in (2).
Since it would imply that 100 transactions must be saved in
blocks with a storage capacity of 45 transactions per block,
2.22 blocks would be needed. However, as far as the number
of blocks is concerned, the transactions that are ‘‘left over’’
after filling the rest of the blocks can be found either in a
single additional block or two blocks, following the pattern
in Figure 16 (any number higher than 2 blocks will require at
least one additional block, as blocks are numbered as integer
entities).

It can be observed in Table 3 that, despite some (minimal)
variation with respect to the estimated latencies, the value
correlation follows an almost constant trend, matching the
expected interval. This proves that, even in a state of satu-
ration, the network is not only resilient enough to withstand
all transactions, but also it operates as expected even with
up to 100,000 simultaneous users. At this point, though,
performance severely worsens and becomes evident that for
larger amounts of users, more capable resources would have
to be deployed.

Lastly, the website’s performance must be evaluated both
in its frontend and backend. The latency that results in access-
ing and navigating among the web site pages shown to the end
users is the key factor. The time it takes to confirm an action

TABLE 3. Stress tests results.

such as registering is limited by the latency of the previously
tested blockchain, so that is not taken in consideration for
these testing operations.

From the data obtained in the Table 4 it can be determined
that the web has a decent response time, partially aided by a
large volume of cached data that helps in the responses time
of the pages previously visited.

TABLE 4. Web performance values.

While the deployed Smart Contract should have no mem-
ory shortage problems, there is a physical limit based on
the memory of the node itself. In this case, a 280 GiB SSD
has been used (also, storage used by the operating system
and programs must be considered as well). In the case of
the Ethereum main network, the entire blockchain, including
all deployed smart contracts, uses a total of 1.184 Terabytes
under Geth (the Ethereum client written in GO, or 574 Giga-
bytes (under Parity, which is written in Rust) at the moment of
writing this manuscript, as it can be seen in [53]. Therefore,
it is most likely that there will not be any problems of storage
in the short or medium term. In any case, it should be noted
that if at some point in the future the nodes reach their
data storage limit, storage space can be added dynamically
for the cloud facilities where the Smart Contract is running.
This is one of the most significant advantages of making a
deployment in the cloud.

C. SYSTEM TESTING RESULTS ANALYSIS AND DISCUSSION
Bearing in mind the results obtained, it can be considered
that the conceived system is robust enough and fulfills its
aimed functionality (offering a secure, efficient, and dynamic
solution along with a good interaction with the user). The
system can work efficiently providing service for up to
100,000 users performing simultaneous operations. While
performance decreases as new users are added to the system,
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it is still able to carry out the expected trade operations and
close interchanges at a satisfactory enough pace for end users.
It must be taken into consideration that the performance
of the testbed shown in this manuscript has been deployed
with three nodes enabled with medium to low computational
power (4GBs in both cases). Although an impact in perfor-
mance is shown, it also proves that this kind of devices can be
used to power trade operations, which in turn make possible
the usage of cheaper devices in these systems, which is a
crucial feature to consider for developing countries. How-
ever, to maintain satisfactory performance figures, additional
pieces of hardware must be used to keep up with the inflow
of new users.

Fortunately, it is a system with a great and simple scal-
ability where new nodes can be added without their geo-
graphical location being of any importance. However, the
latency of the blockchain used to store data might become an
issue when it is saturated with transactions. There are many
possible solutions to speed up the processing rate: reducing
the generation time of new blocks, increasing the capacity
of each block, creating a database to manage the pending
transactions, etc. Nevertheless, blockchain makes up for this
limitation in scalability by providing a high security level in
the exchange of goods on the web.

V. CONCLUSION AND FUTURE WORKS
After testing and evaluating the different parts of the sys-
tem, we can assert that the developed application meets the
needs of any end user that demands this kind of applica-
tion. It establishes a market system that is secure, transpar-
ent, immutable, and distributed due to its decentralization.
The combination of a web-based frontend and a blockchain
backend has allowed us to develop a system that enables
the exchange of goods between users in a secure, efficient
and user-friendly way. Although the use of Smart Contracts
might create challenges due to their perceived rigidity when
it comes to correcting possible bugs in the code, the advan-
tages provided far outweigh these possible limitations. Cloud
computing technology also provides a way of avoiding the
difficulties linked to the maintenance of local servers, while
enabling total control over the consumption and scalability
of the system. Furthermore, the system conceived here uses
blockchain to its advantage to provide security that relies on
its very design, thus offering a significant degree of security
against several major attacks like Man in the Middle, forged
data transfers or eavesdropping.

In short, this project lays the foundations for the symbiosis
that already exists between the technologies used. Each of
the technologies brings its advantages in addition to solving
many of the disadvantages of the other. As mentioned before,
the implementation works that the authors of this manuscript
have also been made available for the research community
in [39].

As for future works, the next steps to follow in the develop-
ment of the system lie in the addition of new functionalities
to the system. The most interesting functionalities would be:

1) Addition of a transaction explorer page on the
blockchain that updates dynamically and a system
for registering and managing application users, hence
defining roles and being able to restrict functionalities
to unregistered users.

2) Improvements to the depicted website, which should
first focus on improving the effectiveness and effi-
ciency of the website in terms of speed as well as a
visual refactor given its current simplicity.

3) Currently, the information associatedwith products and
companies is simple enough. Yet the addition of new
fields such as images of the products would be essential
to increase the confidence of customers and it would
help to improve the visual appearance of the website.
This improvement would require some changes in the
code of the website and the Smart Contract.

4) Integration of other goods or services that are related
to utilities (water, electricity) if the existing infras-
tructure makes possible their transfer. Research works
have been done [54] that prove it is possible to create
Smart Contracts for energy transfers through the power
grid.

5) The general features of the sensors to be used must be
considered. While sensors capable of taking accurate
measures are preferable, it is of major importance
to guarantee that the data that will be gathered
from them have not been tampered with, otherwise
the blockchain deployment will be rendered useless.
To prevent this issue, tamper-proof sensors can be
used to measure data. Such pieces of hardware already
exist and are of widespread use [55], [56]. Another
option is preparing the sensors to have physical anti-
tamper enhancements, such as encasements with tam-
per proof screws [57]. This latter procedure will
require additional work and costs to be put in the
sensors, but it can be beneficial for installation or data
audits.

6) The proposed system could also benefit from further
enhancements that will go beyond what is been pro-
posed in this manuscript. For example, instantaneous
traceability of the information regarding foodstuffs
production could be provided by equipping sensors
with REST interfaces that provided data any given
moment that they are requested to do so. Besides
the sensor enhancements put forward before, another
aspect to consider is the replacement of sensors, either
due to battery exhaustion or unexpected malfunctions.
Battery and wireless signal levels must be provided
as part of the information offered by raw materials
for foodstuffs obtention. In this way, some of the
potential limitations in the proposed system can be
addressed.
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7) Legislative improvements can be considered in the
implemented solution as well. As explained in the Sys-
tem implementation and Testing section, Smart Con-
tracts may receive over time an equivalent legal status
to the one that regular written contracts have, so addi-
tions could be done in the Graphical User Interface
that will allow system users to sign up Smart Con-
tracts. This would be done by adding the terms and
conditions for legally binding contract, if they are stated
in a very clear manner whenever a purchase order is
going to be executed, so that Smart Contract infor-
mation could be filled up before deploying it to the
blockchain.

8) There are some other synergies that could also be con-
sidered in the system. For example, since blockchains
are built upon a consensus algorithm defined by the
participants of the system and can show data to every
need in a transparent manner, they can enable collective
intelligence to participate in the system, so that the
consensus algorithm (which can be regarded as social
procedures from a different perspective) will become
more educated and focused on end users’ feedback and
behavior [58].

Finally, it must be kept inmind that blockchain is a technol-
ogy that, compared to other ones (Internet, the web), is still
in its early stages. Therefore, monitoring its development is
necessary to find out new possible applications and function-
alities for it.
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