
Received 3 July 2022, accepted 19 July 2022, date of publication 25 July 2022, date of current version 28 July 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3193372

A New Tracking-Attack Scenario Based on the
Vulnerability and Privacy Violation of
5G AKA Protocol
YA-CHU CHENG AND CHUNG-AN SHEN , (Member, IEEE)
Department of Electronic and Computer Engineering, National Taiwan University of Science and Technology, Taipei 106, Taiwan

Corresponding author: Chung-An Shen (cashen@mail.ntust.edu.tw)

This work was supported in part by the Ministry of Science and Technology, Taiwan.

ABSTRACT The security architecture and procedure for 5G systems (TS 33.501) is based on the 3rd
Generation Partner Project (3GPP) security specification draft that is released in 2018. Since its debut, the
security violations in the 5G security protocol have been intensively studied and discussed. Based on the 5G
security protocol, this paper illustrates a new tracking-attack scenario that feasibly makes subscribers suffer
in a breakdown of personal privacy. Specifically, it is shown in this paper that patterns of personal behavior
are leaked without any awareness during the synchronization procedures in the 5G protocol. An in-depth
analysis of the privacy violations is presented in this paper and potential countermeasures for protecting the
sensitive information of genuine subscribers are given. A lemma model based on the TAMARIN Prover
is illustrated to analyze the privacy vulnerabilities in the depicted attack scenario. Furthermore, a practical
experiment based on the srsLTE framework is setup to demonstrate how the privacy information of genuine
subscribers are violated based on the scenario that is reported in this paper.

INDEX TERMS Tracking and monitoring attack scenario, vulnerability, exploit, 5G AKA protocol, 3GPP,
authentication and key agreement, privacy violation, TAMARIN prover, srsLTE.

I. INTRODUCTION
The mutual authentication scheme has been employed
in mobile communications for enforcing the identity,
authentication and verification between users and the net-
work [1]–[4]. Through handshaking protocols between dif-
ferent parties, a mutual-based and challenge-response secu-
rity protocol, Authentication and Key Agreement (AKA),
become the global standards of authentication protocols [1].
The AKA protocol is based on a counter known as sequence
number (SQN) and symmetric keys [2], [3]. Specifically,
the SQN is employed for counting the number of times of
successful handshaking and symmetric keys are stored in user
equipment and the network respectively for identifying gen-
uine users. The AKA protocol has evolved from the original
version to support generations of mobile communications.
For instance, the identifying features of AKA protocols in 3G
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are a cipher key CK, an integrity key IK [2], and an authen-
tication token AUTN [5]. Moreover, the 4G was published
with strong encryption and integrity protection algorithms,
and the updated key hierarchy was vital to confidentiality [6].
In addition, the AKA-based 5G security specification is also
released in 2018 [4].

While the security system has been strengthened, the secu-
rity violations based on the vulnerability of AKA still exist.
These violations occur during the security attacks such as
IP address spoofing [6], replay [7], man-in-the-middle [7],
denial of service (DoS) [8] and IMSI-catchers [9], [10]. The
AKA-related security violations have been widely studied
and are categorized as confidentiality, authentication, and pri-
vacy [11]. In particular, the confidentiality violation specifies
that genuine subscribers leak sensitive information because of
the incomplete secrecy [11], [12]. Furthermore, the authen-
tication violation is related to the failure of agreement and
subscription ID check [13], [14]. In addition, the privacy vio-
lation is categorized as ‘‘traceability’’ or ‘‘linkability’’ [11]
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and [15]. It is mentioned in [11] that the leakage of identifying
data such as the SQN makes the subscribers become trace-
able. On the other hand, the logic vulnerability of leveraging a
counter can be exploited by an attacker tomonitor the genuine
subscribers known as the ‘‘linkability’’ [15]–[18].

This paper studies the vulnerability of the 5G AKA pro-
tocol and reveals a tracking-attack scenario that has never
been reported in literature. In particular, it is shown in this
paper that the sensitive information of subscribers such as
personal behavior patterns can be violated and deduced with-
out any awareness through the frequent connection between
subscribers and the network. Main contributions of this paper
are summarized as follows.

� The procedure of the revealed tracking-attack includes
eavesdropping, interception, and injection. During this
procedure, the attacker is able to steal personal informa-
tion of a genuine subscriber by purposely triggering a
synchronization failure. An in-depth analysis of the pri-
vacy violations based on the revealed attack is illustrated
in this paper.

� In order to validate the illustrated tracking-attack,
Lemmamodels based on the state-of-art verification tool
for security protocols, TAMARIN Prover [19], are built
to analyze the privacy vulnerabilities in the disclosed
attack scenario and the 5G specifications.

� A practical experiment based on an open-source plat-
form for LTE experimentation, srsLTE [20], is con-
ducted to demonstrate how the adversaries attack the
genuine subscribers based on the illustrated procedure.

� Potential countermeasures to address the attack and rec-
ommendations for protecting the sensitive information
of genuine subscribers are given in this paper.

The rest of the paper is organized as follows. The back-
ground of 5G security and the AKA mechanism is presented
in Section II. The illustrated tracking-attack scenario is pre-
sented in Section III and the countermeasure is shown in
Section IV. The experiments with srsLTE and the TAMARIN
lemma model are shown in in Section V. The paper is con-
cluded in Section VI.

II. BACKGROUND AND RELATED WORK
A general architecture of 5G security and AKA mechanism
based on the specification 3GPP TS 33.501, is reviewed in
this section [4]. The studies related to the privacy vulnerabil-
ities are also discussed in this section.

A. 5G SECURITY ARCHITECTURE AND AKA MECHANISM
A simplified architecture of communication network contains
three main entities such as user equipment (UE), serving
network (SN) and home network (HN) [1]. The user equip-
ment (UE) is the subscriber’s device where the universal
subscriber identity module (USIM) is the most commonly
used UE. Furthermore, the serving network (SN) represents
the base station and the home network (HN) is the database
server to contain subscribers’ carrier information. Based on

this architecture, the channel between each entity requires a
mutual authentication before the subscribers can successfully
access to the registered network. Therefore, the authentica-
tion and key Agreement (AKA) mechanism [2], [4] is pre-
sented for mobile communications. The overview of the 5G
AKA protocol [4] is shown in Fig. 1 and key functions are
defined as follow:
� USIM: universal subscriber identity modules
� SEAF, security anchor key function in SN
� AUSF, authentication server function in HN
� ARPF, authentication credential repository and process-

ing function in HN
� SIDF, subscription identifier de-concealing function

in HN
Furthermore, a long-term symmetric key (K ), the subscrip-
tion permanent identifier(SUPI), and a sequence number
counter (SQN) are three essential components that are stored
in both UE (USIM) and HN [11]. The K is a source key for
key hierarchy, derivation and distribution. The SUPI is an
identity of subscriber which can be encrypted into subscrip-
tion concealed identifier (SUCI). The SQN is a counter for
counting the number of successful handshake [2].

It is shown in Fig. 1 that initially a subscriber sends the
subscriber identity SUCI to SNwhere SN initiates the authen-
tication by sending SUCI and its own identity SNname to HN.
The HN retrieves SUPI from SUCI for verifying the identity
of the subscriber. The function ARPF in HN then generates
a 5G home environment authentication vector (5G HE AV)
that is composed of a random number (RAND), an authenti-
cation token (AUTN), a derived key(KAUSF) and an expected
response (XRES∗). The RAND is processed by HN and
will be used in the subsequent AKA protocol procedures.
The AUTN contains a CONC which consists of SQNUE⊕

AK, an authentication and key management field (AMF) and
a message authentication code (MAC). The 5G HE AV is
combined with SUCI and is sent to AUSF. In the following,
the AUSF generates 5G serving environment authentication
vector (5G SE AV) which consists of a newly derived key
KSEAF from KAUSF, a hashed HXRES∗ by RAND, RAND,
and AUTN. The KAUSF and XRES∗ are both stored in the
AUSF. The AUSF sends 5G SE AVwith SUCI to the function
SEAF in SN whereas KSEAF and HXRES∗ are stored in the
SEAF from the received response. The RAND and AUTN are
sent to UE where UE performs two key checks as below:

xMAC = MAC (1)

SQNUE < SQNHN (2)

The Eq. (1) checks if the received MAC is the same as
expected MAC calculated by UE (xMAC). The Eq. (2) is
to ensure the challenges and responses between UE and HN
remain freshness [2]. Possible results for the checks include:
a. Authentication success if both Eq. (1), Eq. (2), and the

subsequent verification succeed
b. MAC failureif xMAC 6= MAC
c. Synchronization failure if SQNUE 6< SQNHN
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FIGURE 1. The overview and procedures of 5G AKA protocol [4].

It succeeds, UE sends RES∗ to response SEAF and the SEAF
calculates a hashed RES∗ known as HXRES∗ by RAND. The
HXRES∗ is compared with HXRES∗ that it stored before and,
as long as the comparison succeeds, the SEAF sends RES∗

to AUSF as the final verification. The protocol ends with
authentication success after SEAF receive Result, SUCI and
KSEAF. As for b. and c., they are failed in Eq. (1) and Eq. (2)
respectively, and only c. sends failure message back to HN
due to the re-sync process which is to ensure AKA protocol
be triggered with SQNUE = SQNHN in the next time.

B. THE VULNERABILITY RELATED TO THE SQN
MECHANISM
In the 5G AKA protocol, SQNUE and SQNHN are stored in
UE and HN respectively. The initial values of both SQNs
are identical and both are incremented by one whenever
a handshake succeeds. Specifically, after the HN receives
the NUDM_UE_Authentication_Get_Request and the identity
of the subscribers is confirmed, the SQNHN is incremented
by 1. Similarly, when Eq. (1) and Eq. (2) in UE are checked
successfully, the SQNUE is incremented by 1. Thus, the
two SQNs are identical again in the end of the protocol.
Figure 2 illustrates a scenario of synchronization failure after
initialization. It is assumed that a subscriber starts at time
t = 1 with the initial SQNUE = SQNHN = 1 and finishes
successfully with SQNUE = SQNHN = 2 in the end of
the protocol. The AKA protocol is executed again at time
t = i with the initial SQNUE = SQNHN = 5. At this time

an unexpected Authentication Request, (RAND, AUTN)t=0
instead of (RAND, AUTN)t=iis received. The Authentication
Request (RAND, AUTN)t=0 represents the information that
is fetched in a previous time due to the failure. When receiv-
ing re-use challenge, the SQNHN in (AUTN)t=0 is lower than
the SQNHN in expected (AUTN)t=isince the AKA proto-
col succeeded at least once (at t = 0) before t = i. As a
result, the comparison of SQNUE and SQNHN fails because
of SQNUE = 5 ≥ SQNUE = 1 as the example in Fig. 2.

C. RELATED WORK
The security and privacy issues related to the 5G AKA pro-
tocol have been studied in literature [16], [17], [21] where
KSEAF, SUPI and SQN are identified as essential security
features. Furthermore, the authentication properties of 5G
AKA protocol are investigated in [14] and the violation of
authentication related to KSEAF is studied in this work. The
security properties are modeled in the TAMARIN Prover by
using lemmamodels.Moreover, it is illustrated in [11] that the
identifying data such as SQN and SUPI need to remain secret,
otherwise a classical location attack (i.e. the traceability of the
subscribers) is resulted. The TAMARIN Prover is also used
in [11] to show the underspecified and missing security goals
and assumptions in TS 33.501. It is also indicated in [11] that
the SQN mechanism in 5G AKA is vulnerable to the replay
attack. On the other hand, the work [15] exploits the logic
vulnerability of leveraging SQN to monitor the genuine sub-
scribers. The attack scenario discovered in [15] is to deduce
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FIGURE 2. An example of synchronization failure in SQN mechanism [4].

the typical service consumption of targeted subscribers by the
SQN inference algorithm.

In addition, it is demonstrated in [18] that the traces of
subscribers can be leaked by triggering the authentication
failure. On the other hand, a port-scan scheme is proposed in
[22] for the IoT so that the security of the network is improved
while the degradation of the performance can be minimized.
Furthermore, an approached is proposed in [23] to protect the
data privacy for IoT by using the AI technology, whereas a
method is presented in [24] to detect themalicious adversaries
in the IoT. Therefore, the SQN mechanism in 5G AKA is
vulnerable to both traceability and linkability security issues.
In this paper, we show how the subscribers suffer in privacy
violations only in few procedures in our discovered attack.

III. THE TRACKING-ATTACK BASED ON THE 5G AKA
PROTOCOL
A. THE OVERVIEW OF THE TRACKING-ATTACK SCENARIO
The types of attack are categorized as passive attackers or
active attackers. Passive attackers, without having any extra
knowledge, obtain the information by eavesdropping. On the
other hand, passive attacker doesn’t have abilities of inter-
ception, injection and manipulation. Active attackers can
encrypt, decrypt and hash. They also have knowledge of
key hierarchy or protocols procedures [25]. Based on the
capabilities of passive and active attackers, it is shown in this
paper that privacy violations can be resulted through exploit-
ing the vulnerability of the SQN scheme. The conceptual
overview of such violation is illustrated in Fig. 3 where an
active attacker impersonates as a malicious base station and
triggers a synchronization failure at different time. The sync
failure message containing the message of AUTS is retrieved
by the attacker. Since the SQNUE is included in AUTS, that
is, AUTS = CONC∗||MAC-S; ⊕CONC∗ = SQNUEAK

∗,
the attacker can learn the value of SQNUE at different time

whenever the synchronization failure is triggered. The attack
then leverages the values of SQNUE at different time to
retrieve sensitive information, such as personal behavior pat-
terns, preference and daily routines, of the subscriber.

Based on the concept illustrated in Fig. 3, the procedure
for the presented tracking-attack scenario is shown in Fig. 4.
It is shown in Fig. 4 that this procedure contains an online
phase and an offline phase where the purpose of the online
phase for the attacker is to obtain AUTS by triggering syn-
chronization failure of the genuine subscribers. Based on the
monitoring of the targeted genuine subscriber, the attacker
eavesdrops the genuine subscriber and intercepts the valu-
able data such as SUPI and authentication request from SN.
In the following, the attacker impersonates as a base station
and eventually injects the authentication request towards the
network so that the synchronization failure is triggered and
the message AUTS is obtained. The obtained AUTS is then
used in the offline phase to retrieve the SQNUE. The patterns
and behaviors of the genuine subscriber are obtained through
the vulnerability of SQN mechanism.

B. THE ONLINE PHASE OF THE ATTACK
The protocol of the online phase for the presented attack
is shown in Fig. 5. Assuming that the attack starts at time
t = t0 where the attacker eavesdrops the genuine subscriber
using sniffer tools such as the packet analyzerWireshark [26].
The subscriber’s SUPI/SUCI and the authentication request
(RANDt0 ,AUTNt0 ) that is sent from the network to the sub-
scriber are obtained by the attacker. In the following time at
t = t1, the attacker impersonates a base station. The attacker
forwards the challenges and responses between the genuine
subscriber and the network to check if the attacker is con-
nected with both UE and the network. The AKA protocol
proceeds successfully and the SQNUE and SQNHN are incre-
mented as normal procedures. Furthermore, at time t= t2, the
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FIGURE 3. An overview of deducing the sensitive information in the
discovered tracking-attack scenario.

FIGURE 4. The procedure of the discovered tracking-attack.

attacker sends the authentication request (RANDt0 ,AUTNt0 )
that is obtained from the genuine subscriber at time t = t0 to
the subscriber. From the perspective of genuine subscriber,
this is the second time that the same authentication request
message is received. It is noted that the SQNUE has been
increased in the previous success of 5G AKA protocols at
t = t1. Furthermore, the SQNHN of the authentication request
(RANDt0 ,AUTNt0 ) that is injected by the attacker is from the
time at t = t0. As a result, at time t = t2, the value of SQNUE
is no longer smaller than the SQNHN and the synchronization
failure is triggered, i.e., a violation of the Eq. (2). The replied
message AUTSt2 from the genuine subscriber at time t= t2is
stored by the attacker.

The attacker then waits for a no-operation period noted
as t = i in Fig. 5 where t2 < i < t3. During this period,
the attacker only forwards the challenges and responses so
that the UE executes a successful 5G AKA protocol. After
no-operation period, the attacker repeats the same attack at
t = t3 as t = t2 to trigger another synchronization failure
and to obtain AUTSt3 . As a result, when the online phase of
the attack completes, the attacker possess AUTS messages,
AUTSt2 and AUTSt3 , that are obtained at t = t2 and t =
t3 respectively. It is noted that the no-operation period is
dependent on different schemes of SQNUE. For example, the
SQN wraps around after 2n seconds where n is based on the
setting of the service provider. Based on Profile 1 in [2], n is

equal to 24 so that the AUTS needs to be fetched within 224

seconds (approximately 194 days.)

C. THE OFFLINE PHASE OF THE ATTACK
The two messages AUTSt2 and AUTSt3 that are retained
by the attacker during the online phase are used to derive
sensitive information about the UE during the offline phase.
It is noted that the AUTS contains CONC∗, i.e., AUTS =
CONC∗ || MAC-S where ⊕CONC∗ = SQNUEAK

∗. Since
the attacker obtainsAUTSt2 andAUTSt3 at two different time,
the attacker can retrieve two CONC∗ from two AUTS shown
as below.

CONC∗t2 = SQNt2
UE ⊕ AK∗t2 (3)

CONC∗t3 = SQNt3
UE ⊕ AK∗t3 (4)

Since the RAND is generated in HN and sent in plaintext that
defined in TS 33.501 [4], the attacker has injected the same
authentication request (RANDt0 ,AUTNt0 ) twice in the online
phase in advance. Therefore, it can be derived that

AK∗t2 = f5∗K
(
RANDt0

)
= AK∗t3 (5)

Thus, the attacker can deduce that

CONC∗t2 ⊕ CONC∗t3 =
(
SQNt2

UE ⊕ AK∗t2

)
⊕ (SQNt3

UE ⊕ AK∗t3 )

= SQNt2
UE ⊕ SQNt3

UE (6)

By leveraging Eq. (6) and through the derivation, the attacker
infers SQNt2

HN by utilizing the algorithm presented in [15].

D. LEAKAGE OF SENSITIVE INFORMATION BY THE ATTACK
It is shown in Section III-A, III-B, and III-C that the SQNHN
can be obtained by the attacker through the procedures shown
in Fig. 3, Fig. 4, and Fig. 5. This subsection illustrates how the
inferred SQNHN are used by the attacker to derive sensitive
information of the targeted subscriber. Consider a scenario
where an attacker attempts to acquire the information about
the footprint of a subscriber such as how frequent does this
subscriber visit a place or howmuch time does this subscriber
spend in a specific location. The attacker starts the attack
to acquire the information about SQNHN by following the
procedure shown in Fig. 5 at different time. For example,
the attacker obtains a SQN1

HN on Day-1. The attacker then
repeats the attack to obtain a SQN2

HN on Day-2. In the fol-
lowing, the attacker can calculate the different between these
two SQNs, that is, 1 = SQN2

HN − SQN1
HN. The attacker

repeats the procedure and retains multiple 1 periodically in a
given period of time. As a result, personal preferences of the
targeted subscriber can be inferred from the multiple 1. For
instance, whether the targeted subscriber spends more time in
this location during a certain period of time or how often does
this subscriber visit this location in a certain period of time.
Even further, if the attacker setup the attack environment in
multiple locations, the frequency of the targeted subscriber
appearing in certain location, and the daily routine and activ-
ities of the targeted subscriber can be derived.
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FIGURE 5. The protocol of the online phase for the presented attack. It is noted that the network here consists of SN and HN.

E. COMPARISONS WITH EXISTING METHODS
The idea of KSEAF violation mentioned in paper [14] is that
if the adversaries obtain the KAUSF, the KSEAF can be derived
easily.While analysis about vulnerabilities of 5GAKAproto-
cols by the lemmas of TAMARIN Prover is presented in [14],
how those exploits occur is not illustrated in a full scenario.
As a result, subscribers have no clues how they may suffer in
a leakage of personal privacy. On the other hand, this papers
provide a concrete scenario with detailed procedures based
on the vulnerabilities. Moreover, the work [15] exploits the
logic vulnerability of leveraging SQN to monitor genuine
subscribers. The main idea of [15] is about how to deduce
the SQN from the collected data by adversaries. The work
in [15] does not provide a step-by-step scenario, and how
the required data is collected by adversaries is not clearly
depicted. On the contrary, this paper shows that that only few
steps are taken that personal information is leaked, and a clear
procedure is presented.

IV. A POSSINLE CUNTERMEASURE
It is shown in Section III that the subscribers have a huge
risk in leaking sensitive personal information without any
notice and suffering in the privacy violations. Although many
countermeasures for 5GAKAprotocols are proposed in order
to solve security weakness such as the authentication prop-
erties [11] and mutual anonymity [17], there are still cases
that haven’t been approached yet. To overcome the logical
vulnerability of SQN mechanism and the attacking scenario

illustrated in Section III, it is suggested in this paper that the
UE generates RAND by itself instead of using the random
number (RAND) that is generated in the ARPF of HN. To be
specific, based on TS 33.501 [4], RAND for 5G AKA pro-
tocol is generated by ARPF of HN. After generating RAND,
ARPF calculates 5G home environment authentication vector
(HE AV) based on the RAND. The rest of the parameters
in the 5G AKA protocol use the same RAND generated in
ARPF. In other words, the following parameters of messages
are generated by utilizing the same RAND in previously
received messages. It can be seen from Eq. (5) that the same
RANDt0 is encrypted by f 5∗K in two different AK∗ and can
be leveraged by the attacker to inference SQNHN.
On the other hand, assuming different RANDs are used,

the two AK∗ would not equal to each other. As a result, the
Eq. (6) would be invalid and the logical vulnerability of SQN
mechanism would no longer exists. The procedure based on
the proposed countermeasure is shown in Fig. 6. With the
suggested scheme of RAND generated by UE, RANDUE, the
parameters generated by UE utilizes the latest RANDUE in
UE instead of the RAND in the previously received mes-
sages. When UE receives Authentication Request from net-
work and triggers the synchronization failure, UE gener-
ates AK∗ with the latest RANDUE instead of the RAND in
the received Authentication Request message. For the dis-
closed tracking-attack scenario, when the attacker injects the
Authentication Request (RANDt0

UE,AUTNt0 ) to the UE at t=

t2, the UE returns AUTSt2 which AK∗t2 = f5∗K
(
RANDt2

UE

)
.
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FIGURE 6. A possible countermeasure for the logical vulnerability of SQN mechanism which UE generates RAND instead
of ARPF of HN.

Similarly, the attacker will receive AUTSt3 which AK∗t3 =

f5∗K
(
RANDt3

UE

)
when injecting again at t = t3. As a result,

the attacker in tracking-attack can’t leverage Eq. (5) again.
Instead, the attacker receives

AK∗t2 = f 5∗K
(
RANDt2UE

)
6= AK∗t3 = f 5∗

K

(
RANDt3UE

)
(7)

V. EXPERIMENT AND VALIDATION
This section illustrates the validation of the disclosed attack-
ing scenario. The TAMARIN Prover [19] is used to validate
the procedures of protocols and to show that the messages
between each entity can be easily intercepted by the attacker.
The countermeasure mentioned in Section IV is also val-
idated. Furthermore, a practical experiment based on the
open source platform srsLTE [20] is conducted so that the
discovered tracking-attack scenario is emulated in a complete
network architecture.

A. THE LEMMA MODELS OF THE TAMARIN PROVER
The TAMARIN prover [19] is used to demonstrate the proce-
dure illustrated in this paper for validating the attack scenario
on 5G AKA protocol. The TAMARIN prover is a validation
tool for modling and analysis of security protocols where the
multiset rewriting rules are used to define the procedures of
5GAKAprotocol and the lemmamodel is employed for prov-
ing the exploits within these specific rules. The diagrams of
constrain systems generated from the TAMARIN Prover are
shown in Fig. 7. Through the result of the constraint systems
in TAMARIN, it can be shown that an attacker can easily
fetch the messages. The rectangle blocks in the constraint
system represent the procedures of the given rules, that is, the
procedures of 5G AKA protocol. The ellipse blocks denote
the capabilities of an active attacker.

In particular, the constrain system shown in Fig. 7(a)
shows that the attacker intercepts the authentication request,
i.e., the eavesdropping step shown in Fig. 6. It is shown in
Fig. 7 (a) that when Authentication Request (RAND, AUTN)
is sent by SEAF of SN in plaintext, an active attacker

FIGURE 7. (a) The attacker fetches RAND and AUTN in the constraint
system of lemma model in TAMARIN Prover. (b) The target UE receives
and returns RAND in TAMARIN Prover. (c) The lemma model of receiving
latest RAND in TAMARIN Prover.

intercepts the message and utilizes it to send to other entities
or for other usages since the parameters in the message can be
fetched separately. Furthermore, it is shown in Fig. 7 (b) that,
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FIGURE 8. (a)The architecture of experiment in srsLTE and (b) The photo
of the experiment of tracing-attack scenario in srsLTE.

based on the specification TS 33.501, when the UE receives
the Authentication Request (RAND, AUTN) from the
attacker, the UE utilizes the same RAND to encrypt AK∗.
As a result, the same RAND is used by the attacker to infer
the SQNHN. As long as the attacker can easily fetch the
sensitive messages such as AUTN and RAND, the SQNHN
of subscribers can be inferred. Once the attacker obtains the
SQNHN as shown in Fig. 3 and follows the procedures that
are discovered and demonstrated in Section III, the UE using
frequency can be deduced by observing the values changing
between different timing SQNHN . The privacy for the target
subscriber is then violated and the personal behavior patterns
is leaked.

For the countermeasure that is proposed in Section IV,
it has been shown that when the attacker injects Authenti-
cation Request (RAND_UE, AUTN) toward UE, the AK∗ in
the returning failure message form UE will be encrypted by

the latest RAND_UE instead of the RAND_UE of injection.
Although the AK∗ in AUTS in Fig. 7(c) is as Eq. (7), and
the attacker can’t leverage as Eq. (6) anymore, the constraint
system shows that the attacker can still intercept the AUTS
easily.

B. THE EXPERIMENT WITH srsLTE PLATFORM
A practical experimental testbed is setup based on the open
source srsLTE to emulate the online phase of the discovered
tracking-attack scenario. The overview for the setup of the
testbed is shown in Fig. 8(a) where the testbed includes a cell-
phone with a programmable USIM module to represent the
UE. Furthermore, a computer with Ubuntu Linux OS 16.04 is
installed with the srsLTE software package and to represents
the network. Both EPC (HN) and eNodeB (SN) are resided
in the computer and the SN emulates the imperosnated base
station. The (Universal Software Radio Peripheral) USRP
B200 is employed as the wireless interfance to connect the
UE and to the network. After the setup of srsLTE, a blank
USIM card is programmed to procide UE a virtual identity
IMSI (as SUCI) in order to connect with the network. The
photo of the experiment testbed is shown in Fig. 8(b).

At the begining, the SN eavasdrops IMSI and Authenti-
cation Request (RANDt0 ,AUTNt0 ) from the network to UE
at t=t0. The intercepted parameters are shown in Fig. 9(a)
where the RAND and AUTN are acquired by the SN. It is
noted that the IMSI of UE is assumed to be known. After
obtaining these two critical information, the SN impersonate
the eNodeB again at t=t1 and rewrite the file hss.cc for the
preparation of the injection in the subsquet step. As long as
UE still has connection with the USRP, whether the request
is received from the UE or not, the attacker always can
inject the Authentication Request (RANDt0 ,AUTN t0 ) which
is intercepted previously toward UE at t=t2. In the following,

FIGURE 9. The results in srsLTE showing that (a) eavesdropping Authentication Request (RAND, AUTN) and (b) injection and interception.
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the syncronization failure is triggered since an unexpected
request (SQN t2

UE 6< SQN t0
HN ) is recied by the UE. This is pre-

sented in Fig. 9(b). At this moment, the AUTS is obtained due
to the syncronization failure. After a period of no-operation
time after the first injection, the injection steps mentioned
above are repeated. Afterwards, the attacker obtains another
timing AUTS at t= t3 to infer the SQN

t2
HN and deduce service

consumption of UE and other personal sensitive information.

VI. CONCLUSION
A tracking-attack scenario making subscribers suffer in a
leakage of personal privacy is shown in this paper. The
analysis of the attacking scenario is illustrated in this paper
and potential countermeasures for protecting the sensitive
information of genuine subscribers are given. A lemmamodel
based on the TAMARIN Prover is used to analyze the privacy
vulnerabilities in the attack. A practical experiment based
on the srsLTE framework is setup to demonstrate how the
genuine subscribers are attacked based on the scenario that
is depicted in this paper.
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