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ABSTRACT Patients go to multiple healthcare providers for treatment, and their health data is generally
distributed among providers. The distributed health data and the decentralized health care system structure
make it ideal for blockchain-based health information systems. The authors consider the referral use case;
for instance, a patient goes to his primary health Centre (PHC) for treatment and is referred to a hospital.
Authentication is usually done using certificates or key cryptography, which could become cumbersome
when multiple parties are involved in a healthcare interaction. The security requirements were defined,
and a novel multi-party, mutual patient identity authentication scheme called ‘‘Distributed Dynamic Mutual
Identity Authentication (DDMIA)’’ was proposed for the referral use case in a blockchain-based e-health
network. The DDMIA enables the PHC to authenticate the patient to the referred hospital. The DDMIA
schemewas designed using Elliptic Curve Cryptography. It was proven to be secure by assuming the hardness
of the elliptic curve discrete log problem (ECDLP) and Elliptic curve computational Diffie–Hellman
problem (ECDH) usingCK-Model. The formal security analysis usingBAN logic proved that the sessions are
secure after authentication. The DDMIA scheme was simulated in the AVISPA tool and proven safe against
all active attacks. The scheme allows a patient to be authenticated bymultiple parties without registering with
all parties. It eliminates the need for multiple registration centers as well as digital certificates. Hence, the
DDMIA scheme can be implemented for similar multiparty authentication requirements in blockchain-based
networks.

INDEX TERMS Blockchain, referral, e-health, health data exchange, distributed identity authentication,
multi-party authentication.

I. INTRODUCTION
Patients visit various hospitals, private clinics, and public
health centres for their health needs. Each of these healthcare
providers generate and record health information about the
patient [1]. There is a need to share the patient’s health and
medical history among healthcare providers, for informed
medical decisions, which results in a better quality of health-
care. Technology adoption can improve the quality of health-
care as well as bring down the cost. The national e-health
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initiatives suggest the adoption of Electronic Health Records
to create and maintain a longitudinal electronic record of
the patient health information. Policy regulations for aspects
like data exchange, data ownership, privacy protection, and
security have been set. In general, the adoption of technol-
ogy for the healthcare sector is low in most countries [2].
Some private hospitals have adopted Hospital Information
Systems and electronic medical records, however, seamless
data exchange and comprehensive patient health records are
not available.

Blockchain technology has the potential to transform the
healthcare industry [1]. The authors suggest the use of
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blockchain technology for integrating health data into EHRs
as well as seamless data exchange [3]–[7]. Various private
and public e-health providers can be connected on a network
to enable data integration and sharing. The patient’s interac-
tions with e-health care providers can be recorded as trans-
actions in a trusted network without the involvement of third
parties. Blockchain technologies will record the distributed
health interactions and enable integration of the data into
a longitudinal EHR. Blockchain-based data exchange will
ensure the completeness as well as the immutability of the
patient’s health interactions. Several organizations are using
blockchain technology for health records. For instance, the
Gem Health Network, OmniPHR deploy blockchain-based
technology to share patient records in a seamless environ-
ment [5]. MedRec is a decentralized record management
system to handle EMRs using blockchain technology [8].

Irrespective of the technology used, e-health providers
are required to adopt administrative, physical, and technical
safeguards to ensure the privacy, confidentiality, integrity, and
availability of the e-health Data [9]. e-health providers need
to implement access controls, authentication, and nonrepudi-
ation of health records [5]. This article addresses the authen-
tication in blockchain-based health data exchange. There is
a need to verify the identity of the person or entity involved
in the e-health interaction. Authentication services verify the
person or entity seeking data access in the network. Identity
confirmation is usually done using public-key cryptography
or a DNS based authentication using an existing and widely
accepted form of identification such as social security num-
ber. In some implementations, the provider nodes and patient
nodes are authenticated using consensus methods facilitated
by miners using the Ethereum technology stack.

An important technical barrier in blockchain-based health
data exchange is the need for entity authentication to be
robust, it must be repeated for every entity-to-entity rela-
tionship [6]. We consider a typical use case in Indian Pub-
lic Health scenarios, which is the referral [10]. The patient
approaches his/her primary e-health provider who may refer
the patient to another healthcare provider. For instance,
a patient approaches the local Public Health Centre (PHC) for
treatment. In most cases, the patient is treated in the Public
Health Centre by the nurses or midwives. Sometimes the
patient cannot be treated at the PHC, he/she will be referred
to a doctor at the nearest Government Hospital (GH). Our
blockchain-based EHR implementation connects the three
parties, the patient and the two e-health providers on a private
permissioned blockchain network. There is a need to authen-
ticate the user’s legality while requesting or modifying the
patient’s health data. This article focusses on the aspect of
authentication of the multiple parties involved in this partic-
ular e-health setting.

A. MOTIVATION AND RESEARCH CONTRIBUTION
In blockchain-based Health Information systems, the authen-
tication is mostly done using digital certificates and signa-
tures. When multiple e-health providers are involved in the

authentication, then each organization has to set up a certifi-
cate authority to generate the certificates. In the multiparty
authentication scenario, certificates and signatures are not
ideal for authentication. Consider the scenario of a patient
who has been referred from Hospital A to Hospital B. The
medical or health history of the patient has to be sent from
Hospital A to Hospital B. This would require the patient to
be registered at both hospitals. The multiple certificates may
cause a collision on identity and key management. Besides,
if the certificate itself is corrupt, then the authentication
fails, and the transaction is considered invalid. In the case
of public key-based authentication methods, there are other
challenges. The patient is required to manage the private keys
for authentication among multiple e-health providers. Many
key management solutions are unable to manage the patient’s
key pair while using various cryptographic mechanisms [11],
[12]. Typically, key management issues occur: (1) When the
system compromises its secret key and (2) When the number
of patients is high. When the secret key is compromised, the
security of the blockchain-based data is not guaranteed [8].

Based on the use case, the security requirements of the
proposed multiparty authentication scheme were listed as
follows:
• Mutual authentication: The entities involved in the trans-
action should be authenticated to each other before
beginning the transaction.

• Quick credentials verification: When multiple entities
are involved in the authentication, the communication
overhead should be minimal. The patient credentials
should be authenticated before sending the login request
to the PHC server.

• Patient anonymity: The system should not reveal the
identity of the patient. No potential attacker should
be able to obtain the patient’s original identity during
authentication.

• Secret key management: Key management focuses on
securing the secret key. The secret key will be involved
in the credentials/authentication parameter encryption
and decryption operations. The secret key is also used
to calculate the session key, which is necessary to create
a secure channel over an insecure communication envi-
ronment. If the server’s secret key is compromised then
the whole session will be vulnerable.

• Session key agreement: The session key creates a secure
channel over an insecure communication environment.
All three parties should share a common session key
among them to establish a secure channel between them.
The shared session key should be confidential. If it is
revealed, the entire session will be insecure.

• Perfect forward secrecy: This ensures that the session
key will not be revealed to the adversary even if the
secret key of the server has been compromised.

• Resilience against insider attack: The administrator or
a person in the registration centre should not be able to
access the password of the entities participating in the
authentication
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• Prevention of replay attack: In this attack, the adversary
intercepts the previously successful login messages. The
attacker resends or replay the obtained message and tries
to enter into the system. Therefore the system should
verify the freshness or validity of the message before
authenticating it.

The objective of this article is to present a multi-party
authentication scheme and key management system for refer-
rals in a blockchain-based e-health network. A distributed,
dynamic, mutual identity authentication (DDMIA) scheme
for patients in the blockchain network has been designed
and implemented. The authentication scheme is distributed
among the parties involved in the referral. The authentication
schemes preserve patient anonymity by computing a dynamic
identity for every session. One party mutually authenticates
the patient to another party without expecting the patient to
register with multiple healthcare providers.

In general, the proposed blockchain-based authentica-
tion scheme is suitable for authentication among multiple
parties involved in the communication. In this scenario,
DDMIA avoids repeated registration with multiple health-
care providers. Also, the scheme is independent of the third
party for authenticating all active participants involved in the
communication. Hence, DDMIA reduces the overall time and
computation required for traditional multi-party authentica-
tions. The proposed scheme security is formally proved in the
CK-model. Using BAN logic we proved that the proposed
scheme secures the sessions after authentication. Also, the
proposed scheme is simulated in the AVISPA tool to prove
that the scheme is safe against all active attacks. The security
features of the proposed work for blockchain-based multi-
party authentication has been proved by cryptanalysis.

B. RELATED WORK
Till date, several authentication schemes were proposed in
the e-health sector. Chen et al. [14] proposed an authen-
tication scheme for cloud-based electronic medical records
which focusses on withstanding impersonation attack, replay
attack, and man-in-middle attack. Later Chiou et al. [15]
identified the weaknesses in Chen et al. scheme [14], they
proved that it does not support patient anonymity, message
authentication, and support telemedicine. Mohit et al. [16]
reviewed Chiou et al. scheme [15] and identified that it
does not support patients’ anonymity and is vulnerable to
stolen device attacks. Mohit et al. proposed an authen-
tication scheme for cloud-based e-health systems, which
overcomes the identified weaknesses. In the same year,
Cheng et al. [17] reviewed Chiou et al. scheme [15] and
identified the Key compromise impersonation and the for-
ward secrecy issues in the scheme. Cheng et al. proposed an
authentication scheme based on Bilinear pairing to achieve
security. In 2018 Li et al. [18] reviewed Mohit et al. scheme
and found that the scheme does not support patient anonymity
and patient unlinkability. Also, it identified that the scheme is
insecure against report revelation and report forgery attacks.

Also, Li et al. proposed an authentication scheme to over-
come the identified weaknesses.

Several blockchain-based authentication schemes have
been proposed. In 2018, Wang et al. [19] proposed a
blockchain-based mutual authentication scheme. In this
scheme, they claimed that their scheme’s authentication
parameters would not be stored in the database. That
makes the scheme independent from third parties during
the authentication process. In 2019 Conti et al. [20] pro-
posed a blockchain-based distributed authentication scheme
to enable secure and efficient mobility management in
information-centric networking. In 2019 Wang et al. [21]
introduced a blockchain-based mutual authentication and
key agreement scheme for smart grid infrastructure. This
scheme elaborates on the conditional anonymity, active
participation, and mutual authentication between the par-
ticipants. In 2019, Liu et al. [22] proposed a Medibchain-
based privacy-preserving mutual authentication scheme for
the telecare medical information system. The scheme based
on elliptic curve cryptography and focused on building a
MediBchain-based system for mobile medical cloud archi-
tecture. Also, it provides security to sensitive data like patient
identity. In 2020 Khalid et al. [23] proposed A decentralized
lightweight blockchain-based authentication mechanism for
IoT systems. This scheme was based on fog computing tech-
nology and built for a public blockchain.

Finally, the multi-party authentication schemes were
reviewed. In 2017, Odelu et al. [24] proposed a multiparty
authentication scheme using elliptic curve cryptography.
In 2016 Park and Park [25] reviewed Chang et al.’s authen-
tication and key agreement scheme proposed in 2015 and
identified that Chang et al.’s scheme does not provide suffi-
cient security and fails to provide accurate password updates.
To overcome the identified weaknesses, Park-Park proposed
a three-factor user authentication and key agreement scheme
using the elliptic curve cryptosystem. In 2017Amin et al. [26]
proposed an anonymous and robust multi-server authentica-
tion protocol using multiple registration servers to manage
a large number of users. Later, Qi et al. [27] proposed a
biometrics-based authentication key exchange protocol for
multi-server Telecare Medical Information System (TMIS)
in 2018. The scheme aimed to secure the system’s private key
by not sharing it with the authentication process participants.

In 2020 Xiang et al. [28] proposed a permissioned
blockchain-based identity management and user authentica-
tion scheme for e-Health systems. This scheme authenticates
the users and medical servers through the registration center.
In 2020, Li et al. [29] a blockchain-based data aggregation
and group authentication scheme for the electronic med-
ical system is proposed. Further, in 2020, Cui et al. [30]
proposed a hybrid blockchain-based authentication scheme
for multi wireless sensor networks. Here, the authors pro-
posed an authentication scheme that performs between
multiple wireless sensor networks and designed a hybrid
blockchain for the network model. In 2021 Gao et al. [31]
proposed a privacy-preserving identity authentication scheme
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based on the blockchain. In this scheme, users will gen-
erate their own identities and their publicly verifiable
information. This public information is stored on the
blockchain.

From the literature review, we observed that (i) most of
the authentication schemes presented have security issues,
and their improved schemes are also vulnerable to security
attacks. (ii) Many schemes perform only two-party authenti-
cation and if the scheme performs multi-party authentication,
then dependency over registration center(RC)/trusted third
party is prevelant. (iii) Dependency on the third party is
always a bottleneck for the system efficiency while handling
large incoming requests [50]. Therefore, It is very much
necessary to propose a distributed authentication scheme that
can mutually authenticate patients and hospitals without the
involvement of any third party. Based on the literature, we for-
mulated the security requirements and proposed an appro-
priate multi-party authentication called Distributed Dynamic
Mutual Identity Authentication (DDMIA).

C. METHODOLOGY
The proposed work appears in three stages. (i) the First stage
of the work was to set up a blockchain for the healthcare net-
work. (ii) Next stage is to propose a distributed dynamic user
authentication scheme and related smart contract algorithms
by considering the security requirements of the multi-party
authentication scheme. (iii) the Last stage is to analyze the
security and the performance of the proposed authentica-
tion scheme. The following subsections briefly illustrate how
these stages are implemented.

1) SET UP A BLOCKCHAIN FOR HEALTHCARE NETWORK
In this work, the blockchain was set up using Hyper-
ledger Fabric which is an open-source private permissioned
blockchain network from the Linux foundation. In the pro-
posed work, network consists of multiple parties such as a
patient, PHCs, private clinics, private and government hospi-
tals. Instances of stakeholders were created and the DDMIA
scheme was plugged in for authentication. The DDMIA
scheme is used for the referral cases between any two parties
in the system. For illustration purposes, the authors consid-
ered a scenario where a patient is registered to the local Pri-
mary Health Centre (PHCi) and visits the PHCi for treatment.
When the PHCi is unable to treat the patient on its own,
it refers the patient to the Government Hospital (GHi). The
DDMIA scheme does not expect the patient to register to
the GHi. Instead, the patient’s identity is authenticated to the
GHi by the PHCi.

2) PROPOSE AUTHENTICATION SCHEME AND RELATED
SMART CONTRACT
The proposed DDMIA scheme uses the Elliptic Curve Cryp-
tosystem (ECC) for random variable generation and mes-
sage communication. An elliptic curve is a cubic equation
of the form y2+ a1xy+ a2y = x3+ a3x2+ a4x+ a5 where
a1, a2, a3, a4, a5 are real numbers. In an elliptic curve

cryptosystem (ECC), the equation is defined as Ep(a, b):
y2 = x3 + ax + b(mod p) over a prime finite field Fp, where
a, b,Fp and the point multiplication over Ep(a, b) : s ∗ P =
P + P + P + . . . .. + P [32].With respect to the operations
performed during authentication, necessary smart contract
algorithams are proposed.

3) DDMIA SECURITY AND PERFORMANCE ANALYSIS
In this stage, we made rigorous cryptanalysis and proved
that the DDMIA scheme resists several active attacks.
The proposed scheme security is formally proved in the
CK - model. DDMIA is also simulated through the AVISPA
tool. AVISPA provides different backends to verify the spec-
ified security. In AVISPA scheme can be implemented by
the High-Level Protocol Specification Language (HLPSL).
It is a role-based language where every participant in the
system is considered as a role. Each role is independent
and communicates through channels with other roles. The
session security of DDMIA has been analyzed using a formal
method called BAN logic [33]. Computation, communica-
tion, and functional analysis have been made and compared
with other recently proposed schemes to verify the robustness
of DDMIA. The DDMIA authentication scheme has been
implemented in the GO language using crypto libraries to do
the analysis. The GO-based DDMIA scheme was plugged-in
to the hyperledger fabric for authentication [34]–[36].

The rest of the article is assembled as follows. Section II
illustrates the ProposedDDMIA scheme in Blockchain-based
e-health networks. This section includes the system design
for DDMIA scheme (II.A), Proposed DDMIA scheme (II.B),
and Algorithm design for smart contracts (II.C). Further,
Section III discusses the security proofs of the DDMIA
scheme namely cryptanalysis of DDMIA (III.A) Formal
security proof using the CK-model (III.B), Formal security
verification using the AVISPA tool (III.C), and Formal anal-
ysis using BAN Logic (III.D). Section IV presents the result
analysis of DDMIA in terms of Performance analysis (IV.A),
which includes the computation and communication costs
analysis, and functional analysis between DDMIA and other
related schemes. Finally, Section V presents the discussion
about the security and the concluding remarks of this article.

II. PROPOSED DDMIA SCHEME
In this section, we proposed distributed dynamic authenti-
cation scheme for referrals in blockchain-based health care
networks. Firstly the system model of the proposed authen-
tication scheme has been presented. Further, every phase of
the authentication scheme is explained. Finally the necessary
smart contract algorithms are presented.

A. SYSTEM MODEL
For the demonstration purpose, we showcase a blockchain-
based system model wherein the Patient (Pi), a Primary
Health Centre (PHCi), and the referred Government Hospital
(GHi) are involved in the communication. The system design
for DDMIA is presented in Figure 1. The stakeholders are
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connected via a private permissioned blockchain network.
In the designed system, a consortium of health care providers
will function as a Registration Center (RC) and ensure
the registration of all health care providers in the network.
RC is responsible for generating the public and private keys
and computing the registration parameters using selected
credentials. The registration process of all participants is
done through the secure channel where the communication
messages are cannot be intercepted. The patient registers at
the local PHCi only In the case of a referral, Pi is referred
from PHCi to GHi, the patient is authenticated by GHi even
though the patient is not registered in the GHi system. This is
because, the PHCi mutually authenticates the Pi to the GHi.
The authentication process is done in an insecure channel
where the communication parameters can be intercepted and
modified. Hence there is a need for security of communi-
cation parameters. The system is based on the blockchain
network and there are four smart contract algorithms
SM 1 (REFAUTHInitialization), SM 2 (InsertREFAUTH),
SM 3 (ModifyREFAUTH), and SM 4 (ReadREFAUTH)
which are used for initialization of keys, insert parameters,
update parameters and read parameters.

B. PROPOSED DDMIA SCHEME
The proposed scheme contains four phases (1)Initialization
(2) Registration, (2) Login and authentication, and (4) Pass-
word change. The notations used throughout the proposed
scheme is given in Table 1.

TABLE 1. Notations and descriptions.

1) THE INITIALIZATION PHASE
Before stepping into the registration, the system initializes
some parameters. Registration Center (RC) selects an elliptic
curve Ep over the finite field Fp with a large prime number
‘ p’. RC also chooses a one-way hash functions h1(.) →
Z∗, h2(.)→ Z∗, h3(.)→ Z∗ and a point on the elliptic curve
‘P’ of order ‘n’. Further RC selects ‘x’ as the master key
and computes the public key Ppub = x.P and publishes the
parameters {Ep,P,Fp, h1(.), h2(.), h3(.),Ppub}.

2) THE REGISTRATION PHASE
The registration phase contains the steps to register the com-
munication participants. This phase includes the registration
of Patient (Pi) and Primary Health Center (PHCi) and the

Hospitals (GHi). The registration of PHCi and GHi has been
done through a registation center. The patient register to
Primary Health Center. The details of the participants regis-
tration have been presented below.

3) HOSPITALS (GHi )/PRIMARY HEALTH CENTER (PHCi )
REGISTRATION PHASE
In the proposed scheme, GHi/PHCi registration is done with
a registation center (RC). The registration procedure of GHi
andPHCi is same. For the time being, we illustrate onlyPHCi
registration:

1) PHCi selects an identity PIDi, a random value bj and
computes Ai = h1(PIDi‖bj)

2) PHCi sends a registration request message {PIDi,Ai}
to the RC .

3) RC receives the request message, generates the random
number ‘e’ and computes
mi = h1(x‖e),
Zn = h1(mi‖Ai) and
Hn = h1(Zn‖PIDi)

4) RC stores e,mi into the database and sends Zn to the
PHCi. Primary Health Center receives Zn and stores
{Znbj} into its database. The registration phase of PHCi
has been presented in the Table 2.

In case of hospital registration GHi selects identity HIDi,
random value bj and computes and computes Aj and sends
the request message to RC . The computed parameters of RC
are mj,Zm, and Hm.

TABLE 2. Registration phase of the proposed scheme.

4) PATIENT (Pi ) REGISTRATION PHASE
The registration the patient is done with PHCi. The steps
involved in this process are as follows:

1) Patient selects his/her IDi, and PWi and computes
RPWi = h(IDi‖PWi)

2) Pi sends the registration request message {IDi,RPWi}

to the PHCi.
3) PHCi receives the request message and computes

Ri = IDi ⊕ h1(mi‖RPWi) Vi = h1(Ri‖IDi‖RPWi) and
GIDi = h1(Vi).Ppub.
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FIGURE 1. System design for proposed DDMIA.

TABLE 3. Registration phase of the proposed scheme.

4) PHCi uploads {Vi,mi} into a smart contract using the
Algorithm InsertREFAUTH and sends GIDi to the
patient.

5) The patient receivesGIDi and stores it into its database.
The registration phase of the proposed scheme has been
presented in Table 3.

5) THE LOGIN AND AUTHENTICATION PHASE
The login and authentication phase is done between
Patient Pi, Primary Health Centre PHCi, and the Hospi-
tal GHi. Since the authentication is distributed, there is
no involvement of the registration center in this phase.
Table 3 presents the Login and authentication phase of the
proposed scheme.

1) Patient Pi inputs IDi and PWi. Further, Pi system
retrieves the stored parameters in the smart contract
using the Algorithm 4ReadREFAUTH and Computes
RPW ∗i = h(IDi‖PWi),

R∗i = IDi ⊕ h1(mi‖RPWi)
V ∗i = h1(R∗i ‖IDi‖RPW

∗
i )

GID∗i = h1(V ∗i ).Ppub
2) Verifies the condition GID∗i = GID∗i or not. If both are

not equal then entered IDi and PWi are incorrect and
the system terminates the session.

3) If the input credentials are correct then the patient
system generates random number ‘ w’and computes
Cu = w.Ppub ⊕ h2(GIDi‖mi‖T1),
CIDi = h2(w.Ppub‖T1)⊕ RPWi,

C1 = h2(CIDi‖mi‖w.Ppub)
4) Patient system sends a login request message M1 =

{Cu,CIDi,C1,T1} to the PHCi.
5) On the other side PHCi receives the request message

M1 from Pi and verifies the freshness of the received
message. PHCi takes its present system time T2 and
verifies the validity of the receivedmessage. FirstPHCi
checks the condition T2−T1 ≤ 1T . Also confirms that
there is no other request with the same parameter within
the period of (T1 + 1T ) and (T1 − 1T ). If the above
conditions are true then the PHCi performs the further
calculation, else it rejects the request message M1 and
drops the session.

6) After accepting the request message M1 from the
patient Pi, PHCi retrieves the parameters from the
smart contract using the Algorithm 4 ReadREFAUTH
and computes w.Ppub’= h2(GIDi‖mi‖T1)⊕ Cu
Cp = Cu ⊕ h2(Zn‖mj‖T2)
CIDj = h2(Cu‖Cp‖w.Ppub’) and
C2 = h2(w.Ppub’‖C1‖CIDi‖CIDj‖T1‖T2).

7) PHCi creates the login request message M2 =

{Cp,C2,T2} and sends it to the GHi along withM1.
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8) GHi receives the request message {M1,M2} from PHCi
and verifies its freshness.GHi takes the present time T3
and checks the condition T3 − T2 ≤ 1T . If the condi-
tion does not satisfy then GHi drops the session.

9) If the condition is true then GHi retrieves the
parameters in the smart contract using the
Algorithm 4ReadREFAUTH and computes w.Ppub’=
h2(GIDi‖mi‖T1)⊕ Cu
CIDj’= h2(Cu‖Cp‖w.Ppub’)
C2’= h(w.Ppub’‖C1‖CIDi‖CIDj’‖T1‖T2).

10) ComparesC2’= C2. If the condition is true, then Pi and
PHCi are authenticated by GHi. Else the system drops
the session.

11) After authentication of Pi and PHCi, GHi starts mutual
authentication. Here, system generates random number
‘y’ and computes Ck = y.Ppub ⊕ h3(mj‖T3)
SKgh = h3(w.Ppub’‖y.Ppub‖mi‖mj) and
C3 = h(SKgh‖T3‖y.Ppub).
GHi sends M3 = {C3,Ck ,T3} to the PHCi for mutual
authentication.

12) PHCi receivesM3 and computes
y.Ppub’= h3(mj‖T3)⊕ Cs
SKphc = h3(w.Ppub’‖y.Ppub’‖mi‖mj) and
C4 = h(SKphc‖C3‖T3‖w.Ppub’‖y.Ppub’)

13) PHCi creates mutual authentication message M4 =

{C4} and sends to Patient Pi along withM2.
14) Pi receives the mutual authentication message from

PHCi and computes y.Ppub’= h3(mj‖T3)⊕ Cs, SKp =
h3(w.Ppub‖y.Ppub’‖mi‖mj) and
C4’= h(SKp‖C3‖T3‖w.Ppub‖y.Ppub’)

15) Patient system verifies whether C4’= C4 If both are
equal then Pi, PHCi and GHS is authenticated. Else
drops the session.

Further communications will be done through the
shared session keys. The session keys are For patient,
SKp = h3(w.Ppub‖y.Ppub’‖mi‖mj), For PHCi SKphc =
h3(w.Ppub’‖y.Ppub’‖mi‖mj), For GHi SKghc = h3(w.Ppub’
‖y.Ppub‖mi‖mj)

6) THE PASSWORD CHANGE PHASE
In this phase, Pi changes the password PWi to PW new. Pro-
cedure to change the password is given as follows:

1) Pi inputs IDi and PWi to the system. The system
Retrieves the parameters in the smart contract using the
Algorithm 4ReadREFAUTH and Computes RPW ∗i =
h1(IDi‖PWi), R∗i = IDi ⊕ h1(mi‖RPWi), V ∗i =

h1(R∗i ‖IDi‖RPW
∗
i ) and GID

∗
i = h1(V ∗i ).Ppub

2) Verifies the condition GID∗i = GID∗i or not. If both are
equal then input IDi and PWi is correct and system asks
for new password PW new. Further, System computes
RPW new

i = h1(IDi‖PW new)
Rnewi = IDi ⊕ h1(mi‖RPW new

i )
V new
i = h1(Rnewi ‖IDi‖RPW

new
i ),

GIDnewi = h1(V new
i ).Ppub

3) Updates the parameters (Vi)new into the smart contract
using the algorithm 3 ModifyREFAUTH and GIDnewi
in the patient system.

C. ALGORITHM DESIGN FOR SMART CONTRACTS
The smart contract algorithm design for phases of DDMIA is
presented below:
• SM 1 - REFAUTHInitialization: This algorithm is
used to initialize the parameters space for GID,V ,m.
Here, the system creates RAUTH [] to store the
parameter and the type of the parameter by creat-
ing. The parameter initialization has been presented in
Algorithm 1.

Algorithm 1 REFAUTHInitialization
contract REFAUTH {
address patient;
struct RAUTH {
byte32GID;
uint256[2]V ;
uint256[4]m; }
RAUTH[] public REFAUTH;
constructor REFAUTH() {
patient = msg.sender;
len = 0;
return1; }
}

• SM 2 - InsertREFAUTH: To insert the registration
parameters into the system, we need the InsertRE-
FAUTH algorithm, which is presented in Algorithm 2.
Here, the system first checks the sender details.
If the sender already exists, then smart-contract returns
zero else stores the registration parameters through
RAUTH [i].

Algorithm 2 InsertREFAUTH
function insertREFAUTH (GID,V ,m){
if patient 6= msg.sender then
return 0;
else {
if Exist(RAUTH [i].GID == GID) then {
RAUTH [i].GID = GID;
RAUTH [i].V = V ;
RAUTH [i].m = m;
return1; }
else{
Return 0;}
}

• SM 3 - ModifyREFAUTH: Suppose the patient wishes
to change his/her password; new parameters will be
computed by the system. In this case, to update the
new parameters into the system, the ModifyREFAUTH
algorithm will be used. Here, the system checks whether
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TABLE 4. Login and authentication phase of the proposed scheme.

the sender sent the same message or not. If yes, then
smart-contract returns zero else updates the new param-
eters through RAUTH [i]. The ModifyREFAUTH has
been presented in Algorithm 3.

• SM 4 - ReadREFAUTH: Whenever stored parame-
ters are required; it will be retrieved using the Read-
REFAUTH algorithm. GID can identify uniqueness
in stored parameters. The algorithm checks whether
the respective GID is exists or not. If GID is exist,
it will be retrieved by RAUTH [i]. Algorithm 4 presents
ReadREFAUTH.

III. SECURITY PROOF OF DDMIA SCHEME
In this section, we discuss the cryptanalysis of DDMIA
scheme, formal security proof using CK-mode followed by
the results of the security verification using the AVISPA tool.
This section also presents the formal analysis of the proposed
scheme using BAN logic.

A. CRYPTANALYSIS OF DDMIA SCHEME
The cryptanalysis of DDMIA is presented in this section. This
analysis mainly focused on checking whether DDMIA meets
all the security requirements illustrated in section 1.1 or not.
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Algorithm 3ModifyREFAUTH
function modifyREFAUTH (GID,V ,m){
if patient 6= msg.sender then
return 0;
else {
if Exist(RAUTH [i].GID == GID) then {
RAUTH [i].GID = GID;
RAUTH [i].V = V ;
RAUTH [i].m = m;
return1; }
else{
len++;
RAUTH [i].GID = GID;
RAUTH [i].V = V ;
RAUTH [i].m = m;
return1; }
}

Algorithm 4 ReadREFAUTH
function readREFAUTH (GID){
if Exist(RAUTH [i] : GID == GID) then
return RAUTH ;
Else;
return 0;
}

Considered threat model for the cryptanalysis of DDMIA is
proposed by [37].

1) QUICK WRONG CREDENTIALS DETECTION
The proposed scheme detects the correctness of the login
credentials (IDi and PWi) before login. When user inputs the
IDi and PWi, the authentication scheme computes RPW ∗i =
h1(IDi‖PWi, R∗i = IDi ⊕ h1(mi‖RPWi), and Verifies the
equation Vi.P = h1(R∗i ‖IDi‖RPW

∗
i ).Ppub. This is to check

the correctness of entered IDi and PWi. If both LHS and
RHS are equal then the entered credentials are correct. This
verification will be done before interacting with the PHCi
or GHi, hence the proposed scheme verifies the credentials
quickly.

2) PATIENT ANONYMITY
The anonymity of the patient identity has been preserved in
each stage of communication. In the proposed scheme, the
patient’s IDi will not be communicated in plain text format
to either PHCi or GHi. Instead of that, a dynamic ID CIDi =
h2(w.Ppub‖T1)⊕RPWi, will be computed in every login and
authentication session. The dynamic ID is a temporary user
identity computed using the patient’s IDi and it is different
at every login attempt. Hence the proposed scheme provides
anonymity of the patient identity.

3) SECRET KEY MANAGEMENT
It is essential to develop a scheme that protects the secret key
from both the legal user and the adversary. In the DDMIA,
the secret key is not used in plain text format for any oper-
ation. Whenever the RC receives the registration request
message, it generates a random number ‘e’ and computes
mi = h1(x‖e).P. But random number ‘e’will not be stored
either in Pi, PHCi, and GHi. Hence, DDMIA provides secu-
rity to the secret key.

4) SESSION KEY WITH PERFECT FORWARD SECRECY
The DDMIA scheme ensures that all three parties should
share a common session key among them to establish a
secure channel between them. The session key forms a secure
channel over a public channel. In the authentication mech-
anism, perfect forward secrecy is a feature that assures the
confidentiality of the session key even after compromising
the private/secret key. Let us assume adversary A attempts
to compute the session key SK using the equation SK =
h3(w.Ppub‖y.Ppub‖mi‖mj). Even though the adversary inter-
cepts all the communicated parameters, he/she can get only
mi and mj where w.P, y.P are still unknown to the A. Hence,
the DDMIA scheme ensures perfect forward secrecy with
session keys.

5) RESISTS INSIDER ATTACK
In the proposed scheme, password PWi will not be submitted
to the Registration Centre (RC) in a plain text format. Before
sending the registration request, the client system computes
RPWi = h1(IDi‖PWi) and then sends {RPW , IDi} to RC.
To obtain password PWi from RPWi adversary A should
know both IDi and PWi. Hence the proposed scheme gives
complete security against insider attack.

6) PROVIDES SECURITY AGAINST REPLAY ATTACK
To avoid the replay attack, the DDMIA uses the time stamp
to verify the freshness of the received message. In the login
and authentication phase of the proposed scheme, while send-
ing the login request Pi system generates the timestamp T1,
includes it with the request message, and sends it to PHC
Server. On the other side. PHC server takes the request
message and generates its present time T2 and verifies the
validity of the time T1. First PHCi verifies the condition
T2 − T1 ≤ 1T and also confirms, there is no other request
with the same parameter within the period of (T1 +1T ) and
(T1 − 1T ). These conditions will be true if and only if the
receivedmessage is fresh. Similarly, T2 of the PHC server will
be attached to the request message, which would be sent to
the GHi server. GHi generates the timestamp T3 and verifies
the validity of T2. The verification steps are the same as the
procedure followed by the PHC server. Hence the DDMIA
scheme resists the replay attack.
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7) RESIST IMPERSONATION ATTACK
In this attack, An adversary A tries to impersonate valid
Pi through the registration and communication parameters.
In DDMIA scheme A does not get any patient information
since the registration performed through the secure channel.
Also, the parameters of the messagesM1,M2,M3 andM4 are
computed with atleast two unknown parameters which is not
possible to guess byA. Finally, the authentication of Pi done
by PHCi and GHi which means, adversary must impersonate
two entities involved in the process of authentication which
is not possible. Thus, the proposed DDMIA scheme has the
ability to resist the impersonation attack.

8) SECURITY AGAINST MAN-IN-THE-MIDDLE ATTACK
In this attack, an attacker A may try to impersonate a valid
patient during the time of authentication. Since the authen-
tication of Pi is done by PHCi and GHi, impersonating two
entities involved in the authentication process is impossible.
Hence, our scheme is secure against a man-in-the-middle
attack.

9) PASSWORD SELECTION IS DONE BY USER
Many authentication schemes do not provide the feature of
selecting their password by the user. If the system generates
the password, then it is difficult to remember especially if the
patient does not use the system frequently. Hence the DDMIA
scheme allows the patient to choose a strong and memorable
password.

B. FORMAL SECURITY PROOF USING CK-MODEL
This section presents the formal security analysis to prove that
the proposed scheme is secure against the adversary modeled
in [38] which is proposed by [39]. In this model, adversaryA
has complete control over the transmission channel. There-
fore A can eavesdrop, intercept, alter the communication
messages. Also, A knows all the public parameters. The
adversary cannot access the secret parameter directly but can
construct queries to capture the information leakage.

1) PARTICIPANTS
A participant in the entity takes part in the authentication
process. In DDMIA scheme, there are three participants per-
forming the authentication named as Patient (Pi), a Primary
Health Centre (PHCi), and the referred Government Hospital
(GHi). Each participant have multiple instances to run the
scheme parallelly. The instances are represented as Pi, PHC i,
and GH i, where ‘i’ is the ith instance of the participants [40].
• Execute(Pi,PHC i,GH i): This query forms the eaves-
dropping attack. Using this query,A simulates the login
and authentication phase. In other words, A gets the
transcript of the communication messages done between
the instances Pi,PHCi, and GHi.

• Send(Pi/PHC i/GH i,M ): Adversary A models this
query to perform active attacks. With this query, A
intercept the message M communicated between the
instances Pi/PHC i/GH i. Also, A tries modify the

intercepted message. In other words, the query outputs
a messageM sent by participant Pi/PHC i/GH i.

• EKeyReveal(Pi/GH i): This query allows adversary to
obtain the session state ephemeral secret key informa-
tion held by the instance Pi/PHC i/GH i.

• SKReveal(Pi/GH i): This query allows adversary to get
the session key held by the instance Pi/PHC i/GH i.

• Corrupt(Pi/PHC i/GH i): This query express the notion
of perfect forward secrecy where long term secret key
can be compromise withA to get the session key on the
oracle

• Test(Pi/PHC i/GH i): This single query can be con-
structed by the adversary at most once. It models the
semantic security of the session. Here, A returns the
session key of Pi/PHC i/GH i or a random string with
an equal bit length of the session key. This result is
depending upon tossing a coin b. If b = 1, the adversary
gets the original session key. ElseA gets a random string
with the same length as the real session key.

We need to describe some definitions before proving the
security of the proposed scheme.
• Partnering: When two entities are said to be partners
if and only if they are accepted and shared a commen
session key. In other words, If Pi, PHCi and GHi are
partners only if SKp = SKphc = SKgh.

• Freshness: The freshness is related to the session key.
Here, oracle constructs the session key. We can say that
the constructed session key is fresh if the instance meets
the following conditions.

1) When there is no Reveal query is done by Pi, PHCi
and GHi, sission key SKi should not be null.

2) Send(Pi/PHC i/GH i,M ), should be asked after
modelling the Currupt query

• Semantic Security: The goal of semantic security
is to guess the bit ′b′, which is involved in the
Test(Pi/PHC i/GH i) query. Consider an event S() that
the adversary A guess the bit b correctly. Let Pi, PHC i

andGH i oracles are considered as partners when authen-
ticating each other and share a common session key.
The adversary’s goal is to differentiate the session key
from a random key. A can model many Test queries
for Pi/PHC i/GH i. Consider queries, for instance, Pi.
Further, Pi toss a coin b. If b=1, the adversary gets the
original session key. Else A gets a random string with
the same length as the real session key.
Let Pr[S] denotes the game-winning probability of
A. The advantage of the Adversary A against break-
ing the semantic security of the proposed scheme is
AdvAKEP (A) = |2Pr[Succ]− 1|.

2) SECURITY PROOF
The security proof is based on the following computational
problems:
• Elliptic curve computational Diffie–Hellman problem
(ECDH): Let P, xP, yP ∈ Ep where a, b ∈ Z∗q , then
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TABLE 5. Simulation of execute, revel and test query.

it is hard to compute xyP in polynomial time without
knowledge of x or y.

• Elliptic curve discrete logarithm problem (ECDLP): It
says that when G ∈ Ep(x, y) of order n and G = kP ∈
Ep(x, y), it is computationally infeasible to compute k in
polynomial-time.

• Reversing One way Hash function: LetH (.) is a one way
hash function, then it is computationally hard to get x
fromH (x). Also it is hard to find x’whereH (x) = H (x’)

Theorem 1: Let Ep over the finite field Fp with a large
prime number ‘p’ and D be the finite set of password. Con-
sider A is a adversary running in a polynomial time and
perfom security attack on the proposed scheme SC . Con-
sider AdvAKESC is the advantage of the A against the proposed
scheme SC and also the advantage of A that solves CDH
in Ep. If the adversary wants to break the protocol SC , then
A can make qs Send queries, qh hash oracles, and qe Execute
queries within the time t. The advantage of A will be

AdvAKESC ≤
(qs + qe)2

2n
+

(qh)2 + (qs)2

2k+1
+ qh

.AdvECDHEC (t + (qexe + qsend )TEC ) (1)

Proof: The sequence of games from G0 to G4 defines
the proposed authentication scheme’s proof. The queries con-
structed by A has been presented in Table 5 and 6. Based on
the queries build byA, the proof is presented. Let Sn denotes
the event that occurs after the adversary’s Test query while
guessing the bit b correctly.
Game G0 This game corresponds to the real game in the

model. By definition, we have

AdvAKESC ≤ 2 Pr[S0]− 1

Game G1 This game simulates the two hash oracles for
each query. All queries manage two hash list Lh and Lh’.

TABLE 6. Simulation of execute, revel and test query.

The simulation shows that the transcript distribution of the
game is indistinguishable in the model. Hence we have

Pr[S0] = Pr[S1]

Game G2 This game is to avoid the occurrence of col-
lision in the transcript (CIDi,Cu,C1,T1), (CIDi,Cu,C1,

T1,C2,Cp,T2), (C3,Ck ,T3), (C3,Ck ,T3,C4) and in the
hash queries. In the proposed scheme, SC ,w, and y are chosen
randomly. According to the birthday paradox, the collision
probability that occurred in the transcript’s transmit is at most
(qs + qe)2/2n. Also, the probability of the occurrence of the
collision in the output of the hash oracle is at most (qh)2/2k+1.
Hence we have

|Pr[S2]− Pr[S1]| ≤
(qs + qe)2

2n
+

(qh)2

2k+1
(2)

Game G3 In this game, the adversary could guess the
authentication value C3 and C4 without making the hash
query. Since the games G3 and G2 are indistinguishable
unless government hospital server GHi or patient Pi rejects
a valid authentic value. Hence we have

|Pr[S3]− Pr[S2]| ≤
(qs)2

2k+1
(3)

Game G4 In this game A compute the session key using
a private oracle h3’instead of h3. Hence the session key SK
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FIGURE 2. OFMC result in DDMIA.

is independent of h3,w, y, and P. The difference between
G3 and G4 is negligible as long as the ECDH assumption
holds because of the Diffie-Hellman problem’s random self-
reducibility. Hence we have

|Pr[S4]− Pr[S3]| = qh.AdvECDHEC (t + (qexe + qsend )TEC )

(4)

C. RESULT OF FORMAL SECURITY VERIFICATION USING
AVISPA TOOL
This section presents the results of the security verifica-
tion using the AVISPA tool. The schemes in AVISPA can
be Implemented by the HLPSL. In HLPSL, the Doley-Yao
model [37] has been used to build the intruder. During the
execution of schemes, the HLPSL code is converted into
an Intermediate Format(IF) through hlpsl2if. Further, the
backend reads the IF and analys the security goals. There
are four backends are used in AVISPA used for security
analysis known as On-the-fly Model-Checker (OFMC) [41],
CL-AtSe (Constraint Logic-based Attack Searcher) [42],
SAT-based Model checker [43] and Tree Automata based
on Automatic Approximations for the Analysis of Security
Protocols (TA4SP) [44]. If the protocol achieves all defined
goals, then the output will be given as SAFE else the output
will be UNSAFE.

The result of security verification using the AVISPA tool is
presented in Figure 2 and Figure 3. The results are obtained
through the back ends OFMC and CLAtSe as SAFE. The
other two backends SATMC and TA4SP, do not support the
XOR feature. Hence the results are received as ‘‘Inconclu-
sive.’’ From the obtained result, we can clearly say that the
DDMIA scheme achieves all the specified goals and resists
all active attacks.

FIGURE 3. ATSE result in DDMIA.

D. FORMAL ANALYSIS OF DDMIA USING BAN LOGIC
This section presents the formal analysis of DDMIA using
BAN-logic proposed by Burrows et al. [33]. The analysis
aims to prove the security of the scheme’s session key shared
between the Pi, PHCi, and GHi. Before beginning the anal-
ysis, we illustrate the notations and the logical postulates
related to BAN-logic.

1) NOTATIONS IN THE BAN STATEMENTS [33]
This section presents the syntax and semantics of the
BAN-logic necessary to prove the security goals. The logic
model has several objects which are named as principals,
encryption keys, and formulas. To better understand the nota-
tions, we represented U and S as principals, K is the shared
key, SK is the shared session key between the principals,
and X denotes the statements. The logical notations and its
descriptions are given below:

U
SK
↔ S : Ui and S share the session key SK to

communicate.
U |≡ X : U believes the statement X and take as
true.
U G X : U receives statement X and is capable of
reading it.
U |∼ X : U sents the statement X .
U ⇒ X : U is an authority on X and should be
trusted on this matter.
#(X ) : Statement X is fresh i.e., X has not been sent
first time while running the protocol.
K
7→ P : P has K as a public key.
(X .P) : P is a point on elliptic curve mulplied by
the number X
{X ,Y }K or [X ,Y ]K : This represents that X ,Y
encrypted with key K .
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(X ,Y )K : This represents that X ,Y are exclusive-
ORed with key K .
〈X ,Y 〉K : This represents X ,Y are hashed with
by K.

2) LOGICAL POSTULATES
In this section, we describe the postulates which are applied
during the formal analysis.

1) Message meaning rules: This postulate presents the
interpretation of communicated messages. This rule
forms the beliefs about the origin of messages to the
principal. According to the postulate, If principal U
believes that the key K is shared with S and message
containingX is encrypted underK , thenU believes that
S is capable of reading X . We can represent message
meaning rules: as follows:

U |≡ S
K
↔ U ,U G[X ]K

U |≡ S |∼X

2) The nonce-verification: This rule states that the mes-
sage sent by the principal U/S is recent, and it is in the
same session. Also, the sender believes in the freshness
of the message. It can be represented as follows:

U |≡ # (X ) , U |≡ S |∼ X
U |≡ S |≡ X

3) The jurisdiction rule: The rule states that if principal
U believes that S has authority and trust over the
statement X , then U also trusts S about the truth of
statement X . The jurisdiction rule: is represented as
follows:

U |≡ S ⇒ X , U |≡ S |≡ X
U |≡ X

4) Fresh conjuncatenation rule If principal U believes
about the freshness of X, then it U also believes (X, Y)
are fresh. This postulate can be represented as follows:

U |≡ #(X )
U |≡ #(X ,Y )

.

3) METHOD
There are threemain steps involved in the analysis of DDMIA
using BAN logic. The first step is to set the goals and assump-
tions necessary to prove the session security. It is in the form
of formulas represented using the symbolic notations. The
second step is to convert the communicated messages of the
proposed into the formulas using symbolic notations called
as idealized form. Finally, apply the logical postulates to
the communicated message’s idealized form. In the DDMIA
analysis, we have taken Pi, PHCi, and GHi as principals,
H (x‖e) is the shared key, sk is the session key, and the
communicated messages are the statements.

4) GOALS OF DDMIA
This section sets the goal (G) to achieve from the analysis.
Our goal is to secure the communication session by protecting

the session key (SK) between the communication partici-
pants. To prove this, Pi and GHi should trust each other.
Hence we set mainly two goals named as G1 and G2.

Goal1:GHi |≡ GHi
sk
↔ PHCi

Goal2:Pi |≡ Pi
sk
↔ PHCi

5) ASSUMPTIONS IN DDMIA
In BAN logic, assumptions assure the success of the proto-
col. The assumptions mainly state the initially shared keys,
fresh nonce, and trusted principals. In DDMIA, there are six
assumptions named from A1 to A6. In the given assumptions,
A1 and A2 are the shared key ‘x’. Assumptions A3 and A4 are
session key ‘sk’ shared between Pi, PHCi and GHi. The
generated timestamp and fresh nonce are presented in A5
and A6.

A1: Pi |≡ Pi
H (x‖e)
↔ PHCi

A2: PHCi |≡ GHi
H (x‖e)
↔ PHCi

A3: GHi |≡ PHCi ⇒ PHCi
sk
↔ GHi

A4: PHCi |≡ Pi ⇒ PHCi
sk
↔ Pi

A5: PHCi |≡ #T3
A6: Pi |≡ #y

6) COMMUNICATED MESSAGES
An analysis of DDMIA uses the BAN logic model to prove
that the scheme mutually authenticates and shares a common
session key between Pi, PHCi, and GHi. We use the commu-
nication messages sent and received between the principals.
Since the BAN logic is used to verify the session key security,
we used only mutual authentication messages, which are
given below:

Message 1: {C3,Ck ,T3}
Message 2: {C4}

7) IDEALIZED FORM OF THE PROPOSED SCHEME
The scheme messages should be changed to the idealized
forms to describe the BAN logic model. A message in the
idealized protocol is a formula. Idealized represents which
parameter shares key or nonce between the principals. Also,
it includes the other parameters communicated between the
principals. The Idealized form of DDMIAmessages are given
below:
C3: (GHi

sk
↔ PHCi, y.Ppub,T3)

Ck : (GHi
H (e‖x)
↔ PHCi, y.Ppub,T3)

C4: (PHCi
sk
↔ Pi,GHi

sk
↔ PHCi,w.Ppub, y.Ppub,T3)

8) SECURITY ANALYSIS PROOF
The formal analysis of DDMIA using BAN-logic is presented
in this section. The study of the communicated message
idealized form helps us to explain the proof. The detailed
proof is shown below:

PHCi receives Message 1, then we have

PHCi G {(GHi
sk
↔ PHCi, y.Ppub,T3),

(GHi
H (e‖x)
↔ PHCi, y.Ppub,T3),T3} (5)
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From jurisdiction rule we can prove that

PHCi G {(GHi
sk
↔ PHCi, y.Ppub,T3),

(GHi
H (e‖x)
↔ PHCi, y.Ppub,T3),T3} (6)

According to AssumptionA2 and equation (6) apply
message meaning rule and we get

PHCi|≡ GHi |∼{(GHi
sk
↔ PHCi, y.Ppub,T3),

(GHi
H (e‖x)
↔ PHCi, y.Ppub,T3),T3} (7)

According toA4 and (7) apply the freshness rule and
we get

PHCi|≡ #{(GHi
sk
↔ PHCi, y.Ppub,T3),

(GHi
H (e‖x)
↔ PHCi, y.Ppub,T3),T3} (8)

According to (7) and (8) We apply nonce verifica-
tion rule and we get

PHCi|≡ GHi|≡ {(GHi
sk
↔ PHCi, y.Ppub,T3),

(GHi
H (e‖x)
↔ PHCi, y.Ppub,T3),T3} (9)

We can also write equation (8) as

PHCi|≡ GHi|≡ GHi
sk
↔ PHCi (10)

According to Assumption A3 and (10) apply juris-
diction rule we get

PHCi|≡ GHi
sk
↔ PHCi

Which satisfies the Goal 1.
Pi receives Message 2, then we have

Pi G {(PHCi
sk
↔ Pi,GHi

sk
↔ PHCi,

w.Ppub, y.Ppub,T3)} (11)

From jurisdiction rule we can prove that

Pi G {(PHCi
sk
↔ Pi,GHi

sk
↔ PHCi,

w.Ppub, y.Ppub,T3)} (12)

According to AssumptionA1 and equation (12)
apply message meaning rule and we get

Pi|≡ PHCi |∼{(PHCi
sk
↔ Pi,GHi

sk
↔ PHCi,

w.Ppub, y.Ppub,T3)} (13)

According to A6 and (13) apply the freshness rule
and we get

PHCi|≡ #{(PHCi
sk
↔ Pi,GHi

sk
↔ PHCi,

w.Ppub, y.Ppub,T3)} (14)

According to (13) and (14) We apply nonce verifi-
cation rule and we get

Pi|≡ PHCi|≡ {(PHCi
sk
↔ Pi,GHi

sk
↔ PHCi,

w.Ppub, y.Ppub,T3)} (15)

We can also write equation (14) as

Pi|≡ PHCi|≡ PHCi
sk
↔ Pi (16)

According to Assumption A4 and (16) apply juris-
diction rule we get

Pi |≡ Pi
sk
↔ PHCi

Which satisfies the Goal 2.
From the proof the goals G1 and G2 are achieved. Hence,
we conclude that the principals Pi, PHCi, and GHi believes
that session key SK is shared securely.

IV. PERFORMANCE ANALYSIS OF DDMIA SCHEME
This section focuses on the performance analysis of the
DDMIA scheme. The analysis mainly focuses on cal-
culating the computation and communication costs and
comparing the result with related authentication schemes.
For the analysis, the DDMIA scheme has been com-
pared with multi party authentication schemes which
are Odelu et al. [24], Park and Park [25], Amin et al. [26],
Qi et al. [27]. The remaining Irshad et al. [45],
Chaudhary et al. [46], Xu et al. [47], and Lei andChuang [48]
schemes are traditional two parties authentication schemes.

A. COMPUTATION AND COMMUNICATION COSTS
ANALYSIS
The computation cost of the DDMIA has been compared
with the other schemes and presented in Table 7. This anal-
ysis has been made considering the schemes total compu-
tation cost and expected execution tiome. To measure the
expected execution time, we implemented the DDMIA using
the GO language in the environment of Ubuntu 18.04.4 LTS
64-bit PC, Intel Core-i5 6200U CPU of 2.80 GHz, 4GB
RAM, and Intel R©HD Graphics 520. In the implementation,
‘crypto/sha256’was used to perform the hash operations,
‘crypto/elliptic’was used for the elliptic curve cryptographic
operations, and ‘ crypto/rand’ was employed for generating
the random numbers.

In Table 7, computational parameters are defined as fol-
lows: Tmul - Execution time of elliptic curve scalar mul-
tiplication, Th - Execution time of one-way hash function,
Tsym - Execution time of one symmetric encryption/decryption
function, Tkdf - the time for performing one-way key deriva-
tion function, Tc - The time for executing the Chaotic poly-
nomial mapping. According to the simulation result, the
required execution time for one Th operation is 0.008 ms
(millisecond), and one Tmul operation requires 0.101 ms. The
execution time for Tsym, Tkdf , Tc is taken from [24], [27],
which is 0.0046ms, 0.008ms, 0.02104, respectively.

The computation cost of DDMIA is the sum of the costs
of Pi; PHCi; and GHi. The cost has been computed based
on the number of operations performed during the authen-
tication phase. We are not considering the cost of xor and
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TABLE 7. Computation and communication cost analysis.

concatenation operations since the execution time is negli-
gible. Pi needs two Tmul operations and 14 hash operations
to compute parameters therefore the computation cost of Pi
is 2Tmul + 14Th. Similarly PHCi and GHi needs 12Th, and
1Tmul + 10Th, respectively to compute the communication
parameters. Hence, the total computation cost of the proposed
DDMIA scheme is 3Tmul + 35Th.

On comparison of the DDMIA authentication scheme with
multiparty schemes, we observe that the computation cost
of DDMIA is better than all, except for the Amin et al.
scheme [26]. This difference is because Amin et al. scheme
is proposed using hash functions only whereas DDMIA
uses elliptic curve cryptography. According to Wang and
Wang [49] the usage of hash function only in the scheme, will
result in loss of user anonymity and public-key techniques
should be used instead. On comparing the proposed DDMIA
scheme with other traditional schemes presented in Table 7,
we observed that the computation cost of DDMIA is lesser
than Xu et al. and Lei et al. schemes and slightly higher
than Irshad et al. and Chaudhary et al. schemes. However,
these traditional schemes having architectural limitations
wherein the patient directly communicates with the hospi-
tal. The estimated execution time of the DDMIA scheme
is (3 * 0.101 ms) + (35 * 0.008 ms) = 0.583ms. Simi-
larly, on comparing the results of DDMIA with the other
multi-party authentication schemes (Table 7), we observed
that the estimated execution of the DDMIA is slightly higher
than Amin et al. [26] scheme but lesser than all other multi-
party schemes.

The communication cost was also analysed against the
schemes listed in table 7. The communication cost calculation
includes the estimated cost of the communication parameters
in the login and authentication phase of one complete session.
For consistency purpose, we assume that the length of the
identity IDi/PIDi/HIDi is 32 bits, the output size of hash
function h1(.), h2(.), and h3(.) is 160 bits, size of an elliptic
curve point is 320 bits, the block size of symmetric encryp-
tion/decryption is 128 bits, and a random number/Timestamp
is 128 bits. The login phase, and authentication and key
agreement phase, DDMIA requires a total of 320 + 160 +
160+ 128 = 768 bits, 768+ 160+ 160+ 128 = 1216 bits,
160+ 320+ 128 = 608 bits, and 608+ 160 = 768 bits, for

TABLE 8. Functional analysis.

the messages M1 = {Cu,CIDi,C1,T1}, M2 = {Cp,C2,T2},
M3 = {C3,Ck ,T3} andM4 = {C4}. Hence, the total commu-
nication cost required to achieve the one session of DDMIA
is 3360 bits.

Compared to the other schemes presented in Table 7, the
overall communication cost of DDMIA is equal to the Park
and Park [25] scheme and higher than all other schemes.
But, it is still acceptable because the DDMIA scheme is a
distributed and dynamic, multi-party authentication scheme
where the participants can mutually authenticate without
depending upon the registration center. In DDMIA, a registra-
tion center is essential only for the registration of healthcare
providers. While other multi-party authentication schemes
completely depend upon a third party to perform the authen-
tication. Also, DDMIA meets the mentioned security criteria
whereas the other schemes are vulnerable to several attacks
which are presented in the next section. Hence, we claim
that the DDMIA scheme is still efficient and robust in the
blockchain based distributed, multi-party architecture.

B. FUNCTIONAL ANALYSIS
Table 8 presents the feature-wise functional analysis of the
DDMIA scheme with other schemes. The functionalities rep-
resented in table 8 are as follows: F1 - Mutual authentication,
F2 - Quick credentials verification, F3 - Patient anonymity,
F4 - Secret key management, F5 - Session key agreement,
F6 - Perfect forward secrecy, F7 - Resilience against insider
attack, F8 - Prevention of a replay attack. The functions
considered for comparision are based on the security require-
ments mentioned in section I A.
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From Table 8, it is clear that two schemes, [47] and the
proposed DDMIA scheme meet all the functional require-
ments. But, the [47] schememay not be suitable for the imple-
mention in a blockchain network. In addition, the DDMIA
achieves distributed multi-party authentication where one
health provider can authenticate the patient through another
provider. Multiparty schemes like [24] authentication scheme
uses elliptic curve cryptography, but the scheme is vulnerable
to replay attack. Reference [25] authentication scheme is a
three-factor user authentication that uses the elliptic curve
cryptosystem. However, the scheme does not support forward
secrecy and is vulnerable to insider attack. Reference [26]
authentication protocol uses multiple registration servers to
manage users and does not provide patient anonymity. Reg-
istration in multiple servers may result in identity collision
and affect key management. Reference [27] scheme is based
on biometrics authentication for multi-server TMIS, But the
scheme is vulnerable to insider attack. Therefore, the authors
conclude that the DDMIA scheme has all the required secu-
rity features which makes it the most robust.

The proposed multi-party DDMIA scheme ensures that
the authentication process is scalable in comparison with a
centralized approach. DDMIA decreases the dependency on
registration centers for authentication, a one-time registration
is done by health care providers in the blockchain network.
During the referral itself, authentication is de-centralized,
it will be done on the server of the hospital towhich the patient
has been referred. In case of multiple simultaneous authenti-
cation requests on the same hospital server, the requests will
be queued and the running time and latency are expected to
increase linearly.

V. CONCLUSION
The proposed DDMIA authentication scheme was designed
keeping in mind the security requirements of a decentralized,
multiparty authentication scheme for blockchain-based net-
works. The patient registers with a e-health provider ‘A’ and
can initiate a consultation. The e-health provider ‘ A’ can refer
the patient to another e-health provider ‘B’ for appropriate
treatment. The patient is not required to register with ‘B’
and ‘A’ dynamically and mutually authenticates the patient
with ‘B’. The security requirements of a blockchain-based
e-health network were defined, the DDMIA scheme was
proven in theory and with cryptanalysis. The formal security
verification was done using the AVISPA tool and BAN Logic
proved that the session is secure. In terms of computation
cost, the DDMIA scheme is more efficient than all other
multi-party schemes. The distributed nature of the multiparty
authentication is achieved by usingmore communication bits,
however, this cost will not affect the network. The DDMIA
scheme has an execution time better than the othermulti-party
schemes and its distributed nature will ensure scalability. The
overall communication cost of DDMIA is higher than all
other schemes but it is acceptable because it is a distributed,
dynamic and multi-party authentication scheme independent
of the registration center. Functional analysis proves that in

comparison with other multi-party schemes, the DDMIA is
the most robust among them because it achieves all the speci-
fied security requirements. Furthermore, the DDMIA scheme
is a plug-in over an existing blockchain technology that per-
forms authentication separately from the primary blockchain
based transaction system, it is not affected by the writing of
transactions and block generation. Hence DDMIA authenti-
cation is distributed among healthcare providers and it can
scale and perform authentication for simultaneous requests
efficiently.

In most countries, e-health networks consist of many
healthcare providers, and the patient interacts with different
providers for every health problem. Each health care provider
generates data about the patient and records the same in
their own isolated repositories. In the absence of nationwide
identifiers, it is challenging to integrate the health data or
medical history of a patient into a comprehensive EHR. The
features of blockchain-based technologies make them ideal
for adoption in e-health environments. The network could be
a country-wide network of health providers connected in a
permissioned private network. Authentication could become
cumbersome because the patient must register with multiple
health care providers. This article presents a novel, robust,
distributed multi-party authentication scheme for referrals in
blockchain-based e-health networks. The DDMIA scheme
ensures that healthcare providers can mutually authenticate
a patient without registrations faster and securely. In the
future, the proposed scheme can be improved in terms
of communication cost reduction, which will enhance the
throughput and decrease latency. Since the DDMIA scheme
has a plug-in architecture, it can also be developed as
a cloud-based ‘Authentication-as-a-service.’ The registra-
tion center can also be replaced with a novel consensus
algorithm, ensuring a fully decentralized blockchain net-
work. In the future, artificial intelligence-based approaches
and intelligent blockchain technologies could play a
game-changing role in blockchain-based authentication
schemes.

APPENDIX
The registration phase, login and authentication phase of
DDMIA has been implemented among the four roles named
as Patient (Pi), primary Health center (PHCi), and gov-
hosp (GHj) and regcen(RCi). The role of each participant
is presented in Figure 5, Figure 6, Figure 7, and Figure 8.
The patient role of the proposed scheme is shown in Fig-
ure 5. Here the scheme begins by receiving a start signal.
There are three symmetric keys SKpiphc, SKphcgh, and
SKghpi are used to communicate the messages between
the participants. Snd() and RCV() functions are the chan-
nels created for message communication. Similarly, hospital,
govhosp and RC roles are implemented and presented in
Figures 6, 7, and 8.

Figure 8 and Figure 9 present the session and environ-
ment roles. The session role includes the primary roles for
composition and the channels of all roles involved
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FIGURE 4. Role specification for the Pi in DDMIA.

FIGURE 5. Role specification for the PHCi in DDMIA.

FIGURE 6. Role specification for the GHi in DDMIA.

FIGURE 7. Role specification for the RC in DDMIA.

in communication. The environment role specifies the global
constants and sessions for an adversary to play a legitimate
role. It also defines the goals of DDMIA.

VOLUME 10, 2022 78573



M. Hegde et al.: DDMIA: DDMIA for Referrals in Blockchain-Based Health Care Networks

FIGURE 8. Role specification for the session in DDMIA.

FIGURE 9. Role specification for the environment in DDMIA.
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