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ABSTRACT The traditional physical layer key generation technology uses channel temporal variation,
reciprocity, and spatial decorrelation to realize key distribution and fast update. However, due to the complex,
time-varying and time-delayed features, the underwater acoustic channel environment often changes during
channel detection, resulting in impaired channel reciprocity. To solve this problem, this paper proposes an
orthogonal frequency division multiplexing pilot structure based on the features of underwater acoustic time-
varying multipath channel. The structure can complete key detection when channel reciprocity is impaired,
promotes the consistency of observation sequences, and reduces the key disagreement rate. The theoretical
deduction proves the validity of the proposed method under an underwater acoustic multipath time-varying

channel. Also, the simulation results verify the feasibility of the proposed method.

INDEX TERMS Physical layer security, channel detection, orthogonal frequency division multiplexing.

I. INTRODUCTION

Physical-layer key generation is a security technology that
directly uses channel features as a random source to generate
keys. With the advantages of no key distribution, high secu-
rity, and fast key update, it exploits the reciprocity of wireless
channels to generate random keys, uses the spatial decorrela-
tion to ensure the security, and utilizes the channel temporal
variation to ensure the rapid update [1]-[3]. Physical-layer
key generation usually includes channel detection, feature
extraction, quantization, key negotiation, and privacy ampli-
fication. It can effectively solve the problems of difficult
key distribution and easy loss of cryptographic equipment in
underwater acoustic (UWA) secure communication. In recent
years, the physical-layer key generation has attracted exten-
sive attention in academia and has broad prospects.

The physical-layer key generation technology of radio
communication has evolved fast, e.g., wireless local area
networks [4]-[5], wireless sensor networks [6] and RIS [7].
Because of the reciprocity, decorrelation and time-varying
features of UWA channels, the idea of physical-layer key
generation has been extended to the UWA field. In 2016,
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Luo proposed to realize physical-layer key generation by
using the UWA received signal strength (RSS) as the random
source, systematically studied the feasibility of applying the
physical layer key generation technology to the UWA envi-
ronment, and proposed to use orthogonal frequency division
multiplexing (OFDM) to promote the key generation rate and
use smoothing filter to enhance the reciprocity of detection
sequences [8]. However, it only introduced the traditional
radio key generation technology into the UWA field, without
utilizing the features of the UWA channel; Then, the UWA
physical-layer key generation system was built in [9]-[12],
and the feasibility of the system was verified through field
experiments. The works briefly discussed the features of
the UWA channel suitable for key generation, but they did
not discuss the problem of impaired reciprocity caused by
the large delay of the UWA channel in time-division half-
duplex systems; By exploring the application of the UWA
physical-layer key, the underwater covert communication was
completed in 2019 [13]. However, it did not fully consider
the features of the UWA channel, and the range of commu-
nication was only 60 meters in the field experiment, which
is difficult to satisfy actual needs. In a word, the research on
the UWA key generation technology is still preliminary with
many problems to be solved.
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The first step of UWA key generation is channel detec-
tion. In this step, legitimate users can obtain the observation
sequence that can extract the channel features and generate
the same key. UWA communication is mainly half-duplex.
The reciprocity of a half-duplex communication channel will
be affected by transmission delay, system delay, device fin-
gerprint, and noise. Due to the slow propagation rate of
underwater sound, the influence of transmission delay on
reciprocity is more obvious.

Assuming that the sound speed is 1500 m/s and the com-
munication distance is 1 km, it takes about 1.3 seconds to
complete the two-way transmission of half-duplex communi-
cation. Meanwhile, the time-varying channel will damage the
channel reciprocity, due to the relative movement, the change
in the hydrological environment and other factors. When
channel features are used as the random source to extract
observation sequences, the time-varying random source will
reduce the correlation of the observation sequences and affect
the subsequent steps such as feature extraction and quanti-
zation. To solve this problem, the local pilot auxiliary wait
protocol (LPAWP) was proposed [14], which provides a
new idea to solve the impaired reciprocity problem in time-
division half-duplex systems. However, this method assumes
that the channel is flat fading. In fact, both frequency selec-
tive fading and time selective fading of UWA channels have
impact on channel detection. The frequency selective fading
makes it difficult for LPAWP to obtain low key disagreement
rate (KDR). While, for the time selective fading caused by
relative movement, a communication scenario with low speed
is considered and the suitable detection signal length can be
selected to attenuate the effect of time selective fading on
channel detection. Therefore, this paper mainly discusses the
UWA channel frequency selective fading and the impaired
channel reciprocity due to environmental changes caused by
relative movement.

Inspired by [14], this paper designs a key detection method
based on the OFDM pilot for the UWA channel by fully
considering the time-varying and frequency selective fading
characteristics of the UWA channel. Then, the applicable
conditions are demonstrated, and the applicability is verified
through simulation experiments.

Il. KEY DETECTION IN UWA PHYSICAL LAYER BASED ON
OFDM PILOT
A. SIGNAL MODEL
OFDM utilizes orthogonal subcarriers to carry different data
to complete information transmission, which has the advan-
tages of immunity to frequency selective fading, high spec-
trum efficiency, simple system implementation and easy
channel estimation [15]. When it is applied to physical-layer
key generation, OFDM channel frequency response (CFR)
has rich characteristic information to estimate, which con-
tributes to high KDR.

Based on the advantages, OFDM modulation is used as
the detection signal in this study. Because of orthogonal
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FIGURE 1. The typical scene of physical layer key generation.

subcarriers, an OFDM symbol containing N subcarriers can
be given as [16]

Xy o .- 0
x_| 0 X2 o W
: - 0
0 o0 X(N)

where X (k) is complex data on the k-th subcarrier. Assuming
that the CFR is H (k) and the noise is W (k) on the k-th
subcarrier, the received OFDM symbol is given as, (2), shown
at the bottom of the next page, where H is channel vector (i.e.,
H=[HQ0),HQ?),...,H(N)]") and W is Gaussian noise
vector (i.e., W = [W 1), W2),...,W (N)]T). The chan-
nel H is frequency selective fading channel in this paper. And
when Doppler exists, the frequency offset f3 is considered.
The channel H can be expressed as

H (1) H)fa(1)
H(2) H)f1(2)

- : - : &)
H (N) H (N)fa (N)

The received symbol Y (k) on the k-th subcarrier is given
as

Yk)y=XKk)HK)+W(k),k=1,2,...,N. “)

B. CHANNEL DETECTION METHOD

1) BASIC PRINCIPLE OF KEY DETECTION IN UWA PHYSICAL
LAYER KEY GENERATION

As illustrated in Fig. 1, Alice and Bob are the legitimate users
who want to perform key generation using the UWA channel,
and Eve is an eavesdropper.

Alice and Bob send detection signals Xta and Xt
respectively, and they use the received signals Yra and
Y rp to generate observation sequences that can characterize
the randomness of Hap and Hps. The passive eavesdrop-
per Eve does not send signals but only generates observa-
tion sequences by using the received signals Y rg_alice and
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FIGURE 2. The process of physical layer key detection.

Y RE_Bob, Which can characterize the randomness of H ag
and H BE-

When the UWA channel reciprocity between Alice and
Bob is damaged, i.e., the consistency between H o and Hga
is low, LPAWP is proposed. By using different OFDM sub-
carriers to carry different pilots, legitimate users extract keys
from two random sources of positive and negative channels
through information interaction.

As shown in Fig. 2, Alice generates random sequences
VA and XR, and Bob generates random sequences V. The
common pilot sequence Xp is pre-stored by Alice and Bob.
In stage 1, Alice sends Xta, for channel detection. After
receiving Y rgp,, Bob sends X g, containing the information
ofH pg. Then, Alice can receive YRra,.Through Yga, and
YRg,, Alice and Bob can obtain the channel observation
sequences Ry, and Rg, respectively, both of which contain
random source H aAg. At this time, stage 1 of channel detection
ends. In stage 2, Bob sends XTg,. After receiving YRa,.,
Alice sends Xta, containing information of Hga. Then Bob
can receive Y rp,. Through YRa, and Ygg,, Alice and Bob
can obtain the channel observation sequences Ry, and Ry,
respectively, both of which contain random source Hpa.
Stage 2 of channel detection ends. After two stages, the
observation sequences are generated by using both H g and
Hgy, which can generate the consistent key.

Stage 2 is similar to stage 1, so this paper only discusses the
details of stage 1 without losing generality. By placing pilot
sequences and different random sequences on odd and even
OFDM subcarriers, LPAWP realizes channel detection and
information exchange. In high signal-to-noise ratio (SNR)
cases, the observed value on the k-th subcarrier obtained by
Alice is given as [14]

Hga(2k)

Ra, (k) = Hap(2k — 1)}mVAU<),
N
k=1,2,...,§. 5)

The observed value on the k-th subcarrier obtained by Bob
is given as
N

Rp, (k) = HApQk)Va(k), k =1,2, ..., > (6)

where H (k) is the CFR of the forward channel on the k-th
subcarrier, V (k) is the random value generated on the k-th
subcarrier, and R (k) is the observed value on the k-th subcar-
rier, which can be used to generate keys. Under a small spac-
ing of adjacent subcarriers and a large channel coherence, the
constraint condition can be given as

. . . N
According to (7), (5) can be rewritten as

N
Ra (k) = HAp(Rk — 1)Va(k), k =1,2, ..., ) ®)

The key detection consistency can be expressed by mean
square error (MSE) (i.e., E{(Ry —Rp)" (R4 —Rp)}). At high
SNR cases, the MSE between Ra and R can be expressed
as, (9), shown at the bottom of the next page.

(9) is equal to O if and only if the coherence of adjacent
subcarriers is large. That is, when (7) is satisfied, the results of
key detection are consistent. However, the correlation band-
width of the UWA channel is very narrow, which is prone to
frequency selective fading. It is difficult to guarantee that the
channel response of adjacent frequencies is consistent, and
the MSE of the observed sequences will be affected by the
channel.

2) CHANNEL DETECTION BASED ON OFDM PILOT DESIGN

Considering the frequency selective fading and impaired reci-
procity, the OFDM pilot structure for sequence detection is
optimized during channel detection. The algorithm flow is
similar to that shown in Fig. 2, but the content of detection

YD) X(1) 0

Y2

Y(V) 0
=XH+W
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FIGURE 3. The pilot structures of OFDM sequences.

sequences differs. In this paper, n OFDM symbols are used to
realize information exchange. The simplified UWA channel
model is used for theoretical derivation. When cyclic pre-
fix (CP) is used, we can assume no inter symbol interference
(IST) between OFDM blocks. And (4) can be extended to,
(10), as shown at the bottom of the page, where Y (k, i) is
the receive symbol, X (k, i) is the transmit symbol, H (k, i)
is the CFR, and W(k, i) is the Gaussian noise on the i-th
OFDM symbol of the k-th subcarrier. The pilot structures
of the transmitted OFDM pilot symbol Xts, and Xtg, are
shown in Fig. 3.

On the k-th subcarrier, channel detection can be divided
into four steps:

Step 1: The phase of preparation.

Alice generates local pilot symbols V4 (k) and XR (k),
and Bob generates local pilot symbol Vg (k). The common
pilot symbol Xp (k) is stored in Alice and Bob in advance.
Va (k) , XRr (k) , VB (k) and Xp (k) are OFDM pilot symbols
on the k-th subcarrier. Before each round of detection, the
local pilot symbols are generated randomly. So, they cannot
be obtained by Eve.

Step 2: The phase of Alice’s sending.

Alice sends the pilot sequences Xta, that are composed of
two OFDM symbols. X4, can be written as

Xta, (k, 1) = Xr(k), i =1

XA, = { X1A, (K, 2) = Vp(K)Xp(k),i=2 , (11)
k=1,2,...,N

Step 3: The phase of Bob’s receiving, processing and
sending.
Bob receives Y rp,, which can be given as

YrB,(k, 1) = Hag(k, 1)Xt1a, (k, 1) + Wg(k, 1)
Yre, = = Hag(k, DXr(k) + Wg(k, 1),i =1
! YrB, (k,2) = Hag(k, 2)Xta, (k, 2) + Wg(k, 2) ,
= Hag(k, 2)Va(k)Xp(k) + Wg(k,2),i =2
k=1,2,...,N
(12)

where Wpg (k, i) is the local Gaussian noise at Bob. With
Yrp, (k, 2) and Xp (k), The observation symbol of Bob can
be obtained by

_ TYrg(k,2)
e = e
_ Han(k, 2)Va(OXp(k) + Wi (k. 2)
Xp(k) ’
k=1,2,...,N (13)

At high SNR cases, (13) can be approximately expressed
as

Rp, (k) ~ Hag(k,2)Va(k), k =1,2,...,N. (14)

Then Bob sends pilot sequences Xtp, containing
Yrg, (k, 1) and Vg (k), which can be written as, (15), shown
at the bottom of the next page.

Step 4: The phase of Alice’s receiving and processing.

Alice receives YRra,, which can be given as

Yra,(k, 1) = Hga(k, 1)XtB, (k, 1) + Wa(k, 1)
= Hpa(k, 1)V(k)(HaB(k, 1)XRr (k)
Yra, = 1 +Wa(k, 1)) + Walk, 1),i =1
Yra, (k,2) = Hpa(k, 2)X1B, (k, 2) + Wal(k, 2)
= Hpa(k,2)Vg(k)Xp(k) + Wa(k,2),i =2
k=1,2,...,N, (16)

where Wy (k, i) is the local Gaussian noise at Alice. With
Va (k) , XRr (k) and Xp (k), the observation symbol of Alice

MSE = E{(RA —Rp)" (R4 — Rp)}
_2 Z [(HAB@/«) — Hap(2k — )H;ff;;f"’lp*(HAB(zk)]

—Hap(2k — 1) 724200
)
TH(k,1) 0 0
Y(k, 1) 0 Hk,?2) 0 X(k, 1) Wik, 1)
Y(k 2) X(k 2) W(k,?2)
Y(k n|=] : Hk. i) X(k n | T wan | (10)
Y(k, n) -0 X(k, n) Wk, n)
L0 0 0 H(k,n)_
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can be obtained by
Yra, (k, DXp(k)Va(k)

Ra, (k) =
Yra, (k, 2)XRr (k)
(Hpa(k, )VB(k)(Hap(k, DXRr(k) + Wg(k, 1))
_ AWalk, D)Xp(k)Va(k)
(Hpa(k, 2)VB(k)Xp(k) + Wa(k, 2)Xr(k)
k=1,2,....N (17)

At high SNR cases, (17) can be approximately expressed
as

R () ~ 11820 DVBRHAB (K, DXR(DXp()VAK)
M Hpa (k. 2)Va(k)Xp(k)Xg (k)
_ Hpa(k, 1)Hap(k, I)VA(k)’ k=12.....N
Hpa(k,?2)
(18)

In the slow time-varying channel, the impulse response of
adjacent OFDM symbols is approximately consistent. That
is:

Hag(k, 1) = Hag(k, 2)
Hpa(k, 1) = Hpa(k,2),k=1,2,...,N. (19)

Then, (18) can be written as
Hpa(k, DHap(k, 1)Va(k
R, (k) = Ba(k, 1)HAB(k, 1)Va(k)
Hpa(k, 2)
= Hap(k, DVa(k), k=1,2,...,N  (20)

According to (14), (19), and (20), the relationship is given
as

Ra, (k) ~ R, (k),k =1,2,...,N. (21)

At this time, stage 1 of detection is completed, and Alice
and Bob obtain R4, and Rg, respectively. Under high SNR
and a slow time-varying channel, the consistency of the
observed sequences analyzed by MSE is given as, (22), shown
at the bottom of the next page.

(22) indicates that the observation sequences R4, and Rp,
containing the random source H sp are consistent. Similarly,
consistent observation sequences Ra, and Rp, containing
random source Hpa can be obtained in stage 2.

To complete detection, two OFDM symbols are used as
pilot sequences in this paper. While, the reliability of com-
munication is affected by ISI caused by UWA multipath delay
characteristics during actual communication.

The cyclic prefix is often inserted between OFDM symbols
as the protection interval to eliminate the ISI [17], and the
length of the CP Tg is set to be greater than the maximum
delay spread 71, of the channel. At this time, the multipath
interference of the previous OFDM symbol to the next OFDM

Xia A,
CP X, (1) cp Y, ()X, () CP | Vy(hH (L)X, () | CP
CP X,(2) cp Y (2)X,(2) CP | V,(QH 42D X, (2) | CP

VDX, (1)
V,(2)X,(2)

Ccp X, (k) cp V. (k)X, (k) Vy(k)H (k1) X, (k) Vy (k) X, (k)

CcpP X, (N) CcpP VA(N)X,(N) CP |V, (N)H (N, )X, (N)| CP Vy(N)X,(N)

FIGURE 4. The Pilot structures with CP of OFDM sequences.

symbol will be limited within the protection interval, which
will no longer affect the demodulation of the next OFDM
symbol and avoid ISI. The transmission pilot structures are
shown in Fig. 4.

In step 4, the slow time-varying channel is assumed. (The
time-varying characteristic can be described as the channel
coherence time.) When the length of a pilot signal Ty is less
than the channel coherence time T-onerent, the channel can
be considered as a slow time-varying channel. At this time,
the impulse responses of adjacent OFDM symbol channels
are approximately equality.

To sum up, legitimate users can use the same random
source to generate observation sequences and complete chan-
nel detection through transmitting OFDM pilot sequences
containing CP in a slow time-varying multipath channel, even
if the channel reciprocity is damaged.

C. SAFETY ANALYSIS

In a typical physical-layer key generation scenario, a pas-
sive eavesdropper is assumed, who eavesdrops on the key
generation process and knows the channel detection method
and common pilot sequence Xp (k). Eve does not send active
detection signals but only conducts passive eavesdropping.
The legitimate users cannot know any information about Eve.
In this case, two situations are discussed. Eve is far away from
both sides, and Eve is close to one side.

When Eve is far away from both sides of legitimate users
and the channel environment is inconsistent with the channel
between Alice and Bob, that is, (23), as shown at the bot-
tom of the next page, where Hag(k, i), Hgg(k, i) is the CFR
of the channel from Alice to Eve and Bob to Eve on the
i-th OFDM symbol of the k-th subcarrier respectively. The
receive sequences of Eve on k subcarrier can be given as,
(24) and (25), shown at the bottom of the next page, where
YRE-Alice; (k, 7) is the receive value obtained by Eve from
Alice, YRg-Bob, (k, 7) is receive value obtained by Eve from
Bob, and Wg(k, i) is the Gaussian noise on the i-th OFDM
symbol of the k-th subcarrier.

Due to Hap(k,i) # Hag(k,i), Eve cannot obtain the
expected observation sequences using (24), even if Xp (k) is
known. Meanwhile, Eve cannot obtain randomly generated

X1B,(k, 1) = VB(k)YRB, (k, 1)

XTB, =

= VB(k)(Hag(k, DXr(k) + Wr(k, 1)),

i=1 (15)

XtB,(k, 2) = VB(k)Xp(K), i =2, k=12...,N

VOLUME 10, 2022
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pilot sequences Vi (k) and Xg (k), so the expected obser-
vation sequences cannot be obtained using (25). Similarly,
in stage 2, Eve cannot obtain the expected observation
sequence as well. Therefore, the proposed method in this
paper can ensure the security when Eve is far away from both
sides of legitimate users

When Eve approaches Alice, the channel impulse
responses from Bob to Alice and from Bob to Eve are similar
(i.e.,Hpg(k, i) = Hpa(k, i)). In stage 1, (25) can be expressed
as, (26), shown at the bottom of the next page.

Without Xr(k) and Va(k) generated randomly by Alice,
Eve is still unable to obtain the expected observation
sequences, which can ensure communication security.

When Eve approaches Bob, the channel impulse responses
form Alice to Bob and from Alice to Eve are similar
(i.e.,Hag(k, i) = Hap(k, i)). In stage 1, (24) can be expressed
as, (27), shown at the bottom of the next page.

Utilizing Xp (k), Eve can obtain the expected observation
sequences Hap (k, i) Va (k) in stage 1. However, in stage 2,
the receive sequences of Eve can be given as, (28) and (29),
shown at the bottom of the next page.

Without Xg (k) and Vg (k) generated randomly by Bob, Eve
is still unable to obtain the expected observation sequences,
which can ensure communication security.

To sum up, when Eve is far away from both legitimate
users or close to either user, Eve cannot obtain the expected
observation value Hag(k, i)Va (k) and Hga(k, i)V (k) at the
two stages of key generation. Thus, the detection method pro-
posed in this paper can ensure that the eavesdropper cannot
obtain all the observation sequences and guarantee the safety
of the detection process.

5000m

FIGURE 5. The simulation environment.

Ill. SIMULATION AND ANALYSIS

To verify the performance of our method, the MSE of the
channel observation sequences and KDR are analyzed, and
our method is compared with LPAWP at a high SNR. In addi-
tion, the effect of the channel detection method is mainly
considered, so key negotiation and key enhancement are not
discussed. Besides, when the KDR is verified, the single-bit
quantization without protection interval is used to quantize
the observation sequences.

A. SIMULATION TO CHANNEL

In Fig. 5, Alice and Bob are transceivers with a distance of
5 km and 200 m underwater. Alice remains stationary and
Bob moves away from Alice at a speed of 2 knots.

MSE = E{(Ra, — Rp)" - (R, — Rg,)}
_ 1 i [(HAB(k, DVa(k) — Hag(k, 2)Va(k)" (Hap (k. I)VAi|
N

—Hpg(k, 2)Va(k))

=0 22
HAB(k,l)#HAE(kvl) =1.2.- N,i=1,2,- M
Hpa(k, i) # Hpg(k, i), o o o o
(23)
YRE-Alice, (k. 1) = Hag(k, 1)Xr (k)
+We(k, 1),i=1
YvrE AL = ,k:l,Z,'-',N, 24
RE-Alice| YRE-Alice, (k, 2) = Hag(k, 2)Va(k)Xp(k) (24)
YRE—Bobl(k, 1) = HBE(ks DVB(k)HAE(k’ I)XR(k)
- _ k=1,2,---,N, 25
RE-Bob, YRE Bob, (k, 2) = HpEg(k, 2)V(k)XR (k) (25)
+WE(k,2),i=2
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FIGURE 6. Sound velocity profile.

TABLE 1. Simulation parameters.

Alice to Bob | Bob to Alice
emitter depth 200 m
receiver depth 200 m
distance 3000m | 3002m
relative velocity 2 knots

Bellhop, a typical UWA channel simulation software,
is used to generate the channel impulse response from Alice
to Bob and from Bob to Alice respectively [18]. The area of
legitimate users is set to (115.5°E, 19.5°N), and the Argo
database is employed to obtain the sound velocity profile
and ocean depth [19]. The sound velocity profile is shown
in Fig. 6.

Other simulation parameters are presented in Table 1.
When the relative speed of users is 2 knots (about 1 m/s)
and the carrier frequency of the pilot is 10 Hz, the channel
coherence time is about:

1 1 c
Teoherent BTA T 0.15 s, (30)
where fg is the maximum Doppler frequency offset; A is the
Doppler factor; v is the relative velocity of users; c is the
sound velocity and it is 1517 m/s according to Fig. 6.

The existing relative motion, not only Doppler interfer-
ence but also different communication distances need to be
considered when simulating the channel from Alice to Bob
and the channel from Bob to Alice. In stage 1, the distance
between the two users is 3000 m. It takes about 2 s to
complete one-way channel detection from Alice sending the
pilot sequences to Bob receiving the pilot sequences. Due
to the back movement, when Bob sends the pilot sequences,
the distance between the two users becomes 3002 m, and the
channel parameters change.

Fig. 7 shows the channel amplitude-frequency responses
of positive channel and negative channel, and the correlation
function between positive channel and negative channel is
shown in Fig. 8. Fig. 7 indicates that even if the communica-
tion distance changes slightly, the CFR may change greatly.
Fig. 8 indicates that the correlation between the positive
channel and negative channels is not high and the maximum
correlation peak is less than 0.35, which causes the traditional
physical-layer key generation method difficult to apply.

Fig. 9 shows the channel fading from the 40-th OFDM
subcarrier to the 88-th OFDM subcarrier. It indicates that
the UWA channel has obvious frequency selective fading.

YRE-Bob, (k, 1) =

Hga(k, 1)V (k)Hag(k, 1)Xr (k)

YRE—Bob1 = +Wgk,1),i=1 k=1,2,--- N. (26)
YRE-Bob, (k, 2) = Hpa(k, 2)VB(k)XRr (k)
+Wg(k,2),i=2
YRE-Alice, (k, 1) = Hap(k, 1)XRr (k)
Wk, 1), i = 1
Y RE ALice, = k=1,2,---,N. 27
RE-Alicer = ) e s (6, 2) = Hag(k, VA Xp(k) @7)
Wk, 2), i =2
YRE-Bob, (k, 1) = Hpg(k, 1)Xr(k)
+Wg(k, 1),i=1
YrE. = k=1,2,---,N, 28
RE-Boby = | ypr's o (k. 2) = Hag(k, 2)Va(k)Xp(k) (28)
AWk, 2),i=2
YRE-Alice, = Hap(k, 1)VB(k)Hgg(k, 1)XR (k)
Wik, 1),i= 1
YRE AL = k=1,2,--- N. 29
RE-Alices = 1y oo = Hap(k, DV (K)Xr(k) 29)
Wk, 2),i =2
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FIGURE 9. Partial channel amplitude-frequency response of Alice-Bob.

Meanwhile, the fading experienced by adjacent subcarriers
is obviously different, which is difficult to meet the channel
constraints of LPAWP. By contrast, the method proposed in
this paper is not limited by this channel constraint, and it
can obtain better performance in frequency selective fading
channels in theory.

B. SIMULATION TO DETECTION METHOD

In this section, the MSE of channel observation sequences
and the KDR are simulated respectively, and they are com-
pared with those of LPAWP. For the method proposed in
this paper, two-stage channel detection can generate 256-bit
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TABLE 2. Modulation parameters of OFDM.

Parameter Quantity
sampling rate 64 kHz
carrier frequency 10 kHz
subcarrier spacing 25 Hz
number of OFDM subcarriers 128
length of CP 20 ms
length of detection signal 120 ms
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FIGURE 10. Doppler effect on detection methods.

keys, and 5000 Monte Carlo experiments are conducted to
generate 1280000-bit keys. For LPAWP, two-stage channel
detection can generate 128-bit keys, and 10000 Monte Carlo
experiments are conducted to generate 1280000-bit keys.

In the preparation phase, random 01 sequences are gener-
ated and pilot sequences are generated through PSK mapping,
and OFDM modulation using 01 sequences. The parameters
of OFDM modulation are presented in Table 2.

1) DOPPLER EFFECT ON CHANNEL DETECTION

The relative motion of users’ Doppler interference and the
location change of both sides will further cause the change in
the channel environment. Fig. 10 compares the MSE and the
KDR of observation sequences when the maximum Doppler
frequency offset of the received pilot sequences is 0 Hz, 6 Hz,
and 10 Hz, respectively.
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The experiments show that the Doppler frequency shift has
a great impact on the method proposed in this paper, and the
higher the frequency offset, the worse the correlation between
the observation sequences generated by legitimate users, and
the lower the KDR.

Because of longer pilot sequences, this paper requires a
longer channel coherence time to complete channel detec-
tion. Therefore, our method has a weaker anti-Doppler fre-
quency shift ability than LPAWP, and the performance is
similar when the Doppler frequency shift is 6 Hz and 10 Hz.
However, our method is obviously better than LPAWP, with
Doppler compensation or small Doppler frequency shift,
because it does not need to meet the constraint that adjacent
subcarriers experience the same fading.

2) CP EFFECT ON CHANNEL DETECTION

For OFDM communication system, the length of CP has a
great impact on system performance. When the CP length is
less than the maximum delay, the ISI will appear which will
seriously affect the performance. In this paper, the maximum
delay of forward channel and reverse channel is about 6 ms,
and the length of an OFDM symbol (without CP) is 40 ms.
We discuss the KDR when the CP length is O ms, 5 ms, 10 ms,
and 20 ms, respectively.

Fig. 11 indicates that even at high SNR, the KDR in the
case of 0 ms CP is still higher than 0.2, which is affected
seriously by ISI. In the case of 5 ms CP, the CP length is
still less than the maximum delay (6 ms), and ISI will be
generated, which will affect the KDR. When CP length is
10ms or 20ms, the CP length is greater than the maximum
delay, which can resist ISI between OFDM symbols, so their
performances are similar.

Experiments show that a long CP is needed to remove
ISI. However, the redundant CP does not improve perfor-
mance significantly, which even causes a waste of spectrum
resources. Therefore, the appropriate CP length should be
selected to balance the performance and spectrum resources
in practical application.

IV. CONCLUSION
This work studied the problem of physical-layer key genera-
tion for the UWA environment, with a focus on the impaired
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reciprocity and frequency selective fading, at the low speed
robust underwater acoustic communication scenario. Espe-
cially, for the time-division half-duplex system, due to the
relative motion, the channel environment between both sides
changes greatly in a short time. This reduces of the corre-
lation between the forward channel and the reverse channel,
and directly affects the consistency of the channel detection
results on both sides. In this paper, a key detection method
based on OFDM pilot structure is proposed for an UWA time-
varying multipath channel. It solves the problem of impaired
reciprocity and obtains a low KDR. In a channel with high
SNR and frequency selective fading, the simulation results
simulation results show that the KDR is lower than 0.05.
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