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ABSTRACT In recent years, image processing has attracted a lot of attention due to its high accuracy to
detect and classify objects in images. Therefore, based on the encryption algorithm, this paper adds deep
learning to construct an algorithm that uses a hyperchaotic system for the region of interest image encryption
and explores its security. First, we design a novel two-dimensional hyperchaotic map, and for the first time,
we use a coding architecture called Bagua coding. We combine the above two points to enhance the effect
of the permutation process, and consequently, the complexity of our encryption scheme. The algorithm also
uses the features extraction on the plaintext and SHA-256 to generate secret key, coupled with the advanced
exclusive-or operation and bit shift calculation to encrypt the plaintext. Next, we import YoloV3 and UNet
for object detection and selection. Users can automatically select the region of interest on the image and
use an encryption algorithm to encrypt the selected part of the irregular region. Finally, we perform security
analysis on ciphertext image. The security analysis results on the generated ciphertext image validate our

proposed encryption framework against statistical and differential attack.

INDEX TERMS Hyperchaotic map, bagua coding, image encryption, region of interest, deep learning.

I. INTRODUCTION

Due to the recent developments of the Internet of Thing
(IoT), public networks, and mobile devices, a large amount
of data, such as audio and video, is transmitted through the
internet. Sensitive information, for example military orders,
medical files, and personal data, are susceptible of unautho-
rized access and use. Traditional encryption schemes, such as
DES and AES, are not suitable for image encryption because
of the diffusion of adjacent pixel values has a high degree of
relevance [1].

Chaotic system shows interesting properties, for exam-
ple, it generates pseudo-random sequence which is essen-
tial component for security applications, unpredictability,
and has huge key space. Shannon proposed a permutation
and diffusion encryption method in 1949, which laid the
foundation for the encryption algorithm [2]. Later, Vladimir
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Arnold proposed an image encryption based on chaotic
map in 1967 [3]. Later, chaos-based encryption was pro-
posed for image encryption in the 1990s [4]-[6]. Since the
2000s, more encryption schemes based on chaotic signal have
been proposed [7]-[10]. Moreover, some studies use one-
dimensional chaotic map, such as logistic map or sine map,
to design multi-dimensional chaotic system [11], [12]. These
researches showed that chaos-based encryption schemes have
a great potential for security applications.

On the other hand, parallel DNA coding-based encryp-
tion is a distributive algorithm with high performance
computing, low power consumption, and faster compu-
tation time [13], [14]. Some studies also include com-
plementary rules and XOR operations in their encryption
schemes [15], [16]. In recent years, some studies propose
encryption schemes based on chaos theory in combination
with crossover operations [17]-[19]. In this paper, we design
a new coding framework according to the trigram in the
Book of Changes called Bagua coding. In addition to the
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most basic encoding process of converting pixel values into
symbols, this encoding operation includes some steps, such as
shuffling the Bagua coding operation [20], and the concept of
double coding. The purpose is to increase the effect of hiding
plaintext information.

Selective encryption shows an advantage due to its lower
computational cost and improved performance. However,
some proposed schemes the selection of the object of interest
is not performed automatically [21], or the automated region
of interest is not selected correctly [22]. In order to improve
the computational efficiency and reduce the memory usage,
this paper proposes an encryption scheme where only encrypt
the region of interest is encrypted [21]-[23]. In this paper,
we exploit the advantages of chaotic-based pseudo random
number generation and Bagua cryptography algorithms to
develop an efficient encryption scheme. Moreover, automatic
object detection is also incorporated in our algorithm in order
to obtain an improved performance.

The rest of this paper is organized as follow: In section 2,
we introduce a new two dimensional Logistic-jointed-
Trigonometric map (2D-LJTM) and its dynamical proper-
ties is investigated. The full description of the 2D-LITM
based image encryption algorithm (2D-LJTM IEA) is given
in section 3. Section 4 describes the object detection in our
proposed encryption scheme. In section 5, we perform secu-
rity analysis in order to verify the efficacy of the proposed
method. Finally, we conclude this paper in section 6.

Il. TWO-DIMENSIONAL HYPER CHAOTIC MAP

The section introduces two-dimensional Logistic-jointed-
Trigonometric map (2D-LJTM) and compares with two exist-
ing chaotic maps.

A. 2D LOGISTIC JOINTED TRIGONOMETRIC

In[11], [12], and [24]-[26], the author uses Logistic map [27]
and trigonometric function to combine into a new chaotic
system that exhibits highly random and unpredictable char-
acteristics. Based on the above methods, we design a novel
two-dimensional hyper chaotic map called 2D-LJTM which
is defined as (1),

Xip1 = sin(r (3y; + Dxi(1 — x7))

1
Yi+1 = (cos@Bmaxiy1(1 — xiy1)) + 3yl — yi) W

where i is the number of iterations, a is the control parameter.

2D-LJTM combines one dimensional Logistic map and
trigonometric function to expand into two-dimensional sys-
tem which shows a larger range of chaos, better ergodicity and
unpredictability. We set the initial values of x and y as 0.1, the
control parameter is set as 0.01. We display the trajectories of
2D-LJTM in Fig. 1(a).

Fig. 1(b) and Fig. 1(c) show the trajectories of two-
dimensional Sine Logistic modulation map (2D-SLMM) [11]
and two-dimensional Logistic-modulated-Sine-coupling-
Logistic chaotic map (LMSCL) [12]. It is found that our
proposed 2D-LJTM has a more uniform degree of dispersion.
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B. BIFURCATION DIAGRAM

Bifurcation diagram is the study of the mathematical theory
of period doubling or topological structure, which occurs
gradual based on the system parameters, which can be fixed
points, periodic trajectories, or chaotic attractors. The at the
moment when the parameters of the dynamic system change
slightly [26]. It shows the values that tend to be bifurcation
diagrams of the 2d chaotic maps are plotted in fig. 2. we set
the control parameter range between [0,1], and we know that
when any value of 2D-LJTM exhibit a hyper chaotic behavior.

C. LYAPUNOV EXPONENT

We use the Lyapunov exponent to analyze the chaotic behav-
ior of dynamic systems [28]. The chaotic behavior can be
described as unpredictable and sensitive to initial values.
The Lyapunov exponent it used to quantify the degree of
divergevce of two similar trajectories of a dynamic system.
In the phase plane, the initial conditions of the two trajectories
differ by, and the rate of dissolution is defined as (2)

18Z(1)| ~ €' |8Z(0)] 2)

among the definition, A is the Lyapunov exponent, and
according to different A values, the system will have three
different states. First, when . < 0, the trajectory will con-
verge to a fixed point or periodic orbit. Furthermore, when
A = 0 means that the system is conserved, we call it Lya-
punov stability, and the trajectory will be in a certain steady-
state mode. Finally, when A > O the orbit is unstable and
chaotic. No matter how close the initial conditions of the two
trajectories are, the system will produce completely different
trajectories after iteration.

The number of Lyapunov exponents is consistent with the
system dimension. The largest A indicates the predictability
of the system. When the maximum A is positive, the system is
called a chaotic system.When more than one A is positive, the
system is called a hyperchaotic system.Hyperchaotic systems
have higher complexity and trajectories, making them more
difficult to predict. For discrete system. X is defined in (3).

n—1

1 .
L= lim ;m I/ ()| 3)

Fig. 3 show the Lyapunov exponents of the 2D chaotic
maps. We can observe that our proposed 2D-LJTM has a
larger range of chaotic behavior. In addition, for the control
parameter of the 2D-LJTM, the value of XA at each point is
greater than 0, indicating that 2D-LJTM is a hyper chaotic
system within the range.

D. NIST SP 800 TEST

The test standard for random and pseudo-random number
generators for cryptography applications [29] is the Fed-
eral Information Processing Standard (FIPS) issued by the
National Institute of Standards and Technology (NIST). The
NIST test consists of a total of 15 test items. These tests are
used to test the randomness of the binary sequence generated
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FIGURE 1. Trajectories of 2D chaotic maps: (a) 2D-LJTM with control parameter a = 0.01; (b) 2D-SLMM with control parameter« =1, 8 = 3;
(c) LSMCL with control parameter « = 0.75, 8 = 3.
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FIGURE 2. Bifurcation diagrams of 2D chaotic maps: (a) 2D-LJITM with control parameter a = 0.01; (b) 2D-SLMM with control parameter
B = 3; (c) LSMCL with control parameter g = 3.
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FIGURE 3. Lyapunov exponents of 2D chaotic maps (a) 2D-LJTM with control parameter @ = 0.01; (b) 2D-SLMM with control parameter g = 3;
(c) LSMCL with control parameter g = 3.

by the random and pseudo-random generators. The statistics (2) The proportion of the sequence that passed the statisti-
of the NIST test are used to test the P-value, which summa- cal test. Use the following confidence interval to define
rizes the strength of support for the null hypothesis. For these the acceptable range of ratio as (4),

tests, each P-value is a perfect random number generator with

less random probability than the sequence gen.era.te.d by the p_ \/ P(1— P /n P+ \/ P1— P /n 4)
tested sequence. We can choose the level of significance o

for the test. If P > «, it means that the null hypothesis is

accepted, and the sequence is random. If P < «, means where P = 1 — a, n is the selected sample size. If the
rejecting the null hypothesis and the sequence is non-random. ratio is within the interval, there is evidence that the
For the entire result, the following two methods are used to sequence is random.

explain the passing of the NIST test: To pass all NIST tests, the P-value needs to be greater

than for the sequence to be considered random. Therefore,
(1) The consistency of the P-value distribution. Table 1 shows our proposed 2D-LJTM passes all NIST tests.
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TABLE 1. NIST test results for x sequence 2D-LJITM.

Test Name The P-value The proportion Result
Frequency 0.907419 991/1000 Pass
Block-Frequency 0.947308 985/1000 Pass
Runs 0.741918 993/1000 Pass
Longest Run 0.593478 991/1000 Pass
Rank 0.723804 992/1000 Pass
FFT 0.382115 980/1000 Pass
Non-Overlapping 0.925287 993/1000 Pass
Overlapping 0.076658 986/1000 Pass
Universal 0.056426 987/1000 Pass
Linear Complexity 0.952152 985/1000 Pass
Serial 0.892036 991/1000 Pass
Approximate

0.832561 987/1000 Pass
Entropy
Cumulative 0.767582 989/1000 Pass
Random Excursions 0.966721 640/648 Pass
Random Excursions

0.902994 640/648 Pass

Variant

It means that the sequence generated by 2D-LJTM is random
and suitable for encryption.

1. 2D-LJTM BASED IMAGE ENCRYPTION ALGORITHM

In this section, the 2D-LJTM IEA encryption scheme is
proposed and discussed in detail. The encryption algorithm
exploits the unique features of Bagua coding, which is a
novel coding framework based on the trigram of the Book
of Changes. The flow chart of the 2D-LJTM IEA is depicted
in Fig. 4.

A. SECRET KEY GENERATOR

In cryptography, a brute-force attack means that an attacker
can search for any possible secret key in the key space until
the correct secret key is found to recover the ciphertext. The
feasibility of a brute force attack depends on the total number
of secret keys used in the encryption system. The key space
of an encryption process based on chaos must be greater than
2100 117 to prevent the attacker from brute force attacks. Our
proposed secret key is composed of two binary sequences.
Shannon entropy of a plain text is defined as follows,

255

En = IEEET54((— ) _ p(si) log, p(si))™) (5)
=0
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FIGURE 4. Flow chart of the 2D-LJTM IEA.
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where p(s;) is the probability of the pixel value S and
IEEE754 is the binary floating point arithmetic standard. The
second sequence is the summation of weighted pixel values
in the plaintext using the following equation,

H W
S(m, n) = IEEE754((Z Zmn x vim, ) (6)

m=1n=1

where H and W represent the length and width in the plaintext
respectively, v (m, n) is the pixel value at (m, n) position,
and IEEE754 is the binary floating-point arithmetic standard.
Therefore, the combination of these two sequences has a key
space of 2!%8 which is long enough to resist brute force
attacks. The Secure Hash Algorithm 256-bits (SHA-256) [30]
is incorporated in our secret key generator to improve the key
sensitivity, and the final key space K is 223,

The generation of initial states of 2D-LJTM is shown in
Algorithm 1 We define K = {xo, yo, a, w, y}, where (xg, yo)
are the initial value of the chaotic system with a size of 64 bits,
a is the control parameter of 2D-LJTM with a size of 64 bits,
and (w, y) are interference weight and parameter. Both have a
size of 32 bits. The secretkey K generate three different initial
values (xé, y(l), ai), (xg, y%, a») and (xg, yg, a3). With these
initial values, the 2D-LJTM generates six distinct chaotic
sequences which will be used in the following section.

B. BEGUA CODING AND PERMUTATION OPERATION

In the Book of Changes, there is the Taiji. Taiji refers to the
state of chaos when the world is not yet being civilized. It gen-
erates two complementary modes. The two modes generate
four forms. The four forms generate eight trigrams and then,
these eight trigrams generate sixty-four hexagrams. We use
these two modes to generate Yan and Yin. Yan and Yin are
represented by the (—) and (--) symbols, respectively. The
four forms represent spring, summer, autumn, and winter,
which are derived from the intersection of Yan and Yin.
Finally, the four forms add another line to become eight
trigrams, namely Qian(=), Dui (=), Li (=), Zhen (=5), Xun
(=), Kan (=), Gen (=), and Kun (=2). It is derived from the
eight phenomena that can be represented in the universe.
The phenomena represented are Qian to the heaven, Dui to
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TABLE 2. Bagua complementary coding rules.

TABLE 3. Bagua-level permutation rules.

Rule Q D L z X C G K

1 000 001 010 011 100 101 110 111
2 111 110 101 100 011 010 001 000

the lake, Li to the fire, Zhen to the thunder, Xun to the wind,
Kan to the water, Gen to the mountain, and Kun to the ground.

Algorithm 1 The Generation of Initial States

Input: Secret key K with length of 256 bits.

Output: Initial states (x(;, y(l), al) , (xé, y(z), ag) and
(5> ¥, @3)-

1 xo= Y% K[i] x 271204,

2. yo = Z}I%SS K[i] x 21765 /26%;

3. ag = Y 19 KIil x 27129 /2%

4. 0 =Y 2oy Klil x 217193232

5.y = Y.5%s K[l x 207225232,

6. x?1 = (w X y/xp) mod 1;

7. yp = (@ x y/yo) mod 1;

8. a1 = (w x y/ap) mod 1;

9. fori=1to2do o
10, xi™ = LITM, (x), yi, @) {LITM; (x,y, @)

output x value of 2D-LJTM.}

1.yt = LITM, (5, ¥, ai) s {LITM, (x, y, a)

output y value of 2D-LJTM. }
12, air = (@i/Gg™ x g mod 1;
13. end for

In the Bagua coding rule, we set Qian to Q, Dui to D, Li to
L, Zhen to Z, Xun to X, Kan to C, Gen to G, and Kun to
K. Using these eight trigrams and the sixty-four hexagrams,
combined with Bagua-level permutation, a new set of coding
scheme is designed and proposed. We represent Yan and
Yin as 0 and 1, respectively. If the three lines in the Bagua
are presented in the form of three bits from bottom to top,
there will be two complementary rules, as shown in Table 2.
Among them, rule 1 regards the symbol of the unbroken line
as 0 in binary, and rule 2 is its complementary relationship.

In order to enhance the encryption performance, algebraic
operations [15], [16], such as XOR,are also included in our
algorithm. The application of Bagua cod-ing in encryption,
referring to the transfer characteristics of waves in physics,
the energy of the wave shifts the bit value as the medium,
which is called Bagua-level permutation. It can be seen
from Table 3 that there is a total of eight rules for Bagua-
level permutation. The bit value of the Bagua coding ranges
from 000 to 111, and it is O to 7 when converted to decimal.
When the rule i is reached, the previous bit value plus i can
get the current bit value after shifting, and the value of i is
between 1 and 8. If the bit value after adding i is greater
than 8, it will be passed back to the minimum value 1, and
the operation will continue.
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FIGURE 5. Corresponding square matrix of the eight trigrams and the
sixty-four hexagrams.

The next step, the sixty-four hexagrams coding step will
be carried out next. We use the Bagua complementary coding
combine with sixty-four hexagrams coding to complete the
coding twice. Compare with single encoding, this double
encoding can achieve the effect of completely concealing the
original signal.

Our sixty-four hexagram coding uses a similar architecture
to the Substitution-box (S-Box). This is an important struc-
ture in encryption schemes [31], [32] since it is mainly used
for the association between secret keys and ciphertext. In our
application, we use the S-box as the connection between the
Bagua complementary coding and the sixty-four hexagram
coding. The coding method of the sixty-four hexagrams is
the same as in the Book of Changes. They are all obtained
by combining the eight trigrams in pairs, each contains six
lines in total. Then, using the above-mentioned Bagua coding
rules, the eight kinds of coding symbols are combined in pairs
as input, and the output is 00 to 3F represented by hexadec-
imal, there are 64 kinds in total. The corresponding square
matrix of the eight trigrams and the sixty-four hexagrams is
shown in Fig. 5.

In order to illustrate our proposed algorithm, a simple
numerical example is depicted in Fig. 6. First, we use
2D-LJTM to generate an array of pseudo-random values of
the same size as the total number of pixels of a given image,
and we combine these two arrays. We will refer to the array
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generated by 2D-LJTM and the image array as M and I,
respectively. All pixel values in I are converted into 8 bits,
and the length of each element in M is 22 bits. What needs
to know is that the longer the bit length after combining, the
smaller the probability that each element is the same. Then,
the combined elements will start encoding.

The encoding process is divided into three steps. The
first step is the Bagua complementary encoding operation,
the second one is the Bagua-level permutation operation,
and the last is sixty-four hexagrams encoding operation.
Among them, the Bagua complementary encoding and the
Bagua-level permutation are all based on the chaotic sys-
tem. In the Bagua complementary encoding operation, each
position has a length of 30-bit, which is encoded once every
three bits. The chaotic system is used to determine of Bagua
elements B{.. Then, the Bagua-level system is used to select
and execute one of the eight Bagua-level permutation rules
in Table 3. Finally, 10 groups of Bagua- level permutation
elements C7, with 2 bits as a group, and converted into
hexadecimal sequencesSf}. according to Fig. 7. After finishing
the Bagua encoding step, we use the S as the input of
the permutation operation to shuffle the pixel positions. The
permutation step only moves the pixel position based on the
S;: and does not affect the pixel value.

So far, we still need to perform Bagua decoding and extract
the last 8-bit pixel value as the output after permutation oper-
ation. The steps of Bagua decoding are similar to the steps of
encoding. Among them, the Bagua complementary decoding
step and the sixty-four hexagrams decoding step need to do
the inverse operation, while the Bagua-level permutation step
is not required. That is to say, the Bagua-level permutation
operation is the same in the encoding and decoding steps.
We present a numerical example as shown in Fig. 7. Suppose
the output of sixty-four hexagrams decoding operation is
Cl.‘jl., the output of Bagua-level permutation operation is Bl‘.j.,
and the output of 8-bit pixel value is 7.

C. DIFFUSION OPERATION

Every image encryption algorithm must include diffusion
characteristics. The diffusion means that even small changes
in the plaintext will produce very different ciphertext.
As mentioned in [33], the diffusion property represents a
one-bit change in the plaintext, which will cause each bit in
the ciphertext to change with a probability of 50%. In this
paper, we use two methods to change the pixel value of the
image. First, the 8-bit pixel value output of the Bagua decod-
ing operation is assumed to be T, and the chaotic sequence
generated by 2D-LJTM is assumed to be S. Assuming that
the length of the image is H and the width is W, the first
diffusion operation is defined as (7),

ifi=1

i = ifi=1[2,H x W]

(N

T, ®S;
Qi_10Ti®S;

where Q is the result after the first diffusion operation, &
is the bitwise exclusive-OR (XOR) operation. As for the
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decryption process of the first diffusion step is to do the

inverse operation. It is defined as (8),

O ®0i®Si
0i®S;

ifi =[2,H x W]

T; .
ifi=1

(®)

The second diffusion operation we use to change the pixel-
value of the image is the bit shifting. According to the chaotic
matrix generated by 2D-LJTM, the pixel value can be shifted
from a minimum of 1 bit to the right to a maximum of 8 bits,
and when the bit moves to the least significant bit, it will
become the most significant bit. After diffusion operation, the
entire encryption process is completed. The shifting operation
is illustrated in Fig. 8.

IV. SELECTIVE IMAGE ENCRYPTION

In the literature, several encryption schemes have been pro-
posed, most of them encrypt an entire image. However,
in some cases, according to different senders and receivers,
the areas that we want to encrypt and decrypt are not the
same, so we tend to encrypt only the most important parts
of the image. Based on the above purpose, we propose to
use YoloV3 and UNet to recognize and select objects of a
given image. In this paper, we will use the human body as
an important area in the image to realize region of interest
encryption, and the flowchart is shown in Fig. 9.

A. YOLOV3 AND UNET

You only look once (Yolo) is a real-time multi-target detection
algorithm based on deep convolutional neural network [34].
The differences between its predecessor YoloV2 [35] and
YoloV3 [36] are presented below. The main difference
between YoloV3 and YoloV2 lies in the Darknet architecture.
YoloV3 uses Darknet-53, with a total of 53 convolutional
layers, replacing Darknet-19 used by YoloV2. This makes
YoloV3 sacrifice speed compared to YoloV2, but it improves
accuracy. YoloV3 can also predict on three different scales,
each of which predicts three bounding boxes individually.
UNet is a deep convolutional neural network for seman-
tic segmentation. Neural network was originally used for
biomedical image segmentation, but with its robustness and
high performance, UNet can be a good tool for semantic
segmentation [37].

We use YoloV3 in combination with UNet to detect and
select object accurately. First, use YoloV3 to obtain the region
of interest, and then use UNet to perform semantic segmen-
tation for the region of interest obtained by YoloV3. Finally,
the object contour is identified and encrypted. The encryption
algorithm has been explained in the previous section.

B. SELECTIVE IMAGE ENCRYPTION

First, the first step is to read the images in the dataset, and then
use YoloV3 to perform object detection, and select the region
of the human body in the image, which is called the region
of interest. The second step, following the action of the first
step, will use the area selected by YoloV3 to perform semantic
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4077919 251017 3696263 61079 1043947364 64260453 946243430 15636327
11111000111 | 00001111010 | 11100001100 | 00000011101 100 101 102 103 1110001110010 | 000011110101001 | 111000011001101 | 0000001011101
00101011111 10010001001 11010000111 11010010111 01100100 o1100101 orioorio oroorty 1011101100100 [000100101100101 | 000011101100110 | 0010111011001
908479 732724 382607 4114317 232570728 187577449 97947498 1053265259
00110111011 | 00101100101 | 00010111010 | 11111011000 104 105 106 107 001101110111001 | 001011001011100{ 000101110101101 | 1111101100011
10010111111 11000110100 | 11010001111 11110001101 01101000 01101001 o1io1010 oLioto1l 0111101101000 |011010001101001 | 0001101101010 | 0001101010101
289385 3455510 3925920 464522 74082668 884610669 | 1005035630 | 118917743
00010001101 | 11010010111 11101111100 | 00011100010 108 109 110 11 000100011010100{ 1101001010100 | 1110111001111 | 000111000101101
01001101001 _| 01000010110 | 11110100000 11010001010 OlL101100 OLIoHoL oLioiLIo . 110100101101100 | 001011001101101 | 010000001101110| 000101001101111
2832167 3121094 846760 4055455 725034864 799000177 216770674 | 1038196595
10101100110 | 10111110011 | 00110011101 11110111100 113 o 115 101011001101110 | 1011111001111 | 0011001101011 | 1110111100001
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FIGURE 6. Numerical example of Bagua encoding and permutation.
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FIGURE 7. Numerical example of Bagua decoding.

segmentation using UNet to separate the human body and
background in the rectangular area.

Next, after the human body is separated from the back-
ground, it still need to do image binarization. The background
part that does not contain the human body is set to a pixel
value of 0, which is black; and all parts that contain the human
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body are set to a pixel value of 255, which is called foreground
mask.

The last step is to encrypt the image that has been separated
and binarized. For the pixel values position of the foreground
mask part marked with the human body, encrypt it at the cor-
responding position of the plain-image, and then encryption
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FIGURE 9. Flowchart of region of interest image encryption.

process can be completed in the region of interest. We use the
images in the flicker8k dataset to display examples as shown
in Fig. 10.

V. SECURITY ANALYSIS

In this section we will analyze the security of encryption
algorithm. Due to the more complex chaotic behavior of
2D-LJTM and the Bagua coding proposed in this paper for
the first time, the 2D-LJTM IEA process has the following
advantage:

(1) When the difference of initial conditions in the hyper-
chaotic system is very small, the results produced by
2D-LJTM are also very difficult to predict, which has
very high security for encryption.

(2) Different secret keys will be generated according to
different images, rather than just using the same key,
which makes the ciphertext very different even if there
are only slight differences in the plaintext.

(3) As it satisfies the principle of permutation and diffu-
sion [2], therefore, each pixel in the plaintext can be
replaced to any position, and small changes will spread
to all pixels in the ciphertext.

(4) Ithas good reliability against noise or data loss attacks.
When there is noise in the ciphertext, 2D-LJTM IEA
can nevertheless restore the plaintext to a high degree.

The methods used for verification include key analysis,
chosen-plaintext and chosen-ciphertext attacks analysis, his-
togram analysis, correlation analysis, differential attack anal-
ysis, Shannon entropy analysis, robustness analysis. Most of
the test images we analyze come from the USI-SIPI image
data set.

A. KEY ANALYSIS

Key analysis can be divided into two parts. One is key space
analysis, and the other is key sensitivity analysis. As men-
tioned in Section 3.1, the key space must be large enough to
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Cipher-image

resist brute force attacks. Our key space is 256 bits, which is
large enough to meet the 100 bits required in [1]. On the other
hand, key sensitivity means that the key must be sufficiently
sensitive during encryption and decryption. In order to verify
the key sensitivity, we select an image, and generate the cor-
rect key ki, then generate two more keys k, and k3 which are
one bit different with k. the results are shown in fig. 11 and
fig. 12, respectively. Fig. 11 denotes that the cipher-image
encrypted by the key with only one-bit difference will also
be completely different; fig. 12 illustrates that only under the
correct key can the cipher-image be completely decrypted
back to the plain-image.

B. CHOSEN-PLAINTEXT AND CHOSEN-CIPHERTEXT
ATTACKS ANALYSIS

In cryptanalysis, the chosen-plaintext and chosen-ciphertext
attacks are two extensively used security attack models. The
chosen-plaintext attacks refer to the ability of the attack-
ers to obtain the corresponding ciphertext through arbitrary
plaintext, and the chosen-ciphertext attacks mean that the
attackers can use a certain method to obtain the decrypted
result through any ciphertext [38]. In order to resist the above
chosen-plaintext attacks and s chosen-ciphertext attacks, we
have designed the following architectures in the 2D-LJTM
IEA in this paper:

(1) The plaintext will be converted into a random hex-
adecimal sequence through the Bagua encoding pro-
cess at the beginning. This mechanism can ensure that
the input before the permutation process is random,
thereby resisting the chosen-plaintext attacks initiated
by the attackers

(2) Use the key generator related to the plaintext to make
different images have different keys. The key gener-
ated by a selected plaintext cannot be used to decrypt
another ciphertext, thus resisting the chosen-ciphertext
attacks launched by the attackers.
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FIGURE 10. Examples of region of interest image encryption: (a) plain-image; (b) output after YoloV3 object detection; (c) Output after the

UNet semantic segmentation; (d) cipher-image.

(3) The operation of the permutation process can shuffle
the pixel value in the plaintext to any position. The
operation of the diffusion process can make any small
changes in the plaintext be distributed in all the cipher-
text. This makes it impossible for the attacker to deduce
the ciphertext from the plaintext, nor to restore the
plaintext from the ciphertext.

C. HISTOGRAM ANALYSIS

The image histogram is used to show the distribution of image
pixel values [39]. Therefore, histogram analysis is often used
to verify the encryption effect of image encryption. For an
ideal encryption system, the ciphertext after the encryption
process should have a consistent histogram representation.
From Fig. 13, we show the histogram of images with dif-
ferent types after encryption. It is clear that the histogram
of cipher-images reveals a high degree of consistency and
is significantly different from the plain-images. Furthermore,
the Chi-square test [40] can be used to quantitatively verify
the uniformity of cipher-image, which is defined as (9),

k T2
i=1 i

where k is the value determined according to the gray level,
O; is the number of pixel values appearing in each gray level,
T; is the number of pixel values that should theoretically be
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expected to appear in each gray level. For an 8-bit grayscale
image, when the significance level « = 0.05, the critical
value X7 ;s = 293.2478. In other words, when X2 < X2 s,
the number of pixel values appearing in each gray level of the
cipher-image presents a uniform distribution. Table 4 shows
that all grayscale images encrypted by 2D-LJTM IEA pass
the Chi-square test

D. CORRELATION ANALYSIS

Correlation coefficient refers to the degree of similarity
between the values of two adjacent pixels [41]. Generally,
there is a high degree of correlation between adjacent pixel
values of a plain-image. In contrast, the correlation coeffi-
cient of the image after encryption will be closer to 0, which
means that the adjacent pixel values of the cipher-image are
very different and unpredictable. We analyze the correlation
coefficients in three directions, which are horizontal, vertical,
and diagonal, the correlation coefficient is defined as (10),

M N
> > Gmn = X)Omn — )

Cny — m=1n=1 (10)
M N B M N B
Z Z (xm,n - x)2 Z Z (.Ym‘n - y)2
m=1n=1 m=1n=1

where x is the measured pixel value of an image, y is the
average value of x and y are average value of x and y, respec-
tively. Fig. 14 shows the correlation coefficient diagram of
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FIGURE 11. Key sensitivity analysis in the encryption process: (a) plain-image; (b) cipher-image (K;); (c) cipher-image (K,); (d) cipher-image (K3);
(e) 1(b)—(c)I; (F) 1(c)—(d)I; () I(b)—(d)|; (h) histogram of (e); (i) histogram of (f); (j) histogram of (g).
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FIGURE 12. Key sensitivity analysis in the decryption process: (a) result of decryption (K;);
(b) result of decryption (K,); (c) result of decryption (K3); (d) |(b)-(c)I; (e) histogram of (a);
(f) histogram of (b); (g) histogram of (c); (h) histogram of (d).

TABLE 4. The Chi-square test of encrypted grayscale image.

Cipher image Lena AirplaneU2 Airfield

X? value 217.6504 225.5420 210.3960

Xo2,05 value 293.2478 293.2478 293.2478
Result Pass Pass Pass

the Lena grayscale image for three directions. From Table 5,
we use different image encryption algorithms to encrypt the
Lena grayscale image, and comparison results of 2D-LJTM
IEA, [11], [12], [24], [42]. It can be found that the cipher-
image presents good concealment, and the 2D-LJITM IEA
has a smaller correlation coefficient in the horizontal, vertical,
and average directions.

E. DIFFERENTIAL ATTACK ANALYSIS
which refers to Differential attack is one of the chosen-
plaintext attacks, which refers to comparison and analysis

82760

TABLE 5. Correlation coefficient of cipher-image with different
encryption algorithms.

Grayscale
image Horizontal Vertical Diagonal Average
“Lena"
2D-
LITM  3.3929x10™°  1.4710x107*  13665x107°  5.1584x10™*
IEA
Ref [11] 14571107 1.0222x1072  5.5521x107°  5.7437x107°
Ref [12]  22170x107*  1.3367x107>  5.6140x10™*  7.0660x10™*
Ref. [24] 1.2326x107°  1.2646x10™°  5.9570x10™*  1.0310x107°
Ref. [42] 4.6641x107>  1.2056x107>  4.0801x107°>  3.3166x107°

changes of the plaintext with subtle differences after encryp-
tion [7]. An outstanding encryption algorithm must have
strong resistance to differential attacks. We use two indica-
tors to examine whether the image encryption algorithm is
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FIGURE 13. Histogram of images with different type: (a) plain-images; (b) histogram of plain-images; (c) cipher-images; (d) histogram of plain-images;

(e) decrypted images.

capable of resisting differential attacks, namely, the num-
ber of pixel changing rate (NPCR) and the unified average
changed intensity (UACI). First, select a plain-image P1, and
randomly change the pixel value of one bit to obtain P2.
C1 and C2 represent the two cipher-images encrypted from
P1 and P2, respectively. NPCR and UACI are defined as
following,

H W
Z ZD(i )
NPCR(Cy, ) = THXW x 100% (11)
UACI(Cy, Cy) = ZZ IC1 G, J) Cy (i, ))
i=1 j=1
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where H and W represent the length and width of the cipher-
image, i and j denote the position of the pixel value, L is the
gray level of the image, and
. 0, Cii,)=C(, )
Di.j) = > - (13)
L GG #C0))
Theoretically, as mentioned in [42], the ideal values of
NPCR and UACI that are expected to resist differential
attacks are expressed as following,

1
NPCR, = (1 - L) x 100% (14)
210g2

L-1. .
1 i(i+1)
UACI* = 17 i_gl ﬁ x 100% (15)
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FIGURE 14. Correlation coefficient diagram of Lena grayscale image: (a) The image to be tested; (b) horizontal direction; (c) vertical direction;

(d) diagonal direction.

When the NPCR and UACI values are closer to the the-
oretical values, it indicates that they have better resistance
to differential attacks. But there is no standard to determine
the range of NPCR and UACI values. So we use the results
in [43] to verify the 2D-LJTM IEA. As mentioned in [43] that
the critical values of NPCR and UACI are N, and (i, , u;'),
according to different image size and significance level «
will have different critical values. If the NPCR and UACI
values that we detected are less than N, or not within the
range of (uy,u}), it means that the ciphertext lacks the
ability to resist differential attacks. From Table 6, we can see
that the NPCR and UACI average values of the USC-SIPI
‘Miscellaneous’ dataset are 99.6070% and 33.4795%, which
are only 0.0024% and 0.016% away from the theoretical
value mentioned in [43]. And according to [44], when the
significance level « is 0.05, the NPCR and UACI values we
verified are all within the critical value range.

F. HANNON ENTROPY ANALYSIS

Shannon entropy analysis can be divided into global Shannon
entropy [2] and local Shannon entropy [45]. Both can be
expressed as the randomness of pixel value distribution for
an image. Based on the above characteristics, the random-
ness level of an image encryption system can be calculated
and analyzed through Shannon entropy. The global Shannon
entropy H (s) is defined as (16),

L
H(s) == P(si)log, P (s) (16)
i=1
where {s1, 52, ..., sy} represents the set of all elements s; €
S, L represents the gray level of the image, and P(s;) repre-

sents the probability of occurrence of S = s;. For an 8-bit
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TABLE 6. NPCR and UACI results.

Image Size NPCR UACI Results
5.1.09 256%256 99.5850 33.5878 Pass
5.1.10 256x256 99.5957 33.5712 Pass
5.1.11 256%256 99.5956 33.5967 Pass
5.1.12 256%256 99.5987 33.4818 Pass
5.1.13 256%256 99.6185 334216 Pass
5.1.14 256%256 99.6292 33.5929 Pass
5.2.08 512x512 99.6101 33.4385 Pass
5.2.09 512x512 99.6037 33.4649 Pass
5.2.10 512x512 99.6067 33.4255 Pass
7.1.01 512x512 99.6078 33.4787 Pass
7.1.02 512x512 99.5999 33.4687 Pass
7.1.03 512x512 99.6223 33.4955 Pass
7.1.04 512x512 99.5930 33.4279 Pass
7.1.05 512x512 99.6090 33.4865 Pass
7.1.06 512x512 99.6150 33.4678 Pass
7.1.07 512x512 99.6037 33.4836 Pass
7.1.08 512x512 99.6094 33.4621 Pass
7.1.09 512x512 99.6078 33.4209 Pass
7.1.10 512x512 99.6090 33.3713 Pass
boat.512 512x512 99.6131 33.4017 Pass
gray21.512 512x512 99.6090 33.5086 Pass
ruler.512 512x512 99.6170 33.4941 Pass
5.3.01 1024x1024 99.6025 33.4805 Pass
5.3.02 1024x1024 99.6048 33.4956 Pass
7.2.01 1024x1024 99.6097 33.4620 Pass

grayscale image, there are a total of 28 possible states for the
pixel value, when the number of all states are the same, the
theoretical Shannon entropy is 8.
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TABLE 7. Local Shannon entropy results.

Image 2D-LITM IEA Ref. [11] Ref. [12] Ref. [24] Ref. [42]
5.1.09 7.9029823 7.9019537 7.9026161 7.9015718 7.9035711
5.1.10 7.9028661 7.9026794 7.9020332 7.9046965 7.9033718
5.1.11 7.9021433 7.9027762 7.9023787 7.9043636 7.9003172
5.1.12 7.9029545 7.9020605 7.9028313 7.9048929 7.9027386
5.1.13 7.9029192 7.9026766 7.9020172 7.9037709 7.9004188
5.1.14 7.9019015 7.9026756 7.9024421 7.9015737 7.9026265
52.08 7.9020071 7.9021010 7.8998169 7.9046512 7.9043155
52.09 7.9015445 7.9029031 7.9021513 7.9022999 7.9036303
52.10 7.9023297 7.9032474 7.9009431 7.9014831 7.9024444
7.1.01 7.9026800 7.9005814 7.9027466 7.9049225 7.9021978
7.1.02 7.9023413 7.9042115 7.8999371 7.9037566 7.9029369
7.1.03 7.9019626 7.9036169 7.9039913 7.9039016 7.9022684
7.1.04 7.9026431 7.9005136 7.9017415 7.9009347 7.9009099
7.1.05 7.9023706 7.9000206 7.9021942 7.9041305 7.9065666
7.1.06 7.9023613 7.9023032 7.9019996 7.9042892 7.9043870
7.1.07 7.9028997 7.9032941 7.9021436 7.9046288 7.9026480
7.1.08 7.9025984 7.9010992 7.9020712 7.9009333 7.9019985
7.1.09 7.9030373 7.9051132 7.9009463 7.9030724 7.9006977
7.1.10 7.9023894 7.9022365 7.9033234 7.9023371 7.9050126

boat.512 7.9021831 7.9023457 7.9023686 7.8997919 7.9035797
gray21.512 7.9021423 7.9018044 7.8989296 7.9024124 7.9028993
ruler.512 7.9023842 7.9010162 7.9029163 7.9014077 7.9040475
53.01 7.9023496 7.9034853 7.9029481 7.9047570 7.9032011
53.02 7.9022285 7.9012132 7.9024863 7.9014788 7.9029093
7201 7.9029372 7.9016075 7.9021532 7.9056649 7.9042684
Mean 7.9024463 7.9023014 7.9020051 7.9031089 7.9029585
Std 0.0003953 0.0011932 0.0011300 0.0016271 0.0014534
Pass/All 24/25 11/25 17/25 3/25 10/25

However, there are some defects in the global Shannon
entropy. For example, there is an unfair random comparison
between images of different sizes, or when the number of
image pixel values appear on average, but the distribution is
not random. Thus we use the local Shannon entropy proposed
in [45] to overcome problems in the global Shannon entropy.
We need to randomly select k non-overlapping blocks in the
ciphertext, where each block contains ¢ pixel values, and cal-
culate the average Shannon entropy of each non-overlapping
block. The local Shannon entropy is defined as (17),

k

_ H (s;
i (5= Y2 (17)
i=1

where H (s;) is global Shannon entropy. In this paper, we will
randomly select 30 non-overlapping blocks, each block size
is 44 x 44, so that (k,q) = (30,1936). When the sig-
nificance level o is 0.05, the ideal local Shannon entropy
is 7.902469317, and when the local Shannon entropy falls
within the interval (7.901901305, 7.903037329), it is consid-
ered to pass the test. Table 7 shows the local Shannon entropy
of 8-bit grayscale images using the ‘Miscellaneous’ dataset in
USI-SIPI for 2D-LJTM IEA and compares with [11], [12],
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[24], and [42]. It can be seen that 2D-LJTM IEA has the
highest local Shannon entropy pass rate, and the average
value is 7.9024463, which is the closest to the ideal value,
which means that 2D-LITM IEA can encrypt different images
into cipher-images with the highest randomness.

G. ROBUSTNESS ANALYSIS

In modern life, image information is often transmitted
through the Internet or other media. During the transmis-
sion process, it is prone to noise interference or data loss,
or attacker illegally obtained the authorization of the cipher-
text and forged some image information to destroy the
encryption and decryption process. Therefore, robustness
analysis plays an important role in the security analysis of
image encryption algorithms. Fig. 15 shows the results of
decrypting the plain- image when the cipher- image has
6.25%,25%, and 50% data loss, respectively. We can see that
when the cipher-image has different sizes of data loss or noise
interference, 2D-LJTM IEA can still restore to the plain-
image. Although the decrypted image will have some noise
according to the degree of data loss, most of the information
in the plain-image can still be identified. This means that
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FIGURE 15. Robustness analysis (Baboon): (a), (b) and (c) are cipher-images with different sizes of data loss; (d), (e) and (f) are the effects

of (a), (b) and (c) decrypted by 2D-LITM IEA.

2D-LJTM IEA can evenly diffuse and distribute the pixel
values in the plain-image to the cipher-image. So that even
though there is data loss in the cipher-image, the data can also
be successfully decrypted.

VI. CONCLUSION AND FUTURE WORK

In this paper, we design a novel two-dimensional hyper-
chaotic system 2D-LJTM for the region of interest image
encryption. We use bifurcation diagram, Lyapunov exponent
and NIST SP 800 test to verify its chaotic characteristics,
we can find that 2D-LJTM exhibits a high degree of random-
ness in all tests. And we use two features on the plain-image
to generate the key generator, and finally add SHA-256 to
enhance the key sensitivity. Then in the encryption algo-
rithm, we first proposed the Bagua coding architecture in
this paper, which is a double coding form coupled with
permutation step, which can make the plaintext completely
concealed. At the end of the encryption algorithm, we use
two diffusion methods, the first is the advanced exclusive-
or operation, and the second is the pixel value bit shift
operation to enhance the security of the encrypted cipher-
text image. The above encryption algorithms are all based
on 2D-LJTM.

In order to improve the efficiency of encryption, reduce
the storage space spent in calculations, and different message
senders and receivers have different areas of encryption and
decryption that they want to encrypt and decrypt, we propose
the region of interest image encryption. Using YoloV3 and
UNet can automatically identify and extract the region to be
encrypted, and the selected region can be irregular shape, then
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encrypted by 2D-LJITM IEA. Finally, we use seven security
analyses to verify 2D-LJTM IEA, and from the results, we can
know that the encryption algorithm we designed based on
the novel two-dimensional hyperchaotic system has sufficient
security.

Bagua coding is the coding concept proposed for the first
time in this paper, since it is the first time it appears, the details
of this coding have not yet been optimized. For example,
in the step of Bagua encoding, every three bits must be used
as a unit for encoding. For an image with an 8-bit grayscale
image, the pixel value must be expanded to a multiple of three
to facilitate encoding. In the future, it is possible to increase
the efficiency of Bagua coding by encoding multiple pixel
values in one block, or to re-plan the Bagua- level permu-
tation rule to improve while maintaining a certain degree of
complexity.
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