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ABSTRACT With the development of the times, the existing social security system can no longer meet
people’s needs in terms of providing transparent, distributed sharing, tamper-proof, traceable, consensus trust
and trustworthy services. Furthermore, they are centralized and subject to a single point of control and failure.
In this context, we propose a consortium blockchain-based solution to establish and improve social security
informatization to meet the above challenges. In this article, we present specific business situations for three
important social security services. Namely, apply for social insurance, apply for social assistance and social
benefits online. Our proposed solution also provides a multi-party trust and data sharingmechanism, and also
demonstrates the integration of blockchain and Interplanetary File System (IPFS) storage systems to facilitate
the security of approval documents, photos and videos related to the processing of social security services
Accessibility and traceability. It also introduces the implementation and testing details of the algorithm in the
smart contract, and expounds how to apply it in the automatic approval of social security business to reduce
the workload of existing manual review. Finally, by comparing with the existing system, it is discussed that
our solution has great advantages in promoting the online processing of social security business, and the safe
access and traceability of approval documents, photos and videos.

INDEX TERMS Alliance blockchain, social security services, smart contracts, IPFS.

I. INTRODUCTION
Social security takes the government as the main body, and
through the redistribution of national income, provides mate-
rial assistance to citizens when their life is difficult due to var-
ious reasons, so as to ensure the basic life of the system. The
essence is the pursuit of fairness. Due to the different national
conditions and historical conditions of different countries, the
specific content of the social security system is not consistent
in different countries and different historical periods. China
has a vast territory and is a world-famous country with a
large population. Social security services cover four parts:
social insurance, social relief, social welfare, and minimum
living guarantee. As an important functional department in
China [1], social security service institutions belong to the
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field of people’s livelihood, and have always been valued
by the government and are also the most concerned issue
of the people [2]. The influence of point failure, the quality
of service directly affects the vital interests of the people
and the harmony and stability of the country [3]. The main
purpose of the new public service theory is to take citizens as
the center and realize the needs and common interests of the
people [4]. Social security service plays an important role in
public management [5], which is the best practice of the new
public service theory [6].

At present, the social security service business data is
widely distributed, the types of participating institutions are
diverse, and the business data interaction network is com-
plex. There is no close connection and information sharing
channels between various departments. When handling daily
business, it is often necessary to repeatedly register personal
information. It causes inconvenience at work and reduces
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the work efficiency of the social security department. When
people handle business, they often need to go to many depart-
ments to verify information and handle business one by one.
Since each department is independent and has no intersection,
it is inevitable that there will be some loopholes. If there is a
shared platform between departments, it can be avoided to
the greatest extent. Such inconveniences and loopholes arise.
In addition, various departments of social security and various
insurances are handled separately, resulting in insufficient
transparency of business approvals, low efficiency of public
services, and risks such as false claims of unemployment
benefits and inconsistencies in the participation status of
various insurances [7]. In this case, it is particularly important
to establish and improve the social security informatization
system. In order to achieve business collaboration among var-
ious government departments, this paper proposes a solution
based on consortium blockchain to overcome the above chal-
lenges. Based on the new public service theory [8], explore
and promote the application model of smart contracts based
on blockchain technology to empower social security ser-
vices, and under the premise of ensuring information security
and building a credible system, promote cross-departmental
and cross-border information Hierarchical sharing.

II. RELATED WORKS
A. CURRENT SITUATION OF SOCIAL SECURITY
INFORMATION SYSTEM CONSTRUCTION
With the advancement of the informatization of social secu-
rity services, provincial and prefecture-level social security
departments have established data centers, and important
breakthroughs have been made in business applications, data
resources, public services, and security assurance capacity
building. It is developing at the stage of diversification and
large-scale application [9]. For the current social security
service work, there are still problems such as a wide vari-
ety of businesses, intensive service process links, and con-
tinuous expansion of information sharing and cooperation
scope [10]. There are also problems such as low integration
of social security business data and information, limited sta-
tistical investigation, insufficient disclosure of statistical data
and information, and the huge potential of data for service
decision-making, service management, and serving the soci-
ety has not been developed [11]. Business integration and data
security sharing between departments have become urgent
needs. At present, social security services do not share data
with most institutions [12], and most of them are sensitive
information involving personal privacy, requiring clerks to
provide certificates and procedures from other regions and
departments, which brings great inconvenience to clerks,
or the social security service agency will conduct an investi-
gation with other regions and departments by sending a letter,
but the cycle is often long [13], and once the data is leaked,
it will not only lead to the disclosure of personal privacy, but
also may lead to the data being leaked. Criminals use it to
cause irreparable losses.

Taking the field of social security as an example,
F. Delgado et al. studied the international e-government data
exchange method [14], using linked data to achieve inter-
operability to ensure interoperability between social security
institutions from different countries, but the system It is cen-
tralized and lacks an introduction to how to ensure the secu-
rity of authority authentication. Zheng Yan et al. proposed
a new decentralized system using blockchain technology to
establish a trust evaluation under social networks [15], but
there is a lack of research on how to solve data sharing in
heterogeneous networks. Gu Jingjing studied the realization
of e-government data sharing based on blockchain [7], and
proposed that blockchain technology can realize multi-party
trust and data sharing mechanism between various govern-
ment departments, but there is a lack of research on social
security government services. Xu Jin [13] proposed to use the
decentralization of blockchain technology, non-tampering of
records, data encryption, block transparency and openness,
machine trust, smart contracts and other characteristics to
solve the current social security in Dalian City. Inadequate
data sharing among institutions, and low efficiency of busi-
ness handling. However, no research has been done on how
to use the smart contracts and algorithms in the blockchain to
realize specific businesses in social security.

To sum up, it can be found that the current social security
service information system, the data standards of various
business systems are not unified [16], when using traditional
means to share data, there are problems such as inconsistent
interfaces and cumbersome authority authentication mech-
anisms, which ultimately lead to incomplete data sharing.
implement [17]. In addition, in the process of realizing the
informatization of traditional social security government ser-
vices, manual review is required in the background. The lack
of timely approval in the background and the authenticity
verification of the proof materials are two major difficulties.
However, the application of blockchain and smart contracts
can reduce the burden of manual review. According to the
pre-set smart contract rules, the business applications on the
Internet are reviewed in a timely manner.

Therefore, this paper will choose to use blockchain tech-
nology to introduce social security services, give full play
to the multi-centralization, distributed sharing, tamper-proof,
traceability, consensus trust and other characteristics of
blockchain technology, and build a unified and shared social
security service data platform. It is of great practical signif-
icance to promote the construction of ‘‘smart social security
services’’ and explore a new service model of ‘‘blockchain+
social security services’’.

B. BLOCKCHAIN TECHNOLOGY
A blockchain is a distributed storage ledger with a distributed
consensus protocol. Blockchain technology uses cryptogra-
phy and distributed consensus algorithms to achieve trust
transfer and security assurance [18]. The main features of
blockchain can be summarized as follows.
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FIGURE 1. Social security service system architecture diagram.

1) DISTRIBUTED DATABASE
Transactions are recorded by multiple nodes, and each node
records a complete transaction record. Therefore, each node
can participate in monitoring the legitimacy of transactions
and verifying the validity of transactions [19].

2) DECENTRALIZED P2P NETWORK
The blockchain network conforms to the peer-to-peer (P2P)
P2P network architecture. Decentralization implies that every
node in the network is equal and employs P2P communication
to avoid a single individual gaining exclusive rights to censor
transactions and occupy data resources [20]. The concept of
decentralizing the transaction authentication process means
that all participating nodes jointly verify the transaction, and
the transaction will only be completed when all or a majority
of the nodes approve the transaction.

3) SMART CONTRACT
Smart contracts were proposed by Nick Szabo in 1997 [21].
A smart contract is a program code that can be automati-
cally executed in a decentralized blockchain network. It is
published, stored, controlled and managed through each node
of the blockchain network [22]. Three elements of smart
contracts: autonomy, self-sufficiency, and decentralization.
Autonomy means that the contract runs automatically once
started without any intervention from its originator. Self-
sufficiency, smart contracts can be self-sufficient to obtain
data resources in the blockchain. Finally, smart contracts are
decentralized and run automatically through network nodes
without relying on a single centralized server.

C. THE MAIN CONTRIBUTIONS OF THIS PAPER ARE
AS FOLLOWS
• Wepropose amethod based on consortium blockchain to
achieve data sharing and business collaboration among
all participants in social security services in a multi-
centralized, distributed sharing, tamper-proof, traceable,
and consensus-trusted manner.

• We have developed smart contracts and algorithms for
automatic approval of proof materials in social security
services, and provide mutual consensus trust solutions
by verifying the data of multiple participants at the same
time.

• We combine the consortium blockchain Hyperledger
Fabric with the decentralized storage of Inter-Planetary
File System (IPFS) to overcome storage limitations.

• Our proposed consortium blockchain-based social secu-
rity service solution is universal and can meet the needs
of other government service applications with minimal
modification and customization.

III. DESIGN OF SOCIAL SECURITY SERVICE SYSTEM
BASED ON BLOCKCHAIN TECHNOLOGY
In this section, we describe the system design in detail,
as well as the decomposition details of each module of the
solution, and show the execution process of smart contracts
and algorithms. Figure 1 shows the architecture diagram of
the social security service system based on blockchain tech-
nology. The whole system adopts a module layered design,
which is mainly divided into three layers, namely the system
application layer, the smart contract layer and the blockchain
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FIGURE 2. The basic structure function flow chart of fabric.

protocol layer. In the system application layer, users can use
web browsers, apps or small programs to operate online;
in the smart contract layer, we have designed four smart
contracts to implement specific business functions of social
security services; the blockchain protocol layer provides a
A method of storing large data and electronic documents
of social security business, which is relatively slow to store
on the blockchain. The decentralized storage system IPFS
assists in storing large-capacity files, uploads and stores the
corresponding hashes of the files on the blockchain, and
manages, traces and tracks them through the blockchain. The
role of each part of the system is also explained in more detail
below.

A. SYSTEM PARTICIPANTS
In order to facilitate the social security service process
on-chain, as shown in Figure 1. Participants are entities
responsible for performing functions in smart contracts.
Participants include citizens who are temporarily or perma-
nently incapacitated, as well as citizens whose life is difficult
due to various reasons, who can apply for material assistance
online. It also includes enterprises and employees who pay
social security insurance, but also staff of social security
service agencies, managers in charge of auditing participants,
which ensures trust and governance.

B. BLOCKCHAIN BASIC SUPPORT PLATFORM
The blockchain basic support platform chooses Hyperledger-
Fabric. Hyperledger is an open source project launched by
the Linux Foundation in 2015 to promote the cross-industry
application of blockchain. A distributed ledger is constructed
between each node in the network through P2P communi-
cation, and the ledger before the node is completely shared,

transparent and decentralized [23]. Hyperledger Foundation
including leaders in finance, banking, IoT, supply chain, man-
ufacturing and technology. Many blockchain projects have
originated from this, the most famous of these projects being
Fabric.

The blockchain basic support platform can be built by
relying on cloud resources, constructed and monitored and
managed by social security institutions, and public data will
be uploaded to the chain to form an infrastructure for data
security, open sharing and social integrity [24]. The Hyper-
ledger used in this study is based on Fabric.

According to the technical characteristics of Fabric, com-
bined with the specific business of social security services,
in this blockchain support platform, each participating node
or computer is peer-to-peer, and there is no difference in peer-
to-peer (P2P) network. There is a central server, so each node
can either send requests as a client or process and respond
to requests as a server. The nodes in the network are divided
into client nodes, peer nodes and order nodes [25]. The basic
architecture of Fabric is shown in Figure 2.

In Figure 2, Fabric nodes are divided into client nodes
(clients), peer nodes (peers), and ordering nodes (Order).
In actual application development, the role of the client node
is usually performed by the SDK or the client terminal.
It can communicate directly with peer nodes and order-
ing nodes [26]. The client must connect to the peer node
and execute Channel Code to query or update the data on
the blockchain chain, and the node storage is responsible
for storing the ledger data (such as licenses, certificates,
approval documents) etc.) and the corresponding structured
data. Querying data on the blockchain will return immedi-
ately, but update operations will require complex interac-
tions between client nodes, peer nodes, and order nodes.
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Ordering nodes provide a communication channel between
client nodes and peer nodes to broadcast messages containing
transactions [27]. Peer nodes are responsible for maintaining
the data of the entire blockchain, and all peer nodes in the
network jointly maintain the same and complete full data.
Among them, the Endorser Peer is the peer node responsible
for interacting with the client node. Its main function is to
endorse the transaction (i.e., simulate execution), and the
Commit Peer is responsible for processing the blocks sent
by the ordering node. The main function of the peer node for
verification is to append the newly formed block to the ledger
and synchronize data with other nodes, which jointly ensures
that each peer node in the network has the latest blockchain
data [28].

The specific execution process for updating the data on the
blockchain is as follows:

1. The client node calls the member service for identity
authentication and obtains a certificate;

2. The client node calls the Channel Code by connecting to
the peer node to generate a proposal response, which contains
the proposal for data update;

3. The client node will create a transaction from all the
responses, it will send the transaction to the Order node for
sorting, the Order node will collect the transactions in the
network and package them into blocks, and then distribute
these blocks to all peer nodes;

4. The Peer node verifies the transaction in the block sent
by the Order node. After the verification is successful, the
local blockchain is updated.

C. SMART CONTRACT
We have developed five smart contracts to implement the
specific business functions of social security services. The
smart contracts are written in Go language. The first smart
contract (SC) is the registration SC, which ensures that only
authorized participants can communicate on-chain and exe-
cute function calls. It has the functions of registering res-
cuers, paying social insurance employees, and managers of
social security service agencies. The control of permissions
is completed by mapping the state databases LevelDB and
CouchDB on the Peer node. The remaining four smart con-
tracts all inherit the variables and functions of Registration
SC. This is because the SC checks that the caller is regis-
tered and authorized before making any calls. Enrollment
SC can also be used to help assess eligibility for roles such
as approvers, applicants. Other smart contracts are used to
implement the business processing of social security services
(ie, social insurance SC, social relief SC, social welfare SC,
minimum living security SC, and their functions and process
sequences will be described in detail in the next section.

D. MICROSERVICE ARCHITECTURE DESIGN
The blockchain-based social insurance service management
model takes into account business review and user diver-
sity, and needs to support multiple application scenarios
and different types of user terminals. Therefore, the Spring

Cloud-based microservice architecture is selected to adapt
to subsystems with different functions [29]. This research is
based on the single architecture built by Spring Boot. The
main advantages of Spring Boot are as follows: First, the
configuration is simple, using YAML A Markup Language
as the project configuration file, shielding the traditional
Spring MVC about XML, JavaConfig and other complex
configurations and implementation principles. The second
is the convenience of project establishment. It provides a
series of POM (POM is the Maven configuration file) to
simplify Maven dependencies, and repackages them through
Spring Boot, finally realizing an easy-to-deploy and easy-
to-maintain distributed system development framework. The
third is to run independently. SpringBoot has built-in tomcat,
which can run and execute functions independently in a jar
package without the assistance and cooperation of other files.
The fourth is automatic loading. Spring Boot [30] scans all
beans in the path where the startup class is located by default,
and automatically configures beans for package/class jars in
the project classpath, which greatly simplifies the work.

FIGURE 3. Social security service microservice architecture diagram.

There are many users participating in the business of social
security services, and the network needs to continuously
process a large amount of information and data, which will
cause great pressure during peak periods [31]. The model
that needs to be built should adapt to this kind of work with
high concurrency and rapid response. state, so choose Nginx
to build user-side load balancing. Using Spring Cloud Gate-
Way to provide reverse proxy and API routing management
functions, Sentinel uses traffic as the entry point to protect
the stability of platform services from multiple dimensions
such as traffic control, circuit breaker downgrade, and sys-
tem load protection, and Ribbon provides server-side load
balancing. Through SSO(Single Sign On) and APP token,
it interacts with the four services of the platform’s Social
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FIGURE 4. Blockchain and IPFS bidirectional storage process.

Insurance, Social Assistance, Social Welfare, Minimum Liv-
ing Guarantee, which can ensure the security of the model.
The social security service microservice structure diagram is
shown in Figure 3.

E. OFF-CHAIN STORAGE IPFS
Distributed storage systems like IPFS can store files, images,
and videos of large sizes to cope with the storage space con-
straints of blockchains. In our method, electronic documents,
pictures, and videos of the four businesses of Social Insur-
ance, Social Assistance, Social Welfare, and Minimum Liv-
ing Guarantee are stored off-chain. Users upload documents,
pictures, and videos, and the management staff will review
them.After approval, the blockchain nodeswill automatically
sign and seal the reviewed electronic documents using the
digital signature algorithm, and then upload them to the IPFS
decentralized storage system, as shown in Figure 4. These
documents are placed on the IPFS system, and the hashes
of these documents are available on the blockchain ledger.
Since blockchain technology is immutable, institutions such
as Welfare Institute, Red cross society, social security institu-
tion, civil affairs agency, etc. in the consortium blockchain
can verify the stored information and access it to perform
business operations.

F. SEQUENCE OF OPERATIONS
In this subsection, we present the main system operation
sequence diagrams in the form of functions and events.

Sequence diagrams also explain the interactions between
various stakeholders and smart contracts.

The sequence diagram shown in Figure 5 demonstrates
the interaction of Insured, Social insurance agency, and
IPFS with smart contracts. The insured is registered on the
blockchain through the Registration Smart Contract deployed
by the Social insurance agency. After the stakeholder has
successfully registered, a unique identification code will be
created as a reference for processing social security busi-
ness. The insured then fills in the information and submits
the application through the Social insuranceSmart Contract.
Social insurance agency handles applications and conducts
background checks. After verification, if the conditions are
met, a certificate of participation will be issued. At the same
time, the platform informs the insured person of the status
of the application in a timely manner in the form of text
messages and emails.

Figure 6 illustrates the interaction between rescue appli-
cants, civil affairs departments, neighborhood committees,
IPFS, and smart contracts. After the applicant registers, the
rescue applicant calls the function ApplicationforAid, and
uploads the applicant’s family information, income status,
property status and other supporting documents to IPFS.
After the review department accepts the request for uploading
the application materials, it invites the neighborhood com-
mittee to pass the household inspection and authorize the
application materials to the stakeholders. The IPFS hash of
the file is stored on the blockchain to enable authorized
stakeholders to verify the authenticity of the report.
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FIGURE 5. Sequence diagram showing the interaction between the insured, the social security
institution, IPFS, and the smart contract.

FIGURE 6. Sequence diagram showing the interaction between rescue applicants, civil affairs
departments, IPFS, and smart contracts.

According to the information verification and household
survey, the sub-district organization accounting team will
comprehensively evaluate and calculate the family income

and family property as required, and call the function Upload-
Income Accounting to feed back the amount of assistance.
The democratic review team conducts democratic review on
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FIGURE 7. Sequence diagram showing interaction between social welfare object, Welfare Institute, IPFS and smart
contracts.

the authenticity and integrity of the applicant family’s per-
sonnel, family income and property, and calls the function
FeedbackOnDemocraticReviewResults to complete the noti-
fication of the democratic review results.

Social welfare is used to help police officers, military
personnel, and ordinary people injured on duty. Figure 7
illustrates the interaction between the social welfare object,
the Welfare Institute, the hospital consultation team, IPFS,
and smart contracts. After the social welfare object is suc-
cessfully registered, the function ApplicationforSocialWel-
fare is called, and the personal information, Original medical
records, Proof of work-related injuries and other certification
documents are uploaded to IPFS. After the review department
accepts the request for uploading the application materials,
it invites the county-level welfare department to accept and
review it, and authorize the application materials to the stake-
holders.

After reviewing andmeeting the conditions, call theApply-
ForMedicalConsultationTeam function to form a hospital
consultation team, and after verifying the photo and ID card
of the examiner, arrange a medical examination and issue a
conclusion. After the review is passed, the HandleSocialWel-
fare function can be called for social welfare distribution.

IV. IMPLEMENTATION DETAILS
In this section, we implement a blockchain-enabled social
security service solution and explain the details of the algo-
rithm. The smart contract in Fabric is also called Chaincode,
which realizes the operation of the ledger data by calling the
chaincode, and is the medium for the interaction between
the application and the bottom layer. Unlike Ethereum, the
Fabric chain code and the underlying ledger are separate.
When upgrading the chain code, it is not necessary to migrate
the ledger data to the new chain code, which truly realizes
the separation of logic and data. Fabric chaincode supports
writing in multiple languages, including golang, Java, and
node.js. This article uses Go language to create and deploy
smart contracts in the VSCode environment, execute them on
the Hyperledger fabric platform, and run in the docker virtual
machine. Since the blockchain is not suitable for storing large
files, in the implementation of our solution, we decided to
use the IPFS decentralized storage option, combined with the
hash value of the files stored on the chain. Next, we will
introduce the implementation details of the three main smart
contracts, namely Social Insurance SC, Social Relief SC,
and Social Welfare SC, with explanations attached to each
algorithm.
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A. SOCIAL INSURANCE BUSINESS
Algorithm 1 demonstrates the function of the social insurance
smart contract. The person applying for social insurance
needs to provide Register form, ID card, Bank card, Photo,
Income, Payment ratio as input. The contract will determine
whether it is a registered user. If it is a registered user, the next
step is to create a social insurance processing request. The
social insurance smart contract retrieves the status data stored
in couchDb in the fabric platform according to the ID number,
and checks whether the social insurance personal information
registration form is filled in correctly and whether the ID card
is within the validity period. After checking the income and
payment coefficient, judge whether the bank card balance is
sufficient. After all the above conditions are met, a notifica-
tion of successful review of the materials will be returned
to the staff. The staff informed the deduction precautions,
and at the same time delivered an insurance agreement to
the insured personnel, and the social insurance business was
completed.

Algorithm 1 Social Insurance Business

1 InPut: Register form, ID card, Bank card, Photo,
Income, Payment ratio

2 Output: Status of applying for social insurance
3 if FunctionCaller is not the insured then
4 Return to unregistered state.
5 end
6 else
7 If Register form == fill in completely ∧ Income

== valid ∧ ID card == valid ∧ Bank card ==
enough balance

8 then
9 The social security institution signs a social

insurance premium withholding business with
the bank, and deducts the premiums on a
regular basis according to the salary income
and payment ratio.

10 end
11 else
12 Approval failed, please carefully check whether

the submitted information is correct.
13 end
14 end

B. SOCIAL ASSISTANCE APPLICATION AND VERIFICATION
Algorithm 2 demonstrates the function of the social assis-
tance smart contract. Applicants for social assistance need to
provide Family information, Income status, Property status,
Employment status, and ID card as input. The social relief
smart contract will judge whether the function caller is a
registered user, and then retrieve the status data stored in
couchDb according to the ID number, and check whether the
basic information of the applicant is correct. Check whether
the family member information is complete and whether

the ID card is within the validity period. Check income
status and property situation with reference to employment
situation to determine whether relief is needed. After all
the above conditions are met, a notification of successful
review of materials will be returned to the neighborhood
committee. The staff will investigate and verify the relevant
certificates and family conditions provided by the applicant,
and determine the amount of assistance based on the actual
living standards of the individuals or families receiving social
assistance.

Algorithm 2 Businesses Applying for Social Assistance

1 InPut: Family information, Income status, Property
status,
Employment status, ID card

2 Output: Status of applying for social assistance
3 if FunctionCaller is not the Aid applicant then
4 Return to unregistered state.
5 end
6 else
7 If Family information == fill in completely ∧

Income status == need relief ∧ ID card == valid ∧
Property status == need relief

8 then
9 Meet the conditions for applying for social

assistance, and notify the neighborhood
committee to investigate and verify the
applicant’s certificate and family situation.

10 end
11 else
12 Approval failed. Not meeting the conditions for

applying for social assistance
13 end
14 end

C. SOCIAL WELFARE APPLICATION
Algorithm 3 demonstrates the function of the social welfare
smart contract. The applicant for social welfare needs to pro-
vide Personal information, Original medical records, Proof
of work-related injuries, ID card, Income status as input. The
social welfare smart contract will first retrieve the status data
stored in couchDb according to the ID number to determine
whether the function caller is a registered user. Then proof-
read that the personal information filled in by the applicant
is complete, whether the original medical record is valid,
whether the certificate of injury due to work is valid, whether
the ID card is within the validity period, and refer to the
income status to determine whether social welfare needs to
be issued. After the verification is completed, a notification of
the successful review of the materials will be returned to the
staff of the Social Welfare and Work Injury Affairs Admin-
istration. The staff shall determine the amount of social
welfare payment based on the actual income level of the
individual.
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Algorithm 3 Social Welfare Application Service

1 InPut: Personal information, Original medical records,
Proof of work-related injuries, ID card, Income status

2 Output: Status of applying for social welfare
3 if FunctionCaller is not the Social welfare object then
4 Return to unregistered state.
5 end
6 else
7 If Personal information == fill in completely ∧

Original medical records == valid ∧ ID card ==
valid ∧ Proof of work-related injuries == valid
∧ Income status == need relief

8 then
9 Satisfy the conditions for applying for social

welfare, notify the staff of the Social Welfare
Affairs Bureau of the injury caused by work,
and issue living allowances.

10 end
11 else
12 If the application materials do not match, the

materials will be returned or supplemented.
13 end
14 end

V. SYSTEM SIMULATION AND EXPERIMENT
Our blockchain-based social security service solution con-
sists of four smart contracts such as Social Insurance SC,
Social Assistance SC, Social Welfare SC and Minimum Liv-
ing Guarantee SC. In this section, the smart contract key
functions of the proposed method are tested and verified.

The experimental environment is Intel(R) Core(TM)
i7-10510U CPU 1.80GHz, memory 32.0 GB, win10 64-bit
operating system, and the test is to use VSCode (version 1.62)
and HYPERLEDGER EXPLORER to implement and evalu-
ate the execution of smart contracts. Each function checks the
contract state before executing, and only registered users can
execute functions based on their roles. Before testing social
service smart contracts, users first register in Registration SC.
The following subsections show the test results of the smart
contract.

To evaluate the functionality of smart contracts, we
deployed Social Insurance SC, Social Assistance SC, Social
Welfare SC, and Minimum Living Guarantee SC in

0×280504.0 dbf9439cf62d954314e249676f1ab215c0d11
213abc6b606a23ac374, 0×2.7 e63a106249aa491ef68cb10cb
0c1040bd08d0c6913859b21e4f8169187b28, 0×2.67 b6fbc7
6125c0cfab33b17da71a85f936774171d7889aaa9ef036b323
abb, 0xced8ea428363ebc3c8dd3eabadc6865909cabef04713
68130713ca23db5a703f block address. Figure 8 shows the
deployment of smart contracts in the test system.

Transactions and logs for key smart contract functions are
shown below, as they are used during testing, the inputs used
in the functions do not represent real data, they are only
hypotheses for testing purposes. Users store photos and proof

materials in IPFS, and upload the corresponding connection
address when calling the smart contract.

A. SOCIAL INSURANCE BUSINESS APPLICATION
After registering in the system, the person applying for social
insurance will call the ‘‘ApplicationforInsurance’’ function to
provide basic information such as ID card, Income, and Pay-
ment ratio. Figure 9 shows that the smart contract retrieves the
status data stored in couchDb in the fabric platform according
to the ID card, and returns a notification that the audit material
is successful when the conditions are met.

B. SOCIAL INSURANCE BUSINESS APPLICATION
After registering in the system, the person applying for social
assistance will call the ‘‘ApplicationforAid’’ function to pro-
vide basic information such as ID card, Employment status,
and Property status. Figure 10 shows the social assistance
smart contract. According to the information uploaded by the
applicant, after judging that the conditions are met, a notifi-
cation of successful review of the materials will be returned.

C. SOCIAL WELFARE APPLICATION
Applicants for social welfare upload Original medical
records, Proof of work-related injuries to the IPFS storage
platform, and then call the ‘‘ApplicationforSocialWelfare’’
function to provide basic personal information such as ID
card and Employment status. Figure 11 shows that after
the smart contract judges whether the conditions for issuing
social benefits are met, it returns a notification that the review
materials are successful.

VI. DISCUSS
This section discusses general aspects of the proposed
blockchain-based social security service system. Generally,
blockchain-based solutions discuss and analyze the costs
involved in the implementation and execution of the solution;
however, since our solution is built on the Fabric consortium
blockchain, there is no Ethereum gas cost, Therefore, there
are no fees involved. This section first presents a safety
analysis of our proposed approach, and also shows how our
solution is general and can be adapted to the needs of spe-
cific social security applications. Finally, we compared with
existing solutions.

A. SECURITY ANALYSIS
Integrity: The solution based on the Fabric Alliance
blockchain provides the tracking of social security service
business process application processing. Accessibility of
social security related information by recording all trans-
actions on the ledger. Furthermore, trust between partici-
pants is achieved through tamper-proof logs. The application,
approval and other actions taken by participating entities on
the chain are guaranteed to be immutable through consensus
algorithms and distributed storage.

Accountability: Accountability is necessary for emerging
technologies such as blockchain to help users perform their
activities in a safe and trustworthy manner. Every action
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FIGURE 8. Smart contract deployment in the test scenario.

FIGURE 9. Successful implementation of social insurance smart contracts.

on the chain uses identity management using Membership
Service Provider MSP [32], which imposes non-repudiation.
Each participating entity has a unique private key, and all
transactions are signed by the caller’s private key.

Availability: The Fabric Consortium blockchain is known
for its decentralization and distributed ledger. All transaction
data accessed and recorded by all participants will not be
lost even in the event of a node failure, as they are stored
on each participant node, this feature ensures the continuous
operation of the blockchain in the social security business.

Additionally, confidentiality is critical to ensuring that the
solution protects the privacy and medical rights of social

security applicants, so our solution is implemented using a
consortium blockchain. In our solution, registration and role
authorization are mandatory, because the system will be used
in the social security field where applicant information must
be kept secret, and only registered and authorized parties
can perform function calls. After successfully registering the
SC, a public-private key pair will be assigned to associate
the identity to ensure it. Also, depending on the private
network chosen, information is encrypted when communi-
cating. Other networks rely on channels and group partici-
pating entities [33]. Roles and access rights are delegated to
an MSP.
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FIGURE 10. Successfully executed social assistance smart contract.

FIGURE 11. Successful implementation of social welfare smart contracts.

B. COMPARISON WITH EXISTING SOLUTIONS
Table 1 compares existing social service solutions with ours.
[14] is based on non-blockchain technology and studies the

social security field, e-government data exchange methods,
using data links to achieve interoperability to ensure interop-
erability between social security institutions from different
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TABLE 1. Comparison with existing solutions.

regions, but the system is centralized and does not guarantee
trustworthiness and traceability between different institutions
of social security. The solution proposed in [13] is imple-
mented based on consortium blockchain, which explains how
to improve the efficiency of data sharing among social secu-
rity institutions, focusing on data security communication,
one of the limitations of this work is that it does not show
Testing and coding details of smart contracts. The solution
in [34] relies on IoT devices and focuses on researching
the combination of IoT and blockchain to establish a multi-
participant distributed trust framework with good authentic-
ity, immutability, and traceability. [35] proposed a solution
for the public service sector to implement smart contracts
to eliminate intermediaries to simplify government service
processes and improve public transparency, but it also did not
show coding details. Our proposed solution provides three
main services for social security business, namely Social
Insurance SC, Social Assistance SC, Social Welfare SC.
Additionally, it is fully decentralized using IPFS’s decen-
tralized storage, and our research shows full smart contract
implementation and testing details.

C. GENERALIZE
Our proposed smart contract-enabled social security service
solution based on blockchain technology not only facilitates
social security applicants, but also contributes to the burden
on staff. It is convenient to handle social security business
online. At the same time, our proposed solution is also gen-
eral, and by editing smart contracts, new functions can be
added according to business processes, thus adapting to other
government services that require approval. In addition, new
roles and approval processes can be added. The solution
is designed to help users independent of physical location,
applicants apply online, and staff approve online. Therefore,
our solutions are not limited to the social security business.

VII. CONCLUSION
In this paper, we propose a solution based on Hyperledger
Fabric blockchain technology, where smart contracts enable

social security services. Unlike Ethereum, which mainly con-
sumesGas when executing smart contracts, Hyperledger Fab-
ric’s smart contracts run in a docker virtual machine, does not
need to consume Gas. The solution we propose can help users
apply for social insurance, social welfare, social assistance
and minimum living guarantee at home during the epidemic.
At the same time, the relevant application processing records
are stored on the blockchain platform, and the trust, account-
ability, integrity, transparency and privacy of the blockchain
are ensured by utilizing the features of the blockchain such
as trustworthiness, tamper resistance, and distributed sharing.
We demonstrate the integration of blockchain and IPFS stor-
age systems to facilitate secure accessibility and traceability
of documents, photos, and videos related to the transaction
of social security services. Reduce the need to carry paper
certificates for approval, solve problems such as the difficulty
of staff verification, and the repeated submission of clerks.
Our proposed system and its implementation details, as well
as smart contracts and their algorithms, are introduced and
studied in this article for the social security business pro-
cessing process, so as to provide more convenience for staff
and the public. At the same time, the characteristics of fabric
channel isolation and private data are used to ensure effective
protection of private data and improve the efficiency of public
utility services. At the same time, this research could help
provide better social security services for people in rural and
remote areas. Compared with other existing technical solu-
tions, our solution has more advantages in terms of reliability,
traceability, reliability and convenience.
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