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ABSTRACT This study explores the psychological aspects of social engineering by analyzing personality
traits in the context of spear-phishing attacks. Phishing emails were constructed by leveraging multiple
vulnerable personality traits to maximize the success of an attack. The emails were then used to test several
hypotheses regarding phishing susceptibility by simulating a series of spear-phishing campaigns inside a
software development company. The company’s employees underwent a standard Big Five personality test,
four different phishing emails over four weeks, and cybersecurity training. The results were aggregated
before and after the cybersecurity course, and binary logistic regression analyses were performed at each
phase of the phishing attack. The results show that personality traits correlate with phishing susceptibility
under certain circumstances and pave the way for new methods of protecting individuals from phishing
attacks.

INDEX TERMS Cyber security, human behavior, personality traits, social engineering, spear-phishing.

I. INTRODUCTION
Social engineering is a general term that encompasses the
various methods that cybercriminals use to obtain sensitive
information or access protected systems by taking advantage
of human weaknesses. Phishing is one of the most popular
social engineering techniques in which attackers construct
emails that aim to manipulate a target to open a doorway for
attacks [1]. The extensive use of email for business purposes
has led to a large attack surface, and the ease with which
these attacks can be performed has lowered the technical skill
barrier for attackers, making it a prevalent option for cyber-
attacks. Human factors are frequently recognized as the most
vulnerable links in the information security chain. Human
behavior often facilitates the success of cyberattacks [2].

The success of a phishing attack depends on multiple fac-
tors such as the skill of the attacker, the awareness of the tar-
get, deployed systems designed to avoid phishing techniques

The associate editor coordinating the review of this manuscript and

approving it for publication was Saqib Saeed .

such as spam filtering, or the methods used by attackers
to avoid automatic spam detection mechanisms. Moreover,
private information exposed on social media platforms is used
to make emails appear legitimate in so-called spear-phishing
attacks [3], increasing the likelihood of manipulating the
target to open a doorway to attack.

The spear-phishing process consists of multiple steps,
as illustrated in Fig. 1. During the preparation phase (S1),
an attacker gathers as much private information as possible
regarding the target. The sources range from online databases
containing leaks to social media platforms. Private infor-
mation is needed to compose an email that maximizes the
chances to convince the target to perform dangerous activities
such as clicking a link or downloading and running a mali-
cious attachment. At this stage, technical skills are required
to implement the infrastructure to send an email that would
appear legitimate to a spam detection/filtering algorithm.
Modern email clients verify the legitimacy of the domain of
the originating email. As a general rule, the content of the
email should be clean, clear, and balanced to get past the
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FIGURE 1. Phases of a common Spear-Phishing attack.

filtering stage (S2). If the email reaches the inbox, the next
goal of the attacker is to convince the target to open the email
(S3). The subject of the email plays an essential part at this
stage because it is the single visible part of the email. The
actual opening of an email is considered a safe action on the
part of the target because the content of the email is static, and
most modern email clients block images that could enable the
monitoring of opening the email by default. Once an email is
opened, the content plays the role of convincing the target to
perform the activity.

It should be noted that an attacker can send an initial email
that does not contain dangerous items to establish trust with
the target. The phase in which the target performs an activity,
such as clicking a link or downloading an attached file, repre-
sents a dangerous part (S4). Mitigating a successful attack at
this stage involves a complex set of measures that must be put
in place by the security department, such as timely patching
of the operating system and keeping the software updated,
deploying antivirus solutions, and others. The final phase is
where the compromise occurs either on the device, browser,
or credentials submitted by the target (S5).

Although most modern browsers use sandbox technology
that physically isolates the browsing activity from the local
machine, there could be possible bugs in the browser and
other applications that attackers can exploit with minimum
effort or technical skills by using frameworks such as Metas-
ploit. Because a link is a universal resource identifier, it can
point to other objects that can be anything from a web
page to an executable file. This opens the door to any bug
in the software that automatically opens a file downloaded
by the browser. Alternatively, any file can be a delayed
trigger for another previously installed package in a more
complex attack scenario. The lack of timely patching of
software and operating systems increases the attack surface
and danger associated with phishing attacks. Although secu-
rity measures effectively reduce the success rate of attacks,
it should be noted that 0-day vulnerabilities can make them

ineffective. Since 0-day attacks are extremely valuable, they
tend to be used more scarcely, including in so-called whaling
attacks, where high-profile individuals such as CEOs are
targeted.

Researchers have studied different aspects of human traits
and behaviors to understand what raises phishing suscepti-
bility. For example, a foundational study on unintentional
insider threats [4] identified willingness to take risks as a con-
tributing factor, measured using the Balloon Analogue Risk
Task (BART). Other studies have investigated the suscepti-
bility to phishing by investigating the impact of gender, age,
and cultural factors [5], [6]. The impact of personality traits
on the phishing susceptibility, particularly measured using
the Big Five factor model was addressed in several papers
[5], [7]–[11]. Individuals’ personality traits contribute to their
susceptibility to social engineering exploits such as persua-
sion, manipulation, and deceit [12]. The Big Five model is
cross cultural and has some advantages when developing a
security framework that is independent of a particular society
or culture and has been acknowledged as relevant and valid
across multiple fields [13]. A meta-analysis [14] of multiple
psychological studies concluded that there is evidence that the
Big Five personality traits are powerful predictors of actual
manifestation of them in behavior. Although some results
regarding traits, such as extraversion with regard to phishing
susceptibility, are consistent, others are not. This variability,
in our view, exists because few papers have addressed in
detail the content of phishing emails as a driver for increasing
phishing susceptibility. Papers such as [15] and [16], for
example, have addressed the content of the phishing email
but in a limited manner. Furthermore, [17] has emphasized
the importance of email content in this type of study.

This study examines the impact of the Big Five traits
on the phishing susceptibility of an individual by using
specifically crafted emails that aim to take advantage of the
entire spectrum of human vulnerability in the context of
personality. This study is part of a larger effort to create a
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functional security system that integrates and automates the
entire human profiling process to identify insider threats.

The remainder of this paper is organized as follows. A brief
background is provided, followed by the proposed hypotheses
generated during the literature review. Next, we describe the
methodology used to simulate a phishing attack on a com-
pany’s employees (n=235) and themethods used to aggregate
the dataset. We then perform several statistical analyses on
the data. Finally, the results are presented, and the paper ends
with a conclusion.

II. BACKGROUND AND HYPOTHESIS DEVELOPMENT
A foundational study [4] defined unintentional insider threats
as current or former employees, business partners, or con-
tractors who have or have had access to an organization’s
network, system, or data and who, through action or inac-
tion (without malicious intent), cause harm or substan-
tially increase the likelihood of severe future damage to the
confidentiality, integrity, or availability of the company’s
information or information systems. Non-responders are a
sub-category of unintentional insiders who fail to compre-
hend and apply security practices even after receiving cyber-
security training [18]. On the other hand, inadvertent insiders
change their behavior following this type of training. These
employees experience security breaches because of isolated
mistakes and exhibit safe behavior.

To identify dangerous behaviors that people exhibit,
wemust examine their personalities. Significant relationships
have been found between the Big Five personality factors
and behavior [19], and the more pronounced a trait is, the
more it manifests in behavior. To have a personality trait,
individuals must be somewhat consistent across situations
in their behaviors related to the trait, and individuals with
a trait are also somewhat stable over time in their behaviors
related to the trait [20]. The phishing process involves manip-
ulating unintentional insider threats to facilitate an attack.
Next, for each personality trait from the Big Five model
(openness, conscientiousness, extraversion, agreeability, and
neuroticism), we assessed its influence on vulnerability to
being manipulated to specific contents of a phishing email.
In addition, we also consider, the impact of personality on
acquiring the technical abilities needed to detect a phishing
email.

A. OPENNESS
Openness can be characterized as a personality dimension
that reflects the inclination toward cognitive exploration [21].
Openness has been positively linked to responsible behavior
regarding security best practices [5], so low openness would
potentially facilitate dangerous security behavior.

B. CONSCIENTIOUSNESS
Conscientiousness is the tendency to pursue socially defined
norms for impulse control, and to be goal-directed, plan,
and postpone gratification [22]. Conscientiousness represents
an inclination to think, judge, and conduct consistently over

time. A highly conscientious individual may be manipulated
by taking advantage of his or her inherent need to order things
and tasks. On the other hand, conscientiousness may be the
personality trait that is most negatively correlated with phish-
ing vulnerability. Higher levels of conscientiousness would
result in individuals being more likely to follow security
guidelines and less likely to disregard policies. A study [23]
found that low levels of conscientiousness predicted deviant
workplace behavior in the form of irresponsible conduct or
rule-breaking.

C. EXTRAVERSION
Extraversion can be characterized as a dimension of personal-
ity that reflects successful adaptation by satisfying interper-
sonal relationships [24]. Compared to introverts, extroverts
view themselves as being more successfully and enjoyably
involved in various parts of their lives. Extraverted people
wish to surround themselves with others and become the
center of attention. While this is typically a positive trait,
it can lead to increased vulnerability in the context of phish-
ing. An early study [25] found that a high score in affective
commitment, a facet of extraversion, led to people giving
up sensitive details because they wanted to gain approval or
belong to a social group. In addition, another study [26] found
that people who did not offer passwords to their peers were
not seen as team players and were considered unsociable.
More recent studies [10], [11], [27], [28] have shown that
high extroversion is predictive of increased vulnerability to
phishing attacks.

D. AGREEABLENESS
Agreeableness is a personality dimension that is concerned
with how individuals pursue positive relationships with oth-
ers. Agreeable people avoid conflicts, seek cooperation, and
help their peers [29]. Agreeableness is the personality trait
that is most associated with phishing [9] and multiple studies
[7], [11], [30] have reached similar conclusions. Agreeable
people may be manipulated by establishing trust with the
target, as this represents a facet of agreeableness. By invoking
the need for compliance, agreeable people can be exploited to
perform actions that would reestablish their supposed lack of
compliance.

E. NEUROTICISM
Neuroticism is a personality trait defined as the tendency
to experience recurrent, powerful negative emotions associ-
ated with the perception of inadequate coping in response to
stress [31]. Individuals with low neuroticism tend to be sat-
isfied, self-assured, and stable. People with low neuroticism
report fewer psychological and physical problems and less
anxiety than highly neurotic individuals.

Neuroticism plays an essential role in impulsivity [32]
and manifests itself in the form of anxiety about negative
consequences. However, a recent review [33] on the role
of neuroticism in phishing susceptibility concluded that a
well-established psychological theory explaining the role of
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neuroticism in the phishing context is not yet available. The
reasons for the lack of consensus were the use of non-
representative samples and the lack of uniformity among the
studies.

Considering the impact of each of the Big Five traits in
increasing the susceptibility to phishing and in the capacity
to acquire the technical abilities to detect phishing emails,
we investigated whether an optimal dangerous phishing email
can be created to take advantage of multiple vulnerable traits
simultaneously. The premise behind this strategy is that if
multiple personality traits can be exploited simultaneously,
the likelihood that the target would fall victim increases.
As described above, the resulting highly vulnerable profile
would have low openness and conscientiousness and high
extraversion, agreeableness, and neuroticism.

While a low level of openness and conscientiousnesswould
provide the context (in which an individual does not have the
technical ability to identify the attributes of a phishing email),
we identified several strategies to manipulate high extraver-
sion, agreeableness and neuroticism by combining specific
knowledge about the person, work environment, managerial
structure, infrastructure and habits.

The emails were designed to trigger or manipulate impul-
sivity or social interaction (high extraversion), conformity
(high agreeableness), and anxiety regarding negative conse-
quences (high neuroticism). Additionally, there is evidence
that high neuroticism deteriorates decision performance
under low openness and conscientiousness [34].

To simulate an insider attack, we cloned the identity plat-
form’s page, hosted it under a similar named real domain, and
used it to record the submission of sensitive data (only the
submission action, not the data). We designed all phishing
emails to manipulate individuals to click on a specifically
designed link. Each unique link directed them to the clone
on the identity platform’s page. Employees frequently use
the original page, being a single point of access for all the
company’s online tools such as Jira, Gitlab, and others. Repet-
itive daily password insertion (caused by a security policy
that prevented credentials from being saved in the browser)
produced a dangerous situation by creating an unconscious
process in which employees would enter their passwords
without paying much attention.

The content of the email was not designed to manipulate
a target’s risk-taking proclivity. Although previous studies
have addressed risk-taking in regular phishing [35], we argue
that spear-phishing has more destructive potential, and that
more focus should be directed to this type of attack. Phishing
emails were devised to mimic the content employees usually
receive during their work activities. We aimed to create cir-
cumstances inwhich negative consequenceswould arise if the
employees did not engage in the activities presented by the
emails. The resulting emails are presented in Appendix A.

We define phishing susceptibility as the likelihood of being
manipulated by opening an email (engaged targets), click-
ing on a malicious link (vulnerable targets), and submit-
ting sensitive data (highly vulnerable targets). We argue that

phishing susceptibility must be accounted for in relation to
email content, and not as a general trait. As we are interested
in phishing susceptibility across the different phases of the
phishing process, we formulate our hypothesis as follows:

H1: Given that a phishing email is designed to take advan-
tage of or manipulate certain pronounced personality traits
(high extraversion, agreeableness, and neuroticism) if a tar-
get’s personality profile matches those individual traits, then
the likelihood of being susceptible to phishing will increase.

H1a Susceptibility to the Open Email phase
H1b Susceptibility to the Link Clicking phase
H1c Susceptibility to the Sensitive Data Submission phase
H2: If a highly vulnerable (submitted sensitive data) tar-

get’s personality profile matches the non-responder profile
(low openness, low conscientiousness, and high neuroticism),
the target is more likely to exhibit the same dangerous behav-
ior despite attending cybersecurity training.

The maturity principle of personality development [36]
states that as people age, they adapt their personalities to bet-
ter accommodate the tasks associatedwith the responsibilities
of adult life. Adults become more agreeable, conscientious,
and emotionally stable with age [37]. Since our phishing
emails targeted high extraversion, agreeability, and neuroti-
cism, we expect that as people age, their susceptibility will
remain the same (agreeability will increase, but neuroticism
will decrease). However, an increase in conscientiousness
means better compliance with security policies. Conse-
quently, we formulated the following hypothesis regarding
age:

H3: Given that a phishing email is designed to take advan-
tage of or manipulate certain pronounced personality traits
(high extraversion, agreeableness, and neuroticism), age does
not play a significant role in phishing susceptibility.

Women have been found, on average, to be more agreeable
than men [38]. Consequently, we formulated our hypothesis
regarding gender-biased phishing susceptibility:

H4: Given that a phishing email is designed to take advan-
tage of or manipulate certain pronounced personality traits
(high extraversion, agreeableness, and neuroticism), women
will be more susceptible to phishing than are men.

III. RESEARCH METHODOLOGY
This research aimed to investigate the effects of the Big Five
personality traits on the phishing susceptibility of individuals.
For this purpose, we sought to obtain qualified results regard-
ing the Big Five assessment using a specialized independent
company that handled the testing part and simulated a sophis-
ticated spear-phishing attack as close to reality as possible.
For example, a recent report on spear-phishing emphasized
that the most successful attacks are delivered in the period
after lunch when energy is low, thus increasing the chance
that malicious emails may pass undetected. The emails in
our study were sent randomly from 2:00 PM to 6:00 PM to
replicate this strategy [39]. The morning period is generally
avoided in these attacks because of the high alertness of the
employees. Other aspects of designing the email included
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using the manager’s email address, suggesting that the email
was legitimate. The domains fromwhich the emails were sent
were valid and legitimate domains with SSL certificates, and
we used an external service to send the emails to increase
the chances that the emails reached the inbox. The study
began with a personality test administered to all employ-
ees by a third-party company specializing in Big Five traits
assessment [40]. We then planned and performed a simulated
spear-phishing campaign to determine phishing susceptibility
at each stage in the context of personality (see Fig. 1), open-
ing the email (S3), clicking on the provided link (S4), and
presenting sensitive details (S5). The campaign lasted four
weeks, during which four different phishing emails were sent
to the targeted employees. In the second week, the employees
attended a cybersecurity course that addressed the dangers
of phishing and the different techniques used by attackers.
The cybersecurity course was important for investigating the
hypothesis regarding the non-responder profile.

A. DEMOGRAPHICS
The participants in the study (n=235) were employees of a
software consultancy company that provided project-based
externalization services on all aspects of software develop-
ment. Consequently, people’s roles were specific to agile
scrum teams, such as product owners, business analysts,
developers, and quality assurance analysts, as well as addi-
tional roles, such as project managers, accounting, human
resources, and tech support. All employees regularly use
computers and online environments for their work activities.
At the time of the study, the employees had been working
fully remote for at least one year. Employees’ ages ranged
from 21 to 56 years old. Some studies have considered age
as a factor in phishing susceptibility [35], and although there
is relative stability of personality traits across time [41] the
maturity principle [36] was considered during the study.

The sex distributionwas fairly balanced (123Mand 112 F).
Although men prefer the software domain [42], diversity
hiring campaigns have altered the gender distribution in the
company we studied. Previous studies have also looked at
gender as a factor in phishing susceptibility [35], finding
women on average more susceptible. In our view, the reason
behind these findings is based on fundamental differences
between men and women on a personality level (for example
women tend to be more agreeable than men [38]).

B. PERSONALITY TESTS
The Big Five model is a scientifically reliable model of
personality [43]. These traits are identifiable, exist cross-
culturally, and are related to different forms of mental illness
and health. The Big Five personality tests used in this study,
which consisted of 97 questions with true-false answers,
were provided by an independent specialized company [40].
GDPR consent was obtained before taking the tests. The
employees received results consisting of their scores on each
trait, a brief guide to analyzing the information, and a detailed
psychological description and interpretation of the results.

The company’s management encouraged the examination,
leading to a 100% completion rate for the personality test.
The results were extracted in tabular form (in the form of
T-scores for each personality trait) and a unique ID was
attributed to each employee by hashing its email address.
After aggregation of the results, the hash keys were removed
to protect the identity of the participants, and the data were
made available online [44].

C. CYBERSECURITY COURSE
A cybersecurity awareness course with topics related to the
dangers of phishing and the methods used by attackers was
distributed to employees at the beginning of week 3, after the
first two phishing campaigns. Course completion wasmanda-
tory. The security team had already planned this course, and
we collaborated to set the timing of the phishing campaigns
so that we could obtain the results before and after its com-
pletion. The reason behind this strategy was to investigate
its effect on phishing susceptibility and to look for further
proof of our hypothesis concerning non-responders (H2).
The course had an online format, and several topics were
addressed:

• Risks of clicking on malicious links
• Attack techniques
• Types of phishing scams
• Phishing email identification
• Planning and execution of a phishing attack
• Protection against ransomware

D. PHISHING CAMPAIGNS
The first step in preparing the phishing simulation was to
gather all the email addresses and prepare details, such as the
employees’ manager email address to include it in the content
of the email. Next, we set up a web server to host all required
scripts. The email address of each employeewas hashed using
the SHA-256 algorithm, and the resulting hash key was used
to create unique URLs for items that were placed inside the
phishing email. This step was needed to identify an individual
and each of his or her actions. We used a convenient external
service to send emails [45]. This approach is close to real-
ity because attackers use public email campaign services to
maximize their chances of reaching an inbox. These services
regularly manage blacklisted IPs and update their templates
to avoid formatting problems inside email clients.

To maximize the chances of the email reaching the inbox,
we whitelisted the domains from which the phishing emails
were sent. The phishing campaign was conducted under the
supervision of the company’s security officers and in accor-
dance with the company’s security policy.

We cloned the identity provider’s page for the step in
which the subjects were asked to submit sensitive details.
The targeted sensitive data were the primary password used
to access the company’s internal tools (although we did not
record the actual data, just the submission). By providing
identical visual cues, we set up to take advantage of the habit
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FIGURE 2. Spear-Phishing campaign.

of writing one’s password each time to access a resource from
the intranet.

IV. DATA ANALYSIS AND RESULTS
Several analyses were performed on the resulting datasets
using IBM SPSS Statistics. Descriptive statistics for all the
personality trait scores are listed in Table 1.

TABLE 1. Descriptive Statistics For Personality Traits.

The results of all four campaigns for each phase of the
phishing attack are listed in Table 2.

TABLE 2. Phishing Campaign Results.

Logistic regression was used to analyze the relationship
between demographic factors (age and gender) and per-
sonality profiles (openness, conscientiousness, extraversion,
agreeableness, neuroticism) and phishing susceptibility, con-
sidering each phase of a spear-phishing attack (both before
and after attending a cybersecurity course).

Logistic regression is used to predict the probability that an
observation falls into one of two categories of a dichotomous
dependent variable [46] (in our case, the result of one of

the three phases of the phishing attack) based on one or
more independent variables that can be either continuous
(personality trait scores and age) or categorical (gender).

The results from the first two phishing campaigns were
merged into a single set (Phishing Campaign A - results
before the cybersecurity course). The results from the last two
phishing campaigns were merged into a single set (Phishing
Campaign B - results after the cybersecurity course). We then
verified several assumptions in order to be able to perform
binary logistic regression for each phase of the phishing
process:

a. To perform a binary logistic regression, the observations
should be independent (no relationship between the obser-
vations in each category of the dependent variable or the
observations in each category of any nominal independent
variable). In our case, in each step of the phishing attacks, the
dichotomous dependent variable has only two values (1 for
yes and 0 for no) concerning the email opening, clicking on
the link, and submitting sensitive data. The same is the case
for the gender independent variable where the categories were
mutually exclusive: male (1) and female (0).

b. After aggregation, our sample size consisted of 470
(2 × 235) cases. According to [46] there should be a bare
minimum of 15-50 cases per independent variable in order
to be able to perform a logistic regression. Therefore, our
aggregated sample is suitable for this type of analysis.

c. There should be no multicollinearity among the continu-
ous predictor variables. Therefore, we examined the variance
inflation factors (VIFs) (Table 3 ) for all continuous predictor
variables to detect a possible issue of multicollinearity in
our study. The results indicate no issues of this type within
the regression models. As all VIFs are below the threshold
of 10 [47], we can conclude that none of the independent
continuous variables cause multicollinearity.
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TABLE 3. Variance Inflation Factors.

d. A linear relationship should exist between the contin-
uous independent variables and the logit transformation of
the dependent variable, which will be analyzed during each
logistic regression for each of the dependent variables using
the Box-Tidwell [48] approach.

e. Check significant outliers, leverage, or influential points
– this is addressed during each logistic regression for each of
the dependent variables.

These assumptions will provide information on the accu-
racy of predictions, test how well the regression model fits
the data, determine the variation in the dependent vari-
able explained by the independent variables and finally test
hypotheses.

A. PHISHING CAMPAIGN A - STEP 1 (EMAIL OPENED)
Binary logistic regression was performed to ascertain the
effects of age, gender, and personality traits on the likeli-
hood that users will open the phishing email. The linearity
of the continuous variables with respect to the logit of the
dependent variable (email opened) was assessed via the Box-
Tidwell [48] procedure. Bonferroni correction was applied
using all 14 terms in the model, resulting in statistical sig-
nificance being accepted when p <.003571 [49]. Based on
this assessment, all continuous independent variables were
linearly related to the logit of the dependent variable. There
was one standardized residual with a value of -2.544 standard
deviations, which was retained in the analysis. The logis-
tic regression model was statistically significant, χ2(7) =
30.742, p <.0005. The model explained 8.6% (Nagelkerke
R2) of the variance in the email-opening action and correctly
classified 64.5% of the cases. The sensitivity was 87%, speci-
ficity was 27.1%, positive predictive value was 66.4% and
negative predictive value was 55.8%. Of the seven predictor
variables, age and neuroticism were statistically significant
(Table 4 ). Increasing neuroticism was associated with an
increased likelihood of opening the phishing email, whereas
increasing age was associated with a decrease in the likeli-
hood of opening the email.

The area under the ROC curve (Fig. 3) was .651 (95%
CI,.601 to .701), which is considered a poor discrimination
according to [50].

B. PHISHING CAMPAIGN A - STEP 2 (LINK CLICKED)
Binary logistic regression was performed to ascertain the
effects of age, gender, and personality traits on the likeli-
hood that users will click on a malicious link. The linearity

TABLE 4. Logistic Regression Predicting Likelihood of Opening a
Spear-Phishing Email based on age, gender and personality traits.

FIGURE 3. ROC curve for predicting Open Email step.

of the continuous variables with respect to the logit of the
dependent variable (link clicked) was assessed using the Box-
Tidwell [48] procedure. Bonferroni correction was applied
using all 14 terms in the model resulting in statistical sig-
nificance being accepted when p <.003571 [49]. Based on
this assessment, all continuous independent variables were
linearly related to the logit of the dependent variable. Eight
standardized residuals were retained in the analysis.

The logistic regression model was statistically significant,
χ2(7) = 150.997, p < .0005. The model explained 39.3%
(Nagelkerke R2) of the variance in the link clicking action
and correctly classified 76.8% of the cases.

The sensitivity was 44.4%, specificity was 89.9%, positive
predictive value was 63.8% and negative predictive value was
80%.

All the personality traits were statistically significant
(Table 5). Increasing openness and conscientiousness was
associated with a decreased likelihood of clicking the mali-
cious link while increasing extraversion, agreeableness and
neuroticism were associated with an increased likelihood of
clicking the link.
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TABLE 5. Logistic Regression Predicting Likelihood of Clicking on a
malicious link based on age, gender and personality traits.

FIGURE 4. ROC curve for predicting the Link Clicking step.

The area under the ROC curve was .850 (Fig. 4) (95% CI,
.815 to .885), which is considered excellent discrimination
according to [50].

C. PHISHING CAMPAIGN A - STEP 3
(SUBMIT SENSITIVE DATA)
Binary logistic regression was performed to ascertain the
effects of age, gender, and personality traits on the likelihood
that users will submit sensitive data. The linearity of the
continuous variables with respect to the logit of the depen-
dent variable (data submitted) was assessed using the Box-
Tidwell [48] procedure. Bonferroni correction was applied
using all 14 terms in the model resulting in statistical signif-
icance being accepted when p <.003571 [49]. Based on this
assessment, all continuous independent variables were lin-
early related to the logit of the dependent variable. There were
12 standardized residuals which were kept in the analysis.

The logistic regression model was statistically significant,
χ2(7) = 121.213, p < .0005. The model explained 40.7%
(Nagelkerke R2) of the variance in the sensitive data submis-
sion and correctly classified 86.6% of the cases.

The sensitivity was 26.9%, specificity was 96.5%, positive
predictive value was 56.2% and negative predictive value was
88.8%.

All the personality traits were statistically significant
(Table 6). Increasing openness and conscientiousness was
associated with a decreased likelihood of sensitive data sub-
mission while increasing extraversion, agreeableness and
neuroticismwere associatedwith an increase in the likelihood
of submitting sensitive data.

TABLE 6. Logistic Regression Predicting Likelihood of Submitting
Sensitive Data Based on age, gender and personality traits.

The area under the ROC curve was .886 (Fig. 5) (95%
CI,.853 to .919), which is considered excellent discrimination
according to [50].

FIGURE 5. ROC curve for predicting the Data submission step.

D. PHISHING CAMPAIGN B - STEP 1 (EMAIL OPENED)
Binary logistic regression was performed to ascertain the
effects of age, gender, and personality traits on the likelihood
that users will open the phishing email. The linearity of the
continuous variables with respect to the logit of the dependent
variable (email opened) was assessed via the Box-Tidwell
[48] procedure. Bonferroni correction was applied using all
14 terms in the model, resulting in statistical significance
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being accepted when p <.003571 [49]. Based on this assess-
ment, all continuous independent variables were found to be
linearly related to the logit of the dependent variable. There
were five standardized residuals, which were kept in the anal-
ysis. The logistic regression model was statistically signifi-
cant, χ2(7)= 54.761, p< .0005. Themodel explained 15.2%
(Nagelkerke R2) of the variance in the email-opening action
and correctly classified 66.8% of the cases. The sensitivity
was 88.3%, specificity was 25.9%, positive predictive value
was 69.3% and negative predictive value was 53.8%. Increas-
ing agreeableness and neuroticism was associated with an
increased likelihood of opening the phishing email while an
increase in openness and conscientiousness was associated
with a decrease in opening the email (Table 7).

TABLE 7. Logistic Regression Predicting Likelihood of Opening the
Phishing Email Based on Age, Gender and Personality Traits.

FIGURE 6. ROC curve for predicting the Open Email step.

The area under the ROC curve was .707 (95% CI, .658
to .755), which is considered an acceptable discrimination
according to [50].

E. PHISHING CAMPAIGN B - STEP 2 (LINK CLICKED)
Binary logistic regression was performed to ascertain the
effects of age, gender, and personality traits on the likelihood

that users will click on a malicious link. The linearity of
the continuous variables with respect to the logit of the
dependent variable (link clicked) was assessed using the Box-
Tidwell [48] procedure. Bonferroni correction was applied
using all 14 terms in the model resulting in statistical sig-
nificance being accepted when p <.003571 [49]. Based on
this assessment, all continuous independent variables were
linearly related to the logit of the dependent variable. Ten
standardized residuals were retained in the analysis.

The logistic regression model was statistically significant,
χ2(7) = 101.256, p < .0005. The model explained 31.8%
(Nagelkerke R2) of the variance in the link clicking action
and correctly classified 82.1% of the cases.

The sensitivity was 23.8%, specificity was 94.8%, positive
predictive value was 50% and negative predictive value was
85.1%.

All the personality traits were statistically significant
(Table 8 ). Increasing openness and conscientiousness was
associated with a decreased likelihood of clicking the mali-
cious link while increasing extraversion, agreeableness and
neuroticism were associated with an increased likelihood of
clicking the link.

TABLE 8. Logistic Regression Predicting Likelihood of Link Clicking Based
on Age, Gender and Personality Traits.

The area under the ROC curve was .84 (Fig. 7)
(95% CI,.800 to .881), which is considered an excellent
discrimination according to [50].

F. PHISHING CAMPAIGN B - STEP 3
(SUBMIT SENSITIVE DATA)
Binary logistic regression was performed to ascertain the
effects of age, gender, and personality traits on the likelihood
that users will submit sensitive data. The linearity of the
continuous variables with respect to the logit of the depen-
dent variable (data submitted) was assessed using the Box-
Tidwell [48] procedure. Bonferroni correction was applied
using all 14 terms in the model resulting in statistical sig-
nificance being accepted when p <.003571 [49]. Based on
this assessment, all continuous independent variables were
linearly related to the logit of the dependent variable. Sixteen
standardized residuals were retained in the analysis.

The logistic regression model was statistically significant,
χ2(7) = 76.474, p < .0005. The model explained 34.9%
(Nagelkerke R2) of the variance in sensitive data submission
and correctly classified 91.9% of the cases.
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FIGURE 7. ROC curve for predicting the Link Clicking step.

The sensitivity was 18.4%, specificity was 98.4%, positive
predictive value was 50% and negative predictive value was
93.2%.

Age was found to be statistically significant. Increasing
age was associated with a decreased likelihood of sensitive
data submission. Increasing openness and conscientiousness
was associated with a decreased likelihood of sensitive data
submission, whereas increasing extraversion and neuroticism
was associated with an increase in the likelihood of submit-
ting sensitive data (Table 9 ).

TABLE 9. Logistic Regression Predicting Likelihood of Submitting
Sensitive Data Based on Age, Gender and Personality Traits.

The area under the ROC curve was .884 (Fig. 8) (95%
CI,.847 to .921), which is considered excellent discrimination
according to [50].

Additionally, we included the Submit Data step results
in Phishing Campaign A (as an independent variable) and
performed logistic regression again to investigate the recur-
ring behavior of submitting sensitive data despite attending a
cybersecurity course.

The linearity of the continuous variables with respect to
the logit of the dependent variable (link clicked) was assessed
using the Box-Tidwell [48] procedure. Bonferroni correction

FIGURE 8. ROC curve for predicting the sensitive data submission.

was applied using all 15 terms in the model, resulting in
statistical significance being accepted when p < .003333
[49]. Based on this assessment, all continuous independent
variables were found to be linearly related to the logit of
the dependent variable. Fifteen standardized residuals were
retained in the analysis.

The logistic regression model was statistically significant,
χ2(8) = 84.153, p < .0005. The model explained 38.1%
(Nagelkerke R2) of the variance in the data submission step
and correctly classified 93% of cases.

The sensitivity was 21.1%, specificity was 99.3%, positive
predictive value was 72.7% and negative predictive value was
93.4%.

People who submitted data before attending a cybersecu-
rity course were 3.4 times more likely to submit data after the
course.

Age was found to be statistically significant. Increasing
age is associated with a decreased likelihood of sensitive
data submission. Increasing openness and conscientiousness
was associated with a decreased likelihood of sensitive data
submission, whereas increasing extraversion and neuroticism
was associated with an increase in the likelihood of submit-
ting sensitive data (Table 10).

The area under the ROC curve was .893 (Fig. 9) (95%
CI,.855 to .931), which is considered excellent discrimination
according to [50].

The results showed that out of the five personality traits,
only neuroticism was statistically significant when consid-
ering the open email step (H1a). This suggests that anxiety
about negative consequences might play a role when the
email’s subject denotes importance since this is the only
content presented to the target at this stage.

The results support H1b and H1c, as extraversion, agree-
ableness, and neuroticism are statistically significant and
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TABLE 10. Logistic Regression Predicting Likelihood of Submitting
Sensitive Data Based on Age, Gender, Previous Sensitive Data Submission
and Personality Traits.

FIGURE 9. ROC curve for predicting the sensitive data submission.

positively correlated with link clicking and sensitive data sub-
mission. This suggests that specifically created email content
plays an important role in susceptibility to phishing. Further-
more, the remaining traits, openness and conscientiousness,
were negatively correlated with the two dangerous actions,
further supporting the idea that both traits are associated with
responsible behavior regarding security practices.

Although the cumulative success rate of the phishing cam-
paigns dropped after the cybersecurity course (Table 1),
all personality traits remained statistically significant at the
link-clicking action and sensitive data submission, except for
agreeableness, which was statistically insignificant at the sen-
sitive data submission. This suggests that the cybersecurity
course might affect the behaviors associated with agreeable-
ness. Non-responder personality traits (low openness, low
conscientiousness, and high neuroticism) were statistically
significant at the sensitive data submission step following the
cybersecurity course, supporting H2. However, extraversion
was also statistically significant, suggesting that it also played

a role in the non-responder profile. Employees who submitted
data before attending the cybersecurity course were three
times more likely to submit data after the course.

Increasing age was associated with a decrease in the likeli-
hood of opening the email (before attending the cybersecurity
course), which can be explained by the maturity principle that
states that people become more emotionally stable with age
[37]. Agewas also negatively correlated with data submission
(after the cybersecurity course). Consequently, H3 is not
supported because age appears to play a limited protective
role in phishing susceptibility.

Although previous studies have found that women,
on average, are more susceptible to phishing [51], [52] and
haveweaker security behavior intentions [53], gender was not
statistically significant in any of the logistic regressions per-
formed during the study. Consequently, we cannot conclude
a gender bias towards phishing susceptibility, so H4 is not
supported.

V. DISCUSSION
This study shows that when a phishing email is designed to
manipulate certain pronounced vulnerable personality traits,
statistically significant correlations exist between the pres-
ence of individual traits, link clicking and sensitive data
submission actions. We took a different approach than tra-
ditional phishing, where risk-taking [35] might play a more
significant role in phishing susceptibility. instead, we planned
and executed a spear-phishing attack with internal knowl-
edge about specific workflows inside the targeted company,
including the managerial hierarchy among the targets.

The findings suggest that cybersecurity training only
affected the behaviors associated with agreeableness (at the
data submission step). Non-responder traits remained statis-
tically significant after the cybersecurity training. Further-
more, the decline in the success rate of the attack following
the cybersecurity course suggests an overall organizational
awareness increase of phishing. Similar results have been
found in the literature [54].

However, our study had some limitations. Although we
conducted a phishing campaign as close to reality as pos-
sible, we disabled an enterprise-level policy on the images
displayed inside the email client to record the email’s opening
and whitelisted the domains from which the phishing emails
were sent. Consequently, the emails lookedmore legitimate to
the users, which is something different from the real setting,
where there is an extra step where users are asked if they
want to display the images. Another limitation is related to
the accuracy of the sensitive data submission. We did not
record or verify the credentials submitted; therefore, it may
be possible that some individuals submitted false data to test
the legitimacy of the cloned identity provider’s page. Another
limitation is regarding the employees’ schedule, and is possi-
ble that they did not open the phishing email because they had
a day off or vacation, which might have affected the results.
We were unaware of other external variables that could affect
the users, such as personal stress or technical tools, such
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as different plugins installed on the browser for phishing
detection. The duration of the study was limited, and we had
limited visibility or control over the user environments.

VI. CONCLUSION
Spear phishing is a sophisticated targeted attack in which
attackers use various sources of information in the attack
preparation phase to maximize the success of the attack. The
usual strategy employed in these attacks is to convince the
target of submitting sensitive data by presenting a convincing
page or submission form.

By understanding the reasons behind phishing suscepti-
bility, we can devise methods to protect individuals from
attacks. The personality profile of an individual represents
an essential instrument, especially in the context of cur-
rent advances in artificial intelligence-based personality pro-
filing [55]–[57], where an attacker can identify a target’s
personality traits by using publicly available social media
information. Consequently, there is a need to personalize the
next generation of phishing prevention solutions. This study
is part of a larger effort to create an automatic system that
would identify insider threats using these types of services to
analyze the employee population, identify vulnerable profiles
and further justify security measures.

We designed this study to investigate the impact of person-
ality traits on each phase of a phishing attack. The opening
of an email is generally considered safe. Clicking on a link
becomes dangerous because 0-day exploitsmay be used in the
attack. Because these attacks are expensive, only high-level
targets such as CEOs may represent targets. Submitting sen-
sitive data is the most dangerous phase, and has severe con-
sequences for the targeted company. Future studies could use
the same process to create emails to explore the relationships
between other vulnerable personality profiles and phishing
susceptibility. This can ultimately help to build a complete
framework to proactively prevent the success of phishing
attacks.

The findings of this study have implications for institu-
tional security management. Companies can address the risks
involved in sophisticated attacks by identifying vulnerable
personality profiles inside an organization, adapting and pro-
moting specific company policies designed to improve secu-
rity posture, and providing cybersecurity training regarding
phishing (especially for vulnerable users and highly vulnera-
ble employees).

APPENDIX
The phishing campaigns used four different email addresses
from temporarily acquired domains. There was close col-
laboration with the security officers from the target com-
pany, and the domains from which the emails were sent
were whitelisted. A policy flag was set up such that the
images were displayed as soon as the email was opened
without any other interaction. The emails were designed
to trigger or manipulate impulsivity or social interaction

(high extraversion), conformity (high agreeableness), and
anxiety regarding negative consequences (high neuroticism).

Phishing Email 1
Subject: Important!
Title: Assertiveness Training
Content: Congratulations!
You have been enrolled by your manager [manager] to

participate in our flagship assertiveness training session.
Please confirm your attendance here until the end of the

day.

Phishing Email 2
Subject: Important! Review the following documents
Title: Please review the following documents
Content: To ensure our operations’ safety and efficiency,

you are required to
review the following files: Access Procedure and General

Rules.
The files are available here.
Please review the documents and provide your signature

by EOD.
Failure to comply will escalate to [manager]
Regards,
Operations Team

Phishing Email 3
Subject: Team Building
Title: It’s time for Team Building!
Content: Choose the next team-building location!
You have been selected by [manager] to choose the location

of the next team building! Complete the following survey
here[link].

Choose wisely!
Cheers,
HR Team

Phishing Email 4
Subject: Approved Software: Response needed
Title: Approved Software: Response needed
Content: To provide better support and better management

of the versions and their updates, we have established a list
of operating systems and software applications that can run
on [company name] computers laptops, desktops, servers,
etc.). Any other version, apart from those defined, is strictly
forbidden. Please review this list[link] by EOD and confirm
that the computer runs only the approved software.

Failure to comply will escalate to [manager]
Regards,
Operations Team.
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