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ABSTRACT Recently, the concept of microgrids has emerged in the world due to the integration of
distributed energy resources (DERs) at the distribution end. The design of a reliable protection strategy
is one of the top-most challenges associated with microgrids. This is because of the transition of microgrids
between grid-tied and autonomous modes of operation. This paper presents a state-of-the-art microgrid
protection scheme based on the Kalman filter (KF). The proposed scheme uses the one-end current signal
of a distribution line for the detection and classification of faults. Firstly, the KF is applied to each phase of
a three-phase current signal individually to generate residuals and total harmonic distortion (THDs). Next,
the variations in the residuals and THDs of each phase are compared with pre-specified threshold values to
detect the faulty events in the microgrid. As each phase is processed through KF individually, therefore, the
proposed scheme is inherently phase segregated. Afterward, the KF is applied to extract the third harmonic
component from the three-phase current and voltage signals. Then, the KF-based reactive power (KFBRP)
is obtained from the extracted third harmonic components. Finally, the directional properties of the three-
phase KFBRP are used to locate the faulty section in the microgrids. Extensive simulations in MATLAB/
Simulink software are performed for the grid-tied as well as the autonomous modes of operation under radial
and meshed topologies. The results show that the proposed scheme is highly robust in all testing scenarios
without any false tripping and blinding issues.

INDEX TERMS Fault-detection, fault location, high-impedance fault, Kalman filter, microgrid protection
scheme, state estimation.

I. INTRODUCTION
Micro-grids are properly designed, controlled and pro-
tected systems, which consist of distributed energy resources
(DERs), storage devices, and electrical loads. Micro-grids
can operate in; (i) an autonomous mode with inverter
interfaced DER (IIDER); (ii) an autonomous mode with
synchronous-based DER (SDER); and (iii) grid-tied mode.
This multi-mode operation of a micro-grid is accompanied
by various protection and control challenges [1], [2].

The associate editor coordinating the review of this manuscript and

approving it for publication was Sarasij Das .

The protection of microgrids is challenging due to the
different fault current characteristics in different operat-
ing modes [3]. More precisely, the fault current in the
autonomous mode of operation is considerably low about 2 to
3 times the rated current of the system, whereas the fault cur-
rent in grid-tied mode is significantly high. Furthermore, the
bidirectional flows of power make the protection more chal-
lenging. Traditional overcurrent relays, which are based on
the assumption of single-mode operation and high fault cur-
rent, cannot protect the microgrids in all operating modes [4],
[5]. Therefore, there is a need for a microgrid protection
strategy that guarantees protection in both the grid-tied and
autonomous mode of operation [6].
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Several protection schemes for microgrids have been
proposed in the literature. The authors in [7], suggested an
adaptive protection strategy for microgrid, which used a digi-
tal relay and a central controller to upgrade the relay setting in
consequence to the microgrid operating mode. This strategy
was further improved in [8] by presenting an online method
for calculating the relay setting. In [9], Elbana et al. presented
a smart protection scheme that used a micro-phasors mea-
surement unit (PMUs) to measure the data at various loca-
tions of the microgrid. A microgrid central controller used
the measured data to perform various protection functions.
The authors in [10] suggested a dynamic adaptive protection
scheme by using adaptive overcurrent relaying. An adaptive
protection scheme has been suggested for the distribution
networkwith electronically linkedDERs in [11]. This scheme
monitored the system and upgraded the relay fault current
setting according to system variation during a fault condition.
Zarei et al.in [12], presented a voltage-restrained negative-
sequence resistance-based protection strategy for inverter-
based microgrids. The authors in [13], used a short-time
Fourier transform to obtain the voltage signal features. These
features were then provided to a decision tree (DT) to clas-
sify fault and no-fault conditions in the microgrid. In [14],
Manditereza and Bansal presented a voltage-based micro-
grid protection strategy by using a relay with a power and
sensitivity analysis algorithm. Reference [15] used voltage
sag, current magnitude, and active power flow to protect
the inverter-based microgrid. In [16], the authors proposed
a differential protection scheme by using the injection of
off-nominal frequencies through voltage-frequency control
of inverter-based microgrids.

In [17], an autocorrelation function-based microgrid pro-
tection scheme was presented. The scheme used low pass
filtering and squaring law approach to detect and classify
the faults in microgrids. In [18], the authors presented a
protection scheme that used time-time (TT) transform to
detect, locate and classify the faults. It also required a
large communication infrastructure. In [19], a Teager-Kaiser
energy operator for analyzing the current signal from one
end of the considered line is presented to detect and clas-
sify the faults in microgrids. The authors in [20] used
Hilbert-transform-based superimposed components and reac-
tive energy to protect the microgrids. In [21], wavelet trans-
form was utilized to detect locate and classify the faults
in a looped microgrid. In [22] and [23], the authors pre-
sented microgrid protection schemes based on positive-
sequence components by using PMUs and central processing
units (CPU).

Recently, some intelligent methods have also been used to
protect the microgrid against different kinds of faults. In [24],
an interval type-2 fuzzy logic method was used to detect,
locate, and classify the microgrids’ faults. A TT-transform
and a deep belief network were used for the protection of
microgrids [25]. The authors proposed a data mining-based
differential microgrid protection scheme [26]. The authors
in [27] suggested a combined wavelet and data mining-based

approach for microgrid protection. In [28], the support vector
machine (SVM) classifier detected the existence of a fault
in the microgrid. The strategies presented in [29] and [30]
used a convolutional neural network to protect themicrogrids.
KF was used for microgrids protection in [31] for islanding
detection based on the harmonic signature. KF was also
used for incipient fault detection in underground cables [32].
In addition, KF was also used for state estimation and micro-
grid control in [33]. A novel events detection and classifi-
cation strategy was proposed in [34], using KF algorithm.
Although the above-mentioned strategies tried to solve the
microgrid protection problem in various aspects, they have
some limitations. The majority of these schemes depend on
network architecture and are designed for the radial topolo-
gies and not intended for looped or meshed topologies.
Moreover, only a few of the schemes have considered high
impedance faults (HIF).

In this study, a KF-based microgrid protection scheme is
proposed. First, the three-phase current signal is measured
at the terminal of each distribution line in the microgrid.
Next, the KF is employed on each phase of the three-phase
current signal separately to obtain the residuals and THDs.
Then, the variation in the residuals and THDs are compared
with pre-specified threshold values to detect and classify the
fault events in a microgrid. Afterward, the third harmonic
components of voltage and current signals are extracted by
using KF, which are then used to obtain the KF-based reactive
power. Finally, the faulty section in the microgrid is identified
by using the directional characteristics of the three-phase
reactive power. Several simulations have been performed in
the MATLAB/Simulink software package to test the validity
of the proposed protection scheme. The results show that the
presented scheme can detect, classify and locate faults in a
microgrid efficiently and quickly. The contributions of the
proposed scheme are as follows;

1. First-time utilization of KF in both frequency/time
domains for fault detection, classification, and local-
ization in AC microgrids.

2. A reliable criterion for fault-detection and classifica-
tion is developed, which is independent of fault type
and is valid for all types of faults including HIF and
low impedance faults.

3. The proposed scheme is valid for both grid-tied and
autonomous modes in radial and meshed topologies of
microgrids.

4. The scheme can protect microgrids against solid as well
as high impedance faults (HIF).

5. The proposed scheme can also protect the microgrids
under noisy measurement conditions.

The structure of the remaining paper is as follows:
Section II describes the basic mathematical modeling of
the proposed protection scheme. The proposed scheme is
explained in Section III. Section IV illustrates the standard
International Electro-Technical Commission (IEC) Micro-
grid test model. Simulation results are presented in Section V.
Finally, section VII concludes the paper.
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II. MATHEMATICAL MODELLING
A. LINEARIZED DYNAMIC SYSTEM MODEL
In the proposed scheme, a real-time KF-based strategy is used
for microgrid protection. The proposed scheme uses only the
current signal to detect and classify the faults. Furthermore,
both current and voltage signals are used for fault location.
The microgrid is a non-linear dynamic balanced three-phase
system with non-sinusoidal and noisy current and voltage
signals during the fault. The single-phase representation of
the current and voltage signals in a microgrid is as follows.

In = Mn cos (ω0n+ φ) (1)

Vn = Mn cos (ω0n+ φ) (2)

where, In and Vn represent the current and voltage signals of
phase A at the nth sample, respectively. The remaining two
phases (b and c) will be simply ±120 degrees apart from
phase A. Mn and φ denote the amplitude of the measured
signal and noise, respectively. The angular frequency ω◦ can
be calculated using ω◦ = 2π

(
f◦
/
fs
)
.

Where; f◦ is the fundamental frequency of the power sys-
tem. A similar model is adopted for the current and voltage
signals, so, only the modeling of current is discussed here.
The trigonometric derivative of eq (1) results in an iterative
equation, which is given as follows.

In+1 + In−1 = 2Mn cos (ω0) In + wn (3)

where wn represents an expected zero mean arbitrary error.
A single-phase current signal, in terms of the measurement
noise and other arbitrary noises, is denoted by zero means
(un), which is given as follows;

in = In + un (4)

A state-space representation of the above non-linear
dynamic system as a linearized noisy current signal is as
follows;

X̂n+1 = Axn + bwn (5)

in = Hxn + un (6)

where;
xn System states; X̂n =

[
In In−1

]−1
; b =

[
1 0

]T ;
H =

[
1 0

]T
; A =

[
2 cosω◦ −1

1 0

]
In the presence of faults, eq’s (5), and (6) will have some

measurement noise. By using the above two equations and
iterative equations of KF inAPPENDIX, the fundamental and
non-fundamental components of current can be estimated.
The fundamental current components of each phase are
used to calculate the residuals, whereas the non-fundamental
components of current are used to calculate THD. The
non-fundamental components are estimated by replacing the
term ω◦ with hω◦ in Matrix A. Where h ε N represents
the order of harmonics in the system (N= 2,3,5,7. . . ). The
dynamic system does not depend on the term ω◦ and, hω◦,
and convergence of KF is not influenced by these terms
ω◦ and hω◦.

B. KALMAN FILTER
The Kalman Filter is an important tool for analyzing a wide
range of estimation problems. Optimal state estimation of
electrical magnitudes can be done from a set of their noisy
linearized sampled values in a very short interval and by
considering only a few samples. KF has a very small compu-
tational burden as compared to other estimation techniques.
It is an efficient iterative process with three main steps: (i) the
calculation of Kalman gain KG; (ii) the calculation of the
current estimate; and (iii) the calculation of new error in
the estimate. The operation of the KF propagates through
the calculation of mean and covariance over time. The iter-
ative process of KF stops when the updated or new estimate
becomes close to the real value or in other words, a new error
in the estimate becomes close to zero [31].

C. RESIDUAL’S AND THD’S CALCULATION
The intermittent nature of DERs introduces uncertainty in
fault current levels. Moreover, the fault current magnitude
is different in each operating scenario due to the limited
current carrying capability of power electronics devices. As a
result, fault detection is challenging inmicrogrids. As a result,
fault detection is challenging in microgrids. In this paper,
KF-based dual criteria have been developed to detect and
classify the fault. The criteria are based on the residuals and
THDs of each phase of the current signal. The proposed
fault-detection criteria can successfully detect and classify the
solid and HIF faults in all operating modes of a microgrid.

The residual of the nth sample can be calculated by taking
the difference between the estimated output current signal to
the predicted output current signal.

Rkf (n) = in(p)− in(e) (7)

where;
Rkf (n): Residual of nth sample.
in(e): nth sample of the estimated output current signal
in(p) : nth sample of the predicted output current signal.
The estimated non-fundamental components of current are

used for the calculation of THD. The THD can be expressed
as follows;

THD =
ih
if

(8)

where;
ih= Total signal harmonics =

√
i22 + i

2
3 + . . .+i

2
n

in = RMS value of harmonics
if =RMS value of fundamental current.

D. KFBRP CHARACTERISTICS DURING FAULT
To design an appropriate and generalized protection scheme,
each distribution line (DL) within a microgrid is separately
protected. The proposed scheme uses the directional proper-
ties of the KFBRP for the location of faults in the microgrid.
The KFBRP can be calculated as follows:

QF = 3VF ∗ IF sin (8F ) (9)
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where, Qn represents the instantaneous three-phase KFBRP
at the nth sample, where the 8F represents the angle differ-
ence between post-fault voltage and current at the nth sample.

8F = 6 VF − 6 IF (10)

FIGURE 1, elaborates the first simulated three-bus test
system for the conceptualization of the directional properties
of KFBRP during forward fault (F-1), and Reverse fault
’ (F-2). Whereas, the operating direction of the Reference
relay (RR) is assumed from B-1 to B-3.

1) KFBRP DURING F-1
The direction of power flow during forward faults F-1 is the
same in direction as the RR, as shown in FIGURE 1 (a).
However, the main assumptions [34];{

v 6 0; for the main grid (MG)
v 6 δ; for distributed generation

}
(11)

Therefore, the estimated pre-fault voltage signals at nth sam-
ple of bus-2 were given as follows;

VF1 = VM sin (ω0t +8F1) (12)

whereas, after the occurrence of F-1 the superimposed volt-
age and current are calculated as follows;

(L12 + L2F1)
∂i2F1 (t)
∂i2F1 (t)

= −1V 2F1 = VM sin (ω0t +8F1)

(13)

Meanwhile, the L12, and L2F upstream equivalent induc-
tances of line 1 to 2, and line 2 to F1 [20].

I2F1(t) =
VM

L12 + L2F1
(cos (8F1)− cos (ω0t +8F1)) (14)

V2F1 (t) = − (L12)
∂i2F (t)
∂i2F (t)

= −
L12

L12 + L2F1
VM sin (ω0t +8F1) (15)

Therefore, the post-fault voltage is reversed, and the three-
phase KFBRP estimated by KF during F-1 is computed as;

ˆQF1 = −3V2F1 ∗ I2F1sin(8F1) (16)

Hence, the vector multiplication of the negative angle of
post-fault voltage and positive angle of the estimated third
harmonics of current signals at the nth sample results in the
negative 3-phase KFBRP as depicted in FIGURE 1(c).

2) KFBRP DURING F-2
However, during the Reverse faults F-2, the post-fault current
phase angle is the same, as shown in FIGURE 1 (b). Con-
versely, the post-fault assumptions;{

v6 δ; for the main grid(MG)
v6 0; for distributed generation

}
(17)

As during reverse fault the post-fault superimposed volt-
age [20], [35]; and current are calculated as follows;

(L2F2 + L23 + L3)
∂i2F2 (t)
∂i2F2 (t)

= 1V 2F2

= −VM sin (ω0t +8F2) (18)

However, L2F2,L23, and L3 upstream equivalent induc-
tances of line 2 to 3, and line 2 to F-2.

So,

I2F2(t) =
VM

L2F2 + L23 + L3
(cos (ω0t +8F2)− cos (8F2))

(19)

V2F2 (t) = −
L23 + L3

L2F2 + L23 + L3
VM sin (ω0t +8F1) (20)

Therefore, the three-phase KFBRP during F-2 is computed as
follows;

ˆQF2 = 3V2F2 ∗ I2F2sin(8F2) (21)

Hence, [20] the vector multiplication of the positive angle
of post-fault current and positive angle of the post-fault volt-
age signals at the nth sample results in the positive 3-phase
KFBRP as depicted in FIGURE 1 (d). In summary, it is
concluded from eqs (16), and (21), that the value of the
KFBRP will be negative for forward faults, whereas the value
of KFBRP will be positive for reverse faults.

E. THRESHOLD SETTING
An accurate threshold value is necessary to avoid protection
blinding and false tripping problems. The proposed approach
uses the residuals and THDs of each phase to detect and
classify the faults in the microgrid. For a healthy system,
the residuals and the THDs for all phases should be zero.
However, in practical, due to noisy data, the presence of
harmonics, and continuous load change, the residual and the
THD have a small non-zero value. To calculate the threshold
values for the residual and the THD, extensive simulations
have been performed under healthy but worst conditions. As a
result, a value of 0.3 for both the residuals and the THDs
is obtained. Therefore, if the values of either the residuals
or the THDs of any phase become higher than this value,
then the system was regarded as in the fault condition. All
types of faults are precisely and timely detected and classified
in grid-tied and autonomous modes under radial or meshed
scenarios by using these threshold values.

III. PROPOSED PROTECTION SCHEME
The schematic diagram of the proposed scheme is shown in
FIGURE 2. The proposed scheme consists of five modules:
data acquisition, state estimation, fault detection and classi-
fication, fault location, and isolation modules. The working
of each of the modules has been presented in the following
subsections.
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FIGURE 1. First simulated 3- Bus test system, (a) Forward fault case, (b) Reverse fault case, (c) F-1 case Equivalent circuit, (d) F-2 case Equivalent
circuit (e) KFBRP during F-1, (f) KFBRP during F-2.

A. DATA ACQUISITION MODULE
This module retrieves and preprocesses the three-phase volt-
age and current signals at both terminals of a line to be
protected. An analog-to-digital converter (ADC) of 12 bits
with a 3.6 kHz sampling frequency is used to transform the
measured analog signal into the digital signal. A second-order
low pass Bessel filter with a cut-off frequency of 1600 Hz is
used as an antialiasing filter. The antialiasing filter is used to
remove higher frequency components from the input signal to
avoid the aliasing effect. The obtained discrete signal is then
used as input to the KF for feature extraction.

B. STATE ESTIMATION MODULE
In this module, the KF is applied to each phase individually
to extract features from the current and voltage signal in
different operating scenarios. The estimated/predicted fun-
damental component and non-fundamental components of
current signals are extracted by separately applying KF to
each phase. The extracted components are then used as an
input to the fault-detection/classification module at the next
stage. The third harmonic components are extracted from
the three-phase voltage signals, which are used in the fault-
location module to locate the faults in microgrids.

C. FAULT-DETECTION/CLASSIFICATION MODULE
The fault-detection/classification (FDC) module is the main
unit in the proposed protection scheme. The FDC module
performs its operation in two stages.

In the first stage, the residuals and the THDs from the
extracted fundamental and non-fundamental current compo-
nents are calculated. The residuals are obtained by taking the
difference of the fundamental components of estimated and
predicted currents by using the eq (7). The THD is calculated
by using eq (8).

In the second stage, the obtained residuals and the THDs of
each phase are compared with a pre-defined threshold value
to check the occurrence of faults. If the values of residuals
or the THDs of any phase are more than the pre-defined
threshold values, the system is considered to have a fault. The
proposed microgrid protection scheme is inherently phase
segregated; therefore, an additional fault classification mod-
ule is not required.

D. COMMUNICATION-ASSISTED FAULT-LOCATION
MODULE
To accelerate the system restoration and to scale down
the outage time, an exact fault location is necessary. The
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FIGURE 2. Schematic diagram of the proposed protection scheme.

communication-assisted fault-location module is employed
to locate the faulty section of the microgrid in the proposed
protection scheme. This module includes a direction identi-
fication unit, primary-protection unit, and backup-protection
unit.

1) KFBRP DIRECTION IDENTIFICATION UNIT
The KFBRF direction identification unit employs the direc-
tional characteristics of KF-based reactive power to deter-
mine the fault direction. The third harmonic component of the
three-phase voltage and current signals is utilized to compute
the KF-based reactive power in any section. The three-phase
KFBRP will be less than zero in case of forward faults, and
greater than zero for the reverse faults.

2) PRIMARY AND BACKUP-PROTECTION UNITS
Several relays may see a fault in a particular zone as a
forward/reverse fault. Therefore, the three adjacent relays
communicate among themselves to identify the exact faulty
distribution line. The use of the communication link among
relays improves selectivity and avoids false tripping.

Each relay in the proposed scheme is equipped with a
primary-protection unit and a backup-protection unit. The
primary-protection unit operates immediately if a fault hits
the primary-protection zone of the relay. However, when a
fault occurs in the backup-protection zone of the relay, the
backup-protection unit of a relay operates after a pre-defined
time delay (TDBackup). This time delay is introduced to permit
the primary-protection units of the relays associated with the
zone to operate first. Moreover, the sum of operating times
of the primary-protection relay, and its corresponding circuit
breaker must be less than chosen TDBackup.

The fault-location logic of the proposed scheme has been
shown in FIGURE 3. Relay R-1 is used to explain the fault-
location procedure of the proposed scheme. The relay R-1
sends the fault-detection (fD) and fault-direction (fDir ) signals
to two adjacent relays R-2 and R-4. At the same time, R-1 also
gets both signals from the two adjacent relays. If R-1 detects
a fault as a forward fault, then it checks the status of the fault
by using the signals of the R-2. If the status of the fault at R-2
is forward, then the primary-protection zone is deemed to be
faulty and a trip signal Qpz is issued to the relevant circuit
breakers. However, if the relay R-2 detects the fault as reverse
then the relay R-2 looks at the status of fault at R-4. If the fault
is identified as a forward fault by R-4, then the fault location is
identified in the backup-protection zone and a tripping signal
Qbz is generated after a time delay TDBackup. The primary-
protection unit depends on the time delay TDBackup to ensure
that the relevant relays operate first. Finally, both the Qpz and
Qbz are combined to generate a forward fault tripping signal
fFF . The trip signal fFF is used in the fault isolation unit to
isolate the faulty portion of the microgrid.

E. FAULT ISOLATION MODULE
After detecting, locating, and classifying the fault by the
respective modules, the fault isolationmodule generates a trip
signal based on the information received. The tripping signal
will be transmitted to the subsequent circuit breaker of the
faulty section to clear the fault.

IV. MICROGRID TEST MODEL
An IEC Microgrid test model (MTM) has been simulated
in MATLAB/Simulink software to test the effectiveness of
the proposed scheme. The single line diagram of the MTM
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FIGURE 3. Fault zone identification logic diagram of proposed scheme R-1 under consideration.

FIGURE 4. Standard International electro-technical commission IEC microgrid test model MTM.

is shown in FIGURE 4. The MTM consists of six buses,
five distribution lines, three IIDERs, and one SDER. Each
DER is connected to the microgrid test model by using step-
up transformers. The main CB is worked to transform the
operating mode of the MTM from grid-tied or autonomous
mode and vice versa. The remaining two circuit breakers,
loop-1 CB and loop-2 CB are used to operate the MTM in
radial, and looped topological structures. The network and
load parameters of the MTM are acquired from [36].

V. SIMULATION RESULTS
To verify the usefulness of the proposed protection scheme,
a detailed fault analysis was performed on the MTM. In the
fault analysis, all ten types of short circuit faults, which

include three-phase faults, line-to-line, double line to ground
faults (DLG) faults, and single-line-to-ground (SLG) faults
were considered in both grid-tied and autonomous modes of
operation. To validate the efficiency of the proposed scheme
against HIFs, the HIFs were also simulated for all ten types
of faults.

A. AUTONOMOUS MODE OF OPERATION
To validate the efficacy of the proposed scheme for solid
faults in the autonomousmode of operation, a solid ACG fault
has been simulated at DL-5 of the MTM at 50% of total line
length with loop-1 CB open and loop-2 CB closed. The three-
phase current, residuals, THDs, and KFBRP at the R-9 in the
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FIGURE 5. A DLG fault occur at DL-5 of MTM in autonomous mode with a
resistance of 0.01 ohms.

MTM are shown in FIGURE 5. FIGURE 5 indicates that the
THD of phases A and C are higher than the threshold value
of 0.3, whereas the THD of phase B is significantly smaller
than the threshold value. However, although the residuals
exceed the threshold, it happens so late that they do not serve
as an adequate criterion in this case. Nevertheless, since the
fault-detection decision is also based on THD, the scheme
successfully detects this fault, even though the current is low
due to autonomous mode. This demonstrates the key role of
dual criterion for detection as well as classification of faults in
the autonomous mode. Furthermore, at relay-9, the negative
value of reactive power in each phase confirms the presence
of a forward fault in section DL-5.

FIGURE 6. A TPG fault occurs at DL-4 of MTM in autonomous mode with
a resistance of 75 ohms.

A high impedance ABCG fault, with a resistance of
75 ohms, is considered at DL-4 of MTM at 20% of total
line length to verify the effectiveness of the scheme against
HIFs in autonomous mode. For this case, loop-1 CB and
loop-2 CB were closed. The three-phase current, residu-
als, THDs, and KFBRP at R-7 in the MTM are shown in
FIGURE 6. Although the residuals are not able to detect this
HIF fault in autonomous mode, however, the THD can detect
it. Note that HIF in autonomous mode leads to very low
fault currents, consequently, the residuals cannot sense the
fault. Nevertheless, the THD successfully detects this fault
under challenging conditions. This verifies the effectiveness
of the proposed dual criteria for fault detection. Moreover, the
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FIGURE 7. A TP fault occurs at DL-2 of MTM in grid-tied mode with a
resistance of 0.01 ohms.

negative value of three-phase KFBRP at relay R-7 indicates
the presence of a forward fault in section DL-4.

B. GRID-TIED MODE OF OPERATION
This case is intended to validate the proposed protection
scheme for grid-tied operation. To validate the effectiveness
in grid-tied mode, a solid three-phase fault at DL-2 of MTM
at 10% of total line length in the grid-tied mode of operation
is simulated. The three-phase currents, the residuals, THDs,
and the KFBRP for the fault are illustrated in FIGURE 7. It is
clear from FIGURE 7 that both the residual and THD of all

FIGURE 8. A BCG fault occurs at DL-1 of MTM in grid-tied mode with a
resistance of 45 ohms.

three phases are higher as compared to the threshold value.
Therefore, the effectiveness of the proposed fault-detection
criteria in the grid-tied case is verified. The negative value
of KFBRP at R-3 in the MTM indicates the presence of the
forward fault in section DL-2.

To verify the proposed scheme against HIF in grid-tied
mode, let us assume a high impedance BCG fault hits the
DL-1 of the MTM at 80% of total line length in grid-tide
mode with a resistance of 45 ohms. The three-phase currents,
the residuals, the THDs, and the KFBRP for this case study
are shown in FIGURE 8. FIGURE 8 clearly illustrates that
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FIGURE 9. An AG fault with a resistance of 0.01 ohms occurs at DL-3 of
MTM in grid-tied mode.

the THD is useful for the HIF fault-detection in this case
also. Hence, the KFBRP for this case is less than zero, which
indicates the presence of a forward fault at DL-1.

C. SINGLE-PHASE FAULTS
Themost common faults in the power system are single-phase
by nature. Therefore, the proposed protection scheme is also
tested against SLG faults in autonomous as well as grid-tied
modes. For this, an AG fault was simulated at DL-3 of the
MTM at 30% of the total line length in the grid-tied opera-
tional mode. The currents, residuals, THDs, and KFBRP at
R-5 in MTM are shown in FIGURE 9 which indicates that

FIGURE 10. A CG fault simulated at DL-5 of MTM in autonomous mode
with a resistance of 20 ohms.

the single-phase fault is successfully detected and located by
the proposed scheme.

To test the proposed scheme against single-phase HIF,
a high impedance CG fault at DL-5 of the MTM at 60% of
total line length in autonomous mode was simulated. The cur-
rents, residuals, THDs, and KFBRP at the R-9 are shown in
FIGURE 10. FIGURE 10 indicates the successful operation
of the proposed scheme. The proposed protection scheme can
protect single-phase solid as well as the HIF faults.

D. OPERATION TIMES OF PROPOSED KF-BASED SCHEME
Conclusively, from the results of all case studies of the pro-
posed scheme, it has been observed that all faults are detected
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TABLE 1. The internal operation time-period (TPop(ms)) for the proposed method under different scenarios.

TABLE 2. Comparison with other similar existing schemes.

by the primary-protection unit, within half a cycle (<15 ms).
The internal operation times for representative cases of the
KF-based proposed scheme are presented in Table 1. Note
that the corresponding CB needs 2.5 additional cycles to
separate the faulty portion from the healthy microgrid.

VI. COMPARISON WITH OTHER SCHEMES
Some other similar existing microgrid protection schemes,
listed in Table 2, are compared to a large extent with the
proposed KF-based scheme for a fair judgment. Firstly, all
the other existing schemes are described briefly;

A. ENSEMBLE EMPIRICAL MODE
DECOMPOSITION (EEMD) BASED SCHEME
The first scheme utilized EEMD on the current signal of the
considered bus to compute spectral differential energy (SDE)
for effective fault detection in AC microgrids [37]. The SDE
is compared with the relay threshold setting for a decision on
fault detection. In addition, this proposed scheme covers both
grid-tied and, islanded modes.

B. MATHEMATICAL MORPHOLOGY (MM) BASED SCHEME
This scheme used mathematical morphology (MM) for
microgrid protection [38]. Initially, the scheme implements
a dilation and erosion median filter on the current signal for
the detection as well as classification of faults. At last, the
recursive least square (LS) method was used for the section
identification in microgrids.

C. FUZZY LOGIC (FL) BASED SCHEME
This scheme was based on interval-type two (IT-2) fuzzy
logic systems for reliable protection of microgrid. However,

two different fuzzy systems are deployed for the detection,
classification, and locating of faults in microgrids [24].

D. HILBERT-TRANSFORM (HT) BASED SCHEME
Furthermore, this scheme in [20], used Hilbert-transform to
compute the superimposed component. The sequence compo-
nents of superimposed currents are utilized for fault detection.
However, the directional properties of superimposed reactive
energy components are utilized for fault classification and
location in microgrids with certain threshold settings.

E. TEAGER-KAISER ENERGY OPERATOR (TKEO) BASED
SCHEME
TKEO was implemented in [19] on the measured current
signature for reliable protection of microgrid. However, the
squared sum of three-phase currents (SSC) was used for the
detection of fault in this scheme, while SCa, SCb, SCc of
individual phases were used for the fault classification.

F. S-TRANSFORM (ST) BASED SCHEME
In [39] S-transform was used on the current signal at both
ends to calculate differential energy for the detection of faults
in microgrids. In addition, maximum amplitude curve was
used to classify the faulty events.

In summary, the comparison of all the above schemes
was carried out for critical parameters including: (i) internal
operating time; (ii) robustness during different modes,
(iii) threshold adjustment requirement, (iv) computation
burden, (v) cost of implementation, (vi) fault detection accu-
racy; and (vii) noise consideration. The comparative analy-
sis in Table 2 demonstrates that, in terms of both accuracy
and internal operation time, only the TKEO-based scheme
is marginally superior compared to the proposed KF-based
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scheme. Nevertheless, the proposed KF-based scheme offers
additional advantages of noise consideration and a very
low implementation cost as compared to the TKEO-based
scheme.

VII. CONCLUSION
Microgrids are small distribution networks that can be oper-
ated in grid-tied and autonomous modes to resolve power
quality and reliability issues. However, microgrid operation
is associated with protection and control challenges. This
paper proposed a new protection scheme forMicrogrids using
KF. KF-based dual criteria were developed for fault detection
and classification.Moreover, the directional characteristics of
KF-based reactive power were obtained from third harmonic
components of three-phase voltage and currents to locate the
faulty part in the microgrids. Extensive simulations using a
Simulink model of the proposed strategy proved its effective-
ness. The proposed strategy is fast, simple, cost-effective, and
has a low computational burden. Further studies for unbal-
anced microgrid conditions were to be under consideration
for future work, and also the communication less Kalman
Filter-Basedmicrogrid protection scheme is also left as future
work.

APPENDIX
KF approach

1. Put primary estimates for the state vector and its matrix
of covariance (X̂

−

n andP̂
−
n )

2. Determine the Kalman gain at instant n by KGn =
( P−n H
HTP−n H

+ rn)
3. m At nth instant, the estimation is updated through the

measurements
4. X̂+n =̇X

−
n + KGn(yn − H

TX−n )
where;

qn=̇E
{
w2
n

}
, rn=̇E

{
u2n
}

From observation y1 to yn−1 prior estimates of a state
vector Xn in nth instant is

X̂−n = Ê {Xn | yn−1, . . . ..yn}

And after using nth observation posterior estimates of
a state vector Xn is

X̂+n = Ê {Xn | yn, . . . ..y1}

5. Determine error of covariance for improved estimated
with

P+n = P−n KGnH
TP−n

6. Then Kalman filter block accurately calculates

P+n = P−n KGnH
TP−n X̂n+1 = AnX̂n

P̂n+1 = AnP+n A
T
n + qnbb

T

7. Then start from step 2
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