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ABSTRACT Due to the large variety of Internet of Things (IoT) platforms, selecting the right one to
implement an IoT solution is a tough task. To mitigate right selection by the developer, this paper presents
a Systematic Multivocal Mapping Study on IoT platforms and its main software elements, to define their
anatomy considering how they were studied by the market analysts and academia. By using a precise protocol
defined on this work, it was possible to select 50 academic articles and industry reports that perform IoT
platform descriptions, evaluations and comparisons. As results, this paper identified the most important IoT
platforms are AWS IoT, Azure IoT, Watson IoT, PTC ThingWorx and Google IoT. Its main capabilities
are Interoperability, Security & Privacy, Developer Support, Data Management, Device Management and
Services Management. It was also defined an architectural model with the main platform components
highlighted according to their relevance, the main communication models (Publish/Subscribe and REST
APIs) and the common API that should be implemented by the IoT platforms.

INDEX TERMS Internet of Things, IoT middleware, IoT platform, multivocal literature review, software

architecture, systematic mapping study.

I. INTRODUCTION

The progress of communication technologies and the mass
production of cell phones, with their sensors and actuators
becoming cheaper, made it possible to embed connectivity,
sensors and actuators in everyday things, so that they share
data and generate more value for the users [1]. This landscape,
called the Internet of Things (IoT), has been extensively
studied due to the various challenges it presents. Developing
an IoT solution is a complex task because it involves several
areas of computer science such as: embedded systems devel-
opment (hardware and firmware), communication protocols,
databases, development of web and mobile applications, data
visualization, artificial intelligence and data analytic.

To mitigate this complexity, the research groups in the
academy, as well as the ones in the industry, started to build
IoT platforms [2]. A recent research listed more than 600 IoT
platforms in the market [3], bringing a tough task to
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developers: Which platform to choose for developing my IoT
solution?

To answer this question, several aspects of software devel-
opment must be taken into account. It is a difficult question to
answer because it depends not only on the software elements
of the various IoT platforms, but also on the functional, non-
functional and architectural requirements of the solution to be
developed. Considering that the requirements of an IoT solu-
tion are specific, this question should be replaced by another,
focusing on answer about the IoT platforms themselves.

Therefore, the objective of this work is to identify which
are the most relevant IoT platforms nowadays, as well as their
main requirements (capabilities), architectural components
and operations (APIs - Application Programming Interfaces),
the main elements of a software development. Thus, it was
defined the main research question:

What is the anatomy of IoT Platforms?

Answering this question will help IoT solution developers
as well as IoT platform researchers to understand in depth the
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main software characteristics of IoT platforms, a high valu-
able information for their works. This article is not intended to
be a comprehensive review of developments in [oT platforms,
it follows a precise and well-defined methodology to answer
the main research question, bringing in-depth information
about the structural organization of IoT platforms.

As result of this work, it was possible to observe that a
wide variety of platforms are presented in the literature, with
several of them appearing in just one study. However, there is
a set of platforms that appears very frequently and that made
it possible to define a set of most important IoT platforms,
together with their main software elements, both from the
perspective of academic researchers and industry analysts.

The reminder of this paper is organized as follows.
Section II presents the background concerning IoT and its
platforms, as well as the works related to this one. Section III
describes the approach for conducting an evidence based
research in this study and Section IV describes the protocol
for that, and how it was conducted. Section V presents the
results and Section VI concludes the paper.

Il. BACKGROUND

A. INTERNET OF THINGS

The Internet of Things is a term coined by Kevin Ashton,
in 1999, to designate an information network that allows
data to be collected automatically from physical objects,
through a unique identifier and radio frequency transmission
(RFID) [4]. Currently, the term introduces the concept of
an environment surrounded by connected things - collecting
data through sensors and acting on the environment through
actuators - sharing information to improve the way we live
and interact with our everyday things [5], [6].

The Internet of Things is a hot research area primarily for
two reasons: fist, recent studies [7] points that trillions of
dollars will be in the IoT market in the next years; and second
because it presents big challenges, such as interoperability,
complexity and security [8].

B. IoT PLATFORMS

An IoT platform, in this context, represents a hardware and
software infrastructure that implements the generic and com-
mon operations of the various IoT solutions [9]. However,
unlike the WWW, in which we have a stack of standard
protocols and a well-defined client-server architecture, the
Internet of Things presents a fragmentation of protocols,
motivated by the various connectivity requirements of the
things, which are very diverse according to their different
use cases. So, this fragmentation of protocols, together with a
variety of application areas and software companies that are
investing part of their efforts in 10T, also implies in a variety
of IoT platforms available on the market [1]. Thus, IoT
platforms today are very heterogeneous, with a wide range
of functionalities, architectures and integrations with other
software components, which makes a deep understanding of
this landscape quite difficult.
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C. RELATED WORKS

There are already several reviews, evaluations and compar-
isons for IoT platforms [10]-[14]. The work in [12] com-
pare the most important cloud platforms related to IoT,
according to some requirements and performance tests. How-
ever, the range of possible platforms is limited to three
cloud-based IoT platforms. The study performed in [10]
present an overview for architectures, communication tech-
nologies, protocols and use cases for IoT. It differs from
this work because do not perform a Systematic Literature
Review (SLR) for defining these concepts.

The work in [14] combine a set of non-functional and
functional requirements together with a set of methods and
statistical tests to propose a framework for comparing IoT
platforms. Different from this study, the selection process
uses K-means to cluster functional requirements and con-
sequently, the platform, but not present the main software
elements of the platforms. The paper from [11] presents an
overview of worldwide IoT implementation, passing through
enabling technologies, protocols, middlewares and use cases.
The work also presents a taxonomy for [oT architecture, some
simulation tools and the security challenges, however it does
not perform an SLR.

The SLR proposed by [13] presents a detailed analysis of
63 different IoT platforms, providing insights of the develop-
ment process life cycle, the targeted use cases, roles involved
in development and modelling activities and modelling lan-
guages used. It differs from this study by not presenting the
main software elements for IoT platforms. Despite most of
the studies in the literature have shown the main features,
comparison, and how to choose or develop an IoT platform,
there were not found studies that perform a systematic review,
taking into account the architectures, communication models
and APIs all together.

Ill. SYSTEMATIC MULTIVOCAL MAPPING STUDY

A Systematic Literature Review aim to investigate the
state of the art, presenting an overview of the research
area [15]. When the review is presented through classification
and counting, it is known as Systematic Mapping Study
(SMS) [16]. According to Garousi et al. [17], performing
an SLR by including the non-peer-reviewed studies (news
articles, industry reports and white papers, also called grey
literature) is called a Multivocal Literature Review (MLR),
to summarize the state-of-the-art and state-of-the-practice in
one study.

With these concepts in mind, and considering the nature of
this study, it is proposed a Systematic Multivocal Mapping
Study (SMMS) to answer all research questions: following
instructions from SLR and SMS to investigate the academic
literature (peer-reviewed) as well as from MLR to explore
industry literature (not peer-reviewed). Thus, this work is
based on the SLR, SMS and MLR guidelines [15]-[17],
generating the following steps:

« Definition of the protocol for the SMMS

o Perform search and selection
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o Perform data modeling and extraction

o Conduct the information synthesis

o Write this report
The first step is the study planning, defined in Section IV.
The others are the study execution and were described in
Section V.

IV. PROTOCOL DEFINITION
The definition of the protocol for this SMMS was conducted
with the definitions of [15]:
« Research questions
o Search strategy
— Search string
— Data sources to be used
« Selection criteria
« Data model for extracting information from publications
o Quality assessment checklists
« Synthesis method

A. RESEARCH QUESTIONS
To map the anatomy of IoT platforms, it was decided to
conduct this study in two phases:

o Phase I: to investigate the literature, for understanding
how the academia and industry studied the IoT plat-
forms, retrieving which platforms and capabilities are
most important;

o Phase 2: to investigate the developer’s documenta-
tion of most important IoT platforms from Phase 1,
extracting its capabilities, architectures and APIs.

The main objective of this approach was to narrow down

the Phase 2 research questions to a small but extremely
representative group of IoT platforms.

1) PHASE 1

At the beginning of this research, it was considered that the
set of the most relevant IoT platforms, as well as their func-
tionalities, should appear repeatedly in the existing platform
studies (e.g. reviews, surveys), and in the works published in
the industry literature. That said, to find the most important
10T platforms the following research question was defined:

RQ1: What are the IoT Platforms most studied in the
literature?

This research question brings an objective criterion for
choosing the set of platforms studied in depth at Phase 2: the
most studied IoT platforms. The authors also have interest in
validate this criterion according to others studies. For doing
s0, the following research question was defined:

RQ2: What are the criteria for selecting the IoT
Platforms in the study?

For selecting the IoT platform that is most adequate to their
needs, the developers frequently need to compare or evaluate
the existing IoT platforms. For capturing this information,
it was defined the following research question:
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RQ3: What are the criteria used in the literature to
evaluate the IoT Platforms?

Finally, for the IoT platforms requirements, it is neces-
sary to taking into account the requirements from users,
represented by capabilities that researchers considered most
important while evaluating the platforms; and the require-
ments from platform developers, represented by the plat-
form capabilities described on its documentation. Then,
the requirements research question, RQ4, was split in two:
RQ4.1, addressed in Phase 1 (requirements from users)
and RQ4.2, addressed in Phase 2 (requirements from
developers).

RQ4: What are the most important high level
features (Capabilities) for IoT Platforms?

Where the first part of RQ4, was defined as follow:

RQ4.1: What high level features (Capabilities) from IoT
Platforms are cited in the literature?

2) PHASE 2
After defined a set of platforms that are the most important
(result from RQ1), the Phase 2 will deep dive into their
documentation for answering the research questions related
to its requirements, architecture and APIs.

For the requirements from platform developers, represent-
ing second part of RQ4, the following research question was
defined:

RQ4.2: What high level features (Capabilities) the IoT
Platforms implement?

For the architecture investigation, the authors are first inter-
ested in the communication model that the platform imple-
ment. To give this answer, the following research question
was defined:

RQS5: What are the communication models that IoT
Platforms implement?

Then, the overall architecture for the platform, with its
main layers and components also needs to be investigated.
To do so, the following research question was defined:

RQ6: What main architectural components the IoT
Platforms provide?

Finally, for understanding the most important operations
performed by the IoT platforms, it was defined the following
research question:

RQ7: What low level features (Operations/APIs) the IoT
Platforms implement?

3) FINAL SET OF RESEARCH QUESTIONS

As a summary, Figure 1 presents the final set of research ques-
tions, divided into their respective phases and emphasizing
the software engineering areas that each research question
group belongs to.
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T. G. F. Barros et al.: Anatomy of loT Platforms—A Systematic Multivocal Mapping Study

IEEE Access

RQ1 What are the loT platforms most studied in the literature?
; RQ2 What are the criteria for selecting the loT platforms in the study? Platforms
w
(1]
& RQ3 What are the criteria used in the literature to evaluate the loT Platforms?
RQ4.1: What high level features (Capabilities) from IoT Platforms are cited in the literature?
— RQ4* Requirements
RQ4.2: What high level features (Capabilities) the loT Platforms implement?
‘: RQ5 | What are the communication models that loT Platforms implement?
= Architecture
£ | RQ6 | What main architectural components the loT Platforms provide?
RQ7 | What low level features (Operations/APIs) the loT Platforms implement? API

*RQ4: What are the most important high level features (Capabilities) for loT Platforms?

FIGURE 1. Summary of research questions.

TABLE 1. Search string formation.

[ Internet of Things [ Platforms [ Literature Reviews |
IoT Middleware Comparison
Internet of Things Platform Review
Internet of Everything IoT Cloud Survey
‘Web of Things — Evaluation

B. SEARCH STRATEGY

It was adopted a different search strategy at each Phase. In the
Phase 1, the literature is investigated, in peer-reviewed and
not-peer-reviewed publications. In Phase 2, the most impor-
tant platforms’ documentation is manually investigated.

1) PHASE 1

To answer the research questions from Phase 1, it was defined
to perform an automatic search on 10T platforms in the
academic literature and a manual search of the IoT platforms
evaluated by the industry, following the guidelines from [15],
[16] and [17].

Automatic Search it was decided to search for SLR
papers, surveys or reviews that compare, describe or evaluate
IoT platforms. After some analysis with a set of keywords
being applied to searches on IEEE Xplore, it was defined
the following string groups for the search string: Internet
of Things, Platforms and Literature Reviews. Thus, it was
identified some synonyms for these terms, that are presented
in Table 1.

The search string was formed by joining the terms of the
same group using an OR operator and by using an AND
operator for joining these groups. Then, some searches were
performed in IEEE Xplore to validate and it was observed that
the terms Web of Things and Evaluation don’t weigh on the
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results, being removed from the search string. Therefore, the
final search string was defined as follows:

(“iot” OR “‘internet of things” OR “Internet of
Everything”’) AND (‘“‘platform” OR “middleware” OR
“iot cloud”) AND (“review” OR “survey” OR
“comparison”)

Also according to Kitchenham et al. [15], it is necessary to
define the scope of the literature review. Research questions
defined at Phase 1 generally count the number of occurrences
of the investigated subject. It was considered that the most
important IoT platforms and its requirements appear repeat-
edly in the studies, and, for this reason, an exhaustive search
is not necessary to answer the research questions. Then, it was
defined the following data sources for the automatic search:

« IEEE Xplore

« ACM Digital Library
« ScienceDirect

o Springer Link

Manual Search Following guidelines defined in [17],
it was decided to use Google search engine for the manual
search of comparative studies carried out in the industry. After
some evaluations of possible search strings, the following was
defined:

“IoT platforms comparison”

Due to Google’s algorithm and its indexing capability,
a search of such characteristics always returns millions of
hits (the search carried out on April 18th, 2022 returned
approximately 34,4 million hits). Thus, to limit the evaluation
of the hits during the selection phase, it was established
the following stopping criterion: go through the result pages
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TABLE 2. Selection criteria.

TABLE 3. Extracted information.

Inclusion Criteria

| Exclusion Criteria

Journal papers or Conference Pa-
pers or industry studies electroni-
cally accessible in English or Por-
tuguese

Works not related to IoT software
platforms

Published from 2010

Works related to specific IoT plat-
forms (e.g. blockchain platform
for IoT)

Present comparisons / surveys of
IoT platforms OR

Works focused on specific domain
areas (ex: [oT for Industry 4.0, IoT
for Health, etc.)

Present IoT platforms functionali-
ties OR

Works focused on the connectiv-
ity layer (e.g. network protocol
stacks)

Directly answer one of the re-
search questions

Works focusing on specific plat-
form niches (e.g. hardware plat-

forms, open source platforms, etc)
Publications from sites with low
reputation.

Vendor-dependent publications.

(10 results per page) until reach a page that yields no usable
result.

2) PHASE 2

The search in Phase 2 needs to be performed by deep div-
ing in the platforms’ documentation. As most of platforms’
documentation are web based with a semi-structured con-
tent, a manual search is necessary, considering the keywords:
main features, communication models, architectures and API,
based on research questions.

The search shall be performed directly in the platform
documentation web site, if it allows it (i.e. has a search bar)
or by using the Google search engine, associating one of the
keywords with the platform name.

C. SELECTION CRITERIA
The selection process described by Kitchenham et al. [15]
was followed in Phase 1. During the study planning, it was
defined that only publications performed after 2010 would
be considered for the research. It was also considered that
domain specific platforms (e.g. IoT platform for health,
IoT platform for home automation) would not be included,
because they address specific problems of each of these
domains. Works with a focus on the connectivity layer only,
or that focused on specific platform niches (e.g. hardware
platforms, open source platforms) were also excluded. For
the grey literature, it is important to consider the quality of
publications. In this way, publications from sources with low
reputation or that are vendor-dependant should be excluded.
Thus, for the selection of publications, it was defined the
selection criteria (inclusion criteria and exclusion criteria)
presented in Table 2.

The selection process was conducted according to the fol-
lowing steps:

« Reading the title of the paper and applying the selection

criteria;
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Research | Extracted Description (search for)
Question | Information
RQI IoT Platform The name of the platform
RQ2 Selection The criterion defined for selecting
Criterion the platforms in the study
RQ3 Evaluation The criterion defined for compar-
Criterion ing/evaluating the platforms in the
study
RQ4 High Level High level capability of the platform
Feature
RQ5 Communication The communication pattern (e.g.
Model publish/subscribe) and application
level protocol (e.g. MQTT) used by
the platform
RQ6 Architectural Architecture implemented by the
Component platform, presenting its main com-
ponents
RQ7 Low Level Operations (API and SDK func-
Feature tions) performed by the platform
All Study metadata Information about the source of in-
formation, such as publication year
and publication type.

« If there are doubts about the inclusion or exclusion of
the paper, proceed to read the abstract and apply the
selection criteria;

o If there are still doubts about the inclusion or exclusion
of the paper, it is included and evaluated again in the data
extraction phase.

For Phase 2, there is no explicit selection phase for pos-
terior extraction. The documentation returned by the search
needs to be read in order to extract the desired information
according to the respective research question. If the desired
information is not found, the next document returned from
the search is examined until the information is found.

D. DATA MODEL

The information extracted from each of the publications and
also from platforms’ documentation was classified according
to the research questions. The extracted information schema
and description is shown in Table 3.

E. QUALITY ASSESSMENT

During the selection of publications in Phase 1, it is important
to verify that the sources of information are valid and with
quality (free of bias, for example). For this, it was applied the
guidelines defined on Table 7.3 from [15] for peer-reviewed
publications and in Table 7 from [17] for the grey literature in
the final selection of publications for Phase 1. It is important
to point out that during Phase 2 it does not make sense to
perform the quality assessment, since it will be studying the
documentation provided by the IoT platforms.

F. DATA SYNTHESIS

Data synthesis was performed using the thematic synthesis
method for both Phase 1 and Phase 2 research questions,
following the guidelines presented by Cruzes and Dyba [18].
With the thematic synthesis it is possible to group the various
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FIGURE 2. Selected publications per year.

TABLE 4. Search and selection results.

Data Source

| Search | First Selection | Final Selection

IEEE Xplore 433 22 21
ACM DL 137 2 2
ScienceDirect 169 10 10
Springer Link 317 6 6
Industry Publications 60 13 11
Total 1116 53 50

answers to the research questions into topics of a higher
order, identifying patterns (themes) and creating models. This
method is the one that best applies to this research due to the
descriptive-classificatory nature aof its questions.

V. RESULTS

This section presents the results for the SMMS, based on the
analysis of the information extracted from the 50 selected
publications [2], [7]-[9], [11]-[14], [19]-[60] and IoT plat-
forms’ documentation [61]-[65].

A. SEARCH AND SELECTION RESULTS

For the Phase 1, the automatic search in the IEEE Xplore,
ACM Digital Library, ScienceDirect and Springer Link
databases returned a total of 1056 papers. The manual search
in the grey literature returned a total of 60 publications.

After removing duplicate publications and applying the
inclusion and exclusion criteria, it left 40 articles from the
peer-reviewed literature and 13 publications from the not-
peer-reviewed literature. During the data extraction process,
the researchers read the publications and also applied the
selection criteria and quality assessment criteria, excluding
other set of publications and reaching the final selection
numbers presented in the Table 4.

Figure 2 shows the number of selected publications along
the years, suggesting that reviews on IoT platforms became
a topic of great interest. It is also important to notice how
selected publications are distributed by its type, having
20 conference papers, 19 journal papers and 11 industry
reports/posts, as depicted in Table 5.
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TABLE 5. Publication type.

[ Publication Type | Number of Selected Publications

Conference Papers 20
Journal Papers 19
Industry Reports/Posts 11
Total 50

TABLE 6. Most studied loT platforms.

Platform [ Number of citations

Amazon AWS loT 28
Microsoft Azure [oT 28
PTC ThingWorx 21
IBM Watson IoT 20
Google Cloud IoT 18
Oracle IoT Cloud 14
Xively IoT Platform 14
ThingSpeak IoT Platform 11
OpenloT 11
SAP IoT Platform
LinkSmart

FIWARE

Cisco IoT Cloud
SmartThings

GSN

Carriots Platform
Sensei

NimBits

Hydra

Socrades

Particle IoT

Kaa IoT Platform

GE Predix IoT Platform
Bosch IoT Suite
OpenRemote
NODE-RED
GrooveStreams

Exosite

Ericsson IoT

Ayla IoT Platform
Number of Platforms cited once 220
Total different Platforms found by this study 325

NN NNUNUNADNN ] ] 000000 \O\O\0 O

i

For the Phase 2, the manual search returned 98 docu-
ments mapped, starting from the base documentation page
of each studied platform [61]-[65]. Most of them are plat-
form overview documents, developer guides and API ref-
erence documents, totalizing thousands of documentation
pages analyzed.

B. QUESTION RESULTS
1) PHASE 1

The literature was investigated to answer the research ques-
tions from RQ1 to RQ4.1.

RQ1 - What are the IoT platforms most studied in the
literature?

The result of this research question presented a list of
325 different IoT platforms found on selected publications.
It is important to notice that 220 IoT platforms are cited only
once in the studies.

For readability reasons on presenting the list of most stud-
ied IoT platforms, this study considered that most important
IoT platforms should be cited at least 5 times in the studies.
Considering this threshold, the Table 6 lists the most cited IoT
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TABLE 7. loT platforms selection criteria.

[ Selection Criteria [ Number of citations | % |
Non objective criteria 34 68%
Market share 10 20%
Not available 4 8%
SLR 2 4%
Total 50 | 100 %

platforms in the selected publications (29 IoT platforms), and
not the entire list of 325 platforms. A more comprehensive
list can be found in Appendix. It is worth noting that the most
cited IoT platforms are effectively cloud platform specializa-
tions, which demonstrates the importance of cloud support
for IoT solutions.

RQ2 - What are the criteria for selecting the IoT
platforms in the study?

The results showed that 68% of selected publications does
not define any objective criteria for selecting the IoT plat-
forms under study. Some of them use terms like “selected
as an arbitrary way” [38] or “we survey available IoT
Platforms [9]” and, either “a list of (a number) best IoT
Platforms” [53], [59]. Another set of 10 publications, rep-
resenting approximately 20%, use the Market Share criterion
to select the IoT platforms for its studies. Some of them use
terms like “we selected according to the reputation of the
vendors” [41] or based on “loT Market Analysis” [56] to
define its selection criteria. Only two publications, approx-
imately 4%, define a Systematic Literature Review (SLR) as
the selection criteria for the platforms under study. Finally,
4 publications, representing approximately 8%, didn’t even
mention in the text the criteria used to select the platforms.

Although some of these criteria are acceptable in the con-
texts of its studies, these results show that a great part of
publications may be biased in their evaluations or compar-
isons, as they do not define an objective criteria to select
the platforms that will be evaluated or compared. Table 7
summarize the answers for this research question.

RQ3 - What are the criteria used in the literature to
evaluate the IoT Platforms?

With this answer, developers can use these criteria to com-
pare the platforms they are evaluating to use. The thematic
synthesis for RQ3 extracted text excerpts from selected pub-
lications, coded and grouped them in a high order criteria
list. A description of the meaning of each evaluation crite-
ria, extracted from the selected publication analysis, in the
context of [oT platforms is presented below:

« Requirements: in the context of IoT platforms, require-
ments evaluation criteria means that selected publication
performed a comparison between the features or capa-
bilities present on each IoT platform. Either features or
capabilities can be abstract characteristics, functional or
non-functional requirements, such as: device manage-
ment, data analytics features or reliability, for example.

72764

TABLE 8. loT platforms evaluation criteria.

Evaluation Num. of | %
Criteria citations
Requirements 40 80%
Benchmarks 6 12%
Architecture 6 12%
Security Features 3 6%
User Experience 2 4%
Costs 2 4%
Protocol Availability 1 2%
Application Domains 1 2%
Total 50 100 %

« Benchmarks: this evaluation criteria considers that a
selected publication perform a performance or metrics
comparison between IoT platforms. Performance in this
context could be CPU or memory usage, network end-
to-end time (the time elapsed between producing and
sending a message and receiving that message by the
other counterpart) or network message overhead.

o Architecture: the architecture evaluation criteria was
considered in the studies that performed comparisons on
how different IoT architectures have been developed in
each IoT platform.

o Security Features: some selected publications per-
formed comparisons focusing on security features that
each IoT platform implement, such as authentication,
authorization, security protocols, encryption algorithms
and public-private key infrastructure support.

« User Experience: the user experience evaluation crite-
ria, in the context of IoT platforms, takes into account the
user opinion regarding the IoT platforms, by performing
interviews with IoT platform users, or the features that
facilitate the development of IoT solutions, such as over-
the-air (OTA) updates, device management or applica-
tion developer support.

o Cost: the selected publications that uses this evaluation
criterion compares selected IoT platforms regards its
costs for operating IoT solutions, in a model of platform-
as-a-service (PaaS).

« Protocol Availability: this evaluation criteria takes into
account the variety of protocols available in each evalu-
ated platform.

« Application Domains: this evaluation criteria compares
the selected IoT platforms considering the application
domains that each platform support, such as industrial,
health, smart cities, etc.

Most publications present more than one evaluation crite-
ria, but Requirements appear in the vast majority (80%) of
selected publications as the main evaluation criteria between
IoT platforms. In addition to Requirements, other evalua-
tion criteria appeared with the same weight: Benchmarks
(12%), and Architecture (12%), showing other concerns of
researchers regarding the characteristics of IoT platforms.
Finally, mentioned very few times, came Security Features
(6%), User Experience (4%), Costs (4%), Protocol Availabil-
ity (2%) and Application Domains (2%). Table 8 presents the
full results for this research question.
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TABLE 9. High level features cited.

[ Capability [ Number of citations | % ]
Interoperability 37 | 90.24%
Developer Support 27 | 65.85%
Security and Privacy 25 | 60.98%
Data Management 24 | 58.54%
Device Management 21 | 51.22%
Event Management 18 | 43.90%
Services Management 17 | 41.46%
Performance 15 | 36.59%
Data Visualization 12 | 29.27%
Data Analytics 11 | 26.83%
Costs 9 | 21.95%
Network Management 9 | 21.95%
Deployment Management 8 | 19.51%
Constrained Devices Support 8 | 19.51%
Reliability 6 | 14.63%
Cloud Services 6 | 14.63%
Open Licenses 6 | 14.63%
Logging/Metrics 5 | 12.20%
Artificial Intelligence 5 | 12.20%
Mobile Services Support 2 | 4.88%
Augmented Reality 1| 2.44%
Total 41 | 100 %

RQ4.1 - What high level features (Capabilities) from IoT
Platforms are cited in the literature?

The capabilities extracted from selected publications have
great heterogeneity, having been identified 21 different capa-
bilities, between functional, non-functional and architectural
requirements. Most publications presented more than ten
capabilities, although 9 of the selected publications, about
18%, did not presented any capability at all. It is important to
highlight that thematic synthesis method grouped each capa-
bility in selected publications into high order capabilities. The
same capability synthesis was applied to RQ4.1, RQ4.2 and
also RQ4. The description of each capability identified by
this study is presented in RQ4 results, because it groups the
RQ4.1 and RQ4.2 results.

The most cited capability in RQ4.1 results was
Interoperability, appearing in more than 90% of selected
publications that cite the capabilities. Here, the authors are
considering Interoperability in its many levels, as defined
by M. Noura et al. [66], including network, devices and
protocol, semantic, syntactic and platform interoperability.
The second most cited capability was Developer Support,
appearing in more than 65% of selected studies. The third
is Security and Privacy, appearing in more than 60% of
selected publications, showing the relevance of security in
IoT platforms.

The next capabilities are related to: Data (Data Man-
agement, Data Visualization and Data Analytics), Devices
(Device Management, Event Management) and Platform
Management in general (Services Management, Network
Management and Deployment Management), having also
Costs and Performance appearing in the middle of these
groups. Finally, other capabilities such as Constrained
Devices Support, Reliability, support for Open Licenses, Log-
ging and Metrics among others appeared in the list. Table 9
presents the final results for this research question, with all
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capabilities cited and its frequency of citation in selected
publications.

2) PHASE 2

This phase uses the results from RQ1 to define the most
important IoT platforms. Analyzing Table 6, it is possible
to observe that the fifth platform (Google Cloud IoT) was
cited by 18 publications, which represents 36%, while sixth
platform (Oracle IoT Cloud) was cited 14 times, representing
28%. The authors used this distance in number of citations to
define the cutoff for the platforms to be studied in Phase 2.
Thus, a summary of the 5 most cited IoT platforms is pre-
sented below:

Amazon AWS IoT is an IoT cloud platform that provides
services to operate IoT devices and create value from the
events published by them. It provides a REST API (REpre-
sentational State Transfer API) for provisioning and manag-
ing the IoT devices and related capabilities such as metadata,
jobs and rules. In addition, the AWS IoT message broker
supports the MQTT and LoRaWAN protocols, enabling the
interaction between devices and applications through the
publish and subscribe of messages. Another aspect of AWS
IoT architecture is that it provides end-to-end services, which
includes from data analytics to an operating systems for
embedded devices. The platform has also a native integration
with the AWS cloud services [61].

IBM Watson IoT Platform is a cloud-based set of services
that enables gathering data from devices by sending it to the
cloud, using MQTT protocol. It has functions for registering
and managing the IoT devices, sending data securely and
visualizing it in the integrated dashboards. Data is also avail-
able in real time and historically through REST APIs so the
applications can consume, process and present it according
to its needs. The Watson IoT Platform is fully integrated
with IBM Cloud, enabling creation of Watson IoT instances
directly from Cloud dashboard and integrating it with other
IBM Cloud services [62].

Microsoft Azure IoT is a collection of cloud services
that connect, monitor, and control IoT assets. The Azure IoT
platform provides device SDKs and the IoT Hub, with support
for common IoT communication protocols such as HTTP,
MQTT, and AMQP; major programming languages (.NET,
Node.js, python, C and Java); and multiple software stacks
(Azure RTOS, FreeRTOS and BareMetal). The Azure IoT
Edge enables moving cloud analytics and custom business
logic to devices so that the organization can focus on business
insights instead of data management. It is also fully integrated
with Azure cloud and all Microsoft services, which ease the
deployment of complete IoT solutions. [63].

PTC ThingWorx Industrial Platform is a full device
integration cloud platform based on industry-compliant stan-
dards. This can be achieved using the ThingWorx connection
server based on proprietary websocket protocol (AlwaysOn
Protocol) and MQTT. In addition to connect heterogeneous
devices, the platform provides visual experiences with data
visualization and analysis using descriptive and predictive
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TABLE 10. High level features implemented.

TABLE 11. Most important high level features.

[ Capability [ Number of platforms | % | [ Capability | Relative Importance (%) |
Security and Privacy 5 | 100% Interoperability 85.12%
Developer Support 5 | 100% Developer Support 82.93%
Data Management 5 | 100% Security and Privacy 80.49%
Device Management 5 | 100% Data Management 79.27%
Services Management 5 | 100% Device Management 75.61%
Data Analytics 5 | 100% Services Management 70.73%
Interoperability 4 | 80% Data Analytics 63.41%
Event Management 4 | 80% Event Management 61.95%
Cloud Services 4 | 80% Cloud Services 47.32%
Logging/Metrics 4 | 80% Logging/Metrics 46.10%
Mobile Services Support 4 | 80% Data Visualization 44.63%
Data Visualization 3 | 60% Mobile Services Support 42.44%
Constrained Devices Support 3 | 60% Constrained Devices Support 39.76%
Performance 2 | 40% Performance 38.29%
Augmented Reality 1| 20% Costs 21.95%
Blockchain Service 1| 20% Network Management 21.95%
Total 5 | 100 % Deployment Management 19.51%

Reliability 14.63%
models. User experience can be enhanced based on aug- XE ;Elt;lctzgsl:iamy }T:g;gj

mented reality provided through both web and mobile experi- Blockchain Service 10.00%

ences. Other capability is the expansion of its cloud services
by integrating both with Microsoft Azure or Amazon AWS
using IoT connectors [64].

Google Cloud IoT Core is an integrated service to man-
age, connect and store data securely from a few to mil-
lions of devices using the structure of Google Cloud. The
device connection is established using a bi-directional pro-
tocol bridge with MQTT and HTTP endpoints. Its main
functions are registration, authentication and authorization,
enabling third-party services to any device registered. As a
consequence of Google interoperability, implementation of
business logic at the edge and data analytic is available. The
IoT Core integrates smoothly with all other services present
in Google Cloud Platform [65].

RQ4.2 - What high level features (Capabilities) the IoT
Platforms implement?

This research question brings the developer point of view to
the IoT platform’s requirements. The features that are imple-
mented on all studied platforms are: Security and Privacy,
Developer Support, Data Management, Device Management,
Services Management and Data Analytics. This corroborates
with the main features raised by users in RQ4.1, with the
exception of Interoperability, which was the most mentioned
feature in Phase 1 publications but was not implemented by
all platforms studied in Phase 2. Table 10 summarizes all high
level features implemented by the studied platforms.

It is noteworthy that the documentation of the platforms
studied in Phase 2 presents the high level features in a very
summarized way, which caused a certain difficulty to find the
information that would answer this research question. This
is probably the reason why there are fewer features listed in
Table 10 than in Table 9.

RQ4: What are the most important high level
features (Capabilities) for IoT Platforms?

This research question synthesize the requirements pointed
out by users (RQ4.1) with the requirements cited by platform
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vendors (RQ4.2). For that, it was considered the percent-
age that each high level feature achieved in their respective
research question and calculated the relative importance of
each requirement as a simple average of the percentages. As a
consequence, due to the smaller amount of elements in the
response of RQ4.2, this ended up having a greater weight in
this calculation. The results can be seen in Table 11.

In summary, Interoperability, Developer Support and Secu-
rity & Privacy remain the main features of IoT platforms,
to deal with the main challenges from IoT: protocol frag-
mentation, complexity and security respectively. Considering
that the platforms studied in Phase 2 are cloud-based and,
in this context, the IoT module of these platforms is a special-
ization of the cloud platform itself, the other functionalities
that appear with greater importance are: Data Management,
Device Management and Services Management, precisely the
building blocks for implementing an IoT solution (device —
data — services).

Then, appear the features that add value to an IoT solution:
Data Analytics, Event Management, Cloud Services and Data
Visualization. The rest of the features are secondary, but not
necessarily negligenced, and serve to contribute to better,
more manageable and more robust solutions.

As the thematic synthesis method groups each mentioned
capability into high order capabilities (i.e. Data Processing,
Data Storage and Data Management itself are grouped under
the umbrella of Data Management capability). Below is pre-
sented a description of each capability in the context of IoT
platforms.

« Interoperability: this capability considers all levels of
interoperability, from device and protocol interoper-
ability, to cloud and platform interoperability, passing
through gateway, data, semantic and syntactic interoper-
ability. It also encompass other terms used in literature
as interoperability, such as flexibility, adaptability and
heterogeneity.
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Security and Privacy: this capability involves the
security features, such as identification, authentica-
tion, authorization and encryption, and also the privacy
related aspects, for example access control, legal and
social aspects.

Developer Support: it is a big umbrella that encom-
pass all features that easy the IoT solution develop-
ment. Examples of such features include: Developer
SDK, platform portability, programming languages sup-
ported, documentation, number of updates, application
marketplace, programming abstractions, modularity and
management console.

Data Management: this capability involve the data
storage and data processing features, and also the ones
related directly to management, such as: data accumula-
tion and cleaning, query processing, data access control
and ownership, data sharing and data integration.
Device Management: involves features related to
device lifecycle, including device abstractions, virtual or
logical devices and digital twin support, asset or fleet
management, embedded operating systems, embedded
software, sensors and actuators support.

Services Management: this capability considers the
features that are related to service handling and control,
including service and resource registration and discov-
ery, and also service orchestration.

Data Analytics: besides data management, the data
analytics capability handles with support to artificial
intelligence engines capable to perform analysis of big
amount of data, considering the temporal aspects and
relationship between them.

Event Management : this capability encompass event
detection and modeling, stream processing and rules
engines, the features that brings context awareness to the
system.

Cloud Services: it includes the cloud related features,
such as cloud hosting, cloud architectures supported
and also features such as load balancing and resources
provisioning, generally made available in a model of
platform-as-a-service.

Data Visualization: this capability involves the features
related to graphical user interface of an IoT solution, for
example dashboard creation, widget support and report
generation.

Logging/Metrics: involves the features related to health
monitoring of the system. It includes logging levels,
debug support and performance metrics, such as CPU
and memory usage, network bandwidth, number of mes-
sages sent/received and network delay.

Mobile Services Support: this capability considers the
interaction with mobile device applications. So, the fea-
tures like push notification, Android and iOS SDKs and
the use of mobile devices as IoT device abstractions
made it to the list.

Constrained Devices Support: it involves the sup-
port for devices with limited processing power and
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communication capabilities. Thus, features like low
power small packet protocols, lightweight device SDKs
and battery-operated device support are included in this
capability.

o Performance: the performance aspects of an IoT solu-
tion are encompass by this capability. It includes the
amount of memory and CPU that are necessary to
execute the platform services, the network metrics for
packet size, message handling time, response time and
message average delay imposed by the protocols. It also
includes the cloud performance related aspects, such as
scalability, IO metrics, caching and load.

o Costs: it involves the pricing and billing model for the
IoT platform, generally when it is made available in
the platform-as-a-service model. Some selected publica-
tions also compare free and paid IoT platforms and the
capabilities available in the platform free-tier use.

« Deployment Management: this capability deals with
the deployment model supported by the platform and
includes application provisioning, over-the-air updates,
bootstraping and code management.

« Network Management: it includes connectivity man-
agement features, such as management of all networks
supported by the platform (e.g. WiFi management, Zig-
Bee and other IEEE802.15.4 networks management),
network credentials provisioning and online/offline
detection.

« Reliability:this capability involves the capacity of IoT
platform to be fault-tolerant, recovering from possible
errors of the system, and made it available near to 100%
of the time.

« Open Licenses: this capability evaluates IoT platform
regarding its openness, considering its usage licenses,
platform code availability and licensing model that the
platform adopts.

« Augmented Reality: the capability to integrate with
or provide augmented reality functions, applications or
tools, presenting architectural components in the plat-
form that are dedicated to it.

o Blockchain Service: provides mechanisms for IoT
devices to send data and invoke smart contract transac-
tions on blockchain services.

RQS5 - What are the communication models that IoT
Platforms implement?

All five platforms implemented the Publish/Subscribe
communication model using MQTT as a common proto-
col, indicating that MQTT is consolidating itself as one of
the most supported by IoT platforms. Other common IoT
application level protocols, AMQP and CoAP, are supported
by just one of the studied platforms. As all IoT platforms
studied in this Phase 2 are cloud-based, they also support
communication via REST APIs, a standard in the cloud
world. In addition to these, some platforms support propri-
etary full duplex protocols and one also supports the Com-
mand and Query Responsibility Segregation (CQRS) [67]
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TABLE 12. Communication models.

[ Platform | Pub/Sub | Req/Rep | RESTAPI | CORS |
AWS IoT X - X -
Azure IoT X - X -
Watson IoT X - X X
PTC ThingWorx X - X -
Google Cloud IoT X - X -

communication model. Table 12 presents the full list of com-
munication models supported.

It is also important to note that the Request/Reply, another
important communication model in IoT world, is not explic-
itly cited as supported by any of the studied platforms. This
is probably because this communication model can be imple-
mented using the Publish/Subscribe, and its implementation
is left to solution developers as needed.

RQ6 - What main architectural components the IoT
Platforms provide?

A software architecture aims to explain the organiza-
tion of a software system, presenting its main components,
the interaction between them and the interaction between
other (external) systems [68]. There are several styles to
describe the architecture of an IoT platform. H. Muccini and
M. Moghaddam [69] conducted an SMS in IoT architectures,
the only one found by the authors, in which they identified
that most of IoT architectures were described by the layered
style and cloud based style. The layered style defines 3 to
6 layers representing the main component areas for the IoT
platform. In the full set of 6 layers, they are: perception,
adaptation, network, processing & storage, application and
business. The cloud-based style is characterized by a set of
services, implemented as components for providing an IoT
system.

Based on this, a diagram that mixes the two main styles
pointed out (layered and cloud based) was designed by the
authors to synthesize the results, considering the architectural
components found on each studied IoT platform as well as the
result of a brainstorming session performed by the authors
to identify the main IoT platform components, based on
their experience and knowledge. This diagram is presented in
Figure 3 and, as stated in its subtitle, the darker a component
is represented, the more platforms have it in their imple-
mentation, generating a heatmap of the main architectural
components from studied IoT platforms.

It is important to notice that, as the studied platforms are
cloud-based, the most common components appear in the
upper layers, as the lower layers are most related to hard-
ware. The main components that are present in all studied
platforms are the message broker (for either the gateway
and cloud), standard IoT protocols, multiple databases sup-
port (relational and NoSQL), event processing, rules and
ML engines, security and identity management, REST APIs,
monitoring/logging, data visualization and, platform man-
agement in general.
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RQ7 - What low level features (Operations/APIs) the IoT
Platforms implement?

Finally this research question brings up a view of the main
APISs that the studied IoT platforms implement. The low level
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TABLE 13. Low level features implemented.

TABLE 14. List of loT platforms cited at least twice in selected

reports were included in this study, bringing another view to

publications.
[ API [ Number of platforms | % |
Authentication APT 5 [ 100% | Platform | Number of citations |
gu”}(’ﬁﬁﬁo“ API CAPI g }882" Amazon AWS IoT 28
cvice anagemen 0 .
Device Messaging API 5 | 100% Mlcroso.ft Azure JoT 28
Security APT 5 | 100% PTC ThingWorx 21
Device Schema API 4 80% IBM Watson IoT 20
Services Management API 4 80% Google Cloud IoT 18
Data Management API 3| 6% Oracle IoT Cloud 14
Device Provisioning API 3 60% Xively IoT Platf 14
Logical Devices API 3| 60% wely lol Plattorm
Monitoring/Metrics API 3 60% ThingSpeak IoT Platform 11
Platform Management API 3 60% OpenloT 11
Rules Engine API 3 60% SAP IoT Platform 9
Application Management API 2 40% LinkSmart 9
Device Monitoring API 2 40%
Event Management API 2 40% FI.WARE 9
Service Management API 2 | 40% Cisco IoT Cloud 9
Analytics API 1 20% SmartThings 8
Augmented Reality API 1 20% GSN 8
Billing API 1] 20% '
Connection Management API 1 20% Carriots Platform 8
Device Location API 1 20% Sensei 7
Device Storage API 1 20% : :
Execution Engine API 1| 20% NimBits 7
Gateway Management API 1 20% Hydra 7
Gateway Messaging API 1 20% Socrades 6
Machine Learning API 1 20% :
Storage Management API 1 20% Particle loT 6
Total 5 | 100% Kaa IoT Platform 6
GE Predix IoT Platform 6
Bosch IoT Suite 5
features represent the functionalities that the platforms make OpenRemote >
. . NODE-RED 5
available to be accessed programmatically through REST
. . . GrooveStreams 5
endpoints, command-line clients and Software Development Exosite 5
Kits (SDKs). Thus, some high level capabilities or some Ericsson IoT 5
architectural components do not appear in the list of low level Ayla IoT Platform 5
features because they are made available through graphical Thinger.IO 4
user interfaces (GUI) for platform management or because Temboo Kosmos IoT Platform 4
they are not directly accessible to developers. SiteWhere IoT Platform 4
Table 13 presents the list of low level features mapped. The Paraimpu 4
APIs that are present in all studied 10T platforms are related OpenMTC 4
to security (authentication and authorization) and devices Mosden 4
(device management and device messaging), as they are the EvryTHNG 4
core APIs for integrating devices into cloud platforms. Then, CHOReOS 4
other APIs related to advanced device features (such as device Webinos 3
schema, provisioning and logical devices); data, services and UBIWARE 3
platform management; monitoring and rules engine appear UB_ISOAP 3
in the second group. Finally, implemented by only one of the UblRO_AD 3
studied ToT platforms, there are APIs for data analytic and TheThings.IO 3
machine learning; device location and storage; and billing, ggg;irhmgs g
among others. SensorCloud 3
Salesforce IoT Cloud 3
VI. DISCUSSIONS AND CONCLUSION Open.Sen.Se 3
A. THREATS TO VALIDITY Mires 3
This study considered that an exhaustive search was not Jasper Control Centrer 3
necessary to identify the most important platforms and their IoTivity 3
requirements. If this statement is not completely true, this Hermes 3
work could potentially be affected by publications found in Eclipse IoT 3
only four data sources. To mitigate this threat, the industry ClouT 3
CloudPlugs 3
3

the results.
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TABLE 14. (Continued.) List of loT platforms cited at least twice in
selected publications.

Platform

Arkessa

AllJoyn

WSO02 IoT

WoTKit

Ubidots

TinyDB
ThingsBoard

Tago
SmartCityWare
Smart Santander
SiteWhere

Sirena

Siemens Mindsphere
servilla

Runes

RealTime.IO
Ptolemy

Prisma

Plotly

Parse Platform
OpenStack
MyDevices Cayenne
Music

M2MLabs Mainspring
Losant Platform
Lelylan

Konker IoT Platform
KASOM

IRI Voracity

Intel IoT Platform
In.IoT

Impala

Huawei OceanConnect
Hitachi Lumada
Green

Eurotech Everyware loT
Echelon

DPWS

DIAT

DeviceHive
Cumulocity

C3 IoT Platform
Axeda

Aura

AT&T IoT Platform
ARM Mbed

Altair SmartWorks
AirVantage

Agilla

Number of Platforms cited once

Total different Platforms found by 325
this study

{ Number of citations
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The Google search engine uses the user’s context (brows-
ing and search history, for example) to return more rele-
vant results to this specific user. This causes searches with
the same string performed by different people to produce
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distinct results. This problem was mitigated by performing
searches in browsers with anonymous windows (no context
information).

B. CONCLUSION AND FUTURE WORKS

This paper presented a Systematic Multivocal Mapping Study
to describe the anatomy of IoT platforms. Based on objective
selection criteria, were explored 50 publications that evaluate
or compare IoT platforms. The information on these publi-
cations defined the anatomy of IoT platforms, describing its
most relevant requirements, the architecture model highlight-
ing the main components, most common communication pro-
tocols, and the main operations that an IoT platform should
provide. The results presented allow other studies to apply
objective criteria to list IoT platforms, as well as to use the
defined protocol to update the most important [oT platforms
and their anatomy. In addition, the research questions serve as
a basis for comparing them with specific IoT platforms and
for developing interoperability models.

APPENDIX

COMPREHENSIVE LIST OF IDENTIFIED 10T PLATFORMS
Table 14 presents a comprehensive list of platforms identi-
fied by this study that were cited at least twice in selected
publications.
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