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ABSTRACT Critical infrastructures are assets of invaluable importance, essential for the whole world.
Since they serve core functions of our societies, they often become targets of terrorists. Many critical
infrastructures are vulnerable, due to their short distance from public roads and in the past years, several
vehicle-bomb incidents have been recorded. This paper focuses on the case of truck-bombs, which can either
be created from scratch, or terrorists can easily hijack truck cargos carrying dangerous goods and turn them
into bombs. The latter are typically called ADR truck cargos, according to the respective agreement of the
30th of September 1957, concerning the international carriage of dangerous goods by road. The proposed
scheme performs threat assessment of neighboring critical infrastructures, aiming at preventing explosions
of truck-bombs. To do so, each crucial point of a critical infrastructure is initially associated with a level
of importance. Next, three scenarios are analyzed: (a) single-attack single-infrastructure, (b) multiple-attack
single-infrastructure, and (c) multiple-attack multiple-infrastructure. To reduce computational complexity,
the third scenario is simplified to one of the two other scenarios, by introducing a novel fusion technique
for the non-overlapping segments of the Voronoi tessellation. By this way, an area of threat assessment is
estimated for each critical infrastructure. Then, the threat level is assessed in real time by an innovative
algorithm, which: (a) estimates the impact of multiple consecutive explosions, (b) uses five adapted threat
levels and (c) introduces multiple criteria and minimum classification conditions based on the number of
crucial points and their levels of importance. Extensive real world experimental results and comparisons
to other works, exhibit the pros and cons of the proposed scheme. In particular, compared to related work,
the proposed scheme improves: (a) computational time by 74.5%, (b) threat notification time by 86.9% and
(c) estimated surveillance cost by 98.6%.

INDEX TERMS ADR, critical infrastructure, multiple explosions, real time, terrorism attacks, threat
assessment, truck-bomb, Voronoi tessellation.

I. INTRODUCTION little effort, at the speed of the light and for an insignificant
Even though several human constructions demand huge fragment of the cost of construction. For example, an Airbus
efforts, time and money, they can be destroyed with very A380/Boeing 747 costs approximately 400 million Euro and
its construction takes several months, but its destruction just

The associate editor coordinating the review of this manuscript and needs either an accident or 200 Euro (100 liters of petrol
approving it for publication was Alba Amato . to set fire) and less than 2 hours. Human history is full of
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devastating accidents such as the Wanggongchang explosion
(30 May 1626) in Beijing, China which destroyed part of the
city and killed 20,000 people [1] or the Brescia explosion
(18 August 1769) in Italy, which destroyed one-sixth of the
city and killed 3,000 people [2]. On the other hand, acts
of terrorism always happened. Many people remember the
11 September 2001 attacks in New York City, Washington,
DC and Shanksville, PA, USA, which killed 2,996 and
injured about 25,000 people, while they also caused at least
10 billion Euro damage in infrastructure and property [3].
Unfortunately, acts of terrorism happen very often.

The current work examines truck-bombs, which are
commonly used as weapons by terrorists to kill people near
the blast site or to damage infrastructures. Truck-bombs carry
large amounts of explosives without attracting suspicion. For
example, in the Oklahoma City bombing (19 April 1995),
USA, more than 3,200 kg of ammonium nitrate fertilizer
and fuel oil (ANFO) have been used, killing 168 people,
19 of whom were children, injuring more than 680 others,
destroying one third of the Alfred P. Murrah Federal Building
which had to be demolished, damaging 324 neighboring
buildings within a 16-block radius and 86 cars and causing
about 600 million Euro damage [4].

Similar attacks can target any critical infrastructure (CI)
such as dams, airports, ports, power plants, refineries,
bridges, telecommunication infrastructures, water supply
networks and more, which have been built to be cost-
effective, with little concern for belligerent attacks [5].
Moreover, multiple attacks could be organized, where the
target is hit by several truck-bombs. To do so, terrorists can
either create truck-bombs, or easily hijack ADR cargos and
turn them into extremely dangerous moving bombs. More
specifically ADR, formally the Agreement of 30 September
1957 concerning the International Carriage of Dangerous
Goods by Road, is a 1957 United Nations treaty that governs
transport of hazardous materials. In case of ADR cargos,
truck drivers usually cannot confront hijacking events and the
cargos are not followed by guards. Furthermore, in case of
long distances, truck drivers stop on rest areas, which may
become weak links of a route’s security chain.

This paper aims at performing threat assessment of
neighboring CIs, in order to prevent ADR truck-based
terrorism attacks. To do so, crucial points of each CI are
initially detected, and each crucial point is associated with
a level of importance. Next, the following three scenarios
are analyzed: (a) single-attack single-infrastructure, where a
single ADR truck explodes near a single CI, (b) multiple-
attack single-infrastructure, where multiple ADR trucks
explode near a single CI and (c) multiple-attack multiple-
infrastructure, where multiple ADR trucks explode near
neighboring multiple CIs. Reduction of the computational
complexity is achieved by simplifying and reducing the
third scenario (scenario (c)) to one of the two previous
scenarios ((a) and (b)). This is accomplished by proposing
Cl-based fusion of the non-overlapping segments of the
Voronoi tessellation. By this way, an area of threat assessment

76548

(ATA) is estimated for each CI. Then, the threat level is
assessed within the ATA of each CI, by an innovative
algorithm which: (a) can estimate the impact of multiple
explosions (overpressure and positive incident impulse),
(b) uses five adapted threat levels, according to the proposal
of the Joint Terrorism Analysis Centre & Security Service of
MIS5 [6] and (c) introduces multiple criteria and minimum
classification conditions based on the number of crucial
points and their levels of importance. After initialization
(Voronoi tessellation and estimation of ATAs), the proposed
scheme performs in real time. Experimental results and
comparisons to other works on real world settings, exhibit the
strengths and shortages of the proposed scheme.

To summarize, the major contributions of this paper are:

o Proposal of CI-based fusion of the non-overlapping seg-
ments of the Voronoi tessellation, leading to estimation
of an ATA for each CI.

o Proposal of a real time innovative algorithm to assess
the threat of each CI, which considers the impact of
multiple explosions, uses five adapted threat levels
and incorporates multiple criteria and classification
conditions based on the number of crucial points and
their levels of importance.

o Aggregation of the impact of multiple consecutive
explosions, in case of multiple attacks.

« Examination of neighboring CIs, possibly connected
through the road network.

Some more contributions include:

« Adaptation of the threat levels proposed by [6], to the
problem of threat assessment of Cls, considering truck-
bombs (introduction of specific levels of threat).

e Proposal of a framework for threat assessment of
different explosive substances.

« Extensive experimentation on real world settings.

The rest of the paper is structured as follows: Section 2 pro-
vides necessary background information. Section 3 discusses
related work. In Section 4 the proposed scheme is fully
described, while real world experimental results are exhibited
in Section 5. Finally, Section 6 concludes this paper, pointing
out some future research directions.

Il. BACKGROUND
A. DEFINITIONS
Useful terms and required information are provided next:

« Atmospheric pressure: also known as barometric pres-
sure, is the pressure within the atmosphere of Earth. The
standard atmosphere (atm) is a unit of pressure equal to
14.696 psi. The Earth’s atmospheric pressure at sea level
is approximately 1 atm. On average, a column of air with
a cross-sectional area of 1 cm2 measured from mean
sea level to the top of Earth’s atmosphere, has a mass
of about 1.03 kilogram and exerts a force or “weight”
of 1.033 kg/cm?2.

« Pounds per square inch gauge (psig) or Gauge Pressure:
is typically the pressure difference between a supply
tank and the outside air; it ignores atmospheric pressure.
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TABLE 1. Expected damage to infrastructure in relation to overpressure
(psig).

Overpressure®
} Expected Damage
(psig)
0.04 Loud noise (143 db); sonic boom glass failure
0.15 Typical pressure for glass failure
0.40 Limited minor structural damage
0.50-1.0 Windows usually shattered; some window frame damage
0.70 Minor damage to house structures
1.0 Partial demolition of houses; made uninhabitable
1020 Corrugated metal panels fail and buckle. Housing wood
panels blown in
1.0-8.0 Range for slight to serious laceration injuries from flying
glass and other missiles
2.0 Partial collapse of walls and roofs of houses
2.0-3.0 Non-reinforced concrete or cinder block walls shattered
24122 Range for 1-90% eardrum I'"upture among exposed
populations
2.5 50% destruction of home brickwork
3.0 Steel frame buildings distorted and pulled away from
foundation
5.0 Wooden utility poles snapped
5.0-7.0 Nearly complete destruction of houses
7.0 Loaded train cars overturned
9.0 Loaded train box cars demolished
10.0 Probable total building destruction
14.5-29.0 Range for 1-99% fatalities among exposed populations
due to direct blast effects

*These are peak pressures formed in excess of normal atmospheric pressure

by blast and shock waves.

To convert psi to psig, atmospheric pressure is added to
the psig value.

o Overpressure (or blast overpressure): is the pressure
caused by a shock wave over and above normal atmo-
spheric pressure. In case of blasts, overpressure is equal
to gauge pressure. Table 1 [7] provides the expected
damage to infrastructures in relation to overpressure.

o« ADR: formally the Agreement of 30 September
1957 concerning the International Carriage of Danger-
ous Goods by Road, is a 1957 United Nations treaty that
governs transnational transport of hazardous materials.
Thus, ADR truck is defined as a truck that carries
dangerous goods such as: explosives, gases, flammable
liquids, flammable solids, spontaneous combustibles,
oxidizers, organic peroxides, toxic substances, infec-
tious substances, radioactive materials, corrosives etc.

B. SUBSTANCES’ RELATIVE EFFECTIVENESS FACTORS

Each substance S;, i = 1,...,n, has a different degree of
danger per unit. Here it should be stressed that different sub-
stances may encapsulate different types of dangers, expressed
by demolition power, toxicity, radioactivity, carcinogenesis,
mutagenesis, teratogenesis etc. This paper focuses on the
demolition power of each substance, for two reasons:
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TABLE 2. RE (S;’) of different substances.

Substance Name RE(S})
Trinitrotoluene (TNT) 1
Propane (in a stoichiometric mixture with oxygen, based 0.28
on the peak hydrostatic overpressure)

Ammonium nitrate 0.32
Hexamine dinitrate 0.6
Dinitrobenzene 0.6
ANFO 0.74
Nitrourea 1.05
Nitrocellulose 1.10
Picric acid 1.17
Trinitrobenzene 1.2
Nitroglycerin 1.54
Hexogen 1.6
Octanitrocubane 2.38

AAAAAAA Positive Phase
(Area = pi,)
<
Po | S
] Negative Phase
- (Area = niy)

\/

SR ; b § t

FIGURE 1. Ideal blast waveform in the air.

(a) vehicle bombing incidents of the past, mainly fall into
the demolition category and (b) Cls are more vulnerable to
destruction/demolition attacks.

Let us denote by RE(SY) the relative effectiveness factor
of one unit of §;. The relative effectiveness factor relates
a substance’s demolition power to that of TNT, in units of
the TNT equivalent/kg (TNTe/kg) and thus it expresses the
degree of demolition danger of each S;. Table 2 [8]-[11]
provides the RE(SY) of different substances.

According to Table 2 and to give an example of how
RE(SY) is used, if 1 kg of TNT is required to demolish a
wall, then the same job can be done by 0.42 kg (1.0/2.38)
of octanitrocubane.

C. DESCRIPTION OF BLAST WAVES

When an explosive is detonated in the free air, hot gases
at extremely high pressure are produced, which cause a
high velocity shock wave. Figure 1 visualizes the Fried-
lander equation [12], which describes the pressure-time
waveform of an ideal explosion at distance R from the
explosion’s center. P, is the atmospheric pressure. The
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waveform can be divided into positive and negative phases.
In general, the positive phase is more dangerous for critical
infrastructures, due to large overpressures and concentrated
impulses. The positive phase lasts #,, while #, is the time
of arrival of the blast wave and ¢, is the duration of the
negative phase. The area under the pressure-time waveform
during the positive phase is the positive incident impulse
(pi,). Blast pressure variation is the difference of the
peak overpressure (P,) and peak underpressure or negative
pressure (P,,).
For calculating the positive blast pressure, Flynn intro-
duced the linear decaying pressure equation [12]:
P(t)=Pa+P0(tp t)y
Ip

0<t=t €))

while Ethridge [12] proposed a more accurate form:
P(t) =P, + P,e 2)

where c is the decay rate of the wave and ¢ is measured from
the time of arrival (¢,).

Additionally, the most common blast scaling law, namely
the Hopkinson-Cranz law [13], [14] defines the scaled
distance or proximity factor SD:

SD = — 3)

where R denotes the distance in meters from the center of
a spherical charge, while M represents the charge mass in
kilograms of TNT.

1) INCIDENT BLAST WAVE

After an explosion, the blast load can lead not only
to disproportionate structural failure of CIs but also to
tremendous casualties (dead and injured). During the second
half of the 20th century, a large number of experimental
and analytical works studied the nature of blast waves and
structural response [15]-[19]. These works led to several
empirical relations to predict blast overpressure based on the
analysis of large sets of experimental data at different scaled
distances and charge sizes. Even though most of them have
focused on small ranges, this paper incorporates Kinney and
Graham’s equation [15], which does not have limits on the
valid range:

308 [1+(32)°]

Y] [T [ (50

“

P,=P,

or in terms of distance and TNT mass (5), as shown at the
bottom of the next page.

Based on Eq. (5) and for a specific quantity of TNT
equivalent (M), the overpressure (P,) of a blast wave can be
calculated for any distance R from the blast’s location.
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lIl. RELATED WORK

The problem of CIs’ threat assessment and protection has
been studied in the past. In particular, in [20], the protection of
Cls against a malicious attacker is modeled as a simultaneous
game and the Nash equilibrium solution is imposed. In [21]
the most prominent threats and attacks against Industrial
Control Systems and critical infrastructures, are described.
In [22] Digital Twins to secure Cls are developed, which are
built using real-time, high fidelity replicas of Programming
Logic Controllers. Denial of Service attacks are examined.
In [23] a model trained using deep learning is proposed
to evaluate EEG signals and detect insider threats. The
algorithm classifies different mental states based on four
category risk matrices. The work in [24] documents and
analyzes cyber-attacks at the oil and gas sector. It also builds
a vulnerability taxonomy and connects each vulnerability to
the respective attack paths. In [25] a trilevel optimization
model is proposed that integrates protection, restoration,
and adaptive flow redistribution. Complexity is minimized
using an evolutionary algorithm. In [26] a defender-attacker-
defender model is proposed that analyzes the potential
impacts of intelligent attacks and worst-case disruptions on
the U.S. air transportation network. The effects of intermodal
connections on the resilience of the air network are also
considered through a hypothetical bus network. In [27], the
security of smart city service infrastructure is modelled at
a higher level of abstraction. Multiple tiers of defense at
component/system level, and security operation center are
introduced, while for a given component vulnerability vector,
the model assesses key security parameters. In [28] the
impact of node placement and clustering on LWSN network
lifetime is analyzed. Existing node placement and clustering
schemes are classified for LWSN and various topologies
for disparate applications are introduced. In [29] systemic
integration of granular computing (GrC) and resilience
analysis for Cls is performed. The paper also considers that
adverse events suddenly occur and evolve rapidly, giving
little time to react. In [30] visual surveillance data, channel
state information from Wi-Fi signals for human-presence
detection, and ICS sensor data from the utility are analyzed
for protecting critical water infrastructures. In [31] wired
signal distinct native attribute finger-printing is investigated
as a non-intrusive physical-based security augmentation.
Results are based on remote transducer differential pressure
transmitter devices, where time domain and slope-based FSK
fingerprints’ analysis is incorporated. In [32] an automated
attack generation method is proposed that can produce
detailed, scalable, and consistent attack trees. The paper also
discusses identification of the adversarial strategies. In [33]
six existing threat assessment frameworks are examined.
The paper argues that the complexities associated with
modern Cls, make existing methods insufficient to assess
systems security risks exposure. In [34] a Unified Modelling
Language profile is proposed that enables the modelling
and security specification for CIs. Security assessment is
carried out through survivability analysis and stochastic
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analysis, carried out with Generalized Stochastic Petri nets
is discussed. Other interesting works include [35]-[47],
which cover different aspects of CIs’ threat assessment and
protection.

Even though very interesting, most aforementioned works
are not tested on real world settings and do not provide
specific levels of threat. This paper builds on previous
extensive experience on surveillance, authentication, illicit
goods detection and location-based action analysis [48]-[53],
to perform threat assessment of neighboring CIs. Three
scenarios are analyzed, multiple explosions are considered,
a Cl-based fusion algorithm is proposed for non-overlapping
segments of the Voronoi tessellation and a real time
innovative algorithm to assess the specific threat of each
CI is presented. Strengths and weaknesses are exhibited
and compared to other schemes through an extensive
experimentation phase on real world settings.

IV. THE PROPOSED THREAT ASSESSMENT FRAMEWORK
A. FRAMEWORK OVERVIEW

This paper focuses on ADR trucks, approaching ClIs, as it can
be seen in Figure 2. If ADR trucks are hijacked by terrorists
or other extremists, they can be used as truck-bombs that can
cause serious damage to Cls. Even an accident (non-terrorism
event) can lead to devastating results.

In this subsection, definitions cover all required concepts,
objects and actors of the proposed framework. Towards this
direction, let us define by CI;‘"”, k = 1,....1, b =
1, ..., q, the kth CI under anti-terrorism/security intelligent
surveillance, which has b crucial points (cp;,). For example,
an airport (transportation CI) has several crucial points that
can be stricken by terrorists. These crucial points include fuel
tanks, the flight control tower, airstrips etc.

C
Let ADR j be the jth ADR truck, j = 1, ..., m, which is

<
located withjinpa radius p from crucial point b of a CI. More
specifically 7; is the distance of ADR;” ® from crucial point b
of a CI under surveillance. In this case, an ADR truck may be
in the vicinity of more than one crucial points. Here it should
be mentioned that a different r; (e.g. 7% for each crucial
point b of any individual CIj) could be used, according to
the importance of each point, but for simplicity reasons and
without loss of generality, it is avoided in this paper.
LetusalsodenotebyIPCZp”,k =1,...,I,b=1,...,q,
the level of importance (/PC) of the bth crucial point of the
kth CI. Each cp, may have a different level of importance.
For example, in case of a petroleum refinery, the desalter unit
(which washes out salt from the crude oil before it enters the

=

Fuel
Tanks |

FIGURE 2. Overview of the scheme: ADR trucks approaching neighboring
Cls, through the road network.

atmospheric distillation unit) has a high level of importance.
In the same example, a gasoline storage tank with capacity of
70,000 m? has an extremely high level of importance, since if
it catches fire, it may destroy the whole refinery. In this paper
and since the focus is on ClIs, three levels of importance are
considered for IPC: “high”, “very high”, “extremely high™.

B. SINGLE-ATTACK SINGLE-INFRASTRUCTURE THREAT
ASSESSMENT

In case of single-attack single-infrastructure threat assess-
ment, it is assumed that a single ADR truck explodes near a
single CI. In this case the overpressure (P,) of the blast wave
can be calculated by Eq. (5) and the positive incident impulse
(pi,), expressing the overall shock that cp,, of CI receives, can
be calculated by:

t
pi, = / (P (1) — Pg) dt (6)
tr

_ e—c‘(tr+tp)
C )

and by using Eq. (2):

ty e Clr
pi, =P, f e dt = Po - (
t

808 [l + (4.51§/1\7>2i|

(&)

== = N )
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TABLE 3. MI5’s adapted LoT for CIs.

Algorithm 1 Threat Assessment in Case of Single-Attack
Single-Infrastructure

Level # LoT Description
1 Low Explosion is likely to produce no malfunction to
the CI

2 Moderate Explosion is likely to produce non-significant
malfunction to the CI

3 Substantial Explosion is likely to produce significant
malfunction to the CI

4 Severe Explosion is likely to produce severe
malfunction to the C

5 Critical Explosion is likely to produce critical
malfunction to the CI

eo(t,+t,,) — eClr
==Po- @)

C - ec'(tr+tp) . ec"tr

Equations (5) and (7) are calculated for all cp,’s, b =
1,...,q, of the CI, since in case of an explosion more
than one crucial points may be affected. In order to
assess the threat of the CI, the MI5’s [6] five levels of
threat (LoT) are adapted. These five levels can be seen in
Table 3:

In order to assess the LoT of the CI, in this paper the
following novel algorithm is introduced:

Algorithm 1 provides the minimum conditions to classify a
threat as critical, severe or substantial. Towards this direction,
overpressure thresholds 7;, T2, T3, T4 (T2 > T; > T3 >
T4), positive incident impulse thresholds t;, 2, 13, t4 (t2 >
t; > t3 > t4) and cardinality thresholds T¢q7, Tera2, Terd3
are incorporated such as: (a) 7> / t; consider very high
overpressure / positive incident impulse, (b) 77 / ¢; consider
high overpressure / positive incident impulse, (¢) T3 / t3
consider significant overpressure / positive incident impulse
and (d) T4 / t4 consider medium overpressure / positive
incident impulse.

According to Algorithm 1, a critical threat is distinguished
if the explosion: (a) possibly generates high overpressure or
high positive incident impulse to at least one crucial point
(cpp), which has extremely high IPC, (b) possibly generates
very high overpressure or very high positive incident impulse
to at least one crucial point (cp;,), which has very high IPC,
(c) possibly generates very high overpressure or very high
positive incident impulse to at least T,.q; crucial points,
which have high IPC. Severe and substantial threats can
be described in a similar manner. Additionally, since low
and moderate LoT are not of specific concern and in order
to reduce computational complexity, minimum conditions
for classifying an event into low and moderate LoT are not
included.

On the other hand, for analyzing time and space complexity
of Algorithm 1, the big O (Bachmann-Landau or asymptotic)
notation is used. In particular, regarding time complexity of
Algorithm 1, let us assume that each computer operation
takes approximately constant time, denoted as ct. Let us
also assume that the worst-case scenario is considered,

76552

1 #HHHAEHE INITIALIZATION ##HEHAE
Data: one CI ; one ADR ; all cpy,‘s of CI,

form set EH = {cp, |IPC;"* == “‘extremely high”} // set of
extremely high level of importance points

form set VH = {cph|IPC,ip” == “very high”} // set of very
high level of importance points

form set H = {cp,|IPC;”* == “high”} // set of high level

of importance points
CRy = card(H) //cardinality of set H
for b = 1: g /ffor all cps
estimate P;p” ; /loverpressure at each cp,,
form vector OP( = [ngI , PZPZ, e ng”] :
estimate picoph ; I/ positive incident impulse at each

Pp
. . . P,
form vector Opiy, = [piyy', pigy”, ..., pip'l;
end for ;

[/ #it###HEHH THREAT ASSESSMENT #i#t#HHHHH#

VP € OPg ; Vpil™® € Opiy;

{

//Minimum conditions for critical level of threat (LoT = 5)
if 3cp, ¢ {(PY" > T OR pig? > 1)) && IPCY" ==
“extremely high”)} then LoT = “57;

if Iepy, : {(PG" > To OR pig® > 1) && IPCY" >
“very high”)} then LoT = “57;

if {{3SH C H: (card(SH) > T.q1)} && (Vepp € SH):
(P > T> OR pig” > 12)}} then LoT = “57;

//Minimum conditions for severe level of threat (LoT = 4)
if Iepp (T > PJP > T3 OR 11 > piy” > 13) &&
]PCZ[”’ == “extremely high”)} then LoT = “4” ;

if 3cpp, : (T2 > P > T OR 6 > piy? > 1) &&
IPCzpb > “very high”)} then LoT = “4” ;

if {({3SH C H: (card(SH) > Te2)} && (Vepp € SH):
(P > T) OR piy” > 1)}} then LoT = “4” ;

//Minimum conditions for substantial level of threat (LoT =3)
if Iepp : (T3> PP > T4 OR 13 > piy” > 1) &&
IPC;"* == “extremely high”)} then LoT = 37 ;

if 3cpp, ¢ (T > PR > T3 OR # > piy? > 1) &&
IPC;"* > “very high”)} then LoT = “3” ;

if {({i3SH C H: (card(SH) > T.q3)} && (Vepp € SH):
(T» > P3? > Ty OR tr > piy* > 11)}} then LoT = “3” ;

}

for LoT < 3 (in this case, all minimum conditions of
Algorithm 1 are examined). Then the number of operations
to be executed depends on the number of cp,,’s (input length).
The major operations for an input length N are: (a) ctxN
input operations (b) ct«N operations to estimate overpressure
(c) ct«N operations to estimate positive incident impulse
(d) ctxN=logN to short the overpressure set (e) ctxNxlogN to
short the positive incident impulse set and (f) ctxN operations
to check all minimum conditions. Hence the time complexity

VOLUME 10, 2022



A. Skraparlis et al.: Real Time Threat Assessment of Truck Cargos Carrying Dangerous Goods

IEEE Access

of Algorithm 1 is O(NxlogN). So, if the number of cp;,’s
increases, the time of execution also increases in a non-linear
way (O(NxlogN)).

Regarding space complexity of Algorithm 1, let us assume
that each element occupies a unit space of memory, denoted
by sp. Then the occupied space also depends on the number
of c¢py’s (input length). In particular, for an input length
N, the used memory space (for the major data to be
stored) is: (a) spxN for forming sets EH, VH and H,
(b) spxN for forming vector OPg, (c) sp*N for forming
vector Opig, (d) spxN to short the overpressure set and
(e) spxN to short the positive impulse set. Hence the space
complexity of Algorithm 1 is O(N). So, if the number of
cp,,’s increases, the required memory also increases in a linear
way (O(N)).

C. MULTIPLE-ATTACK SINGLE-INFRASTRUCTURE THREAT
ASSESSMENT

Before proceeding to full analysis of this scenario, it should
be stressed that the scope of this paper is to establish
the foundations for ADR threat assessment of critical
infrastructures and not to examine case-based blast waves’
interferences, reflections, angles of incidence etc. In any case,
an individual threat assessment plan should be prepared for
each CI, by taking into full consideration the specifics of the
infrastructure (e.g. location, elevation level, crucial points,
distance from road, obstacles etc.).

Now, in case of multiple-attack single-infrastructure threat
assessment, it is assumed that multiple ADR trucks explode
near a single CI. Explosions may happen at the same
time, may have time overlap or may be successive. For
simplicity reasons: (a) this paper focuses on successive
explosions, where the next explosion occurs after the previous
explosion is completed (typically after milliseconds) and
(b) only the positive incident impulse of each explosion is
estimated, which is typically much larger than the negative
phase. Figure 3 visualizes the scenario of consecutive, non-
overlapping explosions. In this case the overpressure (P,)
of each blast wave (for each explosion) can be calculated
by Eq. (5) and the overall positive incident impulse (OPI),
expressing the overall shock that cp;, of CI receives after N
consecutive explosions (Figure 3 shows the first three out of
N explosions), can be calculated by:

N
OPITr =" Pl ®)
=

by using Eq. (6):

g

Na
OPIP» = / (P (t) — Py)dt —i—/ (P2 (1) — Pg) dt
n

a hq

13q
+/3 (P3(t) — Py)di + . .. 9)
13,

by using Eq. (7):

1 tiatn) _ oC1t1a

OPIP» = P, .
o cy - eCl'(tIa+llb> . eCl'la
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FIGURE 3. Consecutive non-overlapping explosions, near a single critical
infrastructure.
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where Pb, Ci» tig, (tia + tip) are overpressures, decay factors,
times of arrival of the blast waves to c¢p, and duration of
positive incident impulse of the iy, i = 1,...N, explosion
respectively.
Equations (5) and (11) are calculated for all cp,’s, b = 1,
.., g, of the CI and in order to assess the LoT, the proposed
Algorithm 1 is incorporated, with Pzp” = PiO, i=1,...,N
and pig”" = OPIP».

D. MULTIPLE-ATTACK MULTIPLE-INFRASTRUCTURE
THREAT ASSESSMENT

In case of multiple-attack multiple-infrastructure threat
assessment, it is assumed that multiple ADR trucks pos-
sibly explode near multiple neighboring CIs. In order to
achieve efficient computational complexity, this scenario is
simplified and reduced to one of the two previous scenarios
(single-attack single-infrastructure, multiple-attack single-
infrastructure). An oblate spheroid or oblate ellipsoid is the
regular geometric shape that best approximates the shape
of Earth. Thus, Riemannian manifolds could provide better
accuracy in case of large geographic areas. However, and for
simplicity reasons, in this paper mapped limited geographic
areas are considered and handled as 2D euclidean spaces. For
simplifying the following notations, crucial points from all
CIs are not distinguished according to their origin CI. As a
result, the location of crucial point cp; can be denoted as
(Xcp;» Yep,)» providing the corresponding vector Ecpi. Now let
us gather all crucial points from all CIs under consideration,
into set OCP = {cpy, cps, ..., cp,} € R2, where2 < n < 00
and cp; # cpj, i # jand Vi, j = 1,2,..., n. In this paper
the points of set OCP are used as the generator points of a
Voronoi tessellation and the region given by

Zop — )| ¥i 21 # ]
(12)

VR(cep) = {ZCP | [Zep = Zep || <
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FIGURE 4. Map of the south-west area of Attica prefecture including the
locations of the five most important CIs.

is called the Voronoi region of c¢p;, where ||| denotes the
Euclidean distance. Then the following set
n
VDocp = _J._, VR(cp) (13)

is called the Voronoi diagram of OCP, which consists of
non-overlapping segments. Each segment corresponds to
a crucial point of a specific CI. In order to reduce the
multiple-attack multiple-infrastructure scenario to one of the
two previous scenarios, this paper proposes Cl-based fusion
of the non-overlapping segments of the Voronoi diagram.
Towards this direction, segments which originate from crucial
points that belong to the same CI, are fused to provide
the ATA for each CI. More specifically, for the Cl, k =
1,2,...,1, CIs, I classes are created, say C;, i = 1,2, ...,1,
as:

C; = {UZ=1 VR (cpy) = cpy € CI,'}, i=1,2,...,1
(14

Then, if only one ADR truck is within the ATA of a CI,
this case is considered as single-attack single-infrastructure
and the respective approach of subsection 4.2 is followed.
On the other hand, if several ADR trucks are within the ATA
of a CI, this case is considered as multiple-attack single-
infrastructure and the respective approach of subsection 4.3 is
followed.

V. EXPERIMENTAL RESULTS

A. EXPERIMENTAL SETUP

The unpredictable and persistent nature of terrorism makes it
a very difficult issue to tackle. Typically, security authorities
do not know whether, at which time and in which place,
a terrorist attack will take place. On the other hand and in
some cases, current technologies may be able to somehow
speculate the cargo of a truck [54]. However, there is not yet
any mature technology to distinguish between terrorist and
regular trucks, ADR and non-ADR cargo, or terrorist and
regular driver. In addition to acts of terrorism, accidents and
explosions of trucks also occur often [55]. Furthermore, the
crucial points of a critical infrastructure, as well as their levels
of importance are confidential information.
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FIGURE 5. The selected five most important Cis located at the south-west
area of Attica prefecture.

By taking into consideration all aforementioned remarks
and limitations, an extended experimentation phase was
properly designed and carried out within the interval March
Ist — March 30", 2022 (30 days). Initially the five most
important CIs located at the south-west area of Attica
prefecture (Figure 4) were selected:

a) CI;: Hellenic Petroleum Industrial site of Aspropyrgos,
one of the main public refineries of Greece (Figure 5(a))

b) CI,: DEH — KYT Koumoundourou, one of the two main
high voltage electrical power distribution centers of Attica
prefecture (covering 1/3 of the total electrical power of Attica
prefecture), (Figure 5(b))

c¢) CI 3: the Military Airport and Airforce base of Elefsina
region, (Figure 5(c))

d) Cly: the Hellenic Petroleum industrial site of Elef-
sina, another one of the main public refineries of Greece
(Figure 5(d)) and

e) CI 5: Elefsis Shipbuilding & Industrial Enterprises S.A.,
the largest shipyard in Greece (Figure 5(e)).

Here it should be stressed that: (a) more than 5 million
people live within the Attica prefecture, (b) the south-west
area of Attica prefecture was selected for experimentation,
since it hosts some of the most important CIs of Greece,
which are also concentrated within a radius of about 5 km
(neighboring CIs) and (c) similar experiments and analysis
can be performed for any region worldwide and for any
number of Cls.

During the experiments, all trucks moving only on
main access roads and highways, neighboring to the Cls
under examination, were considered as ADR and were
analyzed. In particular, traffic passing by the following main
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TABLE 4. Latitude, longitude and type of the 39 crucial points, for the five
Cis.

CI cp Latitude Longitude Type
1 38.031287 23.597916 Storage Tank
2 38.031824 23.597494 Storage Tank
3 38.032197 23.615452 Storage Tank
4 38.032191 23.614451 Storage Tank
1 5 38.031456 23.614292 Storage Tank
6 38.031002 23.613503 Storage Tank
7 38.030596 23.612752 Storage Tank
8 38.030062 23.611979 Storage Tank
9 38.029563 23.611292 Storage Tank
1 38.033341 23.619775 Power Pylon
2 38.033397 23.620048 Power Pylon
3 38.033462 23.620314 Power Pylon
5 4 38.033522 23.620585 Power Pylon
5 38.033594 23.620914 Power Pylon
6 38.033721 23.621642 Power Pylon
7 38.033439 23.622358 Power substation
8 38.033527 23.622691 Power substation
1 38.054289 23.555997 Aeroway
2 38.075054 23.556128 Aeroway
3 3 38.065867 23.550570 Control Tower
4 38.062697 23.563463 Repair Station
1 38.039885 23.504270 Storage Tank
2 38.040427 23.505214 Storage Tank
3 38.041040 23.506184 Storage Tank
4 38.042698 23.508889 Storage Tank
5 38.046948 23.516366 Storage Tank
6 38.046366 23.515128 Storage Tank
4 7 38.045552 23.514056 Storage Tank
8 38.045763 23.509540 Storage Tank
9 38.045100 23.508493 Storage Tank
10 38.044346 23.507345 Storage Tank
11 38.043402 23.505942 Storage Tank
12 38.043211 23.504755 Storage Tank
13 38.047474 23.505084 Storage Tank
14 38.046631 23.504045 Storage Tank
1 38.032592 23.495531 Industrial Building
5 2 38.032839 23.496693 Industrial Building
3 38.033719 23.497204 Industrial Building
4 38.034367 23.497554 Industrial Building

roads/highways, was considered: Old Highway Athinon-
Korinthou (passing near CI; and CIs5), NATO Avenue
(passing near CI3), A8-E94 highway (passing near CIj,
CI3 and Cl4,), A65 highway (passing near CI;), Panagias
Faneromenis Avenue (passing near CI; and CI;) and
Dimiourgias Avenue (passing near CI; and CIy). Then,
crucial points of the CIs under consideration were filtered,
based on the main access roads and highways. More
specifically, the closest to the main access roads and
highways crucial points were kept and as a result 39 crucial
points were considered in this experimentation phase. The
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FIGURE 6. The five clusters formed by fusing segments of the Voronoi
diagram.

latitude, longitude and type of each crucial point are
presented in Table 4, where the decimal degrees format is
incorporated.

Set OCP includes all these 39 points, used as the generators
of the Voronoi tessellation. Then the proposed CI-based
fusion algorithm of the non-overlapping segments of the
Voronoi diagram was applied and five clusters (C;, C2, C3,
C4, Cs) were created, one for each CI. Figure 6, which
presents all data, was created using the R libraries leaflet
[56], sf [57], dismo [58], sp [59] and deldir [60], as well
as OpenStreeMap [61]. In Figure 6 the OCP points are
represented with different colors (red, green, blue, yellow
and black) and for each point a polygon is created (the
lines of which are visualized in grey color). In particular,
C; (red area within the bounding box) is formed by fusing
the segments of the Voronoi diagram, originating from the
9 crucial points (red circles) of CI;. C, (green area within the
bounding box) is formed by fusing the segments, originating
from the 8 crucial points (green circles) of CI,. C3 (blue
area within the bounding box) is formed by fusing the
segments, originating from the 4 crucial points (blue circles)
of CI3. C4 (yellow area within the bounding box) is formed
by fusing the segments, originating from the 14 crucial
points (yellow circles) of Cl4. Cs (black area within the
bounding box) is formed by fusing the segments, originating
from the 4 crucial points (black circles) of CIs. Here it
should also be mentioned that a Voronoi diagram is typically
extended to the whole map. However, in this paper threat
assessment is considered as local in nature, since an ADR
truck explosion should occur near a CI, in order to cause
damage. For this reason, a bounding box is estimated, so that
it includes all aforementioned roads/highways and limits the
ATA to a maximum distance of 1,000 meters away from the
outer crucial points. Thus, when ADR trucks are outside the
bounding box, threat assessment is not performed, reducing
the computational complexity of the proposed scheme. When
ADR trucks enter the bounding box, threat assessment is
carried out separately for each cluster, by following the
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FIGURE 7. Example of truck and license plate detection using [62]-[64].

single-attack / multiple-attack single-infrastructure method-
ologies. Additionally, in order to maintain a high degree of
awareness of the surroundings of each CI and since it may
be difficult to install surveillance cameras everywhere, in
our experiments traffic surveillance cameras were installed:
(a) at the intersections of the considered roads/highways
and the bounding box and (b) at the intersections of the
considered roads/highways and the limits of the five clusters
(Cj, C, C3, Cy4, Cs). In total 13 surveillance cameras were
installed.

B. ADR TRUCKS CHARGE ESTIMATION

The recorded (from the 13 surveillance cameras) content
was collected daily and analyzed by three PCs with Intel(R)
Core(TM)i7-9700 CPU @ 3.00GHz and 16 GB DDR4 RAM.
Under these settings, content analysis is performed in real
time, for up to four video streams per PC. For more than
four video streams, either a parallel processing architecture
satisfies the real time condition or frame skipping. Initially
the following two sample projects were installed and
properly adjusted, in order to analyze only trucks: “Vechicle
Detection, Tracking and Counting’’ using TensorFlow Object
Counting API [62] and “License Plate Detection and
Recognition in Unconstrained Scenarios™ [63], [64]. The
first project: (a) detects and classifies vehicles (cars, trucks,
bicycles, motorcycles, buses) and (b) estimates the speed of
a vehicle, while the second project detects and recognizes
license plates.

Only vehicles classified as trucks were further processed.
For each truck, its speed was estimated, while its license
plate was detected and recognized. In the current experiments
the estimated speed of each truck was assumed to be
constant, until another camera provides information for a new
estimation. The constant speed assumption enables real time
estimation of the location of each truck, within each ATA.
Furthermore, due to plates’ recognition, our scheme is aware
of the trucks entering/exiting each ATA. Figure 7 presents a
truck, detected within a rectangle (detection rectangle), where
its license plate is concealed for privacy issues.

Next, a worst-case scenario is analyzed for the three
most characteristic substances of Table 2. In this scenario
it is assumed that all trucks are truck-bombs and carry the
maximum amount of explosive matter. In case of terrorist

76556

attacks, this is a reasonable scenario, since terrorists aim
at maximizing the overall impact of an attack. In order to
estimate the possible maximum amount of the explosive
matter carried by a truck, the detection rectangle is used,
which provides an estimation of the size of the truck.
In particular, the detection rectangle for each truck and for
a specific distance from the surveillance camera is selected,
so that mapping to a specific truck size is accomplished.
In this paper, mapping parameters have been estimated and
tested by performing several experiments. Then, each truck
is classified to one of the categories presented in [65], having
a capacity between 82 and 120 m>. The most dangerous
substance of Table 2, octanitrocubane, has a density of
1.98 tons per m3, thus, in the worst-case scenario, the
aforementioned trucks could carry from 162.4 to 237.6 tons
of octanitrocubane, or 386.5 (Mass2) to 565.5 (Mass1) tons
of charge mass of TNT (parameter M of Eq. (5)). The
most characteristic explosive substance is TNT, which has a
density of 1.65 tons per m3, thus, in the worst-case scenario,
the aforementioned trucks could carry from 135.3 (Mass4)
to 198 (Mass3) tons of TNT. Furthermore, the cheapest and
easiest to produce is ANFO, which has a density of 0.82 tons
per m?3, thus, in the worst-case scenario, the aforementioned
trucks could carry from 67.2 to 98.4 tons of ANFO, or 49.7
(Mass6) to 72.8 (Mass5) tons of charge mass of TNT. Based
on the cost of each explosive, terrorists are more likely to use
ANFO (~400 Euro/ton) [66], which, in its worst case, it is
represented by Mass5. TNT may require 5 times the cost of
ANFO [67], while octanitrocubane is extremely unlikely to
be used, since the commercially available starting material for
octanitrocubane, dimethyl cubane-1,4-dicarboxylate, costs
about 36,000 Euro per kg [68]. Similar calculations can be
performed for all substances of Table 2. Figure 8 shows
overpressure versus distance, for the six different masses
(Mass1-Mass6) and for samples every 50 meters, where the
minimum distance is 40 meters (some cp;’s are ~40 meters
away from the roads/highways under examination). The
maximum distance is 1,000 meters (see Section 5.2). As it
can be observed from Figure 8: (a) for Mass1 the maximum
overpressure is 89.4 psig at a distance of 40 meters and
the minimum is 0.16 psig at a distance of 1,000 meters,
(b) for Mass3 the maximum overpressure is 46.3 psig at
a distance of 40 meters and the minimum is 0.11 psig at
a distance of 1,000 meters and (c) for the smallest Mass6
the maximum overpressure is 17.6 psig at a distance of
40 meters and the minimum is 0.07 psig at a distance
of 1,000 meters. Additionally, explosion of a truck full of
octanitrocubane (Massl) is extremely dangerous even for
a distance of 180 meters away from a crucial point of
LoT=5, while in case of ANFO (Mass5) the distance falls to
80 meters.

C. THREAT ASSESSMENT AND VULNERABILITY ANALYSIS
OF Cis

For the 30 days experimentation interval, in total 33,810
unique trucks, or on average 1,127 unique trucks per day,
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FIGURE 8. Overpressure (psig) versus distance, for the six different
masses (Mass1-Mass6).
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FIGURE 9. Trucks within CIs’ ATAs per day.

were detected within the ATAs of the five Cls under exam-
ination, 72.4% of which passed through A8-E94 highway.
Here it should be mentioned that a truck moving on A8-E94
highway, usually passed near all related CIs (CI;, CI3 and
Cl4), one at a time. Similar cases were observed for Old
Highway Athinon-Korinthou, Panagias Faneromenis Avenue
and Dimiourgias Avenue, which pass from more than one
Cls. Thus, a unique truck could threaten more than one
Cls, at different time instances. This paper focuses on the
overall threat assessment of each CI per time instance and
subsequently the total charge mass of TNT per time instance
within an ATA is considered.

The diagram of the flow of the number of trucks within
each area of threat assessment for the 30 days period is
provided in Figure 9. As it can be observed, numbers of trucks
within the ATAs of CI; and CI4 are similar, since these two
ClIs are connected with A8-E94 highway and both of them
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FIGURE 10. Percentage of LoT for (a) C/,, (b) CI5, (c) CI3, (d) CI; and
(e) Cl5.

also have a secondary important source (A65 for CI; and
the Old Highway Athinon-Korinthou for CI4). Furthermore,
the number of trucks dropped substantially on the 7 of
March 2022, which was a public holiday (Green Monday) and
trucks were not allowed to move on highways. Additionally,
the total number of trucks was 83,379, which means that
each of the 33,810 unique trucks, passed from the ATAs of
2.47 ClIs on average. In particular 27,368 passed from CI,
891 from CI», 23,859 from CI 3, 27,095 from CI 4 and 4,166
from CI s.

Next, based on Table 1, thresholds 77;, T», T3, T4 (in psig)
and the respective t;, 2, 13, t4 (in kPa-ms) were selected as
T, =5>T =3>T3=2>Ty=1,1 = 200 >
t; = 100 > t3 = 70 > ty = 40. Additionally, T4y,
Teraz, Teraz were selected to be 70%, 50% and 30% of the
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cpy’s with high IPC. Figure 10 presents the LoT barplots (LoT
instances) of the five ClIs, in case of Mass5 and for the total
surveillance period. Axis x represents the LoT while axis y the
percentage (%).

As it can be observed in Figure 10: (a) CI; is extremely
vulnerable with an almost 84% of LoT=4 and almost 15%
of LoT=5. This is due to the fact that all trucks moving
on A8-E94 highway, pass near (~90 meters) a large fuel
tank. Additionally, all trucks moving on A65 highway /
Panagias Faneromenis avenue, pass very near (~50 meters /
~40 meters) large fuel tanks, (b) CI is extremely vulnerable
with an almost 25% of LoT=5. This is due to the fact that
all trucks moving on Dimiourgias avenue pass very near
(~25 meters) from several power pylons, (c) CI3 is the least
vulnerable CI, since its crucial points are far away (distance >
400 meters) from the highways/avenues under examination.
Even in case of Massl, the estimated overpressure is less
than 0.6 psig. (d) Cl4 is extremely vulnerable and it also
presents a peculiarity: all trucks moving on the Old Highway
Athinon-Korinthou pass very near (~40 meters) from large
fuel tanks and then, the same trucks, pass near (~90 meters)
other large fuel tanks. In the first case they lead to LoT=5
and in the second to LoT=4. As a result the two LoTs are
merged (Figure 10(d)) into one class, (e) finally CI 5 is under
substantial risk, since all trucks moving on the Old Highway
Athinon-Korinthou pass near (~100 meters) the machinery
buildings of CIs.

Here it should be mentioned that similar analysis can
be performed for any of the aforementioned masses
(Mass1 — Mass6), any substance of Table 2 as well as any
other explosive substance.

Figure 11 presents the evolution of LoT versus time. More
specifically, results for the rush hour 15:00 — 16:00 pm
(UTC+2) of the 11" of March 2022 are depicted. The
specific date was the busiest of the period under con-
sideration, according to the overall number of trucks that
passed from the five CIs. In Figure 11: (a) the rush hour
(60 minutes) is represented by 3,600 seconds, (b) each
highway/avenue that a truck passes from and generates a
LoT (LoT 3 to 5), is represented by different color (purple
color for Old Highway Athinon-Korinthou, blue color for
A8-E9%4 highway, red color for A65 highway, green color
for Panagias Faneromenis Avenue and orange color for
Dimiourgias Avenue).

As it can be observed in Figure 11: (a) due to the distance
of the cpps of CI; from A8-E94 highway, A65 highway
and Panagias Faneromenis Avenue, C/; may suffer critical,
severe or significant malfunction several instances per hour,
(b) compared to CI, things are better for CI,, however CI;
may suffer critical malfunction often (2 time instances for the
specific date and time), c) CI3‘s LoT is always less than 3
and thus it is not depicted, (d) CI4 may suffer critical or
severe malfunction several instances per hour, (e) finally CI 5
may suffer significant malfunction several instances per hour,
however, compared to CI;, CI; and Cly, it is in a better
position. Here it should be mentioned that similar diagrams
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FIGURE 11. Evolution of LoT versus time for a specific date and time.

can be provided for any date and time of the surveillance
period under consideration, however, the busiest date was
analyzed to better illustrate the maximum threat (worst
case).

D. COMPARISON TO OTHER APPROACHES

Most of the existing schemes present interesting theoretical
solutions to perform threat assessment of Cls (based on
simulations), while a limited number examines real world
settings. To the best of the authors’ knowledge, there are
not any similar schemes, providing threat analysis of CIs,
based on the cargos and routes of ADR trucks and using
specific LoTs. Nevertheless, in this subsection, comparison
of the proposed to three existing schemes is provided.
In particular: (a) the complexity of the proposed scheme is
compared to the complexity of a linear scheme [69], where
the concept of omni-directional propagation of the blast wave
is presented, (b) the threat notification time of the proposed
scheme is compared to the one presented in [70], where
sensors/cameras are mounted along the perimeter fence of
a CI and (c) the estimated surveillance equipment cost of
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FIGURE 12. Complexity comparison of the proposed scheme and of [69].

the proposed scheme is compared to the cost of [71], where
surveillance of the area of a CI is accomplished by a grid of
Sensors.

In terms of complexity, our scheme proposes fusion of
Voronoi segments to estimate the ATA of each CI. In the
linear case (omni-directional wave propagation), the threat is
estimated for all cpys, irrespectively of their distance from
the blast. Figure 12 illustrates complexity of the proposed
scheme and of [69] for a random selection of 300 different
time instances (300 instances of possible explosion). As it
can be observed, the proposed method reduces computational
complexity compared to the linear approach. The average
reduction is 3.92 times, providing an average calculation time
of 362.73 msec versus 1,422.83 msec for the linear approach
(74.5% improvement). Additionally, for the specific settings
and for the performed experiments, in most cases the linear
approach cannot work in real time (blue line), while the
proposed approach is always real time.

In terms of threat notification time, the proposed scheme
suggests starting the surveillance of each CI at a maximum
distance of 1,000 meters away from the outer crucial points.
This is due to the fact that in case of MassS, an explosion
becomes extremely dangerous for a cpy,, less than 100 meters
away. Even for Mass1, an explosion is extremely dangerous
for less than 200 meters. Furthermore, for a truck moving
with a speed of 60- 90 km/h, it takes 48/32 seconds to cover
800 meters (approach at 200 meters) and 54/36 seconds to
cover 900 meters (approach at 100 meters). This time is
enough for trained forces to stop a possible attack. On the
other hand, in [70] sensors/cameras are mounted along the
perimeter fence of a CI. Even if a truck can be detected and
its size can be estimated at every point of the field of view of
a fence-mounted sensor/camera, in several cases the structure
and morphology of the roads do not allow large radiuses of
surveillance, for the specific settings and for the performed
experiments.

Figure 13 provides the comparison of the average threat
notification time of the proposed scheme and of [70]. As it
can be observed, the average threat notification time is:
(a) 7.7 seconds for [70] and 42.2 seconds for the proposed,
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FIGURE 13. Threat notification time comparison of the proposed scheme
and of [70].

in case of CI;, (b) 5.5 seconds for [70] and 48.5 seconds for
the proposed, in case of CI;, (c) 6.1 seconds for [70] and
45.1 seconds for the proposed, in case of CI3, (d) 5.3 seconds
for [70] and 41 seconds for the proposed, in case of Cl4,
(e) 4.4 seconds for [70] and 43.9 seconds for the proposed,
in case of CI 5. On average, the proposed scheme notifies of a
threat 7.9 times faster than [70] (86.9% improvement). Here
it should be stated that threat notification times are estimated
for the minimum distance that a truck may approach a CI.
For this minimum distance, threat is at a maximum level,
thus threat notification times are even smaller for lower threat
levels.

Finally, in terms of estimated surveillance basic equipment
cost, the proposed scheme is compared to [71], where
surveillance of the area of a CI is accomplished by a grid
of sensors. In particular the scheme in [71] presents a grid
(with grid size Sm x 5m). In the performed experiments
about 21 — 35 % of the rectangles of the grid contained a set
of hardware components (ARM-based CPU with 800 MHz,
512 MB RAM, 512 MB flash memory, power requirement
of about 1.5 W, iSense sensor node, iSense Core Module
(CM30I), iSense Gateway Module (GM20-P) and iSense
GPS Module (GPSM10S)). There are several different
combinations of similar hardware components in Farnell,
Ebay and other sites, starting at about 30 Euro. On the
other hand, 4G outdoor wireless cameras start at about
100 Euro (Amazon, Ebay etc.). A rectangle to include all
CIs under examination, covers an area of about 70 km?
(56 km? by excluding sea segments) and in this case the cost
of [71] would be enormous. In order to provide an as fair
comparison as possible, this paper considers a surveillance
area at a maximum distance of 1,000 meters from a CI.
Figure 14 provides comparison of the proposed scheme and
for [71], for the same maximum distance and for the same
highways/avenues.

Here it should be mentioned that: (a) some high-
ways/avenues pass from more than one CI and in these
experiments the cost has been properly split between Cls,
(b) for [71], the lowest equipment coverage (21%) was
assumed, (c) the total cost (March 2022) for the proposed
scheme is about 1,300 Euro, while for [71] it is about 96,000
Euro (98.6% improvement), and (d) [71] may provide higher
accuracy regarding the exact position of each truck compared
to the proposed approach, but for a significantly higher cost.
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FIGURE 14. Cost comparison of the proposed scheme and of [71] for each
of the CIs under consideration.

Additionally, for the specific setup and for the performed
experiments, the position accuracy of the proposed scheme
is satisfactory.

VI. CONCLUSION

ClIs can be destroyed in minutes, with insignificant cost or
with no cost, if terrorists hijack and turn ADR trucks into
moving bombs.

This paper focused on threat assessment of neighboring
ClIs, three scenarios were analyzed and a novel fusion
technique of the non-overlapping segments of the Voronoi
tessellation was proposed. Additionally, an innovative algo-
rithm was introduced for threat assessment and extensive
real-world experiments were carried out.

Future work can focus on different aspects of the problem.
For example, toxicity, radioactivity, carcinogenesis, muta-
genesis, teratogenesis etc. of the various substances can be
considered and a more spherical threat assessment estimation
framework can be examined. Sea and air ATAs can also
be defined, and new surveillance methods can be proposed.
Additionally, in detecting trucks, occlusion problems should
be confronted, by possibly using multiple cameras/sensors.
A lot of work can also be done to provide specific rules
of each individual infrastructure. Different scenarios can be
covered e.g. for setting the complete CI or part of the CI out
of order.

Furthermore, CI-specific blast wave physics could be
examined both for a single and for multiple explosions.
Finally, CI-specific plans for truck ramming attacks could
be analyzed, since trucks may forcibly penetrate into CIs to
approach specific crucial points that are not located near the
security fence/wall of the CI.
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