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ABSTRACT Identity-based encryption is a public key-based method of encryption that enables communi-
cating identities to use some individual and unique information, such as their physical IP addresses and
MAC addresses, to identify them and as public keys. The scheme does not require the extra device to
store long-term public keys. So, it is convenient for use in practical applications, including smart industry
and smart manufacturing. This study develops a novel, efficient, and secure identity-based encryption
scheme using an extended Chebyshev chaotic map that has recently been demonstrated to outperform
traditional cryptography, including modular exponential computations or scalar multiplications on elliptic
curves. Besides demonstrating that the proposed scheme satisfies the security requirements of identity-based
encryption, the simulation results of this study show that the proposed scheme requires less response time
than related identity-based encryption schemes. Due to hardware limitations, not all industrial devices can
load heavy computations. Therefore, the proposed identity-based encryption scheme outperforms related
identity-based encryption approaches, and is suitable for industrial environment.

INDEX TERMS Public key infrastructure, chaotic map, identity-based encryption, industry, information

security.

I. INTRODUCTION

In the concept of public key infrastructure (PKI), a certificate
authority (CA) is responsible for binding a public key to
an entity’s corresponding identity. Bindings are established
through the process of enrolling and issuing certificates. The
CA may delegate the responsibility of a Registration Author-
ity (RA) to handle the certificate issuance process, including
the authenticity of the identity information contained in cer-
tificates signed by the certificate authority, to ensure valid and
correct registrations. For industrial or smart manufacturing
PKI, RA needs to be able to model and re-model production
processes while maintaining the level of security required cre-
ating trusted device identities directly on the production floor,
and thus requires greater flexibility and robustness. Addition-
ally, the RA must be located directly on the production line
and perform authentication and certificate issuance during
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the production process, as shown in Fig.1. This requires reg-
istries to adopt new security approaches in terms of hardware
requirements, separation of network interfaces, management
functions that support the life cycle of production lines and
maintenance services [1], [2].

Shamir introduced the concept of the identity-based cryp-
tosystem in [3]. The system is an implementation of an email
address-based PKI that allows entities to verify digital signa-
tures using only public information, such as the entity’s iden-
tifier. Therefore, it only instantiates identity-based signatures
(IBS). Identity-based encryption (IBE) is a kind of public-
key encryption, which enables entities to use some individual
and unique information to identify them and as their public
keys. This information may be their physical IP addresses and
MAC addresses. The entities do not need equipment to store
long-term public keys.

In Maurer [4] did some of the research that led to IBE
scheme. In Boneh and Franklin [5] proposed an IBE scheme
using Weil pairing. In the same year, Cocks [6] developed
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FIGURE 1. CA delegates RA to handle the certificate issuance process.
Then RA is located directly on the production line and perform
authentication and certificate issuance during the production process for
industrial or smart manufacturing PKI.

an IBE scheme that was based on quadratic residue. In
Lee et al. [7] proposed a new IBE scheme in which a private
key is issued by a key generation center (KGC) and multiple
key privacy authorities protect its privacy. Their scheme pro-
vides a secure channel in which a simple blinding technique
is used for pairing-based cryptography. Such identity-based
public-key cryptosystems do not require extra equipment to
store long-term public keys, and so are more convenient
than traditional public-key and symmetric cryptosystems for
in everyday life. However, currently available IBE schemes
require time-consuming modular exponential computations
or scalar multiplications on elliptic curves. However, due to
hardware limitations, not all industrial devices can load heavy
operations. Therefore, developing an IBE scheme suitable for
industrial environments is a very important research issue.

Recent research has shown that cryptosystems using
operations based on Chebyshev chaotic maps are more effi-
cient than traditional cryptosystems using modular expo-
nential computation and scalar multiplication on elliptic
curves [8]-[10]. However, Bergamo et al. [11] showed that
public-key cryptosystems based on Chebyshev polynomials
fail to exhibit the contributory property of key agreements.
In Zhang [12] resolved this security weakness by enhanc-
ing the Chebyshev polynomials, and showed that enhanced
Chebyshev chaotic maps have similar properties to non-
enhanced ones and have the discrete logarithm, and Diffie-
Hellman problems. Thus, to enhance the efficiency, many
extended chaotic map-based approaches [13]-[21] have been
developed for communicating protocols and use in user
authentication schemes, telecare medicine information sys-
tems and other cryptosystems.

To provide a more suitable IBE solution for industrial
environment, this investigation presents a novel IBE scheme
by using extended Chebyshev chaotic map assumptions. The
contributions of this paper are described as follows.

1) The proposed extended chaotic map-based IBE scheme
does not require time-consuming modulo exponential
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TABLE 1. Notation.

Notation Description

PKG The Private Key Generator (PKG) is a trusted third party and
is responsible for generating the corresponding private keys.

phulsky The public/ private key pair of device U

p A large prime number

! A security parameter

H() - . !
A secure one-way function and H () : (—oo,+e0) — {0,1}

h() A secure one-way hash function and /(") : {0,1}" — {0,1}[

® The exclusive-or (XOR) operation

computations or scalar multiplications on elliptic
curves.

2) This investigation demonstrates that the proposed
scheme satisfies the security requirements of IBE,
including correctness, semantic security, and the ability
to protect against privileged insider attacks.

3) The simulation results of this study show that the pro-
posed scheme requires less response time than related
IBE schemes.

4) Compared with other related schemes, the proposed
IBE scheme not only retains the security require-
ments of identity-based encryption, but also has higher
efficiency.

The remainder of this investigation is organized as follows.
Section II briefly reviews concepts associated with identity-
based public-key cryptosystems and extended chaotic maps.
Section III presents the proposed identity-based public-key
cryptosystem, which uses extended chaotic maps. Section IV
analyzes security and performance of the proposed IBE
scheme. Final section draws conclusions.

Il. PRELIMINARIES

This section introduces the relevant notation and describes the
underlying primitives used in this study, including keyed hash
function, enhanced Chebyshev chaotic maps, the extended
chaotic map-based discrete logarithm, Diffie-Hellman prob-
lems, and the inverse assumption.

A. NOTATION
Table 1 lists the notations used in the proposed IBE scheme.

B. KEYED HASH FUNCTION

A family of keyed hash functions H := {Hj }xeck , Where each
H is a function that maps G to {0, 1}. Let D be an algorithm
that has as inputs an element of k and an element of {0, 1}/,
and outputs a bit. The ES-advantage of D is defined as

|Prlk € K, r € Zg : D(r, Hi(r)) = 1]
— Prlh € Zg,ra € Zg : D(r, h) = 1]|

and is denoted as Adv,s. Then, the hash H is entropy smooth-
ing if the ES-advantage Adv,; of every efficient algorithm is
negligible. [22]
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C. ENHANCED CHEBYSHEV CHAOTIC MAPS

In Lee [10] enhanced Chebyshev polynomials and proved
that the semi-group property and the commutative under
composition hold on the interval (—oo, +00). Accordingly,

Th(x) = (2xTy—1(x) — T—2(x)) mod p,

where n > 2, x € (—o0, +00) and p is a large prime number.
Then,

T, (Ts(x)) = Trs(x) = To(Tr(x)) mod p

holds.

The extended Chebyshev chaotic maps exhibit the discrete
logarithm, and Diffie-Hellman problems [12], [15]-[18], and
are described as follows.

1) EXTENDED CHAOTIC MAP-BASED DISCRETE LOGARITHM
PROBLEM (DLP)
Given y, T(-), x and p, where x € (—o0, +00) and
p is a large prime number, finding an integer r that
satisfies y = T}-(x) mod p is computationally infea-
sible. The advantage that is gained by an attacker
who solves the extended chaotic map-based dis-
crete logarithm problem is given by Advgy,, which
is negligible.

2) EXTENDED CHAOQTIC MAP-BASED DIFFIE-HELLMAN
PROBLEM (DHP)
Given Ty (x), Ts(x), T(-), x and p, where r, s > 2,
x € (—o0,+00) and p is a large prime number,
calculating

Ty(x) = T, (Ts(x)) = Ty(T(x)) mod p

is computationally infeasible.

3) EXTENDED CHAOTIC MAP-BASED INVERSE ASSUMPTION
Since the Chebyshev polynomial satisfies the semi-
group property (closure and associative), given u, v,
T(-), x and p, where u, v > 2, x € (—00, +00) and
p is a large prime number, finding an integer u~!
that satisfies

T,-1(Ty(x)) =

is computationally infeasible. The advantage that
is gained by an attacker who violates the extended
chaotic map-based inverse assumption is given by
Advi,,, and which is negligible.

T,-1,.,x)=T,(x) mod p

Ill. PROPOSED ID-BASED ENCRYPTION SCHEME USING
EXTENDED CHAOTIC MAPS FOR INDUSTRIAL
ENVIROMENT

This section presents the proposed efficient IBE scheme that
is based on extended chaotic maps. Figure 2 depicts the pro-
posed scheme, which consists of setup, extraction, encryption
and decryption phases, as follows.
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FIGURE 2. The encryption and decryption processes of the proposed IBE
scheme for Industrial Environments.

A. SETUP PHASE

(1) The PKG randomly specifies a random number s as its
master key and the Chebyshev chaotic maps 7, (x) =
(2xTy—1(x) — Tp—2(x)) mod p, where n > 2, x €
(—o00, +00) and p is a large prime number.

(2) The PKG also specifies two hash functions h(-)
{0, 1}* — {0, 1} and H(") : (=00, +00) — {0, 1},
where [ is security parameter.

B. EXTRACT PHASE
A device DA registers its identity A to the PKG and
gets its public/ private key pair

(pka, ska) = (A, Tha).s(x) mod p).

Similarly, a device DB registers its identity B to the
PKG and gets his public/ private key pair

(pkg, skg) = (B, Ty(p).s(x) mod p).

C. ENCRYPTION PHASE
The device DA now encrypts the plaintext M by performing
the following steps.
(1) DA computes kap = Tpp)(ska) mod p by using its
private key sk4 and B’s identity B.
(2) DA computes C = Hy,,(ra)® M, where r4 is arandom
number or a timestamp.
(3) The resulting ciphertext (C, r4) is sent to the device
DB.

D. DECRYPTION PHASDE
The receiver DB decrypts the ciphertext (C, r4) and gets the
plaintext M by using the following steps.
(1) DB computes kps = Tp)(skg) mod p by using its
private key skp and and DA’s identity A.
(2) DB obtains M by computing M = C @ Hyy, (ra).

E. EXAMPLE

1) SETUP PHASE
(1) The PKG specifies its master key s = 35 and the
Chebyshev chaotic maps

Tu(x) = 2xTy—1(x) — Ty—2(x)) mod p,
where n > 2, x = 65 and p = 101.
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(2) The PKG also specifies two hash functions h(-)
and H(-).

2) EXTRACTION PHASE

Device DA registers its identity A = “192.168.22.1” to the
PKG. Then PKG computes h(A) = h(“192.168.22.1") =
29 and skg = Tpa)(Ts(x)) mod p = T29(10) mod 101 = 88,
where T(x) = T35(65) mod 101 = 10, and sends key pair
(Pka, ska) = (A, 88) to DA through a secure channel. Sim-
ilarly, DB registers its identity B = “192.168.22.2” to the
PKG. PKG computes i(B) = h(*“192.168.22.2”) = 53 and
skp = Tup)(Ts(x)) mod p = Ts53(10) mod 101 = 98, and
sends key pair (pkp, skg) = (B, 98) to DB through a secure
channel.

3) ENCRYPTION PHASE
The sender DA can now encrypt the plaintext M = 87 by
performing the following steps.

(1) Device DA computes kap = Tup)(ska) mod p
T53(88) mod 101 = 34 by using her private key sk4
88 and DB’s identity B.
(2) DA computes
C = Hy,z(ra) ® M = H34(20180908) & 87 = 69 & 87
= 01000101, & 010101112 = 00010010,
= 18,

where r4 = 20180908 is the timestamp.
(3) The resulting ciphertext (C, r4) = (18, 20180908) is
sent to DB.

4) DECRYPTION PHASE
The receiver DB decrypts the ciphertext (C, r4) and obtains
the plaintext M by performing the following steps.

(1) DB computes kga = Tpa)(skp) mod p = T29(98) mod
101 = 34 by using his private key skp = 98 and DA’s
identity A.

(2) DB obtains M = 87 by computing

M = C @ Hy, (r4) = 0010010, & H34(20180908)

= 000100102 & 01000101, = 01010111,
= 87.

IV. SECURITY AND PERFORMANCE ANALYSES

This section provides security analyses of the proposed
scheme, in terms of correctness and the semantic security, and
the ability to protect against privileged insider attacks, and
compares its performance with that of other related schemes.

A. SECURITY ANALYSES
1) CORRECTNESS
In the encryption phase of the proposed scheme, DA com-
putes k4p by using his/her private key sk4 and DB’s identity
B, where
kap = Th)(ska) = Ths)(Thea).s(x))
= Tn(B)n(a)s(x) mod p.
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Next, DA sends (C, ry) to DB, where C = Hy,,(ra) ® M.
In the decryption phase, DB computes kg4 by using its private
key skp and DA’s identity A, where
kpa = Tia)(skp) = Tha)(Thes).s(x))
= Tha)-n)-s(x) mod p.
Thus, kga = kap holds.
Additionally,
C @ Hiyy(ra) = (Hyyp(ra) ® M) ® Hip, (ra)
= HkAB(rA) Y HkBA (VA) oM
=M.

Therefore, the DB can get the correct plaintext M by using its
private key.

2) PROVIDING SEMANTIC SECURITY
The following theorem establishes that the proposed encryp-
tion scheme has semantic security if the used keyed hash
is entropy-smoothing and the extended chaotic map-based
discrete logarithm and inverse assumptions hold.

Theorem 1: Let Adv,s be the advantage that is gained by
an adversary who breaks the keyed hash function; let Advg
denote the advantage that is gained by an adversary who
solves the extended chaotic map-based DL problem; and let
Adviy, be the advantage that is gained by an adversary who
violates the extended chaotic map-based inverse assumption.
The advantage that is gained by an adversary who breaks the
semantic security of the proposed encryption scheme is,
Advi™ <2-Advgp +2-Advipy + 2 - Adves +

id_encrption =

71"

Proof: Assume that game G;j is the probability of the
event E; that the adversary wins this game. Game G3 is the
terminal game and concludes with the adversary’s having a
negligible advantage in breaking the semantic security of the
proposed IBE scheme.

Game Go: This game corresponds to the real attack against
the proposed IBE scheme. E is defined as the event that b =
bin game Gy.

Game G: Gy is transformed into game G by computing
h(B) by simply random selection hp, rather than using a
hash. Then, games G¢ and G are mutually indistinguishable
except with respect to collisions of the used hash functions.
According to the birthday paradox [22] and the Difference
Lemma [23],

1
| Pr{Eo] — Pr[Ey]| < Tk ey

Game G;: G| is transformed into game G by computing
Ts(x) mod p by simply random selection Rg, rather than as a
series of extended chaotic maps. Accordingly,

| Pr(E1] — Pr(E2]| < Advayp, @)

where Advyy, is the advantage that is provided by some effi-
cient algorithms and is negligible under the extended chaotic
map-based DL.
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Game G3: G, is transformed into game G3 by simply
random selection ksp rather than as a series of extended
chaotic maps. Accordingly,

| Pr(E2] — Pr(E3]| < Advin, 3

where Adv;y, is the advantage that is provided by some eftfi-
cient algorithms and is negligible under the extended chaotic
map-based inverse assumption.

Game G4: GameGs is transformed into gameGy4 by simply
choosing H at random rather than as a key hash. Then,

| PrlE3] — Pr(E4]| < Advey, “

where Adv,. is the ES-advantage that is provided by some
efficient algorithms and is negligible if H is assumed to be
entropy-smoothing.

Assume that the challenger Achao attempts to violate the
extended chaotic map-based discrete logarithm assumption or
the extended chaotic map-based inverse assumption, and the
adversary A is constructed to break the semantic security of
the proposed encryption scheme. Achao flips an unbiased coin
b € {0, 1} and returns the encryption of M} to the adversary
A. Then A outputs its guess bit b’ and wins if ¥ = b. If A
outputs b, then Achao outputs 1; otherwise, it outputs 0.

Since all r4 and Hyap(r4) are random and independent, and
no knowledge about b is leaked,

1
Pr[Es] = ~. )
2
Merging Egs. (1), (2), (3), (4) and (5) and applying the
Difference Lemma [22] yields,

Pr{Eo] <2 - Advap + 2 - Adviy + 2 - Adves + ©6)

1
7l-1"
The proof is thereby concluded. U

3) PROTECTING AGAINST INSIDER ATTACKS

The following theorem indicates that the proposed encryp-
tion scheme withstands attacks by privileged insiders if the
extended chaotic map-based DL and inverse assumptions
hold.

Theorem 2: The proposed scheme withstands attacks by
privileged insiders.

Proof: Assume that a legitimate adversary Ap whose
identity is E has the public/ private key pair (pkg, skg) =
(E, Ty(g).s(x) mod p), and attempts to derive the plaintext M
from the ciphertext (C, r4) that was encrypted by Alice, the
public/ private key pair (pkg, skg) and public information,
where kap = T (ska) = Tna)(skp) = Tpay.nm)-s(x) mod
D, C = Hy,,(ra) @ M and r, is a random number or a
timestamp. Then A must have the secret kqp. Since Ag has
no the knowledge of sk, skp and the PKG’s secret key s,
he/she has s or Tg(x) mod p.

(1) Ag endeavors to derive the PKG’s secret key s from
the public/ private key pair (pkg, skg) and public infor-
mation T(-), x and p. Let xo be Tye)(x) mod p. Now,
sk = Tyg)s(x) = Ti(Tyg)(x)) = Ts(xp) mod p. Given
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TABLE 2. Computational comparison.

\IBE schemes  Boneh&Franklin  Al-Riyami&Paterson Proposed
Computations\ [5] [24] IBE
Extract phase 1T oect 1 Thasn AT o1 Thn 1 Tohaot1 Thash
Required time 52 ms. 193 ms. 18 ms.
Encrypt phase 1T pairingt1 Teee 1 Tpairingt1 Tece 1Tohaot2 Thash
1 Thasn +1Txor +2 Thash +1Tor +17T,,,
Required time 98 ms. 103 ms. 23 ms.
Decrypt phase 1 Tpairingt 1 Thash 1 Tpairingt 1 Thash 1T a0t 2 Thash
1T 1T 1T
Required time 51 ms. 51 ms. 23 ms.

TABLE 3. Simulation environment.

Hardware/ Software specification
Intel CPU i7 CPU 3.2GHz
8G Memory
Windows 10
Scala programming language
Used Algorithms
Asymmetric en/decryption algorithm: ECC, Pairing
Symmetric en/decryption algorithm: AES
Extended Chebyshev chaotic maps
Hash function: SHA-1

skp = Ty(xo) mod p, T(-), xp and p, finding an integer s’ that
satisfies skg = Ty (xp) mod p is computationally infeasible
owing to the extended chaotic map-based DL assumption.
The advantage that is gained by an attacker who derives the
PKG’s secret key s is bounded by a negligible probability:
Advgp.

(2) Ag endeavors to derive Ty(x) mod p from the pub-
lic/ private key pair (pkg,skg) and public information
T(-), x and p. Finding an integer h(E)~! that satisfies
Ty 1 (ThE)-s(x)) = Typy-1pE).sx) = Tix) modp is
computationally infeasible on account of the extended chaotic
map-based inverse assumption. The advantage that is gained
by an attacker who derives T5(x) mod p is bounded by a
negligible probability Adviy,,.

Accordingly, Ag fails to have s and T(x) mod p because
both Advgyp and Adv, are negligible. Hence, Ag cannot
obtain the secret k4p or the plaintext M. The advantage
that is gained by an adversary who decrypts the ciphertext
(C, ra) and gets the plaintext M from (pkg, skg) and public
information is bounded by (Advyy, + Adviny), and is therefore
negligible. |

B. PERFORMANCE ANALYSES
Table 2 compares the related IBE schemes and the proposed
IBE schemes with respect to performance, where T, is the
time of execution of a scalar multiplication operation on an
elliptic curve; Tpgiring is the time of execution of a Weil
pairing operation; Tjag, is the time of execution of a hash
operation; T.pqo i the time of execution of a Chebyshev
chaotic map operation and T}, is the time of execution of
an exclusive-OR operation. Table 3 presents the simulation
environment which includes used hardware/software specifi-
cations and algorithms.

The IBE schemes of Boneh and Franklin [5] and
Al-Riyami and Paterson [24] require time-consuming scalar
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multiplication operations on elliptic curves and Weil pairing
operations. Only the proposed IBE scheme is developed using
lightweight computations, including hash, Chebyshev chaotic
map and exclusive-OR operations, and so it requires less
computational time and is thus more efficient than the other
approaches.

V. CONCLUSION

This investigation proposes an efficient and secure IBE
scheme for industrial environment. The proposed IBE scheme
is developed by using extended Chebyshev chaotic maps,
and does not involve a time-consuming modular exponential
operation or elliptic curve point multiplication. Thus, it is
more efficient than related IBE approaches, and improves
upon the current identity-based cryptosystem in terms of
both convenience and computing performance. Since not all
industrial devices can load heavy computations, the proposed
IBE scheme is more suitable for industrial environment.

The future work will extend the proposed IBE scheme
to the practical industrial environments, and generalize it to
related applications, including medical information systems,
smart homes, transportation systems, Internet of Things, etc.
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