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ABSTRACT As 5G telecom services evolve rapidly across a broad technological environment, network
security in 5G landscape emerges as a critically challenging issue. One of typical network security tools is an
intrusion prevention system (IPS) that monitors a network for malicious activity across the cyber-attack chain
and takes action to prevent it. Vulnerabilities in 5G core networks become more varied and protocols become
increasingly complex, whereby conventional Next Generation Firewall (NGFW) is not enough anymore to
respond to cyber attacks. As a typical 5G vulnerability attack, PFCP-in-GTP and IPSec disable attack are
highly complex to detect and cannot identify attackers without integrated session management. However, the
5G core network uses various protocols such as Non-Access Stratum (NAS), Hyper Text Transfer Protocol
(HTTP), Packet Forwarding Control Protocol (PFCP), and GPRS Tunnelling Protocol (GTP), and packets
of the interface used by each protocol are managed as identities that are difficult to identify. Analyzing
the relationship of these interfaces in real time is an important key to integrated session management.
In addition, unlike existing 4G, as 3rd Generation Partnership Project (3GPP) specs mandate encrypting 5G
Standalone (SA) user IDs, it is much more difficult to identify from which user traffic has occurred in IPSs
exclusive for cellular network. With regard to the above subject, this paper introduces an efficient session
management scheme for users not affordable in conventional NFGW but necessarily useful for security
systems in 5G SA. Furthermore, this study compared performances between conventional NGFWs and a
5G IPS system with the scheme employed, to ascertain that the scheme is feasibly implementable in 5G SA
network. The actual test results show a detection rate of 99.7% and reasonable resource overhead (Memory
usage 37.8%, CPU usage 42-44%).

INDEX TERMS Mobile network security, availability attacks, confidentiality attacks, integrity attacks,
authentication attacks, impersonation attacks, intrusion prevention system, intrusion detection, next gen-
eration firewall, signaling attacks, spoofing attacks, flooding attacks.

I. INTRODUCTION
5G standard is divided into two modes—5G Non-Standalone
(NSA) and 5G Standalone (SA). The former is 5G core
network that permits 4G Long Term Evolution (LTE) core
network to coexist, which was first launched by Korea in
April, 2019 [1], and is currently used worldwide. Meanwhile,
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the latter is 5G-only new core network, which was initiated by
the US in August, 2020, and is commercially serviced, as of
June, 2021, by 12 mobile network operators across 9 coun-
tries worldwide [2]. 5G SA is still underway for commer-
cialization alongwith development for advanced architecture,
where research on security technologies is indispensable for
provision of stable 5G SA services. In particular, since 5G
will be used for medical services that provide a very short
delay time and require immediate response, interference from

VOLUME 10, 2022 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 73421

https://orcid.org/0000-0002-2519-0707
https://orcid.org/0000-0002-0604-3445
https://orcid.org/0000-0001-9338-4274


S. Park et al.: Session Management for Security Systems in 5G Standalone Network

the attacker can be related to our lives. Eventually, the role
of the security system in the 5G network becomes more
important, and this is acting as a strong motivation for us
to conduct this study. Vulnerabilities if found in 5G core
network are tackled with patches released by system vendors.
However, there are cases in which the vulnerability cannot
be fixed with such patches depending upon the on-premise
environment of 5G core network. Vulnerabilities that can
be corrected via operating system patching encompass those
triggered by bugs or flaws of the system per se and those
caused by imperfect standards requiring system modifica-
tion and update [3]–[5]. On the other hand, vulnerabilities
hardly correctable via system patching include those often
failing to be patched when product vendor patches are not
enforced in place or security considerations are insufficient
in standards [6]–[11]. Options for tackling non-correctable
vulnerabilities via system patching might be to procure and
operate an additional security system alongside core network
systems, where such system can be used to respond to vulner-
ability disclosures during the window of vulnerability prior
to release of patches by vendors of core network systems.
In mobile networks, tremendous traffic created by numerous
mobile users are carried by diverse cellular systems and
protocols in core networks. Therefore, 5G security systems
are required, in addition to security features, to collect packets
transmitted through diverse routes as a basic function and to
identify and track users from packet data collected.

Representative 5G vulnerability attacks include attacks
such as PFCP-in-GTP and IPSec disable attack [12]. These
attacks are very complex to detect, and the attacker cannot
be identified without integrated session management. How-
ever, the 5G core network uses a wide variety of protocols
such as NAS, HTTP, PFCP, and GTP. Also, packets of the
interface in which each protocol is used are managed with
identities that are difficult to identify. Analyzing the relation-
ship of these interfaces in real time is an important key to
integrated session management. Also, SA unlike NSA does
not send International Mobile Subscriber Identity (IMSI)
but sends the encrypted Subscription Concealed Identi-
fier (SUCI) to conceal the user’s identity, thereby making it
more complex to identify and track users through network
traffic.

There have been many studies related to session manage-
ment in the past, but it is difficult to apply to a 5G SA network
using a complex and special protocol [13]. Therefore, this
paper proposes the 5G security system for security assurance
within 5G core network and in relation thereto carries out
evaluation of performances and security features regarding:
1) traffic collecting technology, 2) session management tech-
nology and 3) proposed technique.

The main contributions of this paper are summarized as
follows:

1) We analyzed the interfaces used in NAS, HTTP, PFCP,
and GTP protocols in real time in the 5G core network
and presented a method to manage 5G SA user ses-
sions in an integrated manner. The proposed technique

defines traffic collection phase and describes a way to
create session information for user identification.

2) We proposed an effective detection algorithm for
PFCP-in-GTP and IPSec disable attack, which are rep-
resentative 5G vulnerability attacks.

3) In practice, we verified the performance superiority
through the performance test of the security system
equipped with the proposed integrated session manage-
ment method and detection method.

The proposed system with the proposed technique incor-
porated can surely be utilized to reinforce SA core network
security. In particular, the scheme can independently improve
on the defenses to address vulnerabilities without waiting for
security patches from product vendors. This paper consists of:
Chapter II, titled Preliminary, describes 5GSAnetwork archi-
tecture and 5G SA registration procedure; relevant researches
in Chapter III; Chapter IV presents the proposed technique;
Chapter V shows the environment under which the proposed
technique is to be validated; the result of the evaluation
performed in Chapter VI; Chapter VII presents the content
of analysis on the evaluation result; and, Chapter VIII draws
a conclusion outlining the outcome of this work.

II. PRELIMINARY
In this chapter we will discuss 5G SA network architecture
and 5G SA registration procedure, i.e. the procedure for the
User Equipment (UE) registration with the 5G core network.

A. 5G SA NETWORK ARCHITECTURE
The 5G SA core network architecture comprises 26 split
network functions (NFs) and entities [14]. Fig. 1 depicts
main NFs necessary for user session management, majority
of which constitutes 5G network architecture that also corre-
sponds to the scope of this work, Each of these elements is
described hereunder.

1) UE (User Equipment)
: A user terminal connected to the mobile core network
including ME (Mobile Equipment) and SIM (Sub-
scriber Identity Module), to use network services.

2) gNB (next generation Node B)
: A base station that supports 5G NR (New Radio).

FIGURE 1. 5G SA network architecture.
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3) AMF (Access and mobility Management Function)
: 5G core network function that performs registration,
connection, reachability, mobility management, etc.

4) SMF (Session Management Function)
: 5G core network function that manages subscriber
session.

5) AUSF (Authentication Server Function)
: 5G core network function that supports authentication
and security features with respect to UE being con-
nected to 5G core network.

6) UPF (User Plane Function)
: 5G core network function that supports packet rout-
ing/forwarding, interconnect to DN (Data Network),
etc. with respect to UE’s UP (User Plane) data.

7) DN (Data Network)
: Refers to the service part outside 5G core network,
including Internet and service provider.

B. 5G SA REGISTRATION PROCEDURE
As shown in Figure 2, the 5G SA Registration procedure can
largely be divided into two processes, where the one covers
from Registration Request to Registration Accept, enabling
UEs to register with 5G core network, and the other covers
from PDU Session Establishment Request to PDU Session
Resource Response, during which an IP address is allocated
the session is created. The registration process in 5G SA
is different from the 5G NSA Attach process in which IP
allocation as well as session creation are made during the
registration with the network.

1) 5G AUTHENTICATION AND NAS SECURITY
SETUP PROCEDURE
The procedural sequences numbered from 1 to 5 in Fig. 2 are
detailed below.

FIGURE 2. 5G SA registration procedure.

(a) The UE attempts to gain access to the network through
Registration Request message. For an initial registration,
reaching the UE is made through SUCI that encrypts Sub-
scriber Permanent Identifier (SUPI) with the UE ID value.
If the UE that is in a registered state attempts to gain access
again to the network, reaching the UE is made through the

old 5G-GUTI mapped from the network during the previous
registration procedure.

(b) As the UE identification and authentication process is
made through SUCI, if the Registration Request has not been
performed through SUCI or if an AMF cannot find SUCI
corresponding to 5G-GUTI, the AMF will request SUCI to
the UE. This step can be skipped when the AMF can verify
SUCI attempting to gain access to the network.

(c) This step relates to authentication of UE and cre-
ation of cryptograph key between AMF-UE communication.
For the authentication, 5G Authentication and Key Agree-
ment (AKA) or Extensible Authentication Protocol-AKA’
(EAP-AKA′) may be used by selecting an algorithm the UE
and 5G core network support. If SUCI or the UE’s SUPI is
known by the AMF that received Registration Request mes-
sage, the Authentication Request is sent to the AUSF through
the SUPI. The AUSF gets issued SUPI and Authentication
Vector (AV) through Unified Data Management (UDM), and
5G AKA forwards 5G Serving Environment (SE) AV and
EAP-AKA′ forwards AKA′-Challenge to the UE to request
for authentication. For the UE, the USIM of the UE verifies
the freshness of the AV and authenticates the 5G core net-
work. 5G AKA computes RES∗, and EAP-AKA′ computes
RES, and then sends Cipher Key (CK) and Integrity Key (IK)
to the ME. RES∗ and RES are sent to the 5G core network.
As for 5G AKA, the verification is made on both AMF and
AUSF; as for EAP-AKA′, the verification is made on AUSF.
If successfully verified, then the authentication fin-

ishes. After the completion of the authentication on AUSF,
K_SEAF is forwarded to the AMF. The AMF creates
K_AMF and K_ASME, and creates on K_ASME the cipher
key and integrity key between AMF-UE, being used for the
Non-Access Stratum (NAS) message ciphering.

(d) The step of Security Mode relates to determining
ciphering algorithm and integrity algorithm to be used in
NASmessages between the UE and the AMF. By referencing
to the UE security capability forwarded by the Registration
Request, the AMF selects one among algorithms it supports,
either being the highest strength of cryptographic algorithm
or following the priority set by the network. Then, the AMF
sends the SecurityMode Command. The UE that received the
Security Mode Command applies the corresponding crypto-
graphic algorithm from the rest of NAS messages, whereby
all NASmessages from the SecurityModeCompletemessage
shall be ciphered and integrity protected.

(e) In this last step for the registration with the network,
5G-GUTI shall be sent to the UE. The gNB creates K_gNB
through K_ASME and sends it to be used in UE-gNB Access
Stratum (AS) security. The UE that has received 5G-GUTI
responds it with the Registration Complete message.

2) 5G PDU SESSION ESTABLISHMENT PROCEDURE
The procedural sequences numbered from 6 to 7 in Fig. 2 are
detailed below.

(f) This step relates to sending the PDU Session Establish-
ment Request message including Protocol Data Unit (PDU)
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Session ID selected by the UE andwhether to support Internet
Protocol (IP) v4/v6. The AMF forwards the message to the
SMF to create a session on the SMF and sets up diverse rules
for the session management of the UE on the UPF. During
this process, Uplink tunnel endpoint identifier (TEID) with
respect to the UE session is created and is sent, including UPF
IP, through the PDU Session Establishment Accept message.

(g) In Next Generation Application Protocol (NAGP) that
is the lower layer, PDU Session Resource Setup Request
is sent at the time when the PDU Session Establishment
Accept message is sent. In response to it, Downlink TEID
is created and is sent, including gNB IP, to the PDU Session
Resource Setup Response message. Downlink, The gNB IP
information shall be updated to the UPF, then the session
creation procedure ends.

III. STUDIES OF SECURITY CHALLENGES
GPRS Tunnelling Protocol (GTP) is an important protocol
used to allocate UE IP ormanage network resources inmobile
networks, but it is a UDP-based, disconnected protocol that
has a vulnerability that facilitates forgery of packets. A GTP-
in-GTP packet refers to a packet containing a GTP-Control
(GTP-C) message in a payload corresponding to the user data
portion of a GTP-User (GTP-U) packet, and can be easily
produced using a packet manipulation tool. In addition, GTP-
in-GTP packets can be used to scan the internal equipment
of the mobile network or to drain resources of the mobile
network [15].

Flooding in a mobile network is an attack that causes a
large amount of traffic to occur in the base station or core
network systems, making the service disabled. This is mainly
in the form of Denial-of-Service (DoS) attacks which are
utilized to drain resources on core network systems such as
the UPF. In addition, it exists in various forms depending on
the target of attack, such as a method of consuming all the
bandwidth allowed by the base station. There is no problem in
using the system, but increasing network trafficmakesmobile
services impossible. Small-cell with low capacity can easily
be exposed to such attacks, and if attacked, pure connection
requests from legitimate users will no longer be possible,
making it difficult to provide 5G services [16].

Spoofing attacks are a technique of deceiving identification
information to attack other target systems, and appear in the
form of disguising and hiding IP addresses, DNS names, and
MAC addresses. An attacker on a 5G network is based on
a vulnerability in the NAS or SIP protocol. These attacks
enable various other attacks, such as packet sniffing, DoS, and
session hijacking. Types of spoofing attacks include Mobile
Station Integrated SystemDigital Network (MSISDN) spoof-
ing, IP spoofing, DNS spoofing, etc. [17]

Sniffing refers to collecting and eavesdropping data flow-
ing on a network. In the 5G network, the radio area is the most
vulnerable, and sniffing can be performed using fake base
stations. Typically, Software Defined Radio (SDR) devices
using a USRP may be used to access a fake base station in
which nearby terminals are randomly made. All hosts in a

area share the same frequency on a base station, so that all
traffic communicated by nearby UEs can be seen. However,
since the 3GPP standard defines the radio access to be confi-
dential by utilizing multiple cryptographic algorithms, exist-
ing papers have dealt with various techniques for breaking
encryption, which allows all traffic passing through fake base
stations to be intercepted [18].

Ruhr University in Bochum, Germany, first introduced an
attack that avoids encryption and integrity checks on NAS
messages that have been applied from 4G mobile networks.
This can also be valid in 5G networks, which are defined
in the 3GPP standard to enable null-encryption and null-
integrity in AMF in charge of authentication in 5G core
network. However, in the case of integrity, it is a mandatory
option. If it is set not to be encrypted, all messages exchanged
by the UE are transmitted to the plane-text, thereby infring-
ing confidentiality. Connection using the null-encryption and
null-integrity options is allowed due to implementation or
device configuration issues, as indicated byM. Closta et al. In
particular, The ‘‘UE Security Capability’’ value of the Regis-
tration message is used to determine AS security. Therefore,
if a connection is made after sending the registration message
to the null-encryption and null-integrity option in the field,
the AS connection will be null-encryption and null-integrity
as well. Because AS security is an RAN segment, an attacker
can easily capture network traffic from nearby normal UE
via sniffing tool such as a fake base station [19]. In addition,
many fuzzers have been created in the past, where these
attacks are possible on 5G networks. The National Comput-
ing Centre (NCC) group which is an information assurance
firm to claim over 15,000 clients worldwide in Manchester,
UK, introduces three representative things: Fuzzowski 5GC,
Frizzer2, and AFLNet. Among them, Frizzer2 and AFLNet
are open source network protocol fuzzers that anyone can
access [20].

Also, there have been many studies using session manage-
ment [21], [22]. There have been studies that use metadata
such as session generation time, packet size, and packet
reception time to generate features at the packet layer and use
them for machine learning, or create features at the session
layer and use them for machine learning [23]. In particu-
lar, studies have been conducted to detect attack traffic by
utilizing large-sized payloads occurring at the session layer
in machine learning algorithms. However, there has been
no research on detecting abnormal traffic through Session
Management in 5G networks.

IV. PROPOSED TECHNIQUE FOR SESSION MANAGEMENT
Chap. 4 describes the proposed technique with focus on traf-
fic collection phase and how to collect fields for the session
management.

A. SESSION MANAGEMENT TECHNIQUE
1) TRAFFIC COLLECTION PHASE
Fig. 3 depicts traffic collection phases with reference point
representation. Phases essentially required for the user
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FIGURE 3. 5G Traffic collection phases.

identification and session management are AMF-SMF N11
interface and gNB-UPF N3 interface. Other phases are
those added to tackle vulnerabilities targeted on 5G SA
core networks. The gNB-AMF N2 interface was added
to respond to Null ciphering attack [24], and collecting
AMF-AUSF interfaces is also required for deciphering of
encrypted NAS phase. The SMF-UPF N4 phase was added
to detect Packet Forwarding Control Protocol (PFCP)-in-
General Packet Radio Service Tunneling Protocol (GTP)
attack, that is, association of GTP-in GTP vulnerability [25]
on the SA mode.

2) COLLECTING MAJOR FIELDS ON 5G SA
Fig. 4 and Fig. 5 summarize fields collected for the UE regis-
tration procedure with the network, and Fig. 6 and Fig. 7 sum-
marize fields collected for the session creation procedure.

FIGURE 4. Collected fields for the procedure of UE registration with
network (1/2).

Table 1 outlines collected fields, collected messages and
fields for identifying the pertinent messages in a matrix for-
mat. As information on N4 phase is also delivered over N11,
it is possible to collect major session fields within the N11
phase, if the N4 phase is not needed. The CreateSMContext
Request message of the N11 phase extracts PDU Session ID
for the identification of user session, and besides can collect
as necessary Data Network Name (DNN) and single Network
slice selection assistance information (sNssai), etc. that is
network slicing information.

FIGURE 5. Collected fields for the procedure of UE registration with
network (2/2).

FIGURE 6. Collected fields for the procedure of UE IP allocation and
session creation (1/2).

FIGURE 7. Collected fields for the procedure of UE IP allocation and
session creation (2/2).

3) CREATION AND MANAGEMENT OF SESSION
MANAGEMENT TABLE
Fig. 8 prunes down a UE session table for the user session
identification and a key table for NAS phase deciphering.
K_AMF in the key table can be created from collected
K_SEAF according to the procedure specified in Annex A.7
of 3GPP TS 33.501 [26], and K_NASint and K_NASenc
can be created from K_AMF according to the procedure
specified in Annex A.8 of 3GPP TS 33.501 [27]. Created
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TABLE 1. Collected fields in messages of 5G standalone.

FIGURE 8. Creation of session management table.

session tables need to be modified or deleted in the event
of PFCP Modification and PFCP Deletion messages where
Session Endpoint Identifier (SEID) and TEID coincide.

B. DETECTION EXAMPLES
1) PFCP-IN-GTP ATTACK
The PFCP-in-GTP attack is shown in Fig. 9. Security features
of the proposed system were validated by testing 2 vulner-
abilities exploitable in 5G SA network [11]–[27]. The first
vulnerability involves detection algorithm against PFCP-in-
GTP attack. This type of attack is accomplished such that
PFCP protocol message used only in the 5G core network
is injected into data the user transmits and sent to the targeted
UE. If successful, the attacker can plug into the 5G core
network system to issue its arbitrary command.

FIGURE 9. Procedure of PFCP in GTP attack.

A security system to counteract such type of attack must
inspect and block the injected packet at the front door of
the core network from a security standpoint. The detection
algorithm mentioned above checks if the PFCP header exists
in payload of GTP-U packet through Deep Packet Inspection
(DPI). In this algorithm, input data is when port 2152 is used
among uplink packets passing UPF, and output data is detec-
tion information of PFCP-in-GTP attack including attacker’s
identification factors (IMSI, IP, etc.) when detected.

Fig. 10 is a PFCP-in-GTP attack detection algorithm that
goes through a total of three procedures. The first checks
whether the packet entering the detection system is a GTP-
U protocol. GTP-U has a port fixed at 2152 according to the
3GPP TS 29.281 defined for the GPRS tunneling protocol.
Therefore, it checks whether the destination port of the packet
is 2152. Second, the payload of the packet must be checked.
In general, the user data packet is TCP or UDP, and the detec-
tion algorithm should find a case of UDP and PFCP. PFCP
has a port fixed at 8805 in accordance with the 3GPP TS
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FIGURE 10. PFCP in GTP attack detection algorithm.

29.244 that defines the interface between the Control Plane
and the User Plane. Therefore, the algorithm checks whether
the UDP port of the payload in the packet is 8805. Third,
it is possible to know the type of attack depending on which
message among PFCPs is used. Extracting the top 4 bytes
results in a message type, for example, 0 × 2*32 (where
‘‘*’’ may contain a value of 0 or 1 depending on whether
or not the endpoint of the entity sending the message) as a
PFCP Session Estimation Request, requesting the creation
of a session between SMF and UPF. If the detected packet
contains the corresponding PFCP message, it is a request to
create a false session and can intentionally consume session
resources through repeated attacks.

2) SIP IPSec DISABLE ATTACK
The second vulnerability involves detection algorithm against
SIP malformed attack. This type of attack can make the sys-
tem unstable, such as eavesdropping, by arbitrarily disabling
the user’s use of IPSec that encrypts packets of data. The SIP
IPSec disable attack is shown in Fig. 11.

A security system to counteract such type of attack must
inspect and block the SIP Register packets at the front door of
CSCF that is a SIP server. The detection algorithmmentioned
above checks if the use of IPSec is disabled, by grouping
records as to normal SIP Register messages to Reference
Packet Group (RPG) and comparing Experimental Packet
Group (EPG) with the RPG. In this algorithm, input data is

FIGURE 11. Procedure of SIP IPSec disable attack.

when port 2152 is used among uplink packets passing UPF,
and output data is detection information of SIP IPSec dis-
able attack including attacker’s identification factors (IMSI,
MSISDN, etc.) when detected.

Fig. 12 is a IPSec disable attack detection algorithm that
goes through a total of four procedures. The first checks
whether the packet entering the detection system is a GTP-
U protocol. As mentioned in the previous chapter, the port
is fixed at 2152. Therefore, it checks whether the destination
port of the packet is 2152. Second, the payload of the packet
must be checked. In general, since the voice service packet
used in the 5G network is SIP, it is necessary to find a case
in which the detection algorithm is UDP and SIP. The port of

FIGURE 12. SIP IPSec disable attack detection algorithm.
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FIGURE 13. Physical environment.

the SIP is fixed at 5060 according to the RFP3261 standard.
Accordingly, the UDP port of the payload in the packet uses
5060. Third, the algorithm should find a message in SIP
where the method value is Register and request. A register
request is a message in which a UE wishing to use a voice
service registers with an IP Multimedia Subsystem (IMS)
network that controls the voice service. Finally, it checks
whether the SIP header in the Register message contains the
Security-Client or Security-Server header. If the SIP Register
Request packet contains those headers, this is the case of
requesting SIP encryption, and if there is no such header,
the UE does not use SIP encryption. If the proposed Session
Management Technique is used in the detection system, the
SIP encryption request record of the UEs may be recorded.
If a user who has previously used encryption requests a
register without an encryption-related SIP header, this can
be suspected as a change in the UE or a SIP IPSec disable
attack. If a UE is changed, a device that uses SIP encryption is
white-listed for each UE, and if there is no encryption-related
SIP header in the register message, the 5G network security
operator needs to upgrade from the suspected SIP IPSec
disable attack to the dangerous level. In this case, the security
operator needs to monitor voice call traffic for the user and
warn the user that the current call is not encrypted.

V. EVALUATION ENVIRONMENT
The evaluation environment will be described by dividing it
into three parts. That is, Part A pertains to the experimental
architecture for the evaluation, Part B pertains to 5G security
threats and test case for security testing, and Part C pertains to
metric, reference group and test case for performance testing.

A. EXPERIMENT ARCHITECTURE FOR EVALUATION
The proposed 5G security system was tested under the envi-
ronments physically as shown in Fig. 9 and logically as shown
in Fig. 10. In addition, the control-plane and the user-plane
were separated by configuring VLAN as shown in Fig. xx.
Furthermore, a 5G core network system simulator (traffic
generator) was built making it possible to monitor packets
over a total of 4 interfaces composed of N2 interface (b/w
gNB and AMF), N3 interface (b/w gNB and UPF), N4 inter-
face (b/w SMF and UPF) and N11 interface (b/w SMF and
AMF). The 5G core network system simulator used is Spirent
Landslide C100-M4.

FIGURE 14. Logical environment.

FIGURE 15. Switch VLAN settings.

FIGURE 16. Subscribers configuration for detection test.

FIGURE 17. Transaction rate configuration for detection test.

TABLE 2. Specification of system under test.

The test system used hardware specification as shown in
Table 2.

B. DETECTION TEST ENVIRONMENT
The testing hereof was made after, as for each traffic scenario,
setting the Number of Subscribers field to 100 persons, nor-
mal packets to UDP, and Transaction Rate to 1.

1) PFCP-IN-GTP ATTACK DETECTION TEST CASES
To reproduce the security scenario for PFCP-in-GTP attack,
8 types in total of payload data of abnormal packets were
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TABLE 3. Injected packets for PFCP-in-GTP attack.

FIGURE 18. Sent packet statistics for PFCP-in-GTP attack in traffic
generator.

created, for which 100 packets by each type were pre-
fabricated in advance into one PCAP file. Spirent’s Land-
slide STC-C1 package was used as the test case simulator.
Table 3 classifies the types of attacks for each PFCP message
included in the detected packet.

2) SIP IPSec DISABLED ATTACK DETECTION TEST CASES
SIP message packets with IPSec applied and SIP message
packets with IPSec not applied were individually created,
and, to transmit test cases to the proposed 5G security system,
‘‘a_ipsec= rdpcap’’ and ‘‘a_no_ipsec= rdpcap’’ were set up
in the SIP message packet transmission tool. The SIP headers
for IPSec association are shown in Table 4.

TABLE 4. SIP headers for IPSec association.

C. PERFORMANCE TEST ENVIRONMENT
1) METRIC OF PERFORMANCE
NSS Labs published the NGFWPerformance Report in 2018,
which considered four criteria that affect the device’s overall
performance. Hereunder is description about these factors,
i.e. (a) UDP Throughput, (b) UDP Latency, (c) TCP Connec-
tion, and (d) HTTP Connection.

a: UDP LATENCY
Latency expresses the time taken to delivery data packet
from one point to another point. The purpose of this test
is to measure the device’s raw packet processing capability
as well as its efficacy at fast forwarding packets in order to
provide the best network performance with the least amount
of latency. Legacy firewalls have long been thought to be
required to give the best level of network speed with the least
amount of latency, but because of the DPI that NGFWdevices
are expected to perform, it has frequently caused significant
problems. In-line security devices that introduce high levels
of latency lead to poor service quality to users as well as
unacceptable packet delay for operators, particularly where
they are placed in the data packet transmission path. Through-
put tests demonstrate the delay (in µs) at 90% of maximum
capacity, with lower values desired. The UDP packet size
used is 1514byte.

b: UDP THROUGHPUT
Throughput refers to the maximum amount of successful
message delivery per unit time that can be processed by a sys-
tem. For the measurement thereof, UDP packets of varying
sizes generated by the Packet Generator Appliance are used.
In the NSS performance assessment report, UDP packets use
6 sizes consisting of 64bytes, 128bytes, 256bytes, 512bytes,
1024bytes and 1514bytes. A steady stream of the proper
packet size is sent bidirectionally across each Packet Gen-
erator Appliance port pair, together with varying source and
destination IP addresses. And, each packet contains dummy
data and is directed to a valid port on a valid subnet IP
address. Before each test, network monitoring tools verify
the percentage load and frames per second (fps) data across
each inline port pair. Furthermore, many tests for correctness
are performed, and averages are calculated. The test result
shows maximum UDP Throughput (Mbps) achievable when
each device uses varying packet sizes.

c: MAX TCP CPS(CONCURRENT TCP CONNECTION)
Maximum TCP CPS refers to the maximum number of TCP
Connection that can be created per second. The purpose of
this test is to put the System under Test (SUT) engine to
the test and see how well it handles large numbers of TCP
connections per second. The use of Packet Generator Appli-
ance enables an engineer to create traffic at varying Gbps
rates as the background load in testing. At various connec-
tion/transaction rates, these tests provide a good simulation
of a live network because all packets contain valid payload
and address data.

All tests use the key Breaking Point which is where the
final measurements are taken. (1) Concurrent TCP connec-
tions in excess, (2) Excessive con-current HTTP connection,
(3) Unsuccessful HTTP transaction (usually, 0 transaction).
Connection Rates, in addition to overall throughput, are crit-
ical in sizing a security device that won’t stifle a system’s
or application’s performance. A device can be scaled more
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precisely by evaluating Maximum Connection rates rather
than only looking at throughput. Once the maximumCPS of a
device is established, it is possible to anticipate its maximum
throughput depending on the traffic mix in an enterprise
setting. If the maximum TCP CPS on the device is 2000 and
the average traffic size is 44kb (2500cps= 1Gbps), the device
can be considered to have a maximum capacity of 800Mbps,
which is (2000/2500)*1000Mbps = 800Mbps by arithmetic.
When attempting to size a device appropriately, maximum

concurrent TCP connections and maximum TCP CPS rates
are also useful. Low Connection/Throughput ratio products
risk depleting connections before reaching their optimum
throughput capabilities. It is also possible to forecast when
a device may fail in a specific organizational context by
knowing the maximum CPS of a system in operation.

d: MAX HTTP CPS(CONCURRENT HTTP CONNECTION)
The HTTP capacity tests are used to determine how effec-
tively the HTTP detection engine manages network loads
with varied average packet sizes and connections per second.
Because the device is compelled to track genuine HTTP
sessions by using traffic with different session lengths, it has
a higher effort than if it were just dealing with packets. This
simulates real-world situations as closely as possible while
assuring precise precision and repeatability. Each transaction
is made up of a single HTTP GET request, with valid payload
(a combination of binary and ASCII objects) and address
data in each packet. This simulation is a great portrayal of a
real-time network at various network loads. The greatest per-
formance attained across a range of different HTTP response
sizes is shown in the test result. It also shows the maxi-
mum APL connection rates (HTTP Connections per second)
attained with various HTTP response sizes (from 44kb up
to 1.7kb).

2) COMMERCIALIZED PRODUCTS
Security systems for mobile telecom networks already exist
as commercialized products. Some of them are Next Gen-
eration Firewall (NGFW) products for packet analysis as to
protocol used in existing LTE networks. Typical products are
Check Point 15600 NGTP, Cisco Firepower4120, Forcepoint
NGFW 2105, Fortinet FortiGate 500E, Palo Alto Networks
PA-5220,etc. These appliances include features such as GTP
using it in 5G LTE network, diameter protocol using it in
DDoS and feature capable of identifying abnormal packets.
Of those products, however, there is almost nothing that can
be used in 5G network. Therefore, comparative test devices
for the purpose of this paper are limited to the context of LTE
NGFWs.

3) PERFORMANCE TEST CONFIGURATION
a: LATENCY TEST
For each traffic scenario, latency testing was performed by
setting the number of subscribers to 10,000, UDP packet size
to 1400byte, and Transaction Rate to 75.

FIGURE 19. Subscribers configuration for latency test.

FIGURE 20. Transaction rate configuration for latency test.

FIGURE 21. Transaction rate configuration for max capacity test.

b: UDP THROUGHPUT TEST
As identical to performance testing of NSS Labs, a variety of
UDP packets were used. UDP packet sizes used are 6 types
consisting of 64byte, 128byte, 256byte, 512byte, 1024byte,
and 1514byte, and the test was made by setting to RFC-2544
of STC.

c: MAX CAPACITY TEST
This test was made such that, for each traffic scenario, the
number of subscribers is set to 10000 persons and con-
nection rate is set to create maximum TCP Connections of
between 20 and 50 per second. Therefore, measuring the
performance was undertaken in an environment of send-
ing/receiving 200,000 to 500,000 TCP SYNs ACKs per
second.

VI. EVALUATION RESULTS
A. SESSION MANAGEMENT AND DETECTION TEST
1) PFCP-IN-GTP ATTACK DETECTION TEST
The detection test results of the proposed system for PFCP-
in-GTP attacks are shown in Table 5. Assuming that pack-
ets of 100 normal subscribers and 8 malicious subscribers
send attacks, three tests showed that 100 packets were
normal in all three times and 8 abnormal packets were
detected.
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TABLE 5. PFCP-IN-GTP attack dection test results.

2) SIP IPSEC DISABLE ATTACK DETECTION TEST
The test result as to the proposed system’s capability to
detect SIP IPSec Disable attack is given in Table 6. Resulting
from three tests by transmitting 100 normal packets and
12 abnormal packets, it was found that in each of all three tests
100 packets are judged as normal and a total of 13 packets
including 12 abnormal packets are detected, addressing that
there occurs false detection.

TABLE 6. SIP IPSec disable attack detection test results.

3) DETECTION TEST RESULT
The detection test result revealed that the proposed system
was also able to identify the attacker withmaximum detection
capacity of at least 99% when using the session management
technique. However, there was false detection case when
detecting SIP IPSec disable attack, so an attempt was made to
check errors in given algorithms. Only the SIP header in the
SIP Request was supposed to be determined, but this requires
algorithm supplementation to look at the SIP header in the
SIP Response together. Exceptionally, the terminal requests
IPSec Association, but in some cases, the IMS network does
not support it. Therefore, the detection system should check
the SIP Response from the network to distinguish if IPSec is
not used.

B. PERFORMANCE TEST
1) UDP LATENCY
The UDP latency test results of the proposed system are
shown in Table 7. To accurately measure latency time span
of the proposed 5G security system, latency introduced by a
switch existing in the test environment was measured at the

TABLE 7. UDP latency for proposed system.

FIGURE 22. TCP connection statistics in traffic generator.

system’s maximum load of 90% to measure latency of the
equipment under test by subtracting the switch latency time
from the total latency time. As the measurement indicates
round-trip UDP latency taken until the response packet is
arrived as to the request packet in the in-line configuration,
final UDP latency can be deemed as a half of the measured
latency.

2) UDP THROUGHPUT
The UDP throughput test results of the proposed system
are shown in Table 8. As identical to performance testing
of NSS Labs, a variety of UDP packets were used. Note,
however, that the minimum size of UDP packet must be
at least 86bytes because of encapsulation to GTP protocol
given characteristic features of the mobile communication
packet. Therefore, tests were performed in the condition
of 128bytes, 256bytes, 512bytes, 1024bytes, 1280bytes and
1514bytes, respectively, where maximum throughput was
20Gbps. As for UDP throughput, its performance can be
enhanced by way of changing hardware as it is dependent
upon performance of network card mounted in the system.

TABLE 8. UDP throughput for proposed system.

3) MAX CAPACITY (TCP/HTTP CPS)
Measuring volumes of TCP Connections per second and
loss of any Connection message was conducted by checking
statistical data of the simulator and checking the network card
interface information on the monitoring screen of SUT. TCP
CPS (Socket SYNC Messages Sent (P-I) and Socket ACK
Messages Received (P-I)) shown in Fig. 22 is the statistical
values for 15 seconds. Therefore, to calculate TCP CPS,
it is required to divide Socket SYNC Messages Sent (P-I)
or Socket ACK Messages Received (P-I) by 15 seconds. For
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FIGURE 23. TCP connection statistics in proposed system.

FIGURE 24. Dropped packet statistics in proposed system.

example, by dividing 3,000,000 by 15 seconds, 200,000 CPS
is obtained. In this test, the Request message size for TCP
Connection was 151 bytes, and the Response message size
was 266 bytes.

The Max capacity test results of the proposed system are
shown in Table 9 and 10. Resulting from three tests in total,
it was found that loss of TCP Connection happened from
400,000 CPS for the second test, and from 450,000 CPS for
the first and third tests.

TABLE 9. TCP CPS for proposed system.

TABLE 10. HTTP CPS for proposed system.

It was tested three times in total, and in the case of TCP
CPS, it was measured at an average of 399,933 CPS. Each

test considered the step immediately below the CPS, starting
with 100,000 CPS and increasing by 200 CPS, where TCP
or HTTP message misses occur, to be the maximum CPS.
In the case of TCP, the first and third tests had a TCP
message drop of 400,200 CPS, with a Max TCP CPS of
400,000, and the second test had a drop of 400,000 CPS.
Similarly, HTTP CPS was measured at an average of
399,866 CPS.

4) PERFORMANCE COMPARISON RESULT
Comparative analysis was made on the overall performance
between the proposed 5G security system and NGFW sys-
tems tested in NSS Labs’ NGFW Performance Report [28].
In this analysis, box plots were used, where the box plot
created by John W. Tukey is a graph that is used to show the
distribution of data sets. A box plot represents the minimum
and maximum values of data, as well as providing informa-
tion at a glance such as the median, the upper quartile and
lower quartile. It can further represent Interquartile ranOut-
lier (IQR) to show data points outside the min and max values
as outliers [29].

The NGFW Comparative Report of NSS Labs contains
overall performance data for 10 devices of such vendors as
Cisco, Check Point, etc. By comparing the proposed sys-
tem with these vendor products, it is possible to determine
if the proposed system with 5G session management fea-
tures employed is comparatively good or bad, in terms of
performance.

When it comes to UDP Latency, to begin with, the pro-
posed system showed the lowest latency time, except prod-
ucts of Fortinet and Palo Alto Networks. The product of
Fortinet shows latency of 7 10us and the product of Palo
Alto Networks shows latency of 13 20us, meaning that their
performance capabilities are higher than the proposed system
showing latency of 23 to 29us. When it comes to the sec-
ond parameter, UDP Throughput, the proposed system was
found to be better than vendor-products except Fortinet’s. The
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FIGURE 25. UDP throughput comparison with NGFW vendors.

FIGURE 26. UDP latency comparison with NGFW vendors.

proposed system’s UDP Throughput shows 19.62Gbps on
average, whereas Fortinet device shows the best performance
with 20Gbps.

When it comes to the third parameter, Max Capacity, the
proposed system was found to show excellent performance
compared to most of vendor-products. As for TCP protocol,
whereas vendor-products show capacity of not greater than
approx. 200,000 CPS, the proposed system shows capacity
of nearest 400,000 CPS. As for HTTP protocol, whereas
vendor-products show capacity of not greater than approx.
100,000 CPS, the proposed system shows capacity of over
350,000 CPS.

Finally, when we performed performance tests, the
resource overheads of the proposed system were very reason-
able. Memory showed an average usage rate of 37.8%, and
CPU usage rate was between 42% and 44%.

VII. DISCUSSION
Thanks to the advancement in 5G wireless technology, 5G
offers network speeds and bandwidth not less than what we
could get in wire-line network. In particular, 5G networks
are being used for services that require immediate response
while providing microsecond latency. Recently, as the 5G is
applied to medical fields, a privacy-preservation technique
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FIGURE 27. Max capacity comparison with NGFW vendors.

is also being studied to provide emergency medical sys-
tems (EMS) using 5G-based Cognitive Inspired Internet of
Medical Things (CI-IoMT) [30].

5G security systems shall be engineered to achieve
high-speed bandwidth comparable with, or even exceeding,
those of site systems in order to provide seamless services.
The scheme this paper proposes for the session management
enables to identify by whom malformed packets have been
transmitted, when a cyber attack is detected. In addition to
that, it is found that the scheme contributes to increasing the
performance via the efficient session management. Despite
the foregoing, the scheme when deployed causes lagging in
latency time to happen than does the existingNGFW,which is
likely to give rise to a problem when providing a 5G URLLC
service that is sensitive to latency time. This side effect is left
behind calling for further research to rectify the drawback.

Meanwhile, the complexity in available session manage-
ment techniques for the user identification leads to the archi-
tecture requiring us to reference a variety of interfaces. The
complicated architecture as such possibly renders the failure
in creating the user session as intended, due to various vari-
ables in real-world network environments such as wireless
signal cutting-out, delay and packet drop. Therefore, complex
techniques for creating sessions must be simplified such that
the session management can be achieved only with critically
vital interfaces. The proposed technique in this paper can per-
form delay time of 23 29us, UDP throughput of 19.62Gbps,

and Max Capacity of 350,000 400,000 CPS. It also was veri-
fied that attackers can be identified by detecting 5G security
vulnerabilities. This result can be evaluated as a study that
goes beyond the session management technique studied so
far or the existing security system.

VIII. CONCLUSION AND FUTURE WORK
Through our work, we validate session management tech-
niques that require security systems available on 5G net-
works and present performance comparison results with other
existing products. In addition, we compared and analyzed
the performance with other existing products based on the
NSS performance evaluation criteria. If there is a point to
be supplemented, it is considered that a new control group is
found and additional verification is required for the point that
the data on the control group is outdated in the performance
evaluation.

However, the proposed session management technique can
be applied in any environment as long as it is a network con-
figured according to 5G SA standards. In other words, it can
be used in private 5G networks, which is being standardized
in 5G alliances around the world. Therefore, we plan to apply
and test the proposed technique for a private 5G network.

In the future, it is expected that 5G security systems pro-
vided by service providers will need to be tested and verified.
In addition, study into the verification and performance of
previously presented and newly proposed technologies will
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be required. Furthermore, the 5G service provider will create
a secure 5G environment that has never existed before, as well
as new and convenient services that take advantage of its
benefits. However, it is also necessary to think about how to
effectively design security systems for new 5G services and
think about ways to build them.
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