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ABSTRACT In agile software development (ASD), where minimal documentation and rapid delivery are
the focus, Quality requirements (QRs) are often underspecified and not documented. Guidelines supporting
QR documentation task are scarce. The study developed the Agile QR-Doc QR documentation guidelines,
which aim to support QR documentation in ASD. We applied a design science research methodology
(DSRM) to build the Agile QR-Doc. We used a survey questionnaire and open discussion with ten software
practitioners, from two ASD companies to validate the Agile QR-Doc. The practitioners evaluated the
guidelines in terms of usefulness, relevance, understandability, and coverage of important aspects for
supporting QR documentation and their impact on the agility of the software development process. Agile
QR-Doc list 12 recommendations that are grouped into two categories. The first category introduces three
recommendations that focus on raising awareness about the significance of QRs, their documentation
and related challenges. The second category lists nine recommendations that introduce artifacts, practices
and important aspects for documenting QRs. The validation reveals the relevance, understandability and
usefulness of the guidelines to support QR documentation in ASD. It also indicates that the guidelines
consider important aspects for documenting QRs and that they do not negatively affect the agility of the
software development process. Practitioners can utilize the practices, artifacts and knowledge from the
guidelines to support QR documentation in ASD. Researchers can benefit from the knowledge on QR
documentation in ASD, and application of DSRM in building artifacts.

INDEX TERMS Agile software development, design science, documentation, quality requirement.

I. INTRODUCTION

Quality requirements (QRs), also known as nonfunctional
requirements, explain the desired quality properties of a
system or software product such as reliability, security and
maintainability [1]. QRs are of great importance in software
projects [2]. ASD teams often prioritize functional require-
ments (FRs) over QRs [3], [4]. This leads to QRs not being
documented early enough and improperly managed [5].
At times, practitioners depend on tacit knowledge and do
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not document QRs, leading to increased maintenance efforts
when handling QR-related issues [6]. Despite all of these,
practitioners identify QRs as important in ASD [7], [8].
Indeed, our recent study [9] revealed that ASD practitioners
acknowledge the importance of documenting QRs. Practi-
tioners perceive that documenting QRs helps ensure software
quality, clarify QR tasks, and helps in decision-making during
software development [9].

In ASD, there are limitations regarding the documentation
of QRs [10]-[14]. For instance, informal QR documentation
practices, such as relying on tacit knowledge, the infrastruc-
ture, other teams and organization for documentation of QRs,
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and under-specification of QRs, are problematic [2], [15].
These practices are problematic since they can lead to out-
dated QR documents, system quality deterioration, scalabil-
ity challenges, increased maintenance costs and unnecessary
reworks [5], [10], [16]. ASD artifacts, such as user stories,
are also seen as insufficient for specifying and documenting
QRs [11], [17]. This is due to their focus on describing
functionality or what a system should do, rather than describ-
ing QRs [18]. There is also a lack of clarity regarding the
right level of documentation in ASD. For instance, devel-
opers misinterpret minimal documentation as no need for
documentation [19]. The difficulty in defining and measuring
QRs also worsens the challenge of documenting them in
ASD [5], [20]. To mitigate the aforementioned challenges
and limitations, we believe that QR documentation requires a
systematic approach. In this regard, guidelines are beneficial
since they can help ASD teams to systematically approach
QR documentation. However, such guidelines are scarce [10].

Recently, we conducted a systematic mapping study (SMS)
to synthesize the state of the art on management of QRs in
ASD (i.e., including elicitation, prioritization, documenta-
tion, testing and handling of QRs), by focusing on the strate-
gies and challenges of management of QRs [10]. We found
that there are only a few guidelines supporting QR documen-
tation in ASD [13], [15], [22], [24], [26]. Additionally, these
guidelines tend to address only specific types of QRs, such
as usability or security [15], [22], [24], [26]. Based on our
findings from the SMS and to the best of our knowledge,
only one guidelines proposal focused on the documentation
of QRs in general, in ASD [13]. We also noticed that some
of the existing guidelines overlook a wider perspective of the
causes of underspecifying and not documenting QRs in ASD
and lack validations [13], [15], [26].

We believe that guidelines that take into account a rela-
tively wider perspective of the causes of the lack of docu-
mentation, motivations for documenting QRs, and consider
the perspectives of different stakeholders in ASD, can better
support the documentation and management of QRs. Such
guidelines need to be light-weight, empirically built and eval-
uated to have the potential of supporting practitioners in their
QR documentation tasks in ASD. It is necessary that such
guidelines do not negatively affect the agility, e.g., the speed
and simplicity, of the software development process.

Considering the significance of QRs in software quality
management, their economic implications (e.g., their impact
on software quality and maintenance costs) [27], informal
QR documentation practices and inadequate artifacts which
raise the need for systematic approach of QR documentation,
and the need for guidelines for documenting QRs in ASD
[10], [11], [28], we developed the Agile QR-Doc guidelines.
The Agile QR-Doc is developed under the Q-Rapids project,!
which was a European Union Horizon 2020 project made
up of industrial and academia consortium. The project was

1 https://www.q-rapids.eu/about
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aimed at deriving a quality aware rapid software development
framework, with a focus on improving software quality lev-
els, shortening the time-to-market of software and increasing
productivity by providing a tool support for quality aware
rapid software development. The companies in the Q-Rapids
consortium, provided a relevant and useful industrial context
to explore the documentation and management of QRs in
ASD and build our guidelines.

We applied a design science research methodol-
ogy (DSRM) to develop the Agile QR-Doc guidelines [29].
In order to develop the guidelines, we explored the state of
the practice of QR documentation in ASD, by conducting
multiple case studies in companies applying ASD, within
the Q-Rapids project consortium [8], [13], [30]. We also
synthesized the state of the art of management of QRs in
ASD through a SMS [10]. By using the findings of these
studies ([8], [10], [13], [30]), we analyzed the knowledge
on existing QR documentation and management challenges
and practices in ASD to build the recommendations of our
guidelines. We validated the guidelines by evaluating them
with ten software practitioners from two ASD companies of
the Q-Rapids consortium, through survey questionnaires and
open discussion. These practitioners have relevant expertise
on the topic and included roles such as specification engi-
neers, software project managers, and software architects.
Agility was given attention during the development and
validation.

The Agile QR-Doc guidelines have 12 recommendations
which are organized into two categories. The first category
focus on raising awareness on the significance of QRs, their
documentation and related QR documentation challenges.
The second category focus on introducing artifacts and prac-
tices, which are aimed at supporting and enhancing QR doc-
umentation tasks in ASD. Examples of recommendations in
the guidelines include recognizing the significance of QRs,
applying lightweight artifacts to document QRs, ensuring the
clarity of QRs, and utilizing documentation artifacts built for
specific QRs. The guidelines provide the rationale behind
each of the recommendations and ways to realize the recom-
mendations along with illustrative examples.

Software practitioners can utilize our work to system-
atically approach and support QR documentation in ASD.
For instance, they can adapt light-weight artifact such as
‘Given/When/Then’ template, and system stories to docu-
ment QRs, utilize UserXstories to document usability QR,
and document security QRs using abuser stories and misuse
cases. Product owners can get insight into actions that they
can consider for supporting QR documentation. By using the
guidelines, practitioners can spot the indicators of QR doc-
umentation challenges and take corrective actions on time.
Our work contributes to software engineering research by
filling the gap in guidelines that support QR documentation
in ASD. Researchers can utilize the knowledge created in
building Agile QR-Doc, get a better understanding about the
documentation and management of QRs in ASD. They can
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utilize the knowledge to develop solutions supporting QR
documentation and management in ASD too.

Section II presents the related work. Section III presents
the research methodology followed in the study. Section IV
presents the Agile QR-Doc. Section V reports the validation
of Agile QR-Doc. Section VI discusses the implications of
the study and compares the Agile QR-Doc with related work.
Section VII discusses the threats to the validity of the study.
Finally, Section VIII concludes the paper.

Il. RELATED WORK
This section presents the related work on QR documentation
in ASD and the guidelines for documenting QRs in ASD.

A. DOCUMENTATION OF QRs IN ASD

Requirements documentation aims at conveying and shar-
ing requirements needs among development teams and other
stakeholders. ASD promotes minimal documentation prac-
tices, the rapid delivery of working software and early return
on investment to customers [32]. These, combined with its
capability to respond to frequently changing requirements,
have increased the popularity of ASD, and it is currently
well established in the software industry [33]. In ASD, the
continuous interaction with the customer is thought to lessen
the need for the specification and documentation of QRs
[34]. For instance, practitioners may communicate QRs in
white board discussions, understand them implicitly, and not
document them properly [6], [13], [35].

ASD favor ‘Working software over comprehensive docu-
mentation’ [36]. However, this value is often misunderstood
as no requirement for documentation, leading to informal
requirement specifications, which result in problems in the
long run [12]. Ambiguity in what minimal documentation
means, coupled with the elusive nature of QRs [6], [20] can
render the documentation of QRs in ASD more challenging.
Consequently, QRs are usually underspecified and undoc-
umented and are handled improperly, resulting in accruing
technical debt (TD), increased maintenance costs, and at
times, project failures [5].

Requirement engineering artifacts and practices in ASD
are often insufficient for specifying and documenting QRs too
[10], [11], [17]. For instance, specifying QRs, such as security
and safety, in user stories is more difficult than specifying
FRs. Documenting such QRs require end-to-end documen-
tation covering many aspects [37]. Although we can clearly
specify and mark FRs specified in user stories as done, it is not
always easy to specify and mark QRs, such as maintainability
and security, in user stories as done [23]. Since these QRs may
change repeatedly during development, ensuring that they
are specified and managed properly requires continuously
revising their documentation [30]. The literature also reveals
challenges due to practitioners’ lack of expertise in QRs affect
QR documentation in ASD [21].

B. GUIDELINES FOR DOCUMENTING QRs IN ASD
The literature reveals guidelines proposals that support the
documentation of QRs in ASD [13], [15], [22], [24], [26].
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However, these guidelines, except [13], are focused on sup-
porting the documentation of specific QRs, such as security
and usability [22], [24], [26], and do not address the docu-
mentation of QRs in general.

Barbosa et al. [22] provide a guide for improving security
measures in ASD based on an explorative literature review
and interview study with practitioners. The guide recom-
mends security backlogs to document security QRs and a
corresponding security master who is responsible for defin-
ing and documenting security QRs in the security backlog.
It also proposes evil user stories to document security require-
ments and recommends research vulnerabilities activity for
the continuous identification and update of vulnerabilities
and related security documents. The authors evaluated the
guidelines by interviewing four practitioners.

Lee et al. [24] provide a usability pattern-based require-
ments analysis method and guidelines to improve usabil-
ity specification in ASD. Their guidelines transform user
tasks into features of a user interface specifying usabil-
ity factors. They empirically evaluated the guidelines and
methods and identified that these guidelines and meth-
ods supported usability requirements specification in ASD.
Similarly, Cajander et al. [15] provide recommendations for
addressing the documentation of usability and user experi-
ence in Scrum by interviewing practitioners. The recommen-
dations included assigning clear responsibilities for handling
usability and including clear and measurable usability goals
in the specification.

There are also guidelines which lack empirical validation
[13], [26]. For instance, our previous work [13] provides
guidelines for documenting QRs in ASD. The guidelines con-
sider classifying QRs by scope (i.e., system, group and local)
and level of detail of the QRs (i.e., generic and detailed) and
recommends using artifacts such as epics, user stories, and
acceptance criteria. The system-wide scope applies to QRs
covering the entire system and the group-wide scope applies
to those QRs relating to more than one functionality. The
local-scope applies to QRs relating to only one functionality
or user story. For instance, a QR with a system-wide scope
can be either generic or detailed. If it is generic, the recom-
mendation is to use an epic to document the QR by clearly
referring to the system. On the other hand, if it is detailed,
the recommendation is to use a user story, clearly describing
the functionalities to be covered by the QR. These guidelines
lack empirical validation, thus, limiting their adoption to the
industry.

Similarly, Wayrynen et al. [26] propose recommendations
to improve the documentation and management of security
requirements in extreme programming (XP). The recommen-
dations introduce a security engineer who will be responsible
for documenting security-related user stories. This security
engineer would be involved in pair programming to ensure
the implementation of security requirements, documenting
security architecture, and adding security review activity.
These recommendations lack empirical validation, and this
may limit their applicability.
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Agile QR-Doc guidelines, which will be introduced
shortly, complement existing guidelines merely focusing on
specific types of QRs and those that lack empirical valida-
tion by industrial practitioners. The gap in QR documenta-
tion guidelines, combined with challenges due to informal
QR documentation practices (e.g., not strictly defining and
documenting QRs, under-specification, outdated and missing
documentation of QRs in ASD) [2], [15], which in turn have
a negative impact on software projects [10], [16], motivated
the need for developing Agile QR-Doc guidelines.

Ill. RESEARCH METHODOLOGY

We adapted the DSRM by Peffers et al. [29] to build the
Agile QR-Doc QR documentation guidelines. DSRM is a
methodology used for conducting design science research,
where artifacts that are aimed at solving a specific prob-
lem are developed and evaluated rigorously [29]. According
to Peffers et al. [29], developing an artifact using DSRM
involves the following activities: problem identification and
motivation, defining the objectives of a solution, design and
development, demonstration and evaluation, and communi-
cation. In what follows, we describe the DSRM activities
applied to build the Agile QR-Doc set of guidelines.

Activity 1: Problem identification and motivation: the
activity outlines a specific research problem and motivates
the need for the design solution. QRs have great importance
in determining the success of software projects [2]. However,
in ASD, they are often neglected, under-specified and not
documented resulting in poor quality software and increased
maintenance costs [5], [14].

We conducted a preliminary work investigating the man-
agement of QRs in the Q-Rapids companies, and identified
that ASD companies face QR documentation challenges such
as the lack of traceability for QRs, difficulty in identifying
dependencies between different QRs, and internally gener-
ated QRs being not documented [13]. We also conducted
a SMS synthesizing the state of the art on challenges and
strategies of managing QRs (i.e., including elicitation, pri-
oritization, documentation, testing and handling of QRs), in
ASD [10]. Our findings revealed that there are limitations
with existing ASD artifacts in documenting QRs, challenges
due to informal QR documentation practices and limited QR
knowledge. There was a need for lightweight QR documen-
tation and management strategies. We found that existing
guidelines that support QR documentation and management
are scarce. We observed that existing guidelines focused only
on addressing specific QRs such as security and usability.
Some of the guidelines lacked empirical validations ([13],
[15], [26]), limiting their adoption in ASD. These findings
reveal the need for solutions, e.g., guidelines that support
systematic approach of QR documentation in ASD. There-
fore, we defined our research problem, a gap in guidelines
supporting QR documentation in ASD.

Activity 2: Define the objectives for a solution: this activity
defines the objective of the solution or artifact developed to
address the research problem. This research builds the Agile
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Guidelines of documenting QRs in
ASD

3. Acquaint and beware of indicators of Qits documentation challenges, work proactively to

munimize the challenges

FIGURE 1. Screen capture of agile QR-Doc.

QR-Doc guidelines to solve the gap in guidelines that support
QR documentation in ASD. The guidelines aim to support QR
documentation in ASD, without compromising the software
quality and agility of the process.

Activity 3: Design and development: we used knowledge
and experience that we obtained from researching documen-
tation and management of QRs in ASD [8], [10], [13], [30],
as inputs to design and develop the Agile QR-Doc guidelines.
These knowledge were gained by studying the state of the
practice of documentation and management of QRs in ASD,
with companies involved in the Q-Rapids consortium through
case studies [8], [13], [30] and by synthesizing the state of the
art of the management of QRs in ASD through a SMS [10].

We first developed the Agile QR-Doc guidelines by
synthesizing nine recommendations. To synthesize these
recommendations, we analyzed knowledge on the existing
challenges of QR documentation and management in ASD,
and the drawbacks of existing QR documentation practices
and artifacts in ASD, we found from our studies [8], [10],
[13], [30]. Our analysis revealed that QR documentation
challenges are associated with the limited QR documentation
awareness and associated factors, and the limitations of QR
documentation artifacts and practices. Therefore, we built
recommendations by focusing on: I) aspects related to raising
awareness on QRs, documentation needs and challenges, and
II) introducing artifacts and practices to support QR docu-
mentation. When building our recommendations, we used
knowledge about QR documentation in ASD (e.g., practices,
factors affecting QR documentation) that we obtained from
our studies [8], [10], [13], [30]. Agility was a focus when
building the recommendations. Following the synthesis of the
recommendations of the Agile QR-Doc guidelines, we devel-
oped a prototype of the guidelines in the form of a website.?
Figure 1 shows screen capture of the prototype.

Activity 4: Demonstration and evaluation: in our study,
we applied one iteration of demonstration and evaluation.
We demonstrated the use of Agile QR-Doc guidelines and
evaluated them with ten practitioners of two ASD companies.
The evaluation was used to determine how well the guidelines

2 https://sites.google.com/view/qr-doct/home
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d.ocumemmg QR§, in ASD the results of
guidelines supp orting Implement Each expert explored the the
QR documentation in S < evaluation
ASD are scarce prototype of guidelines using
Agile QR-Doc prototype, and performed
guidelines the evaluation

FIGURE 2. Design science research methodology adapted to build the guidelines.

support QR documentation in ASD, and collect feedback
to enhance them. It also served to validate the applicability
of the guidelines for industry. Informed consents were used
in this step. Details regarding the demonstration and eval-
uation of the guidelines and their findings are discussed in
Section V.

Activity 5: Design and development to enhance the guide-
lines: following the demonstration and evaluation activity,
a DSRM research can continue to the communication step.
It is also possible that researchers go back and redefine
the objectives of the solution. Another possible path is to
proceed with the design and development and enhance the
artifact based on the findings of the evaluation. In our case,
we iterated back to the design and development. We used
the knowledge obtained from evaluating the guidelines to
improve them and include 3 new recommendations.

Activity 6: Communication: involves reporting the research
problem, its significance, the design artifact and its utility,
and the design process to the relevant audience. In our case,
we report all the aforementioned aspects in this publication.
Figure 2 shows the DSRM applied in building Agile QR-Doc.

IV. AGILE QR-DOC: GUIDELINES TO SUPPORT QUALITY
REQUIREMENTS DOCUMENTATION IN AGILE SOFTWARE
DEVELOPMENT

The Agile QR-Doc QR documentation guidelines provide 12
recommendations aimed at supporting documentation of QRs
in ASD. They aim to do so without negatively affecting the
software quality and agility of the software development pro-
cess. The recommendations follow the format: recommenda-
tion title, description, justification, ways to realize the rec-
ommendation, and related work. The recommendation title
identifies the recommendation, and the description explains
details of the recommendation. Then, we justify the reason
for the recommendation, list the means to implement the
recommendation, and finally, present related work regarding
the justifications and means of realizing the recommenda-
tion. The recommendations are organized into two categories.
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These are: A) Recommendations emphasizing awareness on
QRs, their documentation and related issues and B) Recom-
mendations that introduce artifacts and practices to support
and enhance QR documentation.

A. RECOMMENDATIONS EMPHASIZING AWARENESS ON
QRS, THEIR DOCUMENTATION AND RELATED ISSUES

In this category, the need for recognizing the importance of
QRs, optimally documenting them and recognizing indica-
tors of QR documentation challenges in ASD, are justified
with the goal of supporting QR documentation. Strategies for
realizing the recommendations are presented too.

1) RECOGNIZE THE SIGNIFICANCE OF QRS
Description: ASD teams and management need to acknowl-
edge the importance of QRs in ASD and take actions that
support raising awareness on QRs and their documentation.
Justification: In cases where ASD teams, customers, and
management have limited knowledge regarding QRs, they
may not recognize, specify, and handle QRs properly. ASD
teams may ignore and not document QRs until there is a
specific request for handing them or until the impact of
neglecting QRs becomes visible [5], [6], [10], [11], [38], [39].
Ways to realize recommendation:

a) ASD management and teams (e.g., developers, product
owners, and testers) should develop an awareness on QRs
and the skills for documenting and managing QRs.

e Management and teams should invest in training on
QRs in general, and on specific QRs such as security,
and usability.

b) ASD teams can utilize a company-specific agile playbook
[8], for QRs, which is a lightweight guide describing QR
classifications, their significance, and ways to document
and manage them.

¢) ASD teams should adopt a ‘quality mindset’ by empha-
sizing QRs in the different steps of the software lifecycle
and ensuring that corresponding QR needs are met.
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d) ASD teams can assist customers in recognizing the impor-
tance and value of QRs, since customers in some domains
may overlook important QRs or may not have adequate
knowledge about QRs [40]. For instance, customers in
the energy domain may overlook important QRs such as
security [41].

Related Work: [5], [6], [8], [10], [30], [38]-[41]

2) RECOGNIZE THE NEED FOR OPTIMAL DOCUMENTATION

OF QRs

Description: Agile teams should acknowledge the need for

optimal documentation of QRs (i.e., a satisfactory level of

QR documentation that will not compromise agility and prod-

uct quality). They should take actions to meet the need for

optimal documentation of QRs and start documenting QRs at
early stages.

Justification:ASD’s focus on minimal documentation
does not translate to the avoidance or neglect of documenta-
tion. However, evidence shows that practitioners misinterpret
the ‘minimal documentation focus of ASD’ as a call for
no documentation [19]. Such misinterpretations lead to the
lack of proper documentation and management of QRs [8],
not strictly specifying QRs [15] and confusions regarding
QR deliverables [42]. Therefore, practitioners should adopt
practices that enable optimal QR documentation.

Ways to realize the recommendation:

a) Educate ASD teams about the benefits of optimal QR
documentation.

b) Establish processes that help ASD teams adopt opti-
mal QR documentation (e.g. applying agile playbooks,
QR documentation templates).

Related work: [5], [8], [10], [15], [19], [30], [42].

3) RECOGNIZE THE INDICATORS OF QR DOCUMENTATION
CHALLENGES

Description: ASD teams and managers should be able to
notice and identify different indicators of QR documenta-
tion challenges, the consequences of poor QR documentation
practices and take actions to minimize or prevent them.

Justification: ASD teams can proactively work on min-
imizing the challenges of QR documentation if they dis-
tinguish the indicators and consequences of challenges of
documenting and managing QRs [9].

Way to realize the recommendation:

ASD teams and managers should be aware of the indi-
cators of QR documentation challenges, recognize the con-
sequences of poor QR documentation practices, and utilize
actions that help minimize or prevent the challenges (see
Table 1).

Related work: [8]-[10], [13], [30], [43].

B. RECOMMENDATIONS THAT INTRODUCE ARTIFACTS
AND PRACTICES TO SUPPORT AND ENHANCE QR
DOCUMENTATION

In this category, different artifacts for documenting QRs in
ASD are provided with examples. Practices that support QR
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TABLE 1. QR documentation challenge indicators, mitigations for
corresponding challenges and consequences of poor QR.

Indicator of Mitigation action to Consequences of poor

QR minimize the QR documentation (e.g.
documentation challenge outdated QR documents,
challenge unclear QR
specification, missing
QR specification)
Outdated QR Check and ensure - System quality

documents that the QR degradation [10]
documentation is up- | - Project failure [8]-[10]
to-date. - Increased maintenance

Unclear QR Review and clarify costs

documents QR specifications. - Rework [9],[10],[31]

and - Inability to scale

specifications software [31]

Challenges Ensure traceability of | -Wrong implementations

with QRs during [13]
traceability of | documentation. - Damaging business
QRs relationships [31]

Missing QR Ensure the - New mejmbe'rs joining
goal specification of clear Fhe team ldentlfy
specifications and measurable QR implementing and

goals and targets [9], | maintaining QRs
[43]. difficult [10]

documentation and enhance aspects of documenting QRs in
ASD are also suggested.

1) APPLY LIGHTWEIGHT ARTIFACTS TO DOCUMENT QRS
Description: ASD teams should be aware of lightweight
artifacts that are available for specifying and documenting
QRs and utilize them as needed.

Justification: ASD teams face challenges from confusions
on QR specification approaches [44]. In this regard, they
should acquaint themselves with lightweight artifacts that
are used for documenting QRs in ASD, and utilize them as
needed.

Ways to realize the recommendation:

a) User stories with acceptance criteria: ASD suggests user
stories to specify and document requirements by focusing
on users’ goals. User stories can be used to document QRs
by specifying them from users’ perspective and explicitly
attaching an acceptance criteria for the QRs, and a user
story Id, which identifies the user story and its version.
An example of a user story for documenting QRs is as
follows:

e User story Id: QRV1.0
User story: As an <end user>,
I want to <the app to support multiple language >
So that <I can access the app using Amharic, English,
and Finnish language interfaces>
Acceptance criteria: perform internationalization tests
to ensure support for Amharic, English, and Finnish
languages and to ensure that the corresponding layout
formats function correctly.
Note: in ASD, QRs may evolve and change. In such
cases, the user story, and its acceptance criteria should be
updated to reflect the corresponding change.
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b) Given/When/then templates: ASD teams utilize ‘Given
<>/When <>/Then <>’ templates for specifying QRs
[30]. For instance, a QR for battery consumption can be

specified as:
o Given <the battery level is less than 20%> When

<the phone is up and running> Then <raise an alert
for battery saver mode>.

c) Apply a system story to specify QR: utilize system stories
to specify features related to QRs that could not be allo-
cated in user stories. System stories describe QRs which
spread over multiple user stories [25], [47]. For instance,
we can write a system story for a reliability QR verifying
the presence of a SIM card interface in a mobile phone
device by including a brief summary of the rationale
behind the system story, as shown in Table 2.

TABLE 2. System story illustration.

Field Description
System Story Id SS2
Description of the QR | All SIM card interfaces must be tested.
System story System shall verify SIM card interface.
Rationale We need to verify the SIM card

interfaces in the mobile phone are

present and functioning properly.

d) Specify QRs as part of the Definition of Done (DoD) of
FRs: the DoD is a criterion for accepting tasks as done.
QRs can be documented in the DoD of epic-, story-, and
task-level requirements. The recommendation when using
a DoD is to keep the DoD list as small as possible [30].

o An example of a DoD that can be attached to a user
story describing a login form can be written as ‘Per-
form SSL (Secure Sockets Layer) certificate test for
login form’.

e) Apply iterative and incremental prototypes: companies
that adopt model driven development in the context of
ASD can apply iterative and incremental prototypes to
document QRs. Here, the approach enables the discovery
and documentation of QRs and the update of QRs as the
system evolves [30]. It is also recommended that such
prototypes are reviewed with a focus on QRs and the big
picture of the system as the system evolves [45].

f) Specify QRs in the definition of ready: The definition of
ready concept provides a means of checking for what work
or task can enter a sprint [10], [46]. We specify QRs in the
definition of ready for user stories that contain a definition
of the user story, its acceptance criteria, dependencies
with other user stories, a list of QRs, architecture criteria,
a person responsible for accepting the user story, and
reviewers of the user story.

Related work:[10], [25], [30], [44]-[47].

2) UTILIZE DOCUMENTATION ARTIFACTS BUILT TO
DOCUMENT SPECIFIC QRS, SUCH AS SECURITY AND
USABILITY

Description: ASD teams may use documentation artifacts
tailored to specify and document specific QRs, such as secu-
rity and usability requirements.
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Justification: Security and usability are commonly dis-
cussed QRs in the literature on the management of QRs in
ASD [10]. However, ASD user stories are seen as inadequate
for specifying and documenting these QRs. In this regard,
the recommendation is to use artifacts tailored to specify and
document security and usability [10].

Ways to realize the recommendation:

a) Apply abuser stories to document security requirements:
an abuser story describes the interaction of a malicious
user posing a threat to a system and the potential threats
and risks to the system that may occur from the malicious
interaction [26]. Misuse stories and evil stories are other
terminologies describing a similar concept. ASD teams
should discuss abuser stories together with the customer
team to ensure their relevance and importance. Abuser
story examples for addressing security concerns that may
arise from a potential malicious user with access to regular
accounts in a web portal system of an institution can be
written as follows:

« As a malicious employee, I can change my account
privileges, so that I can get access to admin rights and
manipulate the system.

« As a malicious employee, I want to brute force the
login to steal business data.

b) Apply misuse cases to document security requirements:
misuse cases describe the sequence of events that may
happen during security incidents, and they allow devel-
opers to visualize vulnerabilities and create countermea-
sures to resolve such vulnerabilities that may arise from
the security incident [48]. Figure 3 shows a misuse case
example of a malicious user of an online web store who
may use the ‘add review comment’ feature on the web-
site by adding malicious scripts in the review comments
of the online web store. Here, we have three different
actors: a regular user who adds review comments about
a product with no malicious intentions, a malicious user
whose purpose is to intrude the system by adding scripts
in the review comments, and the admin, who moderates
the review comments and detects malicious events. When
a malicious user attempts to intrude the system by adding
malicious comments, the admin can blacklist the ID and
take further action.

c) Apply UserXstories to document usability requirements:
UserXstories are stories that combine the perspectives
of personas (i.e., a representation of users of a system)
and Nielsen’s heuristics (i.e., guidelines used for evalu-
ating usability and user interface aspects) [49], to specify
usability requirements in ASD [50]. The recommendation
is to write UserXstories together with the acceptance cri-
teria stipulated by user interface designers and the scrum
team. A UserXstories template is shown below:

e As a <persona> [ want/need <goal> for this
<interaction>,
Through/when <task>/<context>
I evaluate that my goal is achieved when<feedback>
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i Add review comment

Regular user \

Moderate review commenis

Admin

IMalicious user

Add malicious comment with scripts

Monitor and blacklist ID

FIGURE 3. Misuse case illustration.

Acceptance criteria:

Checks <action> through <set of conditions> to sat-
isfy <Nielsen’s heuristic(s)> of action and <Nielsen’s
heuristic(s)> of feedback

We illustrate UserXstories by specifying usability and
user interaction requirements for updating a booking by
a customer in a flight-booking app.

e Asa <customer>, I need to <update my flight booking
details>; for this, <the app should allow me to select
my booking using my booking reference code>,
Through/when  <updating my flight booking
details>/<while I am logged in on the app>
I evaluate that my goal is achieved when <my flight
booking is updated >
Acceptance criteria:

Check <the app validates that the selected flight book-
ing is permitted for rebooking> through <using the
booking reference number>, to satisfy <HS5 Nielsen’s
heuristic(s)—error prevention> of action and <H9
Nielsen’s heuristic(s)—help users recognize, diagnose,
and recover from errors> of feedback.

Check <the app displays the customer’s name and
flight information> through <selecting from existing
bookings or searching by booking reference number>
to satisfy <H1 Nielsen’s heuristic(s)—visibility of sys-
tem status> of action and <H6 Nielsen’s heuristic(s)—
recognition rather than recall> of feedback.

Check <the app displays an wupdated booking
when the customer updates the flight booking
information> through <displaying a message saying
that the flight booking is updated> to satisfy <HI1
Nielsen’s heuristic(s)> of action, and <H 6 Nielsen’s
heuristic(s)> of feedback.

Related work: [10], [21], [26], [48]-[51].

3) ALLOCATE ROLES AND RESPONSIBILITIES FOR
DOCUMENTING AND MANAGING QRS IN ASD

Description: Assign roles to individuals with expertise on
QRs to assist in the documentation of QRs in ASD. Empirical
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evidence from the literature reveals that assigning roles to
individuals with expertise in security, usability, and quality
assurance have been helpful for documenting and managing
QRs [17], [52], [53].

Justification:The lack of expertise in QRs is a challenge
in documenting and managing QRs in ASD. Product owners
and project managers may not always have the required skills
for defining QRs, such as security and usability [10], [54].
They are also prone to forgetting QRs [55]. Some product
domains may also have strict requirements and need separate
organizations to handle QRs.

Ways to realize the recommendation:

a) Assign security masters and security experts for security
QRs: the literature reports that such roles are beneficial
in specifying and analyzing the security requirements and
the involvement in related discussions with agile teams
[10], [30], [52].

b) Assign usability experts and usability product owners for
usability QRs: The literature reports that such roles have
been beneficial in eliciting usability requirements, docu-
menting, and facilitating usability discussions with agile
teams. We can also have interaction designers that sup-
port the elicitation and documentation of QRs [10], [17],
[53], [55].

c) Assign separate organizations or teams to document and
handle QRs in the process: companies with product
domains that require strict regulations (e.g., embedded
systems, telecommunications) and ASD, may employ sep-
arate organizations to handle documentation and manage
QRs (e.g., security organization or security team, perfor-
mance teams) [10], [30].

Related work: [10], [17], [30], [52]-[55].

4) ENSURE CLARITY OF QRS WHEN DOCUMENTING THEM
Description: To ensure a clear specification and docu-
mentation of QRs. The specification and documentation
of QRs need to be clear and unambiguous, precise, and
measureable.

Justification: The lack of clarity of QRs is a challenge
reported in the ASD literature [54]. When product owners and
project managers fail to specify QRs clearly, ASD teams may
lack a common understanding of the QRs and consequently,
adopt their own interpretations. These may lead to wrong
implementations and at times, create friction among team
members [8], [10], [11].

Ways to realize the recommendation:

a) Use QR metrics, i.e., metrics for measuring QRs [56],
to specify and document QRs in clear, precise, and mea-
sureable terms. For example, we can specify maintainabil-
ity as ‘complexity of files should be below 20%’ by using
the metric, complexity of files.

b) Encourage open discussion to avoid ambiguous descrip-
tions and definitions of QRs

Related work: [8], [10], [11], [54], [56].
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TABLE 3. Levels of abstraction illustration.

Field Description

Issue type, name
Summary of story (should
be a precise, clear, and
measurable description of

Story, test coverage story
Add test cases to get the test
coverage up to 100%.

the goal).

DoD With the additional test cases, the
test coverage should reach 100%.

Epic link The linked epic is the testability

QR (The system shall be testable)

5) APPLY LEVEL OF ABSTRACTION WHEN SPECIFYING QRS
Description: The level of abstraction of a QR describes the
granularity level of the QR (i.e., the scale or level of detail
of the QR). The recommendation is to apply different levels
of abstraction (i.e., splitting and refining QRs from higher to
lower levels with corresponding optimal information) when
specifying and documenting the QRs.

Justification: Granular QR specifications are problematic
in ASD [54]. An abstraction of requirements helps in com-
municating requirements better [57]. An appropriate level of
abstraction can help in clarifying the QR task and achieving
good effort estimation of the corresponding task [58].

Way to realize the recommendation:

Apply different levels of abstraction that entail optimal lev-
els of detailed information appropriate for the corresponding
granularity level of the QRs.

One way to do this is to split and specify QRs as epics,
stories, and tasks at decreasing levels of granularity. An epic
describes a high-level requirement [30]. A story represents
a refined, lower level requirement of an epic [13]. An epic is
split and refined into many stories, and a task represents a QR
item to implement. For instance, one can specify a testability
QR at the epic level as ‘The system shall be testable,” and this
epic can be refined into multiple stories and tasks. Table 3
shows a test coverage story, which is under the testability
QR epic. We specify the story by providing descriptions and
DoDs and linking it with the epic.

Related work: [13], [30], [54], [57], [58]

6) ENSURE THE TRACEABILITY OF QRS

Description: create and keep a linkage among different
levels of abstraction of the QRs when documenting them.
Document the dependencies among QRs and FRs when
needed.

Justification: ASD faces limitations in traceability mech-
anisms for QRs [11], [13]. Limited traceability to higher-
level requirements (both QRs and FRs) may slow down cor-
rective actions taken to resolve errors during development
[54], [59]. Practitioners can easily identify and correct QR
issues when taking corrective actions based on documented
QRs, which enable backward traceability to higher level
requirements [28].
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Way to realize the recommendation:

Record and keep a link between different levels of QRs
(e.g., link QRs among epic-, story-, and task-level specifica-
tions of a specific QR). Table 4 illustrates an example.

TABLE 4. Recording links to ensure the traceability of QRs.

Field Description
Project X
Issue type Story
Component | SW component z
Reporter Mrs. P
Priority Minor, Medium, Major
Summary The loading time for the webpage should be under three
of story seconds.
DoD Given that <the webpage is loading>,
When <accessed through browsers: Chrome, Firefox,
Opera, Edge, and Safari>,
Then <the loading time should be under three seconds>
Epic link The linked epic is epic_Performance

Related work: [11], [13], [28], [54], [59].

7) DOCUMENT DECISIONS RELATED TO QRS

Description: document important QR-related decisions, the
rationale behind the decisions, and the affected components.
QR-related decisions should be documented and saved in
requirements management repositories that can later serve as
knowledge repositories.

Justification:Informal QR documentation practices lead
to missing knowledge and rationale behind already made
decisions regarding QR [2]. Documenting QR decisions will
help minimize knowledge that may otherwise remain tacit
to practitioners or be lost when these practitioners leave the
company [21], [30], [55].

Ways to realize the recommendation:

Small, collocated, and collaborative ASD teams may prefer
to communicate QRs in whiteboard meetings and decide to
document only important QR decisions [13]. In such scenar-
ios, they should precisely document the decision regarding
the respective QR along with a rationale for the decision as
shown in Table 5.

TABLE 5. Documenting QR decisions.

Field Description
Decision 1d 24
Decision summary Run penetration testing.
Affected component SW X
Rationale Detect and identify potential vulnerabilities
of the system.

Related work: [2],[13], [21], [30], [55].

8) APPLY SEPARATE OR SPECIFIC BACKLOGS TO
DOCUMENT QRS

Description: utilizing separate or specific backlogs, which
run in parallel to the product backlog, to document QRs iden-
tified during the development process and distinct QRs. When
applying a specific or separate backlog, we should ensure
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that it does not affect the agility of the software development
process.

Justification: QRs which are discovered during the devel-
opment process of ongoing sprint can be left undocumented
[13]. At times QRs such as security may not receive ade-
quate attention compared with other functional require-
ments in sprint backlogs [60]. Utilizing a distinct backlog
to document specific QRs can help to give more focus
to QRs [41].

Ways to realize the recommendation:

a) Improvement backlog: a separate backlog that runs in
parallel to sprint backlogs and is used to document QRs
and improvement items which are identified by develop-
ment team during the development process of an ongoing
sprint [30].

b) Security backlog: separate backlogs allocated for specify-
ing security requirements in ASD [41]. Items within the
security backlog can be written in the form of abuser or
misuse stories to describe how a person with malicious
intent could do harm. Each item is prioritized according
to risk and needs to be linked to product backlog items.
Security backlogs can be better maintained by including a
person who has expertise in security [10].

c¢) Shadow backlog: a separate backlog that contains
issues such as inconsistencies and omitted usability
tasks [61].

Related work: [10], [13], [30], [41], [60], [61].

9) WHEN SPECIFYING QRS ENSURE DOCUMENTING THE
MEANS TO VERIFY AND VALIDATE THEM

Description: While specifying QRs at different levels of
hierarchy, it is important to clearly document how to verify
and validate the corresponding QRs.

Justification:in ASD verification of QRs can be prob-
lematic in cases where QRs are defined without reaching
agreement on the verification method [16]. Failing to spec-
ify the verification and validation aspects of QRs can lead
to an underperforming product that does not meet the QR
expectations of end users [16]. For instance, when the ver-
ification aspect of capacity of a login page is not consid-
ered and specified clearly, testing teams may not verify and
validate the requirement, and the companies may deliver
software that underperforms and does not meet end users’
expectations [11].

Ways to realize the recommendation:

Specify how the QR is to be verified and validated:

o Peer reviews, design reviews, code reviews, application
program interface (API) reviews [30].

o Customer reviews (review sessions with customers
and/or users to verify and validate QRs) [30].

« Continuous integration [10].

e DoDs and checking them
criteria [30].

Related work: [10], [11], [16], [30].
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V. VALIDATING AGILE QR-DOC GUIDELINES

This section presents validation of the Agile QR-Doc.
Section A presents the validation design and Section B
presents the findings from validation of the guidelines.

A. AGILE QR-DOC GUIDELINES VALIDATION DESIGN
In order to validate the guidelines and ensure their suitability
for ASD, we considered:

1) Evaluating the usefulness, relevance, and the under-
standability of the guidelines, with respect to support-
ing QR documentation in ASD. The measurement of
information quality aspects, i.e., of perceived usefulness,
relevance, and understandability, provide an insight into
users’ satisfaction levels regarding the quality of infor-
mation systems [62].

2) Evaluating the impact on the agility of the software pro-
cess, i.e., in terms of speed, and leanness or being simple
enough to use in ASD. Speed and leanness or simplicity
are relevant aspects which are used to measure agility of
software process [71]. We believe that these provide an
insight on the compatibility of the guidelines with ASD.
It helps understand whether the guidelines are simple
enough to use in supporting QR documentation tasks
in ASD, and determine that their applications do not
compromise the speed of development.

3) Evaluating the level that important aspects for docu-
menting QRs in ASD are covered in the guidelines. This
helps determine whether the guidelines cover important
aspects for documenting QRs in ASD.

4) Gathering suggestions for enhancing the guidelines.

Accordingly, we formulated the following research questions:

RQ1. How do practitioners perceive the usefulness, rele-
vance, and understandability of the guidelines in supporting
QR documentation?

RQ2. How do practitioners perceive the impact of the
guidelines with respect to agility, i.e., the speed and leanness
or simplicity, of the software development process?

RQ3. Do practitioners perceive that the guidelines cover
the important aspects to consider when documenting QRs
in ASD? What aspects do they consider important when
documenting QRs?

RQ4. What do practitioners suggest for improving the
guidelines?

1) PARTICIPANTS USED FOR VALIDATING THE GUIDELINES

Ten software practitioners, from two companies within
the Q-Rapids consortium, participated in validating Agile
QR-Doc (see Table 6). These two companies have rich expe-
riences of ASD. QRs have great importance in their contexts.
The first company (C1) operates in the embedded systems
and telecommunications domain. At the time we run the
validation, C1 has been applying ASD for 14 years and was
using Scrum. It is medium-sized company with over 600
employees. C1 applies QR documentation practices and tools
(e.g., applying agile playbook guidelines, and using JIRA
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TABLE 6. Participants of the validation.

Participant Role Software ASD Company
ID engineering  experience
experience (Years)
(Years)
P1 Software 10 10 Cl
project
manager
P2 Software 10 10
quality
manager
P3 DevOps Tech 15 15
Lead
P4 Software 14 6
Engineer/
Process coach
P5 Specification 30 10
engineer
P6 Specification 24 10 C2
engineer
P7 Software 21
architecture 10
team lead
P8 System 15
specification 2
group leader
P9 Specification 24 7
engineer
P10 Architect < 1year ol
Year

to document QRs). The second company (C2) is a global,
large-scale telecommunications company with over 100,000
employees. It has been applying ASD for 12 years and uses
large-scale distributed ASD.

C2 applies varying QR documentation practices and tools
depending on the QR types and organizational level. DOORs,
JIRA, and Accept 360 are some of the tools used to
document QRs.

We used the key informant technique [63] and consulted
the representatives of the companies to recruit participants
who have experience in requirements specification and man-
agement, to validate the guidelines. The key informant tech-
nique offers collecting feedback from relevant experts on a
specific topic. In our study, we had participants, who have
broad experience in software engineering and ASD.

2) DEMONSTRATION AND EVALUATION TO VALIDATE THE
GUIDELINES

Below, we describe the demonstration and evaluation activity,
in the DSRM process, that we applied in each company to
validate the guidelines.

Company 1: We organized the demonstration and evalu-
ation session with five practitioners of the case, in October
2019. The duration of the demonstration and evaluation was
40 minutes.

1) First, aresearcher presented the objective, scope, and the
intended target of the guidelines.

70164

2) Then the researcher demonstrated the use of Agile
QR-Doc guidelines by going through the recommenda-
tions of the guidelines and briefly explaining how the
recommendations can be used to support QR documen-
tation, using the prototype.

3) We asked each participant to explore the guidelines in
detail for ten minutes. Each participant explored the
guidelines independently using the prototype for ten
minutes.

4) Following the exploration, we asked the participants to
provide their suggestions for improving the guidelines
in open discussion. Their feedback was audio recorded
and later transcribed for data analysis.

5) We asked each participant to answer a survey question-
naire. The survey questionnaire was structured in a way
that it addressed RQ1-RQ4 (see Appendix). We used the
Webropol online survey tool to collect the participants’
feedback through an online questionnaire.

Company 2: the demonstration and evaluation were done
with five practitioners of the case separately, in October 2019.
We performed the demonstration and evaluation with each of
the practitioners separately. We did this because we were not
able to organize the session by involving all participants at
the same time. The demonstration and evaluation session with
each of the practitioners lasted between 35 and 40 minutes.
We followed similar steps as in company 1, i.e., the steps 1-5
described above.

In the survey questionnaire, we used a five-point Likert
scale (1 = strong disagreement, 2 = disagreement, 3 =
neutral, 4 = agreement, and 5 = strong agreement) to collect
feedback. We collected feedback regarding the usefulness,
relevance, and the understandability of the guidelines and the
impact of applying them in terms of agility. We also col-
lected feedback using an open-ended question in the survey
regarding the important aspects that the ASD practitioners
consider when documenting QRs. We audio recorded the
sessions of the demonstration and evaluation in both com-
panies. The audio was professionally transcribed for analysis

purpose.

3) DATA ANALYSIS OF COLLECTED FEEDBACK

In order to analyze data collected during the demonstration
and evaluation phase, we applied quantitative and qualitative
analyses. We used quantitative analysis for the results of the
survey questionnaire. We report descriptive statistics, such
as the sample size (N), minimum (Min), median (Mdn),
and maximum (Max) values of the ratings. We also used a
one-sample Wilcoxon signed rank test [64], which is used
to examine variations in the responses of the participants
in cases of small sample sizes [64], [65]. We applied the
one-sample Wilcoxon signed rank test to examine how the
evaluation results differed from the median value, which was
3 or neutral in our scale. We report the results of the one-
sample Wilcoxon signed rank observed value (V) and the
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significance level (p) by setting a 95% confidence interval
for tests.

In order to analyze the qualitative data, we applied the-
matic analysis [66], to synthesize aspects that participants
identify as important in documenting QRs and their sug-
gestions for improving the guidelines. We first coded each
of the responses as ‘important aspects’ and ‘suggestions for
improvement’. Then we compared the responses under each
of these labels. We then grouped and labelled closely related
concepts under themes. However, during this process there
were also non-recurring concepts that did not form a theme.
These are reported as non-recurring themes.

B. RESULTS FROM AGILE QR-DOC VALIDATION

In this section, we report the findings from the validation
of the Agile QR-Doc guidelines. Figure 4 plots summary
of the findings of RQ1 and RQ2, regarding the usefulness,
relevance, and the understandability of the guidelines and
their impact on agility.

1) USEFULNESS, RELEVANCE, AND THE
UNDERSTANDABILITY OF THE GUIDELINES IN SUPPORTING
QR DOCUMENTATION (RQ1)

We found that the practitioners perceived the guidelines to
be useful to support the optimal documentation of QRs,
as evidenced by the descriptive statistics and the one-sample
Wilcoxon sign ranked test result (N = 10, Min = 3, Max =
5, Mdn =4, V =45, P = 0.006008). Similarly, nine respon-
dents perceived the guidelines as useful for improving soft-
ware product quality (N = 9, Min = 4, Max = 5, Mdn =4,
V =45,P =0.007412). However, one of the respondents did
not respond to the question.

Regarding relevance, we asked whether they consider the
guidelines helpful in identifying relevant actions for docu-
menting QRs in ASD and whether the guidelines are appro-
priate for documenting QRs. The participants reported that
the guidelines are helpful in identifying relevant actions for
documenting QRs in ASD (N = 10, Min = 2, Max = 5,
Mdn = 4, V = 41, P = 0.02459) and are appropriate for
documenting QRs in ASD (N = 10, Min = 3, Max = 5,
Mdn =4, V =28, P =0.01766).

Regarding understandability, the participants identified the
guidelines as understandable enough to use for documenting
QRs in ASD (N = 10, Min = 3, Max =5, Mdn =4, V =
45, P =0.007412). Overall, the evaluation of the information
quality aspects of the guidelines indicated that the guidelines
were perceived as useful, relevant, and understandable to
support the documentation of QRs in ASD.

2) THE IMPACT OF THE GUIDELINES WITH RESPECT TO THE
AGILITY, LEANNESS OR SIMPLICITY AND SPEED, OF THE
SOFTWARE DEVELOPMENT PROCESS (RQ2)

The practitioners perceived the guidelines as simple enough
to use in ASD (N = 10, Min = 3, Max = 5, Mdn =
4, V=45, P = 0.006008). Regarding agility in terms of
speed, we asked if they thought that the guidelines did not

VOLUME 10, 2022

hinder ASD process. They perceived that the guidelines did
not hinder ASD process (N = 10, Min = 2, Max = 5,
Mdn =4, V= 32, P = 0.04183). However, one respondent
disagreed, whereas two others were neutral. The practitioners
also perceived that the guidelines are helpful in the earlier
consideration and documentation of QRs (N = 10, Min = 3,
Max =5, Mdn =4,V =45, P =0.007412).

3) COVERAGE OF IMPORTANT ASPECTS FOR
DOCUMENTING QRS IN ASD WITHIN THE GUIDELINES AND
ASPECTS THAT THE PRACTITIONERS CONSIDER IMPORTANT
WHEN THEY DOCUMENT QRS (RQ3)

We asked the participants whether they thought the guide-
lines covered important aspects to be considered when doc-
umenting QRs in ASD. All the ten participants agreed that
the guidelines covered important aspects that needed to be
considered. Three participants further explained why they
thought that the guidelines covered important aspects. The
DevOps tech lead (P3) stated ‘on a high level, this serves as a
good reminder of things to consider when documenting QRs’.
The specification engineer (P6) noted, ‘with a short introduc-
tion, the guidelines seem to cover most important issues, and
another specification engineer (P5) commented, ‘the decom-
position from the top-level guidelines makes sense nicely.’

In Table 7, we summarized the themes and correspond-
ing statements reported as important aspects to consider in
documenting QRs by the participants. We found that the
participants considered the clarity of QRs to be the most
important aspect when documenting QRs. Clarity refers to
ensuring a clear definition and quantification of the QR and
minimizing the likelihood of misinterpretation when docu-
menting QRs. Recognizing the importance of QRs and the
need to document them was the second top recurring aspect.
The traceability of QRs and the verification and validation
of QRs were the third most recurring themes. Additionally,
the participants reported five non-recurring aspects that are
important to consider when documenting QRs. These include
costs and related performance impacts, defining processes for
handling QRs, the impact on product, dependency on other
QRs, and expertise of practitioners defining QRs.

4) SUGGESTIONS FOR IMPROVING THE GUIDELINES (RQ4)
The practitioners reported suggestions to improve the guide-
lines. Table 8 summarizes the participants’ suggestions of
improvement.

The top recurring suggestion was including aspects on
how to verify and validate the QRs when documenting them.
According to the participants, documenting QRs in ASD
requires the specification of a means for verifying and val-
idating them. The second top suggestion concerns backlogs
suggested in the guidelines to document QRs. According
to the feedback, including such backlogs may incur addi-
tional costs and be unfavorable in small-sized companies.
There was a suggestion to clarify the details of documenting
QRs in separate or specific backlogs. In addition, we found
suggestions for including quality goals and process quality
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FIGURE 4. Plot and statistical summary of findings of RQ1 and RQ2.

aspects when documenting QRs. One suggestion also empha-
sized the need for the earlier consideration of QRs (i.e., the
definition and documentation of QRs should begin together
with FRs).

VI. DISCUSSION
This section discusses the implications of the study and com-
pares Agile QR-Doc guidelines with related work.
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A. IMPLICATIONS FROM THE EVALUATION FINDINGS

The results from the evaluation of the guidelines validated the
suitability of Agile QR-Doc for the industry. The practitioners
identified the guidelines to be understandable enough and
useful in supporting QR documentation and in identifying
relevant actions for documenting QRs in ASD. Although
these findings are based on feedback from a small sample,
they are remarkable and suggest the ease of understandability
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TABLE 7. Aspects practitioners identify important when documenting

QRs.
Theme, (# of Important aspects to consider when documenting
labels under QRs in ASD reported by the participants
theme)
Clarity of QRs Properly and clearly documenting the QR and its
is an important importance with respect to the project (quality).
aspect, (4) Clarity and quantification of QRs in order to make
measurement, monitoring, and reporting easier.
Clear terminology and discipline in requirement
traceability, requirement categorization.
No possibilities to interpret QRs wrongly.
QRs are as It is important to have QRs. It is important to have

important as

FRs and need to

be documented,

(€)

QRs documented.

Optimal documentation and significance of QRs.
They are as important as FRs.

They need to be documented as well so that what
has been agreed on is known.

Traceability of

Clear terminology and discipline in requirement

QRs, (2) traceability and requirement categorization.
Transparency through higher-level requirements
down to actual implementation.

Verifying and Definition of ready and DOD and how to validate

validating QRs, QRs.

2) DoD and how to verify QRs.

Costs and Performance effects, cost of getting required

related quality target.

performance

impacts, (1)

Defining Defining processes: how the common QRs are

processes for used in day-to-day ASD.

handling QRs,

@

Impact on Impact on product.

product

Expertise of Author expertise needs to be at a good level for

practitioners related requirement.

regarding QRs,

(1)

Dependency on
other QRs, (1)

Dependencies on other QRs.

of the guidelines and their usefulness and compatibility with

ASD.

Itis crucial that strategies aimed at improving or supporting
the documentation and management of QRs in ASD do not
negatively affect the agility of software development pro-
cesses [10]. Regarding the impact of applying the guidelines
in terms of agility (i.e., how simple enough they are to use
in ASD, and how they affect the speed of the development
process in ASD), the practitioners perceive the guidelines as
simple enough to use in ASD, not hindering the speed of ASD
and helpful in the early consideration and documentation of
QRs. However, we noticed that one respondent disagreed
when asked if the guidelines did not hinder the speed of
ASD. This could be because some recommendations were not
described and justified adequately in the initial version of the
guidelines. Therefore, taking the feedback into consideration
we improved the guidelines by refining the descriptions, jus-
tifications, and providing illustrative examples. For instance,
the recommendations of separate backlogs have been refined
to clarify that their implementation should not compromise
the agility of the process.

VOLUME 10, 2022

TABLE 8. Summary of suggestions for improvement.

Theme ( # of
suggestions
under the
theme)

Verification Process coach (P4), ‘But that part is missing

and especially how you validate the ORs. For
validation instance, [the] capacity you can measure, but
aspect (3) some other QRs, how do you validate [them]. . . It
is not only that. Nevertheless, QRs affect the
architecture also. Let us say for instance,
security.’

Software architecture team lead (P7), ‘Is there
something on the, verification of the quality
requirements? Did you have some, how to handle
them in the continuous integration and
verification? Perhaps that might be one aspect to
look at if it is not because for me, the
requirements, they are just paper unless you have
a test case for them and you sometimes verify it.
So, it’s . .. just an expert opinion that okay,
somebody says that okay, we implemented that in
software, unless you verify it somehow.’

System specification group leader (P8), ‘What
came to my mind concerning this quality of
requirement, what many times may be a difficult
thing, what, also perhaps needs to be figured out
and documented is . . . how you verify those
requirements and . . . how to make sure that you
comply with these quality requirements.’

System specification group leader (P8), ‘How it is
then verified and . . . [how do] you fulfil this
quality requirement? Have you given any thought
on that? So, how to verify it and if it is verified . . .
how you prove that you fulfil that quality
requirement.’

System specification group leader (P8), ‘So for
these difficult topics, you need to have specific
backlogs and, of course kind of, as I'm in a, or we
are in a big company, it’s easy for us, we have a
lot of people, so we can manage specific areas
specifically, and we can have specific people
allocated to some specific things to do. But of
course, if you have a smaller company, then it’s
not that easy.’

Software architecture team lead (P7), ‘Maybe this
specific backlogs topic, that could be widened to
show ... what ... the different approaches for
handling quality requirements in backlogs [are],
and then these specific backlogs might be one
option, and then those are the options for
complete coverage. Because now . . . from the
title, one might get the impression that okay,
specific backlogs are really . . . the recommended

Suggestion

Concerns on
specific
backlogs (2)

way to go.’
Quality goals | DevOps tech lead (P3), ‘It is important that we
(1) include also the quality goals.’
Quality of DevOps tech lead (P3), ‘Aspect on quality of the
process (1) process should be included’
Emphasize Process coach (P4), ‘When do you need to define
defining and | QRs? Because QRs, I could see, are as important
documenting | as FRs, and they should be defined at [the] top
QRs atearly | level, at the same time as FRs because they affect
phases and the design as well, and you should know the QRs
higher levels, | when you are defining the architecture.’
like FRs.(1)

The findings of the evaluation revealed that the guidelines
covered important aspects for documenting QRs in ASD.
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This shows the suitability and adequacy of the practices,
artifacts and knowledge conveyed in the recommendations
for supporting QR documentation in ASD.

The clarity of QRs was the most recurring important aspect
that practitioners considered in documenting QRs. In ASD,
conceptual challenges regarding QRs can lead to unclear
QR specifications and confusions regarding QR specifica-
tion approaches [11]. Agile QR- Doc include suggestions
such as the agile playbook that can help practitioners gain
knowledge on QRs and ways of implementing them. Such
practices help minimize confusions and unclear QR specifi-
cations in ASD. In distributed ASD settings, where achieving
shared understanding about QRs is challenging [9], [44],
agile playbook is helpful. Additionally, light-weight artifacts
that illustrate different means of specifying QRs (e.g., spec-
ifying QRs in system stories, documenting them as DOD of
functional requirements) give practitioners insight into these
approaches.

Traceability was another important aspect that the prac-
titioners considered for documenting QRs in ASD. This
is an important finding considering that traceability has
been reported as QR documentation challenge in ASD. For
instance, tracing security QRs with informal agile documen-
tation practices is difficult [59]. Identifying dependencies
between QRs is challenging in the presence of complex back-
log structure [13]. Practitioners also identified the importance
of QRs, and the need to document them early, and ensuring
verification and validation, as important when documenting
QRs in ASD. Considering the feedback, we included recom-
mendations about ensuring traceability in QR documentation.

The practitioners evaluated the initial version of the guide-
lines that contained only nine recommendations, i.e., rec-
ommendations: A) 1-3, B) 1-4 and B) 7-8. The feedback
from the evaluation helped us enrich the recommendations in
our guidelines. For instance, there were concerns regarding
applying separate or specific backlogs to document QRs
(e.g., using security backlogs to document security require-
ments and using shadow backlogs to document usability
requirements). The practitioners noted that implementing
such backlogs may require additional resources and can
be expensive in small-sized companies. Additionally, they
noted the need for enhancing the descriptions in our guide-
lines. There were also suggestions regarding the inclusion
of verification and validation aspects when documenting
QRs. Following the evaluation, we updated the guidelines by
refining the recommendations and including new ones, i.e.,
recommendations B) 5-6 and B) 9. We also included detailed
rationale for the recommendations, and provided additional
illustrative examples.

B. IMPLICATIONS FOR SOFTWARE ENGINEERING
INDUSTRY, RESEARCH AND EDUCATION
The Agile QR-Doc guidelines contribute to the software engi-
neering industry, research and education.

To the software engineering industry, our work contributes
by providing guidelines for supporting QR documentation
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task in ASD. Practitioners can familiarize themselves with
the QR documentation practices, artifacts and knowledge in
the guidelines and apply them to proactively support QR
documentation in ASD. For instance, requirements engineers
and developers who may find documenting QRs, such as
usability, difficult, can identify recommendations such as
UserXstories artifacts, shadow backlogs, and using usability
experts. These recommendations can help them better docu-
ment and manage usability in ASD. Likewise, managers and
product owners can learn how limited awareness on QRs and
misconceptions on minimal documentation can negatively
affect QR documentation. They can identify potential mit-
igation actions such as investing in QR trainings, adopting
quality mindset development and agile playbook, which they
can adapt to the betterment of the QR documentation in ASD.

To the software engineering research, our work contributes
by filling the gap in guidelines that support the documentation
of QRs in ASD. It also demonstrates the application of DSRM
in building a design science artifact. We reviewed the state
of the art of management of QRs in ASD, and explored
the documentation of QRs in ASD cases, when building
the guidelines. Researchers can utilize the knowledge cre-
ated in the process of building our guidelines to get better
understanding about the documentation and management of
QRs in ASD. The recommendations, their justifications, and
realization techniques give insight into the research of QR
documentation in ASD too. Researchers can also utilize our
work to build new proposals for facilitating documentation
and management of QRs in ASD.

We also believe that software engineering education can
benefit from the guidelines. For instance, when these guide-
lines are incorporated in requirements engineering exercises,
students can learn about the importance of QRs, and the
need for optimally documenting them in ASD. They can
be familiarized with the artifacts, practices and knowledge
proposed in the recommendations too.

C. COMPARISON TO RELATED WORK
In the agile requirement engineering literature, we identified
guidelines that support the documentation of QRs in ASD.

Barbosa et al. [22] proposed guidelines for integrating
security QRs in ASD that were evaluated by three experts.
Waiyrynen et al. [26] proposed recommendations to improve
the documentation and management of security requirements
in XP. Lee et al. [24] introduced guidelines to improve
usability specification in ASD. Cajander et al. [15] provided
recommendations for the documentation of usability and user
experience. These guidelines focused only on security and
usability. Our previous work provided guidelines for docu-
menting QRs in ASD [13]. Agile QR-Doc guidelines address
the documentation of QRs in general, within the context of
ASD.

Recruiting large number of participants in empirical stud-
ies is a challenge in software engineering studies [70].
This is also witnessed in existing QR documentation guide-
lines proposals in ASD as shown here. We validated Agile
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QR-Doc by evaluating them with ten practitioners from two
ASD companies. Barbosa and Sampaio [22] evaluated their
guidelines with three experts, and Lee et al. [24] evaluated
their guidelines with ten practitioners. However, the guide-
lines by Cajander et al. [15], Wéyrynen et al. [26], and
Behutiye et al. [13] were not evaluated empirically. In this
regard, we call for more industry-academia collaborations
since they can offer opportunities for the development and
validation of guidelines, tools and other proposals in software
engineering.

Most studies on documenting and managing QRs in ASD
do not examine the impact on agility [3]. Only the work by
Lee et al. [24] and our work examined the perceived impact
of applying the guidelines on agility. A common limitation
among all guidelines including our own Agile QR-Doc is that
they have not been applied in industrial projects. Extending
the application of these guidelines beyond evaluations will
be beneficial for the software industry. Additionally, it offers
opportunity to enhance the guidelines and strengthen their
adoption in the industry. In Table 9, we present the compari-
son of these guidelines.

VII. THREATS TO VALIDITY

We use the validity aspect classification by Wohlin et al. [67]
to discuss the validity threats in our study. We also discuss
the measures we took to minimize the threats and improve
the validity of our work.

Construct validity: explains threats that may arise from
differences in the interpretations of operational measures that
are studied. We mitigated potential construct validity threats
in the design of the guidelines by adapting a DSRM to sys-
tematically develop the guidelines. A grounded theory would
have been alternative approach to adopt when developing the
guidelines. However, we found DSRM models suitable and
easier to adapt. We found DSRM model by Peffers et al.
[29], relatively easier to adopt and guide the development
of our guidelines, since they helped clearly distinguish the
design artifact and knowledge created in the process of build-
ing the artifact. Additionally, when building the guidelines,
we applied rigorous steps and relevant knowledge gained both
from the state of the art, and the practice on documentation
and management of QRs in ASD.

In the validation design, we employed the key infor-
mant technique and considered practitioners who have
relevant background and experience. The authors of the
paper reviewed the guidelines, and the survey question-
naire before the validation process, i.e., demonstration and
evaluation activity. During the demonstration and evalua-
tion, a researcher was present and provided clarifications
regarding the guidelines and the survey questionnaire to the
participants.

Internal validity: inspects the presence of factors that we
do not have control over or factors we may not have mea-
sured, which may influence the outcome of our findings.
We acknowledge that there might be factors that we did
not consider, which could have influenced our findings. For
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TABLE 9. Comparison with related work.

Study Focus Have Was it a Have the
the student- guidelines
guideli expert- or been
nes practitioner- applied or
been based used in
evaluat evaluation? projects
ed (industry
empiric or student
ally? projects)?
Agile QR Yes Practitioner- No
QR-Doc documentati based
guidelines | onin ASD evaluation
(This with ten
paper) practitioners
from two ASD
companies
Barbosa Integrating Yes Expert-based No
and security into evaluation
Sampaio ASD, of with three
[22] which experts
documentati
on is one
aspect
Behutiye QR No No No
etal. [13] | documentati
on in ASD
Cajander Including No No No
etal. [15] | user
perspectives,
usability, and
user
experiences
Lee et al. Usability Yes Practitioner- No
[24] specification based
evaluation
with ten
practitioners
(agile user-
centered
design
specialists)
Wiyryne Security No No No
netal.
[26]

instance, considering QR documentation practices from other
ASD contexts, than those involved in our study can return
practices and artifacts that were not included in our guide-
lines. It can also identify aspects that we have overlooked
in our guidelines too. To minimize such threats, we included
knowledge synthesized from studying the state of the art of
management of QRs in ASD.

While there might have been factors, which we are unaware
of, that influenced the outcome of the validation process,
we took measures to minimize threats to internal validity.
For instance, we triangulated data by transcribing the audio
recorded during the demonstration and evaluation, listening
to the audio recordings, and using the survey feedback.

External validity: explains the degree that one can general-
ize the findings of a study to wider scope. In order to improve
the generalizability of the guidelines, we used knowledge
gained both from studying the state of the practice of QR
documentation in ASD cases, and synthesis of the state of
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the art on the topic to build the guidelines. Ten software
practitioners validated the guidelines by assessing the useful-
ness, relevance, understandability and impact on agility of the
guidelines for supporting QR documentation in ASD.

We acknowledge the threat to external validity due to the
small number of participants used in validating the guide-
lines. However, to mitigate this threat, we took the following
measures. Firstly, we recruited practitioners (e.g., including
roles such as specification engineers, software project man-
agers and software architects) who have rich experience in
software engineering and ASD for validating the guidelines.
Secondly, we applied established quantitative analysis tech-
nique to interpret our findings. We used, the one-sample
Wilcoxon signed rank test, which is used to evaluate vari-
ations in the response of participants of small sample sized
studies to make appropriate interpretations. The technique is
advantageous for analyzing small sample sized data [68] and
is used, for example, in medical studies with small number
of participants. For example, Zhang et al. [69] utilize one-
sample Wilcoxon signed rank for analyzing clinical data
of 8 patients. Additionally, we incorporated the descriptive
statistics when analyzing and reporting the quantitative data
findings. Another measure we took to minimize the threat
was collecting qualitative data. This helped us supplement the
quantitative data. Thus the validation utilized both quantita-
tive and qualitative data. We agree that it is important to have
additional studies to extend the generalizability of the study.
In this regard, we plan to conduct additional validation studies
of the guidelines in varying ASD contexts (e.g., ASD projects
with varying product domains, team sizes, ASD methods
and).

Conclusion validity: explains the reliability regarding the
data collection and analysis used in deriving the findings
of a study. We used the Webropol tool to collect the sur-
vey feedback systematically. This helped us ensure proper
data collection. We recorded audio of the demonstration and
evaluation sessions and transcribed the data. We also applied
data analysis techniques suitable for analyzing our data. For
instance, we used a one-sample Wilcoxon ranked test for
testing variations in the opinions of small-sized teams. Addi-
tionally, in order to enhance the reliability of our study, the
second and third authors reviewed and discussed the findings
from the data analysis with the first author.

VIil. CONCLUSION
This paper developed the Agile QR-Doc guidelines with the
aim of addressing the gap in guidelines that support QR docu-
mentation in ASD. We adapted DSRM to build the guidelines.
Therefore, a rigorous process was followed utilizing knowl-
edge and experience gained from studying QR documentation
and management in ASD cases, and reviewing the state of the
art on the management of QRs in ASD.

The guidelines were validated by ASD practitioners.
Practitioners identified them understandable and useful for
identifying relevant actions for documenting QRs. They also
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identified Agile QR-Doc guidelines as simple enough to use
in ASD, helpful in the early consideration and documenta-
tion of QRs, and not hindering the ASD process. According
to them, the guidelines cover important aspects to consider
when documenting QRs.

The guidelines presented recommendations focusing on
raising awareness on the significance of QRs and their docu-
mentation and those proposing lightweight artifacts and prac-
tices for documenting QRs in ASD. Ensuring clarity of QRs,
recognizing the significance of QRs and their documentation,
ensuring the verification and validation aspects when docu-
menting QRs, and ensuring traceability of QRs were some of
the recommendations favored by the practitioners.

Our work contributes to the software engineering industry
by providing guidelines for supporting QR documentation
in ASD. For instance, requirements specification engineers
can learn about the different light-weight artifacts used for
documenting QRs in ASD. Junior developers can also benefit
from the examples of artifacts and practices for documenting
QRs presented in the guidelines.

Our work contributes to software engineering research
since it addresses the gap in guidelines supporting QR doc-
umentation in ASD. Researchers can get a better insight
into the documentation and management of QRs in ASD,
by using the knowledge created in the design process of Agile
QR-Doc. These include knowledge from the state of the art,
the state of the practice of QR documentation and knowledge
gained during the validation of the guidelines.

In the future, we consider extending the validation of the
guidelines, with more cases of varying contexts (e.g., domain,
product type, and ASD methodology) and participants of
varying backgrounds. We also plan to utilize the guidelines
with students in requirements engineering exercises.

APPENDIX. SURVEY QUESTIONNAIRE

1. Role

2. Experience in software development in years

3. Experience in agile software development

4. In my opinion, the guidelines are useful in assisting the
optimal documentation of QRs in ASD. (Usefulness in
terms of assisting the optimal documentation of QRs)

o Strongly agree

o Agree

o Neutral

o Disagree

o Strongly disagree

5. In my opinion, the guidelines may help in improving soft-
ware product quality. (Usefulness in terms of improving
software product quality)
o Strongly agree
o Agree

Neutral

Disagree

Strongly disagree

O O O
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10.

11.

12.

The guideline helps in identifying relevant actions when
documenting QRs in ASD. (Relevance in terms of iden-
tifying relevant actions)

o Strongly agree

o Agree

o Neutral

o Disagree

o Strongly disagree

I find the artifact recommendations in the guidelines
appropriate for documenting QRs in ASD. (Relevance in
terms of appropriateness for documenting QRs)
Strongly agree

Agree

Neutral

Disagree

Strongly disagree

O O O O

[¢]

I find the guidelines understandable enough to use while
documenting QRs in ASD. (Understandability)
Strongly agree

Agree

Neutral

Disagree

o Strongly disagree

O O O O

I find the guidelines helpful for the early consideration and
documentation of QRs. (Agility, in terms of speed)

o Strongly agree

o Agree

o Neutral

o Disagree

o Strongly disagree

In my opinion, the recommendations in the guidelines do
not hinder the ASD process. (Agility, in terms of speed)
o Strongly agree

o Agree

o Neutral

o Disagree

o Strongly disagree

I find the guidelines simple enough to use in agile software
development. (Agility, in terms of leanness)

Strongly agree

Agree

Neutral

Disagree

Strongly disagree

O O O O O

Do you think the guidelines cover important aspects to
consider while documenting QRs in ASD?

o Yes, please elaborate.

o No, please elaborate.

Please list at least two important aspects you would like to
consider when documenting QRs in ASD.
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