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ABSTRACT Bitcoin is the most widely used cryptocurrency for illegal trade in current darknet markets.
Owing to the anonymity of its addresses, even though transaction flows are globally visible, Bitcoin
clustering remains one of the most challenging and open problems in illegal Bitcoin transaction analysis.
In this article, to resolve this problem, we propose a novel multi-layer heuristic algorithm for Bitcoin
clustering, which leverages on-chain transactions as well as off-chain application data in the real world.
For this purpose, we first explored the unique characteristics of darknet market ecosystems including their
trading systems. By conducting an in-depth analysis of the data manually collected for 11 months, we found
that some darknet market review data disclosed transactions containing Bitcoin value and item delivery
information. We then identified unique Bitcoin addresses associated with the disclosed information, owned
by the same darknet providers. Based on address ownership, more accurate market clusters could be created,
which have not previously been identified by other clustering algorithms. According to our experimental
results, approximately 31.68% of the darknet market review data matched real Bitcoin transactions, and
122 hidden clusters associated with Silk Road 4 were found. This indicates that the proposed algorithm can
complement existing clustering methods and significantly reduce the false negative rate by up to 91.7%.

INDEX TERMS Address clustering, Bitcoin, blockchain, de-anonymization.

I. INTRODUCTION associated with darknet markets in 2019 involving illegal

Since the advent of Bitcoin in 2008 [1], several blockchain-
based cryptocurrencies have been developed, such as
Ethereum [2], Monero [3], and Zcash [4]. Because a
blockchain is inherently distributed, transparent, and resis-
tant to the modification of data using strong cryptography,
blockchain-based cryptocurrencies can work as digital assets
while also providing a certain level of anonymity to users.
Recently, because of their anonymity, many hidden mar-
kets have begun to use cryptocurrencies as a medium of
exchange for illegal products and cybercrimes. According
to [5], 25.97% of 605.69 million Bitcoin transactions were
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transactions.

Dark web pages cannot be accessed with surface web
browsers such as Chrome [6] and Firefox [7] because they
typically adopt anonymous network technologies such as
Tor [8], which encrypts the routing path between a client and a
server to hide their IP address and the server name used during
the connection. Thus, by exploiting such anonymous com-
munications, many illegal activities (e.g., drugs, malware,
fraudulent dealings) account for 25% of the Tor dark web [9].

To trace such illegal activities, several heuristic algo-
rithms that examine Bitcoin transactions using clustering
have been proposed [10], [11]. Bitcoin clustering refers
to a procedure of finding Bitcoin address belonging to
the same owner by investigating Bitcoin transaction data
recorded in a blockchain. Thus, accurate clustering of Bitcoin
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addresses is essential for correctly tracing Bitcoin transaction
flows among operators of virtual wallets. Unfortunately, such
heuristic algorithms will miss a number of addresses that
belong to the same owner and cannot cluster them in the real
world. The root cause of this limitation is that they utilize only
public Bitcoin transaction data in the blockchain, which pro-
vides only limited (transparent but anonymized) information
regarding the transactions. Without knowledge of ground-
truth information, such clustering algorithms produce a high
rate of false negatives.

To overcome this fundamental limitation, we propose
a Multi-layer heuristic algorithm for Bitcoin clustering
that leverages not only the Bitcoin transaction data in the
blockchain layer (on-chain data), but also user data in the
application layer disclosed in the real world (off-chain data),
especially information related to the darknet market. The
proposed scheme first constructs two independent-looking
clusters in the blockchain layer and then combines them
by analyzing the linking degree (the linkability) between
them in the application layer. Although several previous stud-
ies [12], [13] also attempted to utilize off-chain information
for Bitcoin clustering, they simply used data associated with
existing clusters that have already been identified as a priori
knowledge. Goldfeder et al. [14] linked web cookies to Bit-
coin transactions as off-chain data, but the target was confined
to only the surface web and excluded the dark web. In a
study similar to ours, Schéfer et al. [15] recently identified a
darknet market vendor’s Bitcoin address by investigating the
vendor’s review. However, this method requires that vendors
reuse their Bitcoin addresses and that the market has no built-
in addresses, which are not common characteristics of many
current darknet markets. In contrast, our study focuses on
identifying hidden clusters and revealing the relationships
among them that have not been disclosed in previous studies.
We accomplish this by leveraging real-world off-chain data
from the darknet market, as well as on-chain data.

For this purpose, we explored darknet market ecosys-
tems, manually collected real-world darknet market data from
November 2019 to September 2020, and analyzed their trad-
ing patterns in depth. Among the various data we collected,
we found that review! of the darknet market disclosed actual
Bitcoin transactions such as the Bitcoin(BTC) value of an
item and its date-time shipment information. In addition,
we found that the darknet market adopt an escrow system that
uses only one-time Bitcoin addresses. Based on this off-chain
information in the application layer and the characteristics of
the address type provided by the darknet market, we iden-
tified unique Bitcoin addresses in the blockchain that are
owned by the same darknet operator.

Specifically, the proposed Multi-layer heuristic algorithm
consists of the following three steps: (1) Find unique matches

n the darknet market, users can write reviews on their purchases, and
even if they do not write any, reviews such as ‘“No-Feedback™ are automati-
cally entered after a certain period of time. These reviews contain information
such as the user’s ID, price of the product at the time of purchase, and delivery
date of the product.
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between Bitcoin addresses (transaction data in the blockchain
layer) and those of darknet market review data (in the appli-
cation layer). (2) The matched addresses obtained in the
first step are then grouped as clusters using the existing
Multi-input Heuristic and Change Address Heuristic algo-
rithms [10]. (3) These clusters are grouped into a single
cluster, which should be a part of the actual cluster involving
the same operator.

To evaluate its efficacy, we implemented a Multi-layer
heuristic algorithm and measured its clustering accuracy
using a review dataset gathered from Silk Road 4 [16]. Our
experiments show that approximately 31.68% of illegal trans-
action information from the Silk Road 4 review data uniquely
matched real Bitcoin transactions. Based on the matched
transaction information, the proposed heuristic algorithm
found 122 hidden clusters, not previously identified. By com-
bining these separate clusters into a single market cluster(that
of Silk Road 4), the Multi-layer heuristic algorithm could
reduce the false negative rate by up to 91.7% using the review
data that we collected, demonstrating the efficacy of the pro-
posed method in the real world. The reliability of our heuristic
approach was verified by performing a simulation using the
actual distribution of Bitcoin transactions, overcoming the
absence of ground-truth.

A. CONTRIBUTIONS
Our study provides the following contributions:

o« We explored the real-world darknet market ecosys-
tem and found that it typically supports escrow-based
transactions and provides one-time Bitcoin addresses to
ensure privacy of vendors and buyers.

o We verified that previous Bitcoin clustering algorithms
suffer from a fairly high rate of false negatives and
investigated their root cause.

« We propose a novel Multi-layer heuristic algorithm for
Bitcoin clustering that leverages the Bitcoin transac-
tions in the blockchain layer and the one-time Bitcoin
addresses in the application layer as off-chain data.
Table 1 shows the comparison result among the Bitcoin
address clustering methods using off-chain data.

o Through our experiments with Silk Road 4 darknet mar-
ket data gathered from Nov. 2019 to Sep. 2020, our
algorithm revealed a total of 122 hidden clusters for
Silk Road 4, and its accuracy was further verified by
performing a simulation based on the distribution of
actual Bitcoin transactions in the real world.

B. ORGANIZATION

In the remainder of this paper, we first introduce the necessary
background of the darknet market and Bitcoin in Section II.
In Section III, we review the related work. Then, we present
the darknet market transaction analysis in Section IV. Our
heuristic, which we call Multi-layer heuristic, is introduced
in Section V. In Section VI, we present the experimental
results of our heuristic and state some limitations. Finally,
we provide a conclusion in Section VII.
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TABLE 1. Comparison of Bitcoin address clustering heuristics using
off-chain data.
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Off-chain Ta ‘Web Review Review
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Clustering Already Surface Darkweb | Darkweb
tarect known web market market
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one-time address
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i)
Silk Road 4
the darknet's most resilient marketplace

Login Register Recover

Welcome back comrade on Silk Road 4!

Walcome back comrade!
Username:
Password:

Pin code

Captcha

Register

FIGURE 1. Registration Page for Silk Road 4.

Il. BACKGROUND

A. TRADING SYSTEM IN DARKNET MARKET

The darknet market is a subset of dark web services
designed to provide selling or brokering services involving
drugs, counterfeit currency, personal information, fraud, and
hacking services, among others. Similar to a conventional
e-commerce market, individual vendors list their wares on
the darknet market, and then buyers can make a purchase
request for goods of interest, typically using Bitcoin to ensure
anonymity.

The darknet market adopts several mechanisms to make
transactions anonymous in both the customer registration and
interaction steps. For example, Fig. 1 shows the registration
page for Silk Road 4, which is currently one of the largest
darknet markets. As shown in Fig. 1, users are only required
to enter an username, password, and PIN code after simple
Completely Automated Public Turing test to tell Comput-
ers and Humans Apart (CAPTCHA) verification, without
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FIGURE 2. Escrow Trading System used by Darknet Markets.
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providing any personal information such as e-mail, phone
number, or residence information during the membership reg-
istration step in the market. When registering in the market,
a Pretty Good Privacy (PGP) key is assigned to the vendor’s
account, which is then used to encrypt every communication
between the vendor and buyers. According to a survey in [17],
there was a substantial increase in PGP support from vendors,
thereby making markets more resilient to illegal transaction
analysis.

An escrow trading system is used to provide trust to among
buyers and vendors in the darknet market. In escrow-style
transactions [18], all transactions are centrally managed by
the market so that direct transactions between buyers and
vendors are not linked. The escrow trading method is shown
in Fig. 2. In this system, registered vendors post illegal items
on the market and these become visible to everyone who
has subscribed to the market. If a user wishes to buy a
product, they make a purchase request through the market
post. When a purchase is requested, the darknet market dis-
plays the deposit amount along with a Bitcoin address. Once
the correct amount has been deposited to the corresponding
Bitcoin address by the buyer, the vendor initiates shipment of
the items to the buyer. Once the buyer confirms receipt, the
transaction is closed. Then, the buyer ID, transaction item,
Bitcoin amount, and delivery completion information are left
as a review. We observed that escrow systems in darknet
markets have recently evolved in terms of issuing Bitcoin
addresses for escrow.

Typically, Silk Road 3.1 would issue approximately 70 Bit-
coin addresses every month as a pool of addresses, and
would then randomly assign them to transactions. However,
we found that Silk Road 4 no longer creates a pool of Bitcoin
addresses, and instead creates a new address for each trans-
action. More details are provided in Section IV.

B. BITCOIN ADDRESS

Bitcoin addresses are random sequences of letters, generated
by hashing a public key or a set of public keys (called a script)
using both SHA-256 and RIPEMD-160, and then encoding
it [19]. According to the hashing targets (i.e., a public key or
script) and encoding methods (Base 58, or Bech32) [20], [21],
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TABLE 2. Bitcoin address types.

Type Hash target | Encoding | Starting with
PublicKeyHash Public Key Base58 “1"
ScriptHash Script Base58 “3"
WitnessPublicKeyHash | Public Key Bech32 “bel”
WitnessScriptHash Script Bech32 “bel"
e 32%%%5:;f3n_75033 sat/WU - 416 bytes el S

(24.107 sat/vByte - 225 virtual bytes)

Hash 205f6112eb0468h5373010a7755a60. 2022-06-03 08:22

svenBTrva.. 0.03287425BTC & = 36UJGAMAATAKiy... 0.00389775 BTt

belgebkogoozch.. 0.02892226 BT

Fee 0.00095565 BTC
(103,537 sat/8 - 67.537 sat/WU - 923 byt
(269.958 sat/vByte - 354 virtual bytes)

-0.02892226 BTC

Transaction 2

Hash 6ed35704B45f2alc47aBe7c9e0235¢3 2022-06-03 12:22

99z¢B... 0.02892226 BT
28mp... 0.28299593 BTC &
ztc... 019878746 BTC &

mp  belgcBmdgp?idd.. 0.50975000 BTC &

FIGURE 3. Bitcoin Transaction.

the address formats are classified into four different types
with different starting symbols, as shown in Table 2.

C. BITCOIN TRANSACTIONS AND CLUSTERING

1) BITCOIN TRANSACTIONS

A Bitcoin transaction is the transfer of a Bitcoin value
between Bitcoin addresses, which is recorded in a public dis-
tributed ledger(blockchain). Transactions are broadcast to the
entire Bitcoin network using readily available applications
called wallets for verification, and recorded in the blockchain
after their validation.

Bitcoin transactions comprise one or more inputs and out-
puts. When a user sends Bitcoins, the user designates each
address and the amount of Bitcoins sent to that address in
the output. Fig. 3 shows an example of Bitcoin transactions,
where one of the output addresses in Transaction 1 is used
as one of the input addresses in Transaction 2, which in turn
sends the Bitcoin value(s) to different output addresses.

Blockchain networks are transparent [22]; therefore, Bit-
coin transaction flows can be traced by every Bitcoin user
in the network from the initial transaction to the latest one.
Thus, if we can find addresses belonging to the same wallet,
tracing Bitcoin transactions among wallets, and in turn, their
owners should also be possible 2 which would be useful to
trace illegal transactions and identify their operators in the
dark web. Therefore, Bitcoin address clustering is the first
and most important step for an in-depth transaction analysis
of actual Bitcoin owners. However, owing to several Bitcoin
mechanisms used to obfuscate transaction flows, such as a

2The link between real identities and wallets is generally unknown and
is often referred to as pseudonymity. Although several recent studies have
attempted to find linkability between the addresses and identities, such as
the real owner’s IP address [23], the linkability between them is generally
beyond the grasp of Bitcoin clustering itself.
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FIGURE 4. Bitcoin Clustering Overview.

stealth address [24], which is used as an additional output
for returning any change due (in Bitcoins) back to the payer,
Bitcoin clustering remains an open problem in practice.

2) BITCOIN ADDRESS CLUSTERING
Bitcoin clustering is the task of finding addresses that belong
to the same owner (who may have many different wallets).
Typically, clustering begins with seed addresses, which are
the target addresses. Any other addresses belonging to the
same owner are then gathered through clustering algorithms,
creating increasingly larger clusters. If the seed addresses
(or any other grouped addresses) can be labeled from the
known information (e.g., addresses published by some mar-
kets or individuals), an entire cluster can be labeled as the
same operator, as shown in Fig. 4, which assists in the trans-
parent analysis of operator-to-operator transaction flows.
Unfortunately, there is no guarantee that clustering algo-
rithms will always produce accurate results, mainly because
of a lack of knowledge regarding ground-truth information.
Therefore, several clustering heuristics have been proposed.
Each clustering heuristic differs in the method of identifying
and classifying the addresses, but all exploit only the mech-
anisms in which transactions are created by wallet software
(i.e., they use only on-chain data for clustering). The heuristic
algorithms proposed to date are discussed below.

a: MULTIHINPUT HEURISTIC [10], [11]

If two or more addresses are inputs of the same transaction
with one output, all addresses are controlled by the same
user. In the early Bitcoin system, when creating a single
transaction, all input addresses involving the same transaction
were controlled by the same user regardless of the number of
outputs. However, with the advent of Coinjoin [25], where
multiple users can participate in one transaction, this algo-
rithm has been slightly modified accordingly.

3The number of output addresses of transactions created with Coinjoin is
equal to the number of participating users.
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b: CHANGE ADDRESS HEURISTIC [10], [11]

When a Bitcoin transaction is made, a one-time change
address(used to return any BTC left over from a transaction
to the buyer), called a shadow address, can be created as one
of the output addresses and is controlled by the same user
as the input addresses. Thus, the change address is used as
a receiving address, and the other output addresses are used
as spending addresses. This heuristic exploits the method of
handling the change address. However, it is challenging to
determine which of the output addresses is actually a change
address belonging to the same wallet.

c: CONSUMER HEURISTIC [11]

As opposed to the two previous heuristic algorithms, this
heuristic applies only to the clustering of consumer wallets,
which by default allow Bitcoins to be sent to only a sin-
gle address, such as Bitcoin Core, Android Bitcoin [26], or
Wallet [27]. Transactions made in consumer wallets always
have two or fewer outputs, therefore, the consumer transac-
tion contains either one or no change address. If one of the
output addresses contains the address of a unique cluster, the
other output address is considered the change address.

d: OPTIMAL CHANGE HEURISTIC [11]

This heuristic is used to identify the change address. It is
based on the assumption that wallet software does not
insert unnecessary input addresses when creating transac-
tions. Essentially, for a transaction to be valid, the total input
value must be greater than the output value (that is, some
change is owed to the buyer). If only one of all input value
is omitted, the sum of the input is less than the sum of the
output values. Therefore, if the minimum input value is less
than the value of the change address, the minimum input value
can be omitted, so the value of the change address must be
less than the minimum value among the input values. Thus,
if the transaction has an output that is lower than the minimum
input, it is most likely a change address.

Consumer heuristic and Optimal change heuristic algo-
rithms suggest ideas for extending the previous two heuristics
for further clustering. They are based on users’ behaviors,
such as sending Bitcoins to a limited number of outputs
and not using unnecessary outputs, unlike the previous two
heuristics. Unfortunately, these assumptions may not hold
in a dark web environment, because dark web users tend to
typically carry out the opposite behavior to avoid leaving
traces. Therefore, we only consider the Multi-input heuris-
tic and Change address heuristic algorithms as the primary
algorithms for comparison with the proposed algorithm.

lIl. RELATED WORK

A. BITCOIN CLUSTERING

Meiklejohn et al. [10] proposed the first heuristic algorithms
for Bitcoin clustering, called the Multi-input heuristic and
Change address heuristic based on Bitcoin transaction data.
With the advent of Coinjoin [25], in which the number of
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output addresses of a transaction is equal to the number of
participating users, Multi-input heuristic was slightly modi-
fied to address the peculiarity of Coinjoin.

Since then, several studies have proposed combining Bit-
coin transaction data with web data for Bitcoin clustering.
Ermilov et al. [12] proposed a Bitcoin clustering method that
utilizes public information obtained from the web by leverag-
ing previously identified public tag information. Thus, in an
environment where such a priori knowledge is not avail-
able or given, the clustering method will not work properly,
as opposed to our clustering method, which performs Bit-
coin clustering without such tag information. Subsequently,
Goldfeder et al. [14] proposed another approach that allows
third-party web trackers to de-anonymize cryptocurrency
users by linking their web cookies with blockchain trans-
actions according to their purchasing information. However,
their work was conducted only on Bitcoin-accepting surface
web sites (not the dark web) and relied on the assumption
that the price and time information can be obtained from the
information available through cookies.

In a study similar to ours, Schéfer et al. [15] recently intro-
duced a method to identify Bitcoin addresses using darknet
market’s review data. In their method, the market type is first
classified into wallet-less or wallet-based markets according
to whether the market has its own built-in wallet. Vendor
Bitcoin addresses that were reused in the wallet-less market
were then identified. Our matching algorithm, however, can
be applied more generally regardless of the market type or
reuse of a vendor’s Bitcoin address. In addition, beyond iden-
tifying a vendor’s Bitcoin address, we propose a generic clus-
tering heuristic that can group Bitcoin addresses in a market
that have not been identified previously, complementing the
existing heuristics by mitigating the false negative problem.

B. UNDERSTANDING THE DARK WEB

To understand the target landscape and structure of hidden
services in anonymous networks, many studies have ana-
lyzed Tor traffic [45]-[47] and related activities [48]-[51].
Biryeukov et al. [52], [53] analyzed hidden services hosted
through Tor and found that many hidden services
were being maintained for illegal trafficking. Recently,
Van Wegberg et al. [54] observed the increasing commoditi-
zation of cybercrime in anonymous online markets, as these
lower the entry barriers for aspiring criminals and therefore
facilitate cybercrime. To investigate criminal activity in the
dark web, they collected more than 500,000 transactions from
eight anonymous markets in the dark web over six years
from sites such as Silk Road and Alpha Bay, and tracked
the evolution of illegal products. They found that these
sites generated a large amount of revenue from business-to-
business (B2B) and business-to-consumer (B2C) transactions
using the dark web, and estimated that the total revenue for
cybercriminals in the dark web would exceed $8 million for
B2B transactions and $7 million in B2C transactions over the
six years, respectively.
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Ciancaglini et al. [48] analyzed criminal activity in Tor
hidden services by classifying features such as language
and items, and compared the trade patterns to those of the
surface web. In their study, they analyzed how users traded
cybercrime commodities in the deep web, and compared the
trade patterns to those of the surface web. They then analyzed
illegal transactions in the dark web as a follow-up to their
previous study [49], and discovered that many anonymous
networks in the deep web have become a safe haven for
criminal activity in both the cyber and physical realms.

Soska and Christin [50] analyzed the types of products sold
on 16 Tor sites between 2013 and 2015. They assessed the
effect of adversarial events on the overall size of the economy
and provided insights into how vendors were diversifying
across marketplaces in the dark web and how security prac-
tices were evolving with respect to vendors. They found that
vendors are likely to use PGP keys to hide criminal activity by
encrypting communications. Barratt et al. [55] surveyed the
dark web drug marketplace, specifically Silk Road, to inves-
tigate the public’s awareness of the online illicit drug mar-
ketplace in the United Kingdom, Australia, and the US, and
to understand to what extent drug purchasers preferred the
online drug marketplace. They focused not only on illicit drug
traders, but also on normal buyers who purchased generic
drugs, and analyzed why they were likely to use the online
darknet market. Analysis results indicated that its appeal to
drug purchasers was moderated by country-specific deter-
rents and market characteristics. Foley et al. [S] suggested
several functions for estimating the scale of illegal activity in
darknet markets. They found that approximately one-quarter
of Bitcoin users were involved in illegal activities, and esti-
mated that around $76 billion of all illegal activity per year
involved Bitcoin, which is close to the scale of the US and
European markets for illegal drugs.

C. TRANSACTION ANALYSIS IN DARKNET MARKETS

To understand the structure and illegal transactions within the
dark web, Lee et al. [56] designed and implemented a tool
that performs dark web data crawling. Using the crawler,
they collected approximately 27 million dark web pages over
15 months and found 5,440 Bitcoin addresses. Among them,
they found that only 85 Bitcoin addresses were actually used
for illicit transactions and estimated that these illicit trades
amounted to approximately $180 million. This study helped
to understand the marketing strategy in the darknet market
and the flow of funds associated with illegal transactions.
However, their crawling tool gathers too many false addresses
(specifically, 98.5% were false addresses), thereby requiring
tremendous manual effort to prune false Bitcoin addresses
that do not represent actual illicit transactions in the darknet
market. Broseus et al. [57] investigated the use of dark web-
sites for illegal trade using cryptocurrencies in Canada, and
suggested that a more holistic approach should be developed
to disclose the cybercrime landscape and hidden structure of
darknet market services in the dark web.
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There have also been previous studies measuring the vol-
ume of illicit trades and cryptocurrency transactions in the
dark web. Christin [28] collected and analyzed Silk Road data
for six months between 2011 and 2012, and surveyed 24,400
individual items sold on Silk Road. They found that Silk Road
was overwhelmingly used in the trade of illegal goods, espe-
cially illicit drugs. In addition, the study estimated the total
revenue as over $1.2 million per month on Silk Road, which
corresponded to approximately $92,000 in commissions for
Silk Road operators per month in 2012. Demant et al. [58]
analyzed Silk Road 2.0 and Agora. They collected data using
web crawlers from 2014 to 2015 and examined the demand
for traded goods. Based on their analysis, they found that most
of the revenue came from B2B trading, and that there was a
decrease in volume in both markets during this period. The
results indicated that the two darknet markets resembled the
traditional drug market in terms of distribution and revenues.

IV. DARKNET MARKET TRANSACTION ANALYSIS

As discussed previously, the primary heuristics depend solely
on the on-chain transaction information available in the
blockchain layer (particularly the number of inputs and out-
puts in the Bitcoin transaction). Thus, they may inevitably
fail to detect Bitcoin addresses belonging to the same wallet,
resulting in a large number of false negatives. One promising
approach for reducing false negatives is to extend the infor-
mation source and leverage the off-chain information of other
layers, such as application data. Therefore, to investigate
this possibility in the application layer, we collected darknet
market data from Silk Road 3.1 and 4 and analyzed the data to
understand actual patterns of transactions and their linkability
to Bitcoin transactions in practice.

A. SILK ROAD 3.1

In the past decade, several studies [28]—[34] have attempted to
analyze the characteristics of transactions conducted in Silk
Road 1 and Silk Road 2 in order to disclose their clusters.
However, there has been little effort to explore more recent
markets, such as Silk Road 3.1 and 4 with respect to trans-
action patterns. Thus, Bitcoin clusters and their transaction
flows in current darknet markets remain behind the veil.

To investigate transactions in Silk Road 3.1, we first
attempted to collect Bitcoin addresses publicly revealed on
the Silk Road 3.1 escrow system, and found that they are
all ScriptHash addresses. Then, we analyzed their relation-
ships from a clustering point of view. From November 25 to
December 16, 2019, we collected a total of 75 Bitcoin
addresses, including duplicates. After eliminating duplicate
addresses, we identified 48 unique addresses. To check
the clustering results of the primary heuristics, that is, the
Multi-input heuristic and Change address heuristic, we exe-
cuted an open-source clustering tool, Blocksci [35] on these
48 addresses.

As a result, of the 48 addresses, 18 were grouped into one
cluster, and the other 30 were grouped into a different cluster,
which ultimately contained 57 addresses and 72 addresses
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in total, respectively. This demonstrates that the primary
heuristics produced false negatives in the real-world setting.
Considering that the primary heuristics do not produce false
positives, we can conclude that a total of 129 addresses that
would not be identified using just the data in the blockchain
layer can be grouped together as a single cluster.
After further investigating Bitcoin transactions including
the 129 addresses identified, we found the following address
patterns adopted in Silk Road 3.1:
« The type of Bitcoin address provided by Silk Road 3.1 is
ScriptHash, supporting a 1-of-2 multi-signature scheme.

o When a Silk Road 3.1 address is used as one of the input
addresses in a transaction, all of the input addresses in
the transaction use ScriptHash, and the number of output
addresses is always 1.

Unfortunately, while we were investigating the transac-
tions, Silk Road 3.1 was discontinued on Dec. 17, 2019, and
Silk Road 4 was implemented on Apr. 1, 2020. Although
Silk Road 3.1 was discontinued, we observed convincing
evidence of a link between Silk Road 3.1 addresses and Silk
Road 4 transactions. Thus, we investigated transactions in
Silk Road 4, as discussed in detail in the next section.

B. SILK ROAD 4

To trace hidden transactions and disclose their associated
clusters for a specific operator, we must first find several seed
addresses that are evidently associated with the operator, col-
lect Bitcoin transactions containing these seeds, and construct
a cluster using the clustering heuristics. In Silk Road 3.1, this
approach was feasible because the escrow system provided
constant Bitcoin addresses that were recorded in some Bit-
coin transactions in the blockchain, allowing the addresses to
be searchable.

However, while gathering Bitcoin addresses from Silk
Road 4, we found that the escrow system changed the method
for address provision. Specifically, Silk Road 4 always pro-
vides newly generated addresses per trade that have not
been recorded in prior transactions in the blockchain, which
makes the obtained addresses unsearchable, as opposed to
Silk Road 3.1 (however, the address type is still ScriptHash).
Hence, we need a different approach to obtain the seed, but
the use of searchable addresses in the Silk Road 4 escrow
system using previous transaction history remains visible.

To obtain such Bitcoin addresses from Silk Road 4, we
conducted an in-depth analysis of the internal structure and
contents of the Silk Road 4 web pages, and noted that ‘review’
data could be an alternative information source for seeds.
As shown in Fig. 5, Silk Road 4 review data contain informa-
tion regarding user ID, item, Bitcoin value, and shipped date.
Because the Bitcoin value and shipped date could potentially
be associated with the value and timing of some existing
Bitcoin transactions, we collected 606 review data from the
Silk Road 4 web pages Apr. 10 to Sep. 30, 2020 in order to
explore this possibility.

The Bitcoin value appearing in the review data is the value
that the buyer actually paid to the Silk Road 4 escrow system.
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Poster: nomad66 reviewed 10gr Speed 75% (0.000417 BTC) shipped 3 days ago:
5/5

No feedback.

Poster: PdPunales reviewed 10gr Speed 75% (0.000465 BTC) shipped 9 days ago:
5/5

No feedback.

Poster: drumzy reviewed 10gr Speed 75% (0.000472 BTC) shipped 10 days ago:
5/5

No feedback

FIGURE 5. Silk Road 4 Review Data Example.

Therefore, there must be at least one Bitcoin transaction in
a blockchain having the same value as the output. Even if
the Bitcoin value is expressed to eight decimal places, which
makes it difficult to find multiple transactions in practice,
it becomes more likely to find Bitcoin transactions with the
same value if the time range is wider. Thus, to find a unique
match given the Bitcoin value while avoiding exhaustive
searches over all transactions, we narrowed the search space
of the transactions by taking advantage of the delivery infor-
mation recorded in the review data. Specifically, according to
the information from Silk Road 4, it normally takes 2-4 days
for items to reach the buyer after payment, and the escrow sys-
tem sends the corresponding Bitcoin amount to the vendor in
at most 14 days. In the Silk Road 4 review data, the shipment
date is expressed as ‘“‘n days ago”. Thus, we searched for the
transactions in which the Silk Road 4 escrow received the
Bitcoin value and sent it to another address from n days prior
to the review date to 14 days later. This significantly reduces
the search space and increases the possibility of finding a
unique match in the real world, as demonstrated in Section III.

C. COMPARISON BETWEEN SILK ROAD 3.1 AND SILK
ROAD 4

One open problem in finding the correct match is that we
can only utilize the review data of Silk Road 4 without any
prior knowledge of the ground truth. Thus, to further increase
the possibility of finding a correct match among multiple
candidates that would likely include false matches, we first
checked whether the patterns of Silk Road 3.1 could also be
found in Silk Road 4. If this held, it would assist in finding
correct matches by exploiting similar features between the
two versions. Thus, we analyzed the Bitcoin address type
offered by Silk Road 4 and compared it to that of Silk
Road 3.1 as follows.

1) SCRIPTHASH ADDRESS TYPE
We analyzed whether the Bitcoin address type provided by
the Silk Road 4 escrow was ScriptHash, as used in Silk
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TABLE 3. Transaction analysis results associated with Silk Road 4 review
data.

31.68%

1-of-2 multi-signature: 10.48%
WitnessPublicKeyHash: 89.52%
1-output transaction: 80.73%

More than 2-output transaction: 19.27%

Exact match rate

Signature type

The number of
output address

Road 3.1 and observed that Silk Road 4 only provides Bitcoin
addresses that begin with ‘3’, indicating that it also uses
ScriptHash address types.

2) SUPPORTING 1-OF-2 MULTI-SIGNATURE

Next, we attempted to determine whether Silk Road 4 still
uses SciptHash to support 1-of-2 multi-signatures. To deter-
mine Bitcoin addresses use the multi-signature approach,
transactions including that Bitcoin addresses are required.
However, the Bitcoin addresses provided by Silk Road 4 have
never been used in previous transactions, making them
unsearchable in the blockchain history, as discussed in
Section IV-B. Therefore, we investigated the Bitcoin trans-
actions associated with the review data we collected from
Silk Road 4 (particularly the transactions generated within
up to 14 days after the delivery date recorded in the review
data). If exactly one Bitcoin transaction is found in the search
space for a given Bitcoin address, it is most likely the correct
Bitcoin transaction related to the review data. Based on our
experiment, we found that 31.68% of the addresses in the
606 review data matched exactly one transaction(Table 3).
Among them, 10.48% used ScriptHash supporting 1-of-2
multi-signature, and the other 89.52% used ScriptHash nest-
ing WitnessPublicKeyHash. Therefore, we found that Silk
Road 4 supports diverse signature types, unlike Silk Road 3.1,
and concluded that it is impractical to use the signature type
as the sole indicator for identifying Silk Road 4 addresses.

3) 1-OUTPUT TRANSACTION

We also checked whether Silk Road 4 transactions exhibit
the 1-output behavior observed in Silk Road 3.1. The results
of the analysis are summarized in Table 3. We found that
among the transactions associated with the 31.68% addresses
that exactly matched one address in the review data, 80.73%
have only one output address, whereas the others include two
or more output addresses in a transaction. Hence, when it
comes to the ‘1-output transaction’ behavior of Silk Road 3.1,
we found that Silk Road 4 no longer follows this rule, and
thus it should be removed from the set of useful indicators
for identifying Silk Road 4 addresses, as is the case for the
signature type.

Consequently, the only useful and deterministic pattern
regarding Silk Road 4 transactions that we identified is
the address format, using ScriptHash. Compared to Silk
Road 3.1, it results in a much more restrictive condition
for fine-grained clustering approaches. In the presence of
such challenges, we describe how our method attempts to
overcome the limitations in Section V.
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TABLE 4. Review data format by market. ('O’ indicates the data is
present.).

Market Name User ID  Item Name  Price Format  Shipped Date
Silk Road 3.1 [9) [0} BTC value [9)
Silk Road 4 [0 [0 BTC value [9)
Apollon Market o 6] US dollars 0]
Agartha Market @) @) X @)

D. OTHER DARKNET MARKETS

To evaluate whether our method using review data could
also be applied to the analysis of other darknet markets,
we investigated several other well-known markets such as
Apollon [36] and Agartha [37]. The comparison results of
the review data format provided by each market are presented
in Table 4.

As shown in the Table 4, all markets commonly provide
the user ID, item name, and shipped date information in the
review. However, the price formats of each market exhibit
some differences. Specifically, while Silk Road 3.1 and 4 use
the Bitcoin (BTC) value as a currency for products, Apollon
uses US dollars, and Agartha does not provide any pricing
information. Therefore, Agartha makes it almost impossible
to identify and cluster hidden transactions associated with the
market solely on its viewable web data. However, Apollon
records the exchange rate at the time of a trade, allowing
accurate conversion betwwen USD and BTC values. Thus,
it is straightforward to apply our heuristic algorithm to the
Apollon market using the converted BTC value. Although
we investigated only a few darknet markets other than Silk
Road 3.1 and 4, it is important to note that our approach can
be applied to any darknet market provided that the market
uses the same review data format as off-chain data.

V. CLUSTERING HEURISTIC

In this section, we propose a novel heuristic called the Multi-
layer heuristic. The Multi-layer heuristic can complement
and improve existing clustering heuristics such as the Multi-
input heuristic and Change address heuristic by taking advan-
tage of the application data as well as the transaction data on
the blockchain with full compatibility.

A. MATCHED ADDRESS

Let V be the BTC value of an item in the review data and D be
the shipping date/time for the item, where (V, D) represents
a single review datum, and P(V, D) represents a web page
where the review datum (V, D) is posted. Let A and TX be
the Bitcoin address and the transaction, respectively. Finally,
we define three functions: ITX(A)— TX is a function that
returns 7Xs (transactions) where Bitcoin address A appeared
as one of the inputs. OTX(A)— TX is a function that returns
TX s where Bitcoin address A appeared as one of the outputs,
and Time(TX) — datetime is a function that returns the
date/time when transaction 7X was broadcast to the Bitcoin
network. |TXs| representes the number of transactions and
datetime; — datetime; denotes that datetime; occured later
than datetime;.
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Definition 1: For each review datum (V, D) of P(V, D),
the Bitcoin address A that meets the following conditions is
defined as a matched address, MA4.

1) ITX(A)| = |0TX(A)| = 1.

2) Time(OTX(A)) — D — Time(ITX(A) — D +
14 days.

3) In ITX(A), the input value of A is V BTC.

Intuitively, the first condition implies that if A is the Bitcoin
address provided by the Silk Road 4 escrow to the buyer,
there must be one ITX(A) for the buyer-to-escrow transac-
tion and one OTX(A) for the escrow-to-vendor transaction.
The second and third conditions imply that (1) the buyer-
to-escrow transaction for the actual payment corresponding
to the review data (specifically, the transaction including the
same BTC value as the review data) should exist before the
shipping date/time in the review data, and (2) the escrow-to-
vendor transaction for the actual payment corresponding to
the review data should exist within 14 days of the shipping
date/time in the review. As a result, if A is a matched address
for a review datum in Silk Road 4, it is the actual Bitcoin
address used for the corresponding transaction.

B. MULTI-LAYER HEURISTIC
Let C; (for a positive integer i) be the Bitcoin cluster generated
using Multi-input heuristic and Change address heuristic
algorithms. Subsequently, the proposed Multi-layer heuristic
algorithm is defined as follows.

Multi-Layer Heuristic

o If C1 and C, contain MA4 and MAp, respectively, and

MA, and MAp are from the same P(V, D) for some
(V, D), then C; and C, are controlled by the same user.

An important peculiarity of the above heuristic is that it can
find the hidden relationships between existing clusters and
can cluster them further by taking advantage of off-chain data
obtained from web pages as well as on-chain transaction data,
while fully conforming to the existing clustering heuristic
algorithms. Owing to this orthogonal property, it can natu-
rally complement existing clustering algorithms by reducing
false negatives rather than replacing these algorithms.

Previously, Ermilov et al. [12] proposed a Bitcoin clus-
tering method that utilizes a priori given tag information
(e.g., tags for popular currency exchanges [38], [39], and
gambling [40]), that have already been disclosed through
web forums or user profiles. If such tag information is pro-
vided, users can find change addresses by easily removing
the known cluster information [10]. On the other hand, our
Bitcoin clustering algorithm leverages off-chain data in the
application layer (especially review data in darknet markets),
whose association with existing clusters have never been
disclosed previously. Unfortunately, from our analysis of Silk
Road 4, such a priori knowledge can hardly be obtained in
current darknet markets. Our clustering algorithm overcomes
such practical limitations and increases Bitcoin clustering
accuracy by finding hidden relationships among clusters
and further linking them. Therefore, the proposed heuristic
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algorithm should assist in making Bitcoin transactions more
transparent and traceable in the real world.

VI. EXPERIMENTAL RESULTS

In this section, we describe the algorithms and implemen-
tation details of our proposed multi-layer Bitcoin clustering
heuristic. We then present the experimental results using the
algorithm.

A. IMPLEMENTATION SETUP

To implement the algorithms for finding matched addresses
in the review data and applying Bitcoin clustering, we used a
system equipped with an Intel Xeon E5-2620 3.0GHz pro-
cessor and 256GB RAM. We used the Bitcoin Core [26]
to download all Bitcoin blockchain data. Additionally,
we used BlockSci [35] for blockchain analysis, which is
an open-source software platform that includes a library of
useful analytic tools such as identifying special transactions
(e.g., CoinJoin) and linking different addresses based on
the primary clustering heuristics (Multi-input heuristic and
Change address heuristic). We implemented the algorithms
in Python using the Jupyter notebook [41], a web-based
interactive development environment.

To find the matched Bitcoin addresses for each review
datum automatically, we first represented 606 raw review
data points collected in the form of (V, D) tuples. Based
on the pre-processed (V, D) tuples, we applied the algo-
rithms for finding matched addresses and Bitcoin clustering
as described in Sections VI-B and VI-C, respectively.

B. FINDING MATCHED ADDRESSES
1) ALGORITHM

Algorithm 1 Finding Matched Address
Require: One review data tuple (V, D)
Ensure: Matched address MA
Obtain blocks B of Bitcoin blockchain data from D to
D+14
In all transactions involving B, Obtain all inputs /
Initialize matched address set MA = (J
foralli €I do
A =17’s address
1. Check type of A = ScriptHash
2. Check [ITX(A)| = |0TX(A)| =1
3. Check Time(OTX(A)) — D
— Time(ITX(A)) > D + 14
4. Check i’s value = V
If all above are True, then MA U {A} — MA
end for
if [MA| = 1 then
Return MA
end if

Algorithm 1 presents the procedure for finding a matched
address for a given (V, D) tuple. The algorithm first sets
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TABLE 5. Matched Address Rate.

ScriphtHash &
Condition | ScriptHash | WitnessPublicKeyHash &
1-output transaction
Rate 31.68% 35.31%

the search space as the period between D and D + 14.
In the search space, Algorithm 1 attempts to find matched
addresses, MAs, which meet all of the conditions in
Definition 1 using BlockSci. In addition, as described in
Section IV-B, the address type provided by Silk Road 4
is ScriptHash; therefore, MAs should be ScriptHash-type
addresses. If only one candidate satisfies all of the above
conditions, it is considered a matched address MA for a
given (V, D).

Based on our measurements in Section IV-B, 89.52% of
Silk Road 4 transactions use the WitnessPublicKeyHash sig-
nature method, and 80.73% of these are 1-output transac-
tions. Even if the majority of Silk Road 4 transactions follow
this patterns, such information cannot be used as a reliable
indicator regarding the unique characteristics of Silk Road
4 because there is a non-negligible quantity of non-compliant
cases. Therefore, the algorithm for finding MAs does not
utilize such signature patterns, and only checks the conditions
of Definition 1 and the address type.

2) DATA MATCHING SUCCESS RATE

In this section, we evaluate the success rate of find-
ing matched addresses for the 606 (V, D) tuples gathered
using Algorithm 1. We found 31.68% matched addresses
(i.e., 192 addresses) for the 606 review data among approxi-
mately 0.1 billion Bitcoin addresses. The remaining 68.32%
included the cases in which two or more Bitcoin transactions
were found with the same BTC as V in the review data. In this
case, if more than one transaction is found, it is impossi-
ble to distinguish between the correct and false transactions
associated with Silk Road 4 without additional conditions or
information for identification.

In addition, if we were to include the WitnessPublicK-
eyHash signature and the 1-output transaction patterns as
conditions for finding matched addresses, the matching rate
would increase from 31.68% to 35.31%; however, it is evident
that the additional 3.63% will include some false positives
with non-negligible probability. Therefore, although adding
more conditions may be helpful in finding more potentially
associated addresses for Silk Road 4, this will inevitably
increase false rates as a side effect if the additional condition
is not always correct. Considering the fact that improving
the accuracy and correctness (e.g., minimizing false positive
rates) of the clustering results in Bitcoin clustering analysis
is a more important requirement than increasing coverage
(e.g., including additional, but potentially false addresses in a
cluster) [10], the next Bitcoin clustering heuristic is applied
only on the basis of the 31.68% matched addresses we found,
even at the expense of losing utility by including some false
negatives.
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C. CLUSTERING

Algorithm 2 Clustering
Require: Matched Addresses Set {MA}
Ensure: Review_Cluster RC
Initialize Review_Cluster RC =}
for all MA € {MA} do
Get cluster C of MA using blocksci
RC <~ RCUC
end for
Return RC

1) ALGORITHM

Matched addresses are actual Bitcoin addresses directly used
for illicit transactions by the Silk Road 4 escrow and buyers
and are controlled by the Silk Road escrow. Therefore, they
must be linked as a single cluster of Silk Road 4. If the
matched addresses have not been grouped, Algorithm 2,
which outlines the proposed Multi-layer heuristic, further
links them into a single cluster. Specifically, for the matched
addresses included in different clusters (linked via the Multi-
input heuristic and Change address heuristic), the proposed
Multi-layer heuristic binds them into one cluster (which is the
“review_cluster” in Algorithm 2) if they are associated with
the same (V, D). Algorithm 2 shows Multi-layer heuristic
algorithm for Bitcoin clustering.

2) CLUSTERING RESULTS

We evaluated the effect of our Multi-layer heuristic algo-
rithm by measuring the distribution of clusters over time
from May 14, 2020, the first appearance date of clusters
involving MAs, to October 8, 2020, the last growth date of
clusters. We first classified 133 unique clusters by removing
duplicate clusters via the Multi-input heuristic and Change
address heuristic among the clusters containing 192 MAs.
Fig. 6 shows the numbers of clusters containing MAs and their
size, x.

In the process, following the previous observations in [10]
and [12] and we excluded a remarkably large number of
clusters (11 clusters) to reduce false positives. Specifically,
clusters with size greater than 10* were excluded from the
clustering procedure. Among the 11 clusters, we identified
that two clusters were already tagged as Binance [38] and
Luno [42] clusters, respectively, and the remaining nine were
unknown.

Fig. 7 depicts how the remaining 122 clusters changed
over time using our Multi-layer heuristic. Fig. 7(a) shows
the size of the Silk Road 4 cluster, which is the number of
addresses controlled by Silk Road 4. In Fig. 7(a), each cluster
is represented as an independent block using different colors,
and the blue line indicates the Silk Road 4 cluster exactly
determined at each time instance. As shown in Fig. 7(a),
122 different clusters that were not grouped by previous clus-
tering heuristics are gradually merged together into a single
Silk Road 4 cluster as time goes by.
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FIGURE 6. Number by Cluster Size.

TABLE 6. Clustering Result of Multi-layer Heuristic.

Number of clusters

Cluster ID Previous heuristics  Proposed heuristic
Silk Road 4 0 122
Binance 1 1
Luno.com 1 1
Unknown 131 9

Fig. 7(b) shows the recall rate of the proposed cluster-
ing heuristic algorithm during the same period. The blue
line represents the recall rate for each time instance. Dur-
ing the first week, the recall rate was almost 0%, because
none of the review data were used for clustering. However,
as more matched addresses are found using off-chain data,
independent-looking clusters are merged into the Silk Road 4
cluster and the recall rate increases significantly. Although
the Fig. 7(b) sometimes shows a slight decline in the recall
rate when new clusters are found, it eventually increases to
almost 100% as time elapses by taking advantage of the off-
chain data.

Table 6 shows the clustering results using the pro-
posed heuristic.  When applying previous heuristics,
131 of 133 clusters were unknown. However, our Multi-layer
heuristic could identify 122 out of 131 unknown clusters as
Silk Road 4 clusters, which could then be further combined
into a single cluster resulting in a reduction of 91.7% of false
negatives. The clustering effect of the proposed algorithm is
illustrated in Fig. 8. Fig. 8(a) shows the initial status of each
transaction associated with 122 independent market clusters
before the Multi-layer heuristic is applied and Fig. 8(b) shows
the status of the same transactions after applying Multi-layer
heuristic, where all of the 122 independent-looking market
clusters in Fig. 8(a) are grouped as a single Silk Road 4 clus-
ter. Therefore, the proposed Bitcoin clustering algorithm can
help to analyze the illicit transactions of darknet markets and
their hidden flows in a more transparent manner.

D. SIMULATION

We conducted a simulation to evaluate the reliability of
our matching algorithm. Because it is infeasible in practice
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to obtain ground-truth information for Silk Road 4 Bitcoin
addresses, our simulation emulates the functionalities of Bit-
coin as in a previous study [43] and its distributions in the
real world. Our simulation aims to verify that our method
can find Silk Road 4 transactions containing MAs among
actual Bitcoin transactions. Specifically, the simulation pro-
ceeds by creating Bitcoin transactions following the actual
Bitcoin distribution while hiding the transactions created by
the collected review data, and then we determine how many
such true positive transactions can be found by our clustering
method.

The actual distribution of Bitcoin transactions is deter-
mined based on 40,415,437 transactions conducted from
May 7, 2020 to September 14, 2020, over which the shipping
period of the review data is included. The transactions are
then classified into the corresponding types* based on the
number of inputs and outputs, and then the distribution of
the number and values of inputs and outputs for each type
is calculated.

To simulate the behaviors of buyers who use Silk Road 4,
we assume that they pay all at once (i.e., no partial payments)
when purchasing, because our method only considers cases

4Each type is described in [44].

VOLUME 10, 2022



M. Kim et al.: Get off of Chain: Unveiling Dark Web Using Multilayer Bitcoin Address Clustering

IEEE Access

ane ®

#® = SilkRoad
® = Buyer
@ = Vendor

(a) Initial Status

FIGURE 8. Clustering Effect of Multi-layer Heuristic.

where the BTC in the review data exactly matches that of
one input address included in ITX(A) for some address A.
In the case of pay-all-at-once, the address would be definitely
MA if only one address meets the conditions we set; but in
the case of partial payment, it would be almost infeasible
to determine it because there is no way to know how many
parts are divided. Under this assumption, 100 OTX (MA) and
100 ITX(MA) corresponding to 100 reviews would be con-
cealed in our simulation data.

In the 100 OTX (MA)s, the MA addresses used for receiving
the BTC value associated with each review are embedded
as the ground truth. Because only these 100 OTX (MA) and
100 ITX(MA) can use the MAs as input or output addresses
(because these are one-time addresses), other transactions
cannot use these MAs.

In the simulation, 670,000 transactions were created,
including approximately 1.1 million addresses, and we
attempted to find the MAs using Algorithm 1 given in
Section VI-B1. To avoid bias in the experiment, we con-
ducted 10 simulations by randomly setting all parameters
except for the distribution of the real Bitcoin blockchain.
As a result, we found an average of 88.6 MAs and confirmed
that they were all true positives (i.e., no false positives)
by comparing them to the ground-truth assignations above.
We also observed that there was an average of 11.4 addresses
we missed (i.e., false negatives) because more than a sin-
gle address met the conditions used by the algorithm (non-
unique MAs) within the search space. Table 7 summarizes
the simulation results using our method, resulting in an
Fl-score of approximately 0.94 based on 100% precision
and 89.2% recall rates. It is important to note that our
method did not produce any false positives in all simulations,
which is a more important requirement for correct Bitcoin
transaction analysis than increasing the coverage of clusters
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TABLE 7. Simulation results (average of 10 simulations).

True Positive | False Positive | False Negative
88.6 0 11.4
Precision Recall F1-score

1.0 0.892 0.939201

(containing potentially false addresses). One reason for the
higher match success rates shown in Table 7 compared to
Table 5 may be because the simulation was conducted in an
idealized environment where there are no partial payments
and fewer non-unique MAs than in the real world. Finally,
by applying existing heuristics ( [10], [11]) to 670,000
transactions, we could confirmed that all 100 ground-truth
addresses were included in different clusters, proving that
our method can reduce the false negative rates remarkably
compared to previous clustering methods. Details regarding
the simulation and its source code can be found online.’

E. LIMITATIONS AND DISCUSSION

Our study only considered cases where the BTC in the review
data exactly matched the BTC of one input address included
in ITX(A) for some address A. If the sum of BTCs corre-
sponding to such multiple input addresses included in the
ITX(A) becomes uniquely equal to the BTC in the review
data, then this must also be the case for matched addresses.
Even if finding such combinations in a brute-force manner
would work theoretically, it is highly impractical in practice.
For example, approximately 200 blocks are currently created
per day, and each block contains approximately 2,000 trans-
actions on average in the real world. This means that 400,000
transactions are generated per day; thus, it is impractical to

5 https://github.com/SREABS/BS

70089



IEEE Access

M. Kim et al.: Get off of Chain: Unveiling Dark Web Using Multilayer Bitcoin Address Clustering

analyze the input addresses of all these transactions, compute
every different combination of their BTCs, and find unique
combinations for every given BTC in the review data using
a brute-force approach. In addition, we observed that even a
single Bitcoin transaction sometimes contains a tremendous
number of addresses (more than 1,000 input addresses). If we
could reduce such a gap between theory and practice and
overcome the problem by some means, it is evident that
more matched addresses would be found, which would help
the proposed clustering heuristic algorithm to discover more
relationships among the illicit transactions that have not been
identified thus far.

Even if the proposed Bitcoin clustering algorithm can
improve the clustering accuracy by disclosing hidden rela-
tionships among the addresses using off-chain data, the
resulting cluster would also still be a part of the actual cluster.
Because it is practically infeasible to acquire the ground-truth
information exactly, we have no choice but to evaluate the
clustering algorithms based only on the data we gathered.
One way to obtain ground-truth information would be to
engage in the trading process of the darknet market directly
and gather Bitcoin information such as addresses, BTC, ship-
ping information, trading date/time, and so on. However,
owing to ethical issues, we could not gather information in
such manner, and only observed both the on-chain and off-
chain information that is publicly accessible, such as the
address and signature patterns of Silk Road escrow systems.
If more accurate ground-truth information were to become
available, the accuracy of the clustering heuristics would also
be improved accordingly. However, because it is practically
challenging to obtain hidden ground-truth information in the
real world, this remains an open problem that every Bitcoin
clustering technique fundamentally confronts.

VIi. CONCLUSION

In this study, we propose a multi-layer Bitcoin address
clustering method wusing both blockchain-layer and
application-layer information to resolve the false-negative
problem associated with existing heuristics. To obtain useful
off-chain data from the application layer, we conducted a
comprehensive analysis of the data available in the darknet
market, primarily focusing on Silk Road 3.1 and 4, and
analyzed their unique characteristics such as the address
escrow system. Based on the analysis, we found that approx-
imately 31.68% of addresses in the 606 Silk Road 4 review
data we collected matched actual Bitcoin transactions, and
disclosed a total of 122 hidden clusters of Silk Road 4 which
could not be identified using the previous clustering methods.
The proposed algorithm can complement various existing
clustering methods and significantly reduce the false negative
rate by up to 91.7%. To evaluate its accuracy, we performed
a simulation following the distribution of actual Bitcoin
transactions in the real world. Our method achieved 100%
precision and 89.2% recall rates without producing any false
positives, demonstrating its potential efficacy in the real
world.
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