
Received 8 May 2022, accepted 7 June 2022, date of publication 27 June 2022, date of current version 6 July 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3186786

How Perceptions of Information Privacy and
Security Impact Consumer Trust in
Crypto-Payment: An Empirical Study
ATEFEH MASHATAN 1, MOHAMAD SADEGH SANGARI 1, AND MILAD DEHGHANI 2
1Cybersecurity Research Laboratory, Ted Rogers School of Management, Toronto Metropolitan University (formerly Ryerson University), Toronto,
ON M5B 2K3, Canada
2Cork University Business School, University College Cork, Cork 21, T12 CY82 Ireland

Corresponding author: Atefeh Mashatan (amashatan@ryerson.ca)

This work was supported in part by the Social Sciences and Humanities Research Council (SSHRC) of Canada and in part by the Ted
Rogers School of Management Research Development Grant.

This work involved human subjects or animals in its research. Approval of all ethical and experimental procedures and protocols was
granted by the Research Ethics Board (REB) at Toronto Metropolitan University (formerly Ryerson University) under the REB in
accordance with the requirements of Canada’s Tri-Council Policy Statement: Ethical Conduct for Research Involving Humans (TCPS 2).

ABSTRACT The ever-increasing acceptance of cryptocurrencies has fueled applications beyond investment
purposes. Crypto-payment is one such application that can bring radical changes to financial transactions in
many industries, particularly e-commerce and online retail. However, characteristics of the technology such
as transaction disintermediation, lack of central authority, and lack of adequate regulations may introduce
new privacy and security concerns among the users. This coincides with another trend of rising individuals’
concerns pertaining to information privacy and security issues in online transactions. The current paper
investigates how consumer trust in crypto-payment, a key determinant of consumer intentions and relational
exchanges over the long-term, is formed based on their perceptions towards privacy and security aspects
of the technology. Using data from 327 survey participants, the study found that perceived information
privacy risk, perceived anonymity, and perceived traceability of transactions are significant determinants of
consumer trust in crypto-payment; but their perceptions of information security fraud risk have no significant
effect. It also provided support for the hypothesis that perceived trust contributes to consumers’ intention to
adopt crypto-payment. The findings highlight the need to enhance consumer understanding and awareness
of information privacy and potential security issues in crypto-payment as well as what needs to be done to
address consumer concerns in this regard. The paper creates novel insights into the requirements of trust
in crypto-payment services and the consequences of consumers’ perceptions of privacy and security in this
domain.

INDEX TERMS Adoption intentions, consumer trust, crypto-payment, e-commerce, information security,
partial least squares structural equation modeling (PLS-SEM), privacy.

I. INTRODUCTION
The field of cryptocurrency has been attracting substantial
attention over the past few years, with a growing number of
cryptocurrencies that have emerged and are being traded in
the global market. Today, consumer adoption of cryptocur-
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rencies is not just an investment craze, but evidence of a stable
and long-term interest. Cryptocurrency transactions do not
require financial intermediaries. They have shorter process-
ing times and impose lower or no fees. Also, their quantity
of supply cannot be manipulated, unlike fiat currencies that
are inflationary in nature [1]. In addition, cryptocurrencies
possess the required features of regular currencies, such as
storing value, providing a unit of account, and measure of
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value [2], [3]. Such attributes further motivate the adoption
of cryptocurrencies as a means of exchange or money transfer
beyond only investment purposes.

Crypto-payment is one such application that refers to the
use of cryptocurrencies as a method of payment by con-
sumers when buying goods or services, for example, in
e-commerce or online retail [4]. The use of crypto-payment
by individual consumers is associated with the business adop-
tion of cryptocurrencies in many industries. In particular,
crypto-payment use in retail purchase is a precursor to main-
stream cryptocurrency adoption [5]. Several major companies
such as AT&T, Overstock, and Gyft have recently begun to
accept cryptocurrencies, directly or indirectly, as a method
of payment so that they provide their customers with the
crypto-payment option when purchasing goods or services.
However, the lack of demand from consumers is themost seri-
ous barrier to the wider acceptance of crypto-payment in this
context [6]. In addition, the benefits of using crypto-payment
come with risks that may hinder the mainstream use of the
technology, including privacy risks, transaction risks, market
risks, counterparty risks, operational risks, and regulatory and
legal risks [7]. It causes crypto-payment to remain mostly
as a fringe tool and move towards mainstream use slower
than anticipated. To capture the full benefits of using cryp-
tocurrencies for payment purposes, there is a pressing need
to understand the drivers of consumer adoption and their
perceptions of the technology. However, academic research
on cryptocurrencies has largely neglected the user perspective
connecting existing markets with technological infrastruc-
ture. This extends to the expected impact on society resulting
from the technology.

When it comes to the public users, there has been a recent
trend of growing concerns with respect to information privacy
and security issues. This has resulted from several reasons
such as increasing the number of breaches that occurred
as well as the number and complexity of emerging privacy
and security threats in online environments [8]–[10]. Such
concerns can even be more critical in the context of online
payment services and technologies [11]. Therefore, the way
individuals perceive privacy and security aspects of a specific
payment technology may become more relevant to the accep-
tance of that technology. Compared to traditional currencies,
cryptocurrencies have some unique characteristics such as the
elimination of intermediaries. There is also a lack of central
authority and adequate legal and regulatory support for the
use of cryptocurrencies. These may entail new sources of
privacy and security concerns on the user side. Such unique
characteristics raise the problem of understanding how people
perceive privacy and security aspects of using cryptocurren-
cies for making payment transactions. In particular, it neces-
sitates understanding the consequences of such perceptions
and their impact on long-term acceptance and willingness to
use the technology.

This research aims to examine the formation of consumers’
trust in crypto-payment based on their perceptions about
privacy and security aspects of the cryptocurrency technol-

ogy. Trust is a key determinant of consumer intentions and
behavior [12]. It serves as a significant predictor of con-
sumer loyalty to a system and relational exchanges over the
long-term [13], [14], particularly in the context of digital
possession, where verifiability and trustworthiness are even
greater concerns. More specifically, the research addresses
the following research questions:
RQ1: How is consumers’ trust in crypto-payment formed

with respect to their perceptions of information privacy risk,
anonymity, information security fraud risk, and traceability
of payment transactions?
RQ2: How does consumers’ perceptions of trust in crypto-

payment influence their intention to use it?
The remainder of this paper is organized as follows:

Section II provides a brief overview of the research back-
ground and related literature. Section III develops the
research hypotheses. Section IV describes the methodology
and data collection. Section V presents results of data anal-
ysis and testing the proposed hypotheses. Section VI dis-
cusses the findings and key research implications. Finally,
Section VII concludes the paper with research limitations and
recommendations for future research.

II. BACKGROUND AND LITERATURE REVIEW
A. PRIVACY AND SECURITY OF CRYPTOCURRENCIES
Over the last few years, a large part of blockchain technol-
ogy research has centered around cryptocurrencies, including
research with respect to privacy and security aspects (e.g.,
[15], [16]). Several studies have identified major threats to
the Bitcoin system, such as double-spending attacks, mining
pool attacks, network attacks, client-side security threats per-
taining to Bitcoin storage wallets, and attacks to the privacy
of Bitcoin data. They have also discussed solutions to deal
with these issues and proposals for security enhancement
of the Bitcoin system (e.g., [17]–[19]). A large amount of
research has also investigated privacy and security issues
of blockchain as the underlying technology for cryptocur-
rencies (e.g., [20], [21]). Zhang et al. [22] discussed pri-
vacy and security requirements of blockchain and identified
several aspects that need to be improved including con-
fidentiality, unlinkability of transactions, and resistance to
the 51% attack. Related research involves the analysis and
development of consensus protocols as a key component
of maintaining blockchain security and preventing attacks
(e.g. [23], [24]). It also involves the development of privacy-
preserving solutions to address existing privacy challenges
and enhance confidentiality, anonymity, and user privacy con-
trol in blockchain [25].

Although the privacy and security of cryptocurrencies have
been extensively investigated from the technical perspective,
there is limited understanding of the end-user perspectives
and attitudes towards these aspects. Research showed that
user perceptions of Bitcoin security and usability are asso-
ciated with each other [26]. However, cryptocurrency users
take varying privacy and security practices depending on their
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perceptions of risk with an intended usage [27]. A survey
of Bitcoin users indicated that there exist significant mis-
understandings on privacy and anonymity protection in the
network while many of the users do not adequately use the
security capabilities of Bitcoin management tools [28]. Such
observations further highlight the need to understand user
perceptions of privacy and security of cryptocurrencies and
the way these perceptions may influence intentions towards
adoption of the technology for specific use-cases.

B. CONSUMER ADOPTION OF CRYPTOCURRENCIES
Several literature reviews have been published on cryptocur-
rencies (e.g., [29]), but not much research has been carried
out to adequately understand the determinants of intention
to adopt cryptocurrency by individuals, particularly beyond
using it as an investment tool. Among the available cryptocur-
rencies, Bitcoin has particularly gained more mainstream
awareness and sparked an interest in the drivers and barriers
behind adoption. An early study by Folkinshteyn and Lennon
[30] identified different risk factors that may contribute to the
acceptance of Bitcoin as a currency by developers and end-
users. Presthus and O’Malley [31] found that Bitcoin users
are predominantly motivated by their technological curiosity.
On the other hand, non-adopters prefer not to use it before
others do, because they are more doubtful about the benefits
and security aspects of the technology. Previous research also
posited that the users’ behavioral intention to use Bitcoin as a
method of payment is influenced by their perceptions towards
self-efficacy, trust, transaction processing, and security and
control [32].

The technology acceptance model (TAM) has been the
mostly cited theory in studying antecedents of cryptocurrency
adoption (e.g., [33], [34]). Other well-known adoption theo-
ries, such as the theory of planned behavior (TPB), have also
been applied in this domain (e.g., [35], [36]). These studies
highlighted relevant factors to cryptocurrency adoption such
as individuals’ perceptions about usefulness and ease of using
the technology as well as their subjective norms. More recent
research indicated that technology readiness is also a signifi-
cant predictor of cryptocurrency adoption by individuals [37],
[38]. In the context of tourism and travel industry, Treiblmaier
et al. [39] posited that continuous use of crypto-payment by
travellers is motivated by their satisfaction with the use of the
technology, which is associated with a range of perceptual
antecedents including trust, safety, novelty, usability, and
security.

There are several gaps in the existing body of knowledge
on cryptocurrency adoption. First, the research on drivers
and barriers of end-user adoption of cryptocurrency beyond
a financial instrument is far from maturity. In particular,
determinants of consumers’ intention to adopt cryptocurren-
cies for payment purposes are largely unexplored. The cryp-
tocurrency domain and its applications are rapidly evolving
over time that leads to changes in the adoption landscape.
This further underscores the need to continually revisit and
refine current understanding of the dynamics behind end-

user adoption. It also puts emphasis on the exploration of
factors that contribute to adoption intentions based on empir-
ical data, rather than previous research. Second, although
trust has been identified as a predictor of cryptocurrency
adoption by end-users, research is lacking on how consumer
trust in crypto-payment is formed based on their perceptions
towards properties of the technology pertaining to privacy
and security aspects. More specifically, the impacts of per-
ceived anonymity, information privacy risks, security fraud
risks, and traceability have not been examined in this con-
text. Third, studies on individuals’ perceptions towards cryp-
tocurrencies have yielded inconsistent results. The existing
literature reports contradicting empirical findings onwhether,
or the extent to which, perceived trust contributes to indi-
viduals’ intention to adopt cryptocurrencies. This is also the
case with the role of security risks. In addition, the literature
does not delineate user perceptions towards different aspects
of security (e.g., end-point security versus security against
protocol or server hacks).

C. CONSUMER TRUST IN E-COMMERCE AND E-PAYMENT
The antecedents and consequences of consumer trust in
e-commerce and e-payment systems have been the subject
of research for many years. Several previous studies demon-
strated positive associations between trust and behavioral
intentions of individual consumers with respect to new pay-
ment technologies. Consumer trust is a significant determi-
nant of adoption and use of e-payment systems [40], [41].
Gao et al. [42] indicated that initial trust drives individuals’
intention to use mobile payment services as well as their
perceptions of benefits and convenience of using the service.
The formation of initial trust is positively influenced by per-
ceptions towards the quality of the system, information, and
service itself, while negatively influenced by perceived uncer-
tainty. Patil et al. [43] found a positive association between
consumer trust and attitude towards mobile payment.

Trust is also a significant predictor of consumers’ behav-
ioral intentions in the e-commerce environment. Consumers’
trust in e-commerce can be driven by their trusting beliefs as
well as their perceptions of usefulness and ease of use of the
platform [44]. Sullivan and Kim [45] demonstrated that trust
has a positive impact on consumers’ perceived usefulness
and repurchase intention in e-commerce. In addition, their
perceptions of risk, value, and reputation determine how they
trust in e-commerce. Consumers’ perception of e-commerce
trustworthiness is further motivated by their disposition to
trust [46]. Such empirical findings highlight the significance
of trust and the factors that may promote or impede trust
formation in the process of consumer acceptance of new
technologies in this domain.

Information privacy and security have long been recog-
nized among the major determinants of user trust in online
environments [47]. However, relevant research is still frag-
mented in e-commerce and e-payment domains and needs to
be revisited, particularly when it comes to consumer percep-
tions towards emerging dimensions of information privacy
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and security concerns with specific technologies. In general,
the violation of privacy results in reduced online trust [48].
On the other hand, clear privacy statements and procedures
enhance user trust in online services [49]. Dinev and Hart
[50] suggested that dealing with privacy risks and concerns
is important for consumers performing online transactions.
The relationship between user concerns towards privacy and
the way they build trust is more significant in the context of
business-to-consumer (B2C) e-commerce [51]. Perceptions
of information privacy risk could even be a more important
consideration than the economic risk for consumers when
choosing to carry out an e-commerce transaction [50].

Apart from privacy, perceived security has also been iden-
tified as a determinant of consumer trust in a range of online
trading systems such as online banking [52], mobile pay-
ment [53], and online purchase [54]. Consumers’ perceived
security as well as technical protections in place to ensure
secure payment transactions have both significant influences
on their trust in e-payment systems [40]. Perceived security
in mobile payment is dependent on other security measures
such as security rules and policies [55]. Previous research also
found anonymity as another relevant factor in consumers’
decision to participate in e-commerce, where a lack of dis-
cretion may discourage them from continuance usage [56].
More positive beliefs about anonymity encourage online trust
[57] and make trust issues less relevant [47]. In addition,
traceability creates positive trust perceptions in e-commerce
due to enhanced transaction auditability when consumers find
elements of their transactions traceable from origin to the
destination [58], [59].

The fundamental differences between cryptocurrencies
and fiat currencies may affect consumer trust towards their
use as a means of payment. In particular, regulatory issues,
lack of central authority, and disintermediation of transac-
tions with cryptocurrencies potentially make privacy and
securitymore relevant considerations for consumer trust. This
is further emphasized by a general trend of increasing privacy
and security concerns among public users. The use of crypto-
payment in e-commerce is at the early stages and has not
been widely accepted yet. Research is needed to investigate
individuals’ perceptions towards privacy and security aspects
of using this emerging technology and to revisit the conse-
quences of such perceptions in terms of consumer trust.

III. HYPOTHESES DEVELOPMENT
A. CONSUMER TRUST IN CRYPTO-PAYMENT AND
ADOPTION INTENTIONS
Trust in crypto-payment can be described as ‘‘the willingness
to take risks based on the belief, expectation, competence, and
integrity of electronic paymentsmadewith cryptocurrencies’’
[5]. Trust is a crucial factor for consumers when participat-
ing in payment transactions, especially using cryptocurrency
[30]. If consumers were to use a currency for e-commerce,
they would have to trust the system it is based on and the
currency itself [60].

The cryptocurrency ecosystem is not mature enough and
has potential trust issues pertaining to technology providers,
users, and also governments, such as the risk of information
privacy and security attacks and issues with transparency,
reputation systems, and the shadow economy, that may neg-
atively influence trustworthiness and adoption of cryptocur-
rencies. Some cryptocurrencies available in the market have
less of some of these issues, but they do not differ somuch due
to the nature and properties of the underlying technology [61].
Also, cryptocurrencies do not have the universal trust that
real-world currencies have built up over centuries [32].

Previous research indicated that perceived trust influences
consumers’ intention to use cryptocurrencies [32], [33], [36],
[39], [62]. However, Mendoza-Tello et al. [5] found that trust
is not among strong predictors of cryptocurrency use, possi-
bly due to a lack of adequate understanding at early stages
of disruptive technologies. Since people are becoming more
inclined to adopt and more informed about cryptocurrencies,
it is then reasonable to infer that trust will most likely have
a strong positive impact on their intention to use them for
payment purposes. In light of these arguments, the following
hypothesis is put forth:
H1: Consumers’ perception of trust in crypto-payment is

positively associated with their intention to use it.

B. PERCEIVED PRIVACY RISK
Perceived privacy risk represents an individual’s perception
of ‘‘potential loss of control over personal information’’ [63].
In linewith this definition, consumers’ perception of informa-
tion privacy risk can be inferred as how likely it is for them
to lose their personal information while making transactions
using cryptocurrencies. It is important for consumers to pre-
serve their privacy when using crypto-payment because their
perception of privacy risk can prevent them from partaking
in the transaction [64]. Consumers’ concerns for information
privacy are growing [8], and it is essential for crypto-payment
systems to reduce relevant risks to entice potential customers
to use their services. Many e-commerce consumers rely on
legal systems to protect their privacy; however, because cryp-
tocurrencies are currently unregulated, it would be their func-
tion to provide consumers with sufficient privacy protection.

The risk of privacy compromise is identified among trust-
related issues of cryptocurrency [61]. Potential privacy loss
when using cryptocurrencies is becoming a more prevalent
concern with the introduction of more regulations, such as
those pertaining to knowing your customer (KYC) and anti-
money laundry, that require disclosure of personal informa-
tion [30]. In addition, perceived privacy in a blockchain-based
service, influenced by the distributed ledger function of the
technology, has a positive impact on users’ trust in that service
[65]. Hence, the following hypothesis is advanced regarding
the impact of consumers’ perceptions towards privacy risks
in using crypto-payment:
H2: Consumers’ perception of information privacy risk is

negatively associated with their perceived trust in crypto-
payment.
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C. PERCEIVED ANONYMITY
Anonymity is defined as the ‘‘non-coordinate ability of traits
in a given respect’’ and can be described as a ‘‘form of non-
identifiability’’ [66]. Cryptocurrencies like Bitcoin have been
reputed as a means of anonymous payment [67]. However,
they only provide pseudo-anonymity, which is limited com-
pared to full anonymity [68]. Bitcoin and similar cryptocur-
rencies suffer from significant anonymity vulnerabilities that
make them a subject of deanonymization attacks [69]. Cryp-
tocurrency users employ pseudonyms when participating in
transactions on the Bitcoin network, but it is still possible
to track transactions back to the user with well-known net-
work analysis techniques [70]. Cryptocurrency users can also
be identified through the analysis of transaction records on
the blockchain [71]. However, there are ways for users to
become more anonymous when transacting with cryptocur-
rencies, such as using The Onion Router (TOR) network.
Krombholz et al. [28] found that 25% of Bitcoin users pre-
serve their anonymity by using Bitcoin over TOR. Despite
this, the effort required from users to gain this extra bit of
anonymity is significant, and the reduction in the ease of
usability is not worth it for most regular users [72]. The
pseudo-anonymity of cryptocurrencies, on the other hand,
may limit companies’ ability to gather consumer information
for target marketing and other purposes [73].

There does not exist much evidence on consumer per-
ceptions towards anonymity of cryptocurrencies and their
consequences. A survey of experts by Ermakova et al. [74]
found anonymity to be an adoption driver on the user side, but
it impedes governmental adoption [33]. Not only does inad-
equate anonymity raise user concerns about leakage of their
identity, it may also have negative impacts on the fungibility
and efficacy of the cryptocurrency to be used as a currency in
payment transactions [75]. These imply the consequences of
negative perceptions towards anonymity in terms of reduced
consumer trust. It agrees with Rehman et al. [61] who iden-
tified weak anonymity as one of the trust issues with the
cryptocurrency ecosystem. Recent research also posited that
anonymity is an important consideration for privacy enhanc-
ing technologies. The more the users perceive they can retain
their anonymity, the more they tend to trust in the technol-
ogy [76]. These arguments motivate our third hypothesis:
H3: Consumers’ perception of anonymity is positively

associated with their perceived trust in crypto-payment.

D. PERCEIVED SECURITY FRAUD RISK
When using payment tools, consumers expect them to be
secure and free from fraud. Information security fraud in
cryptocurrency occurs when an attacker manages to issue
transactions on behalf of a user (by gaining access to their
private key or hacking the system) and takes their money,
or gains unauthorized access to their data. Security becomes
paramount in services that handle cryptocurrencies, consider-
ing that the transactions are disintermediated [30]. An impres-
sive market expansion together with the lack of adequate

regulations make cryptocurrencies more prone to frauds,
hacks, and Ponzi schemes [77]. Also, the lack of consumer
protection and financial loss due to system flaws increase the
level of risk that consumers perceive regarding Bitcoin use
[78]. A large number of information security fraud instances
is reported every year, causing cryptocurrency owners to lose
millions of dollars. In line with prior research on perceived
security risk [79], the perception that using crypto-payment
is associated with information security fraud issues is referred
to as perceived security fraud risk.

According to Abramova and Böhme [78], perceived secu-
rity positively influences cryptocurrency usage behavior.
Presthus and O’Malley [31] and Ermakova et al. [74] iden-
tified negative perceptions of security as an impediment to
Bitcoin adoption. Also, Treiblmaier et al. [39] posited that
perceived security drives user satisfaction with cryptocur-
rencies. Other studies indicate that trustworthiness of cryp-
tocurrency systems depends on the users’ perceived security,
which reflects the level of security that they feel when using
the system [61], [80]. Consumer perceptions about infor-
mation security contribute to their level of trust in FinTech
innovations as well [81]. Therefore, the following hypothesis
is proposed:
H4: Consumers’ perception of information security fraud

risk is negatively associated with their perceived trust in
crypto-payment.

E. PERCEIVED TRACEABILITY
According to Wilson and Clarke [82], traceability denotes
the information required to describe the transaction history
of purchases and any subsequent changes. The benefits of
traceability are visible at the levels of industry, involved
technology providers, and end-consumers. Traceability helps
locate where a system crashed and what is responsible for
the problem. It helps with detection and resolution of prob-
lems without causing irreversible costs throughout the chain
[83]. A recent study of blockchain-based food traceability
indicated that it increases consumer trust in the retailer [12].

The role of traceability of systems has gained a great
interest in supply chain management research. However,
its significance has not been well discussed or explored in
the cryptocurrency domain and there is a lack of under-
standing about consumer perceptions of traceability in using
cryptocurrencies for payment transactions. Traceability in
blockchain is the ability for someone to follow their informa-
tion exchanges over the network and see the status of trans-
actions they have made. Although traceability of payment
transactions comes with the cost of losing some degree of
anonymity on the user side, it provides benefits to the pay-
ment system in terms of payment verifiability, auditability,
and integrity. In addition, it assists with protection of the
payment system against illegal activities and financial crime
[67]. Therefore, perceived traceability may, in turn, stimulate
more positive consumer perceptions towards building trust in
crypto-payment. This leads to the last hypothesis as follows:
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FIGURE 1. Research model.

H5: Consumers’ perception of traceability is positively
associated with their perceived trust in crypto-payment.

Figure 1 shows the proposed model and research hypothe-
ses.

IV. METHODOLOGY
A. MEASUREMENT INSTRUMENT
To measure the model constructs, we developed a survey
instrument, involving items adapted from relevant established
studies as well as self-developed scales. The complete list of
measurement items is presented in the Table 1. All the items
were measured using a seven-point Likert-type scale (1 =

strongly disagree; 7 = strongly agree). The four-item scale
proposed by Shahzad et al. [33] was used to measure con-
sumer intention to use (ITU). The scales developed by Dinev
and Hart [50] and Shareef et al. [84] were adapted to measure
perceived information privacy risk (PPR) and perceived trust
(PT), respectively. To measure perceived anonymity (PA),
three items were formulated based on the scale developed
by Hite et al. [85]. Since there were no previously vali-
dated measurement instruments for the constructs of per-
ceived traceability (PRT) and perceived information security
fraud risk (PFR), we developed measurement items based on
existing research on traceability, existing scales for perceived
information security, and interviews with eight subject mat-
ter experts in blockchain technology in the financial indus-
try. This resulted in four measurement items for perceived
information security fraud risk and two items for perceived
traceability. We followed the guidelines proposed by Carpen-
ter [86] to ensure the accuracy of newly-developed scales.
To ensure the clarity, quality, and validity of the measurement
items and the whole survey, a pretest was conducted with
17 participants recruited through convenience sampling. The
feedback received from participants indicated that the survey
questionnaire was well understood and clear for the target
respondents.

B. DATA COLLECTION
An online questionnaire managed with Qualtrics was
employed to gather the data needed for the study. The sample
consisted of undergraduate university students. Due to being
more technology-savvy, university students have been com-
monly chosen as survey participants in technology adoption
studies [87]. Research also found that those who have college

or university education are much more aware of Bitcoin com-
pared to other people [88]. In addition, university students
come from different districts, backgrounds, and social and
economic groups [89], so that they provide a reasonably
representative sample of different socio-economic groups.
In our survey, the students were recruited via a Canadian uni-
versity sanctioned participant pool and received 0.25% bonus
course credit in lieu of taking part in the study. The survey
obtained approval from the research ethics board (REB) of
the university.

On the opening page of the questionnaire, participants were
briefed about the survey and asked to give their consent prior
to answering the questions. The questionnaire was designed
in two parts. In the first part, respondents were asked about
their demographic details including age and gender as well as
their familiarity with cryptocurrencies. They were also asked
to specify if and how frequently they use crypto-payment for
e-commerce or other types of online purchase activities. The
second part of the questionnaire comprised the measurement
items. Based on the self-assessed ratings given in the first
part, data from 80 participants was excluded as they reported
they were not familiar with cryptocurrencies. Overall, a total
of 327 responses were considered as the sample for data
analysis.

A non-response bias test was conducted to ensure rep-
resentativeness of the responses and generalizability of the
results. The analysis was performed based on a comparison
between the early and late respondents [90]. The results of
t-test indicated that there was no significant statistical dif-
ference between the two groups regarding each scale item in
the individual constructs. Therefore, non-response bias did
not pose a major effect on the results. Also, Harman’s one-
factor test was conducted to check for potential common
method bias (CMB) [91]. Results confirmed that themeasure-
ment instrument did not introduce biases in the relationships
among variables. Hence, the CMB was unlikely a serious
concern in our study.

V. RESULTS
The mean age of the sample profile was 21.52 with 63.0%
female versus 37.0%male respondents. Of the whole sample,
14.1% identified themselves as actual users of some types of
cryptocurrencies. Of these respondents, 56.5% indicated that
they use crypto-payment for e-commerce. They also reported
that they use it in other applications such as online gaming
(41.3%), gambling (39.1%), and education (32.6%). More
than one third of the users indicated that they use crypto-
payment frequently or more. In the initial model, gender and
usage were included as control variables. Results showed
that eliminating these variables had marginal, if any, influ-
ence on the variance described in the endogenous constructs
(t-values ranged from 0.20 to 1.33). Therefore, there were
no significant patterns between males versus females and
between the results for users versus non-users, indicating the
generalizability of study findings.
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TABLE 1. Measurement items.

Based on the descriptive statistics reported in Table 2,
the sample showed higher-than-average levels of concern
towards both information privacy and security fraud risks
(mean scores = 4.84 & 4.75). The respondents also had
relatively positive attitudes about traceability of their trans-
actions (mean score = 4.37) and preserving their anonymity
(mean score = 4.24) in using crypto-payment. However, they
reported relatively lower degrees of trust (mean score= 3.71)
and intention to use crypto-payment (mean score = 3.17).
The standard deviations (SD) given in Table 2 indicated the
highest variation in respondents’ views on the intention to use
among other research constructs (SD = 1.36). On the other
hand, the minimum dispersion in responses was pertained to
perceived trust (SD = 1.14).

TABLE 2. Descriptive statistics, reliability, and validity of the
measurement scales.

A. RELIABILITY AND VALIDITY ANALYSIS
To analyze the proposed model, partial least squares struc-
tural equation modeling (PLS-SEM) using SmartPLS 3 [92]
was employed. PLS-SEM is particularly useful when the
theoretical foundation describing the research model is not
well-formed [93] and the focus is mainly on identifying
determinants of a target variable [94], which is the case in
this study. Table 2 presents results of testing the measure-
ment model, including information regarding reliability and
validity of the model constructs and indicators. The factor
loadings for the measurement items were higher than 0.6 as
recommended by Chen and Myagmarsuren [95], except for
one item of the self-developed scale for perceived information
security fraud risk which was then dropped from the model
(indicated in Table 1). The values obtained for Cronbach’s
α were all above 0.7, indicating satisfactory reliability and
internal consistency of the latent constructs. Construct relia-
bility was also assessed using the composite reliability (CR)
measure which was greater than the threshold of 0.7 in all
cases. In addition, Table 2 indicates that the average variance
extracted (AVE) for all latent variables was above the 0.5 cut-
off, thus providing evidence of good convergent validity of
the measurement model [96].

The discriminant validity of model constructs was tested
in three ways. First, correlations among the constructs were
compared against the square roots of their AVEs [97]. As pre-
sented in Table 3, the square roots of AVE values were greater
than the inter-correlations for all the latent constructs. The
discriminant validity was also confirmed by an assessment
of the Heterotrait-Monotrait (HTMT) criterion reported in
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TABLE 3. Results of testing the Fornell-Larcker criterion.

TABLE 4. Results of testing the HTMT criterion.

TABLE 5. Cross-loadings.

Table 4, indicating that all the ratios satisfied the condition
of being less than the recommended threshold of 0.90 [98].
In addition, the cross-loadings of themeasurement itemswere
examined as given in Table 5. The results showed that all
items loaded higher on their corresponding construct than on
other constructs in the model, providing further evidence to
establish discriminant validity [96].

B. TESTING THE PROPOSED MODEL
The variance inflation factor (VIF) was used to test for any
potential collinearity. The highest VIF value for predictor
constructs was 1.711, which was far less than the threshold
of 5 [99]. Thus, collinearity was not an issue for the pro-
posed model. Also, the standardized root mean square resid-
ual (SRMR) was measured to check if there is any potential
concern regarding the model fit. The resulting SRMR was
0.074, which was below the conservative value of 0.08 as
the recommended threshold for covariance-based SEM [100].
This indicated a good fit for the proposed model.

TABLE 6. Results of hypothesis testing.

A bootstrapping procedure was performed to generate
t-statistics and standard errors for the structural model. The
path coefficients and statistical findings on the significance
of the hypothesized relationships are reported in Table 6.
The results indicated that perceived trust in crypto-payment
was significantly and positively associated with consumers’
intention to use it (β = 0.483). Thus, H1 was supported.
It also indicated that perceived information privacy risk had
a negative relationship with perceived trust (β = – 0.180).
This provided support for H2. In addition, the results of path
analysis confirmed H3 and H5 on perceived anonymity and
perceived traceability to be significant predictors of perceived
trust in crypto-payment (β = 0.158 & 0.384). On the other
hand, H4 was rejected as no significant relationship was
found between perceived information security fraud risk and
perceived trust.

The R-squared (R2) values for perceived trust and intention
to use constructs were 0.262 and 0.233, respectively. Both
values were significant with p-value of 0.000 and considered
high in consumer behavior research [94], [101]. Table 6 also
reports the effect size (f 2) for the predictor variables. Based
on the suggested guidelines of 0.02, 0.15, and 0.35 for small,
medium, and large effects [102], the results indicated small
effects for perceived privacy risk and perceived anonymity.
In contrast, a medium effect was observed for perceived trace-
ability and perceived trust. In addition, the Stone-Geisser’s
Q2 statistics was employed to assess the out-of-sample pre-
dictive power of the proposed model. Following the blind-
folding procedure, Q2 values greater than zero were obtained
for both of the endogenous constructs (0.155 for perceived
trust and 0.173 for intention to use), confirming the predictive
relevance of the model [101], [103].

The importance-performance map analysis (IPMA) was
conducted to enrich the results of structural model analysis.
The IPMA further examines the significance of the predeces-
sor variables in describing target variables based on their total
effect (importance) and their average latent variable scores
(performance) [104]. As reported in Figure 2 and Table 7,
perceived trust had a relatively low performance (44.963) but
high importance in intention to use. The results indicated
that one unit increase in the performance of perceived trust
causes 0.572 increase in the performance of intention to
use. Among the independent variables, perceived traceability
had the highest importance in shaping perceived trust and
intention to use. It was also found that a one-unit decrease
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FIGURE 2. IPMA for ITU.

TABLE 7. IPMA results.

in perceived privacy risk leads to 0.157 and 0.090 units of
increase in the performance of perceived trust and intention
to use, respectively. The IPMA results provided additional
support for the hypothesis testing results obtained from the
structural model analysis where H1 and H5 had the highest
path coefficients.

VI. DISCUSSION AND IMPLICATIONS
According to the findings, consumers’ perceptions about
information privacy risks, anonymity, and traceability are
significant predictors of trust in crypto-payment, which in
turn predicts their intention to use it. However, their percep-
tion about the risks of information security fraud does not
have a significant impact on how trustworthy they perceive
crypto-payment to be. With regard to the positive associa-
tion between trust perceptions and intention to use crypto-
payment, the findings from testing H1 agree with previous
studies on cryptocurrency adoption (e.g., [33], [39]) and
adoption of new payment technologies (e.g., [42], [43]). Also,
in line with the arguments raised by Mendoza-Tello et al.
[5], the empirical results for university students as a more
technology-savvy group of consumers provide evidence on
the role of technology understanding in consumers’ deci-
sion to use cryptocurrencies based on their perceptions of
trust. The findings reveal that consumers have concerns about
both privacy and security risks of using cryptocurrencies for
payment purposes, but only privacy concerns contribute to
their level of trust in the technology as proposed in H2.
The findings in this regard comply with those reported in
other relevant domains (e.g., [48], [65]). In fact, there are no
safeguards against privacy loss when using cryptocurrencies
as they are inherently decentralized and highly unregulated.

On the other hand, the non-significant H4 for the rela-
tionship between trust and perceived information security
fraud risk is interesting since it contradicts previous findings
on security – trust association in online payment systems
(e.g., [52], [53]). Such a result, however, supports those
obtained by Walton and Johnston [35], who found security
to be neither a predictor of attitudes towards cryptocurren-
cies nor a significant barrier to its adoption. Undergradu-
ate students have frequently used cyber technologies and,
hence, likely perceive a higher sense of self-efficacy that may
cause increased confidence in their own abilities to deal with
information security issues. Such perceptions may become
more critical since they have not been generally provided
with formal cybersecurity training [89]. Another possible
reason is that consumers might be desensitized to information
security breaches happening all the time and covered in the
news extensively. Even big corporations that possess abun-
dant resources to deal with cybersecurity issues suffer from
such breaches. Hence, it might be perceived as the cost of
doing business and accepted as a reality by consumers.

FromH3, we can infer that consumers consider anonymity
preservation as a significant driver of trust in crypto-payment
services. The empirical evidence in this regard provides sup-
port for the exploratory findings of Rehman et al. [61] on trust
issues of weak anonymity with cryptocurrencies. Practically
speaking, this means that enhancing the positive effect of
anonymity, which may come from an external source such
as government regulations, should be a key consideration
for users. Regulation might make consumers feel much safer
about the anonymous environment, while allowing for some
of the benefits of controlled anonymity or pseudo-anonymity.
Another option to allow for the benefit of anonymity without
encouraging criminal practice could be the creation of a new
regulation system based on cryptocurrencies that can only
be spent on specific products or services. This would allow
anonymity to be preserved without the negatives of criminals.
For example, amerchant could increase anonymity by accept-
ing cryptocurrency using services such as Bitcoin mixer. This
could be an in-house or third-party method for anonymizing
transactional data and increasing perceived anonymity in the
consumer side. Apart from that, many consumers place great
value on anonymity for specific purchases. In addition, exist-
ing evidence of criminal or questionably legal transactions
via crypto-payment suggests that this could be a driver for
some people. Most consumers, however, are likely driven
by anonymity because they do not wish to be trackable by
large companies or government agencies. Although most
cryptocurrencies only provide pseudo-anonymity, a misun-
derstanding by non-technical consumers could influence their
likelihood of trust.

With regards to anonymity, it is also relevant to remark that
governments can benefit from publicly available transactions
by using them in unprecedented circumstances (e.g., cybert-
errorism or ransomware). The perception of anonymity when
using cryptocurrencies remains an open debate with some
uncertainty of the real significance.While many governments
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have started exploiting this convenient affordance by devel-
oping systems that record transaction data and take private
data into a single database, most have just started moving in
this direction. However, there are still approaches to continue
anonymity in cryptocurrencies for those who want to avoid
drawing attention, despite the best attempts of governments
in Russia, US, and elsewhere.

The findings from testing H5 and the IPMA show that
among the significant trust enhancers, perceived traceability
has the largest magnitude of effect for consumers. It is an
unexplored concept in existing literature regarding cryptocur-
rencies. Although traceability relates and performs similarly
to anonymity and privacy, it is more concerned with specific
transactions. Most cryptocurrencies have publicly verified
records of transactions, which is in contrast to traditional
payment schemes that merely involve the buyer, seller, and
verifier. Having multiple nodes holding records that can
trace transactions back to a single wallet could be alarming
to people used to traditional payment schemes. Therefore,
the lack of technical understanding among non-technical
users and their inability to correctly perceive how blockchain
traceability works may cause a stronger traceability – trust
relationship.

The results obtained from this empirical investigation indi-
cate the lack of adequate understanding towards privacy and
security aspects of crypto-payment. In particular, younger
consumers generally feel more confident about their online
skills and know-how [105], [106], which may in turn encour-
age risk-taking behaviors and make them more vulnerable
to privacy and security threats. More specifically, the non-
significant impact of perceived information security fraud
risk on perceived trust highlights the need for enhancing con-
sumers’ awareness of potential information security issues
that may come with crypto-payment services and how they
can be avoided. Again, this is an important consideration
for younger consumers in view of previous findings that
demonstrated lower levels of information security awareness
[107] and higher likelihood of adopting poorer security prac-
tices among this group of individuals [108]. In the literature,
there also exists evidence that they feel more confident and
less concerned about how to protect their privacy [109],
[110]. This, combined with potential misperceptions about
privacy in using cryptocurrencies, underlines the need for
increasing consumer privacy awareness in the context of
crypto-payment.

The exploratory model presented in this paper contributes
to the limited scholarly knowledge on how consumers build
trust in using cryptocurrencies as a payment method. It takes
a step towards a theory of user trust for cryptocurrencies
based on perceptions about characteristics of the underlying
technology. The findings provide insights into perceptions
of consumers towards privacy and security aspects of cryp-
tocurrencies and the way it may shape their behavioral inten-
tions to use crypto-payment. The research also responds to
the need for revisiting current understanding of elements of
consumer trust in the context of e-commerce and online retail

considering possible major shifts due to the ever-increasing
penetration of cryptocurrencies.

From the practical point of view, this study sheds light on
the features of cryptocurrencies that need to be further devel-
oped to be effectively used as a method of payment. In this
regard, it characterizes important prerequisites stemming
from end-user attitudes and perceptions. The findings demon-
strate that users expect high degrees of privacy, anonymity,
and traceability from cryptocurrencies to rely on them as a
trustworthy means for payment purposes. More importantly,
the findings reveal that consumers may have misperceptions
about cryptocurrencies and their features. Such mispercep-
tions may result in major discrepancies between user expec-
tations and experiences at the early stages of adoption, which
may in turn negatively influence intentions towards contin-
uous use. The concerns related to user misunderstanding
become more serious with regards to privacy and security
aspects. Therefore, enhancing privacy and security awareness
about the technology needs to be a priority for the consumer
side. Other important considerations pertain to user expecta-
tions of anonymity and traceability in crypto-payment as well
as impacts of government regulations on their attitudes. These
are particularly relevant in view of how a cryptocurrency
works and what possibilities it offers as a blockchain-based
system.

The findings from the IPMA provide insights on the
prioritization of practical activities pertaining to privacy
and security aspects of using cryptocurrencies by individ-
ual consumers in e-commerce and online retail. In par-
ticular, the analysis indicates that traceability of payment
transactions should be given the highest priority among
other factors. It also suggests that mitigation of con-
sumer privacy risks is one of the top considerations.
The findings further emphasize building consumer trust
in crypto-payment as a key antecedent of its public
acceptance.

VII. CONCLUSION
The field of cryptocurrency is becoming more vibrant and
moving to the mainstream by being used in a growing number
of applications. This calls for a more nuanced understand-
ing of user perceptions, preferences, and attitudes towards
cryptocurrencies, particularly when it comes to new fron-
tiers of application such as crypto-payment. Users may fail
to determine the kind of direct peer-to-peer transactions in
an anonymous setting and the basic requirements of real-
time transactions. Such issues may hinder utilitarian adop-
tion of cryptocurrencies for payment purposes. Given how
fragmented the current state of crypto-payment standards
and regulations is, potential users need trustworthy solu-
tions that offer them higher anonymity and traceability along
with lower privacy and security risks. These highlight tech-
nical aspects of crypto-payment services that need further
development to address consumer concerns and promote
wider acceptance of the technology. In addition to that, there
is a need for an enhancement of consumer understanding
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of privacy and security features of crypto-payment to
avoid misperceptions in this regard. Increasing awareness
of potential information security fraud risks and vulner-
abilities in this context is of particular importance for
consumers.

All in all, the findings from this research provide evi-
dence regarding the significance of incorporating information
privacy and security considerations for cryptocurrencies
to achieve greater acceptance and be brought into the
mainstream use beyond the investment purposes. These
considerations should not only be reflected in technical
requirements and specifications of cryptocurrencies, but
should also involve raising awareness and rectifying misper-
ceptions on the end-user side. The findings in this regard
add to the scant literature on determinants of crypto-payment
adoption by providing new empirical insights into the facili-
tators and barriers to consumer trust pertaining to privacy and
security aspects. At a higher level, the research also advances
scholarly knowledge on the implications and impacts of con-
sumers’ privacy and security perceptions of new technologies
in the context of B2C e-commerce and e-payment. In terms of
practical contributions, the research identifies important pre-
requisites of crypto-payment success. Moreover, the results
have implications on cryptocurrencies that can better meet
user expectations, so that they can gain more acceptance to
be used for crypto-payment.

This study has limitations that are associated with the
nature of empirical research settings. The sample was
restricted to undergraduate students from a single Canadian
university. Although statistical analysis provided evidence
for external validity and generalizability of the findings, the
resulting inferences should be applied to other settings with
caution. This study did not address the impact of consumer
age, education, and other potentially relevant considerations
such as technology readiness or contextual factors. This
necessitates future investigations that look over such consid-
erations, for instance through comparative analyses among
different consumer groups.

The research on cryptocurrency adoption is still at the
early stages, particularly in view of immaturity and rapid
changes in the landscape. For future research, it is imperative
to examine other aspects of user trust in cryptocurrencies,
including those that go beyond the features of the technology
itself. Price manipulation and volatility are examples of such
aspects. More frequent and potentially drastic market fluctu-
ations may pose a significant challenge to the use of cryp-
tocurrencies for payment purposes as consumers may find it
more reasonable not to spend cryptocurrencies for purchasing
goods or services but hold them as an investment. Further
research involving a longitudinal study is also needed to
unfold how perceptions of non-users towards crypto-payment
may change after actual use. In addition to understanding
consumer perceptions towards crypto-payment, providing
more nuanced insights into drivers and barriers of adoption
at the organizational level is an important topic for future
research.
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