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ABSTRACT The massive cloud service market is full of various services with uneven quality. Even the
services that have passed the platform detection will have unknown trustworthiness problems in the actual
use process. The risk environment of the cloud service determines that its trustworthiness is random. The
static trustworthiness assessment results can only reflect the cloud service trustworthiness at a certain time,
not enough to reflect the real trustworthiness of the cloud service. To objectively reflect the trustworthiness
of the cloud service, it is necessary to further assess the cloud service trustworthiness state and its changes on
the basis of trustworthiness level measurement. To solve this problem, this paper combs the trustworthiness
indicators of the cloud service, puts forward an effective assessment method of cloud service trustworthiness
level based on D-S theory, and puts forward the representation method of cloud service trustworthiness state
and its transition state combined with Markov chain, so as to realize the effective assessment of cloud service
trustworthiness state and its changes. Finally, through case analysis, it shows that the method proposed
in this paper is feasible, can effectively assess the cloud service trustworthiness state and its changes,
and provide users with detailed assessment results, so as to help users make reasonable service selection
and trustworthiness management. This research has important significance for ensuring the cloud service
trustworthiness and improving the cloud service market security.

INDEX TERMS Cloud service trustworthiness, D-S theory, Markov chain, assessment of cloud service,
trustworthiness state.

I. INTRODUCTION
According to the global data center infrastructure revenue
data for the first quarter of 2020 published by Synergy
Research Group, the revenue of the global cloud computing
market in the first quarter was $29 billion, a year-on-year
increase of 37%. According to Flexera’s 2020 cloud status
report [1], 59% of enterprises’ demand for cloud services
will exceed expectations. It can be seen that the demand for
cloud services in the global market is gradually increasing,
and more and more institutions begin to choose to use cloud
services to expand their applications.

However, cloud services are not completely secure.
According to the report of Amazon AWSwhich is the world’s
largest cloud computing manufacturer, their company expe-
rienced 22 sudden service failures between 2010 and 2019.
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The most serious server failure lasts up to 4 hours, affecting
thousands of online services. In addition to Amazon, other
Internet companies such as Google App Engine, apple iCloud
and Alipay have also experienced varying degrees of service
downtime. On June 8, 2021, according to several international
media reports, due to the service failure of Fastly which
is an American cloud computing service provider, many
global websites such as CNN, the New York Times and the
British government were instantly paralyzed. On October 4,
2021, according to the monitoring data of DownDetector, the
famous websites such as Twitter, Facebook, photo wall and
Amazon all had service failures on the same day, and these
servers did not begin to return to normal until six hours later.

It can be seen from the above report that even the cloud
services provided by well-known platforms will have sudden
trustworthiness problems in long-term use process. There-
fore, in order to ensure the use security of services, in addition
to platform inspection, it is also necessary to assess the

68618
This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ VOLUME 10, 2022

https://orcid.org/0000-0001-5357-7389
https://orcid.org/0000-0002-3707-5060
https://orcid.org/0000-0003-3941-4617


M. Yang et al.: Assessment of Cloud Service Trustworthiness State Based on D-S Theory and Markov Chain

trustworthiness state during their use. On the contrary, if users
cannot effectively assess the service trustworthiness and take
precautions against the possible risks in use process, once the
service fails it will cause unpredictable huge losses. In order
to help users reasonably choose trusted cloud services and
prevent possible risks in the use of the services, this paper
proposes to assess the trustworthiness state of cloud services
in the long-term use process. Firstly, this paper combs 8 cloud
service trustworthiness indicators, defines 4 intervals of
cloud service trustworthiness according to the fuzzy set,
and puts forward an effective cloud service trustworthiness
level assessment method based on D-S (Dempster-Shafer)
theory. Next, based on the proposed trustworthiness level
assessment method, combining with the prediction method
of Markov chain, this paper further defines the cloud service
trustworthiness state and its state transition matrix, then puts
forward an effective assessment method of cloud service
trustworthiness state in the long-term use process. Finally,
through case analysis and method comparison, it shows that
the trustworthiness state assessment method proposed in this
paper is feasible and has certain advantages.

This paper comprises of seven sections. Section I intro-
duces the research background and content of this paper.
Section II discusses the relevant research and points out
the problems to be solved in this paper. Section III combs
the cloud service trustworthiness indicators, defines the
confidence interval of cloud services, and puts forward
a trustworthiness level assessment method based on D-S
theory. Section IV defines the trustworthiness state of cloud
services and its state transition matrix, and proposes a cloud
service trustworthiness state assessment method based on
Markov chain. In Section V, combining the research in
sections III and IV, a cloud service trustworthiness state
assessment method based on D-S theory and Markov chain
is proposed. In Section VI, this paper carries out case
analysis andmethod comparison, and discusses the feasibility
and characteristics of the method proposed in this paper.
Section VII summarizes the work of this paper and points out
the future research work.

II. RELEVANT RESEARCH
To assess the cloud service trustworthiness state, firstly it
needs to clarify what is trustworthiness and sort out the
relevant attribute indicators around its definition. For this
reason, taking trustworthiness definition and its attribute as
the research object, this paper consulted important reports and
literatures at home and abroad, and the results are shown in
Table 1.
According to the above research on the trustworthiness

definition and its attributes, with the research progress the
trustworthiness of cloud services has a broader meaning,
no longer referring to its security alone, but also includes the
significance of reliability, integrity, privacy, accuracy, ease
of use, risk prevention, business integrity and other aspects.
In addition, according to the report ‘‘11 top cloud security
threats’’ [11] published by Cloud Computing Security

Alliance(CSA), the responsibility for the security problems in
the use of cloud services is no longer entirely directed to the
service provider, but more security responsibility are directed
to the user enterprise itself. It can be seen that with the
development of cloud service applications, the cloud service
trustworthiness and its security responsibility have gradually
changed. Even the ‘‘quality and safety service’’ guaranteed
by service providers will be unreliable in specific user
enterprise application scenarios. This is because in specific
application scenarios, in addition to the quality factors of
the service itself, other factors such as the employee threat
of the user’s own enterprise, security operation awareness,
regulatory compliance, governance management experience,
technical vulnerabilities and third-party application attacks
will directly affect the credibility of cloud services [12].
Therefore, in order to assess the cloud service trustworthiness
state and its changes, it needs to sort out the relevant attribute
indicators affecting the cloud service trustworthiness, and
analyze the trustworthiness impact of these indicators in
practical application scenarios.

As for how to assess the cloud service trustworthiness,
Lu et al. [13] pointed out that a good assessment model
should have the characteristics of scalability, real-time, easy
transplantation and low cost. Wang et al. [14], [15] pointed
out that in the process of cloud service security assessment,
it is difficult for experts to give accurate judgment for
the assessment object due to their complex psychology.
Therefore, in the process of cloud service trustworthiness
assessment, if the exact value is used for judgment, it will
inevitably lead to inaccurate assessment results. Zhu et al.
[16] pointed out that ‘‘cloud service security assessment
separated from user conditions’’ is not applicable to practice.
The security assessment process of cloud services should be
carried out in combinationwith user conditions.Wu et al. [17]
pointed out that when assessing services, the existing cloud
service assessment methods still have the problems of incon-
sistent assessment standards and unreasonable index weight
distribution. Wang et al. [18] pointed out that the web service
trustworthiness will be in a changing process due to the
impact of the open network environment. In order to predict
and avoid the service failure in the use of cloud services,
Alaei et al. [19] proposed an adaptive network-based fuzzy
inference system (ANFIS) prediction model to proactively
control resource load fluctuation. In order to optimize the
service quality during use, Ayoubi et al. [20] proposed an
autonomous IoT service placement methodology. Through
the assessment of available resources and cloud service
state during use, this method can formulate a reasonable
management of services and resources in the use process.
From these studies, it can be seen that improve the security
and reliability of cloud services, it needs to assess the cloud
service state and predict the possible credibility problems in
the use process.

Scholars at home and abroad have also tried different
studies on what methods should be used in the assess-
ment process. Representative methods include: assessment
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TABLE 1. Research on the definition of trustworthiness and its attribute indicators.

method based on analytic hierarchy process(AHP) [21]–[27],
uncertainty assessment method based on information entropy
[28]–[32], assessment method based on fuzzy theory
[33]–[35], assessment method based on D-S evidence the-
ory [36]–[39], assessment method based on risk matrix [40],
[41], etc. Although these single methods can effectively
realize the quantitative assessment of trustworthiness, they
lack the assessment of cloud service trustworthiness and its
changes in long-time use process. The trusted computing
method based on trusted chain [42]–[44] can judge whether
the system is damaged by detecting the integrity of the
system. However, this method mainly tests the quality
problems of the service itself, and does not conduct a
comprehensive assessment specifically for the management
risk, application environment risk and other relevant factors
of the service provider, and the consumption cost of this
method is high. The prediction and assessment method based
on Bayesian network [45]–[48] can effectively predict the
reliability of cloud services, but using this method requires
a large number of priori data.

Through the above research, it can be seen that any single
method or analysis from a single angle will have its defects
in the assessment of cloud services, and cannot be fully
competent for the assessment of cloud service trustworthiness
and its changes. If the cloud service trustworthiness and
its changes cannot be effectively assessed, the effectiveness
of the assessment results will be greatly reduced, resulting
in the services have trustworthiness problems in practical
applications. In order to solve this problem, firstly this
paper sorts out the cloud service trustworthiness indicators,

defines the trustworthiness level and its trust degree according
to fuzzy theory, and proposes an effective cloud service
trustworthiness level assessment method based on D-S
theory; Secondly this paper further studies the cloud
service trustworthiness state and its changes combined
with the prediction method of Markov chain; Finally,
an effective assessment method of trustworthiness state is
proposed to provide a basis for users’ service selection and
use.

III. ASSESSMENT OF CLOUD SERVICE
TRUSTWORTHINESS LEVEL
According to the previous discussion, in order to assess
the cloud service trustworthiness, it first need to sort out
its trustworthiness indicators, measure its trustworthiness,
and propose an effective trustworthiness level assessment
method. Therefore, this paper has carried out the following
research in turn.

A. CLOUD SERVICE TRUSTWORTHINESS INDICATORS
AND THEIR DEFINITION
Cloud service trustworthiness indicators can provide a basis
for the trustworthiness assessment. On the other hand, it can
be used as an important reference for users to choose services.
Combined with the application interaction environment of
cloud services, focusing on the security problems pointed
out in the report ‘‘11 top cloud security threats’’ [49],
this paper combs the relevant trustworthiness indicators
through literature reference and investigation, as shown in
Table 2.
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TABLE 2. The definitions of cloud service trustworthiness indicators.

TABLE 3. The definition of risk occurrence frequency level and risk loss
level.

B. CLOUD SERVICE TRUSTWORTHINESS FUZZY SET
According to the viewpoint of ‘‘trustworthines ≈ reliability
+ security’’ [9], this paper proposes to use ‘‘uncertainty of
risk’’ to measure the trustworthiness of services. As shown in
Table 3, this paper divides the risk levels from two aspects:
risk occurrence frequency and risk loss.

Next, according to the risk matrix method [50], substitute
the risk occurrence frequency level and risk loss level into the
matrix shown in Table 4, the cloud service risk level can be
obtained, Risk Level = {I , II , III , IV }.

As shown in Table 4, the higher the risk level of cloud
service, the higher the risk occurrence frequency and the

TABLE 4. Cloud service risk level matrix.

FIGURE 1. Four intervals of cloud service trustworthiness.

greater the risk loss, that is, the lower the reliability and
security of the service. Therefore, according to the definition
of ‘‘trustworthiness ≈ reliability + security,’’ the risk level
I , II , III , IV can be used to describe the cloud service
trustworthiness level.

However, in the actual assessment process, due to the
insufficient judgment reasons of experts, it is difficult to
give an accurate level for the trustworthiness, that is, it is
impossible to directly apply the above method to express
the trustworthiness level with an accurate value [14], [15].
In order to solve this problem, based on the risk matrix shown
in table 4, this paper divides the cloud service trustworthiness
into four different intervals, as shown in Figure 1.

Figure 1 shows the 4 intervals of cloud service trustworthi-
ness, and their meanings are as follows.
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TABLE 5. Different expert assessment results of indicator Ci .

1) Fully trusted, lev ≤ I . It indicates that the trustworthi-
ness level of cloud services is relatively clear, that is,
it contains only one possible level I .

2) Basically trusted, I ≤ lev ≤ II . It indicates that there
are two possible levels I , II for the trustworthiness level
of cloud services.

3) Basically untrusted, II ≤ lev ≤ III . It indicates
that there are two possible levels II , III for the
trustworthiness level of cloud services.

4) Fully untrusted, lev ≥ III . It indicates that there are
two possible levels III , IV for the trustworthiness level
of cloud services.

Based on the above definition of trustworthiness interval,
this paper proposes to describe the cloud service trustworthi-
ness level combined with fuzzy theory.

Fuzzy theory [51] is based on Fuzzy Set, and its research
goal is to deal with uncertain things with fuzzy concepts.
Fuzzy Set refer to the set with uncertain boundaries. Since
the cloud service trustworthiness is also a fuzzy concept that
is difficult to describe, its trustworthiness can be described by
setting its corresponding trustworthiness level fuzzy set.

Assuming that A represents the fuzzy set of the cloud
service trustworthiness level and m (A) represents its trust
degree, A ∈ {{I }, {I , II }, {II , III }, {III , IV }}. According to
fuzzy theory, the greater the value of trust degree m (A), the
higher the possibility that the cloud service trustworthiness
level belongs to A,

∑
m (A) =1. Compared with the accurate

assessmentmethod, thismethod describes the trustworthiness
level of cloud services through Fuzzy Set, which can reduce
the difficulty of experts’ scoring and ensure the accuracy of
assessment results.

C. ASSESSMENT OF CLOUD SERVICE TRUSTWORTHINESS
LEVEL BASED ON D-S THEORY
It is known that in the assessment process of cloud
service trustworthiness, different experts may give different
assessment results to the same object. As shown in Table 5,
for the same trustworthiness indicator Ci. According to the
method proposed III-B, different experts may give different
assessment results.

In Table 5, m1(A1,Ci) represents the trust degree given
by the expert 1 for the trustworthiness level fuzzy set of
indicator Ci. Table 5 contains the assessment results of
3 experts. The assessment results of each expert are valid,
but there is a big conflict between these assessment results.

Therefore, in order to correctly judge the trustworthiness of
indicator Ci, it also need to comprehensively consider the
assessment opinions of each expert and effectively solve the
conflict. To solve the conflict, this paper proposes to use D-S
theory to fuse the assessment results of different experts.

D-S evidence theory [52] is an uncertain reasoningmethod,
which is often used in the field of information fusion. It can
effectively deal with the problem of conflict information in
the fusion process and fuse the relevant information through
calculation. Its fusion process is described below.

Firstly, according to D-S theory, the fuzzy set A in Table 5
can be simplified by Bayes approximation [53]. After simpli-
fication, each fuzzy set A only contains one element and can
more directly describe the cloud service trustworthiness. The
calculation process is shown in formula (1) below.

m(A) =

∑
A⊆Am(A)∑

A⊆2 m (A) ∗ N
(1)

In formula (1), 2 represents the complete set, and N is the
total number of elements contained in A. A is the simplified
set of A. Taking the data in Table 5 as an example, its
simplification process is as follows.

m
(
I
)

=
m (I )+ m (I , II )

m (I )+ m (I , II ) ∗ 2+ m (II , III ) ∗ 2+ m (III , IV ) ∗ 2
m
(
II
)

=
m (I , II )+ m (II , III )

m (I )+ m (I , II ) ∗ 2+ m (II , III ) ∗ 2+ m (III , IV ) ∗ 2
m
(
III
)

=
m (II , III )+ m (III , IV )

m (I )+ m (I , II ) ∗ 2+ m (II , III ) ∗ 2+ m (III , IV ) ∗ 2
m
(
IV
)

=
m (III , IV )

m (I )+ m (I , II ) ∗ 2+ m (II , III ) ∗ 2+ m (III , IV ) ∗ 2

After simplification, each arbitrary set A contains only one
element, such as {I } , {II } , {III } , {IV }. Next, according to
the fusion rules of D-S, substituting A into formula (2) for
calculation, the trust degree m(A,Ci) of each trustworthiness
level I , II , III , IV after fusion can be obtained, as shown in
Table 6.

m
(
A
)
=

1
k

∑
A1∩A2∩...∩An=A

m1
(
A1
)
m2
(
A2
)
· · ·mn(An) (2)

In formula (2), k is the normalization factor, and its
calculation method is shown in formula (3).

k =
∑

A1∩A2∩...∩An 6=∅

m1(A1)m2(A2) · · ·mn(An) (3)

As shown in Table 6, the simplified assessment results
can more directly and effectively describe the cloud service
trustworthiness level. m (I ,Ci), m(II ,Ci), m(III ,Ci) and
m(IV ,Ci) respectively represent the trust degree of indicator
Ci belonging to different trustworthiness levels. The higher
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TABLE 6. Simplified fuzzy set A and its fusion result.

FIGURE 2. Four intervals of cloud service trustworthiness.

the value of m(A,Ci), the greater the possibility that the
indicator Ci belongs to A. In Table 6, the result after fusion
is m(III ,Ci) > m (II ,Ci) > m (IV ,Ci) > m (I ,Ci),
it indicates that the trustworthiness level of the indicator is
most likely III . The upper limit of its trustworthiness level is
IV and the lower limit is I . Therefore, in order to provide users
with more intuitive assessment results and provide support
for subsequent trustworthiness state assessment research, the
trustworthiness level of the above indicators can be expressed
as a fuzzy triangular value, as shown in Figure 2.
In Figure 2, the horizontal axis represents the cloud service

trustworthiness level, and the vertical axis represents the trust
degree m(A). The triangle consists of three points.

1) levupper indicates the upper limit of the trustworthiness
level. The necessary condition is that m(A) > 0.
The upper limit levupper can serve as a warning to let
users know the possible maximum hazard level and
the possible maximum damage. The higher the trust
degree m(A), and the smaller the gap between the
trust degree and the maximum trust degree, the more
attention needs to be paid to it.

2) levlower represents the lower limit of the trustworthiness
level. The necessary condition is that m(A) > 0. The
lower limit levlower indicates the minimum level that
the trustworthiness can be controlled. The higher the
lower limit, the lower its trustworthiness.

3) levmax indicates the maximum possible trustworthiness
level, that is, the possibility degree m(A) that the trust-
worthiness level belongs to levmax is the highest. levmax

represents the maximum possible trustworthiness level
of cloud services in the actual environment of long-
term operation. Compared with the upper limit levupper

and the lower limit levlower , this value of levmax can
better reflect the actual cloud service trustworthiness
state.

As mentioned above, this paper substitutes fuzzy theory
and D-S theory into the assessment process of cloud
service trustworthiness level, and puts forward an effective
trustworthiness level assessment method. On this basis,
focusing on the research goal, this paper will assess the
cloud service trustworthiness state and its changes in the next
chapter combined with Markov chain.

IV. ASSESSMENT OF CLOUD SERVICE
TRUSTWORTHINESS STATE BASED ON MARKOV CHAIN
The trustworthiness level and its trust degree can only
describe the cloud service trustworthiness at a certain time
or in a specific state. To reflect the trustworthiness of the
service in the actual use process, it needs to further assess
the service trustworthiness state and its changes on the basis
of its level assessment. Since there are many possibilities for
the trust degree m

(
A
)
of cloud service trustworthiness level,

A ∈ {I , II , III , IV }, thus the cloud service trustworthiness
is bound to have multiple random trustworthiness states.
Therefore, the change of cloud service trustworthiness state
can be regarded as a random process, and it can be assessed
combined with Markov chain.

Markov chain [54] is a process with discrete set and
random state space. It is suitable for analyzing things with
random process. According to the method of Markov chain,
in order to assess the random process of cloud service
trustworthiness state, this paper studies the trustworthiness
state matrix of the cloud service and its state transition matrix
respectively.

A. THE TRUSTWORTHINESS STATE MATRIX OF CLOUD
SERVICE
1) DESCRIPTION OF CLOUD SERVICE TRUSTWORTHINESS
STATE
Use St represents the cloud service trustworthiness state
at time t . according to the definition of cloud service
trustworthiness level in this paper, the representation method
of cloud service trustworthiness state matrix St is as follows.

St = |m (I ) ,m (II ) ,m (III ) ,m(IV )|

St consists of m (I ) ,m (II ) ,m (III ) andm(IV ), which
respectively represent the trust degree of the 4 trustworthiness
levels. With the change of the trust degree of the 4 trustwor-
thiness levels, cloud service will produce multiple random
trustworthiness states, which together constitute the random
trustworthiness state interval. As shown in Figure 3.

2) CALCULATION OF TRUSTWORTHINESS STATE MATRIX
In Figure 3, there are 8 indicators that affect the cloud service
trustworthiness state, and m

(
A,Ci

)
is used to represent the
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FIGURE 3. Random trustworthiness state interval of cloud service.

trust degree of the indicator Ci belongs to A, m
(
A,Ci

)
=

{m (I ,Ci) ,m (II ,Ci) ,m (III ,Ci) ,m(IV ,Ci)}. W (Ci) repre-
sents the trustworthiness influence weight of indicator Ci,
which can be obtained by FAHP (fuzzy analytical hierarchy
process). FAHP is a mature and effective weight assignment
method, which has been widely recognized. According
to establish the fuzzy consistency matrix of the above
8 indicators by FAHP method [50], the assessment weight
W (Ci) of each indicator can be obtained by comparing the
weights of each indicator. The greater the value of W (Ci),
the greater the impact of this indicator on the cloud service
trustworthiness state.

Therefore, when m
(
A,Ci

)
and W (Ci) are obtained

through assessment, the 4 trustworthiness levelsm (I ) ,m (II ),
m (III ) and m(IV ) of cloud service can be obtained, then
the trustworthiness state matrix St of cloud service can be
obtained. The calculation is shown in formula (4).

m (I ) =
{∑8

1
m (I ,Ci) ∗W (Ci)

}
m (II ) =

{∑8

1
m (II ,Ci) ∗W (Ci)

}
m (III ) =

{∑8

1
m (III ,Ci) ∗W (Ci)

}
m (IV ) =

{∑8

1
m (IV ,Ci) ∗W (Ci)

}
(4)

In formula (4), the 4 cloud service trustworthiness levels
are normalized, which together constitute the trustworthiness
state matrix of cloud service, m (I ) + m (II ) + m (III ) +
m (IV ) = 1.

B. TRUSTWORTHINESS STATE TRANSITION MATRIX OF
CLOUD SERVICES
According to the method of Markov chain, when the
trustworthiness state matrix St of cloud service is established,
to assess the changes of the cloud service trustworthiness
state, it is necessary to further calculate the trustworthiness
state transition matrix STM of cloud service. The matrix is

shown below.

STM =

∣∣∣∣∣∣∣∣
PI ,I PI ,II PI ,III PI ,IV
PII ,I PII ,II PII ,III PII ,IV
PIII ,I PIII ,II PIII ,III PIII ,IV
PIV ,I PIV ,II PIV ,III PIV ,IV

∣∣∣∣∣∣∣∣
In the matrix STM , Pi,j represents the transition probability

of cloud service trustworthiness from level i to level j, i, j =
I , II , III , IV . In order to obtain the transition probability Pi,j
between each level, this paper makes the following analysis
based on the trust degree of each indicator trustworthiness
level.
Suppose that when the trustworthiness level of indicator Ci

is m (I ,Ci) > 0, it indicates that the trustworthiness level of
indicator Ci has the probability of belonging to I. Assuming
that the trustworthiness level of indicator Ci is I at this time,
thusm (II ,Ci) represents the probability that indicatorCi will
be transferred from level I to level II . Similarly, m (III ,Ci)
indicates the probability that indicator Ci will be transferred
from level I to level III . m (IV ,Ci) indicates the probability
that indicator Ci will be transferred from level I to level IV .
It is known that the cloud service trustworthiness level is

affected by the trustworthiness of each indicator. Therefore,
the transfer probabilities of all indicators can be summarized,
and then the transfer probabilities between the trustworthi-
ness levels of the whole cloud service can be calculated,
as shown in formula (5).

PI ,A =
P̂I ,A

P̂I ,I + P̂I ,II + P̂I ,III + P̂I ,IV
P̂I ,A =

∑
∀m(I ,Ci)>0

m
(
A,Ci

)
PII ,A =

P̂II ,A

P̂I ,I + P̂I ,II + P̂I ,III + P̂I ,IV
P̂II ,A =

∑
∀m(II ,Ci)>0

m
(
A,Ci

)
PIII ,A =

P̂III ,A

P̂I ,I + P̂I ,II + P̂I ,III + P̂I ,IV
P̂III ,A =

∑
∀m(III ,Ci)>0

m
(
A,Ci

)
PIV ,A =

P̂IV ,A

P̂I ,I + P̂I ,II + P̂I ,III + P̂I ,IV
P̂IV ,A =

∑
∀m(IV ,Ci)>0

m
(
A,Ci

)

(5)

In formula (5), P̂I ,A is equal to the sum of the transition
probabilities m

(
A,Ci

)
of all indicators whose conditions

satisfy m (I ,Ci) > 0. When P̂I ,A is calculated, PI ,A can be
obtained by normalizing P̂I ,A. PI ,A represents the probability
of cloud service trustworthiness level from I to A, that is, the
first-row element in the transfer matrix STM . PII ,A, PIII ,A and
PIV ,A respectively represent the elements of the remaining
rows in the matrix STM .

C. ASSESSMENT OF TRUSTWORTHINESS STATE
So far, this paper has proposed a cloud service trustworthiness
state matrix St and its transitionmatrix STM based onMarkov
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FIGURE 4. Computing process of cloud service trustworthiness state assessment model.

TABLE 7. The input, intermediate results and output results of the model
proposed in this paper.

chain. Next, according to the prediction method of Markov
chain, substitute the trustworthiness state matrix St and state
transition matrix STM into the calculation formula ofMarkov
chain, the change of the trustworthiness state of cloud service
can be predicted, as shown in formula (6).

St+k = St ∗ STM k (6)

In formula (6), k is an integer indicating the number of
state transitions, k ≥ 1. According to the Markov chain
principle, when the value of k is large enough, that is,
after a certain number of transformations, the cloud service
trustworthiness state will eventually become stable, reach a

stable trustworthiness state and will not change. This state is
called the stable trustworthiness state, which means the final
stable state of a cloud service in the long-term use process.
Different from the meaning of the trustworthiness state at
time t , this stable trustworthiness state reflects the mutual
transformation possibility of cloud service among various
trustworthiness levels. By observing the trustworthiness state
and its change trend, users can reasonably carry out risk
management and prevention.

V. CLOUD SERVICE TRUSTWORTHINESS STATE
ASSESSMENT MODEL BASED ON D-S THEORY AND
MARKOV CHAIN
Through the research in section III and section IV, this
paper establishes the trustworthiness attribute model of cloud
services, puts forward the assessment method of the cloud
service trustworthiness level combined with D-S theory,
and proposes the trustworthiness state matrix and its state
transition matrix combined with Markov chain. As shown
in Figure 4, based on the research results in section III
and section IV, this paper finally puts forward a cloud
service trustworthiness state assessment model, realizes the
assessment of the cloud service trustworthiness state.

The input, intermediate results and output results of the
model are shown in Table 7.
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TABLE 8. The characteristics of the assessment object.

TABLE 9. The trust degree of the trustworthiness level fuzzy set m(A, Ci ).

As shown in Figure 4 and table 7, using the assessment
model proposed in this paper, it only needs to assess the
weight of each indicator at the bottom, and assess the
trustworthiness level fuzzy set of each indicator accord-
ing to the method proposed in Section III-C, thus the
corresponding intermediate results and output results can
be obtained. These corresponding intermediate results and
output results can provide users with detailed reference
basis, help users reasonably choose trust services, and
help users effectively carry out risk management and
prevention.

VI. CASE ANALYSIS AND METHOD COMPARISON
In order to verify the feasibility of the proposed model,
this paper convened 3 experts in cloud computing security
research to assess the cloud services provided by a service

provider combined with the proposed model. The object of
this assessment is a cloud server called ECS (Elastic Compute
service) provided by the above service provider. This cloud
server belongs to IaaS (infrastructure as a service) level cloud
computing service. The characteristics of the cloud service
are shown in Table 8.

A. CASE ANALYSIS
Around to the characteristics of the above cloud service,
according to the process shown in Figure 4, after the initial
assessment, this paper obtains the input data shown in Table 9
and Table 10.

In Table 9, A represents the fuzzy set of the cloud service
trustworthiness level, A ∈ {{I }, {I , II }, {II , III }, {III , IV }}.
m(A,Ci) represent the trust degree of the indicator Ci
belongs to A. Assessment1, Assessment2 and Assessment3
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TABLE 10. Fuzzy consistency matrix based on FAHP and assessment
weight W

(
Ci

)
of each indicator.

TABLE 11. The trust degree of the simplified trustworthiness level fuzzy
sets m(A, Ci ).

respectively represent the assessment of m(A,Ci) given by
3 experts.

In Table 10, the element in row Ci and column Cj
represents the weight ratio of indicator Ci relative to Cj.
The larger the value of the weight ratio, the greater the
influence weight of Ci relative to Cj on the whole cloud
service trustworthiness. According to FAHP, the weight ratios
between the each indicator constitute their fuzzy consistent
matrix. According to the weight calculation method of
FAHP[55], the assessment weight W (Ci) of each indicator
can be obtained by solving the matrix.

After obtaining m(A,Ci), according to the process shown
in Figure 4, the data shown in Table 11 can be obtained by
substitutingm(A,Ci) into formulas (1) and (2) for calculation
In Table 11, A is the simplified set of A in Table 9,

A ∈ {I , II , III , IV }. It is the set of the 4 cloud service
trustworthiness levels propose in Section III-B, and its
calculation method is shown in formula (1). m(A,Ci)
represents the trust degree of the indicator Ci belongs to A,
that is, the possibility that indicator Ci belongs to different
trustworthiness levels.

After obtaining the data of Table 11, combined with the
assessment weight W (Ci) in Table 10, the cloud service
trustworthiness state matrix St and its transition matrix STM
can be obtained by successively calculating according to
formulas (4) and (5). The results are as follows.

St = |0.367, 0.289, 0.300, 0.043|

STM =

∣∣∣∣∣∣∣∣
0.473
0.414
0.337
0.188

0.304
0.279
0.313
0.326

0.215
0.270
0.308
0.427

0.007
0.037
0.042
0.059

∣∣∣∣∣∣∣∣

TABLE 12. Assessment results of cloud service trustworthiness state.

FIGURE 5. Change trend of cloud service trustworthiness state.

Finally, by substituting the above St and STM into
formula (6), the change trend of the cloud service trustwor-
thiness can be assessed, and the results are shown in Table 12.

Table 12 records assessment results of the cloud service
trustworthiness state from time t to time t + 6. The
elementsm (I ),m (II ),m(III ) andm(IV ) in row t , respectively
represent the trust degrees of cloud service trustworthiness
belongs to different levels at time t . They constitute the
trustworthiness state matrix St .
In order to visually observe the changes of cloud service

trustworthiness state, the data of Table 12 is converted into a
line chart, as shown in Figure 5.

The following conclusions can be drawn from the results
of Table 12 and Figure 5.

1) When the service reaches a stable state, m (I ) >

m (II ) > m (III ) � m (IV ). It shows that the overall
trustworthiness of the service is high, the possibility
of its trustworthiness level belonging to I is the
greatest, and the possibility of its trustworthiness level
belonging to IV is very low.

2) It can be seen from the change trend of the trust-
worthiness state, m (I ) andm (II ) gradually increase,
but m (III ) and m (IV ) gradually decrease, and finally
m (II ) > m (III ). This conclusion shows that in the
long-term use process, the trustworthiness state of the
service will show a good change trend.
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FIGURE 6. m(A, Ci ) comparison of each trustworthiness indicator.

3) In addition, it can be seen from the range of change,
that the service has a large trustworthiness change only
when it is first put into use, but its trustworthiness will
gradually stabilize with the passage of time.

Then convert the data shown in Table 9 into a histogram,
as shown in Figure 6.

Through the comparison of Figure 6, combined with the
meaning of the triangular fuzzy value of trustworthiness
level proposed in Figure 2, the following conclusions can be
obtained.

1) The levmax of C4, C2 and C3 indicators are equal to I ,
indicating that ‘‘the trustworthiness of service provider
operation,’’ ‘‘the physical security trustworthiness’’
and ‘‘the trustworthiness of laws and regulations’’ of
the service belong to the ‘‘Fully trusted’’ level.

2) The levmax of C1 and C6 indicators are equal to
III , indicating that the trustworthiness of ‘‘terminal
trustworthiness’’ and ‘‘network trustworthiness’’ of the
service is low, belonging to the ‘‘Basically untrusted’’
level.

3) The levmax of other indicators are equal to II , indicating
that other indicators are at the ‘‘Basically trusted’’
level.

B. METHOD COMPARISON
From the above case analysis, it can be seen that the model
proposed in this paper is suitable for the trustworthiness
assessment of cloud services. It can provide users with the
cloud service trustworthiness state and its change trend,
and provide users with the trustworthiness level of relevant
indicators, so as to help users reasonably select and use
trusted cloud services. As a trustworthiness assessment
method, this method belongs to the category of safety
assessment and risk assessment. In order to explain its
characteristics, it should be compared with other common
risk assessment methods. Therefore, this paper compares the
proposed methods with other common security assessment
methods. These methods include risk uncertainty assessment
method based on information entropy [28], [30]–[32], risk
weight method based on FAHP [24], [25], [56], risk level

assessment method based on risk matrix [40], [41], and trust
assessment method based on trust chain [42]–[44].

In order to explain its characteristics, it should be compared
with other common risk assessment methods. Therefore,
this paper compares the proposed methods with other com-
mon security assessment methods. These methods include
risk uncertainty assessment method based on information
entropy [28]–[30], risk weight method based on FAHP
[22], [23], [51], risk level assessment method based on
risk matrix [38], [39], and trust assessment method based
on trust chain [40]–[42]. In order to reasonably compare
the characteristics of different methods, this paper makes a
comparative analysis from the following 5 aspects around
input, output and assessment process of each method.

1) Assessment costs. It refers to the cost of using
this method for assessment, including early model
establishment, input data collection, expert assessment
workload, etc.

2) Decision support of output results. The more trustwor-
thiness assessment results can be output, and the more
detailed reference data can be provided to users, the
greater the help for users in risk management.

3) Method scalability. When the needs of the assessment
change, the less adjustments need to be made, the
higher the scalability of this method.

4) Objectivity of assessment results. It refers to the
objectivity of the assessment results obtained by this
method. The higher the objectivity, the more reliable
the result can reflect the actual cloud service.

5) Applicability of themethod. Thewider the scope of this
method, the higher its applicability.

1) COST COMPARISON
Use {1, 2, 3} to express the level of assessment cost,
3 expresses high, 2 expresses moderate, and 1 expresses
easy. To assess the cloud service trustworthiness, the cost
comparison of each method is shown in Table 13.

2) COMPARISON ON THE DEGREE OF DECISION SUPPORT
Use {1, 2, 3} to express the degree of decision support,
3 expresses high, 2 expresses moderate, and 1 expresses
easy. Applying these methods to assess the cloud service,
the comparison on the degree of decision support is shown
in Table 14.

3) SCALABILITY COMPARISON
Use {1, 2, 3} to express the level of scalability, 3 expresses
high, 2 expresses moderate, and 1 expresses easy. The
scalability comparison of different methods is shown in
Table 15.

4) OBJECTIVITY COMPARISON
Use {1, 2, 3} to express the level of objectivity, 3 expresses
high, 2 expresses moderate, and 1 expresses easy. The
comparison of the objectivity of the results is shown in
Table 16.
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TABLE 13. Comparison of assessment cost of each method.

TABLE 14. Comparison on the degree of decision support.

5) APPLICABILITY COMPARISON
Use {1, 2, 3} to express the level of applicability, 3 expresses
high, 2 expresses moderate, and 1 expresses easy. The
applicability comparison of different methods is shown in
Table 17.

By summarizing the above comparison results, the results
shown in Figure 7 can be obtained.
To sum up, the method proposed in this paper inherits the

advantages of other basic methods. The comparison shows
that this method has high applicability and scalability, can
effectively assess the trustworthiness of cloud services, and

TABLE 15. The scalability comparison of each method.

TABLE 16. The comparison of the objectivity of the results.

can provide users with detailed assessment results. These
assessment results include: the weight of the cloud service
trustworthiness indicators, the trustworthiness level of each
indicator, the cloud service trustworthiness state and its
change trend. Compared with other assessment methods
mentioned in this section, the assessment results of this paper
method have higher objectivity and can better reflect the
trustworthiness and its changes in the long-term use process.
Compared with the assessment method based on trust chain,
the cost of this paper method is lower. The method based on
trust chain focuses on assessing the integrity of the system,
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TABLE 17. The applicability comparison of each method.

FIGURE 7. Characteristics comparison of each method.

and the method proposed in this paper comprehensively
considers many factors in the process of cloud service
interaction, so it is more applicable.

VII. CONCLUSION
This paper combs the trustworthiness indicators of cloud ser-
vices, divides the trustworthiness interval of cloud services,
and defines the cloud service trustworthiness state, finally
proposes a cloud service trustworthiness state assessment
method based on D-S evidence theory and Markov chain.
Thismethod reduces the experts’ scoring difficulty and solves
the conflicting problem in the assessment process. Different
from the general trustworthiness assessment method, the
general assessment method can only give a static assessment
result which is not enough to represent the trustworthiness
in practical application scenarios. The method proposed
in this paper realizes the effective assessment of the
cloud service trustworthiness state and its changes in the
long-term use process. The assessment results obtained by
this method canmore objectively reflect the real cloud service
trustworthiness, and help users understand the cloud service
trustworthiness and its changes in the long-term use process,

so as to help users make reasonable service selection and use.
Through the method comparison, it shows that the method
proposed in this paper is simple and feasible, and it is of great
significance to ensure the security of cloud services.

However, when the trustworthiness indicators affecting
cloud services increase, the difference of each indicator’s
trustworthiness assessment results obtained by this method
will become little. Although such results will become
more comprehensive due to the increase of indicators,
their reference value will be greatly reduced. Therefore,
in the follow-up research, with the development of cloud
services and the increase of the assessment indicators, while
improving the comprehensiveness of the assessment method,
it is also necessary to ensure the identification of each
indicator’s trustworthiness assessment results.
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FUTURE WORKS
For the trustworthiness assessment of cloud services, this
study only proposes 8 cloud service trustworthiness indica-
tors and their corresponding rating standards. In the future
research, in order to improve the comprehensiveness and
accuracy of the assessment results, it is necessary to further
sort out its sub indicators on the basis of the trustworthiness
indicators proposed in this study, then establish a multi-level
assessment indicator system and its corresponding objective
trustworthiness evidence. Combining with trustworthiness
evidence, experts will be able to give a more objective and
accurate assessment of each trustworthiness indicator. There-
fore, establishing a multi-level assessment indicator system
and establishing its corresponding objective trustworthiness
evidence will be the future research work.
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