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ABSTRACT Most countries in the world are currently faced with a series of public procurement challenges.
Moreover, the large volumes of public procurement and the impact it may have of the global economy,
the environment and the society at large justify a research study aimed at achieving sustainable and smart
procurement. Smart public procurement intensively relies on emerging technologies and it is both an
international priority and a challenge to achieve it. This paper is aimed at addressing such procurement-
specific challenges. This study reflects the current status and the trends in public procurement, as well
as the manner in which Blockchain and the Internet of Things (BIoT) may lead to a beneficial change in
the field. In order to analyse the impact of BIoT, we are putting forward an assessment model comprising
the definition and the description of six hypotheses. They are validated both by reference to the current
knowledge status and via the analysis of the data collected in a survey which was conducted in Romania.
It was aimed at collecting and analysing the data from the main stakeholders as well as at formulating
recommendations/actions related to the modernisation of the current system. The study uses structural
equation modelling (SEM) to validate the proposed model and to establish the relationships between the
adoption of BIoT and smart, sustainable and transparent public procurement. At the same time, we analyse
the links between the adoption of BIoT and aspects such as corruption and fraud, the challenges related
to technological integration and the need to reengineer organisations, as well as national and international
policies. Following our analyses, there emerged that BIoT adoption has a positive impact on the achievement
of sustainable public procurement processes (the highest effect), on transparency and the trust in public
procurement, on reducing corruption and fraud in public procurement and on the achievement of smart
public procurement. The paper provides theoretical and practical contributions that should support solutions
to the current major challenges and represent a vehicle for innovation and sustainable development alike.

INDEX TERMS Blockchain technology, Internet of Things, green public procurement, public procurement
4.0, smart contracts, smart public procurement, structural equation modeling, sustainable public
procurement.

I. INTRODUCTION
Our contemporary society is faced with profound changes,
on the one hand, owing to the revolution in information and
communications technology (ICT) and, on the other hand,
to the environmental protection policies. One of the pro-
moters of this kind of changes is the European Commission
(EC), an institution that strives to encourage digitalisation,
sustainability and innovation, through European policies.
One of the fields of national and international interest is
public procurement. The large publicly procured volumes,
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the corruption that may seat within some public institutions,
the major environmental and generally societal impact of
procurement, the fact that public procurement is a key
component in the global economy, all of that point to a
major interest in restructuring and improving this field of
activity. The different research studies recently carried out
reveal major challenges in this field as well as attempts at
transforming public procurement in smart and sustainable
procurement.

Currently, Europe is confronted with a series of problems
related to creating an adequate public procurement architec-
ture. Thus, at the level of the EC: clear and consolidated
data on public procurement are still not available; there is
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no consensus across the European Union (EU) regarding
the data that should be collected and on the purpose that
the data should serve; public control is absent by and
large; there is no possibility to develop data-based policies
and budgetary control is hindered [1]. Moreover, public
procurement is a complex and sensitive topic. The wrong
use of public money is chiefly associated with corrupt
practices and things such as and privileged treatment,
fake information, corruption/bribery are incompatible with
reasonable governance. It was found that large cities and
country capitals in the world evince a wider predisposition
to the potential over-presence of bribery [2], according to
an in-depth empirical analysis of corruptible behaviours
manifest in different European cities [3].

When carried out correctly, public procurement may
represent a promising vehicle of social progress, by pro-
moting fair treatment, non-discrimination and equal chances.
This way, it is possible to follow/monitor the benefits of
sustainable development, the opportunities for vulnerable
groups, the fight against child labour and against social
dumping [4]. Furthermore, the implementation of sustainable
public procurement is a strategic instrument for sustainable
development as well as for the larger goals of environmental,
social and innovation policies. Since public authorities
possess a significant purchasing power, they can play
a key role in promoting sustainability, by integrating in
their procurement strategies [4] sustainable and innovative
considerations.

Originating from this research, this paper is aimed at
supporting solutions to important challenges and problems
in the field of public procurement (e.g., corruption, lack
of transparency, lack of sustainability and of the smartness
which may feature in public procurement) and at offering
recommendations/alignment solutions of public procurement
to the new directions (digitisation and innovation). In order to
attain this desideratum, we reviewed the public procurement
trends as well as the potential impact of emerging technolo-
gies such as blockchain and the Internet of Things (IoT)
on this field. In regard to the use of emerging technologies
in public procurement, current research consists in hardly a
few studies/practices/uses, in particular in the sphere of the
Internet of Things. In addition to that, our aim is also to pave
the way to new research directions with a specific focus on
public procurement as well as to develop knowledge in this
field.

The spectacular development of ICT in the last few years
has left a mark on specific activities from all spheres of
human existence, from the individual to the social scale.
Consequently, the emerging technologies are nowadays no
longer developed in a biunivocal relation with a certain
sector of activity, but, through their interoperability, they
can address an increasingly large number of activities and
services, as well as daily individual and/or organisational
concerns. The most aggressive of them are artificial intel-
ligence (AI), cloud/fog computing, the internet of things
and blockchain. The ICT developments make is possible

to resort to new technological approaches, which may
support the achievement of smart and sustainable public
procurement processes and thus generate benefits and
innovation both at national and international levels. Among
the emerging technologies that come with the promise of
real benefits, we will review blockchain technology and the
IoT (BIoT).

Should blockchain be integrated with the IoT, we expect
a higher speed, better security and an easier traceability
throughout the supply chain. The IoT may enable the
interaction with the input data resources and the output
applications within various field of activities [5] and [6]. The
adoption of smart contracts will represent a step forward,
because they are perceived as a result emerging from two
lines of technological developments: electronic contracting
and cryptography [7].

Blockchain comes in support of central administrations
through a series of potential benefits, such as [8]: a
reduction of economic costs, of the time and complexity
involved in intergovernmental and public-private exchanges
of information; less red tape, discretionary power and cor-
ruption through the use of the distributed ledger technology
and smart contracts; increased automation, transparency,
audit and importance of information in the governmen-
tal ledgers, all of them to the benefit of the citizens;
increased trust of the citizens and of the companies in
governmental processes and record-keeping according to
algorithms that are no longer under exclusive control by the
government.

Different urban infrastructure systems may thus incorpo-
rate smart digital technologies [9] assisted by a cognitive
IoT that would supply real-time sustainable data (in regard
of energy, pollution, the carbon footprint and climate
change) that are essential in the circular economy. The
digitalisation of public procurement may support the daily
business tasks, facilitate complex decision-making and lead
to the development of those activities that are strategic by
nature [10]. The technologies currently used in procurement
focus on some of the specific processes, such as e-sourcing,
contract management and e-procuring [11].

Starting from the current problems in the field of public
procurement as well as the potential benefits that the
two emerging technologies may contribute to achieving
the proposed research objectives, this paper is structured
into the following sections: section II describes public
procurement trends and the outcomes of the blockchain
and IoT technologies when used to achieve smart public
procurement; section III introduces the research objectives
and the assumptions regarding the impact of adopting BIoT
in public procurement; section IV presents aspects related to
methodology and data sources; section V presents the results
of a survey – conducted in Romania – on the use of BIoT
in public procurement, as well as general recommendations
and actions. The final part of the paper introduces the main
conclusions, the limits of the study and future research
directions.
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II. LITERATURE REVIEW ON PUBLIC PROCUREMENT
The chief trend in public procurement, which emerges
even on the background of the pandemic crisis, is still the
centralisation and the uniformity of the requests launched by
the contracting authorities. The instrument that enables such
public procurement developments is a dynamic procurement
system. On top of this chief trend, discussions increasingly
focus on the notion of sustainability in public procurement
as well as on the use of emerging technologies in order to
modernise public procurement, which are the trends subject
to our further review.

A. SUSTAINABLE PUBLIC PROCUREMENT
The notion of sustainable public procurement rests on
three pillars: the economic, environmental and social pillars.
A Sustainable Public Procurement (SPP) refers to the
unanimously accepted triad of sustainability – environmental
protection and the identification of alternative resources, the
social dimension and economic growth [12].

From the environmental perspective, green public procure-
ment (GPP) is a process by which contracting authorities
procure goods and serviceswith a low negative environmental
impact throughout their life cycles. The public procure-
ment mechanism is at the core of procurement in any
public organisation, because the related activities have a
major influence on achieving the final performance, which
either strengthens or hinders policy decision-making [13].
The European public authorities are among the largest
consumers. They may make a significant contribution to
GPP [14] by using their purchasing power to select goods,
services and works which comprise a significant green
component.

Sustainable public procurement is considered a wider
procurement practice aimed at striking an adequate balance
between the pillars of sustainability in procurement [4].
Sustainable public procurement may contribute to sustainable
economic growth – now and after the pandemic crisis. The
reforms implemented in the last few years have come with
increased flexibility in the manner in which procurement is
carried out by public authorities across the EU and have
made it possible to consider the sustainability performance of
the goods, works and services procured by the public sector.
Nevertheless, sustainable public procurement is not yet the
standard [15].

There is clear evidence that SPP has had a positive
influence on national economies as well as on the world,
as a whole. An efficient SPP programme may show how
seriously a government addresses the efficient use of the
resources, so that the individuals and the private sector
may follow suit – ‘‘the demonstration effect’’. There are
also other, indirect benefits [12]: the reduction of the
CO2 emissions; lower costs; the transfer of skills and
technologies; fostering innovative solutions to the local
needs; empowering underrepresented groups; job creation.
Sustainable procurement may reduce costs, boost innovation

and market competitiveness and thus generate savings across
the life cycle of the public procurement process [4].

The different experiences in the field have outlined
concrete sustainable procurement scenarios. Most of these
scenarios point to three main elements [15]: (1) the profes-
sionalisation of the contracting function; (2) the obligation
to follow up and monitor risks across the supply chain (3)
the creation of a ‘‘friendlier’’ legal environment for public
procurement. Nevertheless, sustainable public procurement is
faced with challenges and barriers, such as [12] the scope of
application; legislation; governmental capacities; increasing
supplier capacity; certification/checking; life cycle analysis;
life cycle cost; inter-departmental cooperation.

B. SMART PUBLIC PROCUREMENT
Smart public procurement can be defined as the kind of
procurement that intensively relies on advanced technological
approaches and incorporates a smart component at every step
of the process coupled with the procurers’ creativity and
their expertise in solving complex issues. In order to attain
sustainability in procurement, smart public procurement
requires the use of new technologies, such as the artificial
intelligence, robotic process automation (RPA), IoT or
blockchain.

Artificial intelligence, through different forms of machine
learning (ML), natural language processing (NLP), big
data or advanced analysis, is best suited to collecting and
analysing data. Different AI forms have experimentally been
put into practise, but not all of those experiments have led to
the desired results - an ML pilot project was run in Finland
to classify data according to UNSPSC (the United Nations
Standard Products and Services Code), but the solution did
not lead to the desired results and it is not currently in use;
in Ukraine, a solution was created to predict the product
CPV code (Common Procurement Vocabulary), but it was
not integrated in the public procurement systems; Australia
developed and AI – CAITY instrument which automatically
classifies the data and was also fully implemented, countries
such as Belgium, Belarus, Slovenia and Brazil carried out
experiments with advanced analyses and Big Data and
disclosed their positive experiences [16]. Moreover, AI is
also an important component in the architecture of the 6G
system and plays a significant role in the self-organisation
and self-configuration of the wireless 6G systems used
in IoT [17].

RPAmakes it possible to automate repetitive steps andmay
perform basic tasks, for instance, it may check the filling
out of a form or update a calculation sheet, by following
the steps established by the procurers. Different countries,
such as Finland or USA have obtained positive results by
implementing RPA [16].

The IoT makes it possible to create a global network of
smart devices, which enables data collection and sharing,
the monitoring of inventory levels (stock management), the
creation of virtual prototypes of real-world products, as well
as the design of assistance gateways or virtual markets.
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Nevertheless, the IoT comes with security challenges related
to the internet-connected devices.

Blockchain offers a safe and transparent manner of
following public money as well as other data, since all
the transactions are indefinitely recorded and publicly
visible (the officials will not be able to hide official
payments or records, or manipulate things from the inside
or the outside, which grants process traceability and
transparency [18], [19]). Blockchain enables individuals to
independently check transactions, ensures data and signature
security, enhances price transparency and helps cutting down
red tape. Thus, blockchain enables responsibility and security
in the management of official records [20], [21] and obstructs
corruption, altogether making governmental services more
transparent and efficient [22].

Blockchain-based techniques are viewed as technical
and economic innovations [23]–[25], especially in fields
such as governance, healthcare, science, literature and
arts [26], and have turned into a key factor in solving
the scalability, confidentiality and reliability issues directly
linked to the IoT paradigm [27]–[29]. Blockchain has
a considerable potential of facilitating inter-organisational
verified data sharing, which is also confirmed by a
series of already implemented projects (Public Services
and Procurement Canada, Province of British Columbia,
Indigenous and Northern Affairs Canada, Department of
Health and Human Services, USA [16]). Blockchain may
also be successfully integrated with other digital tech-
nologies in order to grant transparency and auditability
in the evaluation of procurement procedures (Blockchain-
based Proposal Evaluation System proposed by the Repub-
lic of Korea, the blockchain ecosystem implemented in
Mexico [16]).

One of the practical blockchain uses in public procurement
is what is known as a smart contract. A smart contract
possesses an autonomous and automated self-performance
capacity. It involves no intermediary agency, does not depend
on the authorities or third parties [23] and builds on the
consensus of the network users [30] and [31]. Among
other things, smart contracts can be used to automate bid
evaluation, to negotiate contracts or make the payments
attached to them [32].

When used in public procurement, emerging technologies
may represent a strategic instrument for building smart cities,
because they allow municipalities to signal their investment
intentions, to engage in long-term planning and promote
values through sustainability and inclusion criteria [33].
Smarter public procurement approaches should be further
developed and adopted on a large scale [4]. Considering the
main focus of this article, we will further analyse blockchain
and the IoT technologies as well as the consequences of BIoT
on public procurement.

C. BIoT IN PUBLIC PROCUREMENT
At the time of this research, we are not aware of any concrete
achievements regarding the exhaustive implementation of the

FIGURE 1. A BIoT-based conceptual environment in support of
sustainable and smart procurement.

BIoT paradigm throughout the entire public procurement
chain. From a functional perspective, this paper further
explores the main conceptual aspects of the adoption of
BIoT in public procurement. Figure 1 shows the stages
in the process of public procurement as well as sugges-
tions on the use of technologies such as blockchain (B),
smart contract (SC) and the IoT at each of these stages,
as pillars of sustainable and smart procurement. These
emerging technologies may be appropriate to avoid unwanted
situations within the framework of public procurement
procedures, such as, for instance: N1: corruption in the
system by internal manipulation of the documents; N2:
preferential drafting of the awarding specifications N3:
biased evaluation of the bids, either because of incompetence
or corruption; N4: potential favouring of one bidder; N5:
excessive use of resources and environmental pollution;
N6: delays in supply and/or the supply of other products/
services.

The six unwanted situations are among the most frequent
drawbacks that the public procurement process is faced with.
These situations are confirmed through the public complaints
filed by the economic operators interested in the ongoing
procedures (N1, N2), through the complaints lodged by the
participants in the procedure (N3, N4), or through the reports
written by the related contracting authorities charged with
monitoring public procurement (N1-N6).
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Doing away with such unwanted situations will ensure
better quality in the procurement procedures. The IoT, for
instance, may be used to enhance the efficiency of stock
management (through warning sensors when the security
levels of stocks are reached etc.) and eliminate theN1 kind of
situations, blockchain may be implemented to eliminate the
badly-intended bids and so on.

As it emerges from figure 1, blockchain may be used at all
the stages of public procurement. For instance, at the stage
of Performance of the awarding procedure and selection of
the winning bid which is highlighted in figure 1, the working
framework for the use of blockchain, IoT and smart contract
is detailed in the SDL diagram (Specification and Description
Language) shown in figure 2.

Generally speaking, the blockchain generating flow may
be achieved in six steps: step 1 starts when one party demands
a transaction; step 2 consists in the fact that the demanded
transaction is transmitted in a peer-to-peer network (to every
network node); under step 3, once every node receives the
data, the network will validate the transaction (together with
the status of the applicant) according to an algorithm; step
4 consists in the representation of the transactions which
are validated as a block and in adding them to the public
blockchain register; at step 5, the blocks are added to the
existing chain and afterwards the transaction is completed
(step 6) [34]. In regard of the BIoT infrastructure, most of the
research studies suggest their own different implementation
frameworks in different fields of activity: BIoT architecture
including a composite blockchain layer with a middleware
function between the IoT and industrial applications [34],
a service oriented architecture for BIoT [35], BIoT system
operation and BIoT architecture [36], a comparison between
two proposed architectures to incorporate blockchain into IoT
scenarios [37].

The current status analysis must consider both the
papers/reports that introduce the advantages of using
blockchain and the IoT and those which describe the
challenges/risks/issues. According to [1], in the EU at least,
there are rather limited short and medium-term perspectives
of a significant revolution based on data and a blockchain-
activated automation in the governance of public procure-
ment.

Table 1 shows a summary of the necessities and motiva-
tions which supported the setting up of the research objectives
as well as the formulation of the six hypotheses (to be detailed
and verified in the next sections), which also evinces the main
contributions of the proposed model.

III. RESEARCH OBJECTIVES AND HYPOTHESES
This paper is a qualitative study on the impact of BIoT when
used in public procurement. This section is aimed at defining
the hypotheses related to the main benefits and challenges of
adopting BIoT in public procurement. The hypotheses will
be further analysed and validated through a survey conducted
within the ranks of the main stakeholders involved in public
procurement in Romania.

FIGURE 2. SDL diagram of the bid evaluation stage in the public
procurement process.

Similar to other fields, it is not enough to adopt
one technology in the domain of public procurement to
generate well-performing procedures and support a smart
public procurement ecosystem. This is the reason why our
research focuses on the adoption of interoperable emerging
technologies such as blockchain and the IoT as a means to
support the achievement of smart public procurement. When
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TABLE 1. Summary of the necessities/motivations and contributions of the proposed conceptual model.

applied in conjunction, the two technologies may converge in
supporting new platforms, products and/or services.

The research objectives in our study are the following:
O1. The identification of the main benefits and challenges

related to the adoption of blockchain and IoT in public
procurement;

O2. The validation of the proposed theoretical model
based on studies/practices in the field and empirical data
and recommendations on the modernization of the public
procurement system.

The following section details the six proposed hypotheses
addressing the impact of the adoption of BIoT in public
procurement. In developing the hypotheses, we considered
the current status of the research on blockchain and the
IoT technologies as well as of their adoption in the public
procurement activity.
H1: The adoption of BIoT has a positive impact on

carrying out smart public procurement
Many times, hybrid technological solutions may represent

the way ahead to ensuring the efficiency and profitability
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of different economic activities. Consequently, the use of
the BIoT combination in the field of public procurement
may open new operational and commercial opportunities.
For instance, the parties involved may resort to the IoT
to label the goods and connect to a cloud system all the
relevant information included in these labels. The IoT offers
a profitable solution and enables faster decision-making,
which facilitates the main goal of stock management (a
suitable product, in adequate quantities, in a proper location,
at the right time and at affordable prices). Moreover, this
strategy comes with a lower unit cost, a reduction of the
manufacturer’s retail price and of the pending order quanti-
ties. Whenever a shortage occurs, it is communicated to the
other component through the cloud uploaded data [50], [51].
Concurrently, when the IoT is adopted, the transaction may
be independently performed. Whenever the sensors find a
shortage of specific products, they will relay their identity
data to a computer, based on the supply renewal agreements
and the price decisions. Consequently, the necessary quantity
will be automatically calculated and sent over to the supplier
side of the agreement [52]. By introducing special labels, the
IoT system is also able to identify and recognise the changes
of different elements (materials, price, and quality) and select
the adequate suppliers for cooperation at a later time [53]. The
IoT also allows to prioritise different issues that may occur
in this smart system, whereas the smart calculation systems
and the entities at play will adopt an adequate solution and
communicate every aspect that should be changed/adapted
across the network [54].

The adoption of the IoT may facilitate communication and
the exchange of information between the parties. Most of the
performance-related information collected through machine
learning for instance, may be shared with different parties
at play across the procurement management system [55].
Moreover, there are other aspects which may be improved
through the use of the IoT technologies, such as costs,
contracting, launching orders and audit, since the IoT
components may be directly connected to databases and
directly accessed from there [56].

In spite of this potential, there is only limited evidence
regarding the use of the IoT by the public procurers with the
purpose of transforming the specific operations. In respect of
aspects such as automatic forecasting, counting of stocks and
orders, we failed to identify any situation in which the IoT is
used in the context of public procurement [16].

One reason for this status quo reflects one of the major
challenges of the IoT, i.e., security. In answer to that,
blockchain comes to counter the IoT challenges, by building
trust, reducing costs, promoting an accelerated data exchange
and ensuring security [57].

Blockchain technology also makes it possible to reduce the
time needed to cover the public procurement process through
the digital approval of the document flow. Furthermore,
transactions are stored in an indestructible (read-only) format,
which enables public institutions to follow the way funds
are allocated as well as the expenditure patterns. The use of

smart contracts also provides for the automatic performance
of more complex transactions, which cuts down the reporting
and meeting time.

On top of that, blockchain-based smart contracts deliver
other benefits such as the immutability, decentralisation,
transparency, representation, self-execution and verifiability
of the agreements [58]. Additionally, smart contracts vouch-
safe the execution of a contract (the neutrality principle) as
well a more efficient delivery of the digital and/or tangible
services and goods [19]. These aspects may also represent
a massive simplification of the audit process, since they
suppose an automatic follow up and the alert of the parties,
precisely at the right time. Moreover, the blockchain-specific
distributed ledger is a source that informs the audit and
facilitates an audit-response. Intelligent contracts have been
experimented both at the external stage (supplier verification,
selection of the offer) and at the contract management stage
(delivery check) [58].
H2: The adoption of BIoT has a positive impact on

carrying out sustainable public procurement
In regard of increasing sustainability in public procure-

ment, it is necessary to make significant research efforts
in order to investigate more closely the benefits as well as
the drawbacks of the adopted technologies. Reference [59]
makes reference to several papers in support of the fact that,
altogether, the IoT, blockchain and smart contracts generate
more sustainability across the supply chain for each of the
three pillars: economic, environmental and social.

A. ECONOMIC SUSTAINABILITY
In the scenario in which the BIoT is used in the procure-
ment process, each actor possesses RFID (Radio-Frequency
Identification) sensors, an IoT infrastructure and blockchain.
This way, the products are completely followed and certified,
whereas the use of smart contracts may enable the automatic
management of the orders between the client and the supplier.

Blockchain allows for a lower time to delivery, for faster
monitoring of the goods and may help reducing potential
losses due to human error or futile bureaucratic activities.
All these things result in optimising quality by eliminating
dead time, reducing costs and by resource savings [59].
The development of digital technologies for information
and communications has made it possible to create new
organisational and operational processes and methods that
may potentially improve an organisation’s productivity and
competitiveness.

B. ENVIRONMENTAL SUSTAINABILITY
The fast-paced development of the IoT leads to using more
devices and more of the limited resources as well as to higher
energy consumption for all these devices, which may harm
the environment. On the other hand, the use of emerging
technologies allows for: the elimination of useless travel
and the optimisation of container loading plans; the use of
digital documents, which is an improvement in environmen-
tal protection; product features’ screening (origin, quality,
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quantity, owners and time-to-delivery) in order to improve
recyclability and the carbon footprint; the identification of the
carbon emissions for each company, which spotlights aspects
such as pollution and the exhaustion of the energy sources;
defining incentives for the organisations that are more
environmentally friendly; streamlining the transport activity
and reducing greenhouse gas (GHG) emissions; lower waste
volumes [59]. Moreover, the BIoT combination may identify
the necessary resources and their allocation algorithm in
order to deliver on economic competitiveness, on efficient
waste disposal and on reducing energy consumption [60].

C. SOCIAL SUSTAINABILITY
The IoT’s aggressive emergence may cause an impact on
the social pillar, because it restrains human contact and
cuts down those lucrative activities which may be auto-
mated [61]. Furthermore, blockchain automates numerous
working processes and flows, which causes intermediate jobs
to disappear and compound the traditional unemployment.
A solution to such problems supposes a radical change of at
the level of employee skills and obsolete jobs. Consequently,
the companies implementing such systems may establish
semi-permanent relations with partner entities dealing with
professional reskilling and training [59].
H3: The adoption of BIoT has a positive impact on

transparency and trust in public procurement
On the global arena, there are several initiatives regarding

blockchain in public procurement, such as those in Peru,
Mexico, Canada, USA, Chile, Japan [19]. These countries
have made their experience public and advocate the use of
blockchain in public procurement. This approach should be
adjusted to fit different models, in line with the legislation
of the country where they are implemented. We may recall,
however, the common themes and activities which support the
adoption and implementation of an IoT-blockchain combina-
tion in public procurement [32]. Essentially, a BIoT solution
in public procurement supposes that the IoT should allow
the internet-connected devices involved in the procurement
process to send over the data to private blockchain networks
and thus create forgery-resistant records of the shared
transactions. The owners of the blockchain networks are
either the contracting authorities or the economic operators,
as the case may be. The blockchain components enable
business partners to share and access the IoT data, while
there is no need for central control or management. Each
transaction is verifiable, which prevents disputes and builds
trust across the authorisedmembers of the network associated
to the public procurement process [62].

By means of consequence, blockchain-facilitated public
procurement may help achieving a higher number of efficient,
transparent and less dispute-inclined procurement proce-
dures [63]. A report published by IBM in 2017 considered
the involvement of the government in the distributed ledger
technology. The report describes how blockchain technology
can achieve transparency in public procurement and explains

that governmental organisations often fail to attain their own
goals because they lack transparency [41].

Blockchain facilitates the use of the smart contracts, which
results in higher system transparency, improved speed in
payment processing and lower intermediate expenses. Any
record can be checked and safely transferred in a blockchain
network, which results in better public procurement trans-
parency. Blockchain may also be expanded so as to include
the automatic sharing of the performance data administered
by different organisations that manage ongoing contracts with
the same suppliers.

The BIoT technology may provide security to the public
procurement data, facilitate e-procurement and contract
signing [64]. Transactions will be permanently recorded and
kept unaltered in blockchain, a feature that builds trust across
the system. Blockchain also provides an unchangeable audit
trail which makes it possible for the participants to know who
performed which action and when. This blockchain feature
creates transparency and mitigates the risk of losing the data
in the interaction with third party systems [65]. Blockchains
may offer security and anonymity, improve the integrity of the
transaction-associated data and eliminate the need to have a
third party involved [55]. The security feature is ensured by
the distributed nature and the encryption algorithms, all of
which create transparency and trust in the blockchain data for
all the stakeholders [16].
H4: The adoption of BIoT has a positive impact on

reducing corruption and fraud in public procurement
Lack of transparency at the internal stage of assessing

the needs and drafting the contract specifications is one of
the reasons why corruption is high in public procurement.
The specifications can be developed in such a way as
to privilege specific bidders (the so-called dedicated bid
writing) [66]. Other fraudulent practices creep in at the
stages of formalizing the call, planning a contract or selecting
the suppliers. Fraud also commonly occurs in the process
of contract management. We may consequently look at
accepting counterfeit or damaged goods as if they were
legitimate or perfect, or at approving the delivery of products
which depart from those specified in the contract. Fraud may
practically occur at all the stages of the public procurement
process. According to the research in the field and the actual
experiences of a series of countries, BIoT may contribute
to cutting down fraud across the stages of the public
procurement process.

Corruption and fraud in public procurement may be
counteracted by adopting IoT-based systems which are able
to identity counterfeit products. It is possible for such systems
to be put in place either through a blockchain solution or
traditional identifiers. Either way, the basic functionality
includes a unique identifier coupled with traceability along
the movements of the products, in order to offer transport
related data across the value chain. All the suppliers and
producers must adopt a single system, such as a blockchain
platform and use ‘‘smart labels’’ to follow and confirm the
origin and location of each item. By using the IoT instruments
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and the operational research models, metaheuristic networks
or machine learning, we can define the metrics needed
to evaluate the procurement processes and to narrow the
penetration of corruption [67].

In regard of blockchain, the main characteristics address-
ing the reduction of corruption are divided into two
categories: (1) the decentralisation of information and (2)
the transparency of information flow [68]. The decentralised
nature of smart contracts is a potential attribute at play in
mitigating corruption and fraud in procuring [63]. When
blockchain-based smart contracts are used, we can no longer
deal with the monopoly of centralised control throughout the
process [58]. To reduce corruption and fraud, it is essential
to use smart contracts at the stage which potentially involve
forged records or the disclosure of information when it is not
justified.

Additionally, the use of BIoT in public procurement
may result in the elimination of the intermediaries, which,
in turn, reduces the likelihood of bribery and corruption [2].
Attempted fraud in procurement can also be mitigated by
using immutable data, since they allow no intervention.
Since all events are transparent and verifiable by all bidders,
blockchain can also prevent corruption and fraud in the
management of the awarded contracts.

In spite of all its potential benefits, BIoT is far from
being the panacea for the purpose of eliminating corruption
and fraud at all the stages of the public procurement
process. In other words, the levels of corruption and
fraud in procurement cannot be limited with one technical
solution, as long as there are decisions endorsed by dif-
ferent individuals acting outside the electronic procurement
systems [66], [68].
H5: The adoption of BIoT causes challenges related to

technological integration and organisational reengineering
Similar to any other change in paradigm, the adoption

of BIoT in public procurement calls for a cost-benefit
analysis of its use in comparison with other specific
solutions. Such an analysis should consider the already
reviewed potential benefits on the one hand, and a host of
challenges related to the public procurement processes, on the
other. These challenges are divided into two levels: those
specific to technological integration in the context of BIoT
and those related to organisational reengineering from the
perspective of ensuring the operational status of the new
public procurement paradigm.

The contracting authorities in the public sector may be
faced with integration challenges stemming from the use
of the IoT in the procurement processes. Thus, public
employees may show reluctant to using technology, chiefly
because they lack the IoT-specific skills, the organisation
is short of a strategic vision and of leadership and there
pervades a refusal to take the associated risks in procurement.
We can add to all that the main aspects of the procurement
policies within an organisation, the relative incertitude related
to the privacy of actions, data security and technological
interoperability [46]. These integration challenges are first of

all rooted in the universal model of change that the employees
should adopt. This model accompanies an employee that is
‘‘forced to change’’ through the stages of denial, awareness,
internalisation and integration.

A real concern in the field of data protection is the potential
discrepancy between blockchain and the General Data
Protection Regulation (GDPR), hence another challenge.
According to [43], the discrepancy regards two major
aspects: 1 – the absence of a data controller (an entity
that safeguards individual rights according to the legislation
that governs personal data protection in the EU) and
2 – the impossibility to alter/delete the recorded data, which
is specific to blockchain (in contradiction with in the GDPR).

Another challenge is connected to the fact that smart
contracts are typically designed to be unalterable. This
element may give rise to inconsistencies in the alignment
with the legislation that governs the procurement procedures.
An additional obstacle that smart contracts should overcome
stems from the fact that there is hardly any harmonisation
in the regulation of evidence and the interpretation given
by courts is largely dependent on the national judiciary
systems [69]. Consequently, when it comes to public
procurement, one major issue is the extent to which public
contracts can be turned into smart contracts, either partially
or on the whole. We should also ask the question whether
the benefits that smart contracts provide, such as cost savings
and increased efficiency may be turned to good account for
the contracting authorities and the suppliers alike and also for
the citizens, in the long run [69].

Last but not least, the adoption of a new technological
paradigm in the daily business of an organisation neces-
sarily means reengineering that organisation. Organisational
reengineering shall focus on at least three aspects (generated
by the particular architectural profile of an enterprise): (1)
information system reengineering, (2) ICT reengineering
and (3) business reengineering. The BIoT governance will
generate a specific impact on all three aspects, such as on
information redundancy, information/decision-making flows,
the semantics of information etc., as well as on the network
levels, transmission speed, bandwidth, data centre capacity
etc., and on workflows, management paradigm, legislative
adjustment, business intelligence etc.
H6: National and international policies have a positive

effect on the adoption of BIoT in public procurement
The adoption of BIoT in public procurement requires

specific resources and generates new costs, such as the
cost of training the related staff, the borrowing cost, or the
cost related to the time resource. In addition to that, any
technological metamorphosis involves development costs as
well costs related to operational complexity and flexibility.
Moreover, a large amount of additional cost is generated
by the energy consumption required in the operation of
blockchain technology [66]. We can add to that the costs
generated by the operation of the IoT infrastructure and the
transaction costs, which proved higher for the permissionless
blockchains than for centralised solutions [8].
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The BIoT-dedicated national and international regulations
are important drivers of the modernisation of the procurement
system as well as of securing the research and modernisation
funds in this field. The IoT and blockchain are emerging
technologies that are considered in the modernisation of
different fields of activity, both at national level and across
the world. Elsewhere in the world, we can witness large
IoT and/or blockchain implementation initiatives in China,
The United States of America, Japan, India, South Korea,
Canada, the EU as well as in other countries where complex
programmes have been implemented through private-public
partnerships – a potential starting point for other countries as
well. These initiatives are complemented by the experience
of using the IoT and/or blockchain in public procurement,
an additional step in promoting the benefits of these
technologies and towards their increased integration in the
systems of more countries in the world.

As far as Romania, an EU member state, is concerned,
we must also consider the European policies/strategies aimed
at fostering/supporting the implementation of the IoT and
blockchain. Every country will also add its own initiatives
and efforts to these EU strategies. In spite of all this work,
the use of blockchain and of the IoT is still incipient and calls
for advanced research.

On the IoT side, there are several European support
initiatives such as: The European IoT Hub, Alliance for
Internet of Things Innovation, Horizon 2020, which allocate
funds for the IoT-centred research and development, with
projects funded as early as 2017, based on the DEI (Digitising
European Industry) strategy.

From the perspective of the development and implemen-
tation of blockchain technologies, the EU promotes several
initiatives in order to achieve a coordinated approach in
Europe, such as: The European Blockchain Partnership, The
European Blockchain Services Infrastructure, The European
Blockchain Observatory and Forum, The International Asso-
ciation for Trusted Blockchain Applications. Although by
April 2020, only five of the EU27 had a national blockchain
strategy published [70], there are ongoing blockchain use
initiatives in several other member states, among which
Romania. Romania ranks 23 in EU27 [70] in point of number
of small and medium-sized enterprises (SMEs) that make use
of AI and blockchain. In regard of financial support, the EC
is planning to allocate grants for blockchain through several
programmes under the EU multiannual financial framework
for 2021-2027 [70].

Figure 3 introduces a theoretical model based on the six
hypotheses already described. Based on these hypotheses,
together with the ICT and public procurement experts,
we next identified the questions to be included in the survey
aimed at the validation of the hypotheses that we included in
the model.

IV. METHODOLOGY AND DATA SOURCES
This section introduces information about the implemented
instruments, data about the current status in Romania as well

FIGURE 3. Proposed theoretical model and the developed hypotheses.

as the features of the data collected in order to analyse the
BIoT impact.

A. IMPLEMENTED INSTRUMENTS
In order to validate the proposed model, we used the
Partial Least Squares Structural Equation Modelling (PLS-
SEM) and the SmartPLS software. The selection of the
SEM approach relied on the features and the objectives
that distinguish the two SEM methods, i.e., CB-SEM
(Covariance-Based SEM) and PLS-SEM, on the advantages
of the PLS-SEM method [71], [72] as well as on the
particulars of the proposed model (a theoretical framework
to be tested from the predictive perspective, a model of
high complexity due to the high number of constructs and
indicators, a small size sample). Moreover, we looked at the
research dealing with the most appropriate tools and at the
research studies on how to test the hypotheses when a study
is exploratory in nature, the model is complex and the sample
is small.

The model described in figure 3 was analysed in two
different instances: the measuring model, which defines the
relations between the indicators and the latent variables and
the structural model, which comprises the relations estab-
lished between latent variables. By using SEM, we developed
a model with seven latent constructs and 42 indicators that
influence the quality of the observed variables.

B. CURRENT STATUS IN ROMANIA
The electronic public procurement system (SEAP) in Roma-
nia has gradually developed since 2002, not only because
the country had to align to the European public procurement
legislation, but also in response to the different national
challenges/problems [73]. In March 2021, The Authority for
Digitation in Romania (ADR) announced a new functionality
of the SEAP platform – The Dynamic Public Procurement
System (SAD). SAD consists in a completely electronic
system, an open market designed to help public institutions
access a group of economic operators able to perform the
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required activities. The new functionality is already available
on the ADR-managed SEAP platform [74].

In regard of public procurement efficiency and the pace of
procurement in Europe, the EC included in the Single Market
Scoreboard a set of 12 quality-price reporting indicators
for public procurement. Thus, the EC actively developed a
set of functional performance measures and indicators (in
a matrix format) that makes it possible to compare relative
public procurement performance across member states [38].
Romania has reported a series of unsatisfactory results for
the matrix of indicators. The same unfavourable situation
of the Romanian procurement system is also reflected
in the paper [39], which relies on its own system of
indicators.

In regard of environmental protection, in 2006, the EC
already recommended that at least 50% of all public
procurement should be green procurement [40]. To be able
to achieve this desideratum, the Commission recommended
every member state to adopt a GPP National Action Plan.
Although, in 2016, Romania committed to implementing this
plan (Law no. 69 of 2016 on green public procurement),
it is among the last five countries which still have to
adopt the GPP action plan. In 2018, the government
approved a guidebook on green public procurement (Order
no. 1068/1652/2018 of November 4, 2018) which included
the minimum environmental protection standards for certain
products and services. Nevertheless, there is currently no
monitoring andmeasurement system in place for the adoption
of green public procurement in Romania [40].

In order to measure transparency, correctness and integrity
of activities/processes/procedures, we may resort to the Cor-
ruption Perceptions Index (CPI), an indicator that measures
the levels of corruption perceptions in the public sector.
Romania ranks 66 out of the 180 reviewed countries in 2021,
with a score of 45 points (0 meaning highly corrupt and
100 meaning very clean) [42]. The CVM (Cooperation and
Verification Mechanism) reports of the EC are a source that
allows us to see the corruption trends in public procurement.
Starting 2014, the Romanian Government has acted on the
requests and the criticism expressed by the EC and has made
efforts to counter corruption and fraud in public procurement.

In regard of the emerging IoT and blockchain technologies,
they are not used yet in the public procurement system in
Romania. There are, however, a series of related initiatives
in place in Romania such as: there have been launched
IoT-based governmental programmes aimed at increasing
social engagement in e-governance; there has been created
the ECOnsultare.ro platform, the first online consultation
and voting instrument in Romania based on a blockchain
system; the development of advanced digital competencies
for emerging technologies (AI, blockchain, IoT etc.) of ICT
experts; the adoption of the legal framework and secondary
norms for Romania’s digital transformation through policies
such as digital first, cloud first, the support for projects such
as AI, blockchain, RPA, Open Data etc. (through the 2020-
2024 Governmental Programme).

This status quo, in corroboration with the local SEAP
development measures and the initiatives aimed at adopting
the BIoT emerging technologies do represent the necessary
premises for this research, with Romania as a case study
advocating for modernisation and increased efficiency in
public procurement.

C. DATA COLLECTION
The data were collected though a survey mainly addressed
to public institutions (contracting authorities) in Romania
as well as to the economic operators involved in public
procurement contacts. The survey used a Google-web form
and was sent out to 318 potential respondents, entities that
currently operate in public procurement or in related fields
(management, legal, financial-accounting, ICT etc.). The
survey targeted both the public sector (universities, local
administrations, national authorities in the field of public
procurement), as well as the private sector (SEAP-enrolled
economic operators – potential participants in public pro-
curement procedures around the country, non-governmental
organizations (NGOs)).

The authors of this research had a major role to play
in the materialisation of the survey, since, they collectively
possess more than 12 years of experience in the performance
and management of public procurement and more than
20 years of experience in the adoption of ICT in different
fields of activity. Additionally, their participation in public
procurement training programmes and their connections with
experts from complementary fields made it possible to select
the survey participants and obtain an adequate number of
valid answers.

The questions included in the survey took into account
the respondents’ profiles, their level of education, the field
of activity, the domain in which they are currently active,
the length of their experience (seniority) in the field, their
knowledge about blockchain and the IoT and, on top
of that, 42 of the questions addressing the measurement
of latent variables (table 2). We used a 5-point Likert
scale (where 1 is strong disagreement and 5 is strong
agreement) to measure the answers to the items included
in table 2.

V. RESEARCH OUTCOMES AND RECOMMENDATIONS
In regard of outcomes, the research was aimed at the
analysis of the collected data, at checking the validity of
the model and extracting the main conclusions. All of that
was complemented by discussions and the development of
recommendations regarding the modernisation of the public
procurement system.

A. RESPONDENTS’ PROFILES
The survey was conducted in January-February 2022. Upon
its conclusion, we collected 240 forms, i.e., 75.47% of
the total number of questionnaires that we sent out (318).
The analysis only considered 210 of the received forms
(66.04% of the total sent out forms – enough to use the
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TABLE 2. Survey questions used to validate the hypotheses in the model.

PLS-SEM method). The other 30 forms were left out from
our review because they featured respondents that did not
possess enough knowledge on the IoT, blockchain and smart
contracts.

Table 3 sums up the features of the sample under review.
It clearly shows that the respondents are generally people
with a higher education (44.8% hold a master’s degree,
18.1% have a PhD and 27.6% hold a bachelor degree).
Most of the respondents worked in their current field of
activity for more than 7 years (63.8%), which ensures a
more-than-reasonable expertise and generates an important
relevancy of the answers that they provided. This element
becomes highly significant since 64.7% of the respondents

currently work in procurement and ICT – two of the critical
domains for the adoption of emerging technologies in public
procurement.

Last but not least, it is noteworthy the number of
respondents who at least tried their hand at the specific terms
of emerging technology in public procurement. Thus, 48.6%
out of the total number of respondents are familiar with the
terms but they never used them in their projects, whereas
26.5% already have some experience with these technologies
and their benefits.

In conclusion, from the perspective of their level of
education, experience in the current field of activity and
familiarity with the emerging technologies as well as their
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FIGURE 4. The respondents’ perception on corruption and fraud (%).

TABLE 3. Characteristics of the study sample (N=210).

benefits, the respondents were able to provide answers related
to the BIoT impact on public procurement.

B. ANALYSIS OF THE COLLECTED DATA
An elementary analysis of the collected data reveals sev-
eral interesting characteristics related to how familiar the
respondents are to ICT in general and emerging technologies
in particular. Thus, the age-based analysis evinces a fairly
uniform distribution of at least an average knowledge about
IoT, blockchain and smart contracts. The current field of work
of the respondents is, prevailingly, the ICT field, with most
of the female respondents originating from the public sector
(70%), while the private sector is represented by 61.82% of
the male respondents.

The values of the collected data make us notice that in
most of the cases the respondents embrace a favourable
position to the situations introduced in the body of the
questions about the benefits and the challenges of BIoT in
public procurement. This is something that also emerges
from the graphical representations of the data on the most
obvious challenges in the field: corruption and fraud (figure
4), transparency and trust (figure 5) as well as sustainability
(figure 6).

From the perspective of the data provided by the survey
respondents, this research is evidential for supporting and rec-
ommending the adoption of BIoT as emerging technologies
in public procurement (figure 7).

C. OUTER MODEL ASSESSMENT
The first step in PLS-SEM analysis is to assess the outer
model (measurement model). This evaluation supposes to
examine the reliability of the indicators, the reliability
of internal consistency, the convergence validity and the
discriminant validity [75]. Table 4 shows the results obtained
after the execution of the PLS algorithm.
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FIGURE 5. The respondents’ perception on transparency and trust (%).

FIGURE 6. The respondents’ perception on sustainability.

1) RELIABILITY OF THE INDICATORS
The reliability of the indicators is checked by investigating
the ‘‘outer loadings’’ values, ranging 0-1 [76]. These values

show the absolute contribution of each observable element to
defining the construct (latent variable). Generally speaking,
we expect higher values than 0.6 in exploratory research [77]
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FIGURE 7. Multi-contextual perception on the adoption of emerging technologies (%).

or values of 0.7 for research studies that are based on
established measures [75], [78]. The results comprised in
table 4 show that all the outer loadings values are accepted
(≥6) and that they ensure the reliability of the indicators.

2) RELIABILITY OF INTERNAL CONSISTENCY
The variant most frequently used for internal consistency
is Cronbach’s Alpha and composite reliability (CR). Cron-
bach’s Alpha general values for the reliability and validity
of a latent variable are the following: 0.60 inaccept-
able; 0.60–0.70 minimally acceptable; 0.70–0.80 acceptable;
0.80–0.90 very good [78]. CR checks whether a construct is
measured through its indicators. The acceptable CR values
are at least 0.7 [77], [78]. Values of 0.95 and higher are
problematic [75]. Following the check of the Cronbach’s
Alpha values, we found that the value associated with the
BIoT construct is 0.719, which is acceptable, whereas the
remaining values range 0.8-0.9 – very good. Together with
the CR values of 0.82-0.92 showed in the table that means
that internal consistency is indeed ensured.

3) CONVERGENCE VALIDITY
Convergence validity represents the extent to which a con-
struct converges to explaining the variance of its items [75].
Convergence validity emerges from the AVE values. It is
typically required for AVE to be at least higher than 0.5 [77].
The results show that the actual values are above those
recommended, which verifies convergence validity.

4) DISCRIMINANT VALIDITY
Discriminant validity represents the measure to which an
empirical construct is distinct from other constructs in
the structural model [75]. One way to check discrimi-
nant validity (correlations between the measure of inter-
est and the measure of other constructs) is to use the
Fornell Larcker criterion. Latent variables are considered
to fulfil the criterion if the square root of AVE (the
element on the main diagonal) is higher than all the
values found on the row and the column [78]. Table 5
shows that discriminant validity is fulfilled under this
criterion.

More recent papers show that the Fornell Larcker criterion
does not work well, especially when the loadings of
the construct indicators only differ by little (e.g., all the
loadings of the indicators range 0.65-0.85) [79]. Another
suggested variant is the Heterotrait-Monotrait Ratio (HTMT).
In this case, the recommended threshold values range from
0.85 – a conservative reference point to a more liberal limit
value of 0.90. A HTMT value higher than 0.85 suggests that
discriminant validity is not present [79]. Table 6 shows that
discriminant validity is achieved through the model, since all
the values are lower than 0.85.

The model obtained after the execution of the PLS
algorithm is presented in figure 8. The figure shows the
values of the determination coefficients (R2) for the latent
variables (in the circle), the path coefficients and the outer
loadings.
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TABLE 4. Summary of the results in the reflexive model.

TABLE 5. Fornell-larcker criterion.

D. INNER MODEL ASSESSMENT
The second stage supposes the assessment of the inner
model. The stage consists of the analysis of the collinearity
issue (Variance Inflation Factor - VIF), Outer Weight (P-
Value), of the determination coefficients (R2), of the size
and significance of the path coefficients, of the size of the

TABLE 6. Heterotrait-monotrait ratio (HTMT).

effect (f2) and of predictive relevance (Q2) [78]. We further
executed the Bootstrapping algorithm to assess the statistical
significance of the loadings and of the path coefficients [72].
Table 7 shows the values of different variables that indicate
the summary data for testing the hypotheses in the model.
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FIGURE 8. Outer model assessment.

1) COLLINEARITY ASSESSMENT
Before assessing the structural relations, we must also
check the collinearity (the degree of correlation between
the constructs). To assess collinearity, we typically use VIF
values. Ideally, VIF values should be lower or close to 3,
otherwise they generate collinearity issues [75]. After the
execution of the algorithm, we found that the VIF values are
lower than 3 and that there are no multicollinearity issues.

2) SIGNIFICANT OUTER WEIGHT
When P is lower than 0.05, then the relation between variables
is significant, whereas when P-value is at least 0.05, the
relation between the variables is non-significant [78]. Table 7
shows that all P-values are equal to zero, therefore the
relationships between constructs are significant.

3) DETERMINATION COEFFICIENTS
A determination coefficient is used to measure the accuracy
of the estimate. R2 values of 0.75, 0.50 and 0.25 are
typically considered substantial, moderate and weak,

respectively [75], and are correlated with different disci-
plines. On the other hand, [80] suggests that for the branch of
social and behavioural sciences, for instance, a determination
coefficient R2

≥ 0.26 is considered to have a strong effect.
Nevertheless, based on recent theoretical considerations
of [75], figure 8 captures the fact that the hypotheses on
the BIoT impact on SPP (R2

= 0,408), TT (R2
= 0,350),

CF (R2
= 0,313) are statistically significant with effects that

are considered moderate. On the other hand, the hypotheses
on the BIoT impact on Smt (R2

= 0,226) and TIOR
(R2
= 0,222) are suggestive of weaker effects. In regards

of the impact of NIP on BIoT (R2
= 0,329), it is statistically

significant with moderate effects.

4) STRUCTURAL MODEL PATH COEFFICIENTS
By using a significance level of 0.05, a path coefficient is
significant if T statistics is higher than 1.96 [81]. In regard
of the path coefficients (O in table 7), the higher the absolute
value is, the stronger becomes the predictive relation between
the latent variables [72]. BIoT adoption has the highest
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TABLE 7. Summary of testing the hypotheses in the model (subsamples 5000, significance level 0,05).

TABLE 8. Construct crossvalidated redundancy.

effect (O=0.639) on the achievement of sustainable public
procurement and the lowest effect on the challenges related
to technological integration and organisational reengineering
(O = 0.471). As it is shown in table 7, all T statistics are
higher than 5, therefore we may conclude that the loadings of
the outer model are significant.

5) SIZE OF THE EFFECT
When we assess the size of the effect, if f2 is at least 0.35,
0.15 and, respectively, 0.02, then the effects indicated are
high, average and low [82]. The conclusions emerging from
table 7 are that there is a strong relation between BIoT and
CF, SPP, TT, NIP (high effect), whereas the effect of the BIoT
adoption on Smt and TIOR is average.

6) PREDICTIVE RELEVANCE
Q2 coefficients may be calculated by using the Blindfolding
method. According to [78], 0.02 is considered a value of low
predictive relevance, 0.15 shows a moderate predictive rele-
vance and 0.35 indicates a high predictive value. According
to the values shown in table 8, we may say that for BIoT,
CF, SPP, TT, predictive relevance is moderate, and that for
Smt, TIOR, the predictive relevance of the model is lower
compared to the latent variables.

In conclusion, by taking into account the analyses and
the interpretation of the statistical results presented above,
we find that the hypotheses that we proposed in the model
are grounded.

E. DISCUSSIONS AND RECOMMENDATIONS
This study examines the impact of BIoT emerging technolo-
gies on public procurement. The transformation of the entire
public procurement mechanism in a smart system, one of
holonic nature and built on BIoT, is a critical step in moving
to the stage of Industry 4.0. This aspect lends significance to
the smart dimension in governance/administration, transport,
healthcare, education, city life, life and the standard of living
in general. Suffice is for this metamorphosis to occur once,
within a national system, for its fractal propagation never to
be stopped.

Although there is a small number of studies regarding
the IoT use in public procurement, it is noteworthy that its
increasing presence in other fields of activity creates the
premises of analysing and adopting this technology in order
to modernise the public procurement system. The adoption
of BIoT has turned into one of the active fields of research
aimed at overcoming the challenges regarding the storage
capacity, scalability, as well as the security and confidentiality
of the data within the information systems [83]. The
positive experiences with the use of BIoT (including in
the sphere of Logistics and Supply Chain Management)
create the premises of equally expanding the use of the
BIoT to the field of public procurement. On the other hand,
we should consider not only the benefits offered by BIoT,
but also the challenges/risks which are associated with these
technologies, also highlighted in other studies, [84]–[86],
as well as the costs of such solutions.

The analysis of the data collected in the survey con-
ducted in Romania indicate the possibility of a significant
link between BIoT and corruption/fraud, sustainability,
transparency and trust, national and international public
procurement policies and an openness to the modernisation
of this system. The effect of the adoption of BIoT on
carrying out smart procurement may reach an average level,
as other technologies are likely to be necessary. Similarly, the
impact of BIoT on the challenges related to integration and
reengineering is not seen as a highly significant effect, one
that should influence the modernising option in the public
procurement system.
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TABLE 9. Actions and recommendations in order to benefit from BIoT advantages.

Table 9 describes the changes that may represent as many
elements that can ease the way to this transformation, aimed
at adopting the BIoT as a support element for the achievement
of a smart public procurement system.

VI. CONCLUSION, LIMITATIONS AND RESEARCH
DIRECTIONS
Public procurement is a field of multiple challenges, one
that shows increasingly more interest in research and
development. Concurrently, the emerging technologies come
with countless benefits as well as challenges, both requiring
to be understood, analysed and applied in an adequate
manner. The analysis of the model as well as the current
research status indicate that BIoT adoption has a positive
impact on the achievement of sustainable public procurement
processes (H2 – the highest effect), on transparency and the
trust in public procurement (H3), on reducing corruption
and fraud in public procurement (H4). The adoption of
BIoT is also a positive factor for the achievement of smart
public procurement (H1) and generates challenges related
to technological integration and organisational reengineering
(H5 – the lowest effect), but such influences have a rather
attenuated influence. In regard of national and international
policies, they have a positive effect on BIoT adoption in
public procurement (H6). The hypotheses proposed in the
model are validated through reference to the literature as well
as the PLS-SEM analysis that we carried out on the survey
conducted with the main public procurement stakeholders in
Romania. The resulting analysis showed that the effect of the
impact is generally significant and might lead to beneficial
changes in the field of public procurement.

The research study is the more so significant for
Romania since the pool of the respondents included the
main actors on the national public procurement stage –
authorities that regulate and monitor the specific policies,
important economic operators, representative contracting
authorities, non-governmental organisations. The adoption

and the implementation of emerging technologies in the
specific mechanisms of public procurement call not only
for the usual funding, but also for complementary actions,
such as changing the legislation, (re)skilling the human
resources, reengineering the business processes, rethinking
the role of organisational culture, redefining the information
architecture of the organisations etc. Similar to any other
change process, it is all about a sum of actions that must
be carried out convergently in order to attain a well-defined
modernisation and development objective of a smart public
procurement system.

The study represents both a national and international
contribution with respect to the potential impact that the use
of blockchain and IoT technologies may exert on addressing
a series of current challenges/problems in the field of public
procurement. At the same time, the research results may
represent a valuable input for the approach of modernisation
in other fields of activity.

On the other hand, moving to a superior technological level
in a such a sensitive field of activity as public procurement
may spotlight a series of vulnerabilities. Therefore, it is
necessary to address with a lot of attention aspects such as
data security, integrity, confidentiality and non-repudiation,
as well as securing the quality of technological implementa-
tions and the compliance with the specific standards. To that
end, one aspect worthwhile considering and analysing may
focus on the environmental side of ensuring the specific
back-up and recovery procedures in case of disaster, an
element that, together with blockchain technology, requires
large volumes of resources (data storage space – data
centres, electrical power – conventional and, especially, non-
conventional energy sources).

The research that we conducted is not exhaustive as it
was limited only to the analysis of the impact of the two
technologies on public procurement. Future research studies
will also consider other technologies (e.g., artificial intel-
ligence, robotic process automation, cloud/fog computing),
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as well as other economic, social, environmental and legal
aspects that will be subject to review in order to improve the
current system. We will also take into account conducting
interviews with more of the stakeholders acting in the
field of legislative/technical changes in order to identify
other modernisation challenges and opportunities. Moreover,
we will consider the possibility of using other specific
instruments to analyse the research models. In addition
to the research directions previously enumerated, it is
worthwhile considering some practical examples in which
the implementation of the emerging technologies may help
developing the field of public procurement, as well as a
tentative architecture that would combine the benefits that the
spectrum of the reviewed emerging technologies has to offer
in order to shift to a smart public procurement system.
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