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ABSTRACT Cyberwarfare can occur at any moment, anywhere on the planet, and it happens more often
than we realize. The new form of warfare is wreaking havoc on not only the military but also on every
aspect of our daily lives. Since cybersecurity has only recently established itself as a critical element of the
military, the military community relies heavily on the private sector to ensure cyber mission assurance. Given
the military’s secrecy, such reliance may increase the danger of mission degradation or failure. To address
this issue, the military has attempted to build a dedicated cybersecurity training system for the purpose
of internalizing cybersecurity training. However, existing cybersecurity training systems frequently lack
comprehensive support for effective and efficient cybersecurity training. In this study, we propose ICSTASY,
a scenario-based, interactive, and immersive cybersecurity training platform that supports a variety of
training features holistically. The primary requirements and design principles required to overcome the
challenges inherent in developing a cyber training system were offered based on a review of prior work.
Through the demonstration of our prototype, we have proven the feasibility of efficient and truly realistic
cyber training, not only for the military environment but also for the private sector.

INDEX TERMS Cybersecurity training, cybersecurity training system, cyber trainer, prototype
demonstration.

I. INTRODUCTION
Cybersecurity is indispensable to the attainment of success
in military operations nowadays. According to the results
of a recent survey of military professionals, over the next
five years, cyber attacks will be the greatest concern for the
national security enterprise [1]. One of the biggest challenges
lying ahead of us is a dearth of the forces capable of repelling
enemy attacks. There are highly trained, intellectual crimi-
nals behind cyber attacks whereas defense’s human resource
pool is limited and heavily relies on automated devices for
the majority of their defensive activities. Due to these con-
straints, the defensive operations in cyberwarfare can barely
protect critical assets, and other actions such as backtrack-
ing and identifying threat actors are practically impossible.
Many organizations including the military have attempted
to address this issue by introducing a cybersecurity training
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program that is specifically tailored to train and educate their
defense forces.

Cybersecurity training is a critical prerequisite to the
military being fully cyberized. The military has attempted
to build its own specialized cybersecurity training sys-
tem, or the cyber range. SIMTEX (Simulator Training
Exercise Network) [2] is one of the earliest examples of
military-developed cybersecurity training systems. SIMTEX
was designed initially for the US Air Force’s training pur-
poses and later selected as the operational platform for
US military-hosted cybersecurity exercises such as Black
Daemon and Cyber Flag. SIMTEX offered virtualized hosts
to simulate the information assets targeted by cyber attacks
and a VPN tunnel to isolate attack flow across remote sites
for the exercises.

CAAJED (Cyber And Air Joint Effects Demonstration) [3]
is another USAF effort that combines a commercial wargame
simulator called MAP (Modern Air Power) and a cyber
simulation model called SECOT (Simulated Enterprise for
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FIGURE 1. Operational concept and procedure of ICSTASY.

Cyber Operations Training). CAAJED was utilized in Cyber
Defense Exercise 2007 (CDX 2007), a cyber exercise based
on capture-the-flag tactics. During the exercise, red team
members conduct simulated cyber attacks, and once the
attacks are successful, SECOT calculates the cyber attack’s
impact on mission performance in the kinetic world.

SAST (Security Assessment Simulation Toolkit) [4] was
developed by Pacific Northwest National Laboratory to pro-
vide high-level, specialized training to USAF CNO person-
nel. SAST provides an isolated network that simulates a large
network under cyber attack. Additionally, SAST comprises
MUTT, a Multi-User Training Tool that generates millions
of simulated users to simulate realistic background traffic,
and CAT, a Coordinated Attack Tool that incorporates cyber
attacks into simulations.

StealthNet [5] is a US Army-funded LVC (Live-Virtual-
Constructive) platform for cyber-related testing, evaluation,
and training on the Army’s tactical networks. StealthNet
contains emulation models of cyber attacks such as jamming,
DDoS, and worm propagation to determine the impact of
cyber threats on tactical networks. StealthNet, in particular,
provides simulation models for wireless tactical networks,
enabling LVC co-simulation for cybersecurity training in
tactical networks.

However, military-developed cybersecurity training pro-
grams are constrained in two ways: To begin, they were
created for large-scale, short-term exercises such as capture-
the-flag drills or cyber wargames. While these events may be
beneficial for strengthening capabilities for existing cyberse-
curity responsibilities, they are detrimental in developing the
highly qualified individuals required in the long run. Second,
they frequently lack the capabilities necessary for training or

are overly focused on tactical applications. These restrictive,
overly-specific cybersecurity training systems have ham-
pered the development of a realistic and effective cyberse-
curity training process.

Meanwhile, in the private sector, many research efforts
have been conducted in recent days to build more comprehen-
sive training systems that would address more fundamental,
long-term cybersecurity training demands. These modern
cybersecurity training systems include graphical user inter-
faces for configuring the training environment, autonomous
red/blue team agents, and automated scoring. However,
private-developed cybersecurity trainers have limitations in
that such features are not fully integrated, limiting the ability
to provide comprehensive, practical cybersecurity training.
To overcome these shortcomings, we present a novel cyber-
security training platform, ICSTASY, in this work. ICSTASY
provides holistic support for a variety of training capabilities.

To ascertain prerequisites and capability gaps and to
develop a blueprint concept for a fully integrated cyberse-
curity training system, we begin by formulating the desired
training system’s operational concept. ICSTASY’s opera-
tional concept and procedure are depicted in Fig. 1. To begin,
the initial (preparation) phase defines all of the preliminary
information for cybersecurity training, such as a team plan,
network map configuration, and agent actions. The following
step (implementation) manages a training session, via which
trainees interact with the system and associated tasks such
as user/agent behavior monitoring and progress/situation
visualization. The last (evaluation & AAR) phase of the
system facilitates the instructor’s assessment and After-
Action-Review (AAR) activities by consolidating training
logs into trainees’ scores and providing reports and replays
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of completed sessions. The considerations identified with the
operational concept are condensed to the ICSTASY design
requirements, which we will use to demonstrate that our
prototype is developed in accordance with our initial goals
and conceptions throughout the development process. The
contribution of our study is as follows:

• The operating concept and procedure were suggested to
develop a fully integrated cybersecurity training plat-
form for the military environment that requires more
discreet but realistic and comprehensive cybersecurity
training.

• We defined requirements and specifications and pre-
sented a system architecture that enables the implemen-
tation of the operating concept and procedure.

• Finally, we built a prototype of the desired platform,
ICSTASY, and demonstrated its capabilities of accom-
modating the numerous features necessary to deliver
effective and realistic cyber training dedicated to (but not
limited to) the military.

The rest of this paper is arranged as follows: Section II
introduces related studies. Section III provides the design
concepts and requirements for ICSTASY, and Section IV
elaborates on the overall architecture and system design of
ICSTASY by expending on the previously stated design
principles and requirements. Section V illustrates the devel-
opment process through several, detailed screenshots of
ICSTASY and compares our cybersecurity training system to
others. The concluding section recaps and summarizes this
paper.

II. RELATED WORK
As with the military, there is little completed research on
integrated cybersecurity training systems in the private sector,
including academia; nonetheless, there is some notable work
on each technological part of cybersecurity training systems.
This section will highlight some of the essential work pro-
posed in the private sector.

CyRIS [6] is a cyber range instantiation system developed
by JAIST in which KVM-based virtual hosts are set up and
created automatically following a script-based scenario file.
Additionally, the scenario script specifies the types of emu-
lated attacks to be executed and the target nodes. Their latest
cybersecurity training system, CyTrOne [7], includes these
technologies.

Nautilus [8] devised its own script language called
SDL (Scenario Description Language) for automating the
deployment and configuration of a virtualization-based
cybersecurity training environment. As with CyRIS, SDL
specifies virtual hosts and network configurations for a train-
ing environment, but instead of emulated attacks, it defines
vulnerabilities embedded in hosts. A CVE (Common Vulner-
ability Enumerator) code [9] identifies each vulnerability and,
based on a predetermined script, automatically plants it upon
the instantiation of the vulnerable host.

ASL (Attack Specification Language) [10] provides an
integrated representation of cyber threat scenarios for cyber-
security trainers. Considering the dynamic nature of the cyber
threat scenarios, ASL is built with the innate feature to deduce
the most advantageous attack technique given the conditions
using machine learning based inference. Taking a step for-
ward, GHOSTS [11] introduced the concept of a Non Player
Character (NPC) into cyber training systems, which aims to
emulate the hostile behaviors of an enemy and the benign
activities of regular users.

CybOrg [12] is a cyber gym platform dedicated to the
training of autonomous agents. The platform is built on a
commercial cloud platform, AWS, and intends to provide
a repeating training environment for autonomous agents to
practice cyber attack and defense techniques using reinforce-
ment learning. Each repeat uses a YAML-based script to
duplicate and diversify the episodes given to the agents.
Agents trained in this manner get deployed as red and blue
team agents that face off against trainees.

However, the linked work discussed above concentrated
on specific technological aspects rather than proposing a
comprehensive platform. The Swedish research agency FOI
launched CRATE (Cyber Range and Training Environment),
a pioneering cybersecurity training platform [13], [14].
In contrast to the other previous effort, CRATE’s objective
was to create an integrated cybersecurity training platform by
combining the fragmented technology elements. For exam-
ple, CRATE’sNodeAgent andCoreAPI services facilitate the
configuration and deployment of virtualized hosts and net-
works. Its CRATE Exercise Control (CEC) platform enables
situational monitoring and evaluation of cybersecurity train-
ing [15]. Additionally, SVED (Scanning, Vulnerabilities,
Exploits, and Detection) identifies vulnerabilities in a train-
ing environment and assists automated red-team agents with
attack planning. [16]. Although a significant portion of the
features rely on commercial off-the-shelf software such as
OpenVAS [17], snort [18], or TCPdump and thus provide
only partial, limited capabilities, CRATE retains meaning as
the initial attempt to integrate the technology elements of a
cybersecurity training system.

KYPO [19] is another notable study that takes into account
the exhaustive design principles of a cybersecurity training
system. KYPO acknowledges the importance of real-time
monitoring and evaluation (so-called post-mortem analysis)
by suggesting a highly fine-grained log production and col-
lection architecture.

III. DESIGN CONCEPTS AND REQUIREMENTS
A detailed assessment of existing cyber trainers showed that
most of their systems could not handle the inclusion of addi-
tional elements needed for full-fledged cybersecurity train-
ing. Our novel training system addresses these limitations
by being developed according to the standard V model, i.e.,
based on identified capability gaps. We first developed a set
of principles and requirements to consider when designing
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a novel cybersecurity training system. The system design,
implementation, and evaluation follow in due order.

A. EDITABLE AND REUSABLE SCENARIO
WITH TEMPLATES
A scenario is a critical component of any cybersecurity train-
ing system. A training session is essentially a reproduction
of a training scenario, and a robust cyber training system
is one with rich scenarios. However, many cyber trainers
supply scenarios as a bundled package which usually does
not allow instructors to change the scenarios. This precludes
the trainer from diversifying training scenarios and providing
variance within a single training session. As a result, a novel
cyber training system must enable an editable and reusable
scenario. To ensure that this design principle is adhered to,
we propose the following requirements.

1) A scenario should contain all of the elements necessary
to conduct a training session, such as host and network
configuration, agent behavior schedule, expected user
events, and other relevant information.

2) A scenario should be exportable and re-importable as
an editable script or markup language.

3) A scenario should have a layered structure with numer-
ous layers, enabling the training system and scenario
editor to access and locate required data.

B. AUTONOMOUS OPPONENT FOR
TRAINEE INTERACTION
In a typical cyber training system, interactive experiences are
confined to engagement with a human opponent or to unidi-
rectional activities outlined in a script file [20]. This prevents
trainees from encountering a variety of situations that can
arise in cyberspace. More intelligent agents capable of inter-
acting with learners in a training environment is necessary
to offer as many situations as possible. Additionally, trainees
can benefit from a variety of cybersecurity experiences if an
autonomous blue team and an autonomous red team are avail-
able, which is the only form of team permitted in the majority
of conventional cyber trainers. In summary, we propose the
following requirements for this design principle.

1) Autonomous agents capable of varying their behavior
in response to changing variables in the training envi-
ronment should be provided.

2) A user should be able to plan and edit the essential
actions of agents throughout the scenario authoring
process.

3) Agents from either the red or blue teams should be able
to be chosen for an autonomous opponent team.

C. FULL VISIBILITY INTO TRAINING SESSIONS
Because comprehensive situation awareness in cyberspace
has been one of the most significant issues in the cybersecu-
rity area, a question-and-answer-based test for trainees was
an indirect method used to provide visibility into the train-
ing environment. We can promote productive interactions

between a trainee and their instructor if we can automatically
recognize and notify the instructor about the trainees’ behav-
ior. This enables an instructor to adjust their teachingmethods
while keeping a close eye on the trainee’s progress. The fol-
lowing requirements would provide complete visibility into
training sessions.

1) The training system should recognize and collect all
potential events associated with trainee activity into
raw logs, which are the system’s most granular logs.

2) The expected training event for a training session
should be definable during the scenario creation phase
using the logical operations of the raw log events.

3) The training system should notify the instructor imme-
diately upon detecting expected training events, using
a visually effective method such as a dashboard and/or
a Common Operational Picture (COP) for the cyber
training environment.

D. AUTOMATED EVALUATION AND
AFTER-ACTION-REVIEW
As indicated previously, a question-and-answer-based test
has typically been the primary approach for enabling visibil-
ity into the training environment. For instance, if a trainee
responds with a string only obtained through successive priv-
ilege escalation, it implies the trainee successfully executed
the privilege escalation. The evaluation process is identical in
the majority of conventional cyber trainers. However, if we
can automatically detect and analyze trainees’ behaviors,
we will be able to evaluate trainee behavior as well. The
following requirements are needed to substantiate our cyber
training system’s automatic evaluation and AAR features.

1) The trainee behavior events that occur during a training
session should be recorded in a database to be utilized
post-session by the evaluation and AAR features.

2) The training system should provide an interface via
which an instructor can assign scores to observed
behaviors ahead of time so that the score is automati-
cally attributed when the trainee exhibits that expected
behavior.

3) When the system detects important behaviors, the main
screens, such as the dashboard/COP screen and the
trainee’s screens, should be captured as screencasts for
the AAR phase debriefing.

IV. OVERALL ARCHITECTURE AND SYSTEM DESIGN
This section presents the proposed training system’s overall
architecture and system design based on the principles and
requirements described in the preceding section. We begin
by proposing the system’s overall architecture, followed
by a description of the system’s design in three primary
components.

A. OVERALL ARCHITECTURE
To begin, we determine the operational procedures for our
training system to create a design for the overall architecture.
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FIGURE 2. System architecture and modules of the ICSTASY prototype.

When considering the cybersecurity training system’s use
cases, the key user is the instructor. They create the sce-
nario required for a training session, conduct the session, and
lead and evaluate trainees. These tasks may be accomplished
collaboratively by members of several teams, such as white,
yellow, and green. Unless otherwise specified, we refer to a
user who can participate in any of these teams as an instruc-
tor. As briefly mentioned above, the ICSTASY operational
procedure has three phases, mainly from the instructor’s
perspective:

1) The preparation phase: contains activities such as
scenario creation, network map/virtual machine con-
figuration, agent behavior design, and training session
management.

2) The implementation phase: includes initiating, man-
aging, and terminating a training session. Automated
agents, live monitoring, and coaching activities are
performed throughout the session.

3) The evaluation and AAR phase: the final stage of train-
ing, during which an instructor can assess trainees’
progress and advise them based on the information
acquired throughout the assessment.

Given the operational procedure stated above, ICSTASY has
three modules that correspond to the three phases: the prepa-
ration, implementation, and evaluation & AAR modules.
As shown in Fig. 2, each module performs the functionality
necessary for each operational phase.

B. MODULE-WISE FEATURES AND SYSTEM DESIGN
This section details the features and specifications of each
module focused on meeting the aforementioned significant
requirements.1

1The requirements are referred to by their section and item numbers, for
example, III-A-1 refers to the first requirement in Section III.A.

FIGURE 3. Layered structure of the ICSTASY training scenario.

1) PREPARATION MODULE: SCENARIO
AUTHORING/MANAGEMENT
First of all, we divided the scenario authoring process into
multiple steps to accommodate the multi-layered structure
of a training scenario (Requirements III-A-1 and III-A-3):
1) Defining general training concepts and organizing teams
2) Configuring network map/virtual hosts; 3) Scheduling
the actions of agents and listing expected events. Each step
intends to aid instructor teams in their preliminary work. For
instance, in the second step, ICSTASY provides a drag-and-
drop UI that enables the instructor to easily and efficiently
build virtualized infrastructure, which is distinct green team
work. In this manner, based on the objectives of training, the
instructor can readily deploy security appliances: from virtu-
alizable IDS/IPS/firewalls like pfSense, snort, Suricata, and
Bro to any hardware-type appliances supporting IP networks
such as firewalls, IDS/IPSes, and the anti-DDoS and anti-
spam devices. The third permits instructors to more easily
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FIGURE 4. Structure and data flow of the ICSTASY log collection.

monitor and evaluate trainees’ actions and performance,
which may be related to the work of a yellow or white team.

Tomeet the scenario’s requirements (Requirements III-A-2,
III-C-2, and III-D-2), we designed a scenario as an editable
XML file containing gathered data from each step in each
layer. A proficient instructor may quickly locate and edit
specific sections of a scenario file, resulting in a more
sophisticated scenario than one prepared via the GUI. Fig. 3
illustrates a scenario file reflecting the layered structure
of the ICSTASY training scenario. Scenarios are saved as
templates in each layer, enabling scenario reuse and editing
on a template-by-template basis.

We added a sessionmanagement step before the implemen-
tation phase, in addition to the scenario authoring activity.
An instructor must complete this step by creating a session
where a selected scenario will be loaded. This enables us
to build several sessions from a single scenario and easily
manage temporal data such as trainee logs.

2) PREPARATION MODULE: AGENT ACTION PLANNING
The agent action planning feature is one of the most promi-
nent features of the preparation module. The agents’ actions
are produced and structured automatically by specifying a
few parameters, such as the starting and ending points of
attack (Requirement III-B-2). Each activity of a red team
agent is associated with a Technique Instance (TI), which is
defined as an instantiated technique in MITRE’s ATT&CK
framework [21]. Each TI has pre-and-post conditions that
allow us to simulate the attack path before training and
pre-determine the agent’s availability. Our prior work [22]
and [23] have the particular automation strategies upon
which our red team and blue team agents were built, respec-
tively. Thus, an instructor can assign agents alternative
roles and courses of action according to the training objec-
tive, giving a high level of diversity and flexibility for an
advanced cyber training experience (Requirements III-B-1
and III-B-3). It eliminates the need for a costly white/green
team and allows for the potential of a one-person white team,

whereas many existing cyber trainers rely on pre-determined,
immutable agent activities. Appendix contains the complete
list of TIs included in ICSTASY.

In addition to the autonomous agents, we enabled
ICSTASY to imitate background and network traffic using
pre-stored pcap files [24]. The preparation phase allows for
the configuration of source-and-destination pairs for traffic
creation. The source and destination can be hosts in a simula-
tion or a real-world environment and in [25], indicating that
our training system is LVC interoperation ready.

3) IMPLEMENTATION MODULE
The implementation module includes a variety of features for
managing live training sessions. The implementation mod-
ule’s primary feature is session management, which enables
an instructor to control the flow of a training session via an
initiation/pause/termination interface. A notable feature of
ICSTASY is the ability to pause a session, which is rarely
available in other cyber trainers. This capability suspends
all system activities, including the log collection for the
session and all associated virtual machines. We integrated
VMware vShpere API [26] and IBM PowerVC API [27] into
ICSTASY connecting the session management feature to the
backend that manages all the virtual machines.

Another critical feature included in the implementation
module is the ability to visualize training sessions. The
visualization function provides a visual representation of
the session statuses and enables event-driven monitoring
of learner behavior. The implementation module utilizes
Logstash [28] to capture all data associated with a train-
ing session, accumulating it in the monitoring database
(Requirements III-C-1 and III-D-1). Elasticsearch is used to
retrieve and analyze the stored logs [29].

The key concept behind the visualization feature is a
behavior event, which is pre-defined metadata during the
preparation process. It provides expected user/agent behav-
iors during a training session to meet the objectives. In this
manner, we may focus our search on a subset of the massive
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FIGURE 5. Demonstrative screenshots of the preparation phase.

amount of logs. On the other side, we ensured that we
collected as many fine-grained logs as possible from hosts
and networks, referred to as an emphatomic event. In addi-
tion to the usual IDS-based detection method, live forensic/
EDR (End-Host Response)-based techniques were incor-
porated. For instance, Microsoft’s Sysinternals Suite [30]
and Facebook’s OSquery [31], as well as a self-developed
mini-filter driver named ACAM (Advanced Cyber Activ-
ity Monitoring), collected a large amount of host-related
data. These are deployed in each host, enabling highly
sensitive detection of kernel level changes such as privi-
lege escalation, driver loading/unloading, process crashes,
and DLL/code injections. The atomic logs are stratified,
so at least one comprises an interim event, and one or more
interim events constitute a behavior event at the highest
level. For visualization purposes, Fig. 4 illustrates the hier-
archical structure of the log collection. The resulting behav-
ioral events appear in the form of a cyber COP (Common
Operational Picture) (Requirement III-C-3). ICSTASY can
efficiently and precisely detect trainee/agent behaviors using
this approach, whereas the majority of existing trainers rely
on the instructor’s skill.

Visualization also requires the log collection of autonomous
agents. Once the training session initiates, the implemen-
tation module triggers automated agents to begin trace the
pre-programmed path planned in the preparation phase.

Unlike human behaviors, agents report agent behaviors and
hence do not require the module to gather granular logs and
detect them. After determining the success or failure of an
action, an agent generates a behavior log.

The module’s final feature is live coaching, which provides
an engaging experience for trainees and increases training
efficiency. To avoid possible intrusion into the training world
while conducting coaching activities, we isolated the training
network from the 10 GbE network. All data not used for
training, including atomic logs for visualization, flows up
through this network. The coach can monitor each trainee’s
shared screen guide any trainees using the live coaching
feature.

4) EVALUATION AND AAR MODULE
The module for evaluation and AAR relies heavily on
the implementation module. From a design standpoint, the
evaluation and AAR module can be defined as an implemen-
tation module that uses archived data rather than real-time
data. After a training session, the instructor can play-
back recorded COP and trainee screens and examine saved
behavior events and other records (Requirements III-D-2
and III-D-3). To facilitate evaluation and AAR, we first
built a central time server and timestamped all visualization
and coaching data collected during a training session. This
simplifies data synchronization and enables instructors to
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FIGURE 6. Demonstrative screenshots of the implementation phase.

navigate trainees’ training records by moving around a single
timeline. Second, we assured that the module visualized COP
using the latest web standards, including CSS3, and that the
visualization data was stored after time stamping. As a result,
a more informative and lightweight COP-centric replay fea-
ture emerged, especially when compared to video record-
ing techniques that consume considerable system resources.
Thus, an instructor can review the training situation collec-
tively and conveniently for the chosen time period without
losing any knowledge.

V. DEVELOPMENT RESULTS
We developed a prototype of ICSTASY based on the mod-
ule design described previously to illustrate the feasibility
and usability of an advanced, immersive cyber training
experience. We cannot give detailed training situations due
to the possibility of disclosing confidential information;
nonetheless, we have attempted to provide as many different
screenshots as possible to understand our training system.

A. PREPARATION PHASE
Given that the preparation phase is the most labor-intensive,
we placed focus on the instructor interface during the
development process. As specified in the module design,
drag-and-drop-based UI for configuring the network
map/virtual hosts was implemented. Refer to Fig. 5a for a

screenshot of the networkmap configuration tool. An instruc-
tor can drag and drop the desired host template from the
tool’s left side panel to the tool’s main panel. The host is
then instantiated, allowing the instructor to update the host’s
different metadata, including the network configuration and
user account/credential information. The metadata is initially
recorded in the scenario database and is then simultaneously
sent to VMware vCenter and IBM PowerVM via the vSphere
API and the PowerVC API.

Fig. 5b shows the expected trainee behavior events listed in
the preparation phase. As of the prototyping stage, 79 differ-
ent types of atomic logs are available for an instructor to select
an interim log. Given that only the AND operation is per-
mitted for combining atomic logs, combinations can generate
(79−1)(79−2)/2 = 3003 interim logs. As a two-step logical
operation using AND or OR is permitted while composing a
behavior log, (3002 × 3001 − 1) × (3002 × 3001 − 2) u
8.11 × 1013, i.e., a nearly infinite number of behavior logs,
can be constructed in our training system.However, providing
all of the behavior logs expected for a training session might
be challenging for an instructor. Therefore, we enabled the
prototype to reuse behavior logs utilized in prior sessions to
address this issue.

Fig. 5c and Fig. 5d illustrate the action planning processes
of the red and blue team agents, respectively. As for a red
team agent, the network map built in the previous process
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FIGURE 7. Demonstrative screenshots of the evaluation and AAR phase.

allows an instructor to automatically configure the attack path
and assign offensive TIs utilized in the attack by selecting
the attack’s start and end points. As indicated previously, the
walk-through feature is used to rehearse with the autonomous
red team agents. At the bottom of Fig. 5c, we can see the
logs generated by the red team agents as they walk through
a penetration scenario in which an external host (red square)
infiltrates victim hosts (violet square) via intermediary nodes
(amber square). In the case of a blue team agent, we sup-
plied a detailed configuration UI that allowed an instructor to
fine-tune the blue team’s behaviors using a variety of defen-
sive TIs in addition to the fundamental defense measures
that may be done automatically with a few inputs. On the
right side of the panel in Fig. 5d, we can confirm the many
defensive TIs provided under the 6D categories of defense
course-of-actions: detection, deny, disrupt, degrade, deceive,
and destroy [32].

B. IMPLEMENTATION PHASE
The implementation phase focused on the visualization of
COP, which enables instructors to assess the training situation
and trainee progress quickly. Because the achievement of
expected behavior events is the primary indicator of the flow
of the training process and the trainee progress, we developed
and organized the forms of COPs expected to be the most
effective at representing the state of behavior events.

The graphic in Fig. 6a depicts the progress of agent behav-
ior events, specifically the status of TI executions. TIs are
activated per the execution route determined by the pre-and
post-conditions specified. With the diagram, an instructor
can verify that each TI was successfully run and quickly
determine which TI caused the flow to fail to complete as
expected. The progress diagram for the blue team agent action
execution is constructed similarly to the red team agent’s but
is displayed in parallel, as the blue team agent’s activities are
not serialized as the red team agent’s actions are.

The dashboard seen in Fig. 6b monitors the status of
expected behavior occurrences. Once a trainee’s actions iden-
tify interim events, the progress bar for the corresponding
behavior event reflects the percentage of completed interim
events. By clicking on any behavior event, an instructor can
view the detailed state of event detection and the logical
breakdown of that behavior event.

Fig. 6c and 6d illustrate the two primary Cyber COP
displays produced for ICSTASY. The first is a cyber COP
with a force-directed graph, which serves as the primary
COP for assisting an instructor’s situational awareness via a
conceptual data model. Specifically, when an agent or trainee
node has a new behavior event as a child node, it is added to
the center node. The child nodes are added up whenever the
agent or trainee experiences a new behavior event. If the con-
ditions between events are dependent, the event nodes have a
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TABLE 1. Comparison between cybersecurity training system/platforms.2

subordinate connection. On the right side of the cyber COP,
trainees’ achieved behavior events are also listed. By select-
ing an event from the list, a video with the trainee’s screencast
at the time of the event will play. ICSTASY accomplishes this
by maintaining video recordings of trainees’ screencasts with
a 30-second window size.

The second is a cyber COP with a conventional network
map diagram, which serves as a secondary COP to aid intu-
itive network plane knowledge. The red and blue hexagonal
loops surrounding the nodes in Fig. 6d denote the region
of the red and blue teams, respectively. The white team
designates the color-coded information prior to the train
session and can swap to another color when an instructor
confirms a trainee’s occupation report. The red parabolic line
in the figure represents the network flow associated with a
cyber attack, connecting the attack’s origin and destination.
These visual elements provide instructors and observers of
cyber training with an instantaneous perception of a training
situation and create a highly immersive, competition-like
(i.e., gamified) environment for trainees when combined
with the varied coaching experience supported by various
media.

C. EVALUATION AND AAR PHASE
In terms of user experience, the assessment and AAR phase
is divided into two distinct components: evaluation and AAR.
Fig. 7a and 7b illustrate the trainee scoring and training
report generation features, respectively, which are mostly
used for the instructor’s evaluation work. The trainee scor-
ing dashboard summarizes and displays the current training
session’s point-scoring and learning progress. For instance,
an instructor can use the dashboard to determine how trainees

earned scores and which trainee contributed the most to their
team’s point total. The training history saved in the training
monitoring database, along with relevant data contained in
other databases, is assembled into a single training report,
including the scoring data. Additionally, the training report
includes additional statistics about the training that are not
displayed in the UI, such as the status of file/network/process
access and privilege escalation, as well as the CPU/RAM
consumption on each host.

Regarding the AAR part shown in Fig. 7c and 7d,
we attempted to maximize the use of screencasts of trainees’
screens and cyber COPs captured during a training session.
However, because retaining complete screencasts of all the
screens displayed during a session could result in an enor-
mous strain on the ICSTASY system’s storage, the editing
process for the screencasts to be used in AAR was added
immediately upon the session’s conclusion. As illustrated in
Fig. 7c, only the partial, selected segments of the trainees’
screencasts required for AAR remain after a training session.
Although the screencasts of cyber COPs are editable in the
same way as those of trainees, they are substantially more
lightweight to process since only the visualization data for
each COP is recorded and replayed.

D. COMPARISONS WITH OTHER TRAINING SYSTEMS
Table 1 outlines and contrasts the primary features of each
work. We can certify that ICSTASY offers the most compre-
hensive features over any other training solution. While cer-
tain training systems, such as CRATE, may contain a number

2P/S and N/A denote Partially Supported and Not Available (unknown),
respectively.
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TABLE 2. List of Technique Instances for Red Team Agents.
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TABLE 2. List of Technique Instances for Red Team Agents.
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TABLE 2. List of Technique Instances for Red Team Agents.

of features comparable to ICSTASY, given the publicly
available data, the technological maturity of each feature
appears to be less than that of ICSTASY.

VI. CONCLUSION
This paper introduces ICSTASY, a novel cybersecurity train-
ing system for military personnel. It outlines the essential
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requirements and design architectures that must be met for
trainees to have an immersive training experience and to
facilitate instructors in their capacity to coach and manage
cybersecurity training effectively. The development outcome
of ICSTASY as a prototype proved that design concepts and
requirements were concretely represented and incorporated
into the system, demonstrating the feasibility of integrated,
comprehensive cybersecurity training. Our next effort will
include integrating LVC interoperability with ICSTASY.

APPENDIX
LIST OF TECHNIQUE INSTANCES FOR RED TEAM AGENTS
See Table 2.
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