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ABSTRACT Malware attacks have become very common in recent years. The variety and continuous
improvement of malware capabilities threaten any network. Wi-Fi is also not an exception in that context.
This paper proposes a model describing the spreading of malware in Wi-Fi networks using an epidemiologi-
cal mathematical model. This model is built on the characteristics of encryption and authentication in Wi-Fi
networks. In addition, we also consider state transitions of devices based on some assumptions about modern
malware capabilities. We calculate the basic reproduction number R and thereby indicate the condition to
limit the spread of malware. This spreading model is analyzed through numerical simulation. Besides, for
the readers to have an overview of the main threats and the security capabilities of the Wi-Fi devices, we also

briefly present security threats and encryption methods used in Wi-Fi.

INDEX TERMS Basic reproduction number, Wi-Fi, mathematical models, SIR model.

I. INTRODUCTION

Today, Wi-Fi, which is one type of Wireless Local Area
Network (WLAN), has become a ubiquitous wireless tech-
nology widely used everywhere for data transmission and
connection to the Internet [1]. Since 1997, Wi-Fi has evolved
with many different features and services. The first ver-
sion of Wi-Fi (also called Wi-Fi 0) based on the IEEE
802.11 family of standards provided up to 2 Mbps link
speeds. Then, in turn, other versions were introduced, such
as Wi-Fi 1 (IEEE 802.11b), Wi-Fi 2 (IEEE 802.11a), Wi-Fi 3
(IEEE 802.11g), Wi-Fi 4 (IEEE 802.11n), Wi-Fi 5 (IEEE
802.11ac), Wi-Fi 6 (IEEE 802.11ax with 2.4/5GHz frequen-
cies), Wi-Fi 6E (IEEE 802.11ax with 6 GHz frequency).
Many Wi-Fi standards are being used in many different fields
such as 802.11h, 802.11i, 802.11ad, 802.11af, 802.11-2016,
802.11ah, 802.11ai 802.11aj, 802.11aq. IEEE 802.11 stan-
dard organization is currently developing a new amendment
standard called IEEE 802.11be Extremely High Through-
put (EHT) or Wi-Fi 7. This standard promises to meet the
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increasing requirements of services provided on the Wi-Fi
platform, especially video traffic [2]-[4].

Recent statistics also show that the number of Wi-Fi users
has increased very quickly, and the traffic over Wi-Fi is also
forecasted to reach an impressive indicator soon. Here are
some information from the Cisco Annual Internet Report for
the period of 2018 - 2023 [5] and Cisco Visual Network-
ing Index (VNI) - Forecast and Trends for the period of
2017 - 2022 [6]:

o From 2018 to 2023, the number of Wi-Fi hotspots will
quadruple. By 2023, there will be almost 628 mil-
lion public Wi-Fi hotspots worldwide. This figure in
2018 was 169 million.

o From 2020 to 2023, Wi-Fi 6 hotspots will increase and
account for 11% of all public Wi-Fi hotspots.

« By 2023, mobile device Wi-Fi speeds will triple. The
average Wi-Fi speed worldwide will increase from
30.3 Mbps in 2018 to 92 Mbps in 2023.

« By 2022, conventional networks will account for only
29% of IP traffic, while 71% will come from mobile and
Wi-Fi networks.

While Wi-Fi enables convenient network connectivity,

it also exposes significant security risks. Wi-Fi networks in
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public places such as airports, amusement parks, supermar-
kets, or shopping malls have become the target of attack-
ers [7]. In these locations, most Wi-Fi networks have a very
low-security level. They use weak passwords or do not use
any security. Some Wi-Fi owners even openly share pass-
words with everyone. Despite widespread awareness of pub-
lic Wi-Fi’s potential vulnerabilities, most people connect to it
in public places [8]-[11].

In addition to the security issues that come from the
user side, Wi-Fi devices themselves have many vulnerabili-
ties [12]-[14]. Attackers can control Wi-Fi routers by leverag-
ing vulnerabilities in configurations [15]-[17] and protocols
used in routers [18]-[20].

A. WIRELESS AUTHENTICATION AND ENCRYPTION
METHODS
When constructing a Wi-Fi network, it is essential to employ
strong authentication and encryption mechanisms to ensure
that the network may be used only by authorized users and
devices.

In Wi-Fj, three primary methods of authentication are used:

o Open authentication: This is the most straightforward
option. The end device only needs Service-Set Iden-
tifier (SSID) information used on the network. The
device will be able to connect to the network as long
as the SSID is known. In this process, any wireless
client that attempts to access a Wi-Fi network sends
a request containing the identity of the sending client
for authentication and connection to the wireless access
point (AP). The AP then returns an authentication frame
to confirm access to the requested client, thereby com-
pleting the authentication process. The disadvantage of
this approach is that the SSID is often broadcast, and the
passive capturing techniques can easily reveal it.

« Shared authentication: It is frequently utilized in wire-
less LAN deployments for individuals and small busi-
nesses. This approach employs a shared key (Pre-Shared
Key - PSK). This key is shared between the two parties
of the connection. If they match, the device is permitted
to connect to the network.

« Extensible Authentication Protocol (EAP) authenti-
cation: It is the most frequently employed approach by
businesses. The EAP technique employs an authentica-
tion server (RADIUS - Remote Authentication Dial-in
User Service) that is contacted for authentication using
some credential settings.

Along with the authentication, selecting an encryption
method is critical while constructing a WLAN. Wireless
encryption is a procedure that secures a wireless network
from attackers that try to steal sensitive data by intercepting
Radio-Frequency (RF) communication. It is critical to under-
stand the difference between authenticating onto a network
and sending the encrypted traffic in that network. It is possible
to connect to a network, be authenticated, and then transmit
unencrypted data. There are different wireless encryption
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techniques available for securing a WLAN. Each wireless
encryption method offers several benefits and drawbacks.

« Wired Equivalent Privacy (WEP): WEP became an
early attempt to secure Wi-Fi networks, but as tech-
nology developed, it is clear that WEP-encrypted data
is susceptible to attack. WEP employs an encryption
method at the data-link layer to protect Wi-Fi from
illegal access. It is performed using the symmetric Rivest
Cipher 4 (RC4) algorithm to encrypt data. However,
WEP has some serious weaknesses and architectural
flaws: (i) There is no standard technique of distributing
encryption keys: Pre-shared keys are initially configured
upon installation and are rarely modified; and (ii) RC4
was designed to function in a more random environment
than WEP does.

o Wi-Fi Protected Access (WPA): WPA is defined by
IEEE as an enhancement to the 802.11 protocols that
enable greater security. WPA provides stronger data
encryption security than WEP because data are passed
through a Message Integrity Check (MIC) with the Tem-
poral Key Integrity Protocol (TKIP), which employs the
RC4 with 128-bit keys and a 64-bit MIC to provide
robust authentication and encryption.

o Wi-Fi Protected Access 2 (WPA2): WPA2 uses the
Advanced Encryption Standard (AES), a robust wire-
less encryption method, and the Counter Mode Cipher
Block Chaining Message Authentication Code Protocol
(CCMP). It provides better data security and network
access control than WPA. Additionally, it secures Wi-Fi
connections, ensuring that only authorized users access
the network.

o Wi-Fi Protected Access 3 (WPA3): WPA3 provides
cutting-edge features to simplify Wi-Fi security and
provides the capabilities necessary to support differ-
ent network deployments ranging from corporate net-
works to home networks. It also ensures cryptographic
consistency using encryption algorithms such as AES
and TKIP to defend against network attacks. Addi-
tionally, it enhances network resilience by utilizing
Protected Management Frames (PMF), which give an
additional layer of security against forging and eaves-
dropping attacks. There are some important features of
WPA3: secured handshake, unauthenticated encryption
with Opportunistic Wireless Encryption (OWE), bigger
session keys.

« Wi-Fi Protected Setup (WPS): WPS is a security stan-
dard used to provide access to a Wi-Fi network. While
WPS supports a variety of alternative techniques, the
most prevalent is the “push button” option. However,
when used in home networks, this security standard is
quite susceptible to brute force attacks.

B. WIRELESS THREATS

Numerous encryption methods used in older WLAN stan-
dards have been demonstrated to be unsafe and have been
superseded by more contemporary approaches. It is certain to
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happen with all encryption systems over time, as they become
more widely used and as processing capacity continues to
increase.

There are many issues in existing encryption methods as
follows:

« Prone to password cracking attacks [21], [22]

« Associate/disassociate messages are not authenticated

o The pre-shared key is vulnerable to eavesdropping and
dictionary attacks [23]

o WPA-TKIP is vulnerable to packet spoofing and decryp-
tion attacks [24]-[26]

o Vulnerabilities in TKIP allow attackers to guess the IP
address of the subnet

« Hole96 vulnerability [27] makes WPA2 vulnerable to
some attacks such as Denial of Service (DoS), Man-in-
the-Middle (MITM)

o Weakness of 4-way handshake process in WPA2/PSK
(28], [29]

o Insecure WPS Personal Identification Number (PIN)
recovery [30]

o WPS flaws [18] and so on.

New encryption methods such as WPA2 and WPA3 also face
several other attacks, such as Active Dictionary Attack on
WPA3 [31], [32], Key Reinstallation Attack on WPA2 [33].
In addition, firmware vulnerabilities [34] are also vulnerable
to weaknesses of Wi-Fi routers.

Besides the issues in encryption methods, the wireless
network can also be at risk to various types of attacks,
including authentication attacks, access-control attacks,
availability attacks, confidentiality attacks, and integrity
attacks.

o Access Control Attacks are launched to compromise

a network by defeating WLAN access-control mech-
anisms such as Wi-Fi port access restrictions and AP
MAC filters. Access-control attacks come in a variety of
types: WarDriving [35] (WLANS are identified by trans-
mitting probing requests or by monitoring web beacons);
Rogue Access Points [36]-[38] (an attacker may install
an unsecured AP or fake AP inside a firewall); MAC
spoofing [39] (an attacker modifies a MAC address so
that it seems to be an authorized access point (AP) to
a host on a trusted network); AP misconfiguration [40];
Ad-hoc associations [41] (an attacker connects the host
to an untrusted client to attack that client or to bypass
AP security).

« Integrity Attacks involve changing or altering data dur-
ing transmission. Wireless integrity attacks involve the
transmission of forged control or data frames through
a wireless network to cause wireless devices to com-
municate incorrectly and launch another attack, such
as a denial-of-service attack. Some different types
of integrity attacks are Data-Frame Injection [13]
(constructing and transmitting bogus 802.11 frames);
WEP Injection [42] (constructing and sending forged
WEP encryption keys); Data Replay [43] (catch-
ing 802.11 data packets to replay them (modified)
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afterward); Bir-Flipping Attacks [44] (grabbing the
packet and randomly flipping bits in the payload, then
altering and delivering the payload to the user).

« Confidentiality Attacks attempt to capture confidential
information transmitted via a wireless network, regard-
less of whether the system transmits data in cleart-
ext or an encrypted format. Some different types of
confidentiality attacks are Eavesdropping [45], [46]
(eavesdropping on and decoding unsecured application
traffic to get potentially sensitive data); Evil Twin AP
[47]-[49] (spoofing an authorized AP by broadcasting
the WLAN’s SSID to entice users); Honeypot AP [50],
[51] (setting an AP’s SSID to be the same as that of a
legitimate AP); Session Hijacking [52] (tampering with
the network in such a way that the attacker’s host seems
to be the intended destination); Masquerading [53], [54]
(pretending to be an authorized user to gain access to a
system); MITM [55], [56].

« Availability Attacks disrupt the supply of services to
legal users by disabling WLAN resources or by refusing
users access to those resources. This attack makes wire-
less network services unavailable to legitimate users.
Attackers can perform availability attacks in various
ways: Disassociation Attacks [57], [58] (severing the
connection between an access point and a client to
make the target inaccessible to other devices); Beacon
Flood [59] (producing hundreds of bogus 802.11 bea-
cons to make it more difficult for clients to locate
a legal access point); Denial-of-Service [60], [61];
De-authenticate Flood [62], [63] (to disconnect users
from an access point by flooding clients with fake
de-authenticates or disassociates); Routing Attacks (dis-
tributing routing information within the network).

o Authentication Attacks compromise Wi-Fi customers’
identities, confidential information, and account creden-
tials to gain illegal access to the network. Some different
types of confidentiality attacks are PSK Cracking [64],
[65] (using a dictionary attack to recover a WPA PSK
from captured key handshake frames); Key Reinstal-
lation Attack [66]-[68] (exploiting the four-way hand-
shake of the WPA?2 protocol).

It can be seen that Wi-Fi networks always face many
threats despite continuous improvements in authentication
and encryption methods. Additionally, malware attacks have
arisen as a danger to Wi-Fi networks. The next subsection will
briefly analyze malware attacks in Wi-Fi networks.

C. MALWARE THREAT IN WI-FI NETWORKS

As discussed above, attackers can take control of a Wi-Fi
router by exploiting vulnerabilities in the configuration and
protocols used in the router device. After gaining control
of the Wi-Fi device, attackers can completely deploy man-
in-the-middle attacks, redirecting to a malicious website to
infect users, conduct denial of service, and steal personal
information, causing much damage.
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Today, one of the most common hijacking attacks is mal-
ware attacks [5]. The special feature of malware is that it can
propagate in network environments quickly and silently.

There are many reasons for malware attacks in Wi-Fi net-
works becoming increasingly common:

o Most Access Points (or we usually call Routers) are
always on and connected to the Internet. It is a very good
chance for hackers to exploit vulnerabilities and perform
attacks at any time.

o Unlike PCs, Wi-Fi routers rarely have tools to prevent
malware.

« A single router may handle several devices, including
a phone, a laptop, a smart home system, and even an
electricity meter. It provides hackers with a variety of
attack options.

« Users’ interest and understanding are limited, leading to
using old encryptions or setting weak passwords, even
using default passwords or not using passwords for their
Wi-Fi networks.

o Current malware can use many different methods to gain
access to the system (for example, the ability to perform
brute-force) and spread widely.

e The mesh Wi-Fi networks model [69], [70], in which
routers connect and exchange data, unintentionally cre-
ates a favorable environment for malware to propagate
more quickly between different Wi-Fi networks.

There has been quite a lot of malware created to attack
routers. A typical example is the VPNFilter malware [71],
[72]. VPNFilter is a well-known piece of router malware.
Since 2016, it has infected over half a million routers and
network-attached storage devices in more than 54 coun-
tries [71]. VPNFilter is extremely persistent since it may
continue to harm your network even after a router is reset, and
removing malware from a router requires much effort. This
malware can intercept users’ internet traffic and manipulate
the pages the user visits. It has a destructive capacity that
makes infected devices inoperable, and it may be activated
on specific victim PCs.

Additionally, it can disable internet access for over a thou-
sand victims linked to the network on a global scale. Once
launched on the router, VPNFilter can disable it, gather data
from systems connected to the network, and restrict network
traffic. Many routers from different vendors are affected by
this malware attack, such as Asus, ZTE, Netgear, D-link,
MikroTik, TP-link, Huawei, Ubiquiti.

Another type of malware with greater danger than VPN-
Filter is the Emotet trojan. For example, the new malware,
Emotet [73], is fully capable of brute-forcing authentica-
tion and rapidly propagating between routers, resulting in
catastrophic effects. Emotet initiates the infection process
by infecting a host. The malware then downloads and runs
the Wi-Fi spreader module. After that, this module enumer-
ates all enabled Wi-Fi devices. It then generates a list of
reachable wireless networks. Afterward, the module conducts
brute-force operations against each identified Wi-Fi network.
If this effort is successful, a second brute-force attempt is
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launched to guess the login credentials for devices connected
to the hacked Wi-Fi network [74].

A few years ago, a research team from the University
of Liverpool identified a malware called Chameleon [75].
It spreads ““‘as efficiently as the common cold between
humans’’ over Wi-Fi in densely populated places. Chameleon
is designed to attack APs that utilize default passwords, do not
need passwords, or have insufficient encryption measures.
Once an access point has been compromised, an attacker may
simply discover the login details of the connected devices
then use them to continue their attack. Chameleon spreads
mostly unnoticed because it affects wireless networks rather
than PCs or phones, where security tools might identify
strange behavior. Chameleon signals the dawn of a new era
of technological viruses, for which we should prepare.

In addition, many other types of malware can attack
and spread in Wi-Fi networks, such as Agent Tesla [76],
Switcher [77], Worm [78], Botnet [79], [80], Backdoor [81],
Trojan [82].

As seen in the above investigation, preventing malware
from propagating over the network is critical. Numerous
factors affect this process. To mitigate malware’s impact
and prevent it from propagation over the network, a mal-
ware spreading model adapted to the characteristics of each
network type is necessary. There are different models of
spreading, which will be described in further depth in the
next section. However, most current spreading models use
only three epidemiological states: Susceptible-Infectious-
Recovered (SIR) for the routers.

Additionally, recent malware has plenty of capabilities and
may result in different states of Wi-Fi routers rather than
just three states above. Which states must we consider? How
does the state transition in the network occur? What is the
impact of the encryption and authentication characteristics
in Wi-Fi on the state transition? To address these concerns,
we propose a malware spreading model based on the features
of the employed authentication and encryption techniques of
Wi-Fi and malware behaviors. Our primary contributions are
as follows:

« Analyze and reviewing the security issues and threats,

especially malware attacks on Wi-Fi networks.

o Propose a mathematical model describing the spread of
malware in a Wi-Fi network based on several possi-
ble states caused by malware and based on encryption
methods and the complexity level of passwords in the
encryption methods.

o Provide the method for calculating the fundamental
reproduction number Ry and analyzing the stability
of malware-free and endemic equilibrium. Ry showed
whether the malware spreading process will be dimin-
ished or remain robust over time.

« Indicate the spreading conditions and control conditions
for the spread of malware in Wi-Fi. The main solution
for limiting the spread of malware is to use new encryp-
tions methods such as WPA2/WPA3 and increase the
complexity of passwords.
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The rest of the paper is organized as follows: In section 2,
we briefly review related studies. Section 3 presents the
fundamental of the SIR model. In section 4, we detail
the proposed mathematical model and analyze that model.
Section 5 evaluates the proposed model using numerical sim-
ulation. Section 6 includes the conclusions and the proposed
model’s shortcomings.

Il. RELATED WORKS

Malware spreading models have been of interest for quite
some time. Various models have been proposed for many
types of networks, such as models for wireless sensor
networks [83]-[86], peer-to-peer network [87], IoT net-
works [88], [89], Vehicular Ad-hoc Network (VANET) [90],
[91], mobile network [92], heterogeneous networks [93],
[94], scale-free networks [95]-[98] etc. Most of these models
are mathematical models based on epidemiological models,
in which the population (by whom the infectious disease is
spread) is classified according to the disease’s features, for
example, susceptible, infectious, recovered.

There have been few studies considering the spread of
malware in the Wi-Fi network until now. The first study
referring to malware epidemiology in Wi-Fi networks is
done by Hao Hu et al. in [99]. In that paper, they built an
epidemiological model that considers the routers’ common
security weaknesses. They simulated the malware spread-
ing on real-world data collected from Wireless Geographic
Logging Engine (WiGLE) website for georeferenced wire-
less routers. This pure SIR model considers the strong and
weak forms of authentication and encryption methods: WEP,
WPA, and no password. They developed the spreading model
using an approach similar to that used in epidemic modeling.
Each individual (i.e., each router) is classified according
to the phase of the infection. There basic levels (classes)
of encryption and authentication were considered: routers
without encryption are grouped to the first category of sus-
ceptible class S; routers using the WEP encryption method
are grouped to the second category of the susceptible class
denoted Swep; and routers using the WPA encryption method
correspond to the removed class R. This paper highlighted a
real concern about the malware propagation in Wi-Fi.

In the paper [100], Shan Bowei built an epidemiology
model to describe the spread of malware on Wi-Fi networks.
This study also used the SIR model and built a transition
diagram based on three classes: routers with no encryption
and no strong password, routers with no encryption but with
a strong password, routers with WEP encryption. The author
considered attack rates according to different sizes of Wi-Fi
networks. However, there were no details about the model, its
appearance, and how to compute important parameters of that
model. The results were also not validated by any real data or
simulation result.

Hamdi Kavak et al. in [101] had revisited the research [99]
with real data from WiGLE at that time (December 18,
2016). This study has some findings: model predictions are
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dependent on the amount of Wi-Fi routers and their density;
they noted that the model in [99] could not forecast current
malware spread because it was only evaluated using data
acquired at the time of their research; they suggested that
spreading model needs to account for weaknesses in WPA
encryption and the flaw in the WPS mechanism.

In [18], Amirali Sanatinia et al. employed an epidemi-
ological methodology in conjunction with experimental
war-driving measures to examine the rate of spreading
infection in four different cities. This study used statisti-
cal information of encryption methods collected from large-
scale Wi-Fi networks to analyze the spreading. They noted
that all examined situations display significant similarities
in infection and spread, despite their disparate population
demographics.

In [102], Yi-Hong Du and Shi-Hua Liu constructed an
epidemic spread model with three states as in the SIR model,
but instead of the Recovered state, they used the Immune
state. Furthermore, the authors assumed that the WPA/WPA2
encryption could be cracked with a specified probability of a
successful infection. The authors also assumed that a worm
could use the Kernel Density Estimation (KDE) algorithm
to assist the worm in infecting the network efficiently. The
performance test was carried out with raw data collected in a
region in Beijing City.

From that research context, it can be seen that the Wi-Fi
malware spreading models are still quite sketchy and do not
consider many of the characteristics of modern malware.
Some of the described models are unclear or use the collected
raw data to analyze the spread of malware. These results are
difficult to help us understand the propagation process and
predict the impact and prevent malware effectively. Similar
to epidemiology, for “epidemics’” with such a rapid and
widespread form, it is usually necessary to have a model
to predict the extent of spread. We can suggest solutions to
cluster, isolate, or recover infectious cases from the predicted
result.

That fact motivated us to carry out this study with several
specific tasks:

o It is necessary to select mathematical tools appropriate
to the characteristics and scope of the Wi-Fi networks
and the characteristics of the malware.

« It is necessary to build a model of malware spreading
in Wi-Fi networks considering the corresponding fac-
tors as in epidemiology: infection, suspicion, isolation,
recovery, re-infection, etc. This model helps predict the
spreading state and suggests appropriate solutions to
deal with malware.

Ill. SIR MODEL
In this section, we briefly present the fundamental model of
epidemics, based on which we propose our malware spread-
ing model. Kermack and McKendrick introduce this model
in [103]. The model is known as the SIR model.

According to disease states, this model categorizes the
people into three categories: i) (Susceptible) - people who are

61877



IEEE Access

D.T. Le et al.: Malware Spreading Model for Routers in Wi-Fi Networks

IS v

— =3
) I R

FIGURE 1. SIR spreading model.

susceptible to disease; ii) (Infected) - people who are infected
and can distribute the disease to others; and iii) (Removed or
Recovered) - people who are no longer susceptible to disease.
A person cannot be infected again, and the state may only
change from S —> I or [ —> R (Figure 1).

The amount of individuals in each category at every
moment is given by S(t), I(t), and R(t). The entire population
is assumed to be constant in the simple SIR model, which
means that S(t) + I(t) + R(t) = N does not vary on t. The
most concerned state is I(t): the degree of its rise or decline
indicates the epidemic’s proclivity.

When N is “big enough,” the following set of differential
equations can be used to estimate the change in the SIR
model:

das

— = —BSI

dt p

dl

— =Bl =yl 1)
R _

a 7

The equations reflect the rate of change of the S, I, and R
according to ¢ as a function of the system’s state. The infection
rate (transition from S —> I) is denoted by B. The recovery
rate is denoted by y. Therefore, the average disease period
(i.e., in I state) is 1/y.

The SIR model has an essential quantity - the basic repro-
duction number or coefficient Ry. In the simple SIR model,
Ry = BN/y.If Ry > 1, the disease will spread widely.
Conversely, if Ry < 1, the disease will gradually decrease.

IV. MALWARE SPREADING SEIQ-VS MODEL IN WI-FI
NETWORKS

A. NOTATION

The symbols and descriptions used in this study are summa-
rized in Table 1.

B. PROPOSED MALWARE SPREADING MODEL FOR
ROUTERS IN WI-FI NETWORKS

1) RESEARCH GAP AND MOTIVATION

As the related works section analyzed, the existing models
have almost used the simple SIR model to build a spreading
model for Wi-Fi networks. However, the limitation of the SIR
model is that the number of states is not enough to describe
the behavior of malware in the network. Modern malware
has a lot of special capabilities and is constantly changing its
behavior on infected systems. In [104], the author discussed
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common malware behavior patterns and spreading models,
which include Susceptible (S), Exposed (E), Infectious (I),
Recovered (R), Quarantined (Q), Vaccinated (V), and Immu-
nized (I). As is obvious, those states match epidemiological
states. We may create a variety of alternative variations of
these states due to the circumstances, for example, SEIR,
SIRS, SIRQ, SEIQYV, and SEIQRS. The combination of those
states encouraged us to develop a novel model of malware
spreading across a Wi-Fi network.

While the terms Susceptible and Infectious are synony-
mous with those used in the epidemic model, the term
Exposed requires additional definition. If a router in the
Wi-Fi network has been infected but has not infected other
devices, it belongs to this state. We suggest employing this
state because several varieties of malware take advantage of
Windows API calls such as Sleepex, NtdelayExecution, Get-
SystemTimeSfiletime, and Sleep [105] to freeze their actions
on the target machine temporarily.

In this paper, we also use the Quarantined state to describe
a possible state of a Wi-Fi router when attacked by malware.
We consider that when a router device is attacked, there may
be some cases such as the network speed is significantly
reduced, the network connection is constantly unstable. Or,
for some reason, the owner detects the hacked device and
performs a router shutdown, reconfigures the router, or even
installs new firmware to remove the malware. In this case,
that router will not be able to spread the malware to the whole
network anymore. That is why we use the Quarantined state
in the proposed model.

In addition, since there are already some Wi-Fi routers
equipped with antivirus firmware or software, we assume that
malware will not be able to infect these routers. Therefore,
we additionally use the Vaccinated state to describe the state
of these routers. However, it should be noted that this state
may change if malware has new updates that can bypass the
antivirus on these routers.

Besides, because previous studies have not considered the
risk of WPS attack as a factor leading to state changes of
the malware spreading model and WPS has its characteristics
compared to other encryption methods, we will separate the
WPS enabled routers into a separate group in the Susceptible
state.

In our model, we also consider the addition of new routers
and the removal of out-of-use routers. It means the total
number of routers in the network is a quantity that changes
over time.

According to that analysis, we propose a malware spread-
ing model that describes the state transitions of routers based
on the malware behaviors and the characteristics of the Wi-Fi
network. The model is named SEIQ-VS.

2) SEIQ-VS MODEL

a: FORMULATION OF MATHEMATICAL SEIQ-VS MODEL
This subsection discusses the proposed model SEIQ-VS in
detail. This model works with five different states of Wi-Fi
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TABLE 1. Notation.

Symbol

Description

WPAm

Routers using encryption methods WPA2 and WPA3

Swps, SwWeEP, SwpA, SWPAm

Number of routers using corresponding encryption methods WPS, WEF, WPA, WPAm

SwEAK, SSTRONG

Number of routers using low-complexity and high-complexity passwords

Bwps, PwEP, BwPA: BWPAm

The average attack rate of malware on Sy ps, SwepP, SwpA, SwpPAm states

BwEAK, BSTRONG

The average attack rate of malware on Sywwpak, SSTRONG

N or N(t) Total number of routers in the network at ¢
SorS(t) Number of susceptible routers at ¢
Eor E(t) Number of exposed routers at ¢
Torl(t) Number of infectious routers at ¢
Qor Q(t) Number of quarantined routers at ¢
Vor V(1) Number of vaccinated routers at ¢
Spass Number of routers that are under password attack at a given time
A The average number of new routers joining the network

ai, az, as, aq

The probabilities that a new router using one of the following encryption methods WPS, WEP,
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WPA, WPAm

The probability that a node in Sy pg is successfully attacked by malware

The probability that a node in Sy g p is successfully attacked by malware

The probability that a node in Sy p 4 is successfully attacked by malware

The probability that a node in Syy p 4, is successfully attacked by malware

The probability of a router using a weak password

The probability that a node belonging to Sy g 4 k¢ 18 successfully attacked by malware

The probability that a node belonging to SsTro NG 18 successfully attacked by malware

The transition rate S —> V of a router

The transition rate S —> E of a router

The transition rate E —> I of a router

The transition rate I —> Q of a router

The transition rate E —> Q of a router

The transition rate Q —> S of a router

The transition rate V —> S of a router

The rate that a router is removed from the network but not due to malware

OIS T|ER|(DTR || =TT |=

The rate that a router is removed from the network due to malware

=

Malware-free equilibrium

R

Endemic equilibrium

Q

Next-generation matrix

S

Basic reproduction number

routers: (i) S - routers are susceptible to malware infection;
(i1) E - infected routers have not spread malware to other
routers yet; (iii) I - infected routers are spreading the infection
to other routers; (iv) Q - infected routers are detected and are
being disconnected from surrounding routers; (v) V - routers
are considered immune to malware or have a very high level
of security.

This model is based on the following state transitions and
conventions:

Wi-Fi network is considered a large network with a
significant number of routers in the network

There are always many new routers set up in the network
after a certain period

We assume that all the routers in the network are using
one of the encryption methods listed above (WEP, WPA,
WPA2, WPA3, WPS). No router works with open access
Routers using encryption methods WPA2 and WPA3
with a high level of protection are grouped in a group
called WPAm

The network’s overall number of routers (nodes) varies
over time as new routers are deployed, and some are
removed from the network

For the routers belonging to the S state, if they use strong
encryption with high complex passwords, then the speed
and the probability of state transition S —> V increased
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If arouter is infected by malware, it will move from state
S—>E

If arouter is infected and in the E state, it will change to
the I state (E —> I) at a specified rate. However, if it is
discovered, it changes to quarantined (E —> Q)

We assume that malware always takes a certain amount
of time to penetrate and exploit a router, so the router
will always be in an E state before it can switch to state
I (E — 1), and there is no direct transition from other
states to I state

Routers become infected solely by interaction with other
routers in the I state

For routers in the I state: if malware is not detected
and handled, these routers will remain in the I state.
If malware is detected, those routers will enter Q state
I1->Q)

Routers in Q state after being processed (e.g., updating
firmware, using antivirus, resetting default configura-
tion, rebooting) will return to S state (Q —> S). We sug-
gest this transition since various types of malware can
exist on Wi-Fi. Other malware is capable of infecting
the router once again

Routers in the V state can still switch to the S state
(V — S) with a specific rate because the malware can
be improved and overcome the Wi-Fi-antivirus
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« A router may be disconnected from the network in any
of these states, although this is not due to malware. For
instance, the router may be broken, and the connection
fails. This rate is assumed to be constant for all states S,
E, I, Q, and V. Additionally, we expect that malware may
occasionally result in a loss of connectivity, even damage
the router and make the router out of the network with a
specific rate

Figure 2 presents the SEIQ-VS model with Wi-Fi encryp-
tion methods and different states generated by malware in the
network.

In the SEIQ-VS malware spreading model, state S is
divided into subclasses corresponding to the encryption
methods: Swps, Swep, Swpa and Swpan,. In addition, each
node in each of these subclasses can belong to one of two
other subclasses with specific probabilities: Swrax (nodes
use low-complexity passwords (can be attacked by dictio-
nary attacks ~ 65000 words)) and Ssrrong (nodes use
high-complexity passwords (must attack with dictionaries up
to millions of words)).

In the model, we use the following symbols:

o In certain other research, the quantity of routers in a
particular state at a given time is sometimes symbolized
as N(t), S(t), I(t), E(t), O(t), V(t). In this paper, for
simplicity’s sake, we only use the symbols N, S, L, E,
QV.

o A: The average number of new routers added to the
network.

e ai, az, az, aq: the probabilities that a new router joins
the network using encryption methods WPS, WEP, WPA,
WPAm, respectively. Where a; + a2 + a3 +as = 1.

o b: the probability of a node using a weak password.
Thus, (I-b) is the probability that a node uses a strong
password.

o Bwrs, Bwep, Bwra, Bwpam: the average attack rate of
malware on Swps, Swep, Swea, Swpam States. There are
two cases: transition to E or V states from S state.
It depends on the strength of the password and the
attacking ability of the malware.

e s,q, I, p: the probability that a node in Swps, Swep, Swra,
Sweam 1s successfully attacked by malware, respectively.

o v, u: the probability that a node belonging to Sweaxk,
Sstrong 1 successfully attacked by malware, respec-
tively. Then there is the transition from S —> E state.
Thus, (1-v), (I-u) are the probabilities that the malware
will fail to attack a node belonging to Sweax , SSTRONG
respectively. Then there is the transition from S —> V
state.

o Bweak, BsTronG: the average attack rate of malware on
SWEAK > SSTRONG-

o 0: The transition rate E —> 1.

o w: The transition rate E —> Q.

o y: The transition rate I —> Q.

o w: The transition rate Q —> S.

o 1: The transition rate V —> S.
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o A: The rate that a router is removed from the network but

not due to malware.

o ¢: The rate that a router is removed from the network due

to malware.

It should be noted that, at any given time, only a certain
number of routers in the S state are subjected to password
attacks. We call the number of such routers: Spqs. Then we
have: Spass = S—S[a1(1—=9)+ax(1—g)+az(1—r)+as(1—p)].

Letk = ai(l —s) + aa(1 — q) + a3(1 —r) + as(1 — p),
we have Spass = S(1 — k).

Based on the SIR model, the number of nodes transitioning
from state S to state E in a unit of time can be found as:
(vBwEAK SwEAK +UBSTRONGSSTRONG) 3 = [vb(1—K) BwEAk +
u(l = b)(1 = k)BstronG1 -

Let 8 = vb(1 — k)Bweak + u(l — b)(1 — k)BstronG- Then
B is the transition rate from S —> E, and the number of nodes
transitioning from S —> E state is %

The number of nodes transitioning from S —> V state in a
unit of time is: (1 — s)BwpsSwrs + (1 — q)BwepSwep + (1 —
r)BweaSwea + (1 — p)BweamSwram + (1 — v)Bweak Sweak +
(1 — w)BSTRONGSSTRONG -

Let o = ai(1 — 9)Bwps + ax(1 — q@)Bwep + az(1 —
r)Bwea + as(1 — p)Bweam~+ b(1 — v)(1 — k)Bweax + (1 —
b)(1 —u)(1 — k)BstronG- Then « is the transition rate from S
—>V, and the number of nodes transitioning from S —> V is
as.

The process of changing the state of the nodes in the
network is shortened, as shown in Figure 3:

From the analysis above, we can develop a system of differ-
ential equations that adequately reflects the state transitions
in the SEIQ-VS model:

SI
S’:A—%—(a+/\)S+MQ+nV

o BS
—T—(a)—i-@-i-)»)E

I'=0E—(y+x+el
Q' =wE+yl —(u+1)0Q
Vi=aS -0+ 1)V

@

where derivative notation S, E’, I’, ', V' are the rates of
change of S, E, I, Q, V versus time:

_ds
T odr
dE

T odr
_dl
Tdr

, do
C=a
v
T odt

N denotes the network’s overall number of routers at
time ¢:

S/

/!

I (€)

Vv

N=S+E+I+Q+V )
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(1-q)Bwep Y \ 2 (1—7)Bwpa
Swep Swra
v v
— Swps Swpam
©n
e 8 E
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T sbBwps %:
= I
=
(1 —u)Bsrrone
(1—v)Bweax
SwEAK SsTroNG
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Q >

Vv
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FIGURE 2. SEIQ-VS malware spreading model with different encryption methods.

By combining the equations in (2), we obtain: (S+E +1+
Q+V)Y <A— AN —¢l.Because 0 < ¢ < 1, we can obtain:

dN
— <A—-AN 5)
dt

Applying the well-known Gronwall’s inequality in its dif-

ferential form [106] to (5), we obtain:

A

where, N = §° + EO + 10 + Q0 + vO. It is an initial
value (S%, E%, 1°,0°, V%) € R3. IfN® < 4 then N < 4.

A A
N<=—+ (NO - —) e M (6)
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So the region & = {(S,E,I,Q,V) :S > 0,E > 0,1 >
0,0>0,V>0S+E+I+0+V < %}isapositively
invariant set for model (2). If N° > *x‘ then it turns out
that lim;_, oo N(f) = %‘. Thereby, the set Q2 is the globally
attractive set for model (2).

From now on, we always assume that (SO, EY, IO, QO,
VO e Q.

b: MALWARE-FREE EQUILIBRIUM
To investigate the stability of model (2), we must first deter-

mine the malware-free equilibrium point at steady states of
the SEIQ-VS model.
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FIGURE 3. The transitions of states in the SEIQ-VS model.

Let PO = (59, E©, 10, 0°, V9), with N0 = SO+ E0 4+ /0 +
0%+ VO, is the point at which model (2) has a malware-free
equilibrium. At this state, we have E0 = 0,79 = 0, Q" = 0.
Then (2) becomes:

0=A— ﬁSOIO — (o + 1S+ u@° + nv°
ozﬂSO 0—( +6 +2E°
0=9E°—(y+x+s)1° @
0=wE’+yI° = (n+ 1)Q°
0=as’—m+1Vv°

Replace EY =0,1° = 0, 0° = 0 to (7) we obtain the
malware-free equilibrium point PO = (SO, EO, 19, QO, VO) =
(-Auth) _A(MtA) 0,0,0 )

Ma+n+r)? ’ A(a+ +A)

Let x = (S*, E*, I'*, O*, V*). x is the malware-epidemic
state of the model (2). At this state, the malware infection
spreads throughout the network. Model (2) may be stated as

follows:

d
d—f = F(x) = V(x) ®)
where
0
BSI
N
Fx)=1] 0
0
0
and
A+ B @+ 1S — o —nv
(w+6+ME
V(x) = —0E +(y + 1+ o)
—wE —yI +(u+1)Q
—aS 4+ + 1V

F(x) is the matrix representing the rate at which new
infections occur in the infection states. V(x) is the matrix
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illustrating the transition between states without regard for
new infections.
Differentiating these matrices for S, E, I, Q, V and analyz-

ing at the malware-free equilibrium P = ( Aé{(_'l—m, 0,0,0,
ﬁ%), we will have Jacobian matrices:
DF (PO)
0 0 0 0 0
S
0 O 'B— 0 o0
_ N
—]10 O 0 0 o0
0 0 0 0 O
0 0 0 0 0
DY (PO)
S
o+ A 0 % —u -
0 w+0+A 0 0 0
= 0 -0 y+i+e 0 0
0 ) -y w4+ A 0
—a 0 0 0 n+Aa

¢: BASIC REPRODUCTION NUMBER R

Now we can discover the basic reproduction number Ry. The
number R is the estimated number of secondary cases gener-
ated by a typical infective router in an entirely susceptible net-
work. Diekmann et al. [107] defined R as the spectral radius
of the next generation matrix. The next-generation matrix
is defined as the square matrix G in which the ijth element
of G, gjj, is the expected number of secondary infections of
type i caused by a single infected individual of type j, again
assuming that the population of type i is entirely susceptible.
Each element of the matrix G is a reproduction number,
but one where who infects whom is accounted for [108].
Additionally, the spectral radius of the next generation matrix
is also referred to as the dominant eigenvalue of G. It is
worth noting that the matrix G is a non-negative matrix, which
means that there will be a unique and real eigenvalue. This
eigenvalue is greater than others, and it is also called Ry.
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Following [107],let G = FV~
for our model, we have:

!is the next-generation matrix

Ro=p (]-“V‘1> ©)
where p(M) defines the spectral radius of a matrix M. From
that we have:

BS%
NOw+60 + M)y +Ar+¢)

Replace S 0 and N, which are calculated from (7) to (10)
we have:

Ry = (10)

Ry BO( + ) i
(@+n+Mw+0+1)(y+Ar+e)

d: THE STABILITY ANALYSIS FOR EQUILIBRIUMS
The following equations describe the equilibriums of the
model (2):

BSI

A—T—(OH-)»)S%—MQ—HIV_O
BSI
— —(w+O0+MNE=0
N (12)
—(y+Ar4+e)I =0
wE +yl —(u+A1)Q0=0
aS—m+1V =0
As is evident, for the case E* = 0,I* = 0,
Q* = 0, we obtain the malware-free equilibrium PO =
0 0 50 0 0 A(n+A)
(S aE 71 stV) ()\(a+n+)\)70005m)
Let
pr=o+n+Aar
m=w+0+2A (13)
3=y tArte
We can obtain:
S* — 293
Bo
B 3l*
0
(:-4)
I = LR (14)
(2+1)e3 + nrte)
O(u+A) A(A+2)
0 = wp3 +0y
O+ 2)
VF = a3
BO(n + 1)

e: STABILITY ANALYSIS OF MALWARE-FREE EQUILIBRIUM

It is trivial to demonstrate that model (2) has a malware-free

equilibrium defined by P° = ( Aéfi:fm, 0,0,0, A(QMH))

Lemma 1: If Ry < 1, P° is locally asymptotically stable
with respect to . Otherwise, P° is unstable.

Proof of Lemma 1: With P° = (:5125.0,0,0,
@ +A)) the Jacobian matrix at the malware-free
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equilibrium PY in (15), as shown at the bottom of the next
page.

The corresponding eigenvalues of J (PO) are real roots § of
the equation:

det (J —8Is) =0 (16)

The left part of (16) is called characteristic polynomial, and
I5 denotes the identity matrix of size 5.
After solving (16), we obtain the following eigenvalues:

51 =—X

o =—(u+Ar)

83 = —¢i

5 02+ ¢3 + \/(§02 — ¢3)” + 4094 17)
4=—

2

\/(wz — ¢3)? + 4094 ¢t
2 2

85 =

where ¢4 = 55;7':)‘)

According to stability theory [109], the fundamental
requirement for the five-dimensional model to be asymptot-
ically stable is that §; < 0, fori = 1,2, 3,4, 5. It is rather
obvious 81 < 0,8y < 0,683 < 0,84 < 0. To have §5 < 0 we
must have:

V=00’ + 901 g 14,

2 2
& 004 < 203

& 0ps < 203

BO(n + 1)

&Ry <1 (18)

<0

Hence, we can conclude that if (18) is satisfied or Ry < 1,
PV is locally asymptotically stable. Otherwise, PC is unstable.

If Ry < 1, aninfected router generates on average less than
one new infected router throughout its infectious period, and
the malware cannot spread. On the other hand, if Ry > 1,
each infected router creates more than one new infection on
average, and the malware can spread across the network.

Lemma 2: When Ry < 1, the malware-free equilibrium

O is globally asymptotically stable in . When Ry > 1,

otherwise, PV is unstable.

Proof of Lemma 2: Let L(S,E,I1,Q,V) =1 > 0asa
Lyapunov function; then L (P°) = 0. Its derivative along the
solutions to the model (2) is:

dL
E(S,E,I,Q,V):@E—(y + A+

:(p,( O™ + 3) _1>
TN+ 0@+ 10 +2+eo)

dL
x G E 1O V) = g3l (Ro— 1) 19)
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It is obvious that, L’ = 0 if and only if I = 0 or
Ry = 1. Thus, the largest compact invariant set in
{(S, E,1,0,V)|L = 0} is the singleton {PO}. When Ry <
1, the global stability of PY follows from LaSalle’s invariance
principle [110]. It implies that P is globally asymptotically
stable in 2. When Ry > 1, wehave L’ > 0if/ > 0. As a
result, the lemma is proven.

f: ENDEMIC EQUILIBRIUM AND ITS STABILITY ANALYSIS
Lemma 3: If Ry > %, P* is locally asymptotically stable with
respect to Q. Otherwise, P* is unstable.

Proof of Lemma 3: We examine the local stability of the
endemic equilibrium P* = (§*, E*, I'*, O*, V*). Model (2)
has the following Jacobian matrix at the endemic equilib-
rium P* in (20), as shown at the bottom of the next page.

Therefore, the characteristic equation corresponding to this
matrix can be expressed as:

S+ +Cr8+C38%+Cs+Cs5=0  (21)

From (20) we can write the (21) as follows:

(8% + (ﬁ +(a+A) + ¢)8
+ 902(/3 + (a + MG+ (1 + 1) + ¢3)8
+ 903(M A+ +A)=0 (22)

The real roots § of the equation (22) are the corresponding
eigenvalues of J (P*).

The equation (22) has five roots &, which are: §1, 2, §3, da
and &5. Where:

*

1
81+82:_<€V*

+(a+k)+g02> <0

BI*
816 = N*+(Oé+)») >0

B+8=—((u+A)+¢3) <0
3384 = p3(u+2)>0
ds=—M+x1) <0

(23)

From (23), we can find that §3 < 0,64 < 0 and 85 < O.
To have §; < 0,82 < 0, the following condition must be
satisf*ied:

‘f\,i*+(oz+/\)>0 <:>’3* >0

In combination with (14), we have:

# (55)

(@atm)es 4 pote)

A
R — 24
<~ O>A 24)

Hence we can conclude that if Ry > % then 61 < O
and 8, < 0. It means P* is locally asymptotically stable.
Otherwise, P* is unstable.

Lemma 4: If Ry < "{;H” P* is globally asymptotically
stable with respect to Q. Otherwise, P* is unstable.

Proof of Lemma 4: By employing the same proving tech-
nique as in Lemma 2 with P* = (S§* E* I*, Q* V¥),
we have:

dL pr93 (PO +A)S
—(S,E,1,0,V) = I
7 0.V) (

_n+t A)
m+2) \ ¢1p203N ®1
S A
_ e, (RO_ _nt )
(n+ A1) N @1
Model (2) is globally asymptotically stable if 5> dL TGS E LR
<0atP* = (S§* E* I*, Q" V*). It means that we need:

s A
<.01§03I<R0__n+ )50
m+A) N ®1
S Py A
e RS A g 1A
N ¥1 ¥
4
o Ry <! (25)
)

We may summarize the above discussion as follows: if
Ry < '7+1’\, the unique positive equilibrium P* of the
model (2) is globally asymptotically stable in €2.

g: MALWARE EPIDEMIC CONTROL

Lemma 2 implies that collective efforts (as described in
the formulation of Rg) are capable of eradicating malware
prevalence over the network. We analyze how to maintain
a malware-free equilibrium in the Wi-Fi network using the
SEIQ-VS propagation model.

It is easy to see that, to control and limit the spread of
malware in Wi-Fi networks, we need to improve the security
level, the complexity of passwords, and encryption methods.
It is equivalent to the fact that we need to increase the tran-
sition rate from S —> V state. The parameter « plays a major
role in this process.

From (11) and (18), we have:

a>(n+k)< po —1) (26)

(w+0+2)(y+Ar+e)

where,

a = ai(1 —s)Bwps + ax(1 — g)Bwep + az(1 — r)Bwea

O(u+A) A(+A)
—(+2) 0 —fv—s(f 2 n
; 0 (046 +2) 85} 0 0
I®%) = 0 0 —(y +Ar+e) 0 0 (15)
0 9] 14 —(u+2) 0
o 0 0 0 —(m+ X
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+as(1 — p)Bwpam + b(1 —v)(1 — k)BwEak
+ 1 = b)Y —u)(1 — k)BstronG

From this condition, we realize that to control the epidemic
in the network, one of the solutions is to increase «. We cannot
change the characteristics of malware or the capability of
cracking the password of malware. Therefore, to increase,
it is necessary to reduce the number of devices using weak
passwords and increase the number of devices using complex
passwords and high-level security encryption methods such
as WPA and WPAm. It means that when we decrease s,q,7p
parameters, the number of routers in the V state will be
increased. It is an effective way to prevent the possibility
of malware from spreading in the Wi-Fi network. Because
devices that use weak passwords in the Swreax are often more
vulnerable than devices in the Ss7ronG-

In addition, to prevent and limit malware from spreading
more effectively, the isolation measures for nodes used in E,
I states need to be considered. If inequality (26) cannot be
satisfied, malware will disseminate broadly over networks.

V. NUMERICAL ANALYSIS

In this section, we use numerical simulation to analyze and
illustrate different scenarios of model SEIQ-VS. We will
show the change of states respectively in each scenario
Ry < 1and Ry > 1. To observe a clear difference between the
two scenarios mentioned above, we use two different sets of
parameters, as shown in Table 2. In addition, there are some
notes in the selection of parameters as follows:

o Since the time to crack the weak password will be
faster than when cracking the strong password, we have
BwEeAak > PBstronc and the parameters u, v are chosen
so that u < v.

o Because the security level of WPS<WEP<WPA<
WPAm, we will have Bwps > Bwep > Bwea > Bwram
and the parameters s, g, 7, p are chosen so that p<r<g<s.

The difference between the two sets of parameters is

mainly related to the strength of the password and the ability
of malware to crack the password. In the scenario of Ry > 1,
the parameter set s, g, r, p will increase because, at this time,
the number of cracked routers will increase, leading to a
decrease in the number of routers transitioning from S —> V.
Besides, the time it takes for malware to attack a router is
also reduced when Ry > 1 compared to the scenario Ry < 1,
s0 BwEAk > BsTrRonG also increases in scenario 2 compared to
scenario 1. The values of b, u, v also change according to the
same logic.

TABLE 2. Different sets of parameters for the numerical analysis.

Parameters | Scenario 1: Ryp < 1 | Scenario 2: Ry > 1
Bwps 0.15 0.15
BwEP 0.1 0.1
Bwpa 0.05 0.05

BwpPAm 0.02 0.02
BwEAK 0.5 0.7
BsTRONG 0.2 0.35
ai 0.25 0.25
as 0.25 0.25
as 0.25 0.25
a4 0.25 0.25
s 0.6 0.95
q 0.45 0.9
r 0.3 0.75
p 0.1 0.7
b 0.6 0.95
v 0.425 0.931
u 0.376 0.9
Ny 1000 1000
A/N 0.35 0.35
0 0.5 0.95
~ 0.174 0.174
w 0.017 0.017
n 0.594 0.594
n 0.1 0.1
A 0.02 0.02
€ 0.03 0.03

Scenario 1 (Ry < 1): In this scenario, we set the parame-
ters to the appropriate values to ensure that many routers use
high-level security encryption methods with highly complex
passwords. It ensures that the basic reproduction number is
always low and the malware cannot propagate aggressively
in the Wi-Fi network.

In this scenario, Ry = 0.13, the ability of malware to
propagate in the network is reduced according to Lemma
1 and Lemma 2 (Figure 4). As a result, the I state tends to
decline; meanwhile S state and V state increase over time.
In the early stage, because the parameters s, g, 5 p are small,
the number of routers switching from S —> V state increases,
while the transition rates from V —> S and Q —> S are
maintained at a small level. Hence, the number of routers
in the V state tends to increase initially. Then, because some
routers are removed from the network (parameter 1) and due
to the impact of malware, the number of routers in state V will
decrease. Under the impact of malware (parameters 3, 0), the
number of routers switching from S —> E and E —> I began to
rise. Despite this, the number of routers that are not infected
with malware is still maintained at a high level because the
impact of malware in this scenario is not significant.

BI*
— N —(ax+A) 0
BI*
I(PY) = N —(w+6+A)
0 0
0 w
o 0
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BS*
- n
*
BS 0
N* (20)
—(y+Ar+e) 0 0
1 —(u+A) 0
0 0 —(n+A)
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FIGURE 5. Fraction of routers in five states when R > 1.

Scenario 2 (Ry > 1): In this scenario, we have the basic
reproduction number Ry = 1.62. With Ry > 1, the ability
of malware to propagate in the network increases (Figure 5).
The I state tends to increase; meanwhile S state and V state
decrease over time. With the set of parameters in this sce-
nario, the malware can crack passwords faster. The number

61886

of devices using low-level security encryption methods with
weak passwords increases significantly, decreasing the num-
ber of routers in the V state. At the same time, we also
increased the transition rate from E —> I to ensure malware
propagation in the network is stronger and faster. Under the
impact of malware (the parameters 8, 6 increase), the number
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of routers switching from S —> E and E —> I increased
significantly. The number of infected routers will remain high
because the impact of the malware in this scenario is large
enough. It is perfectly consistent with the above stability
analysis of endemic equilibrium.

From (11), it can be seen that there are many factors
affecting the change of Ry. To evaluate the impact of these
factors on Ry we use the same set of parameters in scenario 2
and change the necessary parameters.

Figure 6a depicts the effect of o on Ry. This influence
shows how to control the malware epidemic in the network.
Increasing the transition rate from the S —> V state increases
the ability to limit the spread of malware.

Figure 6b depicts the linear influence of parameter 8 on
Ry. The transition rate from S —> E is an important factor
leading to the spread of malware in the network because it
increases the number of routers that have successfully been
cracked passwords.

Figure 6¢ depicts the change of R under the impact of
the transition rate from E —> I state. As 6 increases, Ry will
also increase. However, Ry does not increase rapidly, and
the impact of 6 will not be as great as the impact of 8
because when in the E state, routers have not yet caused
malware propagation; only when routers switch to the I state
the process of spreading will take place.

Figure 6d demonstrates the dependence of Ry on the tran-
sition rate from I —> Q. R decreases rapidly as y increases,
while y is small, Ry is greatly affected. It is completely
understandable because if routers infected with malware (i.e.,
potentially causing the spread of malware in the network)
switch to the quarantined state, they will reduce the malware
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threat and limit the spread of malware. From that, it can be
seen that the method of isolating routers used in E, I states
needs to be considered.

VI. CONCLUSION
Wi-Fi networks have become very popular. However, security
issues in Wi-Fi networks have always been a big challenge.
Like other types of networks, Wi-Fi networks have fallen
victim to malware attacks in recent years. To analyze the
impact of malware within a wide-ranging Wi-Fi network
and come up with solutions to limit the impact of malware,
we need to build a malware spreading model for this network.
This model needs to consider the characteristics of encryption
methods and the complexity of passwords used by routers
in the network. Besides, it is also necessary to consider the
specific characteristics of the malware in each stage of the
attack. Therefore, in this paper, we proposed a mathematical
SEIQ-VS model with five states: Susceptible (S), Exposed
(E), Infectious (I), Quarantined (Q), and Vaccinated (V) to
describe the malware spreading behavior in Wi-Fi network.
We calculated the basic reproduction number Ry to show
whether the spreading of malware would be weakened (Ry <
1) or remained high over time (Ry > 1). We also provided an
analysis of malware-free and endemic equilibrium stability.
The analysis pointed out how to control the malware in the
Wi-Fi network. We should use more routers with high-level
security encryption methods and complex passwords.
Howeyver, there are still some limitations:

o The model only considered the spread between routers
but did not consider the spread of malware from the
client to the Wi-Fi router.
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The model is built on some assumptions, and, in some
cases, it may not be suitable for real cases. This model
works well in the scenario of a mesh network.

The mathematical model was not verified by a real test
case because this model requires a huge number of
routers, and there is no chance of having a real test case
for it.

We ignore the case of routers that do not use any security
(i.e., OPEN Wi-Fi), although there are still many such
routers, especially in public places.

In future works, we will consider the spread of malware from
clients to routers and consider the scenario when malware
uses roaming as a way to spread in Wi-Fi networks. In addi-

tion,

we will implement some ways to verify the mathemat-

ical model, for example, using an agent-based simulation
environment.
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