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ABSTRACT The origin of the COVID-19 pandemic has given overture to redirection, as well as innovation to
many digital technologies. Even after the progression of vaccination efforts across the globe, total eradication
of this pandemic is still a distant future due to the evolution of new variants. To proactively deal with
the pandemic, the health care service providers and the caretaker organizations require new technologies,
alongside improvements in existing related technologies, Internet of Things (IoT), Artificial Intelligence
(AI), and Machine Learning in terms of infrastructure, efficiency, privacy, and security. This paper provides
an overview of current theoretical and application prospects of IoT, AI, cloud computing, edge computing,
deep learning techniques, blockchain technologies, social networks, robots, machines, privacy, and security
techniques. In consideration of these prospects in intersection with the COVID-19 pandemic, we reviewed
the technologies within the broad umbrella of AI-IoT technologies in the most concise classification scheme.
In this review, we illustrated that AI-IoT technological applications and innovations have most impacted
the field of healthcare. The essential AI-IoT technologies found for healthcare were fog computing in IoT,
deep learning, and blockchain. Furthermore, we highlighted several aspects of these technologies and their
future impact with a novel methodology of using techniques from image processing, machine learning, and
differential system modeling.

INDEX TERMS Artificial intelligence, compartment model, COVID-19, internet of things, image
processing.

I. INTRODUCTION
Internet of things (IoT) technologies can be defined as an
amalgam of software and hardware products that can gener-
ate, gather and compute data, fundamentally in the form of
binary digits. On the other hand, artificial intelligence (AI)
is the underlying automation mechanism behind these IoT
technologies driving its applications and can be regarded as
a distinguished field from IoT due to its intrinsic impor-
tance. The union of these two technologies is referred to as
AI-IoT. Since the overture of the COVID-19 pandemic, the
top priority ever has been to control and contain the pandemic
through principles like social distancing and quarantine
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enforcement [1]. Failure to take action may lead to surges of
infectious cases, causing overburden of hospitals [2]. While
the efforts in vaccination development have been fruitful, the
rate of transmission of the virus is the same as before, and so
are the efforts to control its spread.

Identification of a COVID-19 patient is an important strate-
gic approach in controlling the pandemic [3], and its signifi-
cance became prominent when countries such as South Korea
and Israel utilized it for tracking people with COVID-19
symptoms right from the beginning, and infection spread was
greatly controlled [4]. The identification approach consists
of diagnostic tests, contact tracing, quarantine, isolation, and
treatment [3], [5].

In this course, the above approaches can be laborious
and perhaps inefficient. Henceforth, the imposition of digital
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FIGURE 1. Percentage distribution of major symptoms associated with
COVID-19.

technologies as an aiding tool is not only the next logical
move but has been consistently verified to be beneficial. For
example, the infected number can be controlled with low
quarantine efforts when accurate tracking technologies like
GPS, Bluetooth, etc., are adopted [6].

Many countries attempted to contain the COVID-19 out-
break through different lines of action with varying degrees of
results, but the guiding examples have been South Korea and
Israel, which took action immediately as the initial infected
cases appeared, followed by the extensive utility of infor-
mation and communication technologies in harmony with
voluntary public participation [4], [7]. Such strategies are a
ramification of lessons learned from previous epidemics. For
example, [8] showed that lack of communication between
regional healthcare agencies, invites variable transmission
rates over the country, as happened in the 2003 SARS out-
break in Canada [7]. Similarly, during the 2009 influenza
pandemic, Switzerland used medical teleconsultations to
manage suspected cases in addition to its existing reporting
system [9].

The distribution of symptoms of patient infected with
COVID-19 [10], [11] is documented in figure 1. Recognizing
these symptoms right from the onset is instrumental in flatten-
ing the infected number curve. Since smartphones are widely
accessible in current times, their embedded sensors have been
studied and implemented to detect the symptoms early and
provide an immediate diagnosis from imaging techniques,
which can take days for final screening.

Severe acute respiratory syndrome coronavirus 2
(SARS-CoV-2), the principal cause of the current pandemic,
is known to be highly prone to mutations [12], [13], and
thus may penetrate the effectiveness of the current vaccines
and antibody drugs [12]. Even most promising vaccines like
mRNA-based Pfizer and Moderna [14] are known to be
95 percent effective, leaving out 5 percent of the vaccinated
population prone to the infection. While the maturation
of broad-spectrum drugs and vaccines is underway [13],
the maximum utility of current digital technological tools
is the need of time. Additionally, it is worth mentioning
how the pandemic is directly affecting the development of
many technological trends as well, with notable examples
being the deep surge of videoconferencing platforms and
the deployment of robots and drones for delivery purposes.
In the context of COVID-19, pertaining to AI-IoT technolo-
gies, most of the reviews or surveys are either standalone

specific to a particular domain of AI-IoT [15], [16] or
slightly augmented [17] with other fields, but do not span
all associated fields in general. Another problem with such
review articles is the inefficiency in classification schemes
embedded in such reviews, where overlapping classes of
technologies are considered separate, for example, the field of
AI and blockchain or IoT and 5G being dealt with as separate
classifications, while one class engulfs the other [18]. Besides
in prior review articles, conventional techniques of tabulation,
charts, and color maps are used to provide a comparison
between different aspects, limited by author’s knowledge
and understanding. This provides an invitation to systematic
data-driven techniques to draw more profound insights. Fur-
ther, text mining [19] techniques have been applied to pro-
duce a review of COVID-19 references and determine insight
into challenges and future trends, but the proposed method
itself was intended as the primary goal of the article. Even
generally in review and survey articles, an overview of several
classifications associated with a particular domain has been
provided with techniques like SWOT analysis [20], Network
analysis [21], and machine learning methods [22], [23], but
they are more polarized towards application perspective.

In the light of abovementioned drawbacks, the main aim of
this review paper is to provide a concise and comprehensive
review of several AI-IoT technologies from both technical
and application perspectives in a minimum classification
scheme, followed by recommendations by authors for pos-
sible future works. To provide resolution into some aspects
of these technologies and associated comparisons, not only
conventional methods like pie charts, bar charts, color maps,
and tabulations were utilized. We also proposed and utilized
novel interpretable techniques from machine learning, image
processing, and mathematical modeling to aid in the insights
and comparisons.

The key contributions of this review are summarized as
follows:
• The review presents the AI-IoT technologies impact
in the COVID-19 context, under a compact taxonomy,
comprehensive in engulfing key concepts such as
their architecture, availability, theoretical significance,
research interest and practical applications. In this
respect, their trends and challenges are highlighted and
based on them possible future works and trends like
the infrastructure of deployment of these technologies,
as well as research directions are recommended. The
IoT Technologies help to remote monitor the COVID-19
health, Breathing difficulty level, Temperature, and
Geo-fencing. The AI helps to predict various COVID-19
factors such as the Oxygen saturation level in the blood
based on the IoT sensors data, COVID-19 spread estima-
tion, and automation control for non-contact tominimize
the spread.

• To emphasize the significance of several technolo-
gies like sensing devices, cloud and fog computing,
blockchain, deep learning, machines, etc., that are
most inclusive in dealing with the current pandemic
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FIGURE 2. Flow diagram presenting classification of AI-IoT technologies entailing the response to COVID-19.

in healthcare, governmental and public sectors. The
non-contact sensors specifically and also wearable sen-
sors help to monitor the patients health and move-
ment and contribute more to reducing the COVID-19
spread.

• To propose and utilize novel techniques from machine
learning, image processing, and differential system
modeling in this review to extract compact and inter-
pretable features from literature data reviewed and
present them into meaningful plots and tables.

In the next section, the novel review methodologies are
described in detail. In later sections, the review is provided
as an expansion of three main classifications of AI-IoT tech-
nologies in the COVID-19 context, i.e. Internet of things
(IoT), AI, and mechatronics, where these methodologies are
applied in different contexts in the review, including the
‘‘Future Works’’ section.

II. ANALYSIS METHODOLOGIES
This section introduces three different data driven AI tech-
niques with their associated theoretical backgrounds. While
many aspects of these techniques are novel, they are intended
to provide deeper insight into several classification schemes
and recommendations by the authors. The corresponding
methodologies are described as follows.

A. GRAPH FEATURES BASED INSIGHT
The site ‘‘Connected Papers’’ [24] was considered for this
methodology, which can render a graph of an academic
paper, where the focussed paper is connected to several
other papers based on contextual similarity. In this regard,
similar papers are closer (forming clusters) with more bold
edges. The nodes represent individual papers with their size
signifying the number of citations. The strategy to develop an
effective, compact, and interpretable understanding of these
graphs is to transform the node, edge, and cluster information
into features.

On the contrary, this site does not provide parameters of
this graph, which are to be transformed into appropriate inter-
pretable features. To systematically extract information about
nodes, edges, and clusters from the rendered graph image,
an array of image processing techniques are systematically
employed, whose logical flow is represented in figure 3.

Since nodes, edges, and clusters of the graph can be iden-
tified as circular objects, lines, and connected components
in an image respectively, detection of these becomes a col-
lection of standard image processing problems [25]. In this
continuation, the process of node, edge, and cluster number
identification is described below:

∗ Node number: Although there exist many variants
of Hough Transform [26] for circular object detection,
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FIGURE 3. Flow diagram of employment of image processing techniques to extract nodes, edges and cluster information from a rendered
graph image.

our approach took advantage of the presence of only
circles and edges within the image vicinity with a sharp
variance of pixels between them, and employedOriented
FAST and rotated BRIEF (ORB) based feature detec-
tion [27] to count the total number of nodes. This is done
after an erosion operation [25] upon a Gaussian blurred
image [25] to nullify the presence of edges. The detected
ORB features are thresholded by the minimum distance
between two feature positions to lead toward the total
count of actual nodes.

∗ Edge number: Likewise to circular object detection,
an abundant literature is present in line detection con-
text [28], [29]. In this regard, our methodology relies
first on an erosion operation upon a Gaussian blurred
graph image to refine the thickness of lines for later edge
detection by a Canny Edge detector [25] to produce an
edge map. Later Hough line transform [25] is performed
upon this to detect and count the number of original
edges in the graph image.

∗ Cluster number: Connected component labeling could
be an excellent way to identify the clusters in a graph,
from the image representation, but this would work only
for appropriate binary images [30]. To tackle this, first,
the Gaussian blurred image of the graph is transformed
into an image comprising of several blob-like areas,
through a sequence of operations like erosion, dilation
and flood filling [25]. Later, the clusters are identified
and counted with connected components labeling [25].

A demonstration of the above graph attributes identifi-
cation is represented in figure 4(a), (b), (c) and (d). After
extraction of the above information, features for decision
trees are constructed through table 1. While on the contrary
graph-based techniques have been employed in image pro-
cessing, to the best of the author’s knowledge, this is an
original approach to extract features from graph, based on
image processing of its rendered image. This provides not

only an effective new way to extract necessary information
from graphs but alsomore computationally feasible solutions,
where complex networks can be represented by images with
a lesser number of pixels.

Reduced Citation (c′) is an effective representation of
cumulative citations per year normalized over the year (y) to
show the relevancy of comparison between two papers pub-
lished in different years. Entropy (S) metricizes the different
active research directions within the same literature domain.
Here entropy takes its relevance from the Boltzmann equation
of thermodynamics, where entropy represents the number of
states, in which the gas molecules can arrange themselves
in [31]. Interest index (I) reflects the research interest in terms
of active research contributors within the area, while research
index (r) describes the rigor in the corresponding research.
The associated formulas for the calculation of these features
are described by equations (1), (2), (3) and (4).

c′ =
cy

2022
(1)

S = log(C) (2)

I = 1/(1+ n) (3)

r = 1/(1+ E) (4)

In our case, these features (as described in table 1) describe
several characteristics of research trends and their properties
are the range of the feature values.

B. COMPARTMENT MODEL BASED INSIGHT
Compartment models are an abstract representation of the
mathematical model that can be represented as a system of
unique information entities that can exchange information
among themselves. While prior Literature upon them focused
on their applications in modeling biochemical, engineering,
economic and social processes. We intend to utilize com-
partment models to model variation of Literature in specific
interest domains across time. More precisely, the Literature
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FIGURE 4. (a) Rendered graph obtained from https://www.connectedpapers.com/ for a random research paper
(b) Application of proposed algorithm to detect graph nodes (c) Detection of graph edges (d) Detection of graph clusters.

TABLE 1. Tabulation of parameters extracted from graph images and
corresponding feature extracted for decision trees.

in a domain is bound to evolve as a redirection from
another field. This phenomenon has been very prominent in
COVID-19-based Literature, and the prominent example is
the reuse of existing smartphone technology to aid contact
tracing at a national level.

Literature is a dynamic process in which the content
evolves over time but in a specific pattern. Concerning a
redirection approach, the Literature can be divided into the
interest domain, in which the Literature is of interest, and the
new domain, with well-established Literature, whose stud-
ies or results can be redirected towards the interest domain
context. This leads to the creation of a third field, composed
of new Literature in the interest domain, that acts as an
intersection of interest field and new field. In the context of
COVID-19 based Literature, this is depicted in figure 5(a) as
a Venn diagram, where new literature and interest domain as
COVID-19 Literature intersect to produce new Literature in
COVID-19 domain, represented by a yellow area.

We can infer yearly cumulative citations of literature in a
particular domain as a measure of literature in that domain,
since our focus is to model the evolution of new literature
in COVID-19 context. We can proceed with the modeling,

by assuming that the change of yearly citations in new
literature in the COVID-19 context is proportional simul-
taneously to its current citations as well as year citations
in the new literature in general (depicting how lucrative
this field has been to influence another field). Lastly, this
change in new COVID-19 literature should directly affect
the already present COVID-19 literature. With these consid-
erations, we model the corresponding compartment model,
as shown in figure 5(b). The corresponding differential sys-
tem [32] of the compartment model is defined below.

Ṅ (t) = −αN (t)C(t) (5)

Ċ(t) = αN (t)C(t)− βC(t) (6)

Ṙ(t) = βC(t)− τ (7)

In equations (5), (6) and (7), ‘N’, ‘C’ and ‘R’ are the cumula-
tive citation numbers on research papers related to purely new
fields within the COVID-19 context, the intersection of new
Literature and COVID-19 context and established COVID-19
Literature respectively. It is represented as a Venn diagram
in figure 5(a). The associated parameters τ , α, and β are
constants (whose description is mentioned in figure 5(b)),
intuitively depicting a qualitative description of the dynam-
ics. Equations (5), (6), and (7) have a high resemblance to
the SIR model of epidemic [32], due to high correlation in
their internal structure and dynamics of how infected people
number and new Literature on interest domain evolves.

Our goal is to estimate the parameters τ , α, and β in
equations (5), (6), and (7), which can provide qualitative
insight into an infusion of new Literature into the COVID-19
domain. We can achieve this by considering the above system
into a convex optimization procedure by transforming the

VOLUME 10, 2022 62617



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

FIGURE 5. (a) Venn diagram representing relationship between N, C and R as the intersection of new literature and COVID-19
literature (b) Compartment Model based Visualization of Induction of new literature into COVID-19 domain.

equality into finding roots of the equality and finally squaring
that equality into finding minima. Through simple calcula-
tions, we can form the following objective function from
equations (5), (6), and (7).

O(τ, α, β) =
∑
ω

|jωn(ω)− N (0)+ αINC (ω)|2

+ |jωc(ω)− C(0)− αINC (ω)− βc(ω)|2

+ |jωr(ω)− R(0)− βr(ω)+ τδ(ω)|2 + λL

(8)

In the above, n(ω),c(ω), r(ω) and INC (ω) stand for Fast
Fourier transform (FFT) of functions N (t), C(t), R(t) and
N (t)C(t) respectively. The FFT allows the above differential
system to transform into an algebraic equation, as otherwise,
the derivative on real data might not be well-defined, and
techniques of curve fitting would have to be applied which
only would lead to additional computational cost. It can
be noted that while FFT may lead to complex outputs, the
objective function defined by equation (8) is itself real due
to the modulus argument ‘||’. Addition term ‘λL ’ in (8) is
the regularization term, with λ as Lagrange multiplier, which
enforces positive definiteness of states represented in equa-
tions (5), (6), and (7) as citations itself cannot be negative.
To this end, L can be defined as,

L =
∑
t

(N (t)− |N (t)|)2 + (C(t)− |C(t)|)2

+ (R(t)− |R(t)|)2 (9)

Henceforth, we can estimate parameters by minimization of
the objective function in (9), as τ ∗, α∗ and β∗.

(τ ∗, α∗, β∗, λ∗) = argmin (O) (10)

The choice convex optimization procedure chosen is
Nelder-Mead Simplex method [33]. The estimation of these
parameters would not only provide quantification of the qual-
itative behavior of citation trends but also allow us to estimate
the future trend by solving the differential system (5), (6) and
(7) by a Runge-Kutta Integrator.

C. Word2Vec BASED 3D VISUALIZATION
Word2Vec [34] is a family of word embedding algorithms
that can translate words and sentences into vectors in the
real domain. These real vectors have a ‘distance’ notion
defined on them, which is not possible for standard words
and sentences. Therefore, this technique can allow systematic
calculation of similarity between two words based on the
distance between their associated vectors.

A pre-trained Google’s Word2Vec model [35] is con-
sidered in our paper, which is already trained on about
100 billion words from the Google News dataset and pro-
duces a 300-dimensional vector representation of words.
The distance between these vectors directly implies how
closely related the two words are. This representation would
allow an interpretable visual demonstration of how closely
related different sub-domain classifications of the digital
trend are. Since 300 dimensions cannot be represented well
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FIGURE 6. (a) Distribution of categories of sampled references for review paper (b) Distribution of year of
publication of selected references.

for possible human interpretation, therefore to reduce the
dimensionality of these representations to 2 dimensions, Prin-
cipal Component Analysis (PCA) [36] is performed, followed
by extraction of the first and second principal components as
a two-dimensional vector. To allow a three-dimensional rep-
resentation, more attributes are collected like the frequency
of occurrence of particular classification in the COVID-19
context, and how often the particular topic is considered both
research and implementation-wise. After the collection of this
information, a 3D representation of several topics (in perti-
nence to a specific context) can be constructed, consisting
of balls of a specific radius embedded in a 3-D Cartesian
plane, the parameters of which are provided in table 2. This
visualization can be interpreted as the relative distance of
topics (described by balls) in the x-y plane describing their
relative general contextual similarity. The positing of balls
along the z-axis describes, how frequently the topic has been
used in the COVID-19 context, thus implying its relative
significance. Lastly, the size of balls would conclude the
overall research and implementation contributions imparted
on that particular topic. The size of the balls is determined
by radius, which is calculated as (c + exp(i), where ‘c’ is
cumulative citation numbers and implementation and ‘i’ is
cumulative articles number.

III. REVIEW OF AI-IoT TECHNOLOGIES
After an explanation of analysis methodologies, the review
is organized as an expansion of three main classifications of
AI-IoT technologies, namely IoT, AI, and mechatronics.

While the literature produced on the COVID-19 topic has
been tremendous, a total of 625 references were selected for
this review article, which is in the form of peer-reviewed
or pre-print research, review, and survey papers, as well
as news articles, online tools, and repositories. The distri-
bution of these references in terms of source and year of
the update is provided in figure 6. The sampling criteria
for the corresponding references were based on relevance,
from the viewpoint of theoretical aspects and significance,
practical aspects and applications, alongside research interest

TABLE 2. Tabulation of attributes of three dimensional Word2Vec based
representation and corresponding description.

of AI-IoT-related technology in intersection with terms like
‘‘COVID-19’’ or ‘‘Coronavirus’’. Furthermore, several chal-
lenges of these technologies were highlighted, as well as
future works were elucidated upon in light of the selected
references. As represented in figure 2, these categories are
expanded and covered in detail in the sequent sections. Later
the review is completed with a conclusion and future works
section. In this course, the analysis methodologies have been
applied to different contexts, including the ‘‘Future Works’’
section.

IV. INTERNET OF THINGS
IoT is basically a collection of interconnected devices, whose
high-level goal is to provide services through intelligent
means [37]. IoT has been declared as a direct intersec-
tion of three broad visions of technologies: Things oriented
(concerning electronics or mechatronics products), Internet-
oriented (concerning communication and internet protocols)
and Semantic oriented (concerning the utilization of gathered
data) [38]. With the official advent of IoT in 2002 [39], the
concept of connecting devices with computing dates back to
the 1980s [38].

IoT is in itself a very active field, and with the current
pandemic, its value has boomed and is estimated to be val-
ued at around 1.3 trillion dollars by 2026 [40]. In order to
make applications of IoT more accessible globally [41], it is
important that the solutions are cost and energy effective.
Furthermore, open-source solutions are also important as they
might be more available to developing countries, besides the
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FIGURE 7. Stages of IoT Solution in controlling the epidemic of COVID 19.

characteristic of total community-driven development and
maintenance.

While IoT has enabled automation, elimination of human
error, and improved cost-effectiveness possible, industrial-
scale IoT systems are known to be complicated and require
sophisticated maintenance. Furthermore, they create risks
to security, privacy, and loss of human jobs. Despite the
significant importance of IoT to the modern era, there is
no agreed-upon standard upon which several characteris-
tics of its structure can be defined [42]. This vagueness
has permitted researchers to impose the IoT architecture to
be compromised of 3 to 7 layers. However, since the IoT
can be visualized as a network of smart things that can
generate, store and exhaust information [43], the follow-
ing features remain invariant characteristics that IoT has to
deliver [43]:

• Network Invariant Functionality → management of
dataflow from sensors as well as integration of different
platform of hardwares and protocols

• Efficieny → maintenance of performance with
increases is the number of devices

• Security→ ensuring security regarding flow and data
as well as maintaining privacy of users

While technologies like WoT (Web of Things) [44], WSN
(Wireless Sensor Networks) [45], CPS (Cyber Physical Sys-
tems) [46], M2M (Machine-Machine) [47] and embedded
systems [48], [49] have been utilized in COVID-19 appli-
cation, they somewhat differ from IoT with considerable

principle similarities to the point that the prior terms are
interchangeably referred to as IoT [38].

1) ARCHITECTURE OF IoT SOLUTION IN COVID-19
The application and advantage of IoT in tackling COVID-19
epidemic have been immensewith its operational architecture
described by 7 layers. The simplicity [38] of these respec-
tive layers provides versatility in the general description
of COVID-19 related IoT applications. This architecture is
briefly presented in figure 7, and is further briefly layer-wise
explained below:

∗ Sensing Layer is responsible for collection of data from
different sensors

∗ Connection Layer aims to deal with wireless networks
and associated protocols for timely transmission of col-
lected data from sensing layer

∗ Edge Layer transforms the data from several heteroge-
neous sources into standard form feasible for storage,
and includes processes like data formatting, reduction
and decoding. This layer may also allow fog computing,
i.e. limited processing of received data.

∗ Accumulation Layer converts real time data into
query-based data while accompanying methods like fil-
tering and selective storage.

∗ Abstraction Layer stores the data in such away that dif-
ferent types of data can be reused by a single application

∗ Application Layer basically converts the gathered data
into some lucrative result utilized by consumer market
in the form of smart cities, smart healthcare etc.
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FIGURE 8. Overview of sensor technology utilized in smartphones and corresponding applications during COVID-19
pandemic.

∗ Business Layer engulfs single or multiple IoT applica-
tion services at a larger scale to design business logistics
driven IoT system and services, that is delivered by a
business or an organization. This layer involves greater
focus on elements like security and privacy

As shown in figure 2, IoT can be divided into three fun-
damental regimes, i.e. sensor-driven, middleware driven and
utility driven. These regimes are discussed further in the
context of COVID-19 as follows.

V. SENSOR DRIVEN
This classification observes the IoT applications from the
perspective of perception and gives an overview of related
technologies in sequent sections.

A. SMARTPHONE
Smartphones are an improvement over previous concepts
of mobile phones with extensive computing capabilities to
produce functionalities in addition to standard voice calls
and text messaging. While primarily a packaged embedded
systems, today’s smartphones are generally embedded with
an array of sensors like camera, accelerometer, gyroscope,
proximity sensors, compass and microphones, while sup-
porting several wireless communication protocols like GPS,
Bluetooth, Wi-Fi and cellular networks. Smartphone’s influ-
ence upon COVID-19 is discussed further after discussing its
application in previous epidemics, in the following sections.

1) INFLUENCE UPON PRIOR EPIDEMICS
In epidemic control, smartphones provide leverage by pos-
sessing the connectivity, computational power with sensors
and wireless technologies, in combination with ubiquity to
provide extensive data collection and reporting [50]. This
utility has been recognized prior to the current pandemic and

has been extensively used to deal with previous epidemics.
In fact, [51] termed the pairing of a smartphone with health-
care as ‘mHealth’ providing opportunities like outbreak iden-
tification, diagnosis, treatment, patient management, disease
control and elimination of the disease. In this regard, [52] sur-
veyed 1332 smartphone apps, relevant to the prevention and
treatment of tuberculosis, and identified their functionalities
as falling into as being informative, data gathering, alerting
and reporting.

Smartphone point of diagnostics can be categorized as:
‘colorimetric’,‘electrochemical’,‘fluorescence’, and ‘micro-
scopy’ [53]. On the other hand, the development of mobile
phone point-of-care diagnostics is required to be rigor-
ous with its process accompanied by needs and cost-
benefit analysis, development of corresponding technology,
pre-clinical verification, and then field trials [53]. In this
direction, [54] utilized a smartphone application, using
Dimagi’s CommCare platform, known as the Ebola Contact
Tracing application (ECT app), which reported 63% con-
tacts as compared to 39% from paper-based contract trac-
ing. [55] developed an app attending to point-of-care tests
for Ebola diagnosis (100% sensitivity and 98% specificity),
patient management and surveillance. [56] validated the use
of smartphones accompanied by forward-looking infrared
radar (FLIR) for the thermal detection of body temperature.

While this procedural limitationmight put constraints upon
whether smartphones should be extensively utilized in deal-
ingwith the current pandemic rigorously, we can deduce from
the described literature that the utilization of smartphones in
pandemic dealing is well-established.

2) POST-COVID-19 INFLUENCE
Since the current pandemic, smartphones have been uti-
lized to aid primary care [57]–[60], and have proven to
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FIGURE 9. (a) Overall distribution of identified 98 COVID-19 related apps across globe (b) Distribution of Bluetooth based contact
tracing apps across globe (c) Distribution of GPS based contact tracing apps across globe.

FIGURE 10. Distribution of functionalities in the identified 98 COVID-19
related smartphone apps.

be effective in extending towards affairs of health care
like tele-consultations [61], tele-diagnosis [62]–[64], tele-
surgery [65], [66] and tele-counselling [67].

Smartphones are frequently used for contact tracing
through the deployment of dedicated smartphone apps.
Manual tracing of contacts of an infected person may take
up to 24 hours of labor, while automated systems leveraging
smartphones can reduce this duration to 10 minutes [68].
Furthermore, the data from these contact tracing apps can

be systematically integrated with data from police records,
telecommunication companies, CCTV recordings and banks
to produce more effective contact tracing. In order to
ensure the effectiveness of smartphone-based contact tracing,
an uptake of at least 56 percent [69] by the public is required,
alongside effective detection of less than 15-minute duration
presence in proximity of an infected person [70].

In the COVID-19 context, a smartphone’s computational
and sensor leverage in combination with their ubiquity
has allowed much input to output capabilities, allowing
applications as represented in figure 8. In this scenario, the
sensor availability is most critical, with the most significant
categories being GPS, Bluetooth, accelerometer, gyroscope,
camera, and microphone, with corresponding literature upon
their COVID-19 application considerably exhausted. On the
other hand utilization of ambient light sensors and magne-
tometers in the COVID-19 context has been nearly absent in
the literature. While there exist a few studies on estimation
of the distance between devices based on magnetic measure-
ments, there are only a few utilization of magnetometers in
COVID-19 reference, utilizing smartphones [71].

3) SMARTPHONE APPS
With significant applications realized through the hardware
of a smartphone, the next step is to design of the app to
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FIGURE 11. (a) Typical digital contact tracing scheme via smartphones (b) Data collection architecture of smartphones in contact tracing aspect.

interface those functionalities for a general user. In this
respect, many apps have been deployed both at national and
international levels, with their efficacy estimated to be up to
80% [72] upon early adoption by the general public. While
preferences of users may define over adaptability of such
apps, a study [73] revealed that app design and marketing
strategies may also be critical in this respect. On the other
hand, the general public opinion of these apps has generally
been mixed [74] with critical factors as a guarantee of health
and privacy as the main characteristics of these apps.

A study [74] suggested that the majority of the population
demand health and privacy as the main characteristics of
contact tracing apps, with asmuch early detection as possible,
and its early adoption can lead to the reduction of infection
rates by up to 80% [72].

With the sudden overture of the novel pandemic, the main
strategy ever has been the cooperation between government
and technology-based companies to redirect already present
digital solutions to contain the pandemic. An initial example
of this process in the case of the Chinese government utilizing
platforms of Alipay and WeChat.

This trend quickly became systemized with more
dedicated apps having applications towards contact trac-
ing, geo-fencing, self-diagnosis, hospital appointments and
consultations, routing, and travel control. Even further apps
have been extended towards attending to indirectly affected
areas by pandemic like online videoconferencing, therapy
and assistance to elderly and disabled people. Likewise, some

apps have specifically been developed for old people to cope
with isolation experienced through lockdown [75].

In order to analyze these smartphone apps from a sub-
jective point of view, a total of 98 apps were identified,
on two major smartphone operating system platforms, i.e.
Android and iOS (having a market share of 73 and 26 percent
respectively [76]), from Google Play Store and Apple Store
respectively. The application stores from these platforms
strictly control the COVID-19 apps and condition them to be
either affiliated with government or health organizations [77].
Therefore, the apps are expected to be majorly unique to a
specific country, and the distribution of our sampled apps
across the globe is presented in figure 9(a). It can be observed
that apps are widespread across the globe, with some coun-
tries implementing more than one app to assist the public and
control the pandemic.

The functionality distribution among these apps is plotted
in figure 10. With contact tracing being the dominant
functionality, the underlying technology can be classi-
fied into Bluetooth, GPS, Wi-Fi, towers and smartphone
sensors [78]. Among the apps, Bluetooth was identified
as the most dominant technology mode for contact trac-
ing, due to its high accuracy, relative greater privacy
preservation [79], cost and energy efficiency [80], with its
distribution represented in figure 9(b) and distribution of
other technologies in figure 9(c). These apps mainly utilize
either GPS or Bluetooth signals to pursue contact tracing.
Bluetooth is themost frequently usedmode of contact tracing.
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TABLE 3. Bluetooth based contact tracing protocols.

In Bluetooth-based smartphone contact tracing, BLE pack-
ets advertising UUID can be of both static and dynamic
nature [81]. There have been several contact tracing protocols
studied and implemented over this technology, of which some
are mentioned in table 3.

In a typical smartphone-based contact tracing scheme,
a smartphone of a person records traces of its surroundings,
either in the form of contacts coming in the proximity of a
person or location. Later if a person is diagnosed by health
authorities as being infected with the COVID-19 virus, the
contacts from the person’s database are contacted to test them
for possible infection. In the case of a positive result, the

contacts are isolated and treated, otherwise, they are quaran-
tined for 14 to 21 days, until another check is performed on
them. This scheme is demonstrated in figure 11(a).

The architecture of how smartphones collect data has been
a research focus with consideration of two pillars,i.e. effi-
cient data collection and privacy/ security. In this respect,
the architecture of the contact tracing app operation can be
classified as centralized, decentralized or a combination of
both, depending upon how information is generated at the
client (smartphone) and server-side and what information is
exchanged between them. Centralized architectures shift core
data processing to server-side, in contrast to a decentralized
architecture where the main data generation and processing
are allocated on a smartphone, at the cost of privacy concerns.
On the other hand, decentralized architecture may exhibit
a security risk like personalization attacks [17]. The third
category, namely hybrid architecture, ameliorates the nega-
tive aspects of centralized and decentralized architecture by
asserting data generation andmanagement on the smartphone
side, while the corresponding data processing and notification
generation are managed by the server side. The overview of
these architectures is presented in figure 11(b).

B. WEARABLES
Ultrasound-based technology has shown considerable suc-
cess to provide a safer, cheaper and more convenient
alternative to chest tomography (CT) scan and X-ray scan
counterparts. A report [97] showed sufficient capabilities of
lung ultrasound imaging for fast identification of COVID-19
pneumonia, in parallel with chest radiograph and CT scan
counterparts.

Terahertz sensing (utilizing electromagnetic beams in
the terahertz range), while being a non-contact method
can achieve high resolution and greater penetration [98].
This characteristic has made it suggested for COVID-19
diagnosis [99].

Wearables like smartwatches have been used either
towards diagnosis [100] or monitoring of COVID-19
patients [101], [102]. Usage of existing smartwatch brands
like Apple watch or Fitbit [103] to detect possible COVID-19
possibility from heartbeat or activity patterns has been
performed in literature. In similar direction, products like
WHOOP Strap 3.0 and Biosensor Patch1AX [18] col-
lect physiological signals like respiratory or ECG signals
in real time to infer correlation with having COVID-19
infection [18].

In another direction, Apple’s AirTag and similar technolo-
gies, while being very popular today for tracking purposes
are not considered for purpose of contact tracing. Although,
there exists some literature on tracking of lost things, as well
as pets [104].

C. SMART SENSING TECHNOLOGY
The smart sensing innovations in current technologies, while
primarily targeted at the reduction of contact possibili-
ties, is leading to cost-effective, scalable and fast solutions.
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FIGURE 12. Middleware conception in IoT.

However, the progress towards robustness and data efficiency
has become rapid due to integration of AI. Smart sensors
are sensors connected with microprocessors or digital signal
processors to perform real-time filtering operations. These
sensors can range from biosensing to ambiance based and
their application in the context of aiding counter COVID-19
efforts are summarized in table 4.

VI. MIDDLEWARE DRIVEN
Within framework of IoT, middleware can thought of as
a black box whose input is raw sensor data and output is
the utility formularized from processed data, as depicted in
figure 2, thus performing as the union of 5 layers between
sensing layer and business layer, as shown in figure 11.

A. COMMUNICATION TECHNOLOGY
The main principle of IoT is to send sensed data to the cloud
through some IoT gateway [105]. The IoT gateway serves
the purpose of edge layer in 7 layered IoT architecture [105]
providing secure [106], efficient and robust transport [107]
of data provided between sensor devices and cloud. Its fun-
damental building blocks consist of hardware (embedded sys-
tems coupled with wireless modules) and software (operating
system) [38].

Radio-based wireless networks can be classified into
four categories: WLANs (Wireless Local Area Networks),
WMANs (Wireless Metropolitan Area Networks), WPANs
(Wireless Personal Area Networks), and WWANs (Wireless
Wide Area Networks).

WWANs cover larger areas and are further classified as
cellular and satellite networks [108]. Regarding cellular net-
works, 5G is the current state of the art and thus most
important, permitting high data rate (up to 10 Gbps [109]),
capacity and lower delay [110] as compared to it predecessor
4G [111]. This technology is in competition with current
WLAN technologies like Wi-Fi 6 which is relatively cheap
but has a lesser range. However, research is being done on the
next generations Beyond 5G (B5G) [112] and 6G [113], with
applications in the COVID-19 pandemic, to improve security,
energy efficiency, and area traffic capacity. In this scenario,

TABLE 4. Summarization of applications of Smart Sensing
during COVID-19.

increasing the traffic capacity of the communication should
be of vital importance, since a pandemic usually leads to a
significant jump in traffic in communication between patients
and healthcare [112].

On the other hand, WPANs are low-powered and medium
data rate networks, covering lesser areas, and include pop-
ular wireless technologies like ZigBee, Bluetooth, Wi-Fi,
and Ultra-wideband (UWB), in the order of increasing data
rate. Li-Fi, being less popular than WPAN, is character-
ized by higher capacity and security, suitable for hospitals
and public places. Recently Li-Fi technology has recently
been discussed for COVID-19 patient monitoring [114] and
surveillance [115].

Generally IoT gateways use WPANs to acquire data pack-
ets from sensors augmented with primary computing units
and use WWANs to transmit data to secondary computing
units [105].

B. PRIMARY COMPUTING
Primary computing unit is an abstraction over a compact sized
embedded systems package that performs relatively less com-
puting upon sensor data. This category includes ubiquitous
smart gadgets like smartphones, tablets and smartwatches,
as well as wearables and equipment composed of specialized
embedded systems.

With reference to the current COVID-19 era, popular
operating systems of these primary processing unit include
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Linux or UNIX-like systems e.g. Android, Ubuntu, Core,
Xinu, Linux4Tegra etc. [107] alongside with RTOS (Real-
Time Operating Systems). Within this competition, Python
has been recently gaining fame due to a single-board com-
puter family called Raspberry Pi [143], [144]. Other popular
single-board computer families finding their application dur-
ing pandemic include Arduino [48], [145], Jetson Nano [146]
and Xilinx FPGAs [147].

C. SECONDARY COMPUTING
This abstraction engulfs the large-scale computing function-
ality upon gathering data from individual primary computing
modules. This massive data is separately dealt with the
technology of ‘Big Data’ to systematically analyze manage-
ment, refinement, and security associated with data. This
technology holds immense significance in the COVID-19
context since the data used for systematic outbreak predic-
tion, tracking, and control, as well as diagnosis, treatment,
vaccine, and drug discovery is in the form of big data.
On the other hand, the services produced from this data
are produced through scalable computing systems. Cloud
computing has become a popular trend in this domain through
the virtual allocation of scalable computer resources [148] on
demand [149], excelling previous technologies like network
computing, internet computing, and grid computing [150]
offering services like software, platform, infrastructure, vir-
tualization, and data storage [149]. These attributes have
allowed cloud services to find applications in business,
governmental, education, and health sectors [151]. These
computing services are further developed as Software as a
Service (SaaS), Infrastructure as a Service (IaaS), and Plat-
form as a Service (PaaS).

D. INTELLIGENCE
Artificial intelligence (AI) engulfs the software part of pri-
mary and secondary computing and processes the sensor data
to produce the utility. Majorly this AI has been centric upon
secondary computing units (usually in the form of a cloud)
with major applications being thermal imaging-based early
COVID-19 detection [152] and monitoring [153]. While it
allows versatility in the utility of the IoT system, it is prone
to latency, privacy, and security attacks.

Machine learning (ML) and deep learning (DL) intelli-
gence is generally more robust than conventional AI, and
the research upon it has been exceptionally active in the
context of IoT. However, due to ethical conflicts and lack
of explainability from health care providers leaves them
less credible for stakeholders in the health industry to adopt
them maturely [112]. Furthermore, to resource constraints of
IoT systems, scalability of these ML models is essential to
conform to the speed, size, and complexity of the mission.
However, this is expected to be solvable with the advent of
6G technology that would be readily available by 2030 [113].

With the ubiquity ofMl andDL-driven intelligence, it is the
time of need to bring this intelligence directly to IoT devices
to reduce the latency of processing and security loopholes.

In this respect, work is being done to deploy compact versions
of large parameter set DLmodels onto IoT devices’micropro-
cessors, despite limited computing and memory capabilities.
While quantization of these models [154] and prunning [155]
are common approaches, new research like [156] and [157]
is being done to optimize the architecture of these mod-
els for resource-constrained environments like microcon-
troller’s limited SRAM. Such approaches have reportedly
allowed more than 32 times memory savings, 58 percent
lower latency, and 70 percent accuracy on benchmark deep
learning models. Even further, the limitation of Moore’s
law on semi-conductor has been proposed to pave towards
deployment of these AI models on promising emerging tech-
nologies like photonics [158] and quantum-based embedded
systems [159] to achieve new horizons of computation by
harnessing much more freedom of parallelism, not possible
on semi-conductor based embedded systems. Furthermore,
ML-based intelligence has also paved its way toward IoT
security by providing new solutions for network intrusion
attacks [160], spoofing attacks [161], large scale attacks and
malicious traffic [162] thus reducing additional security cost
in the expansion of IoT systems both at hardware and soft-
ware level.

The intelligence can be considered as an abstraction over
primary and secondary computing in either a centralized or
distributed manner as discussed in following sections.

1) CENTRALIZED APPROACH
In this approach, the AI mainly operates at the secondary
computing level upon the data collected from the sensor. This
approach is also termed as Cloud computing approach, and
its efficacy is dominant when the IoT devices do not have
sufficient computing and/or storage capabilities. In this sce-
nario, the costs associated with data handling and processing
is reduced, thus suitable for healthcare services. However, this
approach has drawbacks in terms of privacy, security, energy
efficiency, bandwidth and latency [163].

2) DISTRIBUTED APPROACH
IoT devices, that can be considered as a composite of sensor
and primary computing unit can produce a large amount of
data in certain real-time applications while having limited
computing capabilities. In this scenario, Cloud computing
is not the best choice due to inclusive inevitable latency in
data transfer and bandwidth saturation [164]. To this extent,
an alternative methodology is to shift the envelope of AI
processing over to primary computing units, which would
improve latency, privacy, and security issues, and reduce
traffic at secondary computing unit side, thus improving reli-
ability in overburden situations as is the case of the initial
phase of COVID-19 pandemic.

Despite its benefits, distributed approach, also termed fog
or edge computing, can be considered as a replacement for
the centralized approach due to the limitation of computa-
tion to primary computing units or edge devices and thus
cannot provoke power computing tasks. To this end, work
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is being done to propose hybridized centralized-distributing
approaches that can lead to scalable AI implementation with
flexible computation resources [165] that would prove mon-
umental in COVID-19 applications with a much larger pool
of stakeholders like monitoring of safety measures in public
places, mass vaccination, etc.

VII. UTILITY DRIVEN
This section classifies the IoT influence upon COVID-19
from application perspective, with inherent characterization
described below.

A. SMART HEALTH CARE
The enforcement of social distancing during the still active
pandemic has allowed the general practice of IoT influenced
health care, termed as telehealth, e-health or smart health
care, thus allowed lesser hospital visits, reduction of burden
on hospital resources, and timely and remote care. Even
before the current pandemic, the global telehealth sector is
estimated to be over 0.3 trillion dollars by 2025 [166]. The use
of smart health care could also be prophylactic in dealing with
COVID-19 asymptomatic patients by early detection with
possible effective treatment. In this regard, a guiding case
could be South Korea [167], where around 2 percent of the
population went into intensive care for COVID-19 infection
when treated for minor symptoms.

The concept of smart health care can be extended into a
generic framework, smart cities, through its main core i.e.
IoT automation. This would allowmore versatile applications
beyond health care, like automated COVID-19 guidelines
monitoring and even education system [168]. Due to the
increasing market of IoT and the huge popularity of 5G,
smart cities propose an effective system to not only efficiently
handle the challenges of the current pandemic but also future
national and global disasters as well.

Irrespectively, smart health care has been effective in the
current pandemic situation in the following areas.

1) PRIMARY CARE
Amid the fear of contracting the COVID-19 infection, even
many individuals avoided primary and event urgent medical
care by not going to the hospital, although the chance of
catching the COVID-19 infection is less than 1 percent [169].
With the additional overburden of consumption of hospital
resources upon COVID-19 patients, remote primary care
consultation has come into play as an effective substitute.
UK’s National Health Service (NHS) initially responded to
COVID-19 management with telephonic services, but this
quickly systematically evolved by focusing primarily on tele-
primary care. With versatility of smartphones, they have
proven to be effective from automated diagnosis and mon-
itoring perspective [57]–[60], [170]. Not only IoT systems
are deployed to be dealt with COVID-19 infected patients
but also provide support to another category of patients, like
diabetic [171] who do not have readily accessible primary
healthcare.

2) AUTOMATED DIAGNOSIS
The infusion of AI and medical equipment has allowed new
and redirection of several medical equipment technologies.
Several new temperature screening solutions, which have
been aided with AI techniques to further enhance automation,
have been developed [172] to detect temperatures related
to COVID-19 infection. Likewise, AI algorithms are being
used in the automated diagnosis of COVID-19 cases from
radiological imaging scans [173], as well respiratory sys-
tems [174]. In this regard, there have been techniques for
synthetic augmentation of data sets produced that not only
prevent over-fitting but also produce superior accuracy [175].
Although the influence of this technique has not been found
in the COVID-19 reference, some efforts have been made to
improve CT-scan-based COVID-19 diagnosis [176]. Further-
more, there has been some work done on the diagnosis of dis-
eases using deep learning, from a pathological point of view,
by the generation of virtual stains [177], [178]. In another
direction, smartphones are being integrated with medical
instruments wirelessly, enabling human-interpretable visual-
ization. For example, otoscopes can be wirelessly linked with
smartphones to provide a view of the internal of the ear.

3) AUTOMATED MONITORING
Likewise to the theme of automated diagnosis,i.e. the reduc-
tion of contact between patients and health care professionals,
monitoring in health care facilities is also being automated
and work has been done to monitor sound levels in intensive
care units [179] and secretion management [180]. Intensive
care units have been complimented with IoT to allow remote
monitoring of patients by taking advantage of the camera,
microphones, and smart alarms to allow communication
between patients and healthcare professionals [103].

B. OPTICAL APPLICATIONS
Many optical fields, pertaining to the visible light spectrum,
have paved their way in processing several aspects of the
global pandemic. With applications spanning contact tracing
and diagnostics fields, the following trends have been the
most imminent.

1) CCTV CAMERAS
Cameras being the most versatile and popular optical
application, came into action as surveillance tools during
the COVID-19 pandemic. Closed-circuit television cam-
eras (CCTV) have been finding direct applications in social
distance monitoring, contact tracing, policy planning, and
safety measure adherence. These applications have been fur-
ther improved by augmenting the RGB data with data from
additional sensors like infrared [181], depth [182] or ultra-
violet sensors [139] to produce more sensitive technologies.
These technologies have been well complemented with state-
of-the-art computer vision and machine learning models like
CNN, RCNN, SSD, and YOLO [183] for crowd monitoring
and violation zone detection.
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2) 3D PRINTING
3D printing has proven to be an extremely versatile and
flexible solution for manufacturing protection equipment for
medical devices [184]. This technology has allowed provid-
ing alternatives to already scarce ventilator machines, and
reusable and efficient masks. testing devices and isolation
wards [184].

3) VIRTUAL REALITY
The field of virtual reality has been greatly affected by
the pandemic due to its utility while enduring lockdown.
Its global market is estimated to be around 62 billion dollars
by 2027. Virtual reality, while affecting the fields of enter-
tainment, gaming, sports, and simulation [185], is also trans-
forming the traditional way of medical training [186]. Not
only this but also virtual reality has proven to increase patient
satisfaction by providing a visual aid for diagnosis reporting,
as well as supplying therapeutic media to patients recovering
from physical [187] or emotional injury [188].

4) HOLOGRAPHY
Holography is a branch of optics that generates a view of
an object in 3D space. While telecommunication software’s
usability has boomed in the lockdown due to COVID-19,
as seen with the case of Zoom, Skype, and Microsoft
Teams, virtual perception of real events has become prone to
acceptability [122]. Furthermore, holography has been com-
bined with digital microscopy [189] and mixed reality [190]
towards rapid screening of COVID-19 and a better under-
standing of the damage caused by COVID-19. Although,
these directions are so far relatively in the initial stages.

5) OPTICAL SENSORS
Optical sensors provide a rapid alternative to time costly
diagnosis tests of COVID-19 like RT-PCR. Recently opti-
cal fiber-based sensors for the screening of COVID-19
[191]. [192] reported work being done on laser nano-
interferometric lasers for non-contact screening of COVID-19.
In this direction, a more simplistic technique, in terms
of apparatus cost, namely self-mixing interferometry
[193]–[195] can allow economical non-contact screening
solutions with sufficient accuracy and resolution, but so
far no work has been reported on this. Utilization of these
techniques might prove fruitful for innovation in future smart
sensing technologies. In a similar fashion, spectroscopic
techniques like Fourier, Raman [196], [197], Fluorescence
and Surface Plasmon Resonance spectroscopy [198] have
found applications in early diagnosis from swab samples.

C. WEB SERVICES
With web browsing as a common necessity and luxury in the
modern era, several web-based services have been developed
and even reshaped, targeting tasks ranging from assisting
and informing the general public to communication between
the public and institutions during lockdown policies, through

blogging, messaging, video calling, networking, and software
sharing platforms. These trends are further elaborated on in
the following sections.

1) CHAT SERVICES
A study in 2021 [199] analyzed calls that occurred on the
national crisis hotline regarding the topic of suicide, during
the pandemic and deduced that elderly people were most
impacted by the lockdown. Not only this but also related chats
rose to almost 50 percent as compared to the pre-epidemic
routine. Therefore, the availabilty of chat services with either
human personnel or bots could help people face the lockdown
during the pandemic period.

Since controlling the pandemic demands social distancing,
thus minimum interaction between health care professionals
and patients could reduce the possible number of risks. One
such strategy is the utilization of mobile and web-based bots
to assist the patients in their time of need. Furthermore, they
can be monitored through technologies like robots [200] and
smart health care units [179].

2) INFORMATION MEDIA
Many digital solutions, focusing on mobile technology, are
putting efforts to provide the most accurate COVID-19
related and health information to the general public [201].
With massive amounts of information produced and
exchanged on social media and websites, with its intensity
overshot in the current pandemic, the associated demerit,
i.e. false information, has also become significant and its
solutions to tackle this becomes necessary since they may
lead to deviation of political, social and health education
correctness of a large portion of the society, which can
indirectly affect the efforts against containing the pandemic.

In order to detect misinformation online, several datasets
have been developed [202]. Several news mining tools are
available online with the ability to analyze and classify a large
portion of information online as big data.

On the contrary, news and information from credible
information have been made publically available through
interactive dashboards [203]. Some AI-enabled informa-
tion platforms are being proposed that use natural language
processing techniques to translate information media content
into the native language from reliable sources [204], as well
as use social media activity to warn the general public about
pandemic activity [205].

3) CHATBOTS
AI chatbots are gaining popularity due to their effective-
ness both from a business and utility point of view [206].
AI chatbots can not only provide an informative and thera-
peutic resource during lockdown amid COVID-19 but also
help in diagnostic evaluation and recommending measures to
individuals recently identified at-risk [207]. Likewise, some
chatbots are being developed to imitate health care profes-
sionals [208] to meet the supply and demand of medical
consultations.
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4) VIDEO CONFERENCING
While pandemic has generally brought negative impacts on
people’s well-being and their daily schedule, video con-
ferencing has proven an influential factor Videoconferenc-
ing platforms have been used to help common public and
mentally ill patients [209] deal with symptoms of anxiety,
depression and stress during the lockdown. A study [210]
found a positive correlation between less loneliness and
videoconferencing among older people. Furthermore, video-
based primary and specialist care has proven to be effective
to overburdened hospital schedules and has reportedly been
providing a satisfactory substitute for both patients and
doctors [211].

Within the education sector, the shift of physical learning
towards e-learning while producing its challenges, in terms of
proper accountability of students and fairness of the testing,
has allowed accessibility of education to a broader audience
who cannot afford education. In mitigating the challenges
of e-learning, some solutions have been produced [212].
Nevertheless, some studies [213] suggest the potential of
video-based social media platforms to produce engagements,
questioning ability, and collaborative learning capabilities in
education institutions.

D. ADMINISTRATION
Since the global pandemic outreach necessitates spread pre-
vention and disease eradication strategies, the associated
administrative actions are critical to producing sufficient effi-
ciency. This gives room for the inclusion of many AI-based
technologies to not only aid the associate officials in decision
making but also automate the process or policy and resource
planning.

1) POLICY PLANNING
With many stakeholders involved, policy planning is of crit-
ical importance in the COVID-19 era and digital technology
has played a pivotal role in improving the accuracy and
effectiveness of planning. In this regard, work has been
done that utilized AI, parallel computing, and network
science to address planning lines of action in response
to epidemic [214]. Basically, the steps include modeling
of agents representing individuals, followed by generation
of time-varying interaction networks, simulating the corre-
sponding epidemic process, and modeling the evaluation of
several interventions and public policies [215].

Autonomous policy enforcement systems are being pro-
posed, fundamentally based on IoT, that can gather data from
different sources like from public contact-based to hospital-
based data to allow data-driven decisions that can control
the spread of pandemic [216]. One of the important AI’s
considered in these autonomous systems is reinforcement
learning [217], [218], which has proven to be state of the art
in providing effective data-driven policies in cost reduction,
spread minimization, and lockdown optimization.

Satellite imagery-driven machine learning has been gath-
ering recent research attention, particularly due to the fact

that such data provides a birds-eye view to allow guided
implementation of suitable preventive strategies [219]. But
such literature is mostly about COVID-19 crises like flood
and weather disasters. In this direction, [220] provided a gen-
eralizable and accessible approach towards this direction, and
it certainly shows promise in shedding light on policymaking,
resource allocation, and spread prevention of COVID-19.

2) RESOURCE PLANNING
While lockdowns and other preventive measures have greatly
impacted the financial status of society as a whole, the
prior development phase of vaccination programs has become
ripe enough for mass distribution and administration. In this
respect, themathematical supply chains frameworks [221] are
being developed to minimize the cumulative costs and lost
doses [221] in terms of transportation and capacity.

Even still, the vaccination and drug research and develop-
ment is still at large, due to the introduction of many variants
of the original virus-like Alpha, Beta, Gamma, Delta and even
strong variants like Omicron [222]. On the contrary, the par-
allel efforts in prevention and hospitalizations are still as crit-
ical. In order to deal with the burden over hospital resources
like ventilators and beds, an open-source tool was developed
for optimized planning of needed hospital resources to handle
future load [223]. Machine learning-based targeted testing
has been implemented along the Greek border to allocate lim-
ited tests for traveling across borders (an estimate of 18.4 per-
cent capacity of performing tests on travelers was recorded
during the peak of summer tourism in Greece), by deducing
which travelers are likely to be testing positive [224].

VIII. PRIVACY AND SECURITY
Privacy and security features are an essential demand of IoT,
and this trend has been greatly amplified since the pandemic
due to the involvement of a greater pool of stakeholders like
the governmental organizations, health care, and educational
sectors [225]. Since IoT-based systems are usually resource-
constrained, therefore, the installment of sophisticated secu-
rity and privacy features is itself a challenge and produces a
greater probability of cyberattack targets in this sector. Fur-
thermore with data collection, ensuring privacy and security
in handling of that data becomes mandatory, which may be
guided by regulations like GDPR or data protection impact
assessment (DPIA), in terms of what information can be
stored and shared [79]. Violations of these guidelines can
lead to serious penalties, as happened with the case of a
major platform like Whatsapp for being charged 225 million
euros by the Irish Data Protection Commission, for violation
of privacy regulations, the second-highest fine under EU
domain [226]. However, they might be overwhelmed by an
opaque chain of sub-contracts in the process of outsourcing
to private firms. This lack of transparency may lead to an
invasion of privacy and trust, as happened with the case of
the NHS app, where ID checks of users on this app were
performed by facial recognition on more than 16 million UK
citizens by a private subcontractor [227].
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According to a talk [225] by a cyber security-based com-
pany ‘Tide’, the investment in IoT suffered as much as
2360 percent losses to data breaches in 2021. Likewise, recent
estimates show that costs of malicious cyber attacks would be
over 10 trillion dollars per year by 2025 [228]. In response
to this, they developed a blockchain-based zero-trust protocol
to encrypt sensitive information within IoT-based systems.

In this regard, [229], there are 14 privacy and security
requirements that should be adhered to when implementing
IoT-based systems, which can be further classified into long-
term (LT) and short-term (ST) requirements based on the
duration of their impact. This classification is elaborated
in table 5.

To provide resolution to the classifications of privacy and
security requirements, they are further compared with their
overall graph features, as discussed in ‘Analysis Method-
ologies’ section, by considering their arithmetic mean. It is
evident that while the interest index and research index are
balanced for both short-term and long-term privacy require-
ments, the average reduced citations and entropy of research
in long-term privacy requirements in prevalent.

Based upon these requirements, the security solutions can
be categorized into key management, intrusion detection,
blockchain [229] and anonymization [230]. With anonymiza-
tion and blockchain techniques as standard choices, they
ensure data availability, data unchangeability, data authentic-
ity and data encryption [231] through sophisticated employ-
ment of cryptographic methods like hashing (irreversible
perturbation) and encryption (controlled reversible perturba-
tion) [230]. These solutions aremeant to either prevent or deal
with cyberattacks which can be phishing, malware and DDoS
(distributed denial of service) [232] in nature. Among these,
DDoS is considered themost serious tomitigate [232]. On the
other hand, malware types attacks are the most transmissible
that can affect up to four layers of the IoT architecture [233].

With COVID-19 smartphone apps being one of the most
active digital actors during pandemic, they are prone to
likewise privacy and security risks. For example, there has
been work done in extracting geolocation information from
mobile apps [234], [235]. Similarly, a study [236] outlined
transparency and necessity in data collection, retainment and
sharing as the main privacy concern related to contact tracing.
On the contrary, possible security risks associated to contact
tracing related system may include bluesnarfing, playback
attack, wireless device tracking, denial of service, enumer-
ation and carryover attack [236].

Generally, smartphone apps are prone to replay/relay
attacks, device tracking, location tracking, enumeration
attack, denial of service, linkage attacks, carryover attacks
and disclosure of social graph [17]. The essence of these
security threats is to either track user’s location or ID, or per-
turb the functionality of device. These apps are required
to request permission from users to gain access to specific
functionality of smartphones, of which about one third are
known to invade user’s privacy [237] and even starts log-
ging location without formal registration to the app by user.

According to a study [237], EU based apps are comparatively
privacy preserving, as compared to non-EU based apps due
to conformity of GDPR regulations, yet pertinent to security
vulnerabilities.

With smartphone apps being deployed over Android and
iOS platforms, these platforms are themselves vulnerable to
cyber attacks like Gain information, Bypass, Overflow,Mem-
ory corruption, Denial of Service (DoS), SQL injection, Cross
site scripting, HTTP response splitting [76] and malwares.
While iOS platform’s security is more restrictive and robust,
they are still known to be prone to malware attacks [76].

In order to deal with privacy related issues, the architecture
of flow of information between smartphone app and a global
server comes into play. With such architectures classifiable
into centralized, decentralized or centralized-decentralized,
centralization is often easier to implement as compared to
a decentralized counterpart [238] but at the cost of lesser
privacy, more security risks and additional processing and
storage requirements. Usually privacy risks are invoked due
to control power of health authorities and governments over
user’s personal information from the central server, and by
nefarious entities that may systematically hack into local
device or a back-end server to extract sensitive informa-
tion [239]. Possible security risks to contact tracing systems
may include data leaks from the server and user side [239],
in centralized systems. Other attacks include false positive
claims and relay attacks [239].

Amongst technologies adopted by COVID-19 contact trac-
ing apps, GPS-based contact tracing apps are known to be
less privacy-preserving due to the collection of location data
like longitude-latitude data. Such schemes are prone to secu-
rity risks like spoofing attacks [240], where false detections
are induced by fake GPS signals. Additionally, GPS-based
contact tracing creates trust issues from the user side. On the
other hand, GPS-based contact tracing can allow the capture
of additional information about epidemic like environmental
contamination [79]. It has been advised that utilization of
location data is prone to security risks like differential privacy
attacks [238], [241], even when such data is anonymized.

On the other hand, while BLE-based contact tracing apps
are known to be privacy-preserving, especially in the decen-
tralized scenario, still the data collected from them are
known to be de-anonymized [242]–[244]. Not only this, but
also there have been studies demonstrating the trackability
of device’s fingerprint around the internet [245], [246] or
through, geo-localization [247], eavesdropping attack [248],
trolling attack [249], and identity tracking [250] using
BLE. Even GDPR-certified BLE decentralized protocols like
Exposure Notification and Decentralized Privacy-preserving
Proximity Tracing protocol are known to be prone towards
Linkage attacks where recorded beacon traffic can be inter-
polated towards location estimation. Furthermore, there have
been studies analyzing criticizing the precision and authen-
ticity of the BLE protocols [251], [252].

Other methods like use of surveillance cameras, QR codes,
mobile operator etc can record places-based data. Although

62630 VOLUME 10, 2022



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

TABLE 5. Classification of 14 main privacy and security requirements and their comparison based on mean of their graph features: reduced citations (c ′),
interest index (I), research index (r ) and entropy (S).

there have been many privacy preserving solutions pro-
posed [229], [236], [253]–[256], but they are at the expense
of greater computation [257].

IX. ARTIFICIAL INTELLIGENCE
This section discusses research and application directions of
artificial intelligence towards COVID-19 pandemic.

Artificial Intelligence can be characterized into two broad
categories depending upon whether preset rules for computa-
tion are defined or not:
• Algorithm Driven
• Data Driven

The first category of AI has a concrete assignment of its sub-
parts for evaluations of outputs from given inputs, depending
upon the problem. However, the latter category utilizes prior
data of the problem at hand, to design the sub-parts of AI,
which finally is able to consume the input to produce out-
put. These classifications are further described in the below
sections.

A. ALGORITHM DRIVEN AI
Artificial intelligence was originally realized as the formula-
tion of algorithms to solve a particular problem. Development
of data driven techniques came at a later stage when such
technique reportedly gained superior performance against the
state of the art algorithms, as happened with the case of
AlexNet (a data driven AI algorithm) outperforming other
state of the art image processing algorithms [258]. Even still,
due to the longer history of algorithm driven AI, its appli-
cations are still prevalent in COVID-19 context. To this end,
the corresponding AI being deployed is first designed by a
professional engineering team, as a raw algorithm composed
of certain thresholds, which are determined by empirical
evidence gathered and monitored by experts in the field of
the problem at hand. After that, rigorous field testing is per-
formed on that algorithm to make it certifiable for industrial
applications. This is described in figure 13(a).

B. DATA DRIVEN AI
Data-driven AI, more commonly referred to as machine
learning (ML), encompasses an array of techniques that
primarily constitute two fundamental structures, namely lin-
ear and/or non-linear models. A technical combination of
the ramification of these units gives rise to a variety of
techniques of both low and high complexity, in terms of a

number of free parameters. These free parameters are needed
to be adjusted, based on prior data, through mathemati-
cal optimization techniques, the most employed ones being
the family of gradient descent algorithms (important opti-
mizers being stochastic gradient descent (SGD) and Adap-
tive Moment Estimation (ADAM)), Levenberg–Marquardt
optimizers and nature-inspired algorithms like genetic algo-
rithms, ant colony optimizations, etc. Data-driven AI gained
its reputation by providing excellent performance into many
AI-related problems, previously handled by algorithm driven
AI, including problems belonging to Natural Language Pro-
cessing (NLP), image processing [258] and game playing,
to say the least [259], that could not have been possible with
conventional algorithm driven AI.

The low complexity classification includes techniques
like linear and LASSO regression, Support vector machines
(SVM), k-nearest neighbors (k-NN), k-means clustering,
Linear discriminant analysis (LDA), and reinforcement learn-
ing (RL). A very important and abstract category of this
category is artificial neural networks, also called feedforward
networks (FNN), which mimic the structure of biological
human brains [260]. Feedforward neural networks are infact
an iteration over fundamental units called perceptron, which
are inherently a linear system followed by a non-linear sys-
tem. The architecture of FNN is described in figure 14(a).
These models can be interpreted as collection of nodes, con-
nected with edges (commonly referred to as weights). These
nodes can be grouped as layers, comprising of input layer,
hidden layer and output layer. The input layer interfaces with
the inputs, and the output layer interfaces with the output.
The hidden layer is sandwitched between input and output
layers and can be of arbitrary number with different number
of nodes. At each node, the data from previous nodes get
multiplied by weights and summed up to produce an output.
This is equivalent to a standard linear model. Moreover,
at nodes after first layer, the output is further passed through
an activation function, which is usually non-linear in nature.
The weights of these models are adjusted by optimizing a
suitable objective function on inputs and final output towards
its minimum. This iteration of the perceptrons increasing
fitting capability of the ML model over prior data.

Moreover, it is to be noted that FNNs in their most basic
form as perceptrons are equivalent to all low complexity ML
models with proper choice of linear, non-linear models and
objective function. These FNNs, when increased in depth or
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FIGURE 13. (a) and (b) describe functional flow of algorithm driven AI and data driven AI respectively, in application to COVID-19.

number of hidden layers, become an integral part of deep
learning and provide basis for further deep learning mod-
els, which are high complexity data driven AI techniques.
That being said, the topology of several families of these
data driven AI models, impacting COVID-19 efforts, are
presented in figure 14 (b). While there is significant diversity
in such topologies, many topologies have less exhausted but
recently gaining attention in COVID-19 context, forexample,
less explored Kohonen networks have been finding appli-
cations in autonmous unmanned vehicles (UAV) for crowd
sensing and detection of COVID-19 cases [261].

These ML models can also be characterized as supervised,
unsupervised and semi-supervised depending upon whether
the prior dataset contains information of output (commonly
referred to as labels), do not contain, and contains information
only for some inputs. In any classification scheme, the ML
models proceed towards applications as follows: first experts
in their respective field produce reliable datasets, that con-
tains information on inputs and outputs related to the field.
Next, the training phase takes place, where the parameters
of the chosen ML models are optimized with respect to
these datasets. After rigorous testing of the accuracy of these
models on prior data, they are deployed industrially where
they can deal with real-time inputs. This is represented in
figure 13 (b).

1) DATASET AVAILABILITY
The research and utilization of deep learning in COVID-19
situations have been very active and several real-world
datasets from governmental, private, and public organizations
and companies are made open source to aid ML research.
Despite this, there is still a significant restraint on not only
availability but also the credibility of datasets [262], [263],
one main reason being that many organizations generate such
datasets for their own applications. Furthermore, since the

healthcare professionals, policy and decision-makers do not
have technical access to this AI, therefore the translation of
these materials towards interactive and interpretable web or
platform-based applications is of important value [2]. To this
end, several datasets related to COVID-19were identified and
are classified, as per how they relate to AI applications. These
categories are computer vision, signal processing, natural
language processing, epidemic statistics, graph theory, and
meta. These datasets can be readily available to train models
upon or requires some additional technical tool to extract the
raw useable data. The associated information of these datasets
and their distribution is tabulated in table 6 and figure 15
respectively.

AI techniques have been previously employed to contain
the previous epidemics, like tuberculosis, in diagnosis [425],
detection [426], prediction [427] and tracking [428]. How-
ever, with further development of several AI fields along
the way, the literature of AI attending to current COVID-19
pandemic has become richer and state of the art.

An overview of several AI applications in COVID-19 topic
are concisely tabulated in table 7 and 8. To add resolution, the
AI field in COVID-19 context is divided into several regimes
and discussed further in the following sections.

2) NATURAL LANGUAGE PROCESSING
Natural language processing has been used in combination
with deep learning [429] to make COVID-19 literature, avail-
able on sites like ArXiv or PubMed [430], more readable and
accessible to scientists, thus boosting research. State of the
art NLP-deep learning models like BERT and its variations
have been applied to perform tasks like question-answering,
semantic search, and summarization of literature [431], [432].

Deep learning-based NLP models have been used to clas-
sify or identify misinformation [433] on social media plat-
forms, which is needed as the spread of false information
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FIGURE 14. (a) Basic architecture of FNN (b) Architectures of several general data driven AI models that have been applied in
COVID-19 related research.

can lead to dangerous false opinions like reluctance towards
vaccination.

Natural Language Processing Tools have been used to
construct knowledge graphs which have been lucrative in
the drug discovery domain [434], [435]. Not only this but
such knowledge graphs are also useful in aiding researchers
and policy makers to analyze through heavy COVID-19
related literature [436]. Such advanced models, including
Transformer based models [437], can be useful to further
perform sentiment analysis upon social media activity, like
on Twitter trending tweets [438], which can provide insight
to policy into general public mental state allowing to make
more informed decision.

3) BLOCKCHAIN
Blockchain refers to a collection of blocks connected through
hashing functions (most notably SHA-256) [439].Working in
a decentralized peer-to-peer network, two neighboring blocks
mutually verify the information shared between them. This is
contrary to the concept of centralization, which permits the

gathering of data into a singular spot and prevents distribu-
tion. On the other hand, this trait allows centralization to be
prone to data breaches [440]. In 2017 alone, over 0.14 billion
customer’s data was stolen [441]. [442] reported 2219 data
breaches between 2005 and 2010 in US education and health
care centers. Originally invented as the underlying principle
behind cryptocurrency ‘Bitcoin’ by Satoshi Nakamoto in
2008, blockchain permits the reduction of unconfirmed trans-
actions while increasing the integrity of the system [443].

While invoking attributes of security, trust, and rapidity,
blockchain has found numerous applications in COVID-19
era with the goal of verification, and sharing. These appli-
cations may range from contact tracing, to resource alloca-
tion and record management. For example, there have been
frameworks proposed to allow blockchain-inspired systems
for social distance monitoring and contact tracing [444],
[445], collection of IoT based data, robots, and drones based
surveillance and contactless delivery, as well as sharing of
COVID-19 data [446] locally and globally between hospi-
tals and institutions. In terms of record management, which
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TABLE 6. Categorization of detected COVID-19 datasets according to the
fields of AI with references.

essentially demands privacy and security, vaccination, diag-
nostics, and immunity certificates are made credible with
blockchain technology [447] which imposes an efficient and
trustable system for registration, distribution, storage, and
reporting of negative side effects of vaccine administra-
tion [448]. The authentication of vaccination reports becomes
important, as, since August 10, 2021 [449], the number of
fake vaccination certificate vendors have approached 10,000
in 29 countries on social media platforms, and thismay lead to
information about the pandemic status and expectations from
policies not being credible.

Since blockchain enables seamless, secure, autonomous
and decentralized human-to-machine and machine-to-
machine data exchange, they are a valid solution, in the
form of smart contracts, to aid pandemic affected national
sectors like finance and agriculture [450]. The literature
on blockchain methodology has been rich for COVID-19
applications in different configurations of blockchain infras-
tructure [451]–[453], [453]–[455] and have been summarized
in figure 16.

4) COMPUTER VISION
Due to situation-wise lack of doctor availability and even
false positives from expert diagnosis from medical imag-
ing [456] and RT-PCR tests [457], computer vision is an
essential tool to efficiently compensate for this drawback,
especially when such technique is able to provide well over
99 percent accuracy [276] over diagnosis fromCT-scan based
medical imaging. Computer vision influence on medical
imaging can be realized as either classification, segmen-
tation, or reconstruction tasks [458] on images or videos.

FIGURE 15. Distribution of useful datasets for machine learning
applications in COVID-19 context.

Conventional computer vision has been dominating imaging
diagnostics from a segmentation point of view, where the
main approach lies in segmentation of the processed image,
followed by estimation of the region of interest to estimate
severity [459].

For the case of COVID-19 diagnostics, medical imaging
can be mainly divided into chest X-ray scans or CT scans,
and they have been widely used in this domain [460]. Studies
have suggested CT scans to be more sensitive to detection of
COVID-19 by 20 percent, as compared to RT-PCR test [461],
but this approach may not be economical. This propels
some studies to prefer X-ray scans to be a cheaper and less
radioactive alternative [462]. Furthermore, these scanning
technologies are further automated with AI algorithms that
can determine optimal parameters for the highest resolution
images based on the patient’s pose [463]–[465].

Computer vision has been surpassed through deep learning
models ever since AlexNet (a convolutional neural network)
surpassed established computer vision algorithms, with man-
ually engineered features, in the 2012 ImageNet Large Scale
Visual Recognition Challenge [258].

Computer vision deep learning models are composed of
feature extractors augmented with a function approximator,
and they have been majorly playing the role of classifiers in
COVID-19 imaging diagnostics. What transfer learning does
is that it dissociates the feature extractor of a model trained
on some other dataset, and then uses that feature extractor
as a starting point for training on a new dataset or to use the
same feature extractor and augment it with some other kind of
function approximators like the same connected layer or some
other machine learning model. The lack of datasets for chest
X-rays and CT scans for COVID-19 patients makes transfer
learning a viable option [466].

a: MEDICAL IMAGING
Artificial intelligence has dominantly been researched in the
COVID-19 context in the form deep learning based diagnostic
imaging, and has been previously rigorously studied for gen-
eral diagnostics through clinical trials [467]. This direction

62634 VOLUME 10, 2022



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

TABLE 7. Summary of applications of AI in COVID-19 era.
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TABLE 8. Summary of applications of AI in COVID-19 era (continued).

provides an alternative route to RT-PCR based diagnostics,
which is prone to high false-negative rates [405]. In some
studies, CT-scan imaging based diagnosis is considered a bet-
ter option thanRT-PCRbased diagnosis [468], but this is chal-
lenged by its poor specificity due to the lack of differentiation
between pneumonia or adenovirus infections [469]. From
deep learning perspective, despite the challenges of lack of
transparency, explainability, and expert inclusion, significant
work has been to done to overcome these challenges, which
has recently led to the first industrial AI for autonomous
diagnostic imaging in clinical use [470].

In deep learning framework for diagnostic imaging,
datasets from two major imaging technologies: chest CT and
X-ray scans are usually studied upon, while other notable
technologies include lung ultrasound scans, that relatively
more safe and convenient at the cost of reduced sensi-
tivity [406]. A common framework for the application of

deep learning in this scenario is discussed in figure 17,
where CT-scan based dataset is considered as an example,
however same is the case for X-ray scan-based deep learning
methodology.

It can be noted from figure 17 that another class ‘Other
Disease’ is added as many characteristics of effects of other
lung related diseases like pneumonia is similar to that of
COVID-19, therefore a misdiagnosis is possible from the
lung scans [471], [472]. The purpose of the intermediate
data augmentation step is to increase the classification accu-
racy and reduce the over-fitting capacity of deep learning
models by increasing the size of the original dataset, usu-
ally achieved through GANs [473]. It is followed by the
image pre-processing step whose aim to denoise images and
extract useful features to be fed into a deep learning model,
that does not only improve classification accuracy but also
reduces the training time of the associated deep learning
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FIGURE 16. Blockchain applications and configurations in counter
COVID-19 efforts.

model. Additionally, the last layer in figure 17 is intended
to represent a ‘softmax’ layer [472], which is a class of
activation functions suitable for multi-class classification.

While a multitude of deep learning architectures have been
researched upon for medical imaging-based COVID-19 diag-
nosis, the configuration of common models [474], [475] is
described in table 9. It is empirically evident from attributes
of a number of parameters and accuracy density of these
models that the depth of the models while leading to
overall greater accuracy are negatively correlated with the
individual parameters towards the accuracy of the model.
For case of CT scans, the main trend has been either to
construct architecture of a new model that can appropriately
capture features, or to transfer the features learned from
other well-trained and established models. Notable exam-
ples of dedicated models include spiking neural networks
(SNN) [476], DenseNet-169 [134], VGG-16 [134], VGG-19
[134], ResNet-50 [134], InceptionV3 [134], Ensemble Deep
Classifiers (EDL-COVID) [477] with maximum reported
accuracy of about 99 percent. On the contrary, transfer
learning approaches comprise of ensemble transfer learning
techniques [478] (where as much as 15 pre-trained models
have been reportedly compared), as well as compliment-
ing transfer learning with generative models like CycleGAN
[479], which have pushed the maximum accuracy towards
99.6 percent. Furthermore, works on ResNet-101 and Xcep-
tion deep learning models have report an accuracy around
99.9 percent [456].

Likewise, X-ray scans tend to follow the same trend
with constructed deep learning models like ResNet-50
[480], ResNet50V2 [278], XGBoost [481], VGG [480],
Covid-Net [480], Covidx-Net [482], DarkNet [265],
U-net [483], COVID-caps [484], EfficientNet-B7 [485] and
OptCoNet [486] with accuracy of detecting COVID-19
reportedly maximum 98 percent [265]. On the other hand,
inclusion of transfer learning has known to exceed this
98 percent accuracy barrier where the feature extractor
from previous model like ResNet [487], SqueezeNet [487],
DenseNet [487], VGG [488] is augmented with other

TABLE 9. Configuration of common deep computer vision models in
terms of number of parameters in units of million (M), input dimensions
(pixelsxpixels), Number of operations in units of Giga operations per
second (GOPs), inference time per batch (s) and Accuracy density
percentage per million parameters (signifies the contribution of
parameters towards accuracy of model).

FIGURE 17. General deep learning based computer vision framework for
COVID-19 diagnosis from medical imaging with CT-scan imaging taken as
example.

machine learning models like SVM [489], MLP [489],
etc. or the same model is trained upon the COVID-19
dataset. Inclusion of ensemble reinforcement learning tech-
niques [490] has provided satisfactory results in X-ray based
COVID-19 detection with accuracy ranging between 98 to
99.1 percent over different datasets. Similarly, some sophis-
ticated models are also being developed to enable COVID-19
diagnosis from lung ultrasound imaging [491], [492].

b: HUMAN ACTIVITY RECOGNITION
Human activity recognition (HAR) is the characterization of
different activities like walking, sitting, standing, etc. In the
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COVID-19 context, human activity recognition may not only
provide an alternative to GPS or Bluetooth-based contact
tracing but also allow efficient surveillance for social dis-
tance monitoring and hospital places during the COVID-19
pandemic.

Computer vision-based human activity recognition for
social distance monitoring may prevail in technologies like
Bluetooth or GPS where their signals are not reliable like
in crowded places, dense cities, etc. This leads the way
toward state-of-the-art variations of CNN to classify human
activities, and thus identify social distancing. [386]. In order
to detect face masks, there is considerable literature from
conventional computer vision algorithms like the Viola-Jones
algorithm and SIFT feature-based detection to ResNet-50,
MobileNetV2, VGG-16, YOLOv2, and FacemaskNet [277].

Other method of human activity recognition include
through accelerometer data and/or gyroscope [387] attained
either through wearables [493] or smartphones [494], fur-
ther procesess through signal processing algorithms like
repetition spikes counter [493], machine learning models
like Generalized Linear Model [387], Random Forest [387],
AdaBoost [387], etc. and deep learning models like deep
CNNs [387], attention based CNNs [495], federated learning
models [496], etc. CNNs are employable after collecting
2D time-frequency representations through techniques like
wavelet transform [497].

Deep learning-based projection of 2-Dmovement data into
3-D could have an advantageous application on accelerome-
ter data for activity recognition, but currently, such scheme
has been only adapted to animal poses [118].

5) MATHEMATICAL MODELING
Mathematical modeling is the representation of real-life
processes, and corresponding processing upon those repre-
sentations, through mathematical tools from functional anal-
ysis, dynamical systems, and optimization theory. In this
respect, mathematical models dealing with COVID-19 can be
contextualized in the following domains.

a: EPIDEMIC MODELS
Epidemic models, are an important tool to model not only
several states that can be associated with pandemics like the
number of infected and recovered, etc., but also allow assess-
ment of economic outcomes of pandemic and evaluation of
policies to contain the pandemic.

Epidemic models are majorly modelled as differential
equation systems, formally conceptualized through compart-
ment models [498]. In this respect, SIR [355] and logistic
[357] models are one of the simplest models. With the SIR
model being more important, is composed of states like
susceptible number, infected number and recovered num-
ber. The fundamental goal of these models is to monitor
metrics like reproduction numbers and fatality rates, along-
side with parameters of these models (that can possible
be time varying). SIR model has been extended into many
other models like GSIR [499], SEIR [499], SEIRD [500],

SIQR [33], SIPHERD [501], SIDARTHE [502], θ−SEIHRD
model [503], SE(Is)(Ih)AR [504] and the list goes on. In the
same direction, fractional order models [505], [506] are gain-
ing popularity. Contrary to differential systems, another trend
in epidemic modeling is stochastic based [507]–[510] mainly
utilizing Markov or Bayesian-based techniques. These mod-
els can be further improved by the imposition of knowledge
of physics associated with the epidemic [511]. In course of
improvement, recently sparse identification-based methods
are gaining popularity for modeling dynamics and prediction
of parameters and states of these models [512]–[514].

In order to make the above models work with real-life
data, they are usually complemented with curve fitting tech-
niques. Furthermore, the accuracy of these models is further
increased by the addition of data driven techniques [515],
or metaheuristic optimization techniques [515] and can be
extended to forecasting context [516]. Another practical
application of these models is towards the determination of
optimal vaccination policies amongst alternatives for mini-
mization of spread, with consideration of demographic and
sociological information like age [517].

b: FORECASTING
Real world data associated with several states associated with
COVID-19 pandemic, which can be realized through epi-
demic models, can be independently forecasting by consid-
ering them as time series [518], [519]. Techniques involved
are standard time series analytic methods like ARIMA [520],
auto-correlative models [521], SVR [522], genetic program-
ming [523], Gaussian process regression [524], wavelet
decomposition [525], logistics regression [526]. Further
approaches include data driven based like LSTM [527],
GRU, Bi-LSTM, Variational Autoencoders [528], nonlinear
autoregressive neural networks [529], Generative Adversarial
Networks (GAN) [530]. Main drawbacks of these models is
lack of interpretability, but encoder [531] and attention [531]
based mechanism based forecasting approach has shown
promise in ramifying this aspect. Forecasting can be use-
ful to keep track of time series associated with other areas
that are directly or indirectly affected by pandemic like
agriculture [532], vaccine efficacy [533] and weather [534]
forecasts.

c: CONTROL THEORY
Control theory is naturally embedded in the concept of
enforcing policies, distribution of critical resources like
ventilators, beds, and vaccines to minimize the spread of
COVID-19,i.e to being the reproduction number within cer-
tain desired bounds [2], which might directly reduce the
exhaustion of precious resources. But at the end of the day,
delivery of the produced results into an intuitive web or
computer application accessible to health or policy maker
might be a challenge [2]. In this regard, control theory has
been primarily complemented with epidemic models [535],
using techniques from linear [536], non-linear [537] and
optimal control theory [538], in order to deduce control
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strategies [539] as well as governmental intervention
paths [540] and public awareness strategies [541] to mini-
mize critical metrics like mortality rate [535], reproduction
number [538].

6) GRAPH THEORY
Many real-life problems can be divided into independent
components, symbolized as nodes, which have some rela-
tionship, symbolized by an edge. These structures are well
known in mathematics as graphs, the theory of which is still
an active area of research today. In the context of COVID-19,
when it comes to modeling of epidemic systems, social net-
works, supply chain, and drug discovery problems, graph
theory comes into play naturally or unexpectedly while also
presenting its solutions to its problems from its repository of
graph analytic techniques.

a: ONLINE SOCIAL NETWORKS
Despite the development of vaccines and effective inocula-
tion progress all over the world, community cooperation in
previous transmission preventive schemes is still very much
important, partly due to mutations of the virus as well as
residue vulnerability after inoculation. Particularly, the first
governmental level lockdowns in the initial phase of the
pandemic lead to an increment of around 70 percent on social
media sites like Facebook, Whatsapp, Instagram [542] and
Twitter [543], thus providing a readily available platform
to users for sharing their personal experiences regarding
physical symptoms, opinion on vaccines and public health
intervention policies [353]. Furthermore, generally, anxiety
and depression levels overshoot after retrieval of Covid-19
news on social media [354].

Popular social network platforms like Twitter and Face-
book’s data can be crawled and the tweets or posts shared
surrounding sensitive topics, as well as related user infor-
mation. The textual datasets are usually dealt with natural
language processing andmachine learning techniques and the
resultant sentimental or authenticity of information evaluated
is complimented with its distribution across networks using
standard graph analytic techniques like cluster, partition, cen-
trality, betweenness, connected components, and path-based
analysis [544], [545].

Online social networks are an indirect way of addressing
the status of a pandemic and its possible mitigation strategies,
since social networks, engulf almost every member of a par-
ticular community, producing content regarding the progres-
sion of particular news (authentic or false), vaccination status,
mental health statuses, public opinion, medical supplies, and
employment rates. Utilization of this information would be
helpful in effective health intervention schemes by policy
makers and improve general public sentiment [354], [546].
Furthermore, the lexical [353] analysis of social media con-
tent containing symptoms reported by users, like fromTwitter
tweets, forms an effective way to diagnose in comparison
with laboratory tests.

The inclusion of news can be from various sources like
news outlets or even political and state leaders [543]. The
latency in the spread and exchange of information to the
current situation can be sufficiently low to provide a metric
on the status of the pandemic, by analyzing the sentiment
and emotion associated with exchanged information content
and filtering based on it, in the context of the respective
situation like increased infected numbers of vaccination sta-
tus. While this approach is dominantly studied through data
science means, there is an absence of literature on employing
control theoretical treatment to this theory. For example, if the
vaccinated numbers can be represented by state u(t) as a
function of time t , and the status of vaccination as being active
and passive can be classified as determining whether u(t) is
stable or unstable. The determination of the density of data
exchanged, e.g. tweets with positive sentiment to vaccination,
around the time t , acts as a positive definite function L(u(t))
on it since the information exchanged with positive senti-
ment is proportional to the number of people with positive
vaccination status. Under the language of Lyapunov control
theory [537], this can act as a Lyapunov function, that can
determine the stability of state u(t) through the following
conditions.

L̇(u(t)) <= 0 (11)

L̇(u(t)) > 0 (12)

If equation (11) holds then the overall public opinion on
vaccination is passive, otherwise equation (12) would imply
that the public is actively engaged in the vaccination schemes.
This control theoretical treatment would pave bridge between
online social networks and epidemic statistics, the literature
onwhich is relatively sparse in COIVD-19 context. For exam-
ple, [351] proposed supervised learning models to determine
confirmed deaths, recovered and suspected categories from
Twitter tweets, which would compensate for the inaccuracies
in epidemic statistic records due to lack of access to testing
facilities or recording constraints. These studies becomemore
relevant for smart city citizens, who are more adhered to the
latest technology and social media [547], and some studies
have been able to produce a prediction of the outbreak of
confirmed cases seven days prior, with more than 98 percent
certainty [548].

b: EPIDEMIOLOGY
Network analysis comes into usefulness in the application of
contact tracing, where the point of action is following graphs
of contacts. Whilst such graphs can be simple, a study [549]
suggested that tracing contacts of contacts can significantly
reduce transmission rates as compared to the simple tracing of
direct contacts. Therefore, the employment of sophisticated
graph-based analytic techniques is needed. Therefore, the
study of social networks as a whole is crucial to monitor the
spread of an epidemic, where each node-edge pair is formed
when two contacts come in proximity of 5m or less from each
other [549].
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While routine techniques associated with these social net-
works comprise sensitivity, network structure correlation,
degree correlation, degree distribution, clustering coefficient,
betweenness, and eigenvector centrality analysis, these tech-
niques are associated with the static network. Since real-life
networks are temporal-wise dynamic, these networks are sub-
divided into static social networks. An important technique
named null networks that have proven useful in studying
COVID-19 which can demonstrate link between transmission
rate and different network priorities (different geographical
societies) [549] as well as estimate the extent of effectiveness
of imposed policy [550] as well as travel restrictions [551]
upon pandemic.

Furthermore, network-based models can provide addi-
tional insights into trends of the epidemic which cannot
be possible through other mathematical or deep learn-
ing models. For instance, the apparent linear curves of
COVID-19 infected numbers as compared to mathematical
models predicted non-linear curves were explained through
network-based analysis [552].

Stochastic simulation models [553] and epidemic mod-
els augmented graphs [554] have been employed that can
effectively estimate the percentage of contacts traced given
the reproduction number of the COVID-19 epidemic. These
models have been instrumental in the assignment of public
policy like imposition like social distancing, case isolation,
etc. which are predicted to be enough to contain the epidemic.
Additionally, network-based techniques [555] have been used
for determination of effective strategies for distribution of
vaccines.

The data-driven analogue of network analysis techniques
is graph neural networks. Graph-based data, containing
information on location and time, has been utilized using
graph neural networks to forecast the spread of infec-
tion [556]. Traffic revitalization can be important in urban
management and policy-making considerations and has
been tackled through convolutional-recurrent neural network
architectures [557] on graph-based data. Additionally, the
problems of optimization can be converted to graph embed-
dings, complimented with reinforcement learning to identify
the allocation of crucial resources for containment of the
pandemic [392].

c: SUPPLY CHAIN
The current pandemic has been a source of perturbations
in supply chain networks, primarily due to labor short-
ages [558]. Such labor shortages have been so serious that
even franchises like McDonald’s started hiring 14-year-old
workers to compensate for the shortage. The cause of the
shortage may be linked to deaths from the pandemic, illness,
depression (due to lockdown restrictions), or the risk of
infection. Network analysis becomes a useful tool as the
supply chains are itself networks with edges representing
price and product flow. A promising trend in this regard
has been game-theoretical supply chain networks [558] that
can take into account the competition between businesses

constraint with labor shortages, which can help identify
profit-maximizing businesses. Furthermore, as vaccination
distribution is as important as its research and development,
many mathematical optimization-based solutions are devel-
oped for effective cost and dose control [221], [559].

d: DRUG DISCOVERY
Drugs in the category of antiviral and immunomodulators
have been targeted against treatment of COVID-19 [560].
In this respect, supervised and supervised ML techniques
have been complimented with graph theory to screen virtual
drugs for their efficacy, sensitivity and toxicity in drug-target
interaction, alongside with biomarker identification. In this
respect, fully connected neural networks [561] and Bayesian
network analysis techniques [21] have been employed for
comparison of effects of different treatments available
for COVID-19 infection. Other popular techniques include
knowledge graphs [562] and graph neural networks [563], the
later of which have proven to be state of the art in drug-target
interaction framework. Likewise, network medicine frame-
work [564], [565] have been adopted for drug repurposing
to treat respiratory symptoms of coronavirus infection with
positive results [565]. Network-based techniques have been
used for the exploitation of disease-gene drug interactions for
the identification of repurposable drugs [566].

7) SIGNAL PROCESSING
Signal processing deals with the extraction of lucrative infor-
mation from arbitrary functions (signals), that can be contin-
uous or discrete, whose domain lies in one dimension. In the
COVID-19 pandemic, these one-dimensional signals may be
dispersed in the environment, in the form of audio, infrared
or bio signals, and the processing of these signals becomes
the matter for creating an application.

Some signal processing fields like compressed sensing
have shown versatility in its techniques and cross boundaries
of many domains like reduction of CT and X-ray scan doses
and minimum scanning points for mobile location estima-
tion [567], but void of COVID-19 context. Although, some
effort has been made in this respect to introduce literature in
COVID-19 context [568], yet the effort is in the early stage.

Irrespectively, the applications of signal processing in
COVID-19 context have been practically significant, and are
described below.

a: HUMAN ACTIVITY RECOGNITION
Whilst both video (4D signal) and 1D signal-based HAR have
been active in COVID-19 related research, 1D signals may be
of practical consideration due to corresponding low cost and
power considerations. The most popular sensor for extracting
these 1D signals are accelerometer and gyroscope, and these
1D signals can be augmented with other biosignals like tem-
perature and heart rate to add resolution and accuracy of the
HAR task. The algorithms considering the morphology of the
signals like repetition spikes counter [493] have been easy to
implement and easy to use for HAR tasks, machine learning
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has been paving way for more accuracy and robustness in this
direction, with popular techniques tackling applications to
COVID-19 include generalized linear regression [387], logis-
tic regression, random forest [387], AdaBoost [387], non-
linear kernel discriminant analysis, Naive Bayes and SVM.

b: MEDICAL EQUIPMENTS
In the current pandemic, not only new equipments have been
explored for dedicated processing of biomedical signals for
diagnosis, but also improvement of current medical equip-
ment to assist COVID-19 patients. An example of this is the
control of oxygen flow from ventilators can be optimized in
relationship with a patient’s health status, and a study [569]
utilized reinforcement learning under the Markov decision
process to accomplish this.

Since coughing and breathing problems are one of the most
eminent symptoms of COVID-19 infection, therefore efforts
are being made to sense the associated signals and perform an
automated diagnosis. In order to make machine learning over
these signals possible, [570] produced a cough, breathing
and voice sound dataset to distinguish between infected and
normal individuals. However, real-world data may not be
enough to make the most accurate model, therefore [404]
proposed respiratory simulation model to compensate for the
sparsity of data, based on the latest clinical research.

Methods in feature extraction from audio signals include
segmentation and normalization [571], harmonic to noise
ratio [571], Variable Markov Oracle Method [572], empir-
ical mode decomposition [573], Mel Spectrograms [574].
On the other hand, classifier methods include state vector
machines [571], XGBoost [572], convolution deep neural
network [573], transfer convolution neural network [574],
LSTM [575], ResNet50 [575] with maximum accuracy
achieved as 99 percent.

Chatbots are being deployed that can employ speech recog-
nition and natural language processing upon speech sig-
nals and diagnose COVID-19 based on symptoms reported.
This technology has removed the burden from the previous
screening of potential cases based on phone hotlines [576].
‘Symptoma’ [576] is an example of such chatbots that can not
only differentiate between 20,000 diseases but also diagnose
COVID-19 with more than 96 percent accuracy. Likewise,
’MedBot’ is an automated health assistant [408], deployed
on Google Cloud Platform (GCP), which provides services
like symptoms-based diagnosis, counseling services, and
guidance, thus compensating for lockdown restrictions and
lengthy doctor appointments. Furthermore, a chatbot named
‘Clara’ was deployed by a collaboration of Microsoft and
CDC with similar functionality.

8) LIMITATIONS OF DATA DRIVEN TECHNIQUES
While the influence of data driven techniques over standard
algorithmic applications has been profound, they are prone to
the following limitations:
• Data Quality: Data available to deep learning models
may be sparse, heterogeneous, or noisy in nature. The

main reason for data sparsity may include the costs asso-
ciated with data collection [577] and legal complications
in sharing of model [578]. Data collection and labeling,
especially for diagnostics, can be challenging and costly
to achieve. Furthermore, the data used to train the model
may not be gathered from trustable sources [579], lead-
ing to unreliable results.

• Transparency: The results produced by deep learn-
ing models may not be objectively coherent with the
theory underlying the problem, thereby making the
results uninterpretable. Their action is fundamentally
the same to that of a black-box model that can approx-
imate any mapping between two objects [580]. This
scenario can be unacceptable in application fields, that
may have many stakeholders, like that of health care
and policy making. Due to this limitation, GDPR reg-
ulates the explainability of algorithms utilized inpatient
screening [581].

• Security and Privacy: Wherever there is data involved,
there is the demand for privacy and security. Such con-
cern comes into action in the case of deep learning
models, where the data used to train the models, whether
anonymized or not, can be decoupled either directly or
indirectly to extract sensitive information. Some exam-
ples include the studies where sensitive information like
faces of people [462] or records of subscribers [582]
have been extracted from weights of the trained models
and the data used to train the model respectively. Fur-
thermore, these datasets may become prone to manipu-
lations by attackers to force the learnedmodel to perform
additional malicious tasks.

• Model Limitation: There are innate limitations to
the performance of deep learning techniques. It is a
well-known fact deep learning models are known to
be biased [583], [584], as they project what they have
learned from the data provided. Therefore, it is not
expected they would be completely adopted over stan-
dard models and adaptive algorithms [585] leading to
problems of scalability and generalizability. Other lim-
itations include catastrophic forgetting, a phenomenon
associated with transfer learning (a frequently utilized
technique in COVID-19 imaging) that can make the
model forget the model from the previous task. Fur-
thermore, there are limitations to probabilistic and
generative models [586]. A study showed that while
transformers are state-of-the-art deep learning models
with superior performance, their generalizability to con-
ventional statistics was not promising [587].
Another important limitation of data driven models
include adversarial attacks, where small perturbation in
data significantly deviates the predictions of the models,
lead to a lack of trustability in such models for industri-
ous adaption.

• Model Size: Machine learning models, especially deep
learning models, when architected and trained to show
superior performance are supposed to be deployed into
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real time embedded systems, whose specifications and
floating-point precision is going to be much lower than
the systems they were originally designed on. There-
fore, quantization of these models, as well as their
pruning, becomes a requirement for economical deploy-
ment [588] and maintenance of the accuracy becomes a
challenge.

a: SOME SOLUTIONS TO THE LIMITATIONS
• Model Size: Solutions to the problem of model size
have been tackled with deep studies of sparse networks
and various properties are explored like training quan-
tization error, and comparing performance of training
these networks with those of dense models with later
pruning [589], [590]. Furthermore, pruning of large deep
models has been studied where a study [588] reportedly
compressed VGG-16 model by 49 folds with equivalent
accuracy. Furthermore, there is growing evidence that
while state-of-the-art models consume large amount of
power, their computing power may reduce faster than
Moore’s law [591].

• Model Limitations andTransparency: In order to sys-
tematically deal with bias in machine learning models,
a European Union-driven AI team derived a framework
to define AI risk and bias and introduce general princi-
ples for robustness, privacy, and transparency [592].
Usage of decentralized training strategies like feder-
ated learning has been considered promising to not
only produce scalable models but also generalizable
performance towards unseen data [593]. Another cate-
gory of techniques named parsimonious models may not
only improve generalizability but also ameliorate trans-
parency of such models to predict physical phenomena
by adopting a minimum number of parameters [594].
The explainability of AI models can be further improved
by dedication identification of necessary features as well
as adjustment of weights and activation functions to con-
vert relevant information into the final output. Addition-
ally, since deep learning models are stochastic in nature,
the uncertainty associated with their predictions can be
evaluated, which would induce transparency in medical
diagnostics like X-ray imaging based COVID-19 diag-
nosis [580]. In course of attaining generalizability in
multi-modal inputs and multi-modal tasks, it appears
that transformer architectures are a promising strategy,
without resorting to complementary techniques [595].

• Data Quality: In order to deal with sparse and unbal-
anced datasets, a technique called ‘Active Learning’ has
been developed that considers sample diversity and cor-
responding improves accuracy and decreases bias [596].
Furthermore, bias can be compensated by utilizing mul-
tiple independent datasets. Other methods like ensemble
techniques, transfer learning, contrastive learning [597],
meta-learning and transformers [598] are known to give
sufficient accuracy given limited datasets. From a non-
technical perspective, there have been proposals for

incentive mechanisms in different sectors involved in
data collection to improve the quality, as well as quantity
of data.

• Security and Privacy: In order to bypass the
data-sharing challenges across different institutions for
model training, federated learning is a primary candi-
date, where a model takes advantage of the edge layer
of IoT and trains a model across different edge devices
with no data sharing among these edge devices [593].
Furthermore, datasets can be dealt with differential
privacy or homomorphic encryption mechanisms that
perturb the data with minimal effect of inferences from
it [458]. In addition, dimensionality reduction of these
datasets can reduce the possibility of reverse engineering
sensitive information from trained AI models.

X. MECHATRONICS
Mechatronics can be considered an interdisciplinary engi-
neering field focussing on both electrical and mechanical
aspects.Mechatronics has developed both life-supporting and
threat-preventing applications in pandemic times. Owing to
their significance, a lot of efforts have been put in reducing
the monetary and energy costs of their production, as well as
embedding them in the IoT framework with current state-of-
the-art 5G communication technology [18]. With reference
to COVID-19, mechatronics applications can be divided into
the following domains.

A. ROBOTS
Robots as being programmable mechatronic systems capable
of interacting with real-world environment, mirror the same
functionality as smart sensing by imitating the same principle
of reducing the possibilities of contact [599]. Robots, along-
side drones, are being used to deliver prescription drugs to
patients at home, in order to reduce contact [600]. In another
direction, robotic versions of imaging technologies are being
deployed that are contactless in nature. Robotic ultrasound
systems [601] can automatically adjust probe position for
optimal resolution, followed by automated diagnosis through
a 3D deep convolution network. These automated equipment
systems can be further extrapolated into robotic carts, with
a built-in camera and display systems complemented with
medical equipment, allowing professional healthcare acces-
sible to any location, especially in quarantined areas to limit
exposure [602].

The field of commerce has been greatly affected by the
pandemic due to social distancing and lockdown policies.
In order to support the local commerce stores, a com-
pany named ‘‘Starship Technologies’’ released delivery
robots [603] to deliver groceries to the consumer’s doorstep.
These autonomous vehicles provide a contactless driving and
delivery option, thus minimizing the spread. Understanding
its efficacy, it has been promoted as a clear choice in Germany
[604]. This contactless trait has allowed studies on the trans-
portation of goods through autonomous vehicles [605].
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FIGURE 18. Word2Vec based visualization of machine based trends
combating COVID-19.

Autonomous robots can be helpful in cleaning and dif-
fusing disinfectants in indoor environments and can reduce
the possibility of spreading infection from family interac-
tions [606]. They have been deployed as human interactable
robots via gesture and speech recognition to make hand
sanitization more accessible to the public passing by [607].
They are being researched to be deployed at UAVs to provide
a mobile IoT framework for crowd sensing and COVID-19
detection amongst crowds.

B. DRONES
Since the advancements in computer vision, drones have
become a popular trend, as they provide a mobile carrier
with inbuilt cameras to proceed the computer vision. They
have found a wide range of applications, including agri-
culture, supply chain, professional photography and surveil-
lance [608]. However, drone technology faces a key challenge
of computation limits, as well as limited datasets for its
computer vision models which are mostly data-driven [608]
for the purpose of object detection and tracking. Edge com-
puting has been thoroughly researched to make it feasi-
ble for drone technology to meet the challenges of onsite
computation [609]

Drones are being used to aid in sectors that have been
indirectly affected by the pandemic. In the agriculture sector,
drones are being used for monitoring water resources, agri-
cultural production, and storage facilities thus compensating
for lockdown and social distancing restrictions [610].

Drones are being deployed in densely populated areas
where wireless connectivity is an issue and this can permit
large aerial cover of places, especially in hospitals, with
thermal imaging, patient identification, and distance monitor-
ing [611]. Furthermore, these wireless devices can be linked
through a drone-based networking system, and thus can elude

the limitations of standalone Bluetooth or GPS-based tech-
nologies [612] for contact tracing.

Furthermore, drones have been deployed at country
scales for social distance monitoring, public announce-
ments, spraying of disinfectants in public places [613], food
delivery [614], [615], mass screening [616] and vaccine deliv-
ery [617]. Drones have also been studied for the distribu-
tion of viral tests to possible infected people, thus reducing
transmission rate [618]. Since surveillance naturally demands
privacy, work has been done to fuse blockchain with drone’s
data collection methodology [619]. Blockchain applications
to drones have been extended towards contact tracing in
combination with 5G [620] and even 6G technology [621].

C. MACHINES
The role of electrical machines in aiding COVID-19 patients
and health care workers is trending from both engineering and
research points of view. Based on the implementation and
research paper-based results from Google search and Google
scholar, the further sub-domains of machines are visual-
ized by using Word2Vec of keywords and projecting those
sub-domains onto a 2D plane using principal component
analysis (PCA). Thereafter, the side of points is decided by
the cumulative citations and number of unique implementa-
tions. The resultant visualization can be seen in figure 18.
Furthermore, these sub-domains are further discussed below.

• Ventilators: While COVID-19 is a respiratory tract dis-
ease, breathing problems are the most apparent system.
In order to deal with that, several ventilators designed
have been proposed, whose sole purpose is to automati-
cally inject oxygen into lungs [622]. These ventilators
can be classified as invasive and non-invasive [623].
Invasive ones are used for critically ill patients, who can-
not breathe on their own, while non-invasive ventilators
are meant for assisted breathing.
Ever since the beginning of the pandemic, many global
manufacturers have played their part in mass-producing
ventilators to overcome the shortage [624]–[626].

• Dispensers: Work is being done to make soap and san-
itizer dispensers automated [627] and contactless [48],
[116] which would ultimately reduce transmission rates,
as well as reduce clustering in public places.

• Neuro-muscular Electrical Simulators: Some work
is being done to utilize neuro-muscular electrical simu-
lators to improve muscle function of people recovering
from COVID-19 [628], as well as elderly people during
lockdown [629].

• Aerosol Containment Devices: Vacuum based aerosol
containment devices, that can extract clean air from
virally infected air, may reduce the transmission of
droplets from COVID-19 infected patients [630]–[632]

• Smart Beds: Smart beds are being developed that can
not only perform continuous breathing rate monitoring
of COVID-19 patients but also are installed with auto-
matic alarms and user-friendly control and interface to
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FIGURE 19. Cummulative citation trends of ‘N’, ‘C’ and ‘R’, for the case of compressed sensing literature in relation with
COVID-19, where bold curve represents so far trend, and the dotted curves represent future trends.

assist patients in critical conditions [633]. Furthermore,
ICU beds can be installedwith CCTV cameras that allow
better in-depth monitoring of critically ill patients [399].
Additionally, detectors are placed inside patient care
beds to detect sleep disturbances in COVID-19 patients
in order to evaluate their health status [634].

• Breathanalyzers: While breath analyzers are good
candidates for rapid testing, they are not yet glob-
ally available mainly because their technology is in
progress. However, their efficacy has been appreci-
ated and approved in many countries like Singapore,
Malaysia and the Netherlands [635]. Breath analyzers
can be classified into photonics biosensors, electronic
nose, mass spectrometry, terahertz spectrometry, and gas
chromatography based [635], among which photonics
biosensor is a possible industrial application due to its
minimum size and result latency. The inbuilt sensor
responses can be further complemented with machine
and deep learning methods [636] with promising results
and have been reportedly verified for distributions [637].

XI. CONCLUSION
This article presented a systematic overview of an array
of AI-IoT technologies like blockchain, cloud computing,
fog computing, sensing technologies, machine learning, deep
learning techniques, and robots, that have effectively aided
COVID-19 efforts, within the proposed taxonomy. In this
regard, not only conventional review techniques are used
but a novel review methodology is also proposed, where
we utilized techniques from image processing, dynamical
systems, and machine learning to provide insights into some
aspects of particular technologies. Consequently, we pro-
vided theoretical and application advantages, disadvantages,
trends, and comparisons of these technologies, alongside
with proposal of potential future works that have been less
explored currently. We discovered that, by far, the field of
healthcare has captured the utility of all technologies detected
in AI-IoT umbrella. We conclude that the technologies of fog
computing and cloud computing hybridization in IoT, deep

learning, and blockchain technologywill determine the future
of COVID-19 related AI-IoT technologies.

XII. FUTURE WORKS
Based on the discussion, as expressed from literature consid-
ered in so far review, we highlight the following future trends
that are significant from application and research perspective
to not only deal with current pandemic, but with infectious
diseases in general:

• Development of cost, environment friendly, and energy
effective solutions is the main focus with the encourage-
ment of more open-source solutions. Many companies
are already leading the work in low cost, high battery
life, and global satellite-based connectivity is IoT
solutions.

• Amongst many applications of IoT and mechatronics,
ventilators and health monitoring systems have proven
to be most active in tackling the pandemic, and they are
here to stay till the end of the pandemic. In particular,
the remote versions of these applications would certainly
reduce the burden on hospital resources and allow the
care of more critically ill patients to be taken care of.

• The pandemic has heavily influenced the video-
conferencing trend, especially in education, where video
lectures are recorded contrary to prior real-time lec-
ture trends. Furthermore, these lectures can be in native
languages, other than English, making it difficult for
foreign students to follow. This provides room for
digital solutions towards solving not only this lan-
guage barrier (through video transcription and language
translation-based subtitle embedding), but also improves
comprehension of students by providing summary and
knowledge graphs of different clips of the video.

• While there exist many tools already that provides an
interface to many state-of-the-art COVID-19 related
resources, there is still too much literature left in hiber-
nation and there is a need for systematic open source
collaboration for making the current state of the arts into
interactive user interfaces.
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• Utilization of less explored non-contact technologies
like self-mixing interferometry would prove fruitful
towards innovation into future smart sensing technolo-
gies, due to its cost-effective apparatus with sufficient
accuracy. This is clearly possible since the literature on
the application of radar technology is already in abun-
dance and there is a high degree of correlation in the
working principle of both of these technologies.

• Utilization of ambient light sensors and magnetometers
in COVID-19 should be focused on, as it has been
minimally explored.

• There is a need to consider the tracking devices
like Apple Air tags for contact tracing purposes,
which will not only reduce inaccuracies produced by
smartphone-based contact tracing technologies but can
also be linked with drones to allow broader aerial
coverage.

• The government-affiliated contact tracing apps should
be made open source, which will not only increase the
trust of the general public of these apps but also allow
continuous improvement from awider pool of engineers.

• Mapping of 2D movement data into a 3-D environment,
using only accelerometer data, while not applied in the
COVID-19 context, could have an advantageous appli-
cation, for increasing robustness of medical imaging,
as well as CCTV-based social distance monitoring.

• Needed utilization of a generalizable and accessible
approach towards satellite imagery has important appli-
cations from both policy design and resource planning
perspectives.

• More rigorous study of compressed sensing in reducing
radiation doses for COVID-19 diagnosis, as well as
imparting efficient minimum sensor scanning location
points for mobile phone tracking is required, as it has
been absent for application in the COVID-19 pandemic.

• Application of control theory in the social media-based
prediction of epidemic statistics is needed to compensate
for deficiencies of epidemic data collection processes.

• With the immense importance of hybridization of fog
computing and cloud computing technology, followed
by anticipation of 6G technology, it is expected that it
will produce virtually infinite computing capability with
desirable security and latency. In this respect, a uni-
fied generalized framework is required to permeate the
corresponding constraints as well as improve its infras-
tructure with deep learning and blockchain technology
to manage applications of COVID-19 like diagnostics,
quarantine, and social distance monitoring, systemized
vaccination, effective policy design, etc.

In fact, in order to show the future inclusion of compressed
sensing in the COVID-19 context, we simulated the NCR
model (as described in ‘Analysis Methodologies’ section) to
analyze the trend of cumulative citations of literature con-
taining pure compressed sensing content, compressed sens-
ing used as an application to COVID-19 (either directly
or indirectly) and COVID-19 literature as a whole without

containing compressed sensing-based application as ‘N’, ‘C’
and ‘R’ respectively. The results are depicted in figure 19.
It is apparent that while the cumulative citations of general
COVID-19 literature is growing at nearly the same rate as
in previous years, the growth of literature on the application
of compressed sensing techniques, is saturating in later years
while overshooting previous research. Therefore, there is a
need for further exploration of this technique to produce more
beneficial applications in COVID-19 literature.

REFERENCES
[1] A. L. Phelan, R. Katz, and L. O. Gostin, ‘‘The novel coronavirus originat-

ing in Wuhan, China: Challenges for global health governance,’’ J. Amer.
Med. Assoc., vol. 323, no. 8, pp. 709–710, 2020.

[2] G. Stewart, K. Heusden, andG. A. Dumont, ‘‘How control theory can help
us control COVID-19,’’ IEEE Spectr., vol. 57, no. 6, pp. 22–29, Jun. 2020.

[3] E. Hernandez-Orallo, P. Manzoni, C. T. Calafate, and J.-C. Cano, ‘‘Eval-
uating how smartphone contact tracing technology can reduce the spread
of infectious diseases: The case of COVID-19,’’ IEEE Access, vol. 8,
pp. 99083–99097, 2020.

[4] O. Park, ‘‘Contact transmission of COVID-19 in South Korea: Novel
investigation techniques for tracing contacts,’’ Osong Public Health Res.
Perspect., vol. 11, no. 1, pp. 60–63, Feb. 2020.

[5] P. Jendrny, C. Schulz, F. Twele, S. Meller, M. von Köckritz-Blickwede,
A. D. M. E. Osterhaus, J. Ebbers, V. Pilchová, I. Pink, T. Welte,
M. P. Manns, A. Fathi, C. Ernst, M. M. Addo, E. Schalke, and H. A. Volk,
‘‘Scent dog identification of samples from COVID-19 patients—A pilot
study,’’ BMC Infectious Diseases, vol. 20, no. 1, pp. 1–7, Dec. 2020.

[6] K. Farrahi, R. Emonet, and M. Cebrian, ‘‘Epidemic contact tracing
via communication traces,’’ PLoS ONE, vol. 9, no. 5, May 2014,
Art. no. e95133.

[7] (Apr. 2020). [COVID-19]Korea Releases COVID-19 Response
Strategy With ICT Xn–ok0b03znzcvn|News/NoticeConsulate General
of the Republic of Korea in Toronto. Accessed: Sep. 29, 2021.
[Online]. Available: https://mex.mofa.go.kr/ca-toronto-en/brd/m_5279/
view.do?seq=760678

[8] D.M. Skowronski,M. Petric, P. Daly, R. A. Parker, E. Bryce, P. W. Doyle,
M. A. Noble, D. L. Roscoe, J. Tomblin, T. C. Yang, M. Krajden,
D. M. Patrick, B. Pourbohloul, S. H. Goh, W. R. Bowie, T. F. Booth,
S. A. Tweed, T. L. Perry, A. McGeer, and R. C. Brunham, ‘‘Coordinated
response to SARS, Vancouver, Canada,’’ Emerg. Infectious Diseases,
vol. 12, no. 1, pp. 155–158, 2006.

[9] E. Blozik, C. Grandchamp, and J. von Overbeck, ‘‘Influenza surveillance
using data from a telemedicine centre,’’ Int. J. Public Health, vol. 57,
no. 2, pp. 447–452, Apr. 2012.

[10] E. J. Chow, N. G. Schwartz, F. A. Tobolowsky, R. L. Zacks,
M. Huntington-Frazier, S. C. Reddy, andA.K. Rao, ‘‘Symptom screening
at illness onset of health care personnel with SARS-Cov-2 infection
in king county, Washington,’’ Jama, vol. 323, no. 20, pp. 2087–2089,
2020.

[11] T. Greenhalgh, G. C. H. Koh, and J. Car, ‘‘COVID-19: A remote assess-
ment in primary care,’’ BMJ, vol. 368, Mar. 2020, Art. no. m1182.

[12] J. Chen, K. Gao, R. Wang, and G.-W. Wei, ‘‘Prediction and mitigation of
mutation threats to COVID-19 vaccines and antibody therapies,’’ Chem.
Sci., vol. 12, no. 20, pp. 6929–6948, 2021.

[13] M. Monajjemi, F. Mollaamin, A. S. Shekarabi, and A. Ghadami, ‘‘Vari-
ety of spike protein in COVID-19 mutation: Stability, effectiveness and
outbreak rate as a target for vaccine and therapeutic development,’’ Bioin-
terface Res. App., vol. 11, pp. 26–10016, Jan. 2021.

[14] P. Olliaro, ‘‘What does 95% COVID-19 vaccine efficacy really mean?’’
Lancet Infectious Diseases, vol. 21, no. 6, p. 769, Jun. 2021.

[15] J. Li and X. Guo, ‘‘COVID-19 contact-tracing apps: A survey on the
global deployment and challenges,’’ 2020, arXiv:2005.03599.

[16] Q. Tang, ‘‘Privacy-preserving contact tracing: Current solutions and open
questions,’’ 2020, arXiv:2004.06818.

[17] N. Ahmed, R. A. Michelin, W. Xue, S. Ruj, R. Malaney, S. S. Kanhere,
A. Seneviratne,W.Hu, H. Janicke, and S. K. Jha, ‘‘A survey of COVID-19
contact tracing Apps,’’ IEEE Access, vol. 8, pp. 134577–134601,
2020.

VOLUME 10, 2022 62645



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[18] V. Chamola, V. Hassija, V. Gupta, and M. Guizani, ‘‘A comprehen-
sive review of the COVID-19 pandemic and the role of IoT, drones,
AI, blockchain, and 5G in managing its impact,’’ IEEE Access, vol. 8,
pp. 90225–90265, 2020.

[19] L. L. Wang and K. Lo, ‘‘Text mining approaches for dealing with the
rapidly expanding literature on COVID-19,’’ Briefings Bioinf., vol. 22,
no. 2, pp. 781–799, Mar. 2021.

[20] T. Alamo, D. G. Reina, and P. Millán, ‘‘Data-driven methods to
monitor, model, forecast and control COVID-19 pandemic: Leverag-
ing data science, epidemiology and control theory,’’ 2020, arXiv:2006.
01731.

[21] R. A. Siemieniuk, J. J. Bartoszko, L. Ge, D. Zeraatkar, A. Izcovich,
E. Kum, H. Pardo-Hernandez, A. Qasim, J. P. D. Martinez, B. Rochwerg,
and F. Lamontagne, ‘‘Drug treatments for COVID-19: Living system-
atic review and network meta-analysis,’’ BMJ, vol. 370, Jul. 2020,
Art. no. m2980.

[22] C. M. Ramirez, M. A. Abrajano, and R. M. Alvarez, ‘‘Using machine
learning to uncover hidden heterogeneities in survey data,’’ Sci. Rep.,
vol. 9, no. 1, pp. 1–11, Dec. 2019.

[23] C. Kern, T. Klausch, and F. Kreuter, ‘‘Tree-based machine learning meth-
ods for survey research,’’ in Survey Research Methods, vol. 13. Bethesda,
MD, USA: NIH Public Access, 2019, p. 73.

[24] (Sep. 2021). Connected Papers | Find and Explore Academic
Papers. Accessed: Sep. 15, 2021. [Online]. Available: https://www.
connectedpapers.com

[25] R. C. Gonzalez, ‘‘Digital image processing,’’ Pearson Educ. India,
New Delhi, India, 2009.

[26] L. Pan, W.-S. Chu, J. M. Saragih, F. De la Torre, and M. Xie,
‘‘Fast and robust circular object detection with probabilistic pairwise
voting,’’ IEEE Signal Process. Lett., vol. 18, no. 11, pp. 639–642,
Nov. 2011.

[27] E. Rublee, V. Rabaud, K. Konolige, and G. Bradski, ‘‘ORB: An efficient
alternative to SIFT or SURF,’’ in Proc. Int. Conf. Comput. Vis., Nov. 2011,
pp. 2564–2571.

[28] A. Herout, M. Dubská, and J. Havel, ‘‘Review of Hough transform
for line detection,’’ in Real-Time Detection of Lines and Grids. Cham,
Switzerland: Springer, 2013, pp. 3–16.

[29] B. Iqbal, W. Iqbal, N. Khan, A. Mahmood, and A. Erradi, ‘‘Canny
edge detection and Hough transform for high resolution video streams
using Hadoop and spark,’’ Cluster Comput., vol. 23, no. 1, pp. 397–408,
Mar. 2020.

[30] L. He, X. Ren, Q. Gao, X. Zhao, B. Yao, and Y. Chao, ‘‘The connected-
component labeling problem: A review of state-of-the-art algorithms,’’
Pattern Recognit., vol. 70, pp. 25–43, Oct. 2017.

[31] S. Goldstein and J. L. Lebowitz, ‘‘On the (Boltzmann) entropy of non-
equilibrium systems,’’ Phys. D, Nonlinear Phenom., vol. 193, nos. 1–4,
pp. 53–66, Jun. 2004.

[32] J. Tolles and T. Luong, ‘‘Modeling epidemics with compartmental mod-
els,’’ JAMA, vol. 323, no. 24, pp. 2515–2516, 2020.

[33] A.Malik, N. Kumar, and K. Alam, ‘‘Estimation of parameter of fractional
order COVID-19 SIQR epidemic model,’’ Mater. Today, Proc., vol. 49,
pp. 3265–3269, Jan. 2022.

[34] Y. Goldberg andO. Levy, ‘‘Word2vec explained: DerivingMikolov et al.’s
negative-sampling word-embedding method,’’ 2014, arXiv:1402.3722.

[35] (Sep. 2021). Google Code Archive Long-Term Storage for Google
Code Project Hosting. Accessed: Sep. 15, 2021. [Online]. Available:
https://code.google.com/archive/p/word2vec

[36] S. Das, S. Ghosh, S. Bhattacharya, R. Varma, and D. Bhandari, ‘‘Critical
dimension ofWord2 Vec,’’ in Proc. 2nd Int. Conf. Innov. Electron., Signal
Process. Commun. (IESC), Mar. 2019, pp. 202–206.

[37] P. Pierleoni, R. Concetti, A. Belli, and L. Palma, ‘‘Amazon, Google and
Microsoft solutions for IoT: Architectures and a performance compari-
son,’’ IEEE Access, vol. 8, pp. 5455–5470, 2020.

[38] M. A. Iqbal, S. Hussain, H. Xing, and M. A. Imran, Enabling the Internet
of Things: Fundamentals, Design and Applications. Hoboken, NJ, USA:
Wiley, 2020.

[39] (Jun. 2013). The Internet of Things. Accessed: Aug. 20, 2021.
[Online]. Available: https://www.forbes.com/global/2002/0318/092.
html?sh=69ef99343c3e

[40] R. Ltd andMarkets. (Sep. 2021). Internet of Things (IoT) Market Growth,
Trends, COVID-19 Impact, and Forecasts (2021–2026). Accessed:
Sep. 19, 2021. [Online]. Available: https://www.researchandmarkets.
com/reports/4591261/internet-of-things-iot-market-growth-trends

[41] A. Làpez-Vargas, M. Fuentes, and M. Vivar, ‘‘Challenges and opportu-
nities of the Internet of Things for global development to achieve the
united nations sustainable development goals,’’ IEEE Access, vol. 8,
pp. 37202–37213, 2020.

[42] S. A. Al-Qaseemi, H. A. Almulhim,M. F. Almulhim, and S. R. Chaudhry,
‘‘IoT architecture challenges and issues: Lack of standardization,’’ in
Proc. Future Technol. Conf. (FTC), Dec. 2016, pp. 731–738.

[43] D. Miorandi, S. Sicari, F. De Pellegrini, and I. Chlamtac, ‘‘Internet of
Things: Vision, applications and research challenges,’’ Ad Hoc Netw.,
vol. 10, no. 7, pp. 1497–1516, 2012.

[44] A. Singh, A. Kaur, A. Dhillon, S. Ahuja, and H. Vohra, ‘‘Software system
to predict the infection in COVID-19 patients using deep learning andweb
of things,’’ Softw., Pract. Exper., vol. 52, no. 4, pp. 868–886, May 2021.

[45] Z. Aarab, A. El Ghazi, S. El Fellah, S. Lagdali, M. Lafkih, and A. Lyazidi,
‘‘COVID-19 context-aware WSN approach,’’ ARPN J. Eng. Appl. Sci.,
vol. 16, no. 7, pp. 810–816, Apr. 2021.

[46] L.-P. Beland, A. Brodeur, and T. Wright, ‘‘COVID-19, stay-at-home
orders and employment: Evidence from CPS data,’’ IZA Discuss. Paper,
Bonn, Germany, Tech. Rep., 2020.

[47] H. Jaya, I. Thaief, I. Suhardi, and S. Gunawan, ‘‘The role of less contact
technology in the COVID-19 pandemic,’’ in Int. Conf. Sci. Adv. Technol.
(ICSAT), 2020, pp. 1266–1274.

[48] H. Adardour, M. Hadjila, S. Irid, M. Hachemi, M. Benikhlef, and
I. Benotmane, ‘‘Embedded system prototype to fight COVID-19 pan-
demic contamination with less cost,’’ Wireless Pers. Commun., vol. 119,
no. 4, pp. 3735–3762, Apr. 2021.

[49] A. Florea and V. Fleaca, ‘‘Implementing an embedded system to iden-
tify possible COVID-19 suspects using thermovision cameras,’’ in Proc.
24th Int. Conf. Syst. Theory, Control Comput. (ICSTCC), Oct. 2020,
pp. 322–327.

[50] B. Udugama, P. Kadhiresan, H. N. Kozlowski, A. Malekjahani,
M. Osborne, V. Y. C. Li, H. Chen, S. Mubareka, J. B. Gubbay, and
W. C. W. Chan, ‘‘Diagnosing COVID-19: The disease and tools for detec-
tion,’’ ACS Nano, vol. 14, no. 4, pp. 3822–3835, Apr. 2020.

[51] C. S. Wood, M. R. Thomas, J. Budd, T. P. Mashamba-Thompson,
K. Herbst, D. Pillay, R. W. Peeling, A. M. Johnson, R. A. McKendry, and
M. M. Stevens, ‘‘Taking connected mobile-health diagnostics of infec-
tious diseases to the field,’’ Nature, vol. 566, no. 7745, pp. 467–474,
2019.

[52] S. J. Iribarren, R. Schnall, P. W. Stone, and A. Carballo-Diéguez, ‘‘Smart-
phone applications to support tuberculosis prevention and treatment:
Review and evaluation,’’ JMIR mHealth uHealth, vol. 4, no. 2, pp. 1–12,
2016.

[53] A. Malekjahani, S. Sindhwani, A. M. Syed, and W. C. W. Chan, ‘‘Engi-
neering steps for mobile point-of-care diagnostic devices,’’ Accounts
Chem. Res., vol. 52, no. 9, pp. 2406–2414, 2019.

[54] L. O. Danquah, N. Hasham, M. MacFarlane, F. E. Conteh, F. Momoh,
A. A. Tedesco, A. Jambai, D. A. Ross, and H. A.Weiss, ‘‘Use of a mobile
application for ebola contact tracing and monitoring in northern Sierra
leone: A proof-of-concept study,’’ BMC Infectious Diseases, vol. 19,
no. 1, p. 810, Dec. 2019.

[55] P. Brangel, A. Sobarzo, C. Parolo, B. S. Miller, P. D. Howes, S. Gelkop,
J. J. Lutwama, J. M. Dye, R. A. McKendry, L. Lobel, and M. M. Stevens,
‘‘A serological point-of-care test for the detection of IgG antibodies
against ebola virus in human survivors,’’ ACS Nano, vol. 12, no. 1,
pp. 63–73, Jan. 2018.

[56] T. Kanazawa, G. Nakagami, T. Goto, H. Noguchi, M. Oe, T. Miyagaki,
A. Hayashi, S. Sasaki, and H. Sanada, ‘‘Use of smartphone attached
mobile thermography assessing subclinical inflammation: A pilot study,’’
J. Wound Care, vol. 25, no. 4, pp. 177–182, Apr. 2016.

[57] L. G. Glynn, P. S. Hayes, M. Casey, F. Glynn, A. Alvarez-Iglesias,
J. Newell, G. ÓLaighin, D. Heaney, M. O’Donnell, and A. W. Murphy,
‘‘Effectiveness of a smartphone application to promote physical
activity in primary care: The SMART MOVE randomised con-
trolled trial,’’ Brit. J. Gen. Pract., vol. 64, no. 624, pp. e384–e391,
Jul. 2014.

[58] T. K. Yoo, J. Y. Choi, Y. Jang, E. Oh, and I. H. Ryu, ‘‘Toward automated
severe pharyngitis detection with smartphone camera using deep learning
networks,’’ Comput. Biol. Med., vol. 125, Oct. 2020, Art. no. 103980.

[59] J. C. L. Himmelreich, E. P. M. Karregat, W. A. M. Lucassen,
H. C. P. M. van Weert, J. R. de Groot, M. L. Handoko, R. Nijveldt, and
R. E. Harskamp, ‘‘Diagnostic accuracy of a smartphone-operated, single-
lead electrocardiography device for detection of rhythm and conduc-
tion abnormalities in primary care,’’ Ann. Family Med., vol. 17, no. 5,
pp. 403–411, Sep. 2019.

62646 VOLUME 10, 2022



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[60] B. Stasak, Z. Huang, S. Razavi, D. Joachim, and J. Epps, ‘‘Automatic
detection of COVID-19 based on short-duration acoustic smartphone
speech analysis,’’ J. Healthcare Informat. Res., vol. 5, no. 2, pp. 201–217,
Jun. 2021.

[61] M.D. Kachare, A. J. Rossi, K. D. Donohue, and T. Davidov, ‘‘Telesurgical
assessment: Using smartphone messaging to efficiently manage postop-
erative wounds,’’ Telemedicine e-Health, vol. 26, no. 12, pp. 1540–1542,
Dec. 2020.

[62] M. Kapıcıoğlu, T. Erden, M. Ağır, and F. Küçükdurmaz, ‘‘The reliability
of use of whatsapp in type 1 and type 2 pediatric supracondylar fractures,’’
Bayçınar Tıbbi Yayıncılık, Istanbul, Turkey, Tech. Rep., 2019.

[63] I. Stahl, A. Katsman, M. Zaidman, D. Keshet, A. Sigal, andM. Eidelman,
‘‘Reliability of smartphone-based instant messaging application for
diagnosis, classification, and decision-making in pediatric orthope-
dic trauma,’’ Pediatric Emergency Care, vol. 35, no. 6, pp. 403–406,
Jul. 2017.

[64] I. Stahl, D. Dreyfuss, D. Ofir, L. Merom, M. Raichel, N. Hous,
D. Norman, and E. Haddad, ‘‘Reliability of smartphone-based teleradi-
ology for evaluating thoracolumbar spine fractures,’’ Spine J., vol. 17,
no. 2, pp. 161–167, 2017.

[65] H.-C. Kim and M. Y. Hyun, ‘‘Predicting the use of smartphone-based
augmented reality (AR): Does telepresence really help?’’ Comput. Hum.
Behav., vol. 59, pp. 28–38, Jun. 2016.

[66] M. J. Greenfield, J. Luck, M. L. Billingsley, R. Heyes, O. J. Smith,
A. Mosahebi, A. Khoussa, G. Abu-Sittah, and N. Hachach-Haram,
‘‘Demonstration of the effectiveness of augmented reality telesurgery
in complex hand reconstruction in Gaza,’’ Plastic Reconstructive Surg.
Global Open, vol. 6, no. 3, Mar. 2018, Art. no. e1708.

[67] A. R. Dores, A. Geraldo, I. P. Carvalho, and F. Barbosa, ‘‘The use of new
digital information and communication technologies in psychological
counseling during the COVID-19 pandemic,’’ Int. J. Environ. Res. Public
Health, vol. 17, no. 20, p. 7663, Oct. 2020.

[68] (Sep. 2021). How Korea is Using ICT to Fight the Pandemic.
Accessed: Sep. 28, 2021. [Online]. Available: https://blog.asiance.
com/2020/06/09/3995

[69] I. Braithwaite, T. Callender, M. Bullock, and R. W. Aldridge, ‘‘Auto-
mated and partly automated contact tracing: A systematic review to
inform the control of COVID-19,’’ Lancet Digit. Health, vol. 2, no. 11,
pp. e607–e621, Nov. 2020.

[70] Y. Xiao and M. E. Torok, ‘‘Taking the right measures to control COVID-
19,’’ Lancet Infectious Diseases, vol. 20, no. 5, pp. 523–524, May 2020.

[71] S. Jeong, S. Kuk, and H. Kim, ‘‘A smartphone magnetometer-based diag-
nostic test for automatic contact tracing in infectious disease epidemics,’’
IEEE Access, vol. 7, pp. 20734–20747, 2019.

[72] A. K. Bali and R. Dwivedi, ‘‘Survey of smartphone contact-tracing apps
architectures,’’ SSRN Electron. J., to be published.

[73] T. Li, C. Cobb, J. Yang, S. Baviskar, Y. Agarwal, B. Li, L. Bauer, and
J. I. Hong, ‘‘What makes people install a COVID-19 contact-tracing app?
Understanding the influence of app design and individual difference on
contact-tracing app adoption intention,’’ Pervas. Mobile Comput., vol. 75,
Aug. 2021, Art. no. 101439.

[74] D. Esposito, G. Dipierro, A. Sonnessa, S. Santoro, S. Pascazio, and
I. Pluchinotta, ‘‘Data-driven epidemic intelligence strategies based on
digital proximity tracing technologies in the fight against COVID-19 in
cities,’’ Sustainability, vol. 13, no. 2, p. 644, Jan. 2021.

[75] S. Banskota, M. Healy, and E. Goldberg, ‘‘15 smartphone apps for older
adults to use while in isolation during the COVID-19 pandemic,’’ West-
JEM May Issue, vol. 21, no. 3, p. 514, Apr. 2020.

[76] S. Garg and N. Baliyan, ‘‘Comparative analysis of Android and iOS
from security viewpoint,’’ Comput. Sci. Rev., vol. 40, May 2021,
Art. no. 100372.

[77] (Sep. 2021). Requirements for Coronavirus Disease 2019
(COVID-19) Apps Play Console Help. Accessed: Sep. 11, 2021.
[Online]. Available: https://support.google.com/googleplay/android-
developer/answer/9889712?hl=en

[78] T. Martin, G. Karopoulos, J. L. Hernández-Ramos, G. Kambourakis, and
I. N. Fovino, ‘‘Demystifying COVID-19 digital contact tracing: A survey
on frameworks and mobile apps,’’ Wireless Commun. Mobile Comput.,
vol. 2020, pp. 1–29, Oct. 2020.

[79] F. Legendre, M. Humbert, A. Mermoud, and V. Lenders, ‘‘Con-
tact tracing: An overview of technologies and cyber risks,’’ 2020,
arXiv:2007.02806.

[80] Y. Ding, Y. Yang, W. Jiang, Y. Liu, T. He, and D. Zhang, ‘‘Nationwide
deployment and operation of a virtual arrival detection system in the
wild,’’ in Proc. ACM SIGCOMM Conf., Aug. 2021, pp. 705–717.

[81] H. Wen, Q. Zhao, Z. Lin, D. Xuan, and N. Shroff, ‘‘A study of
the privacy of COVID-19 contact tracing apps,’’ in Proc. Int. Conf.
Secur. Privacy Commun. Syst., Cham, Switzerland: Springer, 2020,
pp. 297–317.

[82] (Sep. 2020). Viratrace. Accessed: Sep. 9, 2021. [Online]. Available:
https://www.viratrace.org/#

[83] (Sep. 2021). PEPP-PT. Accessed: Sep. 9, 2021. [Online]. Available:
https://github.com/pepp-pt

[84] A. Inc. (Sep. 2021). Exposure Notification Apple Developer. Accessed:
Sep. 9, 2021. [Online]. Available: https://developer.apple.com/exposure-
notification

[85] (Sep. 2021). DocSend Simple, Intelligent, Modern Content
Sending. Accessed: Sep. 9, 2021. [Online]. Available: https://nodle.
docsend.com/view/nis3dac

[86] Dp-3t. (Sep. 2021). Documents. Accessed: Sep. 9, 2021. [Online]. Avail-
able: https://github.com/DP-3T/documents

[87] (Sep. 2021). The OpenTracing Project. Accessed: Sep. 9, 2021. [Online].
Available: https://opentracing.io

[88] (Sep. 2021). PACT: Private Automated Contact Tracing. Accessed:
Sep. 9, 2021. [Online]. Available: https://pact.mit.edu

[89] Herald Project Contributors. (Aug. 2021). Herald Protocol Design.
Accessed: Sep. 9, 2021. [Online]. Available: https://heraldprox.
io/protocol

[90] (Dec. 2020). Fully Private Open Source Contact Tracing Technology
| COVID-19 Tracking Technology. Accessed: Sep. 9, 2021. [Online].
Available: https://opencovidtrace.org

[91] (Sep. 2021). ROBERT ROBust and Privacy-presERving Proximity
Tracing Protocol. Accessed: Sep. 9, 2021. [Online]. Available:
https://github.com/ROBERT-proximity-tracing

[92] C. Castelluccia, N. Bielova, A. Boutet, M. Cunche, C. Lauradoux,
D. L. Métayer, and V. Roca, ‘‘DESIRE: A third way for a European
exposure notification system leveraging the best of centralized and decen-
tralized systems,’’ 2020, arXiv:2008.01621.

[93] 3rd-Ways-for-E. U.-Exposure Notification. (Sep. 2021). Project-
DESIRE. Accessed: Sep. 9, 2021. [Online]. Available: https://github.com/
3rd-ways-for-EU-exposure-notification/project-DESIRE

[94] N. Trieu, K. Shehata, P. Saxena, R. Shokri, and D. Song,
‘‘Epione: Lightweight contact tracing with strong privacy,’’ 2020,
arXiv:2004.13293.

[95] P. Tedeschi, S. Bakiras, and R. D. Pietro, ‘‘SpreadMeNot: A prov-
ably secure and privacy-preserving contact tracing protocol,’’ 2020,
arXiv:2011.07306.

[96] W. Beskorovajnov, F. Dörre, G. Hartung, A. Koch, J. Müller-Quade, and
T. Strufe, ‘‘Contra corona: Contact tracing against the coronavirus by
bridging the centralized-decentralized divide for stronger privacy,’’ IACR
Cryptol. ePrint Arch., vol. 2020, p. 505, Jan. 2020.

[97] P. Lomoro, F. Verde, F. Zerboni, I. Simonetti, C. Borghi, C. Fachinetti,
A. Natalizi, and A. Martegani, ‘‘COVID-19 pneumonia manifestations at
the admission on chest ultrasound, radiographs, and CT: Single-center
study and comprehensive radiologic literature review,’’ Eur. J. Radiol.
Open, vol. 7, Jan. 2020, Art. no. 100231.

[98] Y. H. Tao, A. J. Fitzgerald, and V. P. Wallace, ‘‘Non-contact, non-
destructive testing in various industrial sectors with terahertz technol-
ogy,’’ Sensors, vol. 20, no. 3, p. 712, Jan. 2020.

[99] N. Saeed, M. H. Loukil, H. Sarieddeen, T. Y. Al-Naffouri, and
M.-S. Alouini, ‘‘Body-centric terahertz networks: Prospects and chal-
lenges,’’ IEEE, New York, NY, USA, Tech. Rep., 2020.

[100] T. Mishra et al., ‘‘Pre-symptomatic detection of COVID-19 from
smartwatch data,’’ Nat. Biomed. Eng., vol. 4, no. 12, pp. 1208–1220,
2020.

[101] (Mar. 2020). Scripps Launches App-Based Study Using Wearable
Data to Predict Virus Outbreaks. Accessed: Aug. 18, 2021. [Online].
Available: https://hitconsultant.net/2020/03/25/detect-study-wearable-
data-detection-viral-illness/#.YRzMSYgvPct

[102] (Jun. 2021). UCSF TemPredict Study—The Pulse Blog. Accessed:
Aug. 2021. [Online]. Available: https://ouraring.com/blog/ucsf-
tempredict-study

[103] A. Kapoor, S. Guha, M. K. Das, K. C. Goswami, and R. Yadav, ‘‘Dig-
ital healthcare: The only solution for better healthcare during COVID-
19 pandemic?’’ Elsevier, Amsterdam, The Netherlands, Tech. Rep.,
2020.

[104] A. A. Hammam, M. M. Soliman, and A. E. Hassanein, ‘‘DeepPet: A
pet animal tracking system in Internet of Things using deep neural net-
works,’’ in Proc. 13th Int. Conf. Comput. Eng. Syst. (ICCES), Dec. 2018,
pp. 38–43.

VOLUME 10, 2022 62647



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[105] H. Chen, X. Jia, and H. Li, ‘‘A brief introduction to IoT gate-
way,’’ in Proc. IET Int. Conf. Commun. Technol. Appl. (ICCTA), 2011,
pp. 610–613.

[106] P. Sethi and S. R. Sarangi, ‘‘Internet of Things: Architectures, proto-
cols, and applications,’’ J. Electr. Comput. Eng., vol. 2017, Jan. 2017,
Art. no. 9324035.

[107] D. Cacovean, I. Ioana, and G. Nitulescu, ‘‘IoT system in diagnosis of
COVID-19 patients,’’ Inf. Economica, vol. 24, pp. 75–89, Jun. 2020.

[108] R. Mubashar, M. A. B. Siddique, A. U. Rehman, A. Asad, and A. Rasool,
‘‘Comparative performance analysis of short-range wireless protocols for
wireless personal area network,’’ Iran J. Comput. Sci., vol. 4, pp. 201–210,
Apr. 2021.

[109] M. Attaran, ‘‘The impact of 5G on the evolution of intelligent automa-
tion and industry digitization,’’ J. Ambient Intell. Humanized Comput.,
pp. 1–17, Feb. 2021.

[110] I. A. Gedel and N. I. Nwulu, ‘‘Low latency 5G distributed wireless net-
work architecture: A techno-economic comparison,’’ Inventions, vol. 6,
no. 1, p. 11, Jan. 2021.

[111] I. Chih-Lin, S. Han, Z. Xu, Q. Sun, and Z. Pan, ‘‘5G: Rethink mobile
communications for 2020+,’’ Phil. Trans. Roy. Soc. A, Math., Phys. Eng.
Sci., vol. 374, no. 2062, Mar. 2016, Art. no. 20140432.

[112] M. A. Rahman, M. S. Hossain, N. A. Alrajeh, and N. Guizani,
‘‘B5G and explainable deep learning assisted healthcare vertical at the
edge: COVID-I9 perspective,’’ IEEE Netw., vol. 34, no. 4, pp. 98–105,
Jul. 2020.

[113] B. Ozpoyraz, A. T. Dogukan, Y. Gevez, U. Altun, and E. Basar, ‘‘Deep
learning-aided 6G wireless networks: A comprehensive survey of revolu-
tionary PHY architectures,’’ 2022, arXiv:2201.03866.

[114] T. A. Samuel, ‘‘LiFi-based radiation-free monitoring and transmission
device for hospitals/public places,’’ in Multimedia Sensory Input for
Augmented, Mixed, Virtual Reality. Hershey, PA, USA: IGI Global, 2021,
pp. 195–205.

[115] A. Garhwal, M. Bunruangses, A. E. Arumona, P. Youplao, K. Ray,
S. Suwandee, and P. Yupapin, ‘‘Integrating metamaterial antenna node
and LiFi for privacy preserving intelligent COVID-19 hospital patient
management,’’ Cognit. Comput., pp. 1–14, Jan. 2021.

[116] (Mar. 2020). A Wireless, Automatic Hand Wash Sensor and Timer.
Accessed: Aug. 10, 2021. [Online]. Available: https://www.thingsquare.
com/blog/articles/automatic-hand-wash-timer-tracker

[117] (Aug. 2021). Hygiene Monitoring Technology | SAVORTEX. Accessed:
Aug. 10, 2021. [Online]. Available: https://www.savortex.com/hygiene-
monitoring-technology

[118] A. Gosztolai, S. Günel, M. P. Abrate, D. Morales, V. L. Ríos, H. Rhodin,
P. Fua, and P. Ramdya, ‘‘Liftpose3d, a deep learning-based approach
for transforming 2d to 3d pose in laboratory animals,’’ bioRxiv,
2020.

[119] Inc. Vivalnk. (Aug. 2021). Wearable Sensors for Vital Signs: ECG,
Temperature | Vivalink. Accessed: Aug. 10, 2021. [Online]. Available:
https://www.vivalink.com/wearable-products

[120] (Aug. 2021).EarlyWarning System for Contagious Illness |KinsaHealth.
Accessed: Aug. 10, 2021. [Online]. Available: https://kinsahealth.com

[121] (May 2021). Remote Monitoring Technology to Improve Patient
Safety EarlySense. Accessed: Aug. 10, 2021. [Online]. Available:
https://earlysense.com

[122] M. Javaid, A. Haleem, R. Vaishya, S. Bahl, R. Suman, and A. Vaish,
‘‘Industry 4.0 technologies and their applications in fighting COVID-19
pandemic,’’ Diabetes Metabolic Syndrome, Clin. Res. Rev., vol. 14, no. 4,
pp. 419–422, Jul. 2020.

[123] (Aug. 2021). Tablet Temperature Screening Brochure – IIoT and
RFID for Effective Asset Management | SmartX HUB. Accessed:
Aug. 12, 2021. [Online]. Available: https://smartxhub.com/tablet-
temperature-screening-brochure/#

[124] E. Yusuf, H. Syamsudin, M. Mohammed, O. Z. Ameerbakhsh,
S. Al-Zubaidi, and S. Al-Yousif, ‘‘Smart IoT technologies for combating
COVID-19 pandemic: COVID-19 symptom detection based on thermal
imaging system,’’ Turkish J. Field Crops, vol. 26, no. 2, pp. 66–71,
2021.

[125] F. P. Wieringa, F. Mastik, and A. F. W. V. D. Steen, ‘‘Contactless multiple
wavelength photoplethysmographic imaging: A first step toward ‘SpO2
camera’ technology,’’ Ann. Biomed. Eng., vol. 33, no. 8, pp. 1034–1041,
Aug. 2005.

[126] A. Ahmadivand, B. Gerislioglu, Z. Ramezani, A. Kaushik, P. Manickam,
and S. A. Ghoreishi, ‘‘Functionalized terahertz plasmonic metasensors:
Femtomolar-level detection of SARS-CoV-2 spike proteins,’’ Biosensors
Bioelectron., vol. 177, Apr. 2021, Art. no. 112971.

[127] M. B. D. Almeida, L. Schiavo, E. Esmanhoto, C. A. Lenz, J. Rocha,
M. Loureiro, L. B. Kmetiuk, A. W. Biondo, and I. R. D. B. Filho,
‘‘Terahertz spectroscopy applied to diagnostics in public health: A
review,’’ Brazilian Arch. Biol. Technol., vol. 64, pp. 1–8, Jul. 2021.

[128] E. Kalafat, E. Yaprak, G. Cinar, B. Varli, S. Ozisik, C. Uzun, A. Azap, and
A. Koc, ‘‘Lung ultrasound and computed tomographic findings in preg-
nant woman with COVID-19,’’ Ultrasound Obstetrics Gynecol., vol. 55,
no. 6, pp. 835–837, Jun. 2020.

[129] A. Narin, C. Kaya, and Z. Pamuk, ‘‘Automatic detection of coronavirus
disease (COVID-19) using X-ray images and deep convolutional neural
networks,’’ Pattern Anal. Appl., vol. 24, no. 3, pp. 1207–1220, 2021.

[130] A. Rehman, T. Sadad, T. Saba, A. Hussain, and U. Tariq, ‘‘Real-time
diagnosis system of COVID-19 using X-ray images and deep learning,’’
IT Prof., vol. 23, no. 4, pp. 57–62, Jul. 2021.

[131] S. M. M. Islam, C. Grado, V. Lubecke, and L. C. Lubecke, ‘‘UAV
radar sensing of respiratory variations for COVID-type disorders,’’
in Proc. IEEE Asia–Pacific Microw. Conf. (APMC), Dec. 2020,
pp. 737–739.

[132] M. Rehman, R. A. Shah, M. B. Khan, N. A. AbuAli, S. A. Shah, X. Yang,
A. Alomainy, M. A. Imran, and Q. H. Abbasi, ‘‘RF sensing based breath-
ing patterns detection leveraging USRP devices,’’ Sensors, vol. 21, no. 11,
p. 3855, 2021.

[133] U. Saeed, S. Y. Shah, A. Zahid, J. Ahmad, M. A. Imran, Q. H. Abbasi,
and S. A. Shah, ‘‘Wireless channel modelling for identifying six types of
respiratory patterns with SDR sensing and deep multilayer perceptron,’’
IEEE Sensors J., vol. 21, no. 18, pp. 20833–20840, Sep. 2021.

[134] V. Shah, R. Keniya, A. Shridharani, M. Punjabi, J. Shah, and
N. Mehendale, ‘‘Diagnosis of COVID-19 using CT scan images and
deep learning techniques,’’ Emergency Radiol., vol. 28, pp. 497–505,
Feb. 2021.

[135] S. Ahuja, B. K. Panigrahi, N. Dey, V. Rajinikanth, and T. K. Gandhi,
‘‘Deep transfer learning-based automated detection of COVID-19 from
lung CT scan slices,’’ Int. J. Speech Technol., vol. 51, no. 1, pp. 571–585,
Jan. 2021.

[136] M. Alafeef, P. Moitra, K. Dighe, and D. Pan, ‘‘Hyperspectral mapping
for the detection of SARS-CoV-2 using nanomolecular probes with
yoctomole sensitivity,’’ ACS Nano, vol. 15, no. 8, pp. 13742–13758,
Aug. 2021.

[137] C. Dong, Y. Qiao, C. Shang, X. Liao, X. Yuan, Q. Cheng, Y. Li, J. Zhang,
Y. Wang, Y. Chen, Q. Ge, and Y. Bao, ‘‘Non-contact screening system
based for COVID-19 on XGBoost and logistic regression,’’Comput. Biol.
Med., vol. 141, Feb. 2022, Art. no. 105003.

[138] E. L. Chuma and Y. Iano, ‘‘A movement detection system using
continuous-wave Doppler radar sensor and convolutional neural network
to detect cough and other gestures,’’ IEEE Sensors J., vol. 21, no. 3,
pp. 2921–2928, Feb. 2021.

[139] A. J. Sathyamoorthy, U. Patel, Y. A. Savle, M. Paul, and D. Manocha,
‘‘COVID-robot: Monitoring social distancing constraints in crowded sce-
narios,’’ 2020, arXiv:2008.06585.

[140] K. P. Wyche, M. Nichols, H. Parfitt, P. Beckett, D. J. Gregg,
K. L. Smallbone, and P. S. Monks, ‘‘Changes in ambient air quality and
atmospheric composition and reactivity in the south east of the U.K.
as a result of the COVID-19 lockdown,’’ Sci. Total Environ., vol. 755,
Feb. 2021, Art. no. 142526.

[141] Y. Yao, J. Pan, Z. Liu, X. Meng, W. Wang, H. Kan, and W. Wang,
‘‘Ambient nitrogen dioxide pollution and spreadability of COVID-19
in Chinese cities,’’ Ecotoxicology Environ. Saf., vol. 208, Jan. 2021,
Art. no. 111421.

[142] N. Petrovic, ‘‘Simulation environment for optimal resource planning
during COVID-19 crisis,’’ in Proc. 55th Int. Sci. Conf. Inf., Commun.
Energy Syst. Technol. (ICEST), Sep. 2020, pp. 23–26.

[143] P. Kanade and S. Kanade, ‘‘Medical assistant robot arm for COVID-19
patients treatment—A raspberry pi project,’’ Int. Res. J. Eng. Technol.
(IRJET), vol. 7, no. 10, pp. 105–111, 2020.

[144] K. M. Hosny, M.M. Darwish, K. Li, and A. Salah, ‘‘COVID-19 diagnosis
from CT scans and chest X-ray images using low-cost raspberry Pi,’’
PLoS ONE, vol. 16, no. 5, May 2021, Art. no. e0250688.

[145] C. Balamurugan, A. Kasthuri, E. Malathi, S. Dharanidharan,
D. Hariharan, B. Kishore, and T. Venkadesh, ‘‘Design of ventilator
using Arduino for COVID pandemic,’’ Ann. Romanian Soc. Cell Biol.,
vol. 25, no. 4, pp. 14530–14533, May 2021.

[146] S. Saponara, A. Elhanashi, and A. Gagliardi, ‘‘Implementing a real-time,
ai-based, people detection and social distancing measuring system for
COVID-19,’’ J. Real-Time Image Process., vol. 18, no. 6, pp. 1937–1947,
2021.

62648 VOLUME 10, 2022



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[147] C. A. C. Jorge, A. S. Nery, A. C. M. A. Melo, and A. Goldman, ‘‘A CPU-
FPGA heterogeneous approach for biological sequence comparison using
high-level synthesis,’’Concurrency Comput., Pract. Exper., vol. 33, no. 4,
Feb. 2021, Art. no. e6007.

[148] (Mar. 2020). What is Cloud Hosting & How is it Different From
Cloud Computing. Accessed: Aug. 27, 2021. [Online]. Available:
https://www.knownhost.com/blog/difference-cloud-hosting-cloud-
computing-saas

[149] B. Furht and A. Escalante, Handbook of Cloud Computing, vol. 3. Cham,
Switzerland: Springer, 2010.

[150] J. Voas and J. Zhang, ‘‘Cloud computing: New wine or just a new bottle,’’
IT Prof., vol. 11, no. 2, pp. 15–17, Mar. 2009.

[151] R. Singh, ‘‘Cloud computing and COVID-19,’’ in Proc. 3rd Int. Conf.
Signal Process. Commun. (ICPSC), May 2021, pp. 552–557.

[152] M. Mohammed, H. Syamsudin, S. Al-Zubaidi, R. R. AKS, and E. Yusuf,
‘‘Novel COVID-19 detection and diagnosis system using IoT based smart
helmet,’’ Int. J. Psychosocial Rehabil., vol. 24, no. 7, pp. 2296–2303,
2020.

[153] M. Otoom, N. Otoum, M. A. Alzubaidi, Y. Etoom, and R. Banihani,
‘‘An IoT-based framework for early identification and monitoring of
COVID-19 cases,’’ Biomed. Signal Process. Control, vol. 62, Sep. 2020,
Art. no. 102149.

[154] Z. Yao, W. Douglas, S. O’Keeffe, and R. Villing, ‘‘Faster Yolo-lite: Faster
object detection on robot and edge devices,’’ in Robot World Cup. Cham,
Switzerland: Springer, 2022, pp. 226–237.

[155] M. Mohaimenuzzaman, C. Bergmeir, and B. Meyer, ‘‘Pruning vs XNOR-
Net: A comprehensive study of deep learning for audio classification on
edge-devices,’’ IEEE Access, vol. 10, pp. 6696–6707, 2022.

[156] J. Lin, W.-M. Chen, Y. Lin, C. Gan, and S. Han, ‘‘Mcunet: Tiny deep
learning on IoT devices,’’ in Proc. Adv. Neural Inf. Process. Syst., vol. 33,
2020, pp. 11711–11722.

[157] M. Rastegari, V. Ordonez, J. Redmon, and A. Farhadi, ‘‘Xnor-Net:
ImageNet classification using binary convolutional neural networks,’’
in Proc. Eur. Conf. Comput. Vis., Cham, Switzerland: Springer, 2016,
pp. 525–542.

[158] X. Sui, Q. Wu, J. Liu, Q. Chen, and G. Gu, ‘‘A review of optical neural
networks,’’ IEEE Access, vol. 8, pp. 70773–70783, 2020.

[159] T. E. Potok, C. Schuman, S. Young, R. Patton, F. Spedalieri, J. Liu,
K.-T. Yao, G. Rose, and G. Chakma, ‘‘A study of complex deep learning
networks on high-performance, neuromorphic, and quantum computers,’’
ACM J. Emerg. Technol. Comput. Syst., vol. 14, no. 2, pp. 1–21, Jul. 2018.

[160] N. Chaabouni, M. Mosbah, A. Zemmari, C. Sauvignac, and P. Faruki,
‘‘Network intrusion detection for IoT security based on learning tech-
niques,’’ IEEE Commun. Surveys Tuts., vol. 21, no. 3, pp. 2671–2701,
3rd Quart., 2019.

[161] C. Shi, J. Liu, H. Liu, and Y. Chen, ‘‘Smart user authentication through
actuation of daily activities leveraging WiFi-enabled IoT,’’ in Proc. 18th
ACM Int. Symp. Mobile Ad Hoc Netw. Comput., 2017, pp. 1–10.

[162] R. Ahmad and I. Alsmadi, ‘‘Machine learning approaches to IoT security:
A systematic literature review,’’ Internet Things, vol. 14, Jun. 2021,
Art. no. 100365.

[163] M. Whaiduzzaman, M. R. Hossain, A. R. Shovon, S. Roy, A. Laszka,
R. Buyya, and A. Barros, ‘‘A privacy-preserving mobile and fog com-
puting framework to trace and prevent COVID-19 community transmis-
sion,’’ IEEE J. Biomed. Health Informat., vol. 24, no. 12, pp. 3564–3575,
Dec. 2020.

[164] P. Singh and R. Kaur, ‘‘An integrated fog and artificial intelligence smart
health framework to predict and prevent COVID-19,’’Global Transitions,
vol. 2, pp. 283–292, Jan. 2020.

[165] A. Singh, V. Jindal, R. Sandhu, and V. Chang, ‘‘A scalable framework
for smart COVID surveillance in the workplace using deep neural net-
works and cloud computing,’’ Expert Syst., vol. 39, no. 3, Mar. 2022,
Art. no. e12704.

[166] (Aug. 2021). mHealth | Statista. Accessed: Aug. 23, 2021. [Online].
Available: https://www.statista.com/study/24501/mhealth-statista-
dossier

[167] P. G. Park, C. H. Kim, Y. Heo, T. S. Kim, C. W. Park, and C.-H. Kim,
‘‘Out-of-hospital cohort treatment of coronavirus disease 2019 patients
with mild symptoms in Korea: An experience from a single community
treatment center,’’ J. Korean Med. Sci., vol. 35, no. 13, p. e140, 2020.

[168] A. E. Ezugwu, I. A. T. Hashem, O. N. Oyelade, M. Almutari,
M. A. Al-Garadi, I. N. Abdullahi, O. Otegbeye, A. K. Shukla, and
H. Chiroma, ‘‘A novel smart city-based framework on perspectives for
application of machine learning in combating COVID-19,’’ BioMed Res.
Int., vol. 2021, pp. 1–15, Sep. 2021.

[169] A. Yehya, ‘‘Challenges and the innovations in the care of advanced
heart failure patients during COVID-19,’’ Heart Failure Rev., vol. 27,
pp. 235–238, Jan. 2021.

[170] P. Porter, J. Brisbane, U. Abeyratne, N. Bear, J. Wood, V. Peltonen,
P. Della, C. Smith, and S. Claxton, ‘‘Diagnosing community-acquired
pneumonia via a smartphone-based algorithm: A prospective cohort study
in primary and acute-care consultations,’’ Brit. J. Gen. Pract., vol. 71,
no. 705, pp. e258–e265, Apr. 2021.

[171] M. Heile, B. Hollstegge, L. Broxterman, A. Cai, and
K. Close, ‘‘Automated insulin delivery: Easy enough to use
in primary care?’’ Clin. Diabetes, vol. 38, no. 5, pp. 474–485,
Dec. 2020.

[172] (Aug. 2021). AI Powered iThermo Wins IPOS Innovation For
Humanity Award. Accessed: Aug. 18, 2021. [Online]. Available:
https://www.ihis.com.sg/Latest_News/Media_Releases/Pages/ai-
powered-ithermo-wins-ipos-innovation-for-humanity-award.aspx

[173] (Feb. 2020). SPHCC and Yitu Develop AI-Powered Intelligent Evaluation
System of Chest CT for COVID-19. Accessed: Aug. 18, 2021. [Online].
Available: https://www.mobihealthnews.com/news/apac/sphcc-and-yitu-
develop-ai-powered-intelligent-evaluation-system-chest-ct-covid-19

[174] S. S. Sim, M. Y. Yip, Z. Wang, A. C. S. Tan, G. S. W. Tan,
C. M. G. Cheung, U. Chakravarthy, T. Y. Wong, K. Y. C. Teo, and
D. S. Ting, ‘‘Digital technology for AMD management in the post-
COVID-19 new normal,’’ Asia–Pacific J. Ophthalmol., vol. 10, no. 1,
pp. 39–48, 2021.

[175] S. Jimbo, J. Wang, and Y. Yashima, ‘‘Deep learning-based transfor-
mation matrix estimation for bidirectional interframe prediction,’’ in
Proc. IEEE 7th Global Conf. Consum. Electron. (GCCE), Oct. 2018,
pp. 726–730.

[176] Z. Li, W. Zhao, F. Shi, L. Qi, X. Xie, Y. Wei, Z. Ding, Y. Gao,
S. Wu, J. Liu, Y. Shi, and D. Shen, ‘‘A novel multiple instance learning
framework for COVID-19 severity assessment via data augmentation
and self-supervised learning,’’ Med. Image Anal., vol. 69, Apr. 2021,
Art. no. 101978.

[177] Y. Rivenson, K. de Haan, W. D. Wallace, and A. Ozcan, ‘‘Emerging
advances to transform histopathology using virtual staining,’’ BME Fron-
tiers, vol. 2020, pp. 1–11, Aug. 2020.

[178] K. de Haan, Y. Zhang, J. E. Zuckerman, T. Liu, A. E. Sisk, M. F. P. Diaz,
K.-Y. Jen, A. Nobori, S. Liou, S. Zhang, R. Riahi, Y. Rivenson,
W. D. Wallace, and A. Ozcan, ‘‘Deep learning-based transformation of
the H&E stain into special stains,’’ 2020, arXiv:2008.08871.

[179] J. L. Darbyshire, P. R. Greig, L. Hinton, and J. D. Young, ‘‘Monitoring
sound levels in the intensive care unit: A mixed-methods system develop-
ment project to optimize design features for a new electronic interface in
the healthcare environment,’’ Int. J. Med. Informat., vol. 153, Sep. 2021,
Art. no. 104538.

[180] S. Saseedharan, R. Karanam, V. Kadam, and S. Shirsekar, ‘‘Smart secre-
tion management to protect nurses from COVID19 and other infectious
diseases,’’ Nursing Crit. Care, pp. 1–5, Dec. 2020.

[181] Z. Jiang, M. Hu, L. Fan, Y. Pan, W. Tang, G. Zhai, and Y. Lu,
‘‘Combining visible light and infrared imaging for efficient detection
of respiratory infections such as COVID-19 on portable device,’’ 2020,
arXiv:2004.06912.

[182] M. Martinez, K. Yang, A. Constantinescu, and R. Stiefelhagen, ‘‘Helping
the blind to get through COVID-19: Social distancing assistant using real-
time semantic segmentation on RGB-D video,’’ Sensors, vol. 20, no. 18,
p. 5202, Sep. 2020.

[183] M. Rezaei and M. Azarmi, ‘‘DeepSOCIAL: Social distancing monitor-
ing and infection risk assessment in COVID-19 pandemic,’’ Appl. Sci.,
vol. 10, no. 21, p. 7514, 2020.

[184] Y. C. Choong, H. W. Tan, D. C. Patel, W. T. N. Choong, C. H. Chen,
H. Y. Low, M. J. Tan, C. D. Patel, and C. K. Chua, ‘‘The global rise of
3D printing during the COVID-19 pandemic,’’ Nature Rev. Mater., vol. 5,
no. 9, pp. 637–639, 2020.

[185] M. Javaid and A. Haleem, ‘‘Virtual reality applications toward medi-
cal field,’’ Clin. Epidemiol. Global Health, vol. 8, no. 2, pp. 600–605,
Jun. 2020.

[186] J. S. Karim,N.Hachach-Haram, and P. Dasgupta, ‘‘Bolstering the surgical
response to COVID-19: How virtual technology will save lives and
safeguard surgical practice,’’ BJU Int., vol. 125, no. 6, pp. E18–E19,
Jun. 2020.

[187] J. S. E. Lee, J. J. I. Chan, F. Ithnin, R. W. L. Goy, and B. L. Sng,
‘‘Resilience of the restructured obstetric anaesthesia training programme
during the COVID-19 outbreak in Singapore,’’ Int. J. Obstetric Anesthe-
sia, vol. 43, pp. 89–90, Aug. 2020.

VOLUME 10, 2022 62649



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[188] R. P. Singh, M. Javaid, R. Kataria, M. Tyagi, A. Haleem, and
R. Suman, ‘‘Significant applications of virtual reality for COVID-19
pandemic,’’ Diabetes Metabolic Syndrome, Clin. Res. Rev., vol. 14, no. 4,
pp. 661–664, Jul. 2020.

[189] T. O’Connor, J.-B. Shen, B. T. Liang, and B. Javidi, ‘‘Digital holographic
deep learning of red blood cells for field-portable, rapid COVID-19
screening,’’ Opt. Lett., vol. 46, no. 10, pp. 2344–2347, 2021.

[190] S. Liu, M. Xie, Z. Zhang, X. Wu, F. Gao, L. Lu, J. Zhang, Y. Xie,
F. Yang, and Z. Ye, ‘‘A 3D hologram with mixed reality techniques for
better understanding the pulmonary lesions of COVID-19: Randomized
controlled trial,’’ J. Med. Internet Res., vol. 23, no. 9, pp. 1–8, Sep. 2021,
Art. no. e24081.

[191] P. Nag, K. Sadani, and S. Mukherji, ‘‘Optical fiber sensors for rapid
screening of COVID-19,’’ Trans. Indian Nat. Acad. Eng., vol. 5, no. 2,
pp. 233–236, Jun. 2020.

[192] J. Lukose, S. Chidangil, and S. D. George, ‘‘Optical technologies for the
detection of viruses like COVID-19: Progress and prospects,’’ Biosensors
Bioelectron., vol. 178, Apr. 2021, Art. no. 113004.

[193] S. Donati, ‘‘Developing self-mixing interferometry for instrumenta-
tion and measurements,’’ Laser Photon. Rev., vol. 6, pp. 393–417,
May 2012.

[194] J. I. Khan and U. Zabit, ‘‘On two Fourier transform-based methods for
estimation of displacement and parameters of self-mixing interferometry
over major optical feedback regimes,’’ IEEE Sensors J., vol. 21, no. 9,
pp. 10610–10617, May 2021.

[195] J. I. Khan and U. Zabit, ‘‘Deformation method of self-mixing laser
sensor’s feedback phase for estimation of optical feedback coupling factor
and displacement,’’ IEEE Sensors J., vol. 21, no. 6, pp. 7490–7497,
Mar. 2021.

[196] M. S. Nogueira, L. B. Leal, W. D. Marcarini, R. L. Pimentel, M. Müller,
P. F. Vassallo, L. C. G. Campos, L. dos Santos, W. B. Luiz, J. G. Mill,
V. G. Barauna, and L. F. D. C. E. S. de Carvalho, ‘‘Rapid diagnosis of
COVID-19 using FT-IR ATR spectroscopy and machine learning,’’ Sci.
Rep., vol. 11, no. 1, pp. 1–13, Dec. 2021.

[197] L. F. D. C. E. S. D. Carvalho and M. S. Nogueira, ‘‘Optical techniques
for fast screening—Towards prevention of the coronavirus COVID-19
outbreak,’’ Photodiagnosis Photodynamic Therapy, vol. 30, Jun. 2020,
Art. no. 101765.

[198] B. A. Taha, Y. Al Mashhadany, N. N. Bachok, A. A. A. Bakar,
M. H. H. Mokhtar, M. S. D. B. Zan, and N. Arsad, ‘‘Detection of
COVID-19 virus on surfaces using photonics: Challenges and perspec-
tives,’’ Diagnostics, vol. 11, no. 6, p. 1119, Jun. 2021.

[199] G. Zalsman, Y. Levy, E. Sommerfeld, A. Segal, D. Assa, L. Ben-Dayan,
A. Valevski, and J. J. Mann, ‘‘Suicide-related calls to a national crisis
chat hotline service during the COVID-19 pandemic and lockdown,’’
J. Psychiatric Res., vol. 139, pp. 193–196, Jul. 2021.

[200] (Feb. 2020). Telehealth Devices & Equipment Vici | InTouch Health.
Accessed: Aug. 18, 2021. [Online]. Available: https://intouchhealth.
com/telehealth-devices/intouch-vici

[201] (Aug. 2021).Praekelt.Org. Accessed: Aug. 18, 2021. [Online]. Available:
https://www.praekelt.org

[202] L. Cui and D. Lee, ‘‘CoAID: COVID-19 healthcare misinformation
dataset,’’ 2020, arXiv:2006.00885.

[203] (Aug. 2020).COVID19 India TrackerWeb App. Accessed: Aug. 18, 2021.
[Online]. Available: https://www.coronatracker.in

[204] R. Pandey, V. Gautam, R. Pal, H. Bandhey, L. S. Dhingra, H. Sharma,
C. Jain, K. Bhagat, Arushi, L. Patel, M. Agarwal, S. Agrawal, R. Jalan,
A. Wadhwa, A. Garg, V. Misra, Y. Agrawal, B. Rana, P. Kumaraguru, and
T. Sethi, ‘‘A machine learning application for raising WASH awareness
in the times of COVID-19 pandemic,’’ 2020, arXiv:2003.07074.

[205] M. T. Rashid and D. Wang, ‘‘Covidsens: A vision on reliable social
sensing based risk alerting systems for COVID-19 spread,’’ arXiv, New
York, NY, USA, Tech. Rep., 2020.

[206] X. Luo, S. Tong, Z. Fang, and Z. Qu, ‘‘Frontiers: Machines
vs. humans: The impact of artificial intelligence chatbot disclo-
sure on customer purchases,’’ Marketing Sci., vol. 38, pp. 937–947,
Sep. 2019.

[207] G. Battineni, N. Chintalapudi, and F. Amenta, ‘‘AI chatbot design during
an epidemic like the novel coronavirus,’’Healthcare, vol. 8, no. 2, p. 154,
Jun. 2020.

[208] R. De Ponti, J. Marazzato, A. M. Maresca, F. Rovera, G. Carcano,
and M. M. Ferrario, ‘‘Pre-graduation medical training including virtual
reality during COVID-19 pandemic: A report on students’ perception,’’
BMC Med. Educ., vol. 20, no. 1, pp. 1–7, Dec. 2020.

[209] B. D. Thombs, K. Aguila, L. Dyas, M.-E. Carrier, C. Fedoruk,
L. Horwood, M. Cañedo-Ayala, M. Sauvé, L. Kwakkenbos,
V. L. Malcarne, G. El-Baalbaki, S. Peláez, K. Connolly, M. Hudson,
and R. W. Platt, ‘‘Protocol for a partially nested randomized controlled
trial to evaluate the effectiveness of the scleroderma patient-centered
intervention network support group leader EDucation (SPIN-SSLED)
program,’’ Trials, vol. 20, no. 1, Dec. 2019, Art. no. 110132.

[210] T. Bonsaksen, H. Thygesen, J. Leung, M. Ruffolo, M. Schoultz, D. Price,
and A. Ø. Geirdal, ‘‘Video-based communication and its association with
loneliness, mental health and quality of life among older people during
the COVID-19 outbreak,’’ Int. J. Environ. Res. Public Health, vol. 18,
no. 12, p. 6284, Jun. 2021.

[211] J. Car, G. C.-H. Koh, P. S. Foong, and C. J. Wang, ‘‘Video consultations in
primary and specialist care during the COVID-19 pandemic and beyond,’’
BMJ, vol. 371, Oct. 2020, Art. no. m3945.

[212] A. A. Shahba, Z. Alashban, I. Sales, A. Y. Sherif, and O. Yusuf, ‘‘Devel-
opment and evaluation of interactive flipped e-Learning (iFEEL) for
pharmacy students during the COVID-19 pandemic,’’ Int. J. Environ. Res.
Public Health, vol. 19, no. 7, p. 3902, Mar. 2022.

[213] N. Cavus, A. S. Sani, Y. Haruna, and A. A. Lawan, ‘‘Efficacy of social
networking sites for sustainable education in the era of COVID-19: A
systematic review,’’ Sustainability, vol. 13, no. 2, p. 808, Jan. 2021.

[214] C. L. Barrett, K. Bisset, J. Leidig, A. Marathe, andM.Marathe, ‘‘Estimat-
ing the impact of public and private strategies for controlling an epidemic:
A multi-agent approach,’’ in Proc. 21st IAAI Conf., 2009, pp. 1–6.

[215] C. L. Barrett, S. G. Eubank, and M. V. Marathe, ‘‘An interaction-
based approach to computational epidemiology,’’ in Proc. AAAI, 2008,
pp. 1590–1593.

[216] F. Alam, A. Almaghthawi, I. Katib, A. Albeshri, and R. Mehmood,
‘‘IResponse: An AI and IoT-enabled framework for autonomous COVID-
19 pandemic management,’’ Sustainability, vol. 13, no. 7, p. 3797,
Mar. 2021.

[217] R.Wan, X. Zhang, and R. Song, ‘‘Multi-objective model-based reinforce-
ment learning for infectious disease control,’’ 2020, arXiv:2009.04607.

[218] A. Bhardwaj, H. C. Ou, H. Chen, S. Jabbari, M. Tambe, R. Panicker,
and A. Raval, ‘‘Robust lock-down optimization for COVID-19 policy
guidance,’’ in Proc. AAAI Fall Symp., 2020, pp. 1–7.

[219] S. Ceola, F. Laio, and A. Montanari, ‘‘Satellite nighttime lights reveal
increasing human exposure to floods worldwide,’’ Geophys. Res. Lett.,
vol. 41, no. 20, pp. 7184–7190, Oct. 2014.

[220] E. Rolf, J. Proctor, T. Carleton, I. Bolliger, V. Shankar, M. Ishihara,
B. Recht, and S. Hsiang, ‘‘A generalizable and accessible approach
to machine learning with global satellite imagery,’’ Nature Commun.,
vol. 12, no. 1, pp. 1–11, 2021.

[221] G. P. Georgiadis andM. C. Georgiadis, ‘‘Optimal planning of the COVID-
19 vaccine supply chain,’’ Vaccine, vol. 39, no. 37, pp. 5302–5312,
Aug. 2021.

[222] U. K. H. S. Agency, ‘‘COVID-19 variants: Genomically confirmed case
numbers,’’ GOV, Jun. 2022.

[223] T. Bartz-Beielstein, M. Droscher, A. Gur, A. Hinterleitner, T. Lawton,
O. Mersmann, D. Peeva, L. Reese, N. Rehbach, F. Rehbach, A. Sen,
A. Subbotin, and M. Zaefferer, ‘‘Optimization and adaptation of a
resource planning tool for hospitals under special consideration of the
COVID-19 pandemic,’’ in Proc. IEEE Congr. Evol. Comput. (CEC),
Jun. 2021, pp. 728–735.

[224] Z. Obermeyer, ‘‘A machine-learning algorithm to target COVID testing
of travellers,’’ Nature, vol. 599, no. 7883, pp. 34–36, Sep. 2021.

[225] C. Page, ‘‘Tide encryption is ready to end the cyber breach pandemic,’’
TechCrunch, Sep. 2021.

[226] WhatsApp Issued Second-Largest GDPR Fine of C225m, BBC News,
London, U.K., Sep. 2021.

[227] R. Davies, ‘‘Undisclosed private companies analysing facial data from
NHS app,’’ Guardian, Sep. 2021.

[228] (Apr. 2021). Cybercrime to Cost TheWorld $10.5 Trillion
Annually by 2025. Accessed: Sep. 5, 2021. [Online]. Available:
https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-
2016

[229] M. A. Ferrag, L. Shu, and K.-K.-R. Choo, ‘‘Fighting COVID-19 and
future pandemics with the Internet of Things: Security and privacy per-
spectives,’’ IEEE/CAA J. Autom. Sinica, vol. 8, no. 9, pp. 1477–1499,
Sep. 2021.

[230] S. Sauermann, C. Kanjala, M. Templ, and C. C. Austin, ‘‘Preservation of
individuals’ privacy in shared COVID-19 related data,’’ SSRN Electron.
J., pp. 1–13, Jul. 2020.

62650 VOLUME 10, 2022



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[231] S. M. Idrees, M. Nowostawski, and R. Jameel, ‘‘Blockchain-based digital
contact tracing apps for COVID-19 pandemic management: Issues, chal-
lenges, solutions, and future directions,’’ JMIR Med. Informat., vol. 9,
no. 2, Feb. 2021, Art. no. e25245.

[232] B. Pranggono and A. Arabo, ‘‘Covid-19 pandemic cybersecurity issues,’’
Internet Technol. Lett., vol. 4, no. 2, p. e247, 2021.

[233] C. Wheelus and X. Zhu, ‘‘IoT network security: Threats, risks, and
a data-driven defense framework,’’ IoT, vol. 1, no. 2, pp. 259–285,
Oct. 2020.

[234] M. Xue, Y. Liu, K. W. Ross, and H. Qian, ‘‘Thwarting location privacy
protection in location-based social discovery services,’’ Secur. Commun.
Netw., vol. 9, no. 11, pp. 1496–1508, Jul. 2016.

[235] M. Xue, C. Ballard, K. Liu, C. Nemelka, Y. Wu, K. Ross, and H. Qian,
‘‘You can yak but you Can’t hide: Localizing anonymous social network
users,’’ in Proc. Internet Meas. Conf., Nov. 2016, pp. 25–31.

[236] B. Sowmiya, V. S. Abhijith, S. Sudersan, R. S. J. Sundar, M. Thangavel,
and P. Varalakshmi, ‘‘A survey on security and privacy issues in contact
tracing application of COVID-19,’’ Social Netw. Comput. Sci., vol. 2,
no. 3, pp. 1–11, May 2021.

[237] M. Hatamian, S. Wairimu, N. Momen, and L. Fritsch, ‘‘A privacy
and security analysis of early-deployed COVID-19 contact tracing
Android apps,’’ Empirical Softw. Eng., vol. 26, no. 3, pp. 1–51,
May 2021.

[238] G. Magklaras and L. N. López-Bojórquez, ‘‘A review of information
security aspects of the emerging COVID-19 contact tracing mobile phone
applications,’’ in Proc. Int. Symp. Hum. Aspects Inf. Secur. Assurance,
Cham, Switzerland: Springer, 2021, pp. 30–44.

[239] R. Sun, W. Wang, M. Xue, G. Tyson, S. Camtepe, and D. C. Ranasinghe,
‘‘An empirical assessment of global COVID-19 contact tracing applica-
tions,’’ 2020, arXiv:2006.10933.

[240] N. O. Tippenhauer, C. Pöpper, K. B. Rasmussen, and S. Capkun, ‘‘On the
requirements for successful GPS spoofing attacks,’’ in Proc. 18th ACM
Conf. Comput. Commun. Secur. (CCS), 2011, pp. 75–86.

[241] C. Dwork, ‘‘The algorithmic foundations of differential privacy,’’ Found.
Trends Theor. Comput. Sci., vol. 9, nos. 3–4, pp. 211–407, 2014.

[242] (Aug. 2021). Bahrain, Kuwait and Norway Contact Tracing Apps
a Danger for Privacy. Accessed: Sep. 4, 2021. [Online]. Available:
https://www.amnesty.org/en/latest/news/2020/06/bahrain-kuwait-
norway-contact-tracing-apps-danger-for-privacy

[243] (Sep. 2021). Page Not Found | the Guardian. Accessed:
Sep. 4, 2021. [Online]. Available: https://www.theguardian.com/world/
2020/may/27/qatar-contact-tracing-app-1m-people-sensitive-data-at-
risk-coronavirus-covid-19+

[244] J. Martin, D. Alpuche, K. Bodeman, L. Brown, E. Fenske, L. Foppe,
T. Mayberry, E. C. Rye, B. Sipes, and S. Teplov, ‘‘Handoff all your
privacy: A review of Apple’s Bluetooth low energy continuity protocol,’’
2019, arXiv:1904.10600.

[245] G. Celosia and M. Cunche, ‘‘Fingerprinting Bluetooth-low-energy
devices based on the generic attribute profile,’’ in Proc. 2nd Int. ACM
Workshop Secur. Privacy Internet Things IoT (S&P), 2019, pp. 24–31.

[246] C. Zuo, H. Wen, Z. Lin, and Y. Zhang, ‘‘Automatic fingerprinting of
vulnerable BLE IoT devices with static UUIDs from mobile apps,’’
in Proc. ACM SIGSAC Conf. Comput. Commun. Secur., Nov. 2019,
pp. 1469–1483.

[247] D. Chen, K. G. Shin, Y. Jiang, and K.-H. Kim, ‘‘Locating and tracking
BLE beacons with smartphones,’’ in Proc. 13th Int. Conf. Emerg. Netw.
Exp. Technol., Nov. 2017, pp. 263–275.

[248] M. Ryan, ‘‘Bluetooth: With low energy comes low security,’’ in Proc. 7th
USENIX Workshop Offensive Technologies (WOOT), 2013, p. 4.

[249] Y. Gvili, ‘‘Security analysis of the COVID-19 contact tracing specifi-
cations by Apple Inc. and Google Inc.,’’ IACR Cryptol. ePrint Arch.,
vol. 2020, p. 428, Jan. 2020.

[250] A. K. Das, P. H. Pathak, C.-N. Chuah, and P. Mohapatra, ‘‘Uncovering
privacy leakage in BLE network traffic of wearable fitness trackers,’’
in Proc. 17th Int. Workshop Mobile Comput. Syst. Appl., Feb. 2016,
pp. 99–104.

[251] C. Troncoso et al., ‘‘Decentralized privacy-preserving proximity tracing,’’
2020, arXiv:2005.12273.

[252] S. Vaudenay, ‘‘Analysis of dp3t-between Scylla and charybdis,’’
Swiss Federal Inst. Technol. Lausanne, Lausanne, Switzerland,
Tech. Rep., 2020.

[253] D. J. Leith and S. Farrell, ‘‘Measurement-based evaluation of
Google/apple exposure notification API for proximity detection in a
commuter bus,’’ PLoS ONE, vol. 16, no. 4, Apr. 2021, Art. no. e0250826.

[254] H. Xu, L. Zhang, O. Onireti, Y. Fang, W. J. Buchanan, and M. A. Imran,
‘‘BeepTrace: Blockchain-enabled privacy-preserving contact tracing for
COVID-19 pandemic and beyond,’’ IEEE Internet Things J., vol. 8, no. 5,
pp. 3915–3929, Mar. 2021.

[255] Y. An, S. Lee, S. Jung, H. Park, Y. Song, and T. Ko, ‘‘Protect: Privacy-
preserving contact tracing for COVID-19 with homomorphic encryp-
tion,’’ J. Med. Internet Res., vol. 23, no. 7, Jul. 2021, Art. no. e26371.

[256] J. K. Liu, M. H. Au, T. H. Yuen, C. Zuo, J. Wang, A. Sakzad,
X. Luo, and L. Li, ‘‘Privacy-preserving COVID-19 contact tracing app: A
zero-knowledge proof approach,’’ IACR Cryptol. ePrint Arch., vol. 2020,
p. 528, Jan. 2020.

[257] H. Cho, D. Ippolito, and Y. W. Yu, ‘‘Contact tracing mobile apps
for COVID-19: Privacy considerations and related trade-offs,’’ 2020,
arXiv:2003.11511.

[258] (Apr. 2021). ImageNet Large Scale Visual Recognition Competition
2012 (ILSVRC2012). Accessed: Sep. 12, 2021. [Online]. Available:
https://image-net.org/challenges/LSVRC/2012/results.html

[259] M. Arsenovic, M. Karanovic, S. Sladojevic, A. Anderla, and
D. Stefanovic, ‘‘Solving current limitations of deep learning based
approaches for plant disease detection,’’ Symmetry, vol. 11, no. 7, p. 939,
Jul. 2019.

[260] A. H. Marblestone, ‘‘Toward an integration of deep learning and neuro-
science,’’ Frontiers Comput. Neurosci., vol. 10, p. 94, Sep. 2012.

[261] M. Simsek, A. Boukerche, B. Kantarci, and S. Khan, ‘‘AI-driven
autonomous vehicles as COVID-19 assessment centers: A novel
crowdsensing-enabled strategy,’’ Pervas. Mobile Comput., vol. 75,
Aug. 2021, Art. no. 101426.

[262] M.M. Islam, F. Karray, R. Alhajj, and J. Zeng, ‘‘A review on deep learning
techniques for the diagnosis of novel coronavirus (COVID-19),’’ IEEE
Access, vol. 9, pp. 30551–30572, 2021.

[263] T. Alafif, A. M. Tehame, S. Bajaba, A. Barnawi, and S. Zia, ‘‘Machine
and deep learning towards COVID-19 diagnosis and treatment: Survey,
challenges, and future directions,’’ Int. J. Environ. Res. Public Health,
vol. 18, no. 3, p. 1117, Jan. 2021.

[264] L. Wang, Z. Q. Lin, and A. Wong, ‘‘COVID-Net: A tailored deep
convolutional neural network design for detection of COVID-19 cases
from chest X-ray images,’’ Sci. Rep., vol. 10, no. 1, pp. 1–12,
Dec. 2020.

[265] T. Ozturk, M. Talo, E. A. Yildirim, U. B. Baloglu, O. Yildirim, and
U. R. Acharya, ‘‘Automated detection of COVID-19 cases using deep
neural networks with X-ray images,’’ Comput. Biol. Med., vol. 121,
Jun. 2020, Art. no. 103792.

[266] M. F. Sohan, A. Basalamah, and M. Solaiman, ‘‘COVID-19 detection
using machine learning: A large scale assessment of X-ray and CT image
datasets,’’ J. Electron. Imag., vol. 31, no. 4, Mar. 2022, Art. no. 041212.

[267] A. Abbas, M. M. Abdelsamea, and M. M. Gaber, ‘‘Classification of
COVID-19 in chest X-ray images using DeTraC deep convolutional
neural network,’’ Int. J. Speech Technol., vol. 51, no. 2, pp. 854–864,
Feb. 2021.

[268] A. Asraf and Z. Islam, ‘‘COVID19, pneumonia and normal chest X-
ray pa dataset. Mendeley data v1 (2021),’’ Elsevier, Amsterdam, The
Netherlands, Tech. Rep., 2021.

[269] (Apr. 2022). COVID-19 Radiography Database. Accessed:
Apr. 9, 2022. [Online]. Available: https://www.kaggle.com/datasets/
tawsifurrahman/covid19-radiography-database

[270] T. D. Pham, ‘‘Classification of COVID-19 chest X-rays with deep learn-
ing: New models or fine tuning?’’ Health Inf. Sci. Syst., vol. 9, no. 1,
pp. 1–11, Dec. 2021.

[271] S. A. Harmon, ‘‘Artificial intelligence for the detection of COVID-19
pneumonia on chest ct using multinational datasets,’’ Nature Commun.,
vol. 11, no. 1, pp. 1–7, 2020.

[272] C. Li, Y. Yang, H. Liang, and B.Wu, ‘‘Transfer learning for establishment
of recognition of COVID-19 on CT imaging using small-sized training
datasets,’’ Knowl.-Based Syst., vol. 218, Apr. 2021, Art. no. 106849.

[273] O. D. T. Catala, I. S. Igual, F. J. Perez-Benito, D. M. Escriva,
V. O. Castello, R. Llobet, and J.-C. Perez-Cortes, ‘‘Bias analysis on public
X-ray image datasets of pneumonia and COVID-19 patients,’’ IEEE
Access, vol. 9, pp. 42370–42383, 2021.

[274] B. G. S. Cruz, M. N. Bossa, J. Sölter, and A. D. Husch, ‘‘Public
COVID-19 X-ray datasets and their impact on model bias—A systematic
review of a significant problem,’’ Med. Image Anal., vol. 74, Dec. 2021,
Art. no. 102225.

[275] R. Tekumalla and J. M. Banda, ‘‘Social media mining toolkit (SMMT),’’
Genomics Informat., vol. 18, no. 2, p. e16, Jun. 2020.

VOLUME 10, 2022 62651



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[276] M. R. H. Mondal, S. Bharati, and P. Podder, ‘‘CO-IRv2: Optimized
InceptionResNetV2 for COVID-19 detection from chest CT images,’’
PLoS ONE, vol. 16, no. 10, Oct. 2021, Art. no. e0259179.

[277] A. Nowrin, S. Afroz, M. S. Rahman, I. Mahmud, and Y.-Z. Cho, ‘‘Com-
prehensive review on facemask detection techniques in the context of
COVID-19,’’ IEEE Access, vol. 9, pp. 106839–106864, 2021.

[278] M. Rahimzadeh and A. Attar, ‘‘Amodified deep convolutional neural net-
work for detecting COVID-19 and pneumonia from chest X-ray images
based on the concatenation of xception and ResNet50 V2,’’ Informat.
Med. Unlocked, vol. 19, Jan. 2020, Art. no. 100360.

[279] G. Chaudhari, X. Jiang, A. Fakhry, A. Han, J. Xiao, S. Shen, and
A. Khanzada, ‘‘Virufy: Global applicability of crowdsourced and clin-
ical datasets for AI detection of COVID-19 from cough,’’ 2020,
arXiv:2011.13320.

[280] X. F. Zhang, H. Sun, X. Yue, S. Lin, and H. Sun, ‘‘COUGH: A
challenge dataset and models for COVID-19 FAQ retrieval,’’ 2020,
arXiv:2010.12800.

[281] V. Despotovic, M. Ismael, M. Cornil, R. M. Call, and G. Fagherazzi,
‘‘Detection of COVID-19 from voice, cough and breathing patterns:
Dataset and preliminary results,’’ Comput. Biol. Med., vol. 138,
Nov. 2021, Art. no. 104944.

[282] J. Laguarta, F. Hueto, and B. Subirana, ‘‘COVID-19 artificial intelligence
diagnosis using only cough recordings,’’ IEEE Open J. Eng. Med. Biol.,
vol. 1, pp. 275–281, 2020.

[283] A. Muguli, L. Pinto, N. Sharma, P. Krishnan, P. K. Ghosh, R. Kumar,
S. Bhat, S. R. Chetupalli, S. Ganapathy, S. Ramoji, and V. Nanda,
‘‘DiCOVA challenge: Dataset, task, and baseline system for COVID-19
diagnosis using acoustics,’’ 2021, arXiv:2103.09148.

[284] P. Bagad, A. Dalmia, J. Doshi, A. Nagrani, P. Bhamare, A. Mahale,
S. Rane, N. Agarwal, and R. Panicker, ‘‘Cough against COVID: Evidence
of COVID-19 signature in cough sounds,’’ 2020, arXiv:2009.08790.

[285] T.-H. Tan, J.-Y.Wu, S.-H. Liu, andM. Gochoo, ‘‘Human activity recogni-
tion using an ensemble learning algorithm with smartphone sensor data,’’
Electronics, vol. 11, no. 3, p. 322, Jan. 2022.

[286] M. A. Kausar, A. Soosaimanickam, and M. Nasar, ‘‘Public sentiment
analysis on Twitter data during COVID-19 outbreak,’’ Int. J. Adv. Comput.
Sci. Appl., vol. 12, no. 2, pp. 415–422, 2021.

[287] M. Abdul-Mageed, A. Elmadany, E. M. B. Nagoudi, D. Pabbi, K. Verma,
and R. Lin, ‘‘Mega-COV: A billion-scale dataset of 100+ languages for
COVID-19,’’ 2020, arXiv:2005.06012.

[288] (Apr. 2022). COVID-19 Open Research Dataset Challenge (CORD-
19). Accessed: Apr. 9, 2020. [Online]. Available: https://www.kaggle.
com/datasets/allen-institute-for-ai/CORD-19-research-challenge

[289] T. Saikh, S. K. Sahoo, A. Ekbal, and P. Bhattacharyya, ‘‘COVIDRead:
A large-scale question answering dataset on COVID-19,’’ 2021,
arXiv:2110.09321.

[290] (Apr. 2022). AVOBMAT—A Digital Toolkit for Analysing and Visualizing
Bibliographic Metadata and Texts. Accessed: Apr. 9, 2022. [Online].
Available: https://avobmat.hu, Apr. 2022

[291] (Apr. 2022). Twitter API | Products. Accessed: Apr. 9, 2020. [Online].
Available: https://developer.twitter.com/en/products/twitter-api

[292] (Apr. 2022). COVID-19 Daily Epidemiology Update. Accessed:
Apr. 9, 2022. [Online]. Available: https://resources-covid19canada.hub.
arcgis.com/apps/covid-19-daily-epidemiology-update/explore

[293] (Sep. 2021). COVID-19 Canada Open Data Working Group. Accessed:
Apr. 9, 2022. [Online]. Available: https://opencovid.ca

[294] (Apr. 2022). Open Data Dataset. Accessed: Apr. 9, 2022. [Online].
Available: https://open.toronto.ca/dataset/covid-19-cases-in-toronto

[295] (Apr. 2022). SNU ARIC. Accessed: Apr. 9, 2022. [Online]. Available:
https://sites.google.com/view/snuaric/home?authuser=0

[296] (Apr. 2022). U.S. Coronavirus Map: Tracking the Trends. Accessed:
Apr. 9, 2022. [Online]. Available: https://www.mayoclinic.
org/coronavirus-covid-19/map

[297] COVID Data Tracker, Centers for Disease Control Prevention, CDC,
Atlanta, GA, USA, Mar. 2020.

[298] (Apr. 2022). COVID in the U.S.: Latest Maps, Case and
Death Counts. Accessed: Apr. 9, 2022. [Online]. Available:
https://www.nytimes.com/interactive/2021/us/covid-cases.html

[299] (Apr. 2020).U.S. COVIDRisk&Vaccine Tracker. Accessed: Apr. 9, 2022.
[Online]. Available: https://covidactnow.org/?s=31902014

[300] (Mar. 2021). The Data. Accessed: Apr. 9, 2022. [Online]. Available:
https://covidtracking.com/data

[301] (Feb. 2022). Home ACLED. Accessed: Apr. 9, 2022. [Online]. Available:
https://acleddata.com/#/dashboard

[302] (Dec. 2020). Download Historical Data (to 14 December 2020)
on the Daily Number of new Reported COVID-19 Cases and
Deaths Worldwide. Accessed: Apr. 9, 2022. [Online]. Available:
https://www.ecdc.europa.eu/en/publications-data/download-todays-data-
geographic-distribution-covid-19-cases-worldwide

[303] IHME | COVID-19 Projections, Apr. 2022. Accessed: Apr. 9, 2022.
[Online]. Available: https://covidsim.levrum.com

[304] Covid19statepolicy. (Apr. 2022). SocialDistancing. Accessed:
Apr. 9, 2022. [Online]. Available: https://github.com/COVID19
StatePolicy/SocialDistancing

[305] A State-by-State Look at 15 Months of Coronavirus in Prisons, Marshall
Project, The Marshall Project, New York, NY, USA, Jun. 2021.

[306] (Apr. 2022). Worldometer Real Time World Statistics. Accessed:
Apr. 9, 2022. [Online]. Available: https://www.worldometers.info

[307] M. R. Mahmoudi, M. H. Heydari, S. N. Qasem, A. Mosavi, and
S. S. Band, ‘‘Principal component analysis to study the relations between
the spread rates of COVID-19 in high risks countries,’’ Alexandria Eng.
J., vol. 60, no. 1, pp. 457–464, Feb. 2021.

[308] OWID. (Apr. 2022). COVID-19-Data. Accessed: Apr. 9, 2022. [Online].
Available: https://github.com/owid/covid-19-data

[309] (Apr. 2022). UW Departments Web Server. Accessed: Apr. 9, 2022.
[Online]. Available: https://depts.washington.edu

[310] (Apr. 2022). eHealth Ontario | it’s Working for You. Accessed:
Apr. 9, 2022. [Online]. Available: https://ehealthontario.on.ca/en

[311] (Apr. 2022). BC Centre for Disease Control. Accessed: Apr. 9, 2022.
[Online]. Available: http://www.bccdc.ca

[312] Covid19-Malta. (Apr. 2022). COVID19-Data. Accessed: Apr. 9, 2022.
[Online]. Available: https://github.com/COVID19-Malta/COVID19-Data

[313] Descarteslabs. (Apr. 2022). DL-COVID-19. Accessed: Apr. 9, 2022.
[Online]. Available: https://github.com/descarteslabs/DL-COVID-19

[314] M. U. G. Kraemer, C.-H. Yang, B. Gutierrez, C.-H. Wu, B. Klein,
D. M. Pigott, L. du Plessis, N. R. Faria, R. Li, W. P. Hanage,
J. S. Brownstein, M. Layan, A. Vespignani, H. Tian, C. Dye, O. G. Pybus,
S. V. Scarpino, and O. COVID-19 Data Working Group, ‘‘The effect of
human mobility and control measures on the COVID-19 epidemic in
China,’’ Science, vol. 368, no. 6490, pp. 493–497, May 2020.

[315] (Apr. 2022). Data for Good Our Work on COVID 19. Accessed:
Apr. 9, 2022. [Online]. Available: https://dataforgood.facebook.
com/dfg/covid-19#social-connectedness-index

[316] (Apr. 2022). Italy: Mobility COVID-19 Humanitarian Data Exchange.
Accessed: Apr. 9, 2022. [Online]. Available: https://data.humdata.
org/dataset/covid-19-mobility-italy

[317] (Jul. 2021). Exposure Notifications: Helping Fight COVID-19 Google.
Accessed: Apr. 9, 2022. [Online]. Available: https://www.google.
com/covid19/exposurenotifications

[318] G. F. Hatke, M. Montanari, S. Appadwedula, M. Wentz, J. Meklenburg,
L. Ivers, J. Watson, and P. Fiore, ‘‘Using Bluetooth low energy (BLE)
signal strength estimation to facilitate contact tracing for COVID-19,’’
2020, arXiv:2006.15711.

[319] (Apr. 2022). Movement Range Maps Humanitarian Data Exchange.
Accessed: Apr. 9, 2022. [Online]. Available: https://data.humdata.
org/dataset/movement-range-maps

[320] (Apr. 2022). COVID-19 Community Mobility Report. Accessed:
Apr. 9, 2022. [Online]. Available: https://www.google.com/covid19/
mobility

[321] Y. Kang, S. Gao, Y. Liang, M. Li, J. Rao, and J. Kruse, ‘‘Multiscale
dynamic human mobility flow dataset in the U.S. during the COVID-19
epidemic,’’ Sci. Data, vol. 7, no. 1, pp. 1–13, Dec. 2020.

[322] Q. Li, L. Bessell, X. Xiao, C. Fan, X. Gao, and A. Mostafavi, ‘‘Disparate
patterns of movements and visits to points of interest located in urban
hotspots across U.S. metropolitan cities during COVID-19,’’ Roy. Soc.
Open Sci., vol. 8, no. 1, Jan. 2021, Art. no. 201209.

[323] F. Schlosser, ‘‘Monitor | COVID-19 mobility project,’’ COVID-19 Mobil-
ity Project, Mar. 2022.

[324] C. D. Lab, ‘‘China COVID-19 daily cases with basemap,’’ Harvard
Dataverse, Jan. 2021.

[325] D. Mercatelli, A. N. Holding, and F. M. Giorgi, ‘‘Web tools to fight
pandemics: The COVID-19 experience,’’ Briefings Bioinf., vol. 22, no. 2,
pp. 690–700, Mar. 2021.

[326] (Dec. 2021). Ontario Health Data Platform OHDP. Accessed:
Apr. 9, 2022. [Online]. Available: https://ohdp.ca

[327] (Apr. 2022). Find Open Datasets and Machine Learning
Projects | Kaggle. Accessed: Apr. 9, 2022. [Online]. Available:
https://www.kaggle.com/datasets

62652 VOLUME 10, 2022



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[328] (Apr. 2022). Marketplace – Google Cloud Platform. Accessed:
Apr. 9, 2022. [Online]. Available: https://console.cloud.google.com/
marketplace/browse?filter=solution-type:dataset&filter=category:
covid19&pli=1

[329] B. R. Beck, B. Shin, Y. Choi, S. Park, and K. Kang, ‘‘Predicting com-
mercially available antiviral drugs that may act on the novel coronavirus
(SARS-CoV-2) through a drug-target interaction deep learning model,’’
Comput. Struct. Biotechnol. J., vol. 18, pp. 784–790, Jan. 2020.

[330] K. Heiser, ‘‘Identification of potential treatments for COVID-19 through
artificial intelligence-enabled phenomic analysis of human cells infected
with SARS-Cov-2,’’ BioRxiv, pp. 1–15, Apr. 2020.

[331] B. Tang, F. He, D. Liu, F. He, T. Wu, M. Fang, Z. Niu, Z. Wu, and D. Xu,
‘‘AI-aided design of novel targeted covalent inhibitors against SARS-
CoV-2,’’ Biomolecules, vol. 12, no. 6, p. 746, May 2022.

[332] J. Vamathevan, D. Clark, P. Czodrowski, I. Dunham, E. Ferran, G. Lee,
B. Li, A. Madabhushi, P. Shah, M. Spitzer, and S. Zhao, ‘‘Applications of
machine learning in drug discovery and development,’’ Nature Rev. Drug
Discovery, vol. 18, no. 6, pp. 463–477, 2019.

[333] W. Jin, J. M. Stokes, R. T. Eastman, Z. Itkin, A. V. Zakharov, J. J. Collins,
T. S. Jaakkola, and R. Barzilay, ‘‘Deep learning identifies synergistic
drug combinations for treating COVID-19,’’ Proc. Nat. Acad. Sci. USA,
vol. 118, no. 39, Sep. 2021, Art. no. e2105070118.

[334] R. Lu, X. Zhao, J. Li, P. Niu, B. Yang, H. Wu, W. Wang,
H. Song, B. Huang, N. Zhu, and Y. Bi, ‘‘Genomic characterisation and
epidemiology of 2019 novel coronavirus: Implications for virus ori-
gins and receptor binding,’’ Lancet, vol. 395, no. 10224, pp. 565–574,
2020.

[335] B. Zhou, M. E. Donnelly, D. T. Scholes, K. St. George, M. Hatta,
Y. Kawaoka, and D. E. Wentworth, ‘‘Single-reaction genomic amplifi-
cation accelerates sequencing and vaccine production for classical and
swine origin human influenza a viruses,’’ J. Virol., vol. 83, no. 19,
pp. 10309–10313, Oct. 2009.

[336] G. S. Randhawa, M. P. M. Soltysiak, H. El Roz, C. P. E. de Souza,
K. A. Hill, and L. Kari, ‘‘Machine learning using intrinsic genomic signa-
tures for rapid classification of novel pathogens: COVID-19 case study,’’
PLoS ONE, vol. 15, no. 4, Apr. 2020, Art. no. e0232391.

[337] W. D. Heaven, ‘‘DeepMind’s protein-folding AI has solved a 50-year-old
grand challenge of biology,’’MIT Technol. Rev., Nov. 2020.

[338] G. Liu, B. Carter, T. Bricken, S. Jain, M. Viard, M. Carrington, and
D. K. Gifford, ‘‘Computationally optimized SARS-CoV-2 MHC class I
and II vaccine formulations predicted to target human haplotype distribu-
tions,’’ Cell Syst., vol. 11, no. 2, pp. 131–144, 2020.

[339] R. Qiao, N. H. Tran, B. Shan, A. Ghodsi, and M. Li, ‘‘Personalized
workflow to identify optimal T-cell epitopes for peptide-based vaccines
against COVID-19,’’ 2020, arXiv:2003.10650.

[340] M. S. Rahman, ‘‘Epitope-based chimeric peptide vaccine design against
S, M and E proteins of SARS-CoV-2, the etiologic agent of COVID-19
pandemic: An in Silico approach,’’PeerJ, vol. 8, Jul. 2020, Art. no. e9572.

[341] M. Prachar, S. Justesen, D. B. Steen-Jensen, S. Thorgrimsen, E. Jurgons,
O. Winther, and F. O. Bagger, ‘‘COVID-19 vaccine candidates: Predic-
tion and validation of 174 SARS-CoV-2 epitopes,’’ BioRxiv, pp. 1–14,
Apr. 2020.

[342] M. I. Uddin, S. A. Ali Shah, M. A. Al-Khasawneh, A. A. Alarood,
and E. Alsolami, ‘‘Optimal policy learning for COVID-19 prevention
using reinforcement learning,’’ J. Inf. Sci., vol. 48, no. 3, pp. 336–348,
Jun. 2022.

[343] J. Samuel, G. G. M. Ali, M. Rahman, E. Esawi, and Y. Samuel, ‘‘COVID-
19 public sentiment insights and machine learning for tweets classifica-
tion,’’ Information, vol. 11, no. 6, p. 314, 2020.

[344] D. P. Kaila, ‘‘Informational flow on Twitter–corona virus outbreak–topic
modelling approach,’’ Int. J. Adv. Res. Eng. Technol. (IJARET), vol. 11,
no. 3, pp. 128–134, 2020.

[345] M. Cinelli, W. Quattrociocchi, A. Galeazzi, C. MicheleValensise,
E. Brugnoli, A. L. Schmidt, P. Zola, F. Zollo, and A. A. Scala, ‘‘The
COVID-19 social media infodemic,’’ Sci. Rep., vol. 10, no. 1, pp. 1–10,
2020.

[346] A. Goel and L. Gupta, ‘‘Social media in the times of COVID-19,’’ JCR,
J. Clin. Rheumatol., vol. 26, no. 6, pp. 220–223, 2020.

[347] S. L. Schneider and M. L. Council, ‘‘Distance learning in the era of
COVID-19,’’ Arch. Dermatolog. Res., vol. 313, no. 5, pp. 389–390, 2020.

[348] J. Devaraj, R. M. Elavarasan, R. Pugazhendhi, G. M. Shafiullah,
S. Ganesan, A. K. Jeysree, I. A. Khan, and E. Hossain, ‘‘Forecasting of
COVID-19 cases using deep learning models: Is it reliable and practically
significant?’’ Results Phys., vol. 21, Feb. 2021, Art. no. 103817.

[349] N. M. Ghazaly, ‘‘Novel coronavirus forecasting model using nonlinear
autoregressive artificial neural network,’’ Int. J. Adv. Sci. Technol., vol. 29,
no. 5, p. 19, 2020.

[350] M. Asgari-Chenaghlu, N. Nikzad-Khasmakhi, and S. Minaee, ‘‘COVID-
transformer: Detecting trending topics on Twitter using universal sentence
encoder,’’ Eur. PubMed Central, U.K., Tech. Rep., 2020.

[351] S. Amin, M. I. Uddin, H. H. Al-Baity, M. A. Zeb, and M. A. Khan,
‘‘Machine learning approach for COVID-19 detection on Twitter,’’ Com-
put., Mater. Continua, vol. 68, no. 2, pp. 2231–2247, 2021.

[352] M. Cai, J. Li, M. Nali, and T. K. Mackey, ‘‘Evaluation of hybrid unsuper-
vised and supervised machine learning approach to detect self-reporting
of COVID-19 symptoms on Twitter,’’ in Proc. IEEE Int. Conf. Commun.
Workshops (ICC Workshops), Jun. 2021, pp. 1–6.

[353] A. Sarker, S. Lakamana, W. Hogg-Bremer, A. Xie, M. A. Al-Garadi, and
Y.-C. Yang, ‘‘Self-reported COVID-19 symptoms on Twitter: An analysis
and a research resource,’’ J. Amer. Med. Inform. Assoc., vol. 27, no. 8,
pp. 1310–1315, Aug. 2020.

[354] F. Rustam, M. Khalid, W. Aslam, V. Rupapara, A. Mehmood, and
G. S. Choi, ‘‘A performance comparison of supervised machine learning
models for covid-19 tweets sentiment analysis,’’ PLoS ONE, vol. 16,
no. 2, Feb. 2021, Art. no. e0245909.

[355] I. Cooper, A. Mondal, and C. G. Antonopoulos, ‘‘A SIR model assump-
tion for the spread of COVID-19 in different communities,’’ Chaos,
Solitons Fractals, vol. 139, Oct. 2020, Art. no. 110057.

[356] G. C. Calafiore, C. Novara, and C. Possieri, ‘‘A modified SIR model
for the COVID-19 contagion in Italy,’’ in Proc. 59th IEEE Conf. Decis.
Control (CDC), Dec. 2020, pp. 3889–3894.

[357] C. Y. Shen, ‘‘Logistic growth modelling of COVID-19 proliferation in
China and its international implications,’’ Int. J. Infectious Diseases,
vol. 96, pp. 582–589, Jul. 2020.

[358] S. He, Y. Peng, and K. Sun, ‘‘SEIR modeling of the COVID-19 and its
dynamics,’’ Nonlinear Dyn., vol. 101, no. 3, pp. 1667–1680, Aug. 2020.

[359] Y.-C. Chen, P.-E. Lu, C.-S. Chang, and T.-H. Liu, ‘‘A time-dependent SIR
model for COVID-19 with undetectable infected persons,’’ IEEE Trans.
Netw. Sci. Eng., vol. 7, no. 4, pp. 3279–3294, Oct. 2020.

[360] A. Simha, R. V. Prasad, and S. Narayana, ‘‘A simple stochastic SIRmodel
for COVID 19 infection dynamics for Karnataka: Learning fromEurope,’’
2020, arXiv:2003.11920.

[361] J. Tian, J. Wu, Y. Bao, X. Weng, L. Shi, B. Liu, X. Yu, L. Qi, and Z. Liu,
‘‘Modeling analysis of COVID-19 based on morbidity data in Anhui,
China,’’Math. Biosci. Eng., vol. 17, no. 4, pp. 2842–2852, 2020.

[362] A. M. Ramos, M. R. Ferrández, M. Vela-Pérez, A. B. Kubik, and
B. Ivorra, ‘‘A simple but complex enough θ -SIR type model to be used
with COVID-19 real data. Application to the case of Italy,’’ Phys. D,
Nonlinear Phenomena, vol. 421, Jul. 2021, Art. no. 132839.

[363] S. He, S. Tang, and L. Rong, ‘‘A discrete stochastic model of the COVID-
19 outbreak: Forecast and control,’’ Math. Bioscie. Eng., vol. 17, no. 4,
pp. 2792–2804, 2020.

[364] D. Faranda and T. Alberti, ‘‘Modeling the second wave of COVID-19
infections in France and Italy via a stochastic SEIR model,’’ Chaos,
Interdiscipl. J. Nonlinear Sci., vol. 30, no. 11, Nov. 2020, Art. no. 111101.

[365] K. Chatterjee, K. Chatterjee, A. Kumar, and S. Shankar, ‘‘Healthcare
impact of COVID-19 epidemic in India: A stochastic mathematical
model,’’ Med. J. Armed Forces India, vol. 76, no. 2, pp. 147–155,
Apr. 2020.

[366] P. Arora, H. Kumar, and B. K. Panigrahi, ‘‘Prediction and analysis of
COVID-19 positive cases using deep learning models: A descriptive
case study of India,’’ Chaos, Solitons Fractals, vol. 139, Oct. 2020,
Art. no. 110017.

[367] A. Shoeibi, M. Khodatars, R. Alizadehsani, N. Ghassemi, M. Jafari,
P. Moridian, A. Khadem, D. Sadeghi, S. Hussain, A. Zare, Z. A. Sani,
J. Bazeli, F. Khozeimeh, A. Khosravi, S. Nahavandi, U. R. Acharya, and
P. Shi, ‘‘Automated detection and forecasting of COVID-19 using deep
learning techniques: A review,’’ 2020, arXiv:2007.10785.

[368] R. M. Rizk-Allah and A. E. Hassanien, ‘‘COVID-19 forecasting based
on an improved interior search algorithm and multi-layer feed forward
neural network,’’ 2020, arXiv:2004.05960.

[369] F. Rustam, A. A. Reshi, A. Mehmood, S. Ullah, B.-W. On, W. Aslam,
and G. S. Choi, ‘‘COVID-19 future forecasting using supervised machine
learning models,’’ IEEE Access, vol. 8, pp. 101489–101499, 2020.

[370] G. Jaswal, R. Bharadwaj, K. Tiwari, D. Thapar, P. Goyal, and A. Nigam,
‘‘AI-biometric-driven smartphone app for strict post-COVID home quar-
antine management,’’ IEEE Consum. Electron. Mag., vol. 10, no. 3,
pp. 49–55, May 2021.

VOLUME 10, 2022 62653



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[371] H. Xu, S. Huang, C. Qiu, S. Liu, J. Deng, B. Jiao, X. Tan, L. Ai,
Y. Xiao, M. Belliato, and L. Yan, ‘‘Monitoring andmanagement of home-
quarantined patients with COVID-19 using aWeChat-based telemedicine
system: Retrospective cohort study,’’ J. Med. Internet Res., vol. 22, no. 7,
Jul. 2020, Art. no. e19514.

[372] A. S. Adly, A. S. Adly, and M. S. Adly, ‘‘Approaches based on artificial
intelligence and the internet of intelligent things to prevent the spread
of COVID-19: Scoping review,’’ J. Med. Internet Res., vol. 22, no. 8,
Aug. 2020, Art. no. e19104.

[373] D. Mohey El-Din, A. E. Hassanein, E. E. Hassanien, and
W. M. E. Hussein, ‘‘E-quarantine: A smart health system for monitoring
coronavirus patients for remotely quarantine,’’ 2020, arXiv:2005.04187.

[374] D.-M. Dobrea andM.-C. Dobrea, ‘‘An autonomous UAV system for video
monitoring of the quarantine zones,’’ Roman J. Inf. Sci. Technol., vol. 23,
p. S53, Jan. 2020.

[375] J. L. Raisaro, ‘‘SCOR: A secure international informatics infrastructure
to investigate COVID-19,’’ J. Amer. Med. Inform. Assoc., vol. 27, no. 11,
pp. 1721–1726, Nov. 2020.

[376] S. Liu, Y. Jiang, and A. Striegel, ‘‘Face-to-face proximity estimationusing
Bluetooth on smartphones,’’ IEEE Trans. Mobile Comput., vol. 13, no. 4,
pp. 811–823, Apr. 2014.

[377] C. Kumar Maurya, S. Jain, and V. Thakre, ‘‘Digital contact tracing for
COVID 19,’’ 2021, arXiv:2105.15030.

[378] P. Sapiezynski, A. Stopczynski, D. K. Wind, J. Leskovec, and
S. Lehmann, ‘‘Inferring Person-to-person proximity usingWiFi signals,’’
Proc. ACM Interact., Mobile, Wearable Ubiquitous Technol., vol. 1, no. 2,
pp. 1–20, Jun. 2017.

[379] R. Sun, W. Wang, M. Xue, G. Tyson, S. Camtepe, and D. C. Ranasinghe,
‘‘An empirical assessment of global COVID-19 contact tracing applica-
tions,’’ in Proc. IEEE/ACM 43rd Int. Conf. Softw. Eng. (ICSE), May 2021,
pp. 1085–1097.

[380] M. Cunche, A. Boutet, C. Castelluccia, C. Lauradoux, and V. Roca, ‘‘On
using Bluetooth-Low-Energy for contact tracing,’’ Ph.D. thesis, CITI Lab,
Inria Grenoble Rhône-Alpes, INSA de Lyon, Villeurbanne, France, 2020.

[381] Q. Zhao, H. Wen, Z. Lin, D. Xuan, and N. Shroff, ‘‘On the accuracy
of measured proximity of bluetooth-based contact tracing apps,’’ in Int.
Conf. Secur. Privacy Commun. Syst., pp. 49–60, Springer, 2020.

[382] Fraunhofer AISEC, ‘‘Pandemic contact tracing apps: DP-3t, PEPP-PT
NTK, and ROBERT from a privacy perspective,’’ IACR Cryptol. ePrint
Arch., vol. 2020, p. 489, Jan. 2020.

[383] G. Li, E. Geng, Z. Ye, Y. Xu, J. Lin, and Y. Pang, ‘‘Indoor positioning
algorithm based on the improved RSSI distance model,’’ Sensors, vol. 18,
no. 9, p. 2820, Aug. 2018.

[384] R. A. Malaney, ‘‘Nuisance parameters and location accuracy in log-
normal fading models,’’ IEEE Trans. Wireless Commun., vol. 6, no. 3,
pp. 937–947, Mar. 2007.

[385] P. Tedeschi, S. Bakiras, and R. D. Pietro, ‘‘IoTrace: A flexible,
efficient, and privacy-preserving IoT-enabled architecture for con-
tact tracing,’’ IEEE Commun. Mag., vol. 59, no. 6, pp. 82–88,
Jun. 2021.

[386] G. D’Angelo and F. Palmieri, ‘‘Enhancing COVID-19 tracking apps with
human activity recognition using a deep convolutional neural network and
HAR-images,’’ Neural Comput. Appl., pp. 1–17, Mar. 2021.

[387] A. Albeshri, ‘‘SVSL: A human activity recognition method using soft-
voting and self-learning,’’ Algorithms, vol. 14, no. 8, p. 245, Aug. 2021.

[388] M. Gupta, M. Abdelsalam, and S. Mittal, ‘‘Enabling and enforcing social
distancing measures using smart city and ITS infrastructures: A COVID-
19 use case,’’ 2020, arXiv:2004.09246.

[389] D. Kai, G.-P. Goldstein, A. Morgunov, V. Nangalia, and A. Rotkirch,
‘‘Universal masking is urgent in the COVID-19 pandemic: SEIR and
agent based models, empirical validation, policy recommendations,’’
arXiv, New York, NY, USA, Tech. Rep., 2020.

[390] P. C. L. Silva, P. V. C. Batista, H. S. Lima, M. A. Alves, F. G. Guimarães,
and R. C. P. Silva, ‘‘COVID-ABS: An agent-based model of COVID-
19 epidemic to simulate health and economic effects of social dis-
tancing interventions,’’ Chaos, Solitons Fractals, vol. 139, Oct. 2020,
Art. no. 110088.

[391] V. Kompella, R. Capobianco, S. Jong, J. Browne, S. Fox, L. Meyers,
P. Wurman, and P. Stone, ‘‘Reinforcement learning for optimization of
COVID-19 mitigation policies,’’ 2020, arXiv:2010.10560.

[392] B.Wang, Y. Sun, T. Q. Duong, L. D. Nguyen, and L. Hanzo, ‘‘Risk-aware
identification of highly suspected COVID-19 cases in social IoT: A joint
graph theory and reinforcement learning approach,’’ IEEE Access, vol. 8,
pp. 115655–115661, 2020.

[393] G. H. Kwak, L. Ling, and P. Hui, ‘‘Deep reinforcement learning
approaches for global public health strategies for COVID-19 pandemic,’’
PLoS ONE, vol. 16, no. 5, May 2021, Art. no. e0251550.

[394] H. S. Maghded, K. Z. Ghafoor, A. S. Sadiq, K. Curran, D. B. Rawat,
and K. Rabie, ‘‘A novel AI-enabled framework to diagnose coronavirus
COVID-19 using smartphone embedded sensors: Design study,’’ in Proc.
IEEE 21st Int. Conf. Inf. Reuse Integr. Data Sci. (IRI), Aug. 2020,
pp. 180–187.

[395] F. Li,M. Valero, H. Shahriar, R. A. Khan, and S. I. Ahamed, ‘‘Wi-COVID:
A COVID-19 symptom detection and patient monitoring framework
using WiFi,’’ Smart Health, vol. 19, Mar. 2021, Art. no. 100147.

[396] F. Ullah, H. U. Haq, J. Khan, A. A. Safeer, U. Asif, and S. Lee, ‘‘Wearable
IoTs and geo-fencing based framework for COVID-19 remote patient
health monitoring and quarantine management to control the pandemic,’’
Electronics, vol. 10, no. 16, p. 2035, Aug. 2021.

[397] F. Ullah, A. Iqbal, S. Iqbal, D. Kwak, H. Anwar, A. Khan, R. Ullah,
H. Siddique, and K.-S. Kwak, ‘‘A framework for maternal physical activ-
ities and health monitoring using wearable sensors,’’ Sensors, vol. 21,
no. 15, p. 4949, Jul. 2021.

[398] F. Motolese, A. Magliozzi, F. Puttini, M. Rossi, F. Capone, K. Karlinski,
A. Stark-Inbar, Z. Yekutieli, V. Di Lazzaro, andM.Marano, ‘‘Parkinson’s
disease remote patient monitoring during the COVID-19 lockdown,’’
Frontiers Neurol., vol. 11, p. 1190, Oct. 2020.

[399] B. N. Naik, R. Gupta, A. Singh, S. L. Soni, and G. D. Puri, ‘‘Real-time
smart patient monitoring and assessment amid COVID-19 pandemic—
An alternative approach to remote monitoring,’’ J. Med. Syst., vol. 44,
no. 7, pp. 1–2, Jul. 2020.

[400] O. Taiwo andA. E. Ezugwu, ‘‘Smart healthcare support for remote patient
monitoring during COVID-19 quarantine,’’ Informat. Med. Unlocked,
vol. 20, Jan. 2020, Art. no. 100428.

[401] V. Nangalia, D. R. Prytherch, and G. B. Smith, ‘‘Health technology
assessment review: Remote monitoring of vital signs-current status and
future challenges,’’ Crit. Care, vol. 14, no. 5, pp. 1–8, 2010.

[402] M. Faezipour and A. Abuzneid, ‘‘Smartphone-based self-testing of
COVID-19 using breathing sounds,’’ Telemed. e-Health, vol. 26, no. 10,
pp. 1202–1205, Oct. 2020.

[403] S. R. Nayak, D. R. Nayak, U. Sinha, V. Arora, and R. B. Pachori,
‘‘Application of deep learning techniques for detection of COVID-19
cases using chest X-ray images: A comprehensive study,’’ Biomed. Signal
Process. Control, vol. 64, Feb. 2021, Art. no. 102365.

[404] Y. Wang, M. Hu, Q. Li, X.-P. Zhang, G. Zhai, and N. Yao, ‘‘Abnormal
respiratory patterns classifier may contribute to large-scale screening of
people infected with COVID-19 in an accurate and unobtrusive manner,’’
2020, arXiv:2002.05534.

[405] M. M. Al Rahhal, Y. Bazi, R. M. Jomaa, A. AlShibli, N. Alajlan,
M. L. Mekhalfi, and F. Melgani, ‘‘COVID-19 detection in CT/X-ray
imagery using vision transformers,’’ J. Personalized Med., vol. 12, no. 2,
p. 310, Feb. 2022.

[406] D. Gandhi, K. Ahuja, H. Grover, P. Sharma, S. Solanki, N. Gupta, and
L. Patel, ‘‘Review of X-ray and computed tomography scan findings with
a promising role of point of care ultrasound in COVID-19 pandemic,’’
World J. Radiol., vol. 12, no. 9, p. 195, 2020.

[407] J. Carriere, H. Shafi, K. Brehon, K. Pohar Manhas, K. Churchill, C. Ho,
and M. Tavakoli, ‘‘Case report: Utilizing AI and NLP to assist with
healthcare and rehabilitation during the COVID-19 pandemic,’’ Frontiers
Artif. Intell., vol. 4, p. 2, Feb. 2021.

[408] U. Bharti, D. Bajaj, H. Batra, S. Lalit, S. Lalit, and A. Gangwani, ‘‘Med-
bot: Conversational artificial intelligence powered chatbot for delivering
tele-health after COVID-19,’’ in Proc. 5th Int. Conf. Commun. Electron.
Syst. (ICCES), Jun. 2020, pp. 870–875.

[409] WHO Launches a Chatbot on Facebook Messenger to Combat COVID-
19 Misinformation, World Health Organization, Geneva, Switzerland,
Apr. 2020.

[410] E.Meinert, M.Milne-Ives, S. Surodina, and C. Lam, ‘‘Agile requirements
engineering and software planning for a digital health platform to engage
the effects of isolation caused by social distancing: Case study,’’ JMIR
Public Health Surveill., vol. 6, no. 2, May 2020, Art. no. e19297.

[411] C. Rodsawang, P. Thongkliang, T. Intawong, A. Sonong,
Y. Thitiwatthana, and S. Chottanapund, ‘‘Designing a competent chatbot
to counter the COVID-19 pandemic and empower risk communication
in an emergency response system,’’ OSIR J., vol. 13, no. 2, p. 71, 2020.

[412] M. Yousefzadeh, ‘‘AI-corona: Radiologist-assistant deep learning frame-
work for COVID-19 diagnosis chest ct scans,’’ PloS one, vol. 16, no. 5,
2021, Art. no. e0250952.

62654 VOLUME 10, 2022



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[413] S. Hoque, M. Azhar, and S. Rodriguez, ‘‘COVID-19 mental health AI
and robot assistant,’’ in Proc. 52nd ACM Tech. Symp. Comput. Sci. Educ.,
Mar. 2021, p. 1385.

[414] E. N. Kajabad and S. V. Ivanov, ‘‘People detection and finding
attractive areas by the use of movement detection analysis and
deep learning approach,’’ Proc. Comput. Sci., vol. 156, pp. 327–337,
Jan. 2019.

[415] A. Brunetti, D. Buongiorno, G. F. Trotta, and V. Bevilacqua, ‘‘Computer
vision and deep learning techniques for pedestrian detection and tracking:
A survey,’’ Neurocomputing, vol. 300, pp. 17–33, Jul. 2018.

[416] M. Manfredi, R. Vezzani, S. Calderara, and R. Cucchiara, ‘‘Detection of
static groups and crowds gathered in open spaces by texture classifica-
tion,’’ Pattern Recognit. Lett., vol. 44, pp. 39–48, Jul. 2014.

[417] RayVision. (Aug. 2021). Home RayVision. Accessed: Aug. 12, 2021.
[Online]. Available: https://rayvision.ai

[418] J. Bay, J. Kek, A. Tan, C. S. Hau, L. Yongquan, J. Tan, and T. A. Quy,
‘‘Bluetrace: A privacy-preserving protocol for community-driven contact
tracing across borders,’’ Government Technol. Agency-Singapore, Singa-
pore, Tech. Rep., 2020.

[419] I. Ahmed, M. Ahmad, and G. Jeon, ‘‘Social distance monitoring frame-
work using deep learning architecture to control infection transmis-
sion of COVID-19 pandemic,’’ Sustain. Cities Soc., vol. 69, Jun. 2021,
Art. no. 102777.

[420] F. Z. Qureshi, ‘‘Object-video streams for preserving privacy in video
surveillance,’’ in Proc. 6th IEEE Int. Conf. Adv. Video Signal Based
Surveill., Sep. 2009, pp. 442–447.

[421] S. Park and M. M. Trivedi, ‘‘A track-based human movement analy-
sis and privacy protection system adaptive to environmental contexts,’’
in Proc. IEEE Conf. Adv. Video Signal Based Surveill., Sep. 2005,
pp. 171–176.

[422] D. Yang, E. Yurtsever, V. Renganathan, K. A. Redmill, and U. Özgüner,
‘‘A vision-based social distancing and critical density detection system
for COVID-19,’’ Sensors, vol. 21, no. 13, p. 4608, 2020.

[423] N. S. Punn, S. K. Sonbhadra, S. Agarwal, and G. Rai, ‘‘Monitoring
COVID-19 social distancing with person detection and tracking via fine-
tuned Yolo v3 and deepsort techniques,’’ 2020, arXiv:2005.01385.

[424] M. FahmiGunawan, ‘‘Human activity recognition (HAR) computer vision
system using deep learning-based detection corona (COVID-19) for peo-
ple mobilization,’’ PalArch’s J. Archaeol. Egypt/Egyptol., vol. 17, no. 5,
pp. 515–524, 2020.

[425] R. Gillies, P. Kinahan, and H. Hricak, ‘‘Radiomics: Images are more than
pictures, they are data,’’ Radiology, vol. 278, no. 2, pp. 563–577, 2016.

[426] T. R. Gadekallu, N. Khare, S. Bhattacharya, S. Singh,
P. K. R. Maddikunta, I.-H. Ra, and M. Alazab, ‘‘Early detection of
diabetic retinopathy using PCA-firefly based deep learning model,’’
Electronics, vol. 9, no. 2, p. 274, Feb. 2020.

[427] T. R. Gadekallu, N. Khare, S. Bhattacharya, S. Singh,
P. K. R. Maddikunta, and G. Srivastava, ‘‘Deep neural networks to
predict diabetic retinopathy,’’ J. Ambient Intell. Humanized Comput.,
pp. 1–14, Apr. 2020.

[428] B. A. Han, J. P. Schmidt, S. E. Bowden, and J. M. Drake, ‘‘Rodent reser-
voirs of future zoonotic diseases,’’ Proc. Nat. Acad. Sci. USA, vol. 112,
no. 22, pp. 7039–7044, Jun. 2015.

[429] A. Ebadi, P. Xi, S. Tremblay, B. Spencer, R. Pall, and A. Wong, ‘‘Under-
standing the temporal evolution of COVID-19 research through machine
learning and natural language processing,’’ Scientometrics, vol. 126,
no. 1, pp. 725–739, Jan. 2021.

[430] E. Voorhees, T. Alam, S. Bedrick, D. Demner-Fushman, W. R. Hersh,
K. Lo, K. Roberts, I. Soboroff, and L. L. Wang, ‘‘TREC-COVID:
Constructing a pandemic information retrieval test collection,’’ in
ACM SIGIR Forum, vol. 54. New York, NY, USA: ACM, 2021,
pp. 1–12.

[431] A. Esteva, A. Kale, R. Paulus, K. Hashimoto, W. Yin, D. Radev, and
R. Socher, ‘‘COVID-19 information retrieval with deep-learning based
semantic search, question answering, and abstractive summarization,’’
NPJ Digit. Med., vol. 4, no. 1, pp. 1–9, Dec. 2021.

[432] D. Su, Y. Xu, T. Yu, F. B. Siddique, E. J. Barezi, and P. Fung, ‘‘CAiRE-
COVID: A question answering and query-focused multi-document sum-
marization system for COVID-19 scholarly information management,’’
2020, arXiv:2005.03975.

[433] F. Alam, F. Dalvi, S. Shaar, N. Durrani, H. Mubarak, A. Nikolov,
G. D. S. Martino, A. Abdelali, H. Sajjad, K. Darwish, and P. Nakov,
‘‘Fighting the COVID-19 infodemic in social media: A holistic perspec-
tive and a call to arms,’’ 2020, arXiv:2007.07996.

[434] J. Stebbing, A. Phelan, I. Griffin, C. Tucker, O. Oechsle, D. Smith, and
P. Richardson, ‘‘COVID-19: Combining antiviral and anti-inflammatory
treatments,’’ Lancet Infectious Diseases, vol. 20, no. 4, pp. 400–402,
Apr. 2020.

[435] Q. Wang, L. Huang, Z. Jiang, K. Knight, H. Ji, M. Bansal, and Y. Luan,
‘‘PaperRobot: Incremental draft generation of scientific ideas,’’ 2019,
arXiv:1905.07870.

[436] C. Wise, V. N. Ioannidis, M. R. Calvo, X. Song, G. Price, N. Kulkarni,
R. Brand, P. Bhatia, and G. Karypis, ‘‘COVID-19 knowledge graph:
Accelerating information retrieval and discovery for scientific literature,’’
2020, arXiv:2007.12731.

[437] H. Hettiarachchi and T. Ranasinghe, ‘‘InfoMiner at WNUT-2020 task
2: Transformer-based covid-19 informative tweet extraction,’’ 2020,
arXiv:2010.05327.

[438] S. Gururangan, A. Marasović, S. Swayamdipta, K. Lo, I. Beltagy,
D. Downey, and N. A. Smith, ‘‘Don’t stop pretraining: Adapt language
models to domains and tasks,’’ 2020, arXiv:2004.10964.

[439] M. Nofer, P. Gomber, O. Hinz, and D. Schiereck, ‘‘Blockchain,’’ Bus. Inf.
Syst. Eng., vol. 59, no. 3, pp. 183–187, Mar. 2017.

[440] A. Khurshid, ‘‘Applying blockchain technology to address the crisis of
trust during the COVID-19 pandemic,’’ JMIR Med. Informat., vol. 8,
no. 9, Sep. 2020, Art. no. e20477.

[441] T. S. Bernard, T. Hsu, N. Perlroth, and R. Lieber, Equifax Says Cyber-
attack May Have Affected 143 Million in the U.S. New York, NY, USA:
New York Times, Feb. 2020.

[442] J. D. Collins, V. A. Sainato, and D. N. Khey, ‘‘Organizational data
breaches 2005–2010: Applying SCP to the healthcare and education
sectors,’’ Int. J. Cyber Criminol., vol. 5, no. 1, pp. 1–17, 2011.

[443] Y. Lewenberg, Y. Sompolinsky, and A. Zohar, ‘‘Inclusive block chain pro-
tocols,’’ in Proc. Int. Conf. Financial Cryptography Data Secur., Cham,
Switzerland: Springer, 2015, pp. 528–547.

[444] M. Torky and A. E. Hassanien, ‘‘COVID-19 blockchain framework:
Innovative approach,’’ 2020, arXiv:2004.06081.

[445] C. Garg, A. Bansal, and R. P. Padappayil, ‘‘COVID-19: Prolonged social
distancing implementation strategy using blockchain-based movement
passes,’’ J. Med. Syst., vol. 44, no. 9, pp. 1–3, Sep. 2020.

[446] (May 2020). COVID-19 Worldwide Survey iReport-COVID App.
Accessed: Aug. 11, 2021. [Online]. Available: https://ireport.algorand.
org/en

[447] G. Karopoulos, J. L. Hernandez-Ramos, V. Kouliaridis, and
G. Kambourakis, ‘‘A survey on digital certificates approaches for
the COVID-19 pandemic,’’ IEEE Access, vol. 9, pp. 138003–138025,
2021.

[448] C. Antal, T. Cioara, M. Antal, and I. Anghel, ‘‘Blockchain platform for
COVID-19 vaccine supply management,’’ IEEE Open J. Comput. Soc.,
vol. 2, pp. 164–178, 2021.

[449] W. Team, ‘‘Black market for fake COVID vaccine certificates has grown
10 times in 29 countries: Study,’’ WION, Sep. 2021.

[450] L. Zhao, L. Chen, and A. Safi, ‘‘Blockchain technology in post-COVID
agriculture,’’ in Proc. 5th Int. Conf. Comput. Manage. Bus. (ICCMB),
Jan. 2022, pp. 50–55.

[451] World Wide Web Consortium. (2019). Verifiable Credentials
Data Model 1.0: Expressing Verifiable Information on the Web.
https://www.w3.org/TR/vc-data-model/?#core-data-model

[452] A. V. Sambra, E. Mansour, S. Hawke, M. Zereba, N. Greco, A. Ghanem,
D. Zagidulin, A. Aboulnaga, and T. Berners-Lee, ‘‘Solid: A platform
for decentralized social applications based on linked data,’’ MIT CSAIL
Qatar Comput. Res. Inst., Cambridge, MA, USA, Tech. Rep., 2016.

[453] J. Song, T. Gu, Z. Fang, X. Feng, Y. Ge, H. Fu, P. Hu, and P.
Mohapatra, ‘‘Blockchain meets COVID-19: A framework for con-
tact information sharing and risk notification system,’’ in Proc. IEEE
18th Int. Conf. Mobile Ad Hoc Smart Syst. (MASS), Oct. 2021,
pp. 269–277.

[454] M. Aydar, S. Ayvaz, and S. C. Cetin, ‘‘Towards a blockchain based digital
identity verification, record attestation and record sharing system,’’ 2019,
arXiv:1906.09791.

[455] A. A. Abd-alrazaq, M. Alajlani, D. Alhuwail, A. Erbad, A. Giannicchi,
Z. Shah, M. Hamdi, and M. Househ, ‘‘Blockchain technologies to miti-
gate COVID-19 challenges: A scoping review,’’ Comput. Methods Pro-
grams Biomed. Update, vol. 1, Jan. 2021, Art. no. 100001.

[456] S. V. Kogilavani, J. Prabhu, R. Sandhiya, M. S. Kumar, U. Subramaniam,
A. Karthick, M. Muhibbullah, and S. B. S. Imam, ‘‘COVID-19 detection
based on lung ct scan using deep learning techniques,’’ Comput. Math.
Methods Med., vol. 2022, pp. 1–13, Feb. 2022.

VOLUME 10, 2022 62655



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[457] L. M. Kucirka, S. A. Lauer, O. Laeyendecker, D. Boon, and J. Lessler,
‘‘Variation in false-negative rate of reverse transcriptase polymerase chain
reaction–based SARS-CoV-2 tests by time since exposure,’’Ann. Internal
Med., vol. 173, no. 4, pp. 262–267, Aug. 2020.

[458] C. Shorten, T. M. Khoshgoftaar, and B. Furht, ‘‘Deep learning applica-
tions for COVID-19,’’ J. big Data, vol. 8, no. 1, pp. 1–54, 2021.

[459] V. Rajinikanth, N. Dey, A. N. J. Raj, A. E. Hassanien, K. C. Santosh,
and N. S. M. Raja, ‘‘Harmony-search and Otsu based system for coron-
avirus disease (COVID-19) detection using lung CT scan images,’’ 2020,
arXiv:2004.03431.

[460] J. P. Kanne, ‘‘Chest CT findings in 2019 novel coronavirus (2019-nCoV)
infections from Wuhan, China: Key points for the radiologist,’’ Radiol.
Soc. North Amer., Oak Brook, IL, USA, Tech. Rep., 2020.

[461] N. Rieke, J. Hancox, W. Li, F. Milletarì, H. R. Roth, S. Albarqouni,
S. Bakas, M. N. Galtier, B. A. Landman, K. Maier-Hein, S. Ourselin,
M. Sheller, R. M. Summers, A. Trask, D. Xu, M. Baust, and
M. J. Cardoso, ‘‘The future of digital health with federated learning,’’
NPJ Digit. Med., vol. 3, no. 1, pp. 1–7, Dec. 2020.

[462] M. Fredrikson, S. Jha, and T. Ristenpart, ‘‘Model inversion attacks
that exploit confidence information and basic countermeasures,’’ in
Proc. 22nd ACM SIGSAC Conf. Comput. Commun. Secur., Oct. 2015,
pp. 1322–1333.

[463] P. Forthmann and G. Pfleiderer, ‘‘Augmented display device for
use in a medical imaging laboratory,’’ U.S. Patent 10 412 377,
Sep. 10, 2019.

[464] V. Srivastav, T. Issenhuth, A. Kadkhodamohammadi, M. de Mathelin,
A. Gangi, and N. Padoy, ‘‘MVOR: A multi-view RGB-D operating room
dataset for 2D and 3D human pose estimation,’’ 2018, arXiv:1808.
08180.

[465] G. Georgakis, R. Li, S. Karanam, T. Chen, J. Košecká, and Z. Wu,
‘‘Hierarchical kinematic human mesh recovery,’’ in Proc. Eur. Conf.
Comput. Vis., Cham, Switzerland: Springer, 2020, pp. 768–784.

[466] H. S. Maghdid, A. T. Asaad, K. Z. Ghafoor, A. S. Sadiq, S. Mirjalili,
and M. K. Khan, ‘‘Diagnosing COVID-19 pneumonia from X-ray and ct
images using deep learning and transfer learning algorithms,’’Proc. SPIE,
vol. 11734, Apr. 2021, Art. no. 117340E.

[467] M. Raghu, C. Zhang, J. Kleinberg, and S. Bengio, ‘‘Transfu-
sion: Understanding transfer learning for medical imaging,’’ 2019,
arXiv:1902.07208.

[468] A. Verma, S. B. Amin, M. Naeem, and M. Saha, ‘‘Detecting COVID-
19 from chest computed tomography scans using AI-driven Android
application,’’ Comput. Biol. Med., vol. 143, Apr. 2022, Art. no. 105298.

[469] I. S. Farahat, A. Sharafeldeen, M. Elsharkawy, A. Soliman, A. Mahmoud,
M. Ghazal, F. Taher, M. Bilal, A. A. K. A. Razek, W. Aladrousy,
S. Elmougy, A. E. Tolba, M. El-Melegy, and A. El-Baz, ‘‘The role of
3D CT imaging in the accurate diagnosis of lung function in coronavirus
patients,’’ Diagnostics, vol. 12, no. 3, p. 696, Mar. 2022.

[470] N. Wetsman, ‘‘First autonomous X-ray-analyzing AI is cleared in the
EU,’’ Verge, Apr. 2022.

[471] S. Wang, Y. Zha, W. Li, Q. Wu, X. Li, M. Niu, M. Wang, X. Qiu, H. Li,
H. Yu, W. Gong, Y. Bai, L. Li, Y. Zhu, L. Wang, and J. Tian, ‘‘A fully
automatic deep learning system for COVID-19 diagnostic and prognostic
analysis,’’Eur. Respiratory J., vol. 56, no. 2, Aug. 2020, Art. no. 2000775.

[472] M.H.H. Alameady,M.O.Mosa, A. A. Aljarrah, andH. S. Razzaq, ‘‘Deep
convolutional neural network classified the pneumonia and coronavirus
diseases (COVID-19) by softmax nonlinearity function,’’ Int. J. Nonlinear
Anal. Appl., vol. 13, no. 1, pp. 2245–2251, 2022.

[473] A. H. Barshooi and A. Amirkhani, ‘‘A novel data augmentation based on
Gabor filter and convolutional deep learning for improving the classifica-
tion of COVID-19 chest X-ray images,’’Biomed. Signal Process. Control,
vol. 72, Feb. 2022, Art. no. 103326.

[474] R. Machupalli, M. Hossain, and M. Mandal, ‘‘Review of ASIC accel-
erators for deep neural network,’’ Microprocessors Microsyst., vol. 89,
Mar. 2022, Art. no. 104441.

[475] S. Bianco, R. Cadene, L. Celona, and P. Napoletano, ‘‘Benchmark anal-
ysis of representative deep neural network architectures,’’ IEEE Access,
vol. 6, pp. 64270–64277, 2018.

[476] A. Garain, A. Basu, F. Giampaolo, J. D. Velasquez, andR. Sarkar, ‘‘Detec-
tion of COVID-19 from ct scan images: A spiking neural network-based
approach,’’ Neural Comput. Appl., vol. 33, no. 19, pp. 12591–12604,
2021.

[477] T. Zhou, H. Lu, Z. Yang, S. Qiu, B. Huo, and Y. Dong, ‘‘The ensemble
deep learning model for novel COVID-19 on CT images,’’ Appl. Soft
Comput., vol. 98, Jan. 2021, Art. no. 106885.

[478] P. Gifani, A. Shalbaf, and M. Vafaeezadeh, ‘‘Automated detection of
COVID-19 using ensemble of transfer learning with deep convolutional
neural network based on CT scans,’’ Int. J. Comput. Assist. Radiol. Surg.,
vol. 16, no. 1, pp. 115–123, Jan. 2021.

[479] N. Ghassemi, A. Shoeibi, M. Khodatars, J. Heras, A. Rahimi,
A. Zare, R. B. Pachori, and J. M. Gorriz, ‘‘Automatic diagnosis of
COVID-19 from CT images using CycleGAN and transfer learning,’’
2021, arXiv:2104.11949.

[480] G. Muhammad, F. Alshehri, F. Karray, A. E. Saddik, M. Alsulaiman,
and T. H. Falk, ‘‘A comprehensive survey on multimodal medical signals
fusion for smart healthcare systems,’’ Inf. Fusion, vol. 76, pp. 355–375,
Dec. 2021.

[481] Y. Suzuki, A. Suzuki, S. Nakamura, T. Ishikawa, and A. Kinoshita,
‘‘Machine learning model estimating number of COVID-19 infection
cases over coming 24 days in every province of south Korea (xgboost
and multioutputregressor),’’MedRxiv, pp. 1–11, May 2020.

[482] E. E.-D. Hemdan, M. A. Shouman, and M. E. Karar, ‘‘COVIDX-Net: A
framework of deep learning classifiers to diagnose COVID-19 in X-ray
images,’’ 2020, arXiv:2003.11055.

[483] G. Gaál, B. Maga, and A. Lukács, ‘‘Attention U-Net based
adversarial architectures for chest X-ray lung segmentation,’’ 2020,
arXiv:2003.10304.

[484] P. Afshar, S. Heidarian, F. Naderkhani, A. Oikonomou, K. N. Plataniotis,
and A. Mohammadi, ‘‘COVID-CAPS: A capsule network-based frame-
work for identification of COVID-19 cases from X-ray images,’’ Pattern
Recognit. Lett., vol. 138, pp. 638–643, Oct. 2020.

[485] Z. Nabulsi, A. Sellergren, S. Jamshy, C. Lau, E. Santos, A. P. Kiraly,
W. Ye, J. Yang, R. Pilgrim, S. Kazemzadeh, and J. Yu, ‘‘Deep learning
for distinguishing normal versus abnormal chest radiographs and gener-
alization to two unseen diseases tuberculosis and COVID-19,’’ Sci. Rep.,
vol. 11, no. 1, pp. 1–15, Dec. 2021.

[486] T. Goel, R. Murugan, S. Mirjalili, and D. K. Chakrabartty, ‘‘OptCoNet:
An optimized convolutional neural network for an automatic diagnosis
of COVID-19,’’ Int. J. Speech Technol., vol. 51, no. 3, pp. 1351–1366,
Mar. 2021.

[487] S. Minaee, R. Kafieh, M. Sonka, S. Yazdani, and G. J. Soufi, ‘‘Deep-
COVID: Predicting COVID-19 from chest X-ray images using deep
transfer learning,’’Med. Image Anal., vol. 65, Oct. 2020, Art. no. 101794.

[488] A. K. Das, S. Kalam, C. Kumar, and D. Sinha, ‘‘TLCoV—An automated
COVID-19 screening model using transfer learning from chest X-ray
images,’’ Chaos, Solitons Fractals, vol. 144, Mar. 2021, Art. no. 110713.

[489] E. F. Ohata, G. M. Bezerra, J. V. S. das Chagas, A. V. L. Neto,
A. B. Albuquerque, V. H. C. de Albuquerque, and P. P. R. Filho, ‘‘Auto-
matic detection of COVID-19 infection using chest X-ray images through
transfer learning,’’ IEEE/CAA J. Autom. Sinica, vol. 8, no. 1, pp. 239–248,
Jan. 2021.

[490] S. M. J. Jalali, M. Ahmadian, S. Ahmadian, A. Khosravi, M. Alazab,
and S. Nahavandi, ‘‘An oppositional-cauchy based GSK evolutionary
algorithm with a novel deep ensemble reinforcement learning strategy
for COVID-19 diagnosis,’’ Appl. Soft Comput., vol. 111, Nov. 2021,
Art. no. 107675.

[491] M. R. Panicker, Y. T. Chen, G. M, M. A N, K. V. Narayan, C. Kesavadas,
and A. P Vinod, ‘‘An approach towards physics informed lung ultrasound
image scoring neural network for diagnostic assistance in COVID-19,’’
2021, arXiv:2106.06980.

[492] J. Diaz-Escobar, N. E. Ordóñez-Guillén, S. Villarreal-Reyes,
A. Galaviz-Mosqueda, V. Kober, R. Rivera-Rodriguez, and J. E. L. Rizk,
‘‘Deep-learning based detection of COVID-19 using lung ultrasound
imagery,’’ PLoS ONE, vol. 16, no. 8, Aug. 2021, Art. no. e0255886.

[493] M. L. Hoang, M. Carratú, V. Paciello, and A. Pietrosanto, ‘‘Body
temperature—Indoor condition monitor and activity recognition by
MEMS accelerometer based on IoT-alert system for people in quarantine
due to COVID-19,’’ Sensors, vol. 21, no. 7, p. 2313, 2021.

[494] A. Gollwitzer, K. McLoughlin, C. Martel, J. Marshall, J. M. Höhs,
and J. A. Bargh, ‘‘Connecting self-reported social distancing to real-
world behavior during the COVID-19 pandemic,’’ PsyArXiv, USA,
Tech. Rep., 2020.

[495] Z. N. Khan and J. Ahmad, ‘‘Attention induced multi-head convolutional
neural network for human activity recognition,’’ Appl. Soft Comput.,
vol. 110, Oct. 2021, Art. no. 107671.

[496] X. Ouyang, Z. Xie, J. Zhou, J. Huang, and G. Xing, ‘‘ClusterFL: A
similarity-aware federated learning system for human activity recog-
nition,’’ in Proc. 19th Annu. Int. Conf. Mobile Syst., Appl., Services,
Jun. 2021, pp. 54–66.

62656 VOLUME 10, 2022



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[497] A. Nedorubova, A. Kadyrova, and A. Khlyupin, ‘‘Human activity recog-
nition using continuous wavelet transform and convolutional neural net-
works,’’ 2021, arXiv:2106.12666.

[498] F. Balabdaoui and D. Mohr, ‘‘Age-stratified discrete compartment model
of the COVID-19 epidemic with application to Switzerland,’’ Sci. Rep.,
vol. 10, no. 1, pp. 1–12, Dec. 2020.

[499] R. Engbert, M. M. Rabe, R. Kliegl, and S. Reich, ‘‘Sequential data assim-
ilation of the stochastic SEIR epidemic model for regional COVID-19
dynamics,’’ Bull. Math. Biol., vol. 83, no. 1, pp. 1–16, Jan. 2021.

[500] I. Korolev, ‘‘Identification and estimation of the SEIRD epidemic model
for COVID-19,’’ J. Econometrics, vol. 220, no. 1, pp. 63–85, Jan. 2021.

[501] A. Mahajan, N. A. Sivadas, and R. Solanki, ‘‘An epidemic model
SIPHERD and its application for prediction of the spread of COVID-19
infection in India,’’ Chaos, Solitons Fractals, vol. 140, Nov. 2020,
Art. no. 110156.

[502] G. Giordano, F. Blanchini, R. Bruno, P. Colaneri, A. D. Filippo,
A. D. Matteo, and M. Colaneri, ‘‘Modelling the COVID-19 epidemic and
implementation of population-wide interventions in Italy,’’ Nature Med.,
vol. 26, no. 6, pp. 855–860, Jun. 2020.

[503] Ã. Leitao and C. Vázquez, ‘‘A stochastic θ -Seihrd model: Adding ran-
domness to the COVID-19 spread,’’ 2020, arXiv:2010.15504.

[504] M. D. la Sen and A. Ibeas, ‘‘On an SE(Is)(Ih)AR epidemic model with
combined vaccination and antiviral controls for COVID-19 pandemic,’’
Adv. Difference Equ., vol. 2021, no. 1, pp. 1–30, Dec. 2021.

[505] S. Ahmad, A. Ullah, Q. M. Al-Mdallal, H. Khan, K. Shah, and A. Khan,
‘‘Fractional order mathematical modeling of COVID-19 transmission,’’
Chaos, Solitons Fractals, vol. 139, Oct. 2020, Art. no. 110256.

[506] I. A. Baba and B. A. Nasidi, ‘‘Fractional order epidemic model for
the dynamics of novel COVID-19,’’ Alexandria Eng. J., vol. 60, no. 1,
pp. 537–548, Feb. 2021.

[507] G. Hussain, T. Khan, A. Khan, M. Inc, G. Zaman, K. S. Nisar, and
A. Akgül, ‘‘Modeling the dynamics of novel coronavirus (COVID-19)
via stochastic epidemic model,’’ Alexandria Eng. J., vol. 60, no. 4,
pp. 4121–4130, Aug. 2021.

[508] T. Khan, G. Zaman, and Y. El-Khatib, ‘‘Modeling the dynamics of novel
coronavirus (COVID-19) via stochastic epidemic model,’’ Results Phys.,
vol. 24, May 2021, Art. no. 104004.

[509] X. Zhang, H. Liu, H. Tang, M. Zhang, X. Yuan, and X. Shen, ‘‘The effect
of population size for pathogen transmission on prediction of COVID-19
spread,’’ Sci. Rep., vol. 11, no. 1, pp. 1–12, Dec. 2021.

[510] N. Whiteley and L. Rimella, ‘‘Inference in stochastic epidemic models
via multinomial approximations,’’ in Proc. Int. Conf. Artif. Intell. Statist.,
2021, pp. 1297–1305.

[511] J. Long, A. Khaliq, and K. Furati, ‘‘Identification and prediction of time-
varying parameters of COVID-19 model: A data-driven deep learning
approach,’’ Int. J. Comput. Math., vol. 98, no. 8, pp. 1617–1632, 2021.

[512] G. C. Calafiore, C. Novara, and C. Possieri, ‘‘A time-varying SIRD
model for the COVID-19 contagion in Italy,’’ Annu. Rev. Control, vol. 50,
pp. 361–372, Jan. 2020.

[513] H. Lazrag, R. B. Ali, and R. Ejbali, ‘‘Sparse wavelet auto-encoder for
COVID-19 cases identification,’’ in Proc. Int. Conf. Hybrid Intell. Syst.,
Cham, Switzerland: Springer, 2020, pp. 22–29.

[514] Y.-X. Jiang, X. Xiong, S. Zhang, J.-X. Wang, J.-C. Li, and L. Du,
‘‘Modeling and prediction of the transmission dynamics of COVID-19
based on the SINDy–LM method,’’ Nonlinear Dyn., vol. 105, no. 3,
pp. 2775–2794, 2021.

[515] D. Wu, L. Gao, X. Xiong, M. Chinazzi, A. Vespignani, Y.-A. Ma, and
R. Yu, ‘‘DeepGLEAM: A hybrid mechanistic and deep learning model
for COVID-19 forecasting,’’ 2021, arXiv:2102.06684.

[516] Z. Chen, J. Yang, and B. Dai, ‘‘Forecast possible risk for COVID-19
epidemic dissemination under current control strategies in Japan,’’ Int.
J. Environ. Res. Public Health, vol. 17, no. 11, p. 3872, May 2020.

[517] M. Ferranna, D. Cadarette, and D. E. Bloom, ‘‘COVID-19 vaccine allo-
cation: Modeling health outcomes and equity implications of alternative
strategies,’’ Engineering, vol. 7, no. 7, pp. 924–935, Jul. 2021.

[518] D. Fanelli and F. Piazza, ‘‘Analysis and forecast of COVID-19 spreading
in China, Italy and France,’’Chaos, Solitons Fractals, vol. 134,May 2020,
Art. no. 109761.

[519] M. Maleki, M. R. Mahmoudi, D. Wraith, and K.-H. Pho, ‘‘Time series
modelling to forecast the confirmed and recovered cases of COVID-19,’’
Travel Med. Infectious Disease, vol. 37, Sep. 2020, Art. no. 101742.

[520] H. Tandon, P. Ranjan, T. Chakraborty, and V. Suhag, ‘‘Coronavirus
(COVID-19): ARIMA based time-series analysis to forecast near future,’’
2020, arXiv:2004.07859.

[521] V. Vaishnav and J. Vajpai, ‘‘Assessment of impact of relaxation in lock-
down and forecast of preparation for combating COVID-19 pandemic in
India using group method of data handling,’’ Chaos, Solitons Fractals,
vol. 140, Nov. 2020, Art. no. 110191.

[522] F. Shahid, A. Zameer, and M. Muneeb, ‘‘Predictions for COVID-19 with
deep learning models of LSTM, GRU and bi-LSTM,’’ Chaos, Solitons
Fractals, vol. 140, Nov. 2020, Art. no. 110212.

[523] R. Salgotra, M. Gandomi, and A. H. Gandomi, ‘‘Time series analysis
and forecast of the COVID-19 pandemic in India using genetic program-
ming,’’ Chaos, Solitons Fractals, vol. 138, Sep. 2020, Art. no. 109945.

[524] R. M. A. Velásquez and J. V. M. Lara, ‘‘Forecast and evalua-
tion of COVID-19 spreading in USA with reduced-space Gaussian
process regression,’’ Chaos, Solitons Fractals, vol. 136, Jul. 2020,
Art. no. 109924.

[525] S. Singh, K. S. Parmar, J. Kumar, and S. J. S. Makkhan, ‘‘Development of
new hybrid model of discrete wavelet decomposition and autoregressive
integrated moving average (ARIMA) models in application to one month
forecast the casualties cases of COVID-19,’’ Chaos, Solitons Fractals,
vol. 135, Jun. 2020, Art. no. 109866.

[526] M. Villalobos-Arias, ‘‘Using generalized logistics regression to forecast
population infected by COVID-19,’’ 2020, arXiv:2004.02406.

[527] S. Dash, S. Chakravarty, S. N. Mohanty, C. R. Pattanaik, and S. Jain,
‘‘A deep learning method to forecast COVID-19 outbreak,’’ New Gener.
Comput., vol. 39, no. 3, pp. 515–539, 2021.

[528] A. Zeroual, F. Harrou, A. Dairi, and Y. Sun, ‘‘Deep learning methods for
forecasting COVID-19 time-series data: A comparative study,’’ Chaos,
Solitons Fractals, vol. 140, Nov. 2020, Art. no. 110121.

[529] A. H. Elsheikh, A. I. Saba, M. A. Elaziz, S. Lu, S. Shanmugan,
T. Muthuramalingam, R. Kumar, A. O. Mosleh, F. A. Essa, and
T. A. Shehabeldeen, ‘‘Deep learning-based forecasting model for
COVID-19 outbreak in Saudi Arabia,’’ Process Saf. Environ. Protection,
vol. 149, pp. 223–233, May 2021.

[530] H.Wang, G. Tao, J. Ma, S. Jia, L. Chi, H. Yang, Z. Zhao, and J. Tao, ‘‘Pre-
dicting the epidemics trend of COVID-19 using epidemiological-based
generative adversarial networks,’’ IEEE J. Sel. Topics Signal Process.,
vol. 16, no. 2, pp. 276–288, Feb. 2022.

[531] S. Arik, ‘‘Interpretable sequence learning for COVID-19 forecasting,’’ in
Proc. Adv. Neural Inf. Process. Syst., vol. 33, 2020, pp. 18807–18818.

[532] S. Zhang, S. Wang, L. Yuan, X. Liu, and B. Gong, ‘‘The impact of
epidemics on agricultural production and forecast of COVID-19,’’ China
Agricult. Econ. Rev., vol. 12, no. 3, pp. 409–425, Aug. 2020.

[533] N. E. Dean, A. Pastore Y Piontti, Z. J. Madewell, D. A. T. Cummings,
M. D. T. Hitchings, K. Joshi, R. Kahn, A. Vespignani,M. E. Halloran, and
I. M. Longini, ‘‘Ensemble forecast modeling for the design of COVID-
19 vaccine efficacy trials,’’ Vaccine, vol. 38, no. 46, pp. 7213–7216,
Oct. 2020.

[534] Y. Chen, ‘‘COVID-19 pandemic imperils weather forecast,’’ Geophys.
Res. Lett., vol. 47, no. 15, Aug. 2020, Art. no. e2020GL088613.

[535] N. H. Shah, A. H. Suthar, and E. N. Jayswal, ‘‘Control strategies to curtail
transmission of COVID-19,’’ Int. J. Math. Math. Sci., vol. 2020, pp. 1–12,
May 2020.

[536] F. Casella, ‘‘Can the COVID-19 epidemic be controlled on the basis of
daily test reports?’’ IEEE Control Syst. Lett., vol. 5, no. 3, pp. 1079–1084,
Jul. 2021.

[537] H. Chen, B. Haus, and P. Mercorelli, ‘‘Extension of SEIR compartmental
models for constructive Lyapunov control of COVID-19 and analysis
in terms of practical stability,’’ Mathematics, vol. 9, no. 17, p. 2076,
Aug. 2021.

[538] L. L. Obsu and S. F. Balcha, ‘‘Optimal control strategies for the trans-
mission risk of COVID-19,’’ J. Biol. Dyn., vol. 14, no. 1, pp. 590–607,
Jan. 2020.

[539] W. Choi and E. Shim, ‘‘Optimal strategies for social distancing and
testing to control COVID-19,’’ J. Theor. Biol., vol. 512, Mar. 2021,
Art. no. 110568.

[540] R. Rowthorn and J.Maciejowski, ‘‘A cost–benefit analysis of the COVID-
19 disease,’’ Oxford Rev. Econ. Policy, vol. 36, no. 1, pp. S38–S55, 2020.

[541] S. Bushnaq, T. Saeed, D. F.M. Torres, andA. Zeb, ‘‘Control of COVID-19
dynamics through a fractional-order model,’’ Alexandria Eng. J., vol. 60,
no. 4, pp. 3587–3592, Aug. 2021.

[542] Y. Zuo, Y. Ma, M. Zhang, X. Wu, and Z. Ren, ‘‘The impact of
sharing physical activity experience on social network sites on resi-
dents’ social connectedness: A cross-sectional survey during COVID-
19 social quarantine,’’ Globalization Health, vol. 17, no. 1, pp. 1–12,
Dec. 2021.

VOLUME 10, 2022 62657



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[543] M. Haman, ‘‘The use of Twitter by state leaders and its impact on
the public during the COVID-19 pandemic,’’ Heliyon, vol. 6, no. 11,
Nov. 2020, Art. no. e05540.

[544] M. Hung, E. Lauren, E. S. Hon, W. C. Birmingham, J. Xu, S. Su,
S. D. Hon, J. Park, P. Dang, and M. S. Lipsky, ‘‘Social network analysis
of COVID-19 sentiments: Application of artificial intelligence,’’ J. Med.
Internet Res., vol. 22, no. 8, Aug. 2020, Art. no. e22590.

[545] W. Ahmed, J. Vidal-Alaball, F. L. Segui, and P. A. Moreno-Sánchez,
‘‘A social network analysis of tweets related to masks during the COVID-
19 pandemic,’’ Int. J. Environ. Res. Public Health, vol. 17, no. 21, p. 8235,
Nov. 2020.

[546] M. S. Ahmed, T. T. Aurpa, and M. M. Anwar, ‘‘Detecting sentiment
dynamics and clusters of Twitter users for trending topics in COVID-19
pandemic,’’ PLoS ONE, vol. 16, no. 8, Aug. 2021, Art. no. e0253300.

[547] O. Troisi, G. Fenza, M. Grimaldi, and F. Loia, ‘‘COVID-19 sentiments
in smart cities: The role of technology anxiety before and during the
pandemic,’’ Comput. Hum. Behav., vol. 126, Jan. 2022, Art. no. 106986.

[548] A. EL Azzaoui, S. K. Singh, and J. H. Park, ‘‘SNS big data analysis
framework for COVID-19 outbreak prediction in smart healthy city,’’
Sustain. Cities Soc., vol. 71, Aug. 2021, Art. no. 102993.

[549] J. A. Firth, J. Hellewell, P. Klepac, S. Kissler, A. J. Kucharski, and
L. G. Spurgin, ‘‘Using a real-world network to model localized COVID-
19 control strategies,’’NatureMed., vol. 26, no. 10, pp. 1616–1622, 2020.

[550] M. K. P. So, A. Tiwari, A. M. Y. Chu, J. T. Y. Tsang, and J. N. L. Chan,
‘‘Visualizing COVID-19 pandemic risk through network connectedness,’’
Int. J. Infectious Diseases, vol. 96, pp. 558–561, Jul. 2020.

[551] A. M. Y. Chu, J. T. Y. Tsang, J. N. L. Chan, A. Tiwari, and M. K. P. So,
‘‘Analysis of travel restrictions for COVID-19 control in Latin Amer-
ica through network connectedness,’’ J. Travel Med., vol. 27, no. 8,
Dec. 2020, Art. no. taaa176.

[552] S. Thurner, P. Klimek, and R. Hanel, ‘‘A network-based explanation of
why most COVID-19 infection curves are linear,’’ Proc. Nat. Acad. Sci.
USA, vol. 117, no. 37, pp. 22684–22689, Sep. 2020.

[553] J. Hellewell, ‘‘Feasibility of controlling COVID-19 outbreaks by iso-
lation of cases and contacts,’’ Lancet Global Health, vol. 8, no. 4,
pp. e488–e496, Apr. 2020.

[554] A. Karaivanov, ‘‘A social network model of COVID-19,’’ PLoS ONE,
vol. 15, no. 10, 2020, Art. no. e0240878.

[555] J. N. Tetteh, ‘‘COVID-19 network model to evaluate vaccine strategies
towards herd immunity,’’MedRxiv, pp. 1–29, Dec. 2020.

[556] A. Kapoor, X. Ben, L. Liu, B. Perozzi, M. Barnes, M. Blais, and
S. O’Banion, ‘‘Examining COVID-19 forecasting using spatio-temporal
graph neural networks,’’ 2020, arXiv:2007.03113.

[557] Z. Lv, J. Li, C. Dong, H. Li, and Z. Xu, ‘‘Deep learning in the COVID-
19 epidemic: A deep model for urban traffic revitalization index,’’ Data
Knowl. Eng., vol. 135, Sep. 2021, Art. no. 101912.

[558] A. Nagurney, ‘‘Supply chain game theory network modeling under labor
constraints: Applications to the COVID-19 pandemic,’’ Eur. J. Oper. Res.,
vol. 293, no. 3, pp. 880–891, Sep. 2021.

[559] D. Bertsimas, J. K. Ivanhoe, A. Jacquillat, M. L. Li, A. Previero,
O. S. Lami, and H. T. Bouardi, ‘‘Optimizing vaccine allocation to combat
the COVID-19 pandemic,’’MedRxiv, pp. 1–27, Nov. 2020.

[560] G. Arora, J. Joshi, R. S. Mandal, N. Shrivastava, R. Virmani, and T. Sethi,
‘‘Artificial intelligence in surveillance, diagnosis, drug discovery and
vaccine development against COVID-19,’’ Pathogens, vol. 10, no. 8,
p. 1048, Aug. 2021.

[561] H. Zhang, K. M. Saravanan, Y. Yang, M. T. Hossain, J. Li, X. Ren,
Y. Pan, and Y. Wei, ‘‘Deep learning based drug screening for novel
coronavirus 2019-nCov,’’ Interdiscipl. Sci., Comput. Life Sci., vol. 12,
no. 3, pp. 368–376, Sep. 2020.

[562] F. MacLean, ‘‘Knowledge graphs and their applications in drug discov-
ery,’’ Expert Opinion Drug Discovery, vol. 16, no. 9, pp. 1057–1069,
Sep. 2021.

[563] M. Cheung and J. M. F. Moura, ‘‘Graph neural networks for COVID-19
drug discovery,’’ inProc. IEEE Int. Conf. Big Data (Big Data), Dec. 2020,
pp. 5646–5648.

[564] D. M. Gysi, Ì. do Valle, M. Zitnik, A. Ameli, X. Gan, O. Varol,
S. D. Ghiassian, J. J. Patten, R. A. Davey, J. Loscalzo, and A.-L. Barabási,
‘‘Network medicine framework for identifying drug-repurposing oppor-
tunities for COVID-19,’’ Proc. Nat. Acad. Sci. USA, vol. 118, no. 19,
May 2021, Art. no. e2025581118.

[565] G. Fiscon, F. Conte, L. Farina, and P. Paci, ‘‘SAveRUNNER: A network-
based algorithm for drug repurposing and its application to COVID-19,’’
PLOS Comput. Biol., vol. 17, no. 2, Feb. 2021, Art. no. e1008686.

[566] Y. Nam, J.-S. Yun, S. M. Lee, J. W. Park, Z. Chen, B. Lee, A. Verma,
X. Ning, L. Shen, and D. Kim, ‘‘Network reinforcement driven drug
repurposing for COVID-19 by exploiting disease-gene-drug associa-
tions,’’ 2020, arXiv:2008.05377.

[567] X. Zhang, L. Chen, M. Feng, and T. Jiang, ‘‘Toward reliable non-line-
of-sight localization using multipath reflections,’’ Proc. ACM Interact.,
Mobile, Wearable Ubiquitous Technol., vol. 6, no. 1, pp. 1–25, Mar. 2022.

[568] J. Li, X. Wang, X. Huang, F. Chen, X. Zhang, Y. Liu, G. Luo, and X. Xu,
‘‘Application of CareDose 4D combined with karl 3D technology in the
low dose computed tomography for the follow-up of COVID-19,’’ BMC
Med. Imag., vol. 20, no. 1, pp. 1–6, Dec. 2020.

[569] H. Zheng, J. Zhu,W. Xie, and J. Zhong, ‘‘Reinforcement learning assisted
oxygen therapy for COVID-19 patients under intensive care,’’ 2021,
arXiv:2105.08923.

[570] N. Sharma, P. Krishnan, R. Kumar, S. Ramoji, S. R. Chetupalli,
P. K. Ghosh, and S. Ganapathy, ‘‘Coswara—A database of breath-
ing, cough, and voice sounds for COVID-19 diagnosis,’’ 2020,
arXiv:2005.10548.

[571] C. Brown, J. Chauhan, A. Grammenos, J. Han, A. Hasthanasombat,
D. Spathis, T. Xia, P. Cicuta, and C. Mascolo, ‘‘Exploring automatic
diagnosis of COVID-19 from crowdsourced respiratory sound data,’’
2020, arXiv:2006.05919.

[572] P. Mouawad, T. Dubnov, and S. Dubnov, ‘‘Robust detection of COVID-
19 in cough sounds,’’ Social Netw. Comput. Sci., vol. 2, no. 1, pp. 1–13,
Feb. 2021.

[573] J. Andreu-Perez, H. Perez-Espinosa, E. Timonet, M. Kiani,
M. I. Giron-Perez, A. B. Benitez-Trinidad, D. Jarchi, A. Rosales,
N. Gkatzoulis, O. F. Reyes-Galaviz, A. Torres, C. A. Reyes-Garcia,
Z. Ali, and F. Rivas, ‘‘A generic deep learning based cough analysis
system from clinically validated samples for point-of-need covid-19
test and severity levels,’’ IEEE Trans. Services Comput., early access,
Feb. 23, 2021, doi: 10.1109/TSC.2021.3061402.

[574] A. Imran, I. Posokhova, H. N. Qureshi, U. Masood, M. S. Riaz, K. Ali,
C. N. John, M. I. Hussain, and M. Nabeel, ‘‘AI4COVID-19: AI enabled
preliminary diagnosis for COVID-19 from cough samples via an app,’’
Informat. Med. Unlocked, vol. 20, Jan. 2020, Art. no. 100378.

[575] M. Pahar, M. Klopper, R. Warren, and T. Niesler, ‘‘COVID-19 detection
in cough, breath and speech using deep transfer learning and bottleneck
features,’’ 2021, arXiv:2104.02477.

[576] A. Martin, J. Nateqi, S. Gruarin, N. Munsch, I. Abdarahmane, M. Zobel,
and B. Knapp, ‘‘An artificial intelligence-based first-line defence against
COVID-19: Digitally screening citizens for risks via a chatbot,’’ Sci. Rep.,
vol. 10, no. 1, pp. 1–7, Dec. 2020.

[577] H. Seidl, C. Meisinger, R. Wende, and R. Holle, ‘‘Empirical analysis
shows reduced cost data collection may be an efficient method in eco-
nomic clinical trials,’’ BMCHealth Services Res., vol. 12, no. 1, pp. 1–12,
Dec. 2012.

[578] H. van Kolfschooten and A. de Ruijter, ‘‘COVID-19 and privacy in the
European union: A legal perspective on contact tracing,’’Contemp. Secur.
Policy, vol. 41, no. 3, pp. 478–491, Jul. 2020.

[579] A. R. Miller, ‘‘Reliability of COVID-19 data: An evaluation and reflec-
tion,’’MedRxiv, pp. 1–36, Apr. 2021.

[580] H. Asgharnezhad, A. Shamsi, R. Alizadehsani, A. Khosravi,
S. Nahavandi, Z. A. Sani, D. Srinivasan, and S. M. S. Islam, ‘‘Objective
evaluation of deep uncertainty predictions for COVID-19 detection,’’
Sci. Rep., vol. 12, no. 1, pp. 1–11, Dec. 2022.

[581] M. A. Kızrak, Z. Müftüoğlu, and T. Yıldırım, ‘‘Limitations and chal-
lenges on the diagnosis of COVID-19 using radiology images and deep
learning,’’ in Data Science for COVID-19. Amsterdam, The Netherlands:
Elsevier, 2021, pp. 91–115.

[582] A. Narayanan and V. Shmatikov, ‘‘Robust de-anonymization of large
sparse datasets,’’ in Proc. IEEE Symp. Secur. Privacy (SP), May 2008,
pp. 111–125.

[583] F. Chollet, ‘‘The limitations of deep learning,’’ Deep Learn. With Python,
pp. 1–5, Jul. 2017.

[584] E. Röösli, B. Rice, and T. Hernandez-Boussard, ‘‘Bias at warp speed:
How AI may contribute to the disparities gap in the time of COVID-19,’’
J. Amer. Med. Inform. Assoc., vol. 28, no. 1, pp. 190–192, Jan. 2021.

[585] T. Kim, T. Yang, S. Gao, L. Zhang, Z. Ding, X. Wen, J. J. Gourley, and
Y. Hong, ‘‘Can artificial intelligence and data-driven machine learning
models match or even replace process-driven hydrologic models for
streamflow simulation?: A case study of four watersheds with differ-
ent hydro-climatic regions across the CONUS,’’ J. Hydrol., vol. 598,
Jul. 2021, Art. no. 126423.

62658 VOLUME 10, 2022

http://dx.doi.org/10.1109/TSC.2021.3061402


J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[586] D. Camilleri and T. Prescott, ‘‘Analysing the limitations of deep learning
for developmental robotics,’’ in Proc. Conf. Biomimetic Biohybrid Syst.,
Cham, Switzerland: Springer, 2017, pp. 86–94.

[587] J. Kim, S. Lee, E. Hwang, K. S. Ryu, H. Jeong, J. W. Lee, Y. Hwangbo,
K. S. Choi, and H. S. Cha, ‘‘Limitations of deep learning attention mech-
anisms in clinical research: Empirical case study based on the Korean
diabetic disease setting,’’ J. Med. Internet Res., vol. 22, no. 12, Dec. 2020,
Art. no. e18418.

[588] S. Han, H. Mao, and W. J. Dally, ‘‘Deep compression: Compressing deep
neural networks with pruning, trained quantization andHuffman coding,’’
2015, arXiv:1510.00149.

[589] A. Fan, P. Stock, B. Graham, E. Grave, R. Gribonval, H. Jegou, and
A. Joulin, ‘‘Training with quantization noise for extreme model compres-
sion,’’ 2020, arXiv:2004.07320.

[590] J. Frankle and M. Carbin, ‘‘The lottery ticket hypothesis: Finding sparse,
trainable neural networks,’’ 2018, arXiv:1803.03635.

[591] K. Wiggers, ‘‘Improved algorithms may be more important for AI perfor-
mance than faster hardware,’’ VentureBeat, Sep. 2021.

[592] M. Palmer, ‘‘Seven steps to help you reduce bias in algorithms in light of
the EU’s trustworthy AI blueprint,’’Medium, Sep. 2021.

[593] Q. Dou, ‘‘Federated deep learning for detecting COVID-19 lung abnor-
malities in CT: A privacy-preserving multinational validation study,’’ npj
Digit. Med., vol. 4, no. 1, pp. 1–11, Dec. 2021.

[594] A. K. Gupta, S. J. Grannis, and S. N. Kasthurirathne, ‘‘Evaluation of a
parsimonious COVID-19 outbreak prediction model: Heuristic model-
ing approach using publicly available data sets,’’ J. Med. Internet Res.,
vol. 23, no. 7, Jul. 2021, Art. no. e28812.

[595] S. Reed, K. Zolna, E. Parisotto, S. Gomez Colmenarejo, A. Novikov,
G. Barth-Maron, M. Gimenez, Y. Sulsky, J. Kay, J. T. Springenberg,
T. Eccles, J. Bruce, A. Razavi, A. Edwards, N. Heess, Y. Chen, R. Hadsell,
O. Vinyals, M. Bordbar, and N. de Freitas, ‘‘A generalist agent,’’ 2022,
arXiv:2205.06175.

[596] (Sep. 2021). Deep Learning Helps Predict New Drug Combinations
to Fight COVID-19. Accessed: Sep. 25, 2021. [Online]. Available:
https://news.mit.edu/2021/deep-learning-helps-predict-new-drug-
combinations-fight-covid-19-0924

[597] M. Shorfuzzaman and M. S. Hossain, ‘‘MetaCOVID: A Siamese neural
network framework with contrastive loss for n-shot diagnosis of COVID-
19 patients,’’ Pattern Recognit., vol. 113, May 2021, Art. no. 107700.

[598] X. Li, Y. Xia, X. Long, Z. Li, and S. Li, ‘‘Exploring text-transformers
in AAAI 2021 shared task: COVID-19 fake news detection in english,’’
2021, arXiv:2101.02359.

[599] T. Yigitcanlar, L. Butler, E. Windle, K. C. Desouza, R. Mehmood, and
J. M. Corchado, ‘‘Can building ‘artificially intelligent cities’ safeguard
humanity from natural disasters, pandemics, and other catastrophes? An
urban Scholar’s perspective,’’ Sensors, vol. 20, no. 10, p. 2988,May 2020.

[600] V. Ahuja and L. Nair, ‘‘Artificial intelligence and technology in COVID
era: A narrative review,’’ J. Anaesthesiol. Clin. Pharmacol., vol. 37, no. 1,
p. 28, 2021.

[601] L. Al-Zogbi, V. Singh, B. Teixeira, A. Ahuja, P. S. Bagherzadeh,
A. Kapoor, H. Saeidi, T. Fleiter, and A. Krieger, ‘‘Autonomous
robotic point-of-care ultrasound imaging for monitoring of COVID-19—
Induced pulmonary diseases,’’ Frontiers Robot. AI, vol. 8, May 2021,
Art. no. 645756.

[602] (Feb. 2020). Telehealth Devices Equipment Vici | InTouch Health.
Accessed: Oct. 10, 2021. [Online]. Available: https://intouchhealth.com/
telehealth-devices/intouch-vici

[603] S. Butler, ‘‘Co-op faces criticism as it begins selling groceries via Ama-
zon,’’ Guardian, Sep. 2021.

[604] S. Kapser, M. Abdelrahman, and T. Bernecker, ‘‘Autonomous delivery
vehicles to fight the spread of COVID-19—How do men and women
differ in their acceptance?’’ Transp. Res. A, Policy Pract., vol. 148,
pp. 183–198, Jun. 2021.

[605] T. Liu, Q. H. Liao, L. Gan, F. Ma, J. Cheng, X. Xie, Z. Wang, Y. Chen,
Y. Zhu, S. Zhang, and Z. Chen, ‘‘The role of the hercules autonomous
vehicle during the COVID-19 pandemic: An autonomous logistic vehicle
for contactless goods transportation,’’ IEEE Robot. Autom. Mag., vol. 28,
no. 1, pp. 48–58, Mar. 2021.

[606] K. Ruan, Z. Wu, and Q. Xu, ‘‘Smart cleaner: A new autonomous indoor
disinfection robot for combating the COVID-19 pandemic,’’ Robotics,
vol. 10, no. 3, p. 87, Jul. 2021.

[607] P. R. Bana, Y.-L. Tsai, and H. Knight, ‘‘SanitizerBot: A hand sanitizer
service robot,’’ in Proc. Companion ACM/IEEE Int. Conf. Hum.-Robot
Interact., Mar. 2021, p. 661.

[608] P. Zhu, L. Wen, X. Bian, H. Ling, and Q. Hu, ‘‘Vision meets drones: A
challenge,’’ 2018, arXiv:1804.07437.

[609] R. Kalra andV. Sahni, ‘‘COVID-based edge-drone application approach,’’
in Innovations in Cyber Physical Systems. Cham, Switzerland: Springer,
2021, pp. 169–179.

[610] P. K. Dutta and S. Mitra, ‘‘Application of agricultural drones and IoT to
understand food supply chain during post COVID-19,’’ Agricult. Inform.,
Autom. Using IoT Mach. Learn., pp. 67–87, Mar. 2021.

[611] Z. Shao, G. Cheng, J. Ma, Z. Wang, J. Wang, and D. Li, ‘‘Real-time and
accurate UAV pedestrian detection for social distancing monitoring in
COVID-19 pandemic,’’ IEEE Trans. Multimedia, vol. 24, pp. 2069–2083,
2022.

[612] A. Kumar, K. Sharma, H. Singh, S. G. Naugriya, S. S. Gill, and R. Buyya,
‘‘A drone-based networked system and methods for combating coron-
avirus disease (COVID-19) pandemic,’’ Future Gener. Comput. Syst.,
vol. 115, pp. 1–19, Feb. 2021.

[613] (Jun. 2020). Drones and the Coronavirus: Do These Applications Make
Sense? (Updated) WeRobotics Blog. Accessed: Sep. 19, 2021. [Online].
Available: https://blog.werobotics.org/2020/04/09/drones-coronavirus-
no-sense

[614] J. Y. Choe, J. J. Kim, and J. Hwang, ‘‘Perceived risks from drone food
delivery services before and after COVID-19,’’ Int. J. Contemp. Hospi-
tality Manage., vol. 33, no. 4, pp. 1276–1296, May 2021.

[615] J. Hwang and H. Kim, ‘‘The effects of expected benefits on image, desire,
and behavioral intentions in the field of drone food delivery services
after the outbreak of COVID-19,’’ Sustainability, vol. 13, no. 1, p. 117,
Dec. 2020.

[616] (Apr. 2020). How Drones Can be Used to Detect Temperature and
Fight Covid-19 Rocketmine. Accessed: May 25, 2022. [Online].
Available: https://www.rocketmine.com/how-drones-can-be-used-to-
detect-temperature-and-fight-covid-19

[617] A. Adwibowo, ‘‘Assessments of heavy lift UAV quadcopter drone to
support COVID 19 vaccine cold chain delivery for indigenous people in
remote areas in south east Asia,’’MedRxiv, pp. 1–9, Jan. 2021.

[618] M. Kunovjanek and C. Wankmüller, ‘‘Containing the COVID-19 pan-
demic with drones—Feasibility of a drone enabled back-up transport
system,’’ Transp. Policy, vol. 106, pp. 141–152, Jun. 2021.

[619] S. H. Alsamhi, B. Lee, M. Guizani, N. Kumar, Y. Qiao, and
X. Liu, ‘‘Blockchain for decentralized multi-drone to combat
COVID-19 and future pandemics: Framework and proposed solutions,’’
Trans. Emerg. Telecommun. Technol., vol. 32, no. 9, Sep. 2021,
Art. no. e4255.

[620] A. Verma, P. Bhattacharya, M. Zuhair, S. Tanwar, and N. Kumar,
‘‘VaCoChain: Blockchain-based 5G-assisted UAV vaccine distribution
scheme for future pandemics,’’ IEEE J. Biomed. Health Informat., vol. 26,
no. 5, pp. 1997–2007, May 2022.

[621] M. Zuhair, F. Patel, D. Navapara, P. Bhattacharya, and D. Saraswat,
‘‘BloCoV6: A blockchain-based 6G-assisted UAV contact tracing scheme
for COVID-19 pandemic,’’ in Proc. 2nd Int. Conf. Intell. Eng. Manage.
(ICIEM), Apr. 2021, pp. 271–276.

[622] F. Al-Turjman, Artificial Intelligence and Machine Learning for COVID-
19, vol. 924. Cham, Switzerland: Springer, 2021.

[623] S. Patman and C. Cooling, ‘‘The use of non-invasive ventilation
(NIV) as an adjunct to physiotherapy in the treatment of the
acute tetraplegic patient—Preliminary results,’’ ResearchOnline@ND,
Australia, Tech. Rep., 2003.

[624] (Aug. 2021). Ventilator Update. Accessed: Aug. 10, 2021.
[Online]. Available: https://www.dyson.co.U.K./newsroom/overview/
update/ventilator-update

[625] (Aug. 2021). Ford Producing Ventilators for Coronavirus Patients.
Accessed: Aug. 10, 2021. [Online]. Available: https://corporate.ford.com/
articles/products/ford-producing-ventilators-for-coronavirus-
patients.html

[626] T. Huddleston, ‘‘Tesla engineers are building ventilators for coronavirus
patients out of car parts—Take a look,’’ CNBC, Apr. 2020.

[627] A. Sitorus, E. K. Pramono, Y. H. Siregar, A. Rahayuningtyas,
N. D. Susanti, I. S. Cebro, and R. Bulan, ‘‘Measurement push and pull
forces on automatic liquid dispensers,’’ Int. J. Electr. Comput. Eng.
(IJECE), vol. 11, no. 6, p. 4825, Dec. 2021.

[628] L. Burgess, L. Venugopalan, J. Badger, T. Street, G. Alon, J. Jarvis,
T. Wainwright, T. Everington, P. Taylor, and I. Swain, ‘‘Effect of neuro-
muscular electrical stimulation on the recovery of people with COVID-19
admitted to the intensive care unit: A narrative review,’’ J. Rehabil. Med.,
vol. 53, no. 3, 2021, Art. no. jrm00164.

VOLUME 10, 2022 62659



J. I. Khan et al.: Artificial Intelligence and Internet of Things (AI-IoT) Technologies in Response to COVID-19 Pandemic

[629] U. Carraro, A. Marcante, B. Ravara, G. Albertin, M. C. Maccarone,
F. Piccione, H. Kern, and S. Masiero, ‘‘Skeletal muscle weakness in older
adults home-restricted due to COVID-19 pandemic: A role for full-body
in-bed gym and functional electrical stimulation,’’ Aging Clin. Experim.
Res., vol. 33, pp. 2053–2059, May 2021.

[630] T. Gopesh, A. M. Grant, J. H. Wen, T. H. Wen, E. Criado-Hidalgo,
W. J. Connacher, J. R. Friend, and T. A. Morris, ‘‘Vacuum exhausted
isolation locker (VEIL) to reduce inpatient droplet/aerosol transmission
during COVID-19 pandemic,’’ Infection Control Hospital Epidemiol.,
vol. 43, no. 1, pp. 105–1074, Feb. 021.

[631] S. H. Hsu, H. Y. Lai, F. Zabaneh, and F. N. Masud, ‘‘Aerosol containment
box to the rescue: Extra protection for the front line,’’ Emergency Med.
J., vol. 37, no. 7, pp. 400–401, Jul. 2020.

[632] V. Gupta, A. Sahani, B. Mohan, and G. Wander, ‘‘Negative pressure
aerosol containment box: An innovation to reduce COVID-19 infection
risk in healthcare workers,’’ J. Anaesthesiol. Clin. Pharmacol., vol. 36,
no. 5, p. 144, 2020.

[633] T. Parupudi, N. Panchagnula, S. Muthukumar, and S. Prasad, ‘‘Evidence-
based point-of-care technology development during the COVID-19 pan-
demic,’’ BioTechniques, vol. 70, no. 1, pp. 58–67, Jan. 2021.

[634] A. Dimitrievski, E. Zdravevski, P. Lameski, M. V. Villasana, I. Miguel
Pires, N. M. Garcia, F. Flórez-Revuelta, and V. Trajkovik, ‘‘Towards
detecting pneumonia progression in COVID-19 patients by monitoring
sleep disturbance using data streams of non-invasive sensor networks,’’
Sensors, vol. 21, no. 9, p. 3030, Apr. 2021.

[635] E. Waltz, ‘‘COVID breathalyzers could transform rapid testing,’’ IEEE
Spectr., Sep. 2021.

[636] D. K. Nurputra, A. Kusumaatmadja, M. S. Hakim, S. N. Hidayat,
T. Julian, B. Sumanto, Y. Mahendradhata, A. M. I. Saktiawati,
H. S. Wasisto, and K. Triyana, ‘‘Fast and noninvasive electronic nose for
sniffing out COVID-19 based on exhaled breath-print recognition,’’ Res.
Square, NC, USA, Tech. Rep., 2021.

[637] (Apr. 2021). A Game Changer for Air Travel: Indonesia’s COVID-19
Breath Analyzer Uniting Aviation. Accessed: Oct. 12, 2021. [Online].
Available: https://unitingaviation.com/news/safety/a-game-change-for-
air-travel-indonesias-covid-19-breath-analyzer

JUNAID IQBAL KHAN received the B.Sc. degree
in electrical engineering from NUST Islamabad,
Pakistan, in 2020. He is currently pursuing the
master’s degree in computer information systems
and networks with Korea Aerospace University,
Goyang, South Korea. His research interests
include signal processing, control theory, and
machine learning.

JEBRAN KHAN received the B.Sc. and M.Sc.
degrees in computer systems engineering from
the University of Engineering and Technol-
ogy at Peshawar, Peshawar, Pakistan, and the
Ph.D. degree in electronics and information
engineering from Korea Aerospace University,
Goyang, South Korea. He is currently a Postdoc-
toral Researcher with AJOU University, South
Korea. His research interests include social net-
works analysis, modeling, frameworks, and its
applications.

FURQAN ALI received the B.S. degree from
SSUET Karachi, Pakistan. He is currently pursu-
ing the master’s degree in computer information
system and networks with Korea Aerospace Uni-
versity, Goyang, South Korea.

FARMAN ULLAH received the M.S. degree in
computer engineering from CASE Islamabad,
Pakistan, in 2010, and the Ph.D. degree from
Korea Aerospace University, South Korea, in
2016. He worked and collaborated on various
projects funded by the Ministry of Economy, the
Korea Research Foundation, and ETRI, South
Korea. He joined AERO, Pakistan, as an Assistant
Manager of telemetry, in 2007. He is currently
an Assistant Professor with the Department of

Electrical and Computer Engineering, COMSATS University Islamabad,
Attock Campus, Pakistan, and a Postdoctoral Researcher with the High Pro-
cessing Computing Laboratory, Jeonbuk National University, South Korea.
He has authored/coauthored more than 40 peer-reviewed publications. His
research interests include embedded, wearable, and IoT applications, intel-
ligent resource management for high performance computing, and artificial
intelligence and machine learning.

JAMSHID BACHA received the B.Sc. degree
in computer systems engineering from UET
Peshawar, Pakistan, in 2020. He is currently pur-
suing the master’s degree in computer information
systems and networks with Korea Aerospace Uni-
versity, Goyang, South Korea.

SUNGCHANG LEE (Member, IEEE) received the
B.S. degree from Kyungpook National University,
in 1983, the M.S. degree in electrical engineer-
ing from the Korea Advanced Institute of Sci-
ence and Technology (KAIST), in 1985, and the
Ph.D. degree in electrical engineering from Texas
A&M University, in 1991. From 1985 to 1987,
he was with KAIST, as a Researcher, where he
worked on Image Processing and Pattern Recog-
nition Projects. From 1992 to 1993, he was a

Senior Researcher at the Electronics and Telecommunications Research
Institute (ETRI), South Korea, and the Director of the Government Project
on Intelligent Smart Home Security and Automation Service Technology,
from 2004 to 2009. In 2009, he was the Vice President of the Institute of Elec-
tronics and Information Engineers (IEIE), South Korea, and also the Director
of the Telecommunications Society, South Korea. Since 1993, he has been a
Faculty with Korea Aerospace University, Goyang, South Korea, where he
is currently a Professor with the School of Electronics, Telecommunication
and Computer Engineering.

62660 VOLUME 10, 2022


