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ABSTRACT Security is the protection from various kinds of threats and most organizations engage in the
challenge of security especially cyber-attacks. The attacks are increasing rapidly, due to which cyber security
does not now change on supervised and pattern-based detection algorithms which assure continuous security
observing. There are many kinds of problems in vendor organizations like cyber theft, which is the most
common attack in cyberspace. This research study is developing a Cyber Security ChallengesModel (CSCM)
that will facilitate vendors’ organizations to identify challenges of cyber security during the development of
software in a vendor organization. To find cyber security issues/challenges, a Systematic Literature Review
(SLR) is conducted on 44 relevant research publications by developing a search string based on research
questions. As the final selected research publications were less in number and did not complete our aim,
therefore, snow bowling technique is applied to 67 relevant research publications. This relevant data was
comprised of different databases/sources e.g., Google Scholar, IEEE Explore, SpringerLink, ACM Digital
Library, anFffid ScienceDirect. Furthermore, for the distinctive literature review, we’ve carried out all of
the steps in SLR, for example, improvement of SLR protocol, initials, and a very last collection of the
applicable information, data extraction, data quality assessment, and data synthesis. Thirteen (13) critical
cyber security challenges are identifiedwhich are; ‘‘Security issues/Access of Cyberattacks’’, ‘‘Lack of Right
Knowledge’’, ‘‘Framework’’, ‘‘Lack of Technical Support’’, ‘‘Disaster Issues’’, ‘‘Cost Security issues’’,
‘‘Lack of Confidentiality and Trust’’, ‘‘Lack of Management’’, ‘‘Unauthorized Access issues’’, ‘‘Lack of
Resources’’, ‘‘Lack of Metrics’’, ‘‘Administrative Mistakes during Development’’ and ‘‘Lack of Quality,
Liability, and Reliability’’. The findings of our analysis study signify the similarities and dissimilarities in
the recognized cybersecurity challenges in different decades, companies/firms, continents, databases, and
methodologies.

INDEX TERMS Cybersecurity, challenges, SLR, vendor, software development, SPSS.

I. INTRODUCTION
In the digital world, the identification of security threats is
the most important issue and it needs thorough information
related to security-based technologies [1]. For companies and
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organizations, security can be discussed in various forms
like computer security, information security, cyber security,
etc. [2]. Information security is defined as ‘‘the preserva-
tion of particulars/information and its analytic components,
comprising of the systems and hardware that use, reserve,
and impart that particulars/information’’ [3]. Information
Security is a process neither a technology nor a product [4].
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Either more and more information security is not an undis-
puted idiom [5]. Hardly any of the documentation appears to
formulate a difference between the theory of cyber security
and information security or the correlation between them.
For Small and Medium Enterprises (SMEs) ‘‘information
security’’ can turn out to be an important matter and many
times used as cyber security [6].

Nowadays organizations encounter difficulty to protect
themselves from potential cyber-attacks [7]. The Inter-
national Telecommunications Union (ITU) defines cyber
security as:

Cyber Security is the collection of instruments, strategies,
security concepts, suggestions, measures, instructions, and
technologies that could be useful while safeguarding the
cyber environment, firm, and user resources. Cyber Security
[8] is turning out to be important stuff of worldwide atten-
tiveness and significance. The cyber violations that took
place at Small Medium Enterprises (SMEs) are nearly 72%.
This is why at some layers SMEs require security services
[9]. With obvious and shared characteristics, IT security
commonly concentrated on guarding networked computer
resources/assets [10]. To oppose the threats of cyber-attacks
Cyber security advocates, try to encourage security top appli-
cations and the acquisition of security technology [11].

Cybersecurity is a computing-based discipline that in the
presence of challenges and threat line up resources of the
network and human and processes to corroborate ‘‘Assured
Operation’’. Nowadays, cybersecurity has turned out to be
one of the most severe financial and nationwide security
issues [12]. Due to the fact, that the internet provides the
phantasm – and, every so often, the fact – of anonymity,
those wishing to pursue criminal hobbies discover the net as a
secure and resourceful ground for their efforts. One of these
activities enabled through the Internet and the modern-day
World Wide Web (from time to time cited as ‘‘internet 2.0’’),
is cyberstalking [13].

DoS transmissions also can be applied to execute far-
flung records spoofing from random factors. An attacker
should assemble malicious streams of message records to
shape all subscriber pastimes that could be dispatched to the
DCS service event for advertising. Subsequent subscribers
might then unknowingly take delivery of the malicious pack-
ets through relied-on DCS event services. The 2007 cyber
assaults on Estonia consisted of DDoS assaults that crip-
pled the country’s banks and parliament capabilities. The
assaults concerned ping floods and the ‘‘botnet’’ era such
that the DDoS assault technique changed into a complexity
now no longer visible before. Researchers and navy planners
concur that the coaching at the back of the DDoS assaults
has been the second-biggest example of state-backed cyber
warfare [14].

In a hit attack, the loss to the victim (the metropolis
and its citizens) and the advantage to the hacker may be
notably asymmetric, with the loss in large part exceeding
the advantage [15]. According to records from the Russian
facts protection certification system, approximately one 1/3

of the portions of the software program examined exhibited
vulnerabilities at some stage in a two-12 months study [16].
The vulnerability might be a code flaw this is intentional or
unintended and won’t appear to be malicious code [17].

Instead of seeking to create whole completely proven PC
systems, maximum developers simply recognize on verify-
ing smaller, vulnerable, or important portions of a system.
As long as those people stay careless and unaware approxi-
mately their position in enhancing cybersecurity, the country
of cybersecurity will stay weak [18].

Based on the survey performed with the aid of using
Symantec which interviewed 20,000 humans throughout
24 countries, 69% mentioned being the sufferer of a cyber-
attack in their lifetime. Symantec calculated those 14 adults
come to be the sufferer of a cyberattack each second or greater
than a million assaults each day, and not limited to geography
and distance [19].

The international availability of the Internet permits cyber-
criminals to release attempts on each machine additive from
anywhere, at any place, at any time. Nevertheless, one of the
maximum complex elements of cybersecurity is the quick and
continuously evolving nature and due to this fact cyberattacks
have become greater in the capacity to unfold in a rely of
seconds [20].

To deal with cyber security issues/challenges, a research
question is designed as:

RQ1. What are the cyber security issues faced by vendor
organizations in software development that have a negative
impact on the software industry?

Keeping in view the above research question, we find out
13 critical cybersecurity challenges from the final selected
67 research articles for the proposed SLR study. The results
validate the resemblances and differences in the identified
critical cybersecurity challenges in different periods, conti-
nents, organizations, databases, and methods.

This paper consists of the following sections: Section II
describes the relatedwork of cyber security challenges to ven-
dor organization; Section III describes the SLR methodolo-
gies with primary, secondary, and final selection; Section IV
describes the findings of the SLR and the analysis of
results. Section V describes the limitations of this study and
Section VI describes the conclusion of this paper.

II. RELATED WORK
The characteristics of threats, vulnerabilities, and resources
in cyber security are different from information security.
All security is concerned with numerous risks of resources
[8]. Technical knowledge and skills are important in cyber
security but in addition to these two, a successful cyber
security promoter is the one who should be aware of the
context [11].

The authors [7] suggest a model having distinct informa-
tion about cyber security that could be executed whichever
vulnerability is stated. Cyber securitymust be related to infor-
mation or resources but also a person(s) who is using these
resources in the cyber environment [8]. Common reasons for
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cyber-attacks are; ease to access, capacity to store data in
comparatively small space, loss of evidence, etc. The existing
models are signature-based, which is easy for the attacker
to launch an attack by minor changes in this syntactical
illustration of the signature [21]. In 2016, at least 255,100
phishing attacks occurred worldwide [22].

If every enterprise ensures its security to maximize its
internet benefit, then the distribution of charges and bene-
fits may be distributed [23]. Organizations create a secure
system that helps to improve and preserve the behavior
of the professional workers and employees who lack an
organizational system due to poor performance in daily
progress [24].

Many incidents have concerned the removal of malware
rights, along with the unencrypted USB tool, or violating pro-
cesses concerning outside email. Cyber-attackers have often
penetrated well-designed, steady user structures by taking
benefit of the carelessness of individuals, or with the aid
of using intentionally deceiving them, for example with the
aid of using pretending to be the gadget administrator and
inquiring for passwords [25].

On the internet, a vast scale of possible unlawful activities
is included through cyber security threats. Primarily ‘‘cyber-
crimes’’ are split into three main groups: (i) cybercrimes
against the person (ii) against all property formations and
(iii) against Government. A vast range of law activities is
encompassed through [8]–[21] Cyber Theft, Software Piracy,
Cyber Terrorism, Spam, Stealing Credit Card information,
Denial of service, Cyber Bullying, Digital media. Computer
as the Target: theft of property, theft of advertising facts (e.g.,
purchaser list, pricing data, or advertising plan), and black-
mail primarily based on facts received from automated files
(e.g., clinical facts, non-public history, or sexual preference)
[26]. One of the problems that managing safety is to offer
a proper assessment of various safety plans, and estimate
expenses and benefits of technology while not having real
data [27].

Cybercrimes are divided into three basic classifications
like emails that bother someone, the use of different kinds of
spyware software to break into other’s computers unlawfully,
and plagiarizing confidential data, due to its government
suffering like violations into the website. It causes the
loss of millions of dollars to organizations. After review-
ing the literature on this area, there may be no category
of attacks or the underlying techniques to execute the
attacks [28].

To perform an attack, the attacker wishes to understand
little professional behavior to understand the protocols used
to transfer the messages [29]. If clients can’t distinguish
between a well-built and a secure product, the enterprise
product gets to themarketplace first, and feature an advantage
[30]. It is not possible to react timely if the response does not
know the nature of the attack [31].

If this problem is not corrected timely, then the abnormal
effects of cybercrimes will the whole society, businesses, and
research community [32]–[34].

III. METHODOLOGY
In SLR, the searching of relevant issued composition is done
with the support of a pre-defined search string that’s grounded
on the study questions. For the analysis of gathered data,
a pre-defined criterion of SLR for insertion/removal has been
used. As per Kitchenham [35], the Systematic Literature
Review (SLR) has three phases i.e. planning, conducting, and
reporting. The trustworthiness of the SLR outcomes is higher
than the common literature review because SLR imitates an
approach of organized assessment. To recognize the cyber
security issues/challenges by SLR, a step-by-step process has
been followed. In this process, a paper is selected on its
relation to the subject matter or search string. To eliminate
the unimportant articles from selected research papers of our
search systematically, an inclusion/exclusion criterion has
been applied. Next, the relevant data is extracted from the
selected papers through the data extraction process and then
the quality of the publication process is carried out. This arti-
cle aims to highlight all the cybersecurity issues/challenges
with the help of SLR that are faced by vendors organizations
during software development.

Through SLR, we have found thirteen (13) critical
issues/barriers as shown in Table 2, confronted by vendor
organizations in software development in the shape of cyber
security, and these challenges are identified through SLR.

A. SEARCH PROCESS
We follow the following procedure to make the search string
for SLR.

• Identification of outcomes, population, and intervention
for a search string.

• To identify synonym words for the search string.
• Validation and verification for keywords in the relevant
literature.

• Use of Boolean operators for precise output.

Initially, a search string is designed on a trial basis to apply
to different digital libraries/search engines to recognize the
related research papers. The trial search was conducted on
five databases/search engines i.e., Google Scholar, ACM,
IEEE Explore, SpringerLink, and ScienceDirect. Different
results are collected from different databases through trial
search but their precision is less. The trail search string is
given below:

((‘‘Software development’’) AND (‘‘Cybersecurity’’)
AND (vendor) AND (Challenges) AND (practices))

The results of the trial search string were not satisfactory;
therefore, we have developed a final search.

The final search stringmentioned abovewas short in length
for ScienceDirect to search relevant papers because Sci-
enceDirect does not support lengthy strings. The final search
string for ScienceDirect is mentioned below: ((‘‘Software
development’’ OR ‘‘software evolution’’ OR ‘‘software
maturing’’) AND (‘‘Cybersecurity’’ OR ‘‘cyber risks’’ OR
‘‘IT security’’) AND (supplier OR trader) AND (issues OR
problems)).
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TABLE 1. Period wise list of challenges.

The exploration outcomes of related papers are developed
by applying the concluded search string are shown in Table 1.

An insertion/removal criterion has been used in the con-
clusive selection of the research papers as demonstrated
in Table 1, we have used the inclusion/exclusion criterion.
In this process, we have selected the relevant articles on
quality of paper and verification through reading.

IV. FINDINGS
This segment shows the results thoroughly acquired
through SLR.

A. CHALLENGES/BARRIERS/ISSUES FIND THROUGH
SYSTEMATIC LITERATURE REVIEW
To answer RQ.1, we have recognized critical cybersecu-
rity challenges for vendors companies by expository ana-
lyzing research articles reviewed via SLR as shown in
Table 1. ‘‘Security issues/access of cyber-attacks’’ means that
cyber-attacks and cyber-crimes are increasing day by day
and fatally defecting the systems. Each year cyber-attacks are
growing continuously and cyber threats are turning out to be
harmful, diverse, and troublesome [12].

Another critical challenge in a study is the ‘‘lack of right
knowledge’’−48%. ‘‘Lack of right knowledge’’ means a lack
of knowledge about intellectual property rights/property right
acts, products, and policies of the software. Azeez Nureni
Ayofe and Osunade Oluwaseyifunmitan stated the nature of
cybercrime for citizen’s privacy breaches [36].

Another critical challenge is ‘‘framework’’−48%. ‘‘Frame-
work’’ means lack of network computer protection, the
vulnerability of network, web browsers, and framework illus-
trated to attacks. Vagoun and Strawn [37] discussed that ‘‘At
the onset, to achieve transformational results, the research
framework not only had to focus on root causes, but it also
had to unite expertise from a range of disciplines that would
reflect technological and social aspects of cybersecurity’’.

Another identified critical challenges are the ‘‘lack of
technical support’’ whose frequency percentage is equal to
43%. ‘‘Lack of technical support’’ means deficiency or lack
of professional and training skills e.g., one person who is

developing software but doesn’t have professional skills of
development thenmust perform extrememistakes in develop-
ment which makes the software vulnerable to cyber-attacks.
Cao and Ajwa [12] suggested that it is helpful to get essential
training on cybersecurity issues for those who work in busi-
ness or government with information systems.

‘‘Disaster issues’’−40% is identified as another critical
challenge. ‘‘Disaster issues’’ means that the system/software
causes disaster and is unable to protect, prevent and
detect cyber-attacks/vulnerabilities. Chinese Academy of
Cyberspace Studies [22] stated that the malfunction may
become disastrous for e-government, e-commerce, and online
business [13].

Another critical challenge is ‘‘cost security issues’’−39%.
‘‘Cost security issues defines as’’ the serious economic,
investment, and financial issues faced by any vendor orga-
nization. In [38], almost 431 million users are victimized and
their financial lost increases to 388 billion dollars.

‘‘Lack of confidentiality and trust’’−37% is another crit-
ical challenge identified by us. ‘‘Lack of confidentiality
and trust’’ means that lack of human trust, confidentiality,
integrity, and noncompliance makes the vendor organizations
more vulnerable to attacks. In [39] stated that the increase in
security vulnerabilities and hacking attacks are causing the
loss of human trust.

Another critical challenge, we identified is ‘‘lack of man-
agement −33%. ‘‘Lack of management’’ means a lack of
focus on requirements, management problems, protection
from vulnerabilities during software development, and the
careless and unconstrained behavior of the developer. It [40],
is argued that during software development processes an
unintentional information security threat can be caused by the
software developer due to incompetent actions or negligence.

Our results also identified ‘‘unauthorized access issues’’
31% as a critical challenge. This challenge can get access
to information without authentication or a necessary process,
and also there is a lack of detection of the source from where
this unauthorized action is taking place. In [39] it is compared
to an outside attacker but the malicious attacker is more
harmful to an organization and has the advantage to givemore
potential damage to that organization.

‘‘Lack of resources’’ is another critical challenge, we iden-
tified i.e., 28%. ‘‘Lack of resources’’ means non-availability
of the right resources at the time of emergency and or not used
at the right place and time. Vagoun and Strawn [37] stated
that misallocation of resources may be happened because of
economically stable decision-making in security.

In our findings, another critical challenge is the ‘‘Lack
of metrics’’− 28%. By this challenge, we mean meaningful
metrics, proactive cybersecurity measures, and lack of impact
or bad impact issues on software or in software development.
Chinese Academy of Cyberspace Studies [22] discussed that
DDoS attacks may be small in number but they have a greater
impact. This paper [41] argued that ‘‘The cause of DoS
could be something simple; for instance, a DoS attack could
interrupt an Internet-facing server that feeds data to a couple
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TABLE 2. List of identified challenges based on organization size.

of systems and this would have a big impact on regular city
services and activities’’.

‘‘Administrative mistakes during development’’−27% is
one more critical challenge in the identified list of challenges.
‘‘Administrative mistakes during development lead to loss of
reputation of an organization. One foremost cause for poor
cybersecurity is extant vulnerabilities in popular software
products [18].

The last critical challenge in the identified list of chal-
lenges is ‘‘lack of quality, liability, and reliability’’−25%.
By this challenge, we mean non-availability of quality,
liability, and reliability in vendor organizations during soft-
ware development. Li and Liao [15] suggested that two major
characteristics are involved in the quality of a product i.e.,
its resistance to cyber-attacks and its functionality to provide
reliable services. It is found that in the early stages of prod-
uct development, most of the vulnerabilities are functional,
then management functionalities start to appear and finally
become the mainstream.

B. ANALYSIS OF THE CYBER SECURITY CHALLENGES
IDENTIFIED THROUGH SLR FOR
VENDOR ORGANIZATIONS
The findings of SLR are presented on different variables
through statistical analysis of the identified challenges. These
variables consist of continents, period, and size of the organi-
zation. This analysis shows whether the mentioned thirteen

FIGURE 1. Conclusive number of articles among different continents
recognized through SLR.

challenges remain stable throughout the continent, period,
and organization size.

1) ANALYSIS OF THE CYBER SECURITY CHALLENGES
IDENTIFIED THROUGH SLR FOR CONTINENTS
Different challenges in different continents through SLR
[41]–[43] are shown in Table 3. The number of research
papers found in various continents is shown in Figure 1.
In this research, challenges have been identified after a
comparison of six continents/categories i.e., Europe, North
America, Asia, Africa, Australia, and Mixed. The goal of
our research is to find whether these identified challenges are
different from one another in various continents or remain the
same/constant/uniform. We had created the data set in SPSS,
which contains the data type as ordinal. To find the significant
difference in various continents between the identified chal-
lenges, we have used Chi-square Test (linear by linear asso-
ciation). This [45] stated the comparison of Chi-square linear
by linear association with Pearson Chi-square and shows that
the former is more effective than the latter and therefore the
fore is preferred for testing the significant difference between
ordinal variables.

In Table 3, the result shows more similarities than dif-
ferences amongst the challenges over various continents.
As shown in Table 3, the total number of challenges cited
in various continents are cited in Europe, North America
and Mixed is 13, challenges cited in Asia & Africa are
11, and challenges cited in Australia are 10. ‘‘Lack of
quality, liability, and reliability’’ is the only challenge that
has zero occurrences in three continents i.e., Asia, Africa,
and Australia, while the other challenges have no occur-
rences in one continent i.e., ‘‘lack of resources’’ in Asia,
‘‘disaster issues’’ in Africa and ‘‘cost security issues’’ and
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TABLE 3. continents wise list of challenges.

‘lack of metrics’ in Australia. A single difference in ‘‘dis-
aster issues’’ throughout the six continents is identified in
Table 3. This challenge has the following percentages in
six continents/categories i.e., Europe (33%), North America
(36%), Asia (25%), Africa (0%), Australia (33%), andMixed
(90%). According to Table 3, this challenge has zero percent-
age/occurrence in continent Africa while having the highest
percentage in Mixed continents, which means that ‘‘disaster
issues’’ are considered more critical for Mixed continents
than the other five continents.

2) ANALYSIS OF THE CYBER SECURITY CHALLENGES
IDENTIFIED THROUGH SLR, BASED ON PERIODS
Table 4 presents a list of challenges period-wise. The vari-
ation of challenges is shown over time and considered in
two periods from 2001-2010 and 2011 to 2020. To under-
stand the significant difference between the two periods, a
linear-by-linear association chi-square test is used. The num-
ber of research papers found in two decades is represented
in Figure 2.

A total of 13 challenges have been identified for both peri-
ods. As both periods present 13 challenges, hence no changes
occur in all the challenges over two periods as represented in
Table 4. However, the identified challenges have variations
in their frequencies as shown in Table 4. As we have identi-
fied 13 challenges based on critical challenges identification
criteria, so, the challenge ‘‘security issues/access of cyber-
attacks’’ (43%,62%) is considered the most critical challenge
in both periods. A sudden increase is observed in the second
period, it shows that software vendor organizations have not
taken it seriously and do not take any profitable steps to

FIGURE 2. Conclusive number of articles from two decades, recognized
through SLR.

overcome this challenge. Due to this non-serious behavior
of the software vendors’ organizations, this challenge is now
critical and needs to be considered as a serious issue to over-
come its rapid increase. Nathaniel J. Fuller and Greg Simco
[14] identified that in 2003, a DDoS attack was launched
by hackers against eBay’s web services. About 20,000 com-
puters or ‘bots’ control has been acquired by the hackers
and the attacks were launched from different locations and
identities. The ‘‘lack of right knowledge’’ (71%,42%) is also
considered a critical challenge in cybersecurity challenges in
the two periods. The decrease in challenges in the second
period shows the seriousness and priority of software vendor
organizations towards the second period.

This paper [46] argued that ‘‘This is problematic because
any business that wants to have a competitive edge in
today’s global marketplace should adopt a comprehensive
security policy in consultation with partners, suppliers, and
distributors’’.
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TABLE 4. Period wise list of challenges.

Some of the challenges are considered critical challenges
within the two periods by vendors organizations during soft-
ware development i.e., ‘‘disaster issues’’ (71%, 32%), ‘‘cost
security issues’’ (57%, 34%), ‘‘unauthorized access issues’’
(43%,28%), ‘‘lack of metrics’’ (29%, 28%), ‘‘managerial
blunders’’ (29%, 26%). The decrease in challenges in the
second period shows the seriousness and priority of soft-
ware vendor organizations towards the second period. This
is the reason that vendors organizations/software industry
has learned to handle (avoid/mitigate) these challenges for
successful software development without any cybersecurity
issues. This paper [15] identified that it is a great achievement
that lifestyle in cities is changing by using smart technologies
but the main drawback is that these technologies have made
the cities possible victims of cyberattacks. This paper [38]
stated that in 2011, approximately US$114 billion of cyber-
crime is performed in 24 different countries. This paper [47]
stated that an exceptional skill of cyberattacks affects user or
business systems very badly and it was suggested that those
organizations have also taken strict actions to prevent and
detect attacks.

While the other challenges i.e., ‘‘framework’’ (43%, 49%),
‘‘lack of technical support’’ (21%, 49%), ‘‘lack of confiden-
tiality and trust’’ (29%,40%), ‘‘lack of management’’ (21%,
36%) and ‘‘lack of resources’’ (14%, 32%) have increased
in the second period which means that these challenges

FIGURE 3. Scatter diagram.

have not been considered as critical in the first period due
to which it has emerged as critical in the second period.
Roman L. Hund, Lt Col, USAF [17] suggested that to acquire
further restrictive information, the attacker may use a key-
logger that records passwords, access bank accounts or log
into virtual private networks. This paper [13] suggested that
in cyberspace the wide usage of social networking sites in
which communication can turn out to be very private even
though the actors have never met individual.
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FIGURE 4. The final collection of papers from different organizations
sized.

We have found that two challenges ‘‘disaster issues’’ and
‘‘lack of quality, liability, and reliability’’ were significantly
different between the two periods. Both the challenges have
a high percentage of occurrence in the first period and then it
was reduced to a low level in the second period. That might
be the reason that software vendors organizations have taken
these challenges very seriously and it was reduced to such a
level in the second period. A Spearman’s rank [47] correlation
coefficient is performed to compare the relationship between
the first and second periods. it is found that the correlation
coefficient between the first and second periods is 0.157 and
shows a strong relationship. This relationship is represented
in Figure 3 by using a scatter diagram.

3) SUBFIGURE LABELS IN MULTIPART FIGURES AND TABLES
In this research paper, a sample size of 67 papers is used
and in 66 papers organization size is shown in Table 5 and
Figure 4. For finding the organization size, the Australian
Bureau of Statistics is followed. According to this categoriza-
tion, an organization with <=19 employees will be consid-
ered as a small size organization and with greater than 19 but
less than 199 will be considered a medium-size organization.
An organization that has greater than 199 employees will be
considered a large size organization. One more category is
named ‘Not Known’.

The challenges of cybersecurity with high-frequency per-
centages >=38 are a total of 06 in numbers. Our analysis
reveals that for medium-sized organizations total of four
barriers are cited in >=46% of papers with 13 cybersecurity
issues. These four cybersecurity challenges are ‘‘lack of right
knowledge −54%’’, ‘‘disaster issues −54%’’, ‘‘cost security

issues −54%’’, and ‘‘security issues/access of cyberattacks
−46%’’. Cybersecurity challenges for medium-sized orga-
nizations are ‘‘lack of right knowledge’’, ‘‘disaster issues’’,
‘‘cost security issues’’ and ‘‘security issues/access of cyber-
attacks’’ which have the highest percentages (54, 54, 54, and
46) respectively. For sustainability and good relationships
with the clients, the medium-size organization should con-
centrate on the following challenges.

The results show that 09 challenges are cited in >=40%
of papers with 13 cybersecurity challenges in small-size
organizations. These nine challenges are ‘‘lack of right
knowledge −80%’’, ‘‘security issues/access of cyber-attacks
− 60%’’, ‘‘administrative mistakes during development
−60%’’, ‘‘framework −40%’’, ‘‘lack of technical sup-
port −40%’’, ‘‘disaster issues −40%’’, ‘‘cost security issues
−40%’’, ‘‘lack of management−40%’’ and ‘‘lack of quality,
liability, and reliability −40%’’.

The results show that the challenges with the high-
est percentages for small size organizations are ‘‘lack of
right knowledge’’, ‘‘security issues/access of cyber-attacks’’,
‘‘administrative mistakes during development’’, ‘‘frame-
work’’, ‘‘lack of technical support’’, ‘‘disaster issues’’,
‘‘cost security issues’’, ‘‘lack of seriousness’’ and ‘‘lack of
quality, liability, and reliability’’ (80%, 60%, 60%, 40%,
40%, 40%, 40%, 40%, 40%) respectively. For sustain-
ability and good relationships with the clients, medium-
size organizations should concentrate on the following
challenges.

Our results specify that ‘‘security issues/access of cyber-
attacks’’, ‘‘lack of right knowledge’’ and ‘‘disaster issues’’ are
the critical challenges for all large, medium, and small size
organizations. There is no significant difference among all
13 identified challenges. Amongst the various organization
sizes, the linear-by-linear Chi-square test has been used for
the recognition of statistically notable variations. Chi-square
linear-by-linear association test acquires considerable diver-
gences amongst all 13 identified cybersecurity challenges
based on various organization sizes. As revealed by the Lit-
erature this test is desired to be the best and more dominant
than the Pearson chi-square test when testing the differences
between ordinal variables [45].

The statistical comparison of different organization sizes
has been got through Anova OneWay Factor, which is shown
in Table 6 and its graph is illustrated in Figure 5.

V. LIMITATIONS
As far as limitation is concerned, the authors of a lot of these
studies research have been now not purported to report the
sincere reasons why these cybersecurity challenges/issues are
faced byway of vendor organizations and also have a negative
impact on the software program enterprise in the context of
software program development. It may be that most people of
research studies were literature assessment, surveys, and case
research which may be similarly concern to publication bias.
Google Scholar shows 13900 search results but very few are
accessible only.
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TABLE 5. List of identified challenges based on organization size.

TABLE 6. Anova one way factor statistical comparison of different
organization sizes.

As there is a small ratio of work done in the field, we are
doing research that’s why we have found only 44 papers as
our final sample for the data extraction in this study, which is
very low in numbers and we were not able to get our required
results. So, we have conducted a snow bowling technique and

FIGURE 5. Graph representation of anova one way factor.

got 67 papers as our final sample for data extraction which is
nearly an appropriate number to get our required results.
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VI. CONCLUSION AND FUTURE WORK
Through SLR, we have identified a list of 13 challenges
which are all marked as critical challenges for vendor orga-
nization during software development in CSCM as shown in
Table 2. These 13 challenges are ‘‘A (58%)’’, ‘‘B (48%)’’, ‘‘C
(48%)’’, ‘‘D (43%)’’, ‘‘E (40%)’’, ‘‘F (39%)’’, ‘‘G (37%)’’,
‘‘H (33%)’’, ‘‘I (31%)’’, ‘‘J (28%)’’, ‘‘K (28%)’’, ‘‘L (27%)’’
and ‘‘M (25%)’’. The vendor organizations need to give
proper attention to these critical challenges to avoid any risk
of failure by addressing these challenges.

We have further analyzed the identified challenges across
the continents, periods, and organization size which are dis-
cussed above in detail.

Furthermore, we also intended to find the practices for
these critical cyber security challenges and will try to help
the vendor organizations through these identified practices.
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