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ABSTRACT Frequency Hopping (FH) is a significant anti-interception and anti-interference, so some
wireless communication systems extensively use it. Then it can offer better security performance of the
system via combining cryptographic algorithms with FH. This paper presents a detailed theoretical design
and hardware implementation of an evolutionary ZUC stream cipher algorithm on FPGA. Using some
encryption algorithms can improve the security of the FH system by increasing its complexity, including
SNOW3g, ZUC algorithm, Chaos system, and other cipher methods. ZUC (named for Zu Chongzhi, a famous
mathematician in ancient China) is bitstream encryption that builds the core of the 3GPP integrity algorithm
128-EIA3 and the 3GPP confidentiality algorithm 128-EEA3, providing authentic security services in 4G,
even in 5G (IMT-2020) to some extent. The article presented an evolutionary three-layers structure of the
ZUC FH system, which innovatively applied the permutation polynomial algorithm and an evolutionary DES
cipher algorithm. The introduction of that new DES and the permutation polynomial can efficiently increase
the security performance of the ZUC system but also avoid some shortcomings of the UHF (Ultra High
Frequency) communication. The experiment of this research designed software by coding VHDL language
and implemented hardware using a XILINX Virtex-5 FPGA. The finished experiment gave, analyzed, and
compared all results according to the performance of the proposed system and hardware resources. The tests
for evaluating the randomness and security denote that the constructed sequences have better performance,
including the randomness, linear complexity, and hamming correlations, and pass the NIST test finally.
The experimental results show that this improved ZUC cipher stream algorithm proposed in the article can
provide a high throughput of 2.08 Gbps under a 65MHz clock frequency. The authors will focus their future
work on applying the evolutionary S-box and the algorithm with better security performance.

INDEX TERMS Frequency hoppin, ZUC, FPG, NIS.

I. INTRODUCTION

The 5G or 6G mobile cellular networks require new fre-
quency bands and techniques to meet the explosively fast
growth of mobile data traffic [1]. Only to keep using the cur-
rent microwave bands cannot meet these requirements, and
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the millimeter-wave (mm-Wave) technique should be used
[2], [3]. Although some researchers argue that mm-Wave
may not be reasonable for the cellular network owing to
poor penetration through obstacles and huge near-field loss,
a few implemented measurements have shown the contrary
results [4]. As found that mm-Wave cellular communica-
tions are feasible for those cells with radii on the order
of 150-200 meters in densely deployed, provided that they
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FIGURE 1. A typical wireless communication network. Red dots represent the BSs, while those
tick-black lines symbolize the polygon cells. This network is made up of three specific areas: a) LOS
area is the inner circle; b) Faded or NLOS area is those annular regions with orange color; c)
Blocked area is those regions which is outside the colored circle.

have sufficient support by enough beamforming gain between
the mobile ends and the BSs (Base Stations) that they
serve [5].

Figure 1 shows a typical network. There are BSs in the
mode and some mobile nodes surrounded via a polygon cell.
Y; symbolizes the j™ base station and its position. If the
referenced BS is Y and the coordinate system is selected,
it locates at the origin, i.e., Yy = 0. To place randomly other
BSs of the network. For example, these BSs can be placed in
position based on some known places of an existing network
or synthesized through one stochastic-geometry model. In the
following parts, when the distribution of the BSs must be
in use, the authors assumed that they were from a Uniform
Clustering Process (UCP) [11] of the intensity Abs. Each BS
can be around one by one exclusion zone with a radius of rin-

With the rapid development of modern communication
technology and electronic equipment, communication is
more convenient and faster. At the same time, it is also facing
more and more interference and threats [6], [7]. Therefore,
frequency hopping (FH) communication has become one
of the significant directions of the development of mod-
ern communication technology because of its good anti-
interference performance and multiple access networking
ability [8]. It has wide usage in many fields, such as Bluetooth
[9], smart home [10], etc. Compared with the traditional
communication with a fixed carrier frequency, the trans-
mitter and receiver of FH communication change the car-
rier frequency through a group of pseudo-random sequences
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synchronously. This group of pseudo-random sequences is
called FH sequences. The design of FH sequences plays a
decisive role in the security performance of the communica-
tion system.

With a lot of 5G (IMT-2020) used instances have emerged
in the last two years, research on the 5G physical layer is
an expected topic on multiple access technologies which
can offer reliability, low latency (Autonomous vehicles), and
Enhanced mobile bandwidth (Gigabit/second bandwidth) and
user density (IoT applications). Attributed to progress in SIC
(Successive Interference Cancellation) non-orthogonal multi-
ple access (NOMA) techniques, particularly Multiuser Share
Access (MUSA) and Sparse Code Multiple Access (SCMA),
have been considered as a leading candidate to achieve high
user density [11].

The main idea of the NOMA system is that multiple users
can simultaneously apply the same Resource Element (RE,
i.e., time-frequency resource) and then be separated using
SIC. Furthermore, a short spreading code usually from a
codebook belongs to available codes is assigned for every
user in SCMA. Because of the large number of users and
short-codes, it is too hard to implement completely orthogo-
nal codes (which the specific design in a conventional CDMA
system). Introducing FH into SCMA [12] is another method
to make SIC much more efficient and decrease interference.
Traditional methods utilize the FH multiple Access technolo-
gies for combatting narrow-band fading. Its idea is about
FH introducing sufficient frequency separation between those
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consecutive time slots so that it is bigger than the coherence
bandwidth and constructing an independent fading mobile
communication environment. Virtually, each hop should be
greater than the coherence bandwidth once the time slots are
definitely within the coherence time [13].

As a crucial part of the 128-EIA3 and the 128-EEA3, using
the ZUC algorithm can provide integrity and confidentiality
in the wireless transmissions of the LTE. The GSM associa-
tion and 3GPP have developed this kit of protocols.

The regulation of the ZUC algorithm was first published on
June 18, 2010 [14]. To ensure the security of the ZUC algo-
rithm, it was in evaluation via the global public assessment
and modified during initialization on January 4, 2011 [15],
[16]. The revised version of the ZUC was not open for public
evaluation until June 2011.

Nowadays, the design and implementation of hardware
for cryptographic methods play a significant role in many
application areas because of its good performance of the high
throughput. Therefore, if the cryptographic algorithms can
be implemented on hardware and gain greater efficiency or
not has been become an important and hot topic [17]-[20].
Presently, there is not much research on hardware implemen-
tations of the ZUC. In many cases, the initial file provided
by designers of the submitted algorithm only includes the
software implementation of the ZUC. Because the LFSRs
(Linear Feedback Shift Registers) are pretty efficient on hard-
ware and are the main building blocks of the cipher, it is
possible to implement the ZUC on hardware and achieve
higher throughput.

Nowadays, the hardware implementation for cryptographic
algorithms plays a significant role in some application areas
owing to its high throughput. Therefore, whether a cipher
method can be implemented in hardware and obtain greater
efficiency becomes an important and hot topic [21]-[23].
By now, there are seldom research results on hardware imple-
mentation for ZUC. Sometimes, the original files gotten from
designers of the published algorithms only include the soft-
ware implementation for ZUC. Because the LFSRs (Linear
Feedback Shift Registers) are very efficient in hardware and
the main building parts of the cipher, it is possible and feasible
to implement ZUC in hardware and obtain higher throughput.

Nearly, people started a period of a widespread upsurge in
the study of chaos theory. Chaos is a physical phenomenon
sensitive to initial values with high complexity. Therefore,
people have shown great interest in the chaos in the past
decades. Chaos [24] has gradually developed from the climate
to other fields, such as information science, biology, engi-
neering, finance, etc. So far, under the research of people, the
chaotic system has been widely developed, from the original
Lorentz system, to produce many different chaotic systems,
including hyperchaotic system [25], [26], discrete chaotic
system [27]-[29], memristor, chaotic system [30] and so on.
Using chaos can improve the complexity of the FH system.

Some current RIP (Radio Interface Protection) algorithms
for LTE [31], 128-EEA1 for confidentiality, as well 128-EIA1
for integrity have been contrived by the SAGE (Security

54636

Algorithms Group of Experts)/ETSI [32]. 128-EEA1 and
128-EIA1 are according to SNOW3G stream cipher [33],
[34]. In addition, the GSM Association, together with the
3GPP, 3rd Generation Partnership Project, designates the
second set of algorithms, 128-EEA2 and 128-EIA2 [35],
based on AES block cipher [36], [37]. At last, the GSM
association with 3GPP specifies the third set of algorithms
for integrity and confidentiality, including 128-EIA3 and
128-EEA3, respectively [38]. Both two ciphers are according
to the ZUC stream cipher [39]. The key reason for the new
ciphers is that many countries will utilize the LTE. However,
Chinese regulations do not accept these algorithms used in
China because they were not products of China. Nevertheless,
China allows the ZUC to be in China.

The traditional sequence construction methods for the FH
system, such as m sequence, RS code sequence, and other
ways, have their disadvantages of low complexity. Of course,
there are several FH sequences proposed in recent years,
just like the chaotic system and the improved m sequence.
Although these presented new algorithms have overcome
some shortcomings of the conventional method and have high
complexity, they have disadvantages. The chaotic frequency
hopping needs an introduction disturbed by an m sequence,
and the improved m sequence requires its more complicated
generated hardware equipment.

Therefore, this paper proposed an evolutionary three-layers
structure of the ZUC FH system, which innovatively applied
the permutation polynomial algorithm and an evolutionary
DES cipher algorithm. Furthermore, using the hardware-
based on FPGA can implement this presented algorithm with
an acceptable medium complexity.

In this article, the authors take the merits of the properties
of LFSRs for implementing the novel proposed stream cipher
ZUC on an FPGA (Field Programmable Gate Array) and
an attempt to optimize this implementation. We presented
an evolutionary three-layers structure of the ZUC FH sys-
tem which innovatively applied the permutation polynomial
algorithm and an evolutionary DES cipher algorithm. The
introduction of that new DES and the permutation polyno-
mial can efficiently increase the security performance of the
ZUC system but also avoid some shortcomings of the UHF
communication. The experimental results gained in this paper
denote that this ZUC implementation is a resilient, flexible
and robust solution for the 4G of LTE usage, even for 5G to
some extent. The implementation of the FPGA presented in
our experiment can achieve a 2.08 Gbps throughput under a
clock frequency of 65 MHz.

The arrangement of the rest of the paper is as follows:
Section 2 shows the Fundamentals of the ZUC Algorithm;
section 3 gives the newly proposed evolutionary three-
layers structure of the ZUC FH system in this article;
Section 4 shows the implementations of the proposed ZUC
Cipher Algorithm on FPGA in detail; Section 5 presents
the experimental Results, Analysis, and Comparisons; At
last, Section 6 describes the whole conclusions of this
research.
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Il. FUNDAMENTALS OF THE ZUC ALGORITHM

ZUC is a word-oriented stream cipher firstly presented via
the Data Assurance and DACAS (Communication Security
Research Center) of the Chinese Academy of Sciences [40].
It can take a 128-bit Initial Key (IK) and a 128-bit Initial
Vector (IV) as input and a Key-stream of the 32-bit words
as outputs (so each 32-bit word is called a key-word in it).
The Key-stream can adapt to encrypt the plain text.

DES, Data Encryption Standard, is a block algorithm deter-
mined as FIPS (Federal data Processing Standard) by the
National Bureau of Standards of the federal government of
America. DES algorithm using key encryption was widely in
use internationally after it authorized utilization in unclassi-
fied government communications. In some types of literature,
to be different from DES as a standard, Des is also known as
DEA (Data Encryption Algorithm) when it is an algorithm.

Based on the specification of the ZUC [41], ZUC contains
three logical layers (as shown in Figure 2). The bottom layer
is a procedure of a nonlinear function F; the middle layer is a
process of the BR (Bit-Reorganization), and the top layer is
an LFSR (linear feedback shift register) of 16 stages.

A. THE PROCEDURE OF AN LFSR WITH 16 STAGES

The LFSR (Linear Feedback Shift Register) has 16 31-bit
registers (So, S1, - - - , S15), and every memory S;(0 < i < 15)
is limited to get the value from the following dataset:
{1,2,3,..., 231 _ 1}. The LFSRs have two modes of opera-
tions, including the work mode and initialization mode.

As shown in Algorithm 1 below, the LFSR doesn’t receive
any input in the work mode. It denotes that other parts of
the ZUC work independently with the LFSR, which enlight-
ens the authors that when we acquire S16 for each clock
pulse, the shift register operates shifts for every clock cycle,
which means that it can produce a 32-bit key per clock
cycle.

Algorithm 1 The LFSR in the Work Mode

1 {Begin
2 Sie = {29815 + 217813 + 22180 + 2208, +
3 (1+2%80)
4 m0d(231 — 1); //Generate Si¢.
5 1If Sig = O then
6 set S1 =231 — 1; i
7 Initialization again.
8 else
9 (81,82, -+, 815, S16) =
(S0, S1, -+, 814, 515)
Endif;
End;}

NOTE Please: All denotations “//” of the tables in this paper
mean an explanation of the program before it.

In the initialization mode, the LFSR first receives a 31-bit
input word u achieved by getting rid of the right-most bit from
32-bit output W of that nonlinear function F (u = W > 1).
As shown in Algorithm 2 below, the mode of the initialization
can work as the following steps:
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Algorithm 2 The LFSR in the Initialization Mode

1 {Input: u

2 Begin

3 v={21815 + 217813 + 221819 + 22084 + (1+
4 2%8omod (23! —1); //Set v.

5 IfS;g = 0then

6 set S16 = 231 — 1;// Initialization
7  again.

8 else

9 (81,82, -+, 815, 816) = (S0, S1, - -+, S14, S15)
10 Endif;

11 End;}

B. THE PROCESS OF THE BR (BIT-REORGANIZATION)

The middle layer of the ZUC is the process of the BR
(Bit-Reorganization). And assuming that the eight registers
of the LFSR stand for respectively So, 2, Ss, S7, S9, S11, S14,
and S5, etc.

Algorithm 3 The BR Process

{Begin

Xo = S1511|S141; // The assignment to the first 32-bits
word Xj.

X1 = S11L1|Sox; // The assignment to the second 32-bits
word X .

X2 = 8711|8585 // The assignment to the third 32-bits
word X5.

X3 = S21||1Sox; // The assignment to the fourth 32-bits
word X3.

0 | End;}

= O 001N NP W —

Based on Algorithm 3 above, the BR generates four words
with 32-bits: Xy, X;, X», and X3. Then the former three
words are passed into the next layer, i.e., the bottom layer
(the nonlinear function F). For realizing the concatenation of
signals, in contrast to software implementations, the opera-
tion on hardware works easy, only changing the order of the
wires, which costs little time to accomplish. Therefore, the
BR process should better operate with the nonlinear function
F together to save clock cycles.

C. THE PROCEDURE OF THE NONLINEAR FUNCTION F
There are two 32-bits registers Ry, Ry, two 32-bits logi-
cal gates of X-NOR, two 32-bits modulo 232 adders in the
Nonlinear Function F. In addition, Nonlinear Function F
also has three inputs Xy, X1, X», and one 31-bits output W.
Those inputs come from the outputs of the last layer, i.e.,
the process of the BR. Finally, it has a left cyclical shifter
of 16 positions, two 32 x 32 S-boxes, as well as two linear
transformation functions Li, L. Algorithm 4 describes the
process of nonlinear function F in detail as below:

In Algorithm 4 above, S is an S-box with 32 x 32;
L and L, are linear transformations defined and written as
Equations (1), (2), as shown at the bottom of the next page,
respectively.

In equations (1, 2) above, the critical path is the computa-
tion of Wi = R; H Xj in the procedure of Nonlinear func-
tion F, where A represents a modulo 232 addition. The rest
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<<< 16

FIGURE 2. The structure of a traditional ZUC algorithm.

Algorithm 4 The Procedure of the Nonlinear Function F
{Input: X, X1, X>

Begin
W = (Xo @ R1) BRy; // W is the 32-bits output
word of F;

W = Ry B X;; //Operator H is modulo 232 adder;
W2 = Ry @ Xp; // Operator @ is the XOR-gates;
Ry =S (L1 (W1L|IWag)) ;5 // R is the is the 32-bits
register;
Ry =8 (Ly (War||Wig)); // Operator || is the OR-
gates;

End;

operations of the Nonlinear Function F are negligible because
they cost little time in contrast to this 232 modulo adder.
Therefore, the authors suppose that finishing the operation
of the BR and the Nonlinear Function F simultaneously in a
clock cycle. It denotes ZUC can produce a 32-bits key in each
clock cycle once the LFSR completes the update per clock
cycle.

D. THE IMPLEMENTATION OF ZUC

The implementation of ZUC includes two steps: the first step
for initializing and the second step for working. Within the
initializing step, to complete this initialization, the cipher
method operates the following stages 32 times:

1. BR (); // Call Algorithm 2: Bit-Reorganization.
2.w = F(Xo, X1, X»); // Assignment for w.

3. LFSR in the Initialization mode (w > I); // Call Algorithm 2.

When accomplishing the first step of initializing, this algo-
rithm will go into the second step for the working stage.
During the beginning of this step, the algorithm throws away
output W of the Nonlinear Function F and operates the fol-
lowing process once:

1. BR (); // Call Algorithm 2: Bit-Reorganization.
2. F(Xp, X1, X2); // Assignment for w.

3. The LFSR in the work mode (); // Call Algorithm 1.

After finishing the two steps above, the algorithm runs into
a new stage for generating a key-stream, which means the
method operates the following steps once for every iteration
and generates output with 32-bits word:

1. BR (); // Call Algorithm 2: Bit-Reorganization.
2.Z = F(Xo, X1, X2); // Assignment for Z.

3. The LFSR in the work mode (); // Call Algorithm 1.

Expression (3) below may be the most time-consuming
part of the LFSR process, so the critical path of the LFSR
procedure is about the computation of expression (3):

{215515 + 217813 + 221810 + 2208,
+ (128) So} mod (231 — 1) 3)

In the expression above, S is an S-box with 32 x 32; L1
and L2 are linear transformations defined before and written
as Equations (1) and (2).

The efficiency of the ZUC execution on FPGA relies upon
costs of the significant ways of the whole method, i.e., those

LX) =X & (X<<K322) ® X <k3210) & (X <k3218) & (X <«3224) (1
Ly(X) =X D (X<<k328) ® (X<k3214) & (X<K3222) & (X <«K3230) ()
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FIGURE 3. The proposed evolutionary three-layer architecture of the ZUC
FH system. NOTE Please: here, TOD (Transit-Oriented Development)
is 64 bits.

maximum values of the critical path between that of the
procedure of BR, Nonlinear Function F, and LSFR. As for
Equation (3), there are five modulo (231-1) additions while
implementing an update operation in the procedure of the
LFSR per time. Without any optimization over the computa-
tion of Formula (3), although completing an update operation
in the process of the LFSR per clock cycle, this critical path
tends to be too long.

This 32 x 32 S-box S consists of four mini S-boxes with
8 x 8, which means that S = (Sg, S1, S, S3) and Sg = S»,
S1 = S3. An official encryption specification has definitions
of the Sp and S;. Both the L{ and L, are linear transformations
with 32-bit words to 32-bit words.

As for a cipher operation, the encryption key loading pro-
cess firstly expands the initial vector and the initial key into
16 of 31 bits integers as an initial stage of the LFSR, then
implements the initialization step and working mode. The
first stage operates an initialization for IK or IV and clocks
the cipher with no generating output. Whereas, in the work
mode, the second step generates a 32 bits word of outputting
signal for every clock cycle.

Ill. PRESENTED ARCHITECTURE

A. THE NEWLY PROPOSED EVOLUTIONARY
THREE-LAYERS STRUCTURE OF THE ZUC FH SYSTEM

As shown in Figure 3, this paper improves the three-layer
architecture based on the Structure of the traditional ZUC
Algorithm mentioned in Section II as follows: 1. the method
introduces a permutation polynomial § (x) in the first layer;
2. the middle layer keeps no change; 3. The third layer
utilizes an evolutionary DES cipher algorithm, and it can
better ensure security using this more updatable and secure
evolutionary S-box.

Using a TOD bitstream describes the file containing the
complete internal configuration status of the FPGA, including
wiring, logical resources, and I/O settings. There are two
steps during FPGA power on or the subsequent FPGA recon-
figuration: 1. Reading the TOD bitstream is from external
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nonvolatile memory such as the flash memory; 2. loading it
into the internal configuration SRAM (Single address Radom
Accessing Memory) is through using the processing of an
FPGA configuration controller. Therefore, this paper needs
a TOD bitstream as the input to be a restriction condition for
boosting the function of DES.

Compared with traditional methods, as shown in figure 3
above, there are two improved parts in the proposed structure:
one is the introduction of the permutation polynomial, and the
other one is to evolute the conventional DES cipher algorithm.

B. THE PERMUTATION POLYNOMIAL

Once a sequence only possesses a low linear complexity,
attackers can easily reconstruct the shortest length of the
LFSR and the feedback logic of this sequence via using
a simple algorithm just like the BM (Boyer Moore) [10].
Consequently, an FH sequence must have a higher linear
complexity to ensure its performance of safety.

The permutation polynomials & (x) on finite fields can
be applied to improve this linear complexity to increase the
linear complexity of an FH sequence. During the stage of use
of permutation polynomial § (x), a (Q + 1)/2 power operation
is added to the original sequence set (i.e., the increased multi-
plication times are about log2((Q + 1)/2), and then added to
the original sequence. This type of permutation polynomial
can not only maintain the optimal Hamming correlation of
the transformed sequence but increase the linear complexity
of the sequence. Therefore, the set of FH sequences obtained
in this way has high linear complexity and is easy implemen-
tation in engineering.

Let p be an odd prime number, ¢ = p”, where r is a
positive integer. Suppose « is a generator of GF (¢™)* (where
GF is a new signature function defined in the Galois field.),
odd number m > 3, n = (¢" — 1)/2, and integer d satisfy
ged (d,¢" — 1) = 1. If B = o, Ya € GF (¢™), then the
sequence S, can be defined as follows:

S, = (Tr(a),Tr @B),---,Tr (aﬁn—l)) (4)

In equation (4), Where T; (x) = x +x9 + --- + @ is
the trace function, GF (¢") — GF (q); Sy is an optimal FH
sequence with ((¢" — 1) /2, (¢"~' — 1) /2; g), and its linear
complexity is m. The complexity of this sequence is pretty
low due to its period of (g™ — 1) /2.

However, Permutation polynomials can produce FH
sequences with higher complexity. Using equation (4) can
obtain the sequence S, if b = (> +1)(c*—1),c €
GF(g),c # 0, c* # 1, and assuming § (x) = x4TD/2 4 pyx,
then:

5 (Sa (1)) = Tr (") 42 4Tr (af') |
0<t=(d"-1)/2-1 (5

Based on equation (5), together with three given condi-

tions, including ‘g = p", ‘(¢+ 1) /2 can be written as

g+1D/2 = Z;:_ol nipi, and ‘0 < n; < p,” expression (6)
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FIGURE 4. A flowchart for the evolutionary strategy of the S-box.

can be derived:
g+l

g+l m—1 i\ 2
_ 1\¢
Tr(ap’) = = <Z,-:0 (@B") )
r—1 m—1 i q’ i

_ P ap't

=TT (X0 (@s)) ©
Furthermore, since the formula

> I (')

Aiothintothim—t AjolAi 1!l Apm—1!

m—1 .
NN
"
ni

, therefore, expanding

can simplify as <ij 01 (al’l Bt )q/)
equation (6) above can get expression (7), as shown at the
bottom of the next page.

If considering f (x) as a characteristic polynomial, its root
is a linear sequence a = agp - ajaz - - - , a, and only if there
is a set of coefficients Ay, Az, - -+ , A, such that a = Alal +
Azaz +-- +Anan, then the linear complex1ty of this sequence
equals the number of non-zero coefficients in equation (7).

Therefore, it is necessary to calculate the number of the
different modules ¢! of coefficient in equation (7).
According to the different values of A;;, A; j, there is an
expression as below:

TV
m— quZ

Because A;; < n; and A;’j < n;, thus while g > 3, there is
an Inequality 0 < M = Z)./_l

both Z}Z)l q’Z,Col Aip' and pIn 1q’ Y 1A/]p are less
than ¢ — 1. Consequently, after eliminating mod(g™ — 1),

A p'mod(g" — 1) (8)

77ipi < g — 1, which means
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expanding equation (8) and taking the operation of the mod-
ulo g on both sides to achieve the expression below:

Xo,0 + Ao+ +Ay—1,0p"

=Xyo+ AP+ + A, op" 'modg (9

As seen from equation (9) that both sides of it are much less
than g, so eliminating the mod g can get A, 1o = A _1.0°
Because the coefficients 8 of equation (7) are d1fferent from
each other, thus the power of § in the sequence bT; (oz,B )
and the coefficients 8 of equation (7) are also different from
each other. Then, this paper calculates the total number of
possibilities of different coefficients through a formula of
the combination number, the linear complexity of § (s,) is as
expression (10) below:

1 -1 r=1
(p + ) -1 m+ _(p ) ) —1
(p+1) p—1 +m  (10)
2 2
In equation (10) above, the square bracket is a formula of
the combination number, i.e., |:’Zi| cl = #Lm),

Consequently, using permutation polynomial §(x) can effi-
ciently increase the linear complexity of the optimal FH
sequence with low complexity.

C. THE ALGORITHM OF THE EVOLUTIONARY DES BLOCK
CIPHER

Commonly, there are two principles of a block cipher design
to resist the statistical analysis from other’s encryption sys-
tems, including confusion and diffusion. Principle Confusion
is to make a relationship between the statistical characteristics
of the ciphertext and the value of the key as complex as
possible; principle Diffusion is to act the influence of each
plaintext to more output ciphertext bits as quickly as possible
and make the influence of each key expand to more ciphertext
bits as fast as possible.

Due to the advantages of the algorithm of the DES cipher,
including its fast encryption, decryption speed, and good
security [55], this method is a well-known block cipher by
now widely used in many fields and industries that need
encryption. Its security performance mainly depends on the
core component S-box. Its security performance primarily
depends on the core component S-box. S-box is the only non-
linear substitution transformation component in DES cipher.
This S-box plays a role in confusion or complication in the
encryption process, so to increase security.

As shown in figure 4, the overall strategy of evolutionary
S-box design is: first, to use the existing design criteria,
especially those with clear quantitative regular, to design and
generate the initial population and reduce the sample space
of the S-box; second, to filter and sort the randomly chosen
initial population based on the pre-determined cryptographic
indexes; Lastly, through the various indexes, the attained opti-
mal or non-inferior solutions should undergo an evolutionary
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FIGURE 5. The proposed architecture of the ZUC Cipher algorithm on FPGA.

compromise. If this compromise is at fault, the algorithm will
begin a new round of evolution until obtaining the demanded
S-box. Figure 4 shows the evolution process.

The adopted variation strategy in the evolutionary process
are listed as follows:

(1). Randomly change the arrangement order of two
s-boxes;

(2). Randomly select an S-box for column transformation
or row transformation;

(3). Randomly rearrange the arrangement order of eight
S-boxes.

The adopted crossing strategy in the evolutionary process
are listed as follows:

(1). Randomly generate an 8-bit binary data and exchange
two S-boxes by determining whether one of these bits is 1.;

(2). Generate three random numbers of less than 8: N1, N2,
and m, and exchange the data between N1 and Ni + m of the
first S-box and N2 to N2 + m of the second S-box.

Moreover, the algorithm will put new individuals into the
group for every specific evolutionary algebra to better search
in the global range.

IV. IMPLEMENTATIONS OF ZUC CIPHER ALGORITHM ON
FPGA

As researched in Section II before, Figure 2 shows that the
traditional ZUC algorithm has an architecture of three lay-
ers. The upper layer is a 16 level LFSR on a finite field
GF (2°'-1); The bottom layer is a procedure of a nonlinear
function F; the middle layer is a process of the BR. In this

FIGURE 6. The circuit of a Multiplexer.

part, implementations of the presented evolutionary structure
on FPGA in this paper (as shown in figure 5) are listed in
detail as follows:

A. THE IMPLEMENTATION OF THE PROPOSED ZUC
CIPHER ALGORITHM ON FPGA

This study explored whether the ZUC cipher works on a
current hardware device or not for efficient application over
LTE networks. Figure 5 illustrates the proposed hardware
architecture of the ZUC Cipher Algorithm on FPGA.

The presented system has as basic I/O interfaces a 32-bits
cipher-text/plaintext output and a 32-bits plaintext/cipher-text
input. Additionally, the system possesses two inputs, a key, a
128-bits initialization value, and IV, a 128-bit secret key, and
upholds the initialization step, the working step, and the key-
stream producing stage.

m—1

> > I, -
Z]-m:_ol A0,j=10 Z,"":_ol Ay—1,=Ny~1 =0 \ AjolAiq!---
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(b). the ARCHITECTURE of a 31-bits OR gate.

FIGURE 8. The circuit of a 31-bits OR gate (i.g., one output from two
inputs).

B. THE IMPLEMENTATION OF THE 31-BITS MULTIPLEXER
The Data Selector (also known as Multiplexer, i.e., MUX)
is a device that can choose a signal as the output from
multiple analog or digital signals in electronic technology,
especially in the digital circuit. Using this 31-bit selector
is corresponding to its application area of LFSR module.
A Multiplexer with 2" inputs has n selectable input-outputs
and can select one of these signals as output through a
control terminal. Using the Multiplexer mainly can increase
the amount of the sending data through a network within
a certain amount of bandwidth and period. This data selec-
tor enables multiple signals to share a common resource or
device, just like a transmission line or an A/D (analog-to-
digital) converter, which does not need to equip a device for
each inputting signal. Figure 6. shows the circuit of a Mul-
tiplexer (taking a One out of two multi-channel Multiplexer
as an example, i.e., MUX21a). Using the Multiplexer mainly
can increase the amount of the sending data through a network
within a certain amount of bandwidth and period.
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FIGURE 9. The implementation of the feedback logic circuit.

C. THE IMPLEMENTATION OF THE 31-BITS OR GATE
AMONG THOSE LFSR CELLS
Firstly, the key loading part utilizes a 240-bit D constant,
D =dpll|d1 ||...|ld15s (where 0 < d; < 15 are predefined),
and then together with IV as well Key, generates 16 31-bit
substrings based on a specific rule of s; = k; ||d;||iv; (Where
0 < i < 15 is also predefined). The iv; and k; are the
16 bytes of the IV and the Key, where ivy and ko are the most
important values. The 31-bits LFSR applies these substrings
as the initial value of the cells sg, s1, ..., 15, respectively.
As shown in Figure 7 below, the LFSRs can parallel load the
substrings as their initial values through the OR- gates. The
OR- gates are forced by zeros while fetching these values.
An OR gate, also known as an OR circuit or logic sum
circuit, is a logic device, which means if one of several
conditions is satisfied, an event will occur, we usually also
call it “or” logic relationship. A digital circuit with an “or”
logic relationship has multiple inputs and one output. Its
output is a high level (i.e., logic “1°*) as long as one of these
inputs is the high level, as well its output is a low level (i.e.,
logic “0”’) only when all inputs are the low level. Figure 8.
gives the implementation of ENTITY and ARCHITECTURE
of the OR gate based on the FPGA of the CPLD (Complex
Programmable Logic Device) as below:

Algorithm 5 The Procedure of the Nonlinear Function F

1 {LIBRARY IEEE;

2 USE IEEE.STD_LOGIC_1164.ALL;
3 ENTITY or2a IS

4 PORT (a, b: IN STD_LOGIC;

5 c: OUT STD_LOGIC);

6 END ENTITY or2a;

7 ARCHITECTURE one OF or2a IS

8 BEGIN

9 c<=aORb;

1

0 | END ARCHITECTURE one;

Besides Figure 8, algorithm 5. This research also programs
the OR gate using VHDL (Verilog Hardware Description
Language.
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FIGURE 11. The architecture of adder mod (231-1).

D. THE IMPLEMENTATION OF T IMPLEMENTATION OF
THE FEEDBACK LOGICAL CIRCUIT

As seen in Figure 5, the operation of the presented ZUC
Cipher Algorithm starts with the initial parallel loading of
those values of the LFSR. Furthermore, the initial values of
the two registers of R1 and R2 are zero. And then, during
the stage of the initialization, the LFSR can receive a 31-bits
word as input via that Multiplexer (selecting input 1 of the
MUX). To generate this output is through an addition mod
(231-1) between the outputting signal of a feedback logic
and the 31-bits output of the nonlinear function F named
W (removing the rightmost bit of the output W, W > 1).
Figure 9 below illustrates the implementation of the feedback
logic circuit:

There is not any output but clocking the cipher in this pro-
cedure. Therefore, a 32-bits output register is at the position of
the output end of the cipher that can hold those produced data.
Additionally, in the work mode, the LFSR selects input2 of
MUX and does not get any newly arrived input. It can discard
the output W if finishing the cipher once. Then after this, the
cipher generates a 32-bits keystream Z per clock cycle.

A bit-by-bit XOR between the W and X3 word can generate
this keystream Z as an output of the BR layer. During the stage
of the operation, the 32-bits output register locks its input
onto its corresponding output signal. Figure 10. shows the
implementation of ENTITY and ARCHITECTURE of the
XOR gate based on the FPGA of the CPLD as below:

E. THE IMPLEMENTATION OF THE ADDER MODE (231-1)
The feedback logic circuit is an Arithmetic Logic Unit (ALU)
that combines cyclical shift registers and additions of the mod
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(b). the ARCHITECTURE of a 31-bits XOR gate.

FIGURE 10. The circuit of a 31-bits XOR gate (i.g., one output from two inputs).

(231-1). The MUX regulates the configuration according to
operation scenarios of the cipher (an initialization or a work
step). In addition, the proposed system of the evolutionary
ZUC needs another adder mod (231 -1) and adopts this adder’s
results as the first input of the MUX. There are six adders mod
(231-1) in this feedback logic. Figure 11 shows the structure
for the two-inputs X, Y, adder mod (231 -1) as below:

As shown in the figure above, three adders are in use,
respectively: one adder for adding the values of So and 28 Sy,
the second one for adding 220 5, and 22! S0, and the third
for adding 2'7 Sy3, with 213 §y5.

Figure 12. gives the implementation of ENTITY and
ARCHITECTURE of the Adder based on the FPGA of the
CPLD as below:

V. EXPERIMENTAL RESULTS, DISCUSSIONS AND
COMPARISONS

Based on the theoretical research and 2FSK modulation mode
above, the authors apply the simulation model of the FH com-
munication system in figure 13 and simulate it in Simulink.

The authors selected several frequencies for the FH demon-
stration in this paper. Because frequencies will have a poor
display effect on the picture and are difficult to identify while
the frequency range is too high. Consequently, making these
choices is just for the convenience of this demonstration.

The adopted simulation process of the frequency hopping
communication system in this paper is as follows: to begin
with, the signal generator generates the original sequence;
then 2FSK frequency shift keying modulates it with a mod-
ulation law controlled by the frequency hopping sequence;
Furthermore, the receiver mixes and amplifies it again and
sends it to the demodulation module to recover the original
information signal. As shown in figure 13, a series of mod-
ulation, mixing, demodulation, decision, and other processes
can ensure the data recovered at the receiving end is mostly
the same as the original sequence at the transmitting end.

The following parts are the explanation of all units in this
system:

(1). Signal Generation Unit (SGU): A random integer
signal generator can produce this part, which generates the
binary random signal with a frequency of 1 Hz;

(2). Transmission Unit (TU): multiplying the FH signal
generated through the subsystem module and the 2FSK signal
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(a). the ENTITY of an Adder.

FIGURE 12. The circuit of an adder.
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FIGURE 13. The simulation model of the FH communication system.

produced by the baseband to obtain a mixed-signal, and then
sending this mixed-signal via the channel loaded with an
additive Gauss white noise;

(3). Receiving Unit (RU): the whole process of this unit is
equivalent to an inverse procedure of the TU, which means
that for finally getting the required low-frequency baseband
signal, this process needs to undergo de-hopping, coherent
demodulation, and band-pass filtering, etc.;

(4). Decision Unit (DU): this part first receives the low-
frequency signal from the previous unit, then compares and
determines between the upper path low-frequency signal and
the lower path one. The comparator compares the threshold
with the threshold of the symbol. If it is higher than the
threshold, this signal is a “1”” code, or it is a ‘0" code;

(5). the Subsystem of the FH Unit (SFU): for the conve-
nience of demonstration, supposing the transmission rate of
ad hoc information is 1 bit/s and the frequency hopping speed
is two hop/s in this scheme. In this subsystem, the sequence
outputs one column of 01 signal into two columns of these
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01 sequences through a cache, which will become an integer
by converting a bit by bit. After passing through the anti-
buffer and zero-order holder, the 01 sequences generated by
a PN sequence generator can be considered a required FH
sequence and sent to the frequency synthesizer;

(6). BER Computation Unit (BCU): a BER meter module
can detect the BER. This unit compares the sequence code
after a specific delay with the recovered sequence code,
counts the different numbers, and divides the number of errors
by the total number to obtain the bit error rate.

A. THE SIMULATION TOOLS
Utilizing VHDL with structural description logic can capture
the proposed implementation. The VHDL code has been
simulated and verified using test vectors provided via the
3GPP standard.

An SYNPLICITY FPGA has advanced more useful fea-
tures for this design than traditional LUTs and registers.
A versatile DSP block is one of these advanced factors. This
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TABLE 1. Comparison of the differential performance.

Difference Analysis differentia
Number of
Eight Ten Twelve 1
Circles
circles circles circles uniformity
6.6076 13.286
DES S-box 15.7154 16
6 1
Evolutionar 6.8707 14.001 16.8310
16
y S-box 3 0 9

DSP block can implement resource- and timing-critical com-
ponents (i.g., arithmetic operations on Boolean expressions or
Integers). However, that leads to being resource-demanding
or slower than the implementation with the traditional logic
elements. The DSP block can operate the device working at
the maximum frequency, i.e., up to 550MHz. This core was
in use both in function F and the feedback logic circuit, and
its corresponding aim is respectively for the implementation
of the adders mod 232 and the adders mod (23!-1). Finally,
the operation of that required S-boxes was through a ROM.

To implement the proposed evolutionary ZUC cipher
method, the authors of this research use the SYNPLICITY
tool and an ALTERA FPGA Device based on Xilinx Virtex-5
for further logic optimization.

As the FPGA tool, Xilinx Virtex-5 is famous for its exten-
sive and powerful clock management functions, such as clock
deskew, frequency synthesis, phase shifting, and dynamic
reconfiguration. Consequently, this Xilinx Virtex-5 is suitable
and feasible to build the FH system due to the clock manage-
ment functions.

There are three main reasons to explain why the authors
selected Xilinx Virtex-5 rather than Virtex-4 or Spartan-6
to implement this novel proposed stream cipher ZUC on
an FPGA: firstly, compared with Virtex-4, Virtex-5 has a
more extensive and powerful clock management functions,
such as clock deskew, frequency synthesis, phase shifting,
and dynamic reconfiguration; secondly, Virtex-5 can achieve
higher density and performance with lower power consump-
tion and cost than virtex4, including higher accuracy, larger
storage capacity and lower power consumption with only
50% slice; in addition, compared with spartan-6, Virtex5 can
support most common and emerging standards and has low
power consumption. However, due to the military character-
istics of spartan-6, it supports fewer standards and high-power
consumption.

B. THE PERFORMANCE ANALYSIS OF EVOLUTIONARY
S-BOX
Table 1 and Table 2 illustrate the performance comparison
between the common S-box with DES and the evolutionary
S-box.

Table 1 illustrates that the evolutionary S-box is better than
the common one but almost alike in differential uniformity
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TABLE 2. Comparison of linear performance.

Linear Analysis
Number of differential
Four Six Eight
Circles uniformity
circles | circles circles
DES S-box  3.3559  8.7122  10.7693 20
Evolutionary
4.0011 9.5578 11.3618 16

S-box

TABLE 3. Comparison of the performance on hardware utilization.

Freq(MH Area(slic Throughout(Mb Throughout/A

Schemes
z) es) ps) rea
1.SNOW
126 311 2016 6.5
3G [10]
2.chaotic
system 108 356 3456 9.7
[11]
3.Propos
2224 575 7111 12.3
ed ZUC

(all equal 16). Therefore, the proposed implementation of
the ZUC algorithm can operate at lower clock rates but is
virtually on par with prior methods.

It can be seen from Table 2 that the evolutionary S-box has
much stronger resistance to the linear attack and better linear
uniformity than the common S-box.

Furthermore, besides Tables 1 and 2, to evaluate the pro-
posed architecture further, the authors compared the per-
formance and area utilization with other stream ciphers,
including Snow [12] and chaotic [13].

As shown in Table 3, as a stream cipher method, ZUC can
meet various demands for the consumed area of hardware
resource and adjustments of throughput in implementation
on FPGA in terms of different scenarios, which satisfies
the design needs of the modern cryptographic algorithms.
Based on those simulation results displayed in Table 4, the
third scheme (i.e., the proposed algorithm in this paper),
a pipelined structure of the ZUC implementation, can obtain
maximum speed by consuming a little more area of 575 slices.
Moreover, Scheme 3 achieves the best optimal performance
over average throughput per area, 12.3 compared to 9.7 of
Scheme 2 and 6.5 of Scheme 1.

The numerical simulation illustrates that Scheme 3 has
the shortest critical path because its work frequency is
inversely proportional to this critical path. Though this path
of Schemes 1 and 2 is also that of the LFSR process, their
actual values are different because of various optimized ways.
However, the critical pathing of the proposed Scheme 3 is
that of the nonlinear function F process and is much shorter
than it of both Schemes 1 and. Consequently, the presented
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FIGURE 14. Frequency hopping pattern.

Scheme 3 can obtain maximum throughput of 7.1 Gbps only
with 575 slices of consuming area. Furthermore, it also
achieves the best average throughput per area.

Therefore, the security performance of the evolutionary
S-box is much better.

C. RANDOMNESS TEST

This part first shows a result of the presented FH mode and
then illustrates the results of a NIST (National Institute of
Standards and Technology) Randomness Test. To test the
security of the proposed algorithm. The article adopts a ran-
domness/passing the NIST pseudorandom test suite, but this
does not directly equate to the security concern. It is just an
acceptable and more reasonable one of those most feasible
methods.

The TOD is 64 bits, and the period of the generated 64-bits
cipher-text is 264 in the proposed scheme. From Figure 14
below, the distribution of these 500 hops is relatively uniform,
almost has no period, and presents an asymmetric perfor-
mance, which illustrates that the FH sequence has a better
aperiodic law and much better randomness.

Besides the test of the HF mode above, this research
also utilized the NIST (National Institute of Standards and
Technology) test components [17] to detect the HF sequence
better. The test methods mainly include 16 test methods,
such as frequency test, inner block frequency test, and
run-length test. According to different test methods, the
authors tested the FH sequence with a length of 200000 and
achieved the p-value (p-value, probability, PR) values of
various test methods. Table 4 shows the final results as
below:

These six testing items include the inner block fre-
quency test, cumulative sum test, binary matrix rank
test, non-overlapping template matching test, overlap-
ping template matching test, and linear-complexity test.
Consequently, we can consider that the FH sequence
generated through the proposed FH system is rightly
random.
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TABLE 4. NIST test results of the frequency hopping sequence.

Test items P-value
Frequency test 0.316932
Inner block frequency test (m=128) 0.559048
Accumulation sum test -Reverse 0.632409
Accumulation sum test -Forward 0.748845
Run-length detection 0.085505
Longest continuous "1" test in block 0.213746
Rank test of binary matrix 0.591424
Discrete Fourier transform (DFT) test 0.137726
Matching test for non-overlapping modules

0.514595
(m=9, B= 000000 001)
Matching test for overlapping modules

0.244663
(m=9)
Global general statistical test 0.321932
Approximate entropy detection (m=10) 0.095473
Random offset test (x=+1) 0.136937
Random offset variable test (x=-1) 0.428143
Serial test (m= 16) 0.155857
Linear complexity detection (M=500) 0.825982

D. EXPERIMENTAL RESULTS AND COMPARISONS

Table 5 below shows the synthesis implementation results.
Also, there are comparisons among the presented algorithm
with other similar bitstream ciphers and those previous ver-
sions of ZUC encryption methods.

PAN and LIU proposed a so-called Old ZUC algorithm,
i.e., a pipeline implementation of the previous version of ZUC
[10]. This implementation achieves better time performance
than the proposed method in this paper but requires much
more hardware resources. In this new version, the output W of
that F function combines with the feedback logic circuit by an
adder mod (231-1) instead of an XOR gate, which can cause
a clear increment in the critical path delay. Another reason
is the feedback logic circuit utilizes pipeline registers in the
0Ol1d-ZUC implementation to decrease this delay of the critical
path.

However, it also increases the operation of the algorithm
latency. And the last reason is the initialization step was in the
software, which triggers a big decrement in the delay in that
critical path and the hardware resource. The implementation
in this research supports all stages of the execution. The
implementation used in this paper executes that initialization
stage using the OR-gates among LFSR cells, and the addition
(231-1) combines the feedback logic with the MUX and the
output W of function F. The implementation of the SNOW
3G ASIC in [11] can obtain a throughput of 7.9 Gbps under
a 249 MHz clock frequency, and the maximum cover is
24.4 K GEs. One part of the ISO/IEC 18033-4: 2005 is a
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TABLE 5. Results and comparisons with other methods.

Bit
# # Freq
Architect rate
Technology FF | Slic | (MH
ure (Gbp
S e z)
s)
Proposed | XCSVLXS50T3F
641 | 386 66 2.09
ZucC F324
0Old ZUC
XC5VLX110T - 575 232 7.1
[10]
SNOW .
0.13um 25016GEs 248 7.8
3G [11]
MUGI 243 | 196
2V500FG456 111 9
[12] 7 5

*. Note please, this GEs (Gate Equivalent) is equal
to the specific area of a two-input NAND gate, which
denotes the area metric for ASIC designs.

MUGTI generator [12]. That paper proposed an FPGA imple-
mentation of the MUGI stream cipher, which can achieve a
throughput of 7 Gbps under an 11 MHz clock frequency.

VI. CONCLUSION

As a well-known communication method, the security perfor-
mance of the FH communication is an essential part of it. The
ZUC is a new bit-stream cipher adopted in the 5G wireless
system. This paper describes the high-speed structure of a
novel ZUC and also implements this architecture using an
FPGA design. According to the traditional ZUC algorithm,
this thesis innovatively applied the permutation polynomial
algorithm and an evolutionary DES cipher algorithm to the
ZUC algorithm, achieved a novel improved ZUC method,
and then utilized it to construct the new frequency hopping
communication system. The introduction of that new DES
and the permutation polynomial can efficiently increase the
security performance of the ZUC system but also avoid some
shortcomings of the UHF communication.

The experimental results gained in this paper denote that
this ZUC implementation is a resilient, flexible and robust
solution for the 4G of LTE usage, even for 5G to some extent.
This article proposed the implementation of the novel bit-
stream cipher ZUC on an FPGA. In the improved scheme, the
permutation polynomial in the first layer (i.e., the top one is
the LFSR layer) increases the linear complexity. Furthermore,
the evolutionary DES algorithm in the bottom layer also effi-
ciently obtains security performance. This FPGA implemen-
tation presented in our experiment can achieve a 2.08 Gbps
throughput under a clock frequency of 65 MHz. In addition,
results highly recommend that the users choose an appro-
priate optimized scheme according to their specific require-
ments and should thoughtfully consider other relevant factors,
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including the throughput of the system and the consumed area
of the algorithm. Finally, although this research is a successful
attempt at the FH communication, the authors hope to utilize
the evolutionary S-box and the algorithm with better security
performance to build a better and more efficient FH system
to improve the performance of the communication system in
future research.

The authors will supplement much more results for the
practice environments to perfect our paper in future work.
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