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ABSTRACT To date, the rollout of 5G (5th generation of mobile communications) has been ongoing for
more than two years, with most of it still to come. Meanwhile, Key-Performance Indicators (KPIs) and Key
Enabling Technologies (KETs) of Beyond-5G (B5G) and 6G (6th generation of mobile communications)
are already at stake, looking toward 2030. Future networks will leverage autonomous and evolutionary
characteristics, triggered by the cornerstone of Artificial Intelligence (AI), falling well beyond the scope of
5G. Further, a seamless increase of KPIs, across the transition from 5G to 6G, with 100-1000 times higher
data rate per user, latency reduction and reliability improvement, also stepping into the domain of (sub-)THz
and optical communications, will set unparalleled demands for Hardware (HW) systems and components.
This work focuses on the envisaged gap existing between currently in-use strategies for design of Hardware-
Software (HW-SW) systems and what the AI-driven 6G will demand, in terms of adaptivity, flexibility and
evolution. An important aspect is a forecast for Micro/Nano technologies, devices and systems, in enabling
6G functionalities, especially at the network edge, stimulating partial reconceptualization of the classical
idea of HW, in fact, rising its level of abstraction.

INDEX TERMS 5G, 6G, artificial intelligence (AI), Internet of Things (IoT), microelectronics, microsys-
tems (MEMS), millimeter waves, nanodevices, nanoelectronics, nanomaterials, nanosystems (NEMS), radio
frequency (RF), super-IoT, tactile internet (TI), terahertz (THz), WEAF Mnecosystem.

I. INTRODUCTION AND MOTIVATION
The recent scientific literature has begun to shape what
6G (6th generation of mobile communications) will be in
the next decade, while the currently under deployment 5G
(5th generation of mobile communications) already started to
become an enabler of distributed application paradigms [1],
such as the Internet of Things (IoT) and Internet of Everything
(IoE). (Note that Table 1 at the end of this section lists the
abbreviations used in this work.) Already today it is a belief
of researchers in the field that 5G will not unleash the full
potential of IoT/IoE, nor, a fortiori, sustain their evolution to
Super-IoT and the Tactile Internet (TI) [2]–[4].

The reasons behind these aggressive expectations from 5G
to 6G are twofold. On one side, pivotal applications like
Extended Reality (XR), Machine-To-Machine (M2M) and
Vehicle-To-Everything (V2X) communications, as well as
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3D holography [5], will demand Key-Performance Indicators
(KPIs), especially in terms of data, latency and reliability,
falling well beyond the most optimistic targets of 5G.

Moreover, networks of the future will have to realize
unprecedented features to support full pervasivity of TI,
which are orthogonal to the standard KPIs mentioned above.
A prime role is envisioned for Artificial Intelligence (AI)
to enhance reconfigurability, adaptivity, resilience and evo-
lution of the network, both on the service and operation
planes [2], [3].

Combing these challenges awaiting 6G, this work pro-
vides a perspective from the viewpoint of Hardware (HW)
technologies. As already anticipated by the first author
in [6], [7], turning the 6G vision into reality will require
adoption of unprecedented strategies in development of
Hardware-Software (HW-SW) systems, leveraging increased
functional abstraction of HW that will lead to its partial
reconceptualization. A pivotal role forMicrotechnologies and
Nanotechnologies, including devices, systems (Micro and
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NanoElectroMechanical-Systems – MEMS and NEMS) and
materials, is envisioned in the 6G scenario, with particularly
relevant anticipated impact on the network edge architecture.

In light of such a scenario, this work intends to advance the
preliminary discussion available in [6], [7], by developing a
comprehensive review of state of the art Micro/Nano tech-
nologies, which are likely to turn into enablers of 6G services
functionalities and (edge) network features.

In the next section, in order to motivate further this con-
tribution, we provide a brief outlook at current reviews and
perspectives on 6G and Micro/Nano technologies, available
in the literature.

A. CURRENT STATE OF RESEARCH IN 6G
In the context of 6G, the research community has been very
active for the past few years in elaborating visions and per-
spectives around enabling technologies and specifications.
Beside cornerstone early works, like [2], [3], published in
2019 and 2020, many other aspects have been explored more
recently. In this regard, the discussion in [8] offers a useful
review of significant tutorials, visions and perspectives, along
with a list of past and ongoing projects related to 6G.

Having said that, the focus of the research community in
this field started developing along multiple directions in the
last couple of years, briefly summarized in the following.

Starting from a rather general outlook, Key Enabling
Technologies (KETs) and drivers, unprecedented architecture
requirements, emerging limitations and constraints, along
with open research problems, are discussed in [9]–[12].

Concerning more circumstanced technical aspects,
detailed discussions are being developed around new spectra
and wireless communication technologies for 6G, includ-
ing mobility, coverage, data throughput (also in terms of
reliability and latency), along with time-frequency-space
demands [13]–[15]. Moreover, arising security, privacy and
trust issues related to 6G are also under discussion in the liter-
ature [16]–[18]. In the context of technologies, the centrality
of AI and Machine Learning (ML) was already mentioned
before, and they constitute core matter of several contribu-
tions, such as those available in [19]–[23].

On a different plane of reference, 6G is also being investi-
gated against future application paradigms, drawing attention
to how future networks can, play a role as enablers of novel
and pervasive services. To this end, interesting contributions
on 6G-enabled ecosystems include, among the others, mas-
sive IoT [24], [25], Industrial IoT (IIoT) [26], [27], Health-
care [28], [29] and Smart Cities [30]–[33].

B. CURRENT STATE OF RESEARCH IN MICRO/NANO
HARDWARE TECHNOLOGIES
Turning now to the technical area of Micro/Nano HW tech-
nologies, the frame of reference is significantly scattered
down to self-contained solutions and applications, as we are
now dealing with low-complexity sensors, transducers and,
more generally, physical items.

Despite following different evolution paths and timing,
MEMS-based sensors and actuators started to be investigated
in literature around mid-1970s [34], [35], while they began
breaking into market products around two decades later,
throughout the 1990s [36]–[38].

The possibility of moving down from the micro
(50-500 µm typical device size) to the nano domain
(50-500 nm typical device size) started to be investigated
around the turning between the 1980s and 1990s, stimulated
by the development of nanostructured materials, like, e.g.,
Carbon Nanotubes (CNTs) [39]–[41]. In addition, also in the
1990s,MEMS technologywas investigated for the realization
of devices other than standard sensors and actuators. This
is the case for Radio Frequency (RF) passive components,
like micro-relays, variable capacitors (varactors), reconfig-
urable phase shifters and tunable filters, also known as
RF-MEMS [42]–[44].

The current status of MEMS/NEMS technologies in mar-
ket applications is quite diversified, and continuing to expand,
as reported in [45]. In a nutshell, markets like MEMS-based
accelerometers, gyroscopes (gyros) and Inertial Measure-
ment Units (IMUs), have been available for more than three
decades, and have witnessed multiple waves, with the first
uses in cars’ airbags (1990s), then in game consoles (2000s),
and more recently in the smartphone, automotive and other
sectors (2010s).

Also, newer exploitations of Micro/Nano technologies,
like RF-MEMS, have recently seen increasing use within
(mass-)market segments, like telecommunications, on both
ends of mobile devices and infrastructure. Of course, the
scientific literature is rich of many other valuable examples in
the Micro/Nano technologies field. Nonetheless, for the sake
of brevity, they are not mentioned in this section, as many of
them are reported in the following Section 6.

Having framed the fields of 6G and Micro/Nano tech-
nologies we now will turn to combining them. In doing so,
we pursue the twofold target of highlighting the existing gaps
between these areas, as well as to stress themotivation and the
advances addressed in the current work.

C. CURRENT GAPS IN LINKING RESEARCH ON 6G AND
MICRO/NANO HARDWARE TECHNOLOGIES
Concerning weak or missing links between 6G and HW
MEMS/NEMS technologies and, in turn, the corresponding
scientific communities, their identification is quite linear if
analyzed according to a mixed increasing and decreasing
trend to complexity.

Starting from the top-down perspective, i.e. from 6G to
MEMS/NEMS, the common ground is an approach based on
a strong background in telecommunication protocols, Infor-
mation and Communication Technology (ICT), AI and ML.
Therefore, visions and perspectives of 6G are typically elab-
orated at a rather high level of abstraction, i.e. in the context
of the service and network operation planes.

From this vantage point, KPIs and KETs are derived
without going too deeply into the physical layer. The HW
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infrastructure is treated as a complex entity made of a
plethora of building black-boxes, i.e. devices, (sub-)systems
and components, without considering their underlying HW
technologies, architectures and working principles. This is
the approach of most of the reviews, tutorials and perspective
papers on 6G cited above.

Considering, alternatively, the bottom-up perspective, i.e.
from MEMS/NEMS to 6G, the focus is primary on electri-
cal engineering and electronics, physics, chemistry, micro-/
nano-fabrication technologies, HW (sub-)systems integration
and control. Consequently, the level of abstraction is never too
high, as it ranges from basic HW components, like sensors
and actuators, up to their integration with other HW devices,
such as control electronics, Microcontroller Units (MCUs),
etc., to realize sub-systems and systems.

For this reason, the HW community is typically less
focused on high-level vision or on service and end-user
application KPIs. On the contrary, specifications and
requirements typically come from external sources, and
MEMS/NEMS developers, as well as, more in general, the
HW and electronics community, put their efforts into devel-
oping technical solutions to comply with pre-established
demands.

The impact of this scenario is evident when looking at the
scientific literature on Micro/Nano technologies. Technical
papers and reviews on classes of devices, like sensors, actu-
ators, RF-MEMS, etc., often refer only in general terms to
broad fields of applications, like IoT, 5G, Healthcare, etc.,
mainly driven by the need to frame the reported results within
a context that is known to a broader audience.

On the other hand, when the actual scientific content of
thoseworks is at stake, they report on how design, technology,
integration, and so on, can be pushed and tailored, to meet
specifications largely determined by other communities set-
ting standards, services and high-level KPIs.

In order to illustrate this phenomenon, a few recently pub-
lished works are now listed. It should be noted, though that
these are just examples of a much richer literature of relevant
works.

In the areas of MEMS-based accelerometers, gyros and
IMUs, relevant contributions are reported in [46]–[49], while
several interesting works have considered miniaturized gas
and environmental sensors, such as those in [50]–[54].
Other applications of MEMS/NEMS technologies as sensors
and actuators include enabling nano-positioning han-
dling andmanipulation platforms for various types of analysis
and applications [55]–[57], endo-microscopes for medical
purposes [58], and deformable mirrors and a variety of other
actuators for optical signals conditioning [59], [60].

RF-MEMS represent another important class of
Micro/Nano technologies. Across two decades of research
and development, many RF passive components have been
reported in the literature, including resonators, micro-relays,
capacitors/inductors, along with reconfigurable/tunable com-
plex networks, like phase shifters, filters, RF power attenua-
tors, and so on [61]–[65].

In summary, in view of the scarcity of links between
the high-level 6G visioning scientific community and the
MEMS/NEMS – and, more generally, the HW – scientific
community, the likelihood of identifying one or more HW
technologies for low-complexity components as KETs of 6G
seems remote.

D. MOTIVATION AND ADVANCEMENTS OF THIS WORK
In light of the scenario sketched above, the main goal of this
work is to strengthen the connections between high-level 6G
KPIs and KETs, and low-complexity HW components, with a
specific focus aroundMicro/Nano technologies. The purpose
of this goal is to nurture a bottom-up approach of regarding
MEMS and NEMS sensors, transducers and actuators them-
selves as KETs of 6G, rather than one among the various
available HW technologies to realize the smallest building
blocks of the network’s physical infrastructure, according to
a standard top-down approach.

Given such a motivation, the current work embodies some
crucial features that, to the best of our knowledge, are
not covered in the currently available state of the art. The
first, and more obvious aspect, is that we develop a broad
high-level description of 6G and a comprehensive litera-
ture review on Micro/Nano technology-based HW sensors,
actuators and transducers, within a single article. In doing
so, our objective is to treat MEMS/NEMS HW compo-
nent, attributing to them the same value that in other works
is associated with high-abstraction-level technologies, like
millimeter-Wave (mm-Wave) and THz data transfer, M2M
communications, XR, AI, and so on.

Thus, after introducing the framework of 6G, we describe
what we have identified as potential limiting factors in the
previous and current development flow of HW-SW systems.
In a few words, we believe that the standard co-design
approach, despite effective up to date, builds upon exces-
sive asymmetry between SW and HW, with the former
as main carrier of self-adaptivity and intelligence, and the
latter as mere physical platform for implementing SW-centric
functions.

As a following step, we propose a partial reformulation of
the standard concept of HW, which capitalizes on increased
separation and symmetry between HW and SW. These two
pivotal concepts will be detailed in the following pages.
What it is worth briefly mentioning here is that we envisage
an augmented level of abstraction for low-complexity HW
items, like sensors and actuators, as a cornerstone feature to
make full realization of 6G possible in the next decade.

Thereafter, we identify Micro/Nano technologies as piv-
otal items to deploy the HW reconceptualization mentioned
above, and the subsequent increase of abstraction and narrow-
ing of the gap currently existing between HW and SW. This
is supported by pronounced characteristics in terms of flex-
ibility, functional diversification, integration and substantial
fabrication cost-effectiveness of MEMS and NEMS.

To simplify the understanding of the Micro/Nano tech-
nologies’ envisioned role within the broad framework of 6G,
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we propose classification of such devices based on their func-
tional and operation diversification. In particular, we build
an analogy between the characteristics of MEMS/NEMS
devices and the four classical elements in nature. This brings
us to the creation of the so-called WEAF Mnecosystem,
standing for theWater, Earth, Air, Fire Micro/Nano technolo-
gies ecosystem, discussed in greater detail later.

E. SUMMARY OF THE PAPER STRUCTURE
Following the current introductory Section 1, the paper is
structured as follows. Section 2 develops a comprehen-
sive insight into 6G KPIs and KETs, reasoning in terms
of Paradigm Shifts (PSs). Section 3 discusses the concept
of HW-SW divide, introduced in [6], [7], capitalizing on
a detailed description. Section 4 summarizes the WEAF
Mnecosystem concept, upon which reformulation of the HW
concept is based. Section 5 makes explicit how Micro/Nano
technologies can support 6G, with a particular focus on
the network edge frame of application. Section 6 reviews
state of the art research in Micro/Nano technologies for 6G.
Section 7 reports quantitative performance analysis of the
HW items in Section 6. Eventually, Section 8 collects our
concluding considerations.

II. TOWARD THE FUTURE 6G – A SIMPLIFIED OVERVIEW
OF A MASSIVELY-COMPLEX SCENARIO
The envisioned scenario of 6G, for its nature of transver-
sal permeability with respect to the concepts of networks,
functions and ecosystems, is going to be far more complex
than any preceding wireless paradigm, 5G included. At the
present time, 6G is in the process of being shaped according
to different reference planes, among which those of func-
tions and services to be implemented, as well as of KPIs
and KETs, are worth mentioning. This, of course, invites
a plurality of visions and opinions about what 6G will be,
which adds to the desirability of a simplified framework for
understanding 6G.

Given these premises, the scope of the current section is
that of providing the reader with a brief overview of the most
critical disruptions that future 6G is expected to bring. Such
a discussion will be a basis for the focus on HW-SW systems
design approaches and HW technologies, developed in the
following sections of this paper.

Taking the first steps on a quantitative plane of reference,
it is useful to summarize the most relevant key specifica-
tions envisaged for 6G. Also in this case, the discussion is
still rather open, and the literature offers a variety of view-
points. A rather recent comprehensive picture is proposed in
[3], where the transition of requirements, stepping from 5G,
to B5G, and finally to 6G, is considered. Starting from the
numbers provided in this work, a subset of critical target KPIs
can be extracted for what concerns:

a) Average data rate per user, rising from 1 Gbps (5G),
to 100 Gbps (B5G), to 1 Tbps in (6G);

TABLE 1. List of used abbreviations.
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b) E2E latency, decreasing from 5ms (5G), to 1ms (B5G),
to below 1 ms (6G);

c) E2E reliability, stepping from 99.999 % or 1/105 (5G),
to 99.9999 % or 1/106 (B5G), eventually to 99.99999 %
or 1/107 (6G).

Despite the fact that such specifications, especially for 6G,
are not yet part of a commonly agreed-upon standard, they
already provide significant insight into the leap, in terms
of data rates, latency and reliability, anticipated for these
evolving networks. Expanding the discussion around KPIs,
the relevant work in [66], published in 2014, when reporting
crucial technology enablers of 5G, forecast 20Gbps peak data
rates, 0.1 Gbps data rate experience by each user, as well
as 1 ms E2E latency and 100 times improvement of energy
efficiency, compared to 4G-LTE. Looking at these numbers
now, it is clear that such KPIs, originally attributed to 5G, are
being moved forward to 6G.

In a nutshell, despite different visions, common elements
can be clearly highlighted. If, on one side, there is general
agreement that an increase between 10 and 100-1000 times
in terms of data rates, latency and reliability is in demand,
on the other hand, it is rather straightforward to see that 5G
will not be able to satisfy these requirements.

Moving now the focus to a qualitative plane of reference,
the context becomes more scattered and difficult to frame.
In fact, 6G is expected to drive disruption at so many lev-
els that the plethora of current and prospective technologies
and technical solutions that can contribute to enabling the
paradigm, must be grouped according to some sort of clas-
sification to be properly understood.

A notable list of categories is proposed in [67], where the
envisioned 6G is reduced to four PSs that group relevant
HW and SW technologies. Here we offer a slightly modified
version of this classification, with the aim of tailoring it to the
scope of this work. Bearing in mind this, the four main PSs
driven by 6G are graphically shown in Fig. 1, and are named
as follows:

1. Scattered Intelligence (SI), related to the extensive
exploitation of AI, with reference to the twofold reference
plane of network services and operation;

2. Seamless Coverage (SC), targeting continuous deploy-
ment of services worldwide, without any implication
linked to the specific geographical area at stake (e.g.,
metropolitan, rural, remote);

3. Spectrum Diversity (SD), aiming at seamless telecom-
munication services, over frequency bands ranging from
sub-GHz to optical wavelengths (including the visible
spectrum);

4. Enhanced Security (ES), concerned with the augmented
and diversified issues, in terms of security, privacy and
trust, which will unavoidably arise in 6G.

Differently from the discussion developed in [67], the PS
termed SI, which massively leverages AI, is posed here at the
center in Fig. 1, as it acts transversally with respect to all the
others. More comprehensive discussion is provided below.

FIGURE 1. Graphical representation of the four main Paradigm Shifts
(PSs) driven by the envisioned 6G, inspired by the comprehensive review
in [67]. [All the images and thumbnails used to compose the graphic are
powered by Freepik.com.]

A. SCATTERED INTELLIGENCE (SI)
As outlined before, it is envisioned that 6G will massively
capitalize on AI and ML. This is expected to happen at multi-
ple levels. On one side, the employment of such technologies
at the services level is rather straightforward, as it connects
seamlessly with what is already going on today with 5G and
the spread of IoT applications. More disruptive is that AI and
ML will play a crucial role at the 6G network operation level,
as well.

Starting from a given set of resources, optimization of net-
work operation is typically a rather complex multi-objective
problem, with diverse variables involved, such as available
spectrum, energy, communications channels, user density,
computing power, and so on. All these variables should
be optimized, while keeping energy consumption as small
as possible. As is noted in [68], referring to 5G systems,
in most such scenarios it is very difficult (if not impossible)
to develop exact mathematical predictive and behavioral
models.

On the other hand, AI and ML are capable of improving
network efficiency and latency, by learning features from
massive data, rather than pre-established fixed rules. Bear-
ing in mind that next-generation wireless services will tend
to evolve into complex systems and the requirements will
vary in different applications and networks [69], the char-
acteristics of AI and ML algorithms can build self-aware
networks. Further ahead, this can lead to the development of
self-evolutionary features of the network of networks, with
the ability, among others, to gather proper resources to ensure
maintenance of KPIs (i.e. resilience) locally, while keeping
homogeneity with the network as a whole.

For instance, AI algorithms can be applied to solve various
kinds of problems, including sensing, mining, prediction, and
reasoning [70]. Moreover, AI enables sensing the variations
in network traffic, resource utilization, user demand, and
possible threats, also enabling smart coordination of base
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stations (BSs), user equipment (UEs), and various network
entities [70]–[78].

Therefore, it is rather easy to see how disruptive the mas-
sive deployment of AI is going to be, with respect to the con-
cept of network itself, equally involving the SW and protocols
end, as well as the HW and infrastructural levels. Eventually,
it is also clear how the SI is expected to be transversal and
influential with respect to the other PSs discussed below,
motivating its placement at the center of Fig. 1.

B. SEAMLESS COVERAGE (SC)
The target of global coverage is driven by the increasing
trend towards ubiquity of services. To this end, the litera-
ture includes studies focused on the integration of 5G with
satellites [79], [80], of 5G with unmanned aerial vehicles
(UAVs) [81], [82], along with space-air-ground integrated
networks [83], [84]. Due to intrinsic limitations in terms of
radio spectrum, geographical area coverage and operation
costs, 5G terrestrial infrastructure cannot reach the desired
KPIs of quality, reliability and of services available with ‘‘any
time, anywhere’’ capability.

Nonetheless, if the target is to provide truly ubiquitous
wireless communication services globally, it is necessary to
take further steps, embracing the development of a space-air-
ground-sea integrated network, to achieve worldwide con-
nectivity, and to ensure seamless accessibility, especially
in remote areas [85]. This challenge lays entirely on the
shoulders of 6G, and will integrate underwater communica-
tion networks, as well, to support broad-sea and deep-sea
activities.

Given the heterogeneity of the space-air-ground-sea inte-
grated network, each employed technology exhibits pros
and cons, in terms of coverage, reliability, throughput,
transmission delay, etc. Via well-structured inter-networking
protocols, different network segments could cooperate, when
overlapped to a certain extent, to ensure and reinforce seam-
less services access and enhance their provision.

In this context, e.g., satellite-based communications could
complement ground-based networks to bring services to those
areas with poor or no terrestrial network coverage at all, like
open seas and remote areas, as well as to disaster areas. Also,
reasoning in terms of backup and redundant services, the
complementary properties of satellite links, characterized by
broad coverage, and of optical fiber-based backbones, able to
handle high data rates, could be regarded as alternatives to
wireless-based backhaul [67]. UAV communications can be
exploited to relieve part of the terrestrial network load, as well
as to improve service capacities in congested areas.

Considering additional functionalities, synergy of satellites
and UAVs in connection with remote sensing technologies,
could empower data acquisition for purposes of monitoring
the network itself, leading to a more efficient management of
the resources as a whole, and, consequently, to more effective
strategies for planning and decision making [86].

Eventually, given the diverse nature of the space-air-
ground-sea integrated network elements, it has to have a

layered architecture, based on dynamic collaboration of
multi-dimensional heterogeneous resources of the system, for
resourcing data transmission, processing, sensing, caching,
and so on [87]. To this end, a software defined network (SDN)
control architecture seems to be particularly suitable.

C. SPECTRUM DIVERSITY (SD)
Driven by a massive trend toward integration of diverse solu-
tions, similar in concept to what has just been described on
the PS of SC, 6G will entail the diversification of utilized
frequency spectra, as already is being pursued in 5G. Having
said this, an all-spectra scenario is forecast in [67], based on
the continuity across sub-6 GHz frequencies, mm-Waves and
sub-THz (from 30 GHz to 300 GHz), the THz range (above
300 GHz), and optical frequencies, as well. Of course, such a
heterogeneity of spectra gives rise to a range of pros and cons
that must be carefully and thoroughly evaluated.

Taking sub-6 GHz frequencies for granted, given their
commonplace use, mm-Wave and THz channels exhibit com-
parable characteristics, like wide bandwidth and pronounced
directivity (pros), along with, on the side of cons, significant
path loss, blockage effects (foliage), atmospheric absorption
and marked scattering. In particular, THz bands are affected
by more severe cons, compared to mm-Waves [88].

On a different level, wireless channels in the optical
domain show peculiar characteristics, such as material-
dependent complex scattering properties, non-linear photo-
electric characteristics, background noise effects, and so on.
Optical non-guided communications can be further divided
into the categories of LOS links, when the Tx and Rx ends see
each other, and NLOS, when obstacles are standing between
them [89]. In general, optical wireless links are not affected
by multipath fading and Doppler effects.

D. ENHANCED SECURITY (ES)
In summary of the above, it is clear that the high integration of
technologies and the ubiquity of services driven by 6G, also
bearing in mind the centrality of AI, will trigger non-trivial
risks and concerns in terms of security and trust. The massive
increase of sensing functionalities and of mobile/wearable
devices will build around the core of human-centric services
and communications, raising significant security and privacy
issues at various levels.

AI itself is a source of security and privacy problems,
including data security, AI model and algorithm security,
software system vulnerabilities, along with improper uti-
lization of AI technologies. Training of AI models requires
the collection of huge amounts of data, very likely contain-
ing users’ sensitive information, among which are identity
and location [67]. Proliferation of miniaturized and wear-
able IoT devices poses security concerns, as well. Such
items, by their nature, are based on frequent interconnections
and interactions, requiring efficient authentication mecha-
nisms and strategies. In this framework, traditional encryp-
tion/decryption techniques are cumbersome, as they require
computing resources not at hand when dealing with limited
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computational capability, storage capacity and power avail-
ability, typical of IoT devices. Similar considerations apply
to UAV networks, motivating the development of lightweight
encryption protocols [90], [91].

Given such needs, multiple techniques and technologies
can lead to the development of efficient, agile and secure
protections. For instance, physical layer security (PLS) can
enhance security of wireless connections, while meeting
stringent requirements in terms of latency, reliability and
throughput, so critical in the 6G scenario. Also, quantum
technologies (QTs) can come to aid, e.g. through quan-
tum key distribution (QKD) systems, generating keys based
on the uncertainty and irreproducibility of quantum states,
and implementing the key distribution according to random
approaches [92], [93].

Blockchain-based solutions are also seen as promising to
improve 6G data security and privacy [94]. Differently from
traditional centralized authentication methods, decentralized
data structures, typical of blockchain, exhibit improved anti-
corruption and recovery abilities, along with high anonymity.
In fact, AI andML, when practically deployable thanks to the
increased peak data rates to be achieved by 6G,will contribute
to shaping security and privacy of operations [95], [96].

Eventually, a recently emerging technology regarded as
pivotal to empower the PS of ES, is that of federated learning
(FL), here reported as the last item certainly not because of
secondary importance. In a nutshell, FL is an AI-based col-
laborativeML approach, whichmakes possible the training of
high-quality AI models, through averaging and aggregating
together local information, made available by a set of learning
edge clients, [97].

Diversely from classical AI models training, the advantage
of FL is that of making unnecessary the access to local data
(at the edge), thus offering significant room for improving
security and privacy [98], [99]. Simply to mention a rele-
vant application scenario, FL applied to IoT networks would
enable training of artificial neural networks (ANNs) with the
edges nodes sharing only parameters, instead of raw data,
therefore improving significantly data security, as well as,
also relevantly, latency of communications, as the amount of
information to be transferred is greatly reduced [100].

III. THE HARDWARE-SOFTWARE DIVIDE
Looking at the past half-century and more, semiconduc-
tor technologies have paved the way for the evolution of
wide market sectors, like telecommunications and comput-
ing. Electronics have relentlessly pursued trends like minia-
turization, integration and functional diversification, while
decreasing power consumption and size. All this has been
effectively governed by Moore’s law [101], in conjunction
with the More than Moore trend [102], the latter focused on
non-standard silicon technologies.

Across such a large timespan, HW-SW systems evolved
capitalizing on a steady conceptual and factual segregation
among the material (HW) and immaterial (SW) parts. This
pivotal aspect is addressed in [6] as the HW-SW divide,

FIGURE 2. a) Schematic of HW-SW systems conceived according to the
classical co-design approach. b) Envisioned context with increased
separation (i.e. beyond co-design) between HW and SW. In this scenario,
HW-SW systems can aggregate dynamically, depending on real-time
needs, implementing diverse (including not a-priori forecast)
functionalities.

grouping all the asymmetries ascribable to the fact that HW
is physical while SW is not. The latter point, in fact, has
contributed to creating an ideal groove between HW and SW,
with most features like self-adaptivity and resilience being
considered part of the SW side. To this end, the HW-SW
co-design approach [104], which was successful for decades
and is still today with 5G, falls within the boundaries of the
HW-SW divide.

The main point, stressed in [6] and also highlighted here,
is that the unbalance between HW and SW, despite working
pretty well up to date, does not seem to be the most effective
strategy to make the 6G scenario, sketched in the previous
section, turn into reality. Bearing this in mind, unprecedented
design and development strategies must be architected to
overcome the limitations of the HW-SW divide. The first
author already suggested in [7] that pursuing a trend to the
increase of HW-SW separation and symmetry could be a key
to solving the problem.

Deeper insight into these concepts is provided below.
In particular, a graphical explanation of what increasing
HW-SW separation means, is shown in Fig. 2.

The context in Fig. 2a is that of HW-SW systems as they
have always been, and are still conceived today, in the 5G era,
that is, static verticals, with the HW and SW parts mutually
optimized, according to co-design development. Differently,
the scenario envisioned as more suitable for 6G, relies on
increased separation between HW and SW, stepping beyond
the co-design approach, as reported in Fig. 2b. In this case,
HW and SW modules can dynamically combine together,
implementing functions and functionalities in an opportunis-
tic way, i.e. according to real-time needs, also covering items
that were not necessarily a-priori scheduled. In other terms,
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FIGURE 3. a) Schematic of the current pronounced asymmetry between
HW and SW in terms of intelligence, intended as flexibility, adaptivity and,
in general, self-referred capacities, like self-reconfigurability, self-healing,
self-repair etc., as reported in Subsection 6.A. b) Envisioned context
leveraging more symmetry between HW and SW, with the former
acquiring part of the just mentioned characteristics typical of SW
modules.

increased separation of HW and SW would trigger full self-
evolutionary network capabilities, especially at the edge,
as solicited by the capillary employment of AI mentioned
above.

HW should also acquire additional symmetry against SW,
concerning reconfigurability and flexibility of the functions
implemented, self-adaptivity and self-recovery capacities,
as indicated in Fig. 3.

The scenario in Fig. 3a is the current one, upon which
co-design-based HW-SW systems build. First, an ideal verti-
cal axis is defined, where the term intelligence indicates items
like flexibility, adaptivity, resilience, self-reconfigurability,
self-repair/-healing, etc. In the existing scenario, such intelli-
gence is so tightly an SW prerogative that a ceiling to HW
intelligence can be set, as illustrated in Fig. 3a. What is
predicted as necessary for proper development of 6G, is the
context shown in Fig. 3b, where the ideal barrier between
HW and SW is removed, and the HW can gain more intel-
ligence, incorporating one or more of the features discussed
above.

Recalling the previous section of the four main PSs of
6G, with specific reference to SI, it clearly emerges that they
cannot be fully achieved simply by relying on the classical
HW-SW systems development approaches, still in use today.

IV. THE WEAF MNECOSYSTEM
Bearing in mind the previous discussion of the HW-SW
divide, we now propose a reconceptualization of HW, lever-
agingMicro/Nano technologies, embracing all their ramifica-
tions, in terms of devices, systems, electronics and materials.

Such a reformulation is built upon conceptual parallelism
between HW-SW entities and the four classical elements in

nature. The resulting scenario is addressed as the WEAF
Mnecosystem, i.e. Water, Earth, Air, Fire Micro and Nano
technologies Ecosystem, already introduced by the first
author in [7], [103]. Its main features are just briefly recalled
in this section, for the sake of consistency with the discussion
that will be developed in the following pages.

Within the WEAF Mnecosystem, the classical concepts of
HW and SW are addressed by the Earth and Air elements,
respectively, whileWater and Fire carrymos conceptual inno-
vation. In particular, Water groups HW items, in the fields
of sensors, transducers, actuators, materials, electronics, etc.,
implementing characteristics of self-adaptation, evolution
and functional diversification, nearing them to fluidity of
water. Fire, instead, has to do with HW dealing with energy,
and in particular with its conversion, storage and transporta-
tion, elevating the concept of energy itself to an entity, virtu-
ally HW-independent, able to travel across the network edge,
being available when and where needed, as heat does.

As discussed in [7], [103],Water-like HW is hinged around
backbone trends, like functional adaptivity, self-evolution
and ubiquity, triggered by the ease, typical of Micro/Nano
technologies, of realizing orthogonal and redundant devices,
within the same chip and in a monolithic fashion. More-
over, Water physical devices also implement interaction
with features typical of SW, by means of the so-called
trends of Evaporation and Condensation, i.e., Water-Air and
Air-Water transition, respectively. In a nutshell, Evapora-
tion (HW-SW upstream) has to do with incorporation into
HW low-complexity devices, of self-reacting features, stan-
dardly realized by a system, the latter including sensors,
interface electronics, computational capabilities and SW con-
trol routines. Instead, Condensation (SW-HW downstream)
addresses full-in-HW implementation of logic circuits, com-
puting low-/medium-complexity SW routines.

Similar characteristics apply to Fire-HW, despite, as stated
above, the main applicative focus is that of energy to power
tiny devices at the network edge.

Earth, eventually, despite representing standard HW, is an
equally pivotal element of the ecosystem. It provides build-
ing block technologies that, combined together, give rise to
devices and functionalities belonging to the other elements.

An explanatory example is that of a standard miniaturized
inertial sensor, classified as Earth HW. When it is enriched in
terms of functionalities (e.g. energy harvesting (EH), actua-
tion, etc.), and/or if redundancy is leveraged, the same sensor
can transit into the Fire or Water domains, and in their inter-
actions with Air.

Finally, a schematic visual representation of the WEAF
Mnecosystem is provided in Fig. 4.

V. 6G AND MICRO/NANO TECHNOLOGIES MEETING AT
THE NETWORK EDGE
The aim of this section is to build smooth connections
between the high-level 6G scenario, along with the identified
conceptual HW-SW systems limitations discussed above, and
theMicro/Nano technologies (low-complexity) HWscenario,
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FIGURE 4. Schematic visualization of the WEAF mnecosystem.

broadly detailed in the following Section 6. In doing so,
we also want to highlight specific needs, in terms of specifica-
tions and requirements for low-complexity HW components,
not yet studied by the scientific community, nor to date
reported in the literature. The latter statement helps to
better frame the effort in populating the currently empty
WEAF Mnecosystem scenario, which will be developed
in Section 6.

In fact, the upcoming review of existing MEMS/NEMS
devices, systems, solutions and materials, is not intended to
be a mere recitation of ready-to-use HW components, able
to support and empower the deployment of 6G. Differently,
those items should be intended as reference examples of
partially sketched and semi-developed technical and technol-
ogy solutions, which should be further pushed and placed in
reciprocal synergy, to reach the unprecedented characteristics
of the WEAF Mnecosystem-related HW items, discussed in
Section 4, targeting emerging needs and demands of 6G.

As emerged in the discussion developed up to this point,
the 6G scenario is an amazingly intricated scenario. That
said, our aim here is to approach the discussion targeting a
limited, yet intrinsically articulated portion of 6G, which is
the network edge. In fact, we predict that, given the demands
in term of HW to be listed in the following, the edge of
6G, and in particular the so-called edge intelligence, will be
the first application frame in which Micro/Nano technologies
will have the chance to play a prime role. Then, of course,
such HW solutions will penetrate other more centralized
layers of 6G infrastructure, albeit with a more relaxed timing.
This will require further discussion and prospects, fallingwell
beyond the scope of this work.

Moving now into the core of this section, dealing with the
6G network edge means architecting and deploying capillary
and ubiquitous HW infrastructure, capitalizing on very tiny,
multi-functional and smart physical items.

Keeping to the HW frame of reference, we identify
ten critical requirements of 6G network functionalities and
operation, which are directly or indirectly related to the avail-
ability of low-complexity HW components with compliant

FIGURE 5. Main directly and indirectly HW-related demands of 6G
network edge.

characteristics. Such pivotal demands are sketched in Fig. 5,
and discussed below.

Given the sketched trends, Micro/Nano technologies can
provide effective answers to all of them. This will be touched
upon in the following list, also highlighting envisioned needs
regarding physical MEMS/NEMS devices not already dis-
cussed in literature, yet feasibly achievable through working
in synergy on further developments at technology, design and
integration levels.
1. Resilient self-adapting operation. The 6G network edge

will need the ability to tailor its functioning based on
real-time local requirements and boundary conditions,
also meaning to gather proper resources to counteract tem-
porary impairments (resilience). This exerts non-trivial
demands and challenges, in terms of HW component per-
formances. To mention one among other relevant features,
low-complexity HW components will need the ability to
react autonomously to changed surrounding scenarios,
without relying on a dedicatedHW-SWsub-system,which
would not be affordable in terms of complexity, costs,
power demands and size of the tiniest HW infrastructure
nodes at the edge. In addition, citing a practical case,
one example can be that of HW units dealing with RF
channel switching. Currently available solutions rely on
redundant relays controlled by SW routines and activated
in case of need. Conversely, Water-Air Evaporation-based
solutions could employ micro-relays able to self-adapt
against RF power levels, making dedicated control cir-
cuitry and intelligence not needed anymore. This could be
achieved via exploiting physical/mechanical properties of
thin-films, like thermal expansion and temperature-driven
self-actuation due to the presence of intrinsic mechanical
stress and its (thermally-induced) relaxation [103];

2. Sensing functionalities. In light of previous point 1),
physical sensors will have to realize diverse and orthog-
onal functions, sometimes leveraging redundant duplica-
tion of heterogeneous sensors within the same physical
chip, while, in other circumstances, exploiting the use of
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a unique HW component in different ways. These fea-
tures can be fully supported by Micro/Nano technologies,
despite being only lightly covered by the scientific litera-
ture to date;

3. Actuating functionalities. Linked to the previous point,
actuators will also need to be able to diversify their
functions and functioning ways, like what happens with
sensors. In addition, mixed sensing and actuating func-
tionalities implemented by a single physical device are
envisaged as well as will be compliant with 6G network
edge emerging demands. Also in this context, the state of
the art is still limited;

4. Transduction functionalities. In fact, the transduc-
tion between different physical domains is an inherent
feature of sensors and actuators. Nonetheless, physi-
cal devices whose functioning is centered around their
transduction (instead of sensing/actuating) capacities are
forecast to be pivotal, as well. This is the case, e.g.,
of RF-MEMS/-NEMS and of EH-MEMS/-NEMS, which
are already widely discussed in the literature. Neverthe-
less, what is still missing is their hybridization, targeting,
among other objectives, the possibility of having a unique
piece of HW realizing its function and harvesting, at the
same time, the energy needed for its operation;

5. Miniaturization and integration. The backbone linking
all the previous points, as well as those still to be covered,
is a relentless need for size reduction of physical devices
at the edge, with a parallel increase of functionalities. That
said, Micro/Nano technologies offer significant room for
pushing miniaturization, integration and hybridization of
functions within a unique piece of HW;

6. Energy availability, provision and storage. As previ-
ously noted, the aspect of energy for operation will be
crucial at the edge of 6G. The scientific research is already
quite mature in terms of transducers for converting envi-
ronmental energy (e.g. EH), transfer it from one point to
another (e.g. wireless power transfer (WPT)) and store it
(e.g. miniaturized batteries). All this will be better framed
in the upcoming Section 6. From a different perspective,
what is still missing is putting together and harmonizing
all these technology tiles, aiming at the concept of energy
awareness driven operation (EADO). Also in this context,
the state of the art is rich in contributions within the single
branches mentioned above, yet it is still only partially
developed in terms of inclusive HW platform solutions,
featuring diversified energy converters, optimized extrac-
tion, storage and adaptive operation strategies, tailored on
real-time power availability;

7. Evolution of functions. Recalling the previous point 1),
self-adaptation of 6G will not be uniquely related to
counteracting adverse local conditions. In fact, massive
employment of AI will lead to services and functionalities
able to evolve, including features not necessarily planned
at deployment stage. As it is easy to imagine, such an
augmented concept of flexibility cannot be unique prerog-
ative of SW, especially at the network edge, where large

and redundant HW-SW infrastructural resource are not
available, nor fully accessible;

8. Data Tx/Rx capacity. Differently from previous gener-
ations of wireless networks, 6G will bring a disruptive
reversal from centralized (cloud) to distributed (fog/edge)
capacities. Yet, this does not mean that data Tx/Rx across
the network periphery and core will regress to the back-
ground. Edge HW infrastructure nodes will have to be
equipped with high-performance, ultra-low power RF
transceivers (transmitters/receivers). When dealing with
passive RF components needed to build such systems,
MEMS/NEMS solutions will certainly provide remark-
able value;

9. Data storage. Putting together the trends toward dis-
tribution of resources, exploitation of AI, along with
self-adapting evolution of operation and functions, the
availability of local data storage capacities, relying on
miniaturized, ultra-low power consumption and very-low
access latency HW, will be crucial. To this end, fur-
ther and more synergic developments of already existing
Micro/Nano technology-based solutions, could make the
difference, as also stressed in the next point;

10. Computational capacity. In close connection to the pre-
vious point, there will be significantly increasing demands
in terms of resident high-efficiency edge computation
capacities. Given this framework, a couple of emerging
cutting edge research streams appear to be particularly
relevant. The first is that of computing in memory (CIM),
aiming to merge computation and data storage within
physically very-close and, even better, monolithic (i.e.
atomic) HW items, thus drastically reducing latency and
power consumption. On the other hand, the next frontier of
soft computing, moving away from classical ‘‘0-1’’ digital
levels of information, to analog (virtually infinite) states,
mimicking human brain functioning, seems also to be a
cornerstone to 6G. As before, these still partially covered
research areas, appear to be particularly well-suited to
what Micro/Nano technologies can offer.
These points address the relevant needs triggered by future

6G at the edge and weighting over the shoulders of low-
complexity HW components. If such demands are still only
partially covered by the scientific research, from a different
perspective, Micro/Nano technologies seem able to properly
meet them.
Bearing this in mind, the following section will review

a comprehensive set of research thrusts in the literature,
regarded by the authors as valuable pillars for further devel-
opment, in view of the targets stressed up to this point.

VI. SURVEY OF MICRO/NANO TECHNOLOGIES
RESEARCH LINES FITTING THE
WEAF MNECOSYSTEM
Capitalizing on the preceding discussion, this section brings
in more technical elements, focusing on Microtechnologies
and Nanotechnologies. The aim is to start populating the
so-far empty scenario of the WEAF Mnecosystem. This is
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done by reviewing selected research topics, available in the
current state of the art, fitting the HW conceptual reformula-
tion mentioned above.

For the convenience of the reader, each research area or set
of devices identified as relevant is reported in a dedicated sub-
section. Per each of them, theWEAFMnecosystem element/s
involved is/are indicated, as in the following:

A. Devices with self-repair and self-healing properties –
Water-Air upstream

B. Monolithic orthogonally multi-functional devices –
Water

C. Logic circuits and memories based on MEMS/
NEMS – Air-Water downstream

D. Multi-source Energy Harvesting (EH) converters and
platforms – Fire

E. Miscellanea – Earth
1) RF-MEMS
2) Metasurfaces and Metamaterials
3) Flexible electronics
4) Heterostructure-based semiconductors
5) Device fusion through packaging and integration
6) Additive Manufacturing (AM)
7) Photonic devices
8) Quantum Technologies (QTs).

The subsequent material is arranged according to this
rationale.

A. DEVICES WITH SELF-REPAIR AND SELF-HEALING
PROPERTIES – WATER-AIR UPSTREAM
An increasingly relevant research area is that of components,
devices and systems displaying the ability to autonomously
restore their functionality, in response to suddenmalfunction-
ing conditions, as well as after physical degradation due to
long-term operation.

The abilities to self-detect an occurring problem and to
consequently deploy self-repair/self-healing strategies, seem
at first sight intrinsic prerogatives of SW-based systems.
However, significant efforts of the research community have
been devoted to the physical (HW) implementation of such
features, according to a type of built-in self-reacting capacity
of devices and materials, as broadly reported in [105].

Prior to entering into technical details, the mentioned work
builds a comprehensive taxonomy of autonomous features.
In particular, having in mind a general system, self-repair is
identified as a top-down process, acting at the macro level
within the system, and taking place through the replacement
of a faulty component. Oppositely, self-healing is a bottom-
up process, involving the system at a localized (micro) level,
leveraging rehabilitation of a faulty component. Besides the
latter features, various other capabilities are defined and dis-
cussed in [105], like, e.g., self-protection, self-inspection,
self-management and self-awareness.

In general terms, a comprehensive scheme of the relation-
ships existing between types of damage and potential healing
solutions is reported in Fig. 6.

FIGURE 6. Scheme of the main existing links between types of damage
and potential healing solutions [105].

In fact, HW-SW systems intrinsically allow multiple mea-
sures to account for failure occurrence, performance drifts
and malfunctioning conditions. In simple terms, a certain
level of HW redundancy combined with ad-hoc SW algo-
rithms, often inspired by natural phenomena, like DNA or
embryonics [106]–[108], leads to the implementation of self-
healing items.

However, in light of the discussion developed here, the
survey is going to be mainly concentrated around intrinsic
properties of materials and HWdevices, leaving the strategies
at the system/sub-system level uncovered.

Having said this, the discussion is hinged around
self-healing/-repairing materials and mechanisms, with spe-
cific attention to the fields of Micro and Nanotechnologies.

1) SELF-HEALING AND SELF-REPAIRING MATERIALS
The first mentioned example exploits CNTs dispersed within
an insulating fluid [109], used in the context of integrated
circuits (ICs). When malfunctioning occurs because of open
circuit condition, the presence of an electric field triggers
the aggregation of CNTs, which reestablishes the electrical
interconnection between the two isolated terminals. The note-
worthy aspect of this solution is that self-healing process
starts autonomously (self-reacting feature), as soon as the
open circuit condition occurs, since it necessarily happens
when a voltage drop is present across the two banks of the gap.
In a similar fashion, self-repair characteristics are observed
with respect to the presence of CNTs within fillers based on
resins and polymers [110].

Other technical solutions capitalize on the presence of
micro-capsules, filled with proper liquid healing agents, scat-
tered within other materials. When necessary, such capsules
break, releasing their content that restores a certain property
of the material, e.g. structural or electrical, that was under-
going degradation. The work in [111] discusses the electrical
treeing in insulating materials subjected to prolonged high-
voltage drops. The resulting cracks typically initiate from
materials imperfections, like voids, and lead after a certain
time to dielectric breakdown (irreversible failure). This issue
is counteracted by addingmicro-capsules within the polymer-
based dielectric, as shown in Fig. 7.

55438 VOLUME 10, 2022



J. Iannacci, H. V. Poor: Review and Perspectives of Micro/Nano Technologies as Key-Enablers of 6G

FIGURE 7. Schematic of the electrical treeing self-healing based on
micro-capsules containing healing agent discussed in [111].

The sustained hypothesis is that treeing itself releases the
healing agent, when cracks reach and break one or more
micro-capsules. The released monomer fills the cracks and
heat, due to normal operation of the dielectric, triggers
the polymerization that completes the healing process.
Other contributions discuss micro-capsules-based self-
healing in diverse fields, e.g. in cementitious materials [112],
with different triggering mechanisms, like ultrasonic
waves [113].

The research community is also investigating materials
with self-healing properties based on vascular-type ramifi-
cations, inspired by the human body and plants. Diversely
from the case of micro-capsules, in this circumstance a fac-
tual network of micro-channels is conceived and realized
ab-initio within the material. This way, when restoration
of a certain property is needed, healing agents are pumped
through the vascular network, mimicking blood, lymph and
sap [114]–[116].

Aside from the articulated structures like those discussed
above, materials with intrinsic self-healing properties are
also reported in the literature. The work in [117] discusses
restoration of the mechanical resonant properties of cubic
silicon carbide and germanium thin-films. Such 3D layers are
intentionally altered by ultrasonic excitation and temperature
cycling stress, and then recovered by means of heating.

Finally, a comprehensive review of innovative materials
with self-healing characteristics with focus on high electrical
stress applications is provided in [118].

2) SELF-HEALING AND SELF-REPAIRING MECHANISMS
As stressed already, the least sophisticated, yet sound and
effective self-repairing solution is redundancy. Nevertheless,
apart from simply commuting from a failed to a fresh iden-
tical device or component, solutions to make the failing item
intrinsically healable/repairable can also be pursued.

The first example is a self-repairing EH-MEMS exploiting
thin-film with piezoelectric properties to convert mechanical
vibrations into electricity. The device is the classical MEMS
cantilevered structure with a sensing proof-mass [119]. The
self-recovery feature pertains to the damage the piezoelectric
layer could exhibit locally due to oscillation-inducedmechan-
ical stress. The latter could lead to significant impedance
changes of the generator. The metal electrodes sandwiching
the piezoelectric layer are arranged according to a matrix of
elements, rather than being continuous. Therefore, in case

of failure, the element or elements containing the malfunc-
tioning transducer material can be isolated. Moreover, addi-
tional inductance is inserted to compensate the change of
impedance and, in turn, to maintain stable the EH conversion
performance. Of course, the mentioned approach is not able
to counteract more critical failure conditions due to possible
alterations of the cantilever structural material.

Another self-recovery mechanism has been discussed for
electrostatically actuated RF-MEMSmicro-switches. Among
the possible failure mechanisms there is stiction, which is the
missed release of the electromechanical switch when the
controlling signal is removed. Stiction can occur mainly
because of two reasons, which are charge entrapment within
insulating layers (due to DC/AC prolonged actuation) and
micro-welding in correspondence with the input/output con-
tacts (due to non-negligible RF power levels) [120]. It must
be stressed that stiction due to entrapped charges can be
recovered after waiting an appropriate time for the charges
to be dispersed. Differently, stiction due to micro-welding in
most cases results in a permanent failure condition.

The solutions proposed in [121], [122] both exploit the heat
generated by a high-resistivity micro-heater embedded in the
RF-MEMS micro-relay to counteract stiction. In particular,
the design discussed in [121] demonstrates that the micro-
heater activation speeds up the charge dispersion process and,
in turn, the switch operation recovery. On the other hand,
the concept proposed in [122] addresses micro-welding. The
micro-heater is deployed under the metal anchoring area of a
cantilever-type MEMS ohmic switch. First, the micro-relay
is intentionally brought to micro-welding failure by driv-
ing a large pulsed current between its terminals. Then, the
micro-heater is activated by a pulsed voltage, as reported by
the simulated 3D schematics shown in Fig. 8.

It has been demonstrated that induced heating fluctuations
cause cyclical deformations of the MEMS membrane (due
to thermal expansion) that, in turn, apply shear forces on the
contacts, large enough to break the micro-welding joints and
restore the switch functionality.

Still referring to self-healing/-repairing mechanisms, a
recently trending research area is investigating various
polymers against shape-memory effects [123]. To better
understand the potentialities of suchmaterials, extensive ther-
momechanical characterization of a shape memory polymer
is reported in [124]. The shape programming and subsequent
self-repairing capability is depicted in Fig. 9.

A practical exploitation of self-healing shape memory
polymer materials is discussed in [125], where a capacitive
pressure sensor with enhanced durability is obtained thanks
to thermal cycling (70◦ C) in an oven. Such a treatment
triggers the self-healing characteristics of the device, after
degradation due to long-term nominal operation.

B. MONOLITHIC ORTHOGONALLY MULTI-FUNCTIONAL
DEVICES – WATER
Recalling the main features of the Water-like novel HW
conception, introduced in [7] and previously discussed in
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FIGURE 8. 3D schematics of the self-recovery anti-stiction design
solution in [122]. a) Simulation of temperature distribution due to 2 mA
current driven through the micro-heater. b) Corresponding shear force,
due to thermal expansion, exerted by the MEMS membrane on the
constrained contact fingers (i.e. where micro-welding occurs).

FIGURE 9. Shape programming and self-healing as reported in [124].
1) Initial shape. 2) Shape programming with confinement and
temperature above glass transition threshold. 3) Programmed shape.
4) Damage intentionally caused by impact. 5) Confinement and
temperature above threshold to narrow the crack. 6) Cooling down while
confinement is held. 7) Self-healed shape.

this work, the attention will now be focused on unique
devices able to implement multiple sensing/transducing
functionalities.

A contribution that is worth mentioning in this context
is discussed in [126]. The reported work exploits a MEMS
processing technology platform, leveraging a set of fabrica-
tion steps both belonging to typical bulk and surface micro-
machining techniques. The manufacturing sequence, which
is CMOS-compatible, allows integration of five orthogonal
sensors, i.e., temperature, corrosion, relative humidity, gas
and gas flow sensors, within a monolithic 3 × 3 mm2 chip,
as schematically shown in Fig. 10.

Other contributions exploiting similar approaches are also
available in [127]–[129], demonstrating the wide functional
flexibility offered by micro-fabrication technologies.

FIGURE 10. Schematic cross-section of the five different sensors
integrated within a unique 3 × 3 mm2 silicon chip, as reported in [126].

FIGURE 11. a) Schematic of a typical MEMS-based mass-spring capacitive
inertial sensor. b) Deformed sensor when subjected to an acceleration a.

Another case study is the one reported in [130]. Here,
a unique MEMS-based resonating element, implementing
different and orthogonal sensing functions, is at stake. The
device is the typical mass-spring system shown in Fig. 11,
which exploits fixed and movable interdigitated finger elec-
trodes, to transduce a mechanical displacement, induced by
an acceleration, into a variation of capacitance.

Despite the fact that this sensor architecture is well-known,
theway it is used in [130] is rather innovative. In fact, a unique
MEMS-based design concept is exploited as a building block
to realize an environmental temperature sensor, an ambient
pressure sensor, a classical accelerometer, and a gyroscope.
The work is completed by the development of ad-hoc control
electronics, able to drive the MEMS sensors in all the orthog-
onal sensing functionalities mentioned above.

Within the same frame of reference, a recent research trend
is that of pursuing integration of multitudes of diverse sensors
on flexible and possibly low-cost substrates. The resulting
complex devices, depending on their final use, are often
indicated as smart skin, and they are of great interest within
the contexts of robotics and wearables [131]–[133].

C. LOGIC CIRCUITS AND MEMORIES BASED ON
MEMS/NEMS – AIR-WATER DOWNSTREAM
Bearing in mind the Air-Water downstream (Condensa-
tion) characteristics, introduced in [7] and discussed above,
Micro/Nano technologies-based implementations of logic
gates/circuits and memory cells are now reviewed.

1) LOGIC GATES
First, it has to be stressed that most MEMS/NEMS logic
gates capitalize on mechanically resonating structures, which
transduce variations of such a periodic ringing into electrical
magnitudes, as is inherent to the multi-physical behavior
of micro- and nano-structured devices. To this end, it must
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also be recalled that maintaining MEMS/NEMS structures
in constant oscillation is effective from the point of view of
power consumption, as their losses are typically very low
(virtually zero).

In light of these considerations, the solution discussed
in [134], [135] exploits an F-shaped MEMS bulk microma-
chined mechanical resonator, always kept oscillating. A set of
vertical electrodes are deployed around the vibrating struc-
ture, with the purposes of driving mechanical resonance,
applying input logic signals and reading the output logic state
of the gate. In particular, depending on the ON/OFF voltages
provided as inputs, the output state reflects in variations of
the S21 transmission parameter in correspondence to the
two main resonant frequencies of the device. The solution
is discussed against the implementation of the AND and
XOR (exclusive OR) gates, along with a half-adder. Thanks
to the inherently very-low power consumption of electro-
static (capacitive) coupling, in which direct physical contact
of electrodes never occurs, preventing electric currents flow-
ing, the power consumption per operation is claimed to be in
the order of femtojoules (fJ). Also relevantly, the solution can
be easily cascaded, thus scaling up the computation capacity
addressed by the micromechanical logic circuit.

A rather wide set of different realizations are reported
in [136]. Among the discussed solutions, an example is
sketched by the schematic in Fig. 12.

The solution features a MEMS clamped-clamped mechan-
ically resonating bar. One driving and one sensing electrode
are deployed on both sides [137]. As visible in the schematic,
the MEMS resonator is also connected to two branches in
parallel, each provided with a switch. Depending on the
ON/OFF state of the switches, an electric current is driven
through the mechanical bar, thus heating the structure due to
thermo-electromechanical coupling and displacing, in turn,
the MEMS resonant frequency. Such a modulation carries the
logic output of the gate that, in this case, is an AND.

Just to mention a different operation approach still based
on MEMS micro-structures, the work in [138] discusses a
variable capacitor realizing low power adiabatic logic gates
with high state differentiation.

2) MEMORY CELLS
Entering now the field of memories, MEMS and NEMS tech-
nologies have been investigated since more than one decade
to realize highly-integrated, non-volatile and ultra-low power
consumption basic units.

To this end, the work in [139] shows a MEMS mechanical
resonator that implements logic/memory functionalities. The
‘‘0’’ and ‘‘1’’ logic state differentiation leverages the typical
non-linear hysteretic behavior of resonators, when the fre-
quency of excitation is swept up and down, with respect to
the fundamental resonance. A similar approach is reported
in [140], despite the fact that, in this case, the mechanical
resonator is fabricated in NEMS technology, pushing minia-
turization ahead.

FIGURE 12. Thermoelectrically modulated AND logic gate based on a
clamped-clamped MEMS resonating bar as reported in [137].

Another solution relies on electrostatically actuated
NEMS nano-switches, both configured as cantilevers and
clamped-clampedmembranes. Leveraging the typical pull-in/
pull-out behavior of such devices, the ‘‘0’’ and ‘‘1’’ logic
states are inherent to hysteresis of actuation/release voltage
thresholds.

Given this frame of reference, a significant contribution is
discussed in [141], where NEMS nano-relays are fabricated
exploiting a few steps of a CMOS technology. The schematic
cross-sections in Fig. 13a and Fig. 13b sketch the ‘‘0’’ and
‘‘1’’ NEMS switch configurations, respectively.

The intrinsic limitation of electrostatic switches is that they
aremonostable. Thismeans that just the rest position is stable,
while the actuated configuration needs to be maintained by
keeping the DC bias imposed. The typical hysteresis of such
devices is shown in Fig. 13c. The advancement proposed
in [141] is that of trapping a certain amount of charge within
a layer accommodated underneath the NEMSmembrane (see
Fig. 13a and Fig. 13b). This way, the hysteretic characteristic
of the switch is displaced to the left and centered around 0 V.
Such a solution makes the device bistable, and external
energy has to be applied only for programming the bit state,
and not anymore to keep it.

Still based on NEMS nano-switches, other contributions
explore the employment of thin-films with ferroelectric prop-
erties to achieve bi-stability of devices, and, in turn, non-
volatility of the stored information [142], as well as the
exploitation of CNT-based NEMS structures [143], [144].

Another class of devices, orthogonal with respect to what
has been discussed up to here, is that of memristors, i.e.,
memory resistors. Memristors were discussed for the first
time in 1971 [145], and depicted as the fourth still miss-
ing element, after resistors, capacitors and inductors, defin-
ing the relationship between charge and flux, as sketched
in Fig. 14.

Despite have been theorized a half a century ago, memris-
tors were experimentally demonstrated only about a decade
ago [146], [147]. Among the various potential exploitations,
non-linearities of the charge-flux relationship have attracted
particular attention, as they enable mimicking synaptic
plasticity of neuronal system, opening to human-inspired
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FIGURE 13. Schematic cross-section of the NEMS switch in [141] in the
‘‘0’’ (a) and ‘‘1’’ (b) state. c) Typical pull-in/pull-out hysteresis of switches
driven by electrostatic (capacitive) coupling. d) Displaced hysteresis by
means of the underneath layer with entrapped charges.

FIGURE 14. Schematic representation of the relationship between
voltage (v), current (i), charge (q) and flux (8), realized by resistors,
capacitors, inductors and memristors.

storage and elaboration of information [148]. To this pur-
pose, the work reported in [149], [150] threw light on
the possibility of stacking memristors according to a 3D
arrangements, resembling the human brain’s architecture.
Technological advancements of memristors have also been
discussed in the literature. For instance, the work in [151]
focuses on a three terminal device. The additional terminal
enables better control and wider tunability of the memristor
configurations.

D. MULTI-SOURCE ENERGY HARVESTING (EH)
CONVERTERS AND PLATFORMS – FIRE
Moving away from Water-like and Water-Air interactions of
HWand SW,we now turn to the Fire element within the frame
of the WEAF Mnecosystem. As brief recap, Fire-like HW
comprises miniaturized transducers and devices devoted to
the conversion, storage and distribution of energy, to power
pervasive sensing, actuating and small data elaboration, at the
network edge.

Having said that, pivotal technologies that capitalize on
Micro/Nano devices are EH, WPT and miniaturized energy
storage units, as summarized in Fig. 15.

The scientific literature is rich in contributions discussing
the above-mentioned topics. In particular, EH is undoubtedly

FIGURE 15. Schematics of EH principles for the conversion of energy
from: a) mechanical vibrations; b) heat and thermal gradients; c) light
(indoor/outdoor); d) EM waves in the environment. e) Transfer of energy
by WPT. f) Miniaturized thin-film batteries. [Some of the thumbnails used
to compose the graphics are powered by Freepik.com.]

the most populated of these, as it has been investigated
much longer. Further details are reported in the following
subsections.

1) ENERGY HARVESTERS
As shown in Fig. 15, EH has to do with the conversion into
electricity of part of the energy available in the surrounding
environment of a device. The sources of energy can be clas-
sified as mechanical vibrations, heat and thermal gradients,
light (solar and artificial), as well as EM radiation.

Concerning the latter case, a two additional considerations
are due. First, EM waves scattered in the environment are
not natural in the strict sense, as they are mainly the conse-
quence of human activities. However, they are so common
that they can be regarded as a source almost always and
nearly everywhere available for EH purposes, as vibrations,
heat and light are. Second, at a glance EH from EM sources
and WPT could look like two different names indicating
the same thing. In fact, they are radically different. As a
matter of fact, EH aims at catching and converting part of the
energy of EM waves scattered in the environment for other
purposes, such as for telecommunications, radio/television
signals, mobile devices, radars, etc. Differently, the target
of WPT is that of actively delivering energy wirelessly by
broadcasting it from a source to a specific target located
elsewhere.

As far as EHs in the field of mechanical vibration con-
version are concerned, the scientific literature offers many
contributions, notably concerning piezoelectric [152]–[154],
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electrostatic (capacitive) [155], [156], and magnetic trans-
duction [157], [158]. In addition, the combination of mul-
tiple transduction techniques, along with the development
of ad-hoc designs, have been investigated with the target of
extending operability of EHs over wider frequency ranges of
vibrations [159]–[161].

There is also considerable research on EH devices that
take advantage of heat and thermal gradients, including the
realization of miniaturized thermocouples in semiconduc-
tor technologies, opening up the possibility of significant
miniaturization of energy converters [162]–[164]. Moreover,
as for other classes of micro- and nano-devices, More than
Moore technologies have also been analyzed for their poten-
tial in thermal EHs. To this end, e.g., CNTs are discussed
in [165]–[167].

Further, EHs addressing heat and thermal gradients have
also been implemented using mechanisms orthogonal to the
use of thermocouples. For example. the work in [168] dis-
cusses a bi-layer structure, including piezoelectric material,
which is subjected to mechanical buckling when exposed to
a heat source.

Of course, the exploitation of light as an energy source
via photovoltaics is a mature subject. Nevertheless, in recent
years, the increasing diffusion of pervasive low-power appli-
cations, mainly driven by the pivotal paradigms of IoT and
IoE, are driving research advances around miniaturization of
light-based EHs [169]–[171]. This is of particular interest for
indoor application scenarios [172].

In the context of EHs converting EM radiation dispersed
in the environment, the literature discusses several rele-
vant techniques, both targeting optimization of antennas
capturing radiation and of conversion circuits [173]–[176].
The work in [177] shows a miniaturized rectifying antenna
(rectenna) monolithically structured above semiconductor-
based diode (i.e. conversion electronics), characterized at
60 GHz. Also interestingly, the possibility of exploiting
metasurfaces (discussed later) is becoming attractive for EM
harvesting, providing significant room for miniaturization
down to the millimeter range [178], [179].

2) WIRELESS POWER TRANSFER
As already pointed out, given the trending need to provide
energy to remote sensing nodes (in the IoT scenario and
beyond), remote powering strategies are of particular interest.
To this end, WPT is an attractive solution, especially in
scenarios in which remote devices to be powered are difficult
if not impossible to reach (implantable devices), such as in
medical and health monitoring applications [180], [181].

In a nutshell, in WPT systems, energy can be transmitted
according to two different ways of linking the active (Tx) to
the passive (Rx) coil, i.e., RF or inductive coupling, with a
range of pros and cons of one against each other [182].

The significant room towards miniaturization of WPT
devices is pushing research around the integration of Rx
antennas with power extraction interface electronics and stor-
age [183]. Also, further aspects are being investigated, such

as, e.g., waveform design, to optimize power transmission
performances [184], and the possibility of transmitting data
over power, exploiting a unique RF link [185].

3) MINIATURIZED BATTERIES
Concluding the overview of Fire-like HW within the
WEAF Mnecosystem, the remarkable opportunities offered
by Micro/Nano technologies are of significant interest in the
field of battery miniaturization. In particular, as for the pre-
vious categories of devices mentioned, thin-film deposition
techniques, typical of microelectronics, can be significantly
beneficial to the realization of tiny power units. To this end,
the work in [186] discusses the realization of amorphous
lithium-ion films by means of RF sputtering, with deposition
of top and bottom metal electrodes within the same micro-
fabrication process. Additionally, the feasibility of microelec-
tronic technologies for this type of devices is driving research
around fabrication techniques and materials properties opti-
mization for thin-film batteries [187], [188]. In this regard,
among diverse solutions, the possibility of realizing minia-
turized batteries on flexible substrates, particularly suitable
for applications in wearable devices, is noteworthy [189].

4) MULTI-SOURCE PLATFORM
As just discussed, research and development on micro-/
nano-level conversion, transfer and storage of energy is rea-
sonably mature, although some techniques, like, e.g., WPT,
are more recent than EH. Yet, the actual change of paradigm
for the concept of energy, as meant by the Fire element within
theWEAFMnecosystem, needs further integration and diver-
sification to be properly deployed. In fact, it is difficult to
envision energy as anHW-independent entity, flowing around
at the network edge, when relying just on one or a couple
of the items graphically summarized in the previous Fig. 15.
This is because energy available in the environment at a
certain moment might not match the network demands at that
specific time.

In light of this situation, it is clear that a critical direction
to pursue in future research is that of integrating as many of
the principles and devices in Fig. 15 as possible, within the
same HW platforms.

Given such a frame of reference, the literature reports
interesting investigations on the integration of diverse EH
converters, from the points of view of design and architecture
of interface electronics, necessary to optimize energy extrac-
tion [190]–[192]. To this end, two relevant aspects should be
kept in mind.

First, depending on the class of device (e.g., EH, WPT),
the addressed energy source (e.g., light, vibration, heat) and
the EH transduction mechanism (e.g., piezoelectric, electro-
static), the electric output available to the extraction circuit
can significantly vary in terms of impedance, frequency,
voltage/current provided, etc. This makes simultaneous man-
agement of such diverse devices not a trivial task.

Also importantly, it should not be forgotten that inter-
face circuitry itself needs power to extract energy from the
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TABLE 2. Summary of WEAF mnecosystem-compliant micro/nano solutions in the literature related to water-air evaporation.

converters and store it in a battery. Therefore, the need to
keep power consumption of the entire module as low as
possible, makes the design phase of the sub-system evenmore
complex.

As far as energy converters are concerned, most of the con-
tributions reported in literature around multi-source EH plat-
forms rely on commercial or lab-based prototypes realized
in standard technologies, i.e., not based on semiconductor
and/or Micro/Nano technologies [193], [194]. On the other
hand, the option of integrating diverse EHs in silicon-based
technologies is still partially covered by scientific publica-
tions, despite the fact that it is very likely to turn into an
hot topic in the future. To this purpose, a notably example
is discussed in [195], where optical and thermal EHs are
monolithically realized within the same CMOS-compatible
micro-fabrication process.

E. MISCELLANEA – EARTH
The previous discussion was an attempt to review and high-
light state of the art research activities, topics and technolo-
gies envisioned as falling within the WEAF Mnecosystem.

Given the intrinsic novelty of HW reconceptualization led
by Water and Fire, the research items above are mainly
centered around such elements. This does not mean that
reported items cover all the possibilities available in litera-
ture. More reasonably, they are and must be interpreted as a
representative set of examples, relevant to the purposes of this
work.

From a different perspective, the Earth element, related to
the classical concept of HW, has not been discussed up to this
point, despite the prime importance of its role. In fact, Earth is
the source of consolidated or emerging technologies, which
can trigger unprecedented solutions, breaking the boundary
to Water, Water-Air and Fire elements, thus providing further
momentum to the increase of HW abstraction in the 6G
scenario.

Given this preamble, a brief list of research areas,
technologies and devices falling into the Earth category,
is developed in the following. Regardless of their technology
readiness level (TRL), all those categories are predicted to
provide significant contributions in populating the WEAF
Mnecosystem scenario.
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TABLE 3. Summary of WEAF mnecosystem-compliant micro/nano solutions in the literature related to water.

1) RF-MEMS
Passive RF components in MEMS technology have been
investigated for about two decades, showing remarkable
characteristics in terms of large reconfigurability/tunability,
frequency agility, low-loss, high-isolation, very-low power
consumption, etc. [196]. Over the past several years,
RF-MEMS technology have begun to be employed in mass-
market applications [197], with 4G/5G smartphones first in
line.

Among their typical features, RF-MEMS enable a scale
up in complexity of RF passive devices of interest, merg-
ing together diverse conditioning functions of RF signals,
like switching, delay/phase shift, attenuation, coupling, and
so on.

Moreover, MEMS-based RF passives have been recently
characterized in the (sub-)THz range [198], [199].

All of these characteristics, when considered against likely
6G requirements discussed above, make RF-MEMS an inter-
esting technology tile for future network applications.

2) METASURFACES AND METAMATERIALS
Metamaterials, recently more commonly addressed as meta-
surfaces, have known in the literature for years as a means
to realize physical characteristics, e.g., optical, acoustic and
electromagnetic, of materials that are not available, nor exist-
ing in nature [200].

The mentioned behavioral features, joined to the possi-
bilities of miniaturization, triggered by their implementation
in CMOS-compatible/-like technologies, the latter increasing
their reconfigurability and tunability, as well, are making
metasurfaces particularly attractive for smart antennas real-
izations [201], [202]. These devices, currently investigated in
the framework of 5G, will certainly have an important role
in 6G.

3) FLEXIBLE ELECTRONICS
The option to manufacture Micro/Nano devices on flexible
substrates, e.g., sensors, actuators, antennas, along with tran-
sistors, electronic circuits and displays, has been investigated
in the literature for a long time [203]–[205]. Materials with
flexible properties can come both from thinning down of
silicon wafers, or from employment of natively flexible sub-
strates, like polymer foils, with flattering opportunities in
terms of low-cost and large-area (panel-like) manufacturing
solutions.

Given these premises, flexible electronics are gather-
ing interest in the field of IoT and wearable applica-
tions [206]–[208], while increasing opportunities for their
exploitation can be forecast in 6G and future networks.

4) HETEROSTRUCTURE-BASED SEMICONDUCTORS
Falling into the category of the More than Moore philos-
ophy are semiconductor devices leveraging hybridization
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TABLE 4. Summary of WEAF mnecosystem-compliant micro/nano solutions in the literature related to air-water condensation. (Continues in the
next table.)

(i.e. hetero-structuring) of standard silicon-based process-
ing steps, with materials other than silicon, like graphene,
silicon carbide, gallium arsenide, silicon carbide, etc.
[209]–[211]. Depending on the material/s employed,
heterostructures transistors enable performance and char-
acteristics that are unknown to classical all-in-silicon
CMOS-like technologies. Among the most relevant, it is
worth mentioning increased power handling [212] and higher
electron mobility, the latter making such devices suitable

to work in high-frequency ranges, like mm-Waves and
above [213], [214].

Also relevantly, such hybrid devices can be manufactured
with low-cost processes [215], and can be synergetic to
flexible electronics techniques, mentioned in the preceding
subsection. To this end, it must be stressed that the option
of structuring transistors according to a vertical, rather than
classical planar, arrangement of layers and their interfaces,
opens up the exploitation of novel deposition and patterning
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TABLE 5. Summary of WEAF mnecosystem-compliant micro/nano solutions in the literature related to air-water condensation.

techniques, orthogonal with respect to those of classical
CMOS processing. This is, for instance, what happens with
the so-called FinFET transistors [216].

5) DEVICE FUSION THROUGH PACKAGING
AND INTEGRATION
This field of technology would probably require a dedicated
article as long as the current one to be properly reviewed
and highlighted. In simple terms, it can be stated that the
realization of diverse and complementary components within
a unique fabrication technology, i.e. according to amonolithic

approach, is a viable option to pursue, as also previously
stressed in this work.

However, when all-in-one chip manufacturing is con-
sidered for physical objects typically realized with
radically diverse and often incompatible technologies, like
active CMOS electronics and MEMS/NEMS sensors, the
monolithic option, despite still being technically possible,
can turn into a much less attractive solution from other per-
spectives. In fact, aspects like excessive process complexity
and the consequent low yield, diversity of area occupa-
tion and of footprint, incompatibility and interference of
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TABLE 6. Summary of WEAF mnecosystem-compliant micro/nano solutions in the literature related to fire. (Continues in the next table.)

technology steps (e.g. in terms of thermal budget), poor
reliability, high costs, and so on, suggest looking for different
strategies.

Diversely, methods, techniques and technologies for
encapsulation, shielding, protection and packaging of HW
devices [217], [218], components and building blocks, offer
nearly unimaginable enabling solutions for integration of
physical items, within the so-called systems in a package
(SiPs) [219], also capitalizing on 3D (vertical) stacking of
modules [220].

Advanced packaging makes it possible to overcome all
of the issues listed above, inherent to the heterogeneous
manufacturing of pieces of HW, also easing electrical signal
interfacing. In light of these considerations, the impact that
such solutions can bring to the development of 6G can be
easily envisioned.

6) ADDITIVE MANUFACTURING (AM)
Away from the scattered field of semiconductors-driven
micro-/nano-fabrication technologies and techniques, falls
the emerging scenarios of AM and 3D printing. These
terms unroll a broadly diverse ground of technical solu-
tions and materials employment, like powder or polymer
based, electrically conductive and insulating, which provide
developers with a remarkably extended set of degrees of
freedom [221]–[225].

As already stressed for previous items, AM also offers
valuable potential in light of the HW needs of 6G and future
networks, especially at the edge. To this end, given the
increasing trend to low-cost and large-surface manufacturing
processes, various hybridizations of AM and 3D printing with
one or more of the previously reviewed technologies, are
likely to be ventured in the future.
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TABLE 7. Summary of WEAF mnecosystem-compliant micro/nano solutions in the literature related to fire.

7) PHOTONIC DEVICES
As has been noted in connection with most of the items dis-
cussed thus far, optical devices have significantly benefited
from miniaturization and integration offered by Micro/Nano
technologies. For decades, objects like micro-mirrors, (split)
ring resonators, couplers, switches, often coupled to optical
fibers [226]–[230], exploited as sensors, actuators and trans-
ducers, have been widely investigated and reported in the
literature.

Given the emerging KETs of 6G, among which the
exploitation of optical frequencies for communications,
possibly including visible light communications (VLC),
must certainly be mentioned, a pivotal role can easily
be imagined for photonic devices, also breaking into the
field of quantum phenomena, as reported in the following
paragraph.

8) QUANTUM TECHNOLOGIES
As a last, although certainly not least, item, the field of QTs
is of importance. The scientific community is increasingly

active in studying the exploitation of quantum phenomena
in Micro/Nano technologies-based devices, aiming at prac-
tical applications in the fields of cryptography, telecom-
munications, computation, etc. Particular attention is being
devoted to photonic devices working in the quantum domain,
as well as to miniaturized objects merging optical and RF
signals [231]–[234].

VII. SUMMARY OF MICRO/NANO TECHNOLOGIES
QUANTITATIVE PERFORMANCES
The extensive discussion developed in the previous section
was mainly qualitative. This choice was driven by the need
of harmonizing the concept of WEAF Mnecosystem with
significant state of the art items that already today fit in with
the envisioned future needs for HW in 6G.

The aim of this final section is to cover the missing quan-
titative information around the studied literature. To this end,
the following content is arranged in tables (from Table 2 to
Table 8), reporting brief notes and, whenever available,
numerical performance of several of the scientific works
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TABLE 8. Summary of WEAF mnecosystem-compliant micro/nano solutions in the literature related to earth.

mentioned in the previous pages and, when appropriate,
of additional works, as well.

The tables are arranged following the logical sequence of
subsections reported in the previous pages, and are divided
according to the specific element of theWEAFMnecosystem

involved in the discussion. Specifically, Water-Air Evapora-
tion is covered by Table 2,Water is discussed in Table 3, while
Air-Water Condensation is reported in Table 4 and Table 5.
Moreover, Table 6 and Table 7 deal with Fire, and finally
Table 8 reports Earth-like examples. It must also be stressed
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that each table indicates the particular section/subsection of
the paper where the corresponding entry is discussed, or to
which it logically refers, in cases of not-cited-before refer-
ences. Progressive numbering of entries maintains continuity
between subsequent tables.

VIII. DISCUSSION AND CONCLUSION
Future communication networks and application paradigms,
with 6G, Super-IoT and TI first in line, are expected to present
demanding challenges that HW-SW systems will have to
address, looking at the symbolic and practical deadline
of 2030.

To date, while 5G is being rolled out, visions and prospects
by a variety of expert indicate for 6G KPIs a 100 to 1000
times increase in comparison to what 5G will achieve. Also
importantly, 6G network infrastructure is expected to imple-
ment self-adaptive, highly resilient and evolutionary features,
thanks to the massive employment of AI, at both service and
operation levels.

In light of this vision, classical approaches to the develop-
ment of HW-SW systems, exploited for decades and still in
use today with 5G, are expected to be inadequate to meet the
future challenges of 6G.

Building upon this proposition, a simplified analysis of
what the 6G will be, in terms of high-level KPIs and KETs,
has been developed in this paper. Then, the concept of the
HW-SW divide, gathering identified limitations of current
development approaches in the context of 6G, has been ana-
lyzed in detail.

The envisioned measures to bridge this gap builds around
a conceptual reformulation of HW, increasing its level of
abstraction, thus making it closer, for some features, to SW.
This point has been addressed by the introduction of the
WEAF Mnecosystem, i.e. an analogy between current and
future features of HW, empowered by the exploitation of
Micro/Nano technologies, and linked to the four classical
elements in nature (Water; Earth; Air; Fire).

Thereafter, a broad review of the current state of the art
in Micro/Nano technologies, systems (MEMS and NEMS),
electronics and materials, has been developed, concerning
both their working principles and their target performance.

Themain objective of this survey is tomotivate a process of
filling the currently empty space of theWEAFMnecosystem,
with classified sets of Micro/Nano technologies solutions,
capable of empowering the above mentioned reconceptual-
ization of HW, in view of 6G challenges.
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