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ABSTRACT Cancelable biometric recognition techniques play a vital role in the privacy and security of
remote surveillance systems to keep the genuine users’ confidential data safe and away from intruders. This
research work presents an efficient cancelable biometric recognition framework that exploits an irreversible
hybrid encryption algorithm. It incorporates Deoxyribonucleic, Ribonucleic Acid sequence (DNA and RNA)
encryption technique, and an evolutionary optimization technique, namely Genetic Algorithms (GAs). These
techniques are employed to create completely deformed templates from their original ones. Hence, the main
contribution is introducing a novel biometric security framework that achieves unique randomness character-
istics using RNA and DNA sequences and the evolutionary GA technique. The proposed framework produces
entirely deformed biometric templates by ciphering the main discriminative features of the biometric traits
of the authorized clients. It is firstly initialized by creating several encrypted biometric images for the
original users with the logistic map. After that, the initially encrypted images are transformed into vectors
of a binary array. Then, they are converted to their corresponding introns, and exons, and consequently,
their relevant codons are stored in the cloud database. These relevant codons are replaced by new ones
after generating encrypted RNA lists. The utilized encryption key for each template is extracted from the
original biometric image through excessive permutations between pixels. The GA optimization technique is
applied to select the most convenient biometric features. Finally, after employing the GA-based cross-over
and mutation operations, the chosen features are used to generate the cancelable biometric traits. To assess the
proposed framework, six different biometric databases are considered. These databases are Olivetti Research
Laboratory (ORL) Faces (gray), CASIA v.5 Faces (color), UPOL Iris (gray), Indian Institute of Technology
Delhi (IIT Delhi) Ear (color and gray), Fingerprint, and CASIA Palmprint (color and gray). The security
performance of the proposed encryption algorithm is compared to those of recent studies in this field, such
as Optical Scanning Holography (OSH) and Double Random Phase Encoding (DRPE). The simulation
results prove the superior performance of the proposed framework in terms of all adopted evaluation
metrics. The proposed framework provides high Area under the Receiver Operating Characteristic (AROC)
curve that reaches 0.9990, low False Acceptance Rate (FAR) of 0.0015, more uniform histograms, high
correlation values for genuine users, and completely hidden biometric features. In addition, from the security
perspective, the proposed framework achieves good entropy, Unified Average Changing Intensity (UACI),
and Number of Pixels Change Rate (NPCR) values that reach 7.9960, 33.55%, and 99.65%, respectively.

INDEX TERMS Biometric security, DNA, RNA, GA, OSH, cross-over, mutation, AROC, FAR.

I. INTRODUCTION
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Biometric recognition techniques have acquired a large atten-
tion nowadays in security applications. They are now taking
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FIGURE 1. General cancelable biometric system, (a) Registration phase and (b) Testing phase.

place of the old scenarios of maintaining privacy and secu-
rity, such as Personal Identification Numbers (PINs), pass-
words, and tokens that can be stolen or damaged, easily.
Hence, nowadays, biometric features and traits corresponding
to genuine users are applied in different aspects of secu-
rity applications, such as verification, authentication, and
recognition systems. The utilization of biometric images in
these applications provides a remarkable improvement in
preserving the confidentiality and privacy of users because of
their uniqueness. Despite the effectiveness of using biometric
features, there are a lot of limitations for exploiting their
characteristics in various authentication applications. First of
all, if the biometric system is hacked, the biometric traits
cannot be replaced or altered. In addition, intruders may copy
the personal data, if the features are stolen [1]. Hence, several
research studies have been introduced to keep biometric data
safe and away from unauthorized access. As a result, various
generated biometric traits can be extracted from the original
ones and used in several security systems and institutions,
such as schools, banks, firms, and corporations.

The conventional biometric authentication techniques
depend on the extraction of unique features from the reg-
istered templates to reduce the amount of collected data.
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Moreover, these features are kept in a safe data storage.
This operation of registration is considered as the enrollment
phase. In addition, the authentication phase includes the mea-
surement of similarity between the corresponding biometric
features of the enrolled data for authorized users and those of
new users trying to access the system. The main disadvantage
of these traditional biometric security techniques is obtaining
the biometric traits and storing them in the cloud database.
If an intruder succeeds in snatching the original biometric
data, this will lead to a significant failure of the whole authen-
tication system, as the information about the authorized users
is lost. Moreover, the intruder can access the system as an
authorized user [2]. In addition, biometric traits that have
been stolen or hacked cannot be used again by their owners
in any other application. Consequently, traditional biometric
recognition techniques that depend on the original traits are
not considered reliable [2]. Therefore, recently, cancelable
biometric recognition systems have appeared as an alternative
solution to keep the original biometrics safe [3]. Fig. 1 illus-
trates the idea of cancelable biometrics.

The main concept of the cancelable biometric schemes is
the transformation of genuine biometric data to transformed
or deformed templates [2], [3]. Several templates can be
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generated for the same original template to be used in dif-
ferent applications. One-way arithmetic transformations and
encryption algorithms are possible solutions to generate can-
celable biometric templates. The generated templates need
to satisfy reusability, revocability, and randomness criteria.
A major advantage of this trend in biometric recognition is
privacy preservation [5], [6]. Different transformations can be
designed to achieve the requirements of cancelable biometric
systems [7]-[10].

Generally, the cancelable biometric systems that depend
on feature encryption are preferred to those depending on
non-invertible transformations. This is reflected in the eval-
uation metrics including correlation scores, AROC, FAR,
and histogram uniformity [4]. Hence, the trend of feature
encryption has been widely adopted in cancelable biometric
systems. In addition, the matching process of encrypted tem-
plates is easy with correlation metrics. Unfortunately, tradi-
tional image encryption algorithms, such as Data Encryption
Standard (DES) and Advanced Encryption Standard (AES)
are not recommended for cancelable biometric recognition
applications due to several implementation difficulties like
key management and implementation complexity [5]. The
main challenge for most encryption techniques is how to keep
immunity to hacking and intrusion attempts [6].

The essential merits of the proposed cancelable biometric
recognition framework are summarized as follows:

1. The suggested framework is composed of a hybrid
structure of deformation tools, based mainly on encryp-
tion technique. This structure leads to more security of
the cancelable biometric system and confidentiality of
users.

2. The secret key of encryption is kept away from intrud-
ers, because it is not registered or stored. Alternatively,
RNA encryption lists are adopted in generating the
initial populated cipher images with GA.

3. The features of the evolutionary GA technique are
exploited. They include:

a) Selecting the best initial cipher image, which leads to
more randomness.

b) Implementing the cross-over step, which leads to
more confusion.

¢) Implementation of mutation operation, which leads
to more diffusion and diversity.

4. The proposed cancelable biometric recognition frame-
work is superior to the related studies in terms of
reliability and efficiency, when examined over a large
variety of biometric datasets.

5. The proposed cancelable biometric recognition frame-
work is immune to different levels of noise according to
the adopted evaluation metrics.

6. The proposed framework is superior to other cancelable
biometric system as revealed by the introduced compar-
ison study.

The rest of the sections of this research work are arranged
as follows. Section II presents the recent related works.
Section III describes the basic concepts of the logistic
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map, DNA, RNA, and GA technique. Section IV gives an
explanation of the proposed cancelable biometric recogni-
tion framework. Moreover, it illustrates the methodology of
generating the chromosomes and off-spring cipher templates
using the logistic map and RNA codons. Section V presents
the experimental results with discussions and comparisons.
Moreover, it illustrates the security analysis of the hybrid
RNA-GA encryption-based cancelable biometric recognition
framework. It also gives a discussion of the definitions of
the examined evaluation metrics. Section VI demonstrates
the importance of converting the biometric image to RNA
symbols before applying the GA technique. Finally, the con-
clusion and future work are introduced in Section VIIL.

Il. RELATED WORK

Biometric traits can be divided into two main categories,
according to the dependence on either behavioral or physical
features. The physical features are more reliable than behav-
ioral features because of their uniqueness. In addition, they
have more robustness to noise than behavioral features [4].
That is why most researchers presented their research stud-
ies on faces, fingerprints, palmprints, ECG pulses, or EEG
signals. Different studies are now directed to making the
original biometric traits safe and more protected [7]-[30],
as summarized in Table 1.

In [1], the authors introduced a key generation algorithm
that employs a fuzzy commitment scheme to hide the secret
keys for generating cancelable iris patterns. This algorithm
provided an EER equal to zero. In [2], the authors presented
an asymmetric encryption algorithm to produce a couple of
public keys to be exploited in the encryption stage to enhance
the level of security. In [7], the authors reviewed the con-
ventional encryption schemes used in cancelable biometric
applications in order to produce the cipher key that can be
used for making the original data hard to access. In [8], [9],
the researchers introduced different encryption methods that
depend on chaotic algorithms. The chaotic theory provides
remarkable, distributive, and statistical characteristics that
can be employed in image encryption, while keeping a good
level of entropy. Moreover, these features make the relation
between the original templates, key, and encrypted templates
hard to be recognized.

In [10], the authors suggested a biometric security algo-
rithm that is dependent on various discrete transformations
such as Discrete Fourier Transform (DFT), Fractional Fourier
Transform (FrFT), Discrete Cosine Transform (DCT), and
Discrete Wavelet Transform (DWT). Furthermore, a matrix
rotation process is used to obtain cancelable biometric traits
that satisfy the revocability and confusion characteristics.
This algorithm achieved good experimental results, namely
an AROC of 0.998, an EER of 0.0023, an FAR of 0.08, and
an FRR of 0.003.

The authors of [11] introduced cancelable face and fin-
gerprint recognition systems depending on the 3D Jigsaw
transformation and an optical ciphering technique. The FrFT
is used in the optical ciphering process with a single random
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TABLE 1. Comparative study between the related studies and the proposed work.

Work Purpose Biometric traits Approach Merits Demerits
Obtaining ciphered traits . .
[13] using Gabor filters, Iris traits Bgﬁ‘;ﬁ?‘l ?;O(iislgl:d Achieving an accuracy Vulnerable to brute-force attacks
convolution kernels, and (CASIA v.3) ma sg of up to 99.07% and replay attacks
chaotic maps P
Producing cancelable . DRPE Vulnerable to reversible brute-force
[15] biometric traits based on Iris templates and Accuracy reaches attacks, more expensive, and more
. . (CASIA v.3 & v.4) 99.75% ? ’
merging various patterns FrFT complex
[16] Adoptmg the fuzzy . . . Several §p1ra1 Achieving blind The system suffers from the
commitment scheme to Fingerprint traits curves using the e . . .
. . . authentication instability that leads to high FRR
encrypt biometric traits fuzzy concepts
Employm.g non-invertible Iris features Encryption and Pr.o.v iding a Low variety of tested biometric
[17] transformations to conceal the one-way recognition rate of up .
L (CASIA v.3) . o traits
genuine iris features transformations t0 99.9%
. Providing a solution . . .
Constructing cancelable EEG EEG signals Modified Bio- for the low accuracy, Th.e blometrl.c details can be
. . (MIT-BIH . S : discovered if a hacker has
[22] feature vectors using different . Hashing and which is the essential .
matrix operations arthythmia, PTB, and matrix operations obstacle in Bio- preceding knowledge about the key
P CYBHi datasets) P . and the biometric features
Hashing
Employing 2D Gabor filter to Palmprint features . . . Low robustness to statistical
. . A matrix of palm Concealing vertical . .
[23] generate cancelable palmprint (poly U version 2 S analysis attack for different
Hash code similarities . . .
templates dataset) biometric traits
Implementing ECG Traditional Presenting high
[24] cancelable biometric analysis ECG signal neural-network recognition accuracy Need to increase the speed of
using the diffusion of pulse database and Q-Gaussian and robustness to operations
levels multi-SVM spoof attacks
. Face and fingerprint GA-based Achieving more
Producing cancelable templates ermutations and randomization, lower Vulnerable to masquerade attacks
[25] biometric traits based on the (FERET, LFW, p encryption processing tin;e and q
GA ciphering technique ORL, and FVC 2004 algorithms AROC = 0.9998
datasets)
Generating cancelable Fuzzy vault-based | Efficient performance Vulnerable to blended substitution
[26] fingerprint features using the Fingerprint features encryption during the verification attacks and possibility of hacking
fuzzy vault scheme technique process on error-correcting codes.
[27] Using fingerprint feat.ures to Fingerprint features ]?ata—depen(_ient High privacy for the Vulnerable to masquerade attacks
generate cryptographic keys cipher technique storage of client data
Employing random projection . . Hybrid Robustness of the More complexity to integrate and
28] and discrete Fourier transform Fingerprint features transformations authorized features implement the algorithm
Applying random salting to . . K-nearest Hard to be hacked by Vulnerable to record multiplicity
291 generate cancelable templates Fingerprint features neighbor scheme most attacks attacks
Exploiting hash coding as an Useful for the .
. . . . . . o Less performance, because it
[30] irreversible transformation Fingerprint features Hash coding revocability and
. o suffers from accuracy loss
scheme linkability
1) No glimpses of the
genuine biometric
features in the
el
biometric datasets original %:nuine
Implementing a cancelable (ORL and CASIA Logistic map, | onguia; g . Need for high storage area in the
. . . B biometric traits during
Proposed | biometric security framework v.5 for faces, UPOL RNA encryption, the enrollment cloud system to store the codon
work based on the hybrid RNA-GA iris, IIT Delhi ears, and GA . tables
. ) AR 3) Working on gray
encryption algorithm CASIA optimization . .
. and color biometric
palmprints, and
fingerprints) templates_
4) No need for image
registration
5) Robustness to noise
effect

phase mask. The experimental results revealed an average
EER, an AROC, an FAR, and an FRR of 9.3997 x 10713,
0.9997, 2.6288 x 10717, and 1.8969 x 1013, respectively.
In [12], the authors presented a cancelable biometric authen-
tication system based on multimodal databases. First, cance-
lable templates are generated by projecting the pattern points
on a random surface obtained with the help of a private
user key. Then, the cartesian coordinates are transformed
into cylindrical coordinates. This system achieved an EER

55936

of 0.004. In [13], the authors presented an iris image defor-
mation technique that merges a one-way transformation with
a ciphering scheme to generate cancelable iris templates.
This technique revealed an accuracy of 99.9%. In addition,
Soliman et al. in [14] generated cancelable face patterns using
optimized versions of logistic map. This scheme achieved an
AROC of 0.9908 and an EER of 0.01175. In [15], the same
authors introduced a cancelable biometric scheme based on
DRPE face traits. A convolution operation is also involved in

VOLUME 10, 2022



F. A. H. E. Mohamed et al.: Cancelable Biometric Security Framework Based on RNA Encryption and GAs

IEEE Access

the generation of cancelable templates. This scheme provided
an EER of 0.0017 and an accuracy of 0.993.

In [16], the authors presented a coordinate transformation
of pixel positions in the fingerprint traits. This algorithm
achieved a moderate EER and a high accuracy level. The
authors of [17] produced a cancelable fingerprint recognition
system based on a fuzzy vault scheme to generate the ciphered
pattern. This system achieved an EER of 0.0117. In [18],
the authors presented a cancelable biometric system based
on random projection for generating cancelable iris patterns.
It achieved an accuracy of 0.9967 and an EER of 0.0058.
In [19], the authors presented a rotational convolution scheme
to generate masked versions of fingerprints. This scheme
depends on a non-invertible transformation that provides high
confidentiality and authentication performance. It offered
good results compared with other state-of-the-art techniques.
In [20], a hybrid recognition scheme was presented based
on Rivest, Shamir, Adleman (RSA) asymmetric encryption
combined with OSH to transfer the biological patterns to
cipher hologram vectors. These vectors are encrypted by
RSA encryption scheme. In [21], a deep learning algorithm
was introduced to build a biometric verification system for
Internet-of-Things (IoT) applications. This system provided
high accuracy of recognition.

In [22], the authors presented a cancelable EEG biomet-
ric recognition algorithm based bilateral schemes. Firstly,
an improved bio-hashing scheme is applied. After that, dif-
ferent mathematical operations are utilized to convert the
genuine features to cancelable traits using an irreversible
conversion. In [23], the authors exploited a two-dimensional
Gabor filter to obtain the cancelable versions of palmprint
templates. A two-dimensional palm hash code is used to hide
the main biometric details to construct the deformed palm-
print templates. In [24], an ECG cancelable biometric system
was introduced for authentication purposes using different
fusion levels.

There are weak points in the presented conventional bio-
metric security schemes. These points are summarized as
follows:

1. The conventional encryption schemes could not achieve
the required trade-off between the verification phase
sensitivity and the cancelable pattern randomization.

2. The evaluation metrics such as AROC and EER are not
fair enough to assess efficiency and privacy.

3. The presented schemes have been tested only on
limited-size databases.

4. The performance assessment has not been implemented
on all presented schemes.

5. The noise effect has not been investigated in all cance-
lable biometric recognition schemes.

6. Computational time has not been considered in all can-
celable biometric recognition schemes.

These limitations encouraged us to propose an efficient
encryption-based cancelable biometric recognition frame-
work that can withstand various types of attacks, such as
brute-force attacks, statistical attacks, and differential attacks.
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TABLE 2. Conditions of pairing rules of DNA.

Introns of DNA 1 2 3 4 5 6 7 8
000001 ]01]10]10]|11]11
011000 |11]00|11]01]10
1001 [ 11 100|111 [{00 ]| 10 |01
11|11 1010|101 |01 |00] 00

=IO Q>

AGG-TAG-CTC-TCC-AAG
TCC-ATC-CAG-AGG-TTC

FIGURE 2. Codons of DNA.

DNA Strand: ATGGAGAATCCT
Transcription
RNA Strand: AUGGAGAAUCCU
Translation

Amino Acid: MetGluAsnPro

FIGURE 3. Translation operations from DNA to RNA and then to protein.

Hence, the proposed framework depends on the GA technique
to choose the best cipher image from the initial population
frames after generating them by the logistic map and RNA
techniques. The GA-based encryption stage increases the
diversity and unlinkability of patterns [31]-[34]. The GA
implementation depends on three main stages: cross-over,
mutation, and selection of the best initial populated cipher
images. Hence, it adds more randomization to the obtained
cancelable templates.

Therefore, the main contribution of the proposed frame-
work is the integration of GA and DNA encryption in the
so-called RNA-GA encryption algorithm for generating can-
celable biometric templates that can be used for authen-
tication. The utilization of the RNA codons with the GA
technique for the encryption of color and gray-scale bio-
metric images improves the histogram results and provides
cancelable biometric templates with much deformation, when
compared to the original biometric templates.

The main steps of the proposed encryption algorithm are
summarized as follows:

Step 1: The initially populated cipher templates
(chromosomes) of the GA technique are generated by
employing chaos theory represented in the logistic map.

Step 2: The initial output cipher templates are then trans-
formed to a DNA sequence, and consequently to the corre-
sponding RNA codons using the truth-table of DNA and RNA
representations.

Step 3: The secret key in its binary format is used to obtain
the newly encrypted lists of RNA symbols.

Step 4: Finally, the GA technique is applied. It starts by
choosing the best initial cipher templates from the initially
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TABLE 3. RNA triplet codons and their corresponding amino acids.

No. of RNA Binary Amino No. of RNA Binary Amino No. of RNA Binary Amino No. of RNA Binary Amino
pixels code code acid pixels code code acid | pixels code code acid | pixels code code acid
0 AAA 000000 Lys 16 CAA 010000 Gin 32 GAA 100000 Glu 48 UAA 110000 Stop
1 AAC 000001 Asn 17 CAC 010001 His 33 GAC 100001 Asp 49 UAC 110001 Tyr
2 AAG | 000010 Lys 18 CAG 010010 Gin 34 | GAG 100010 Glu 50 | UAG 110010 Stop
3 AAU | 000011 Asn 19 CAU 010011 His 35 GAU 100011 Asp 51 UAU 110011 Tyr
4 ACA 000100 Thr 20 CCA 010100 Pro 36 GCA 100100 Ala 52 UCA 110100 Ser
5 ACC 000101 Thr 21 CCC 010101 Pro 37 GCC 100101 Ala 53 UCC 110101 Ser
6 ACG 000110 Thr 22 CCG 010110 Pro 38 GCG 100110 Ala 54 UCG 110110 Ser
7 ACU 000111 Thr 23 CCu 010111 Pro 39 GCU 100111 Ala 55 UCU 110111 Ser
8 AGA | 001000 Arg 24 CGA | 011000 Arg 40 | GGA 101000 Gly 56 | UGA 111000 Stop
9 AGC 001001 Ser 25 CGC 011001 Arg 41 GGC 101001 Gly 57 UGC 111001 Cys
10 AGG 001010 Arg 26 CGG 011010 Arg 42 GGG 101010 Gly 58 UGG 111010 Trp
11 AGU 001011 Ser 27 CGU 011011 Arg 43 GGU 101011 Gly 59 UGU 111011 Cys
12 AUA 001100 Ile 28 CUA 011100 Leu 44 GUA 101100 Val 60 UUA 111100 Leu
13 AUC 001101 lle 29 CuUC 011101 Leu 45 GUC 101101 Val 61 uucC 111101 Phe
14 AUG | 001110 | Start 30 CUG | 011110 Leu 46 | GUG 101110 Val 62 UuG 111110 Leu
15 AUU 001111 Ile 31 Cuu 011111 Leu 47 GUU 101111 Val 63 uuu 111111 Phe

populated templates. Then, cross-over and mutation opera-
tions are employed to generate the final unique cancelable
biometric templates.

1il. BASIC CONCEPTS
This section introduces the concepts of the logistic map, the
DNA sequences, and the evolutionary GA technique.

A. LOGISTIC MAP

The logistic map varies over time based on its recent state.
When the current state suffers from a small change, it pro-
foundly affects the final result. The logistic map is defined
with the following equation [35]:

Xos1 = KXu(1 = X,) 1)

where K ranges from O to 4, and the initial value of X,
ranges from O to 1. When K € [3.5, 4], the bifurcation is
obtained [36]. When K is almost equal to 4, a high degree
of randomization is achieved. Hence, in our work, we take
K =3.99 [35, 36].

B. BIOMOLECULAR COMPUTATIONS
Deoxyribose Nucleic Acid, abbreviated as DNA, is defined
as a genetic component in human bodies. DNA encoding
system consists of four chemical bases: A for Adenine, C for
Cytosine, G for Guanine, and T for Thymine. A and T
are considered the complements of G and C [37]. The art
of encryption provided by DNA sequences is called DNA
computing [38]. Table 2 introduces the cases of the binary
representation of a two-bit encoding system for DNA [37].
The encryption process is implemented on biometric pixel
values. For instance, if the pixel value equals 231, the encoded
value in binary is [11100111]. Hence, the resultant DNA
sequence is [T C G T], as indicated in Table 2. In addi-
tion, the opposite form of DNA provides the information
to be replaced, independently [38]. The DNA chains and
their opposites are formed of triple nucleotides called codons,
as shown in Fig. 2 [38].
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Another macromolecule can be extracted from the DNA
nucleic acids, namely Ribonucleic acid (RNA) sequence. Two
DNA chains suffer from a separation process resulting in
RNA nucleotides, which are the complementary components
of a single chain of DNA. For example, if the DNA strand
consists of A, T, C, G nucleotides, the RNA chain consists
of A, U, C, and G nucleotides. The transcription process
includes the conversion operation from non-coding symbols
defined as introns according to DNA sequences to encoding
data defined as exons corresponding to m RNA text. Hence,
we obtain exons of mRNA after a separation and splicing
operation applied on introns of DNA to get one strand of
RNA, which consists of data about amino-acid formation, and
consequently the protein mixture [38]. The translation pro-
cess includes transformation of the mRNA code into amino
acids and proteins, as shown in Fig. 3 [38].

There are common codons between RNA and DNA
because of the similarity between nucleotides of both of them,
except T for DNA and U for RNA. These two different
nucleotides are arranged in protein formation. As shown in
Fig. 3, an example shows how the transcription process is
implemented by replacing each T in DNA sequence by U
in RNA text in both triplet codons. The RNA nucleotides
can be assembled in the binary system, as shown in Table 2.
According to one amino acid, every three nucleotides can
generate 64 resultant codons, as illustrated in Table 3. For
illustration, we assume a pixel value of 43. After converting it
to a binary format, we get (101011). Then, we transform it to
RNA text or codon according to Tables 2 and 3. Subsequently,
we get the text (GGU) of RNA.

C. GENETIC ALGORITHM
The Genetic Algorithm (GA) is a progressive solution for
encrypting plain-text images to produce a good cipher image.
It depends on two general steps called cross-over and muta-
tion [25]. The GA operation can be summarized as follows:
1. Firstly, the population of generated attempted solutions
is considered.
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F. A. H. E. Mohamed et al.: Cancelable Biometric Security Framework Based on RNA Encryption and GAs

-~

XOR ¢
Logistic O.rigina'l
map Xis Pixels Biometric
Cipher image
— Are all Pixels No

Ciphered?

YES

Transform encrypted image to a
one-dimensional array

Transform encrypted pixels of
the array into binary format

o Y

Calculate codon for each 6 bits

IEEE Access

Part 2: Phase
@) of
Encryption by
RNA lists

Using codons’
table [2, 3]

\

in the binary array
Transfer key Codons
into binary array

y

Encryption by RNA Tables, so to
construct these tables:

i. Get table no. —»With the first two bits
of the key.

Are all

chosen
codons

exchanged?

ii. Get the row no.—p In codons Table 3
from the chosen codon in codons array.
iii. Replace chosen codon with the

Construct
chromosome

Construct
symbolic list

relevant new codon using the row no. in

the table no.

N

Initial population ciphered J
images (P; to Pu)

FIGURE 4. Flowchart of the proposed encryption algorithm.

2. Repeatedly, the subsequent procedure is performed:
(a) each generated solution is evaluated, (b) the best
solution is chosen, and (c) a new population is generated
using the best solution.

3. The algorithm terminates, when satisfactory results are
produced.

4. When applying the algorithm, new images are produced
due to the recombination process of the parent strings
in the cross-over step. This step provides more random-
ness to the cipher image.

5. The mutation operation is performed, and it is defined
as a change in the pixel values of an image as the child
chromosomes have to be different from their parent.
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IV. PROPOSED CANCELABLE BIOMETRIC
RECOGNITION SYSTEM
The main steps of the proposed encryption algorithm are
offered in Fig. 4. The process begins by forming the initial
population images (chromosomes) using the logistic map
and bio-molecular computation as mRNA. Then, the GA
technique is applied to these chromosomes (initial populated
images) to get the final cancelable images or templates. So,
we have four subsequent phase, as shown in Fig. 4. They are
explained in detail as follows:
Phase 1:
1. Generation of initial population images by encrypting
the original biometric traits using the logistic map with
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Part 3: Phase (3) of Encryption by crossover step in GA

Initial population array 1st child

/ﬁ Decimal two-dimensional 15t parent o
i chromosome
Binary array array (single row of bits) ( )

i N ted
stont | oo | [ ot EEE

Population 3

Cipher table(/)

>

Cipher table())

Population M Population( j) ?;:g::?? %..!’-H..znd hild I
) paren cni

(single row of bits) (chromosome)

FIGURE 5. Cross-over step of the suggested biometric encryption algorithm.

m@m

FIGURE 8. Patterns of nine irises from the 3rd examined database.

FIGURE 9. Patterns of nine ears from the 4th examined database.

FIGURE 7. Patterns of nine faces from the 2nd examined database.

binary format:
255 254 127 1 0
- Ssio S5y + S50t -+ 806+ 507
Eq. (1). Assume Xy is the initial value calculated by 2256
Eq. (2) using a 256-bit secret key that is written in 2

an amino acid formulation, which is then converted to To guarantee high security of biometric templates, the value
RNA codons, and consequently to the corresponding of Xy in Eq. (1) is taken from a 256-bit key as explained
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FIGURE 11. Patterns of nine fingerprints from the 6th examined database.

by Eq. (2), where S, , represents the character digit, and
n represents the bit digit in S,. The secret key = {S,
S2,....,831} is converted to S, = {Sm.0 S5+ - -0 Sm7}-
Consequently, Xy is calculated with Eq. (1) to generate the
related logistic chain. The logistic element, X, is transferred
to the range of 0 to 255 through Eq. (3) as:

X (Digit) = round(x; x 255) 3)

2. The chromosome image of the initial population is
composed first by adding the original biometric image
and X,,; using the XOR operation. Hence, some
cipher images are generated as initial GA population.
They are selected according to the degree of random-
ness estimated through calculating entropy and output
histogram.

3. The pixels of these initial encrypted images are
ordered in one-dimensional arrays. Then, these arrays
are converted to their corresponding ASCII codes and
binary values.

Phase 2:

1. The binary values are transformed to their related
codons using DNA sequences, and then transformed

to their RNA codons using Table 3 [38].
Therefore, the preceding binary conversion is applied on
the encryption key. The encryption key is chosen to deter-
mine a specified table of ciphered RNA tables using its
first two bits. The ciphered lists of RNA are four lists

VOLUME 10, 2022

Algorithm 1 Steps for Composing L.00 and LO1
Input: RNA codons truth-table.
Outlet: Ciphered RNA Lists.
01: N «— (size of the initial population x size of the
original biometric image).
02: for r = 1to 64, do
03: Address: chaos_ value €— composes X, 4+ 1 using
equation. 1.
04: Row_ level «— round (chaos value x 63) +1.
05: If Row_ level is repetitive, Then

06: N 4N+ 1.
07: Jump to Address.
08: end if

09: L[r] €« Row value.
10: end for

TABLE 4. Entropy values of the encrypted templates of the palmprint
database with different encryption algorithms.

Entropy
Traits Original DRPE OSH Proposed
RNA-GA
Palmprint 1 6.8078 7.7305 | 7.7527 7.9952
Palmprint 2 6.9742 7.7455 | 7.6742 7.9960
Palmprint 3 7.1029 7.7572 | 7.3867 7.9963
Palmprint 4 6.9681 7.7897 | 7.7849 7.9956
Palmprint 5 7.0165 7.7700 | 7.7190 7.9955
Palmprint 6 6.7422 7.7344 | 7.7478 7.9959
Palmprint 7 6.8888 7.7028 | 7.8152 7.9956
Palmprint 8 6.9785 7.8235 | 7.7179 7.9958
Palmprint 9 6.8166 7.6815 | 7.7887 7.9958
Average 6.8218 7.7295 | 7.7612 7.9956

TABLE 5. NPCR and UACI values of the encrypted templates of the
palmprint database with different encryption algorithms.

DRPE OSH P“’p”ggRNA'

Traits NPCR | UACI | NPCR | UACI | NPCR | UACI

(%) (%) (%) (%) (%) (%)
Palmprint 1 99.487 | 24.699 | 99.111 13.644 | 99.580 | 33.436
Palmprint 2 99.537 | 30.175 | 99.266 | 18.360 | 99.580 | 33.550
Palm print 3 99.525 | 30.019 | 99.002 | 15.832 | 99.592 | 33.557
Palmprint 4 99.453 | 25968 | 98.876 | 13.395 | 99.656 | 33.644
Palmprint 5 99.464 | 25.125 | 98.786 | 16.050 | 99.656 | 33.616
Palmprint 6 99.453 | 24.310 | 98.860 | 16.357 | 99.629 | 33.418
Palmprint 7 99.501 | 27.692 | 98.701 | 15.685 | 99.581 | 33.402
Palmprint 8 99.554 | 27.771 | 99.101 | 18.179 | 99.575 | 33.563
Palmprint 9 99.507 | 24.080 | 98.477 | 10.589 | 99.610 | 33.561
Average 99.41 26.41 98.16 15.54 99.61 33.45

L = {L00, LO1, L10, L11}, which are composed of codon
mixture of Table 3. LOO and LO1 are directly extracted from
Table 3. Due to the complementary law of RNA between its
nucleotides, L10 is the complement of L01, and L11 is the
complement of LO0. Each RNA list has 16 rows. Algorithm 1
illustrates how L0O and LO1 are constructed.

55941



IEEEACC@SS F. A. H. E. Mohamed et al.: Cancelable Biometric Security Framework Based on RNA Encryption and GAs

(a) DRPE. (c) Proposed RNA-GA.

FIGURE 12. Resultant cancelable templates with the proposed RNA-GA, DRPE and OSH algorithms for the 1st examined biometric
database.

(a) DRPE. (b) OSH. ) () Proposed RNA-GA.

FIGURE 13. Resultant cancelable templates with the proposed RNA-GA, DRPE and OSH algorithms for the 2nd examined biometric
database.

TABLE 6. Correlation scores of the proposed cancelable biometric recognition system and the systems based on DRPE and OSH for the 1st examined
database in the presence of noise with variance = 0.01 (non-ideal environment).

Geniune test Imposter test
System System System System
based on based on based on b Y System based on
Traits the the the ased on the the System based on the
DRPE . proposed RNA-GA
DRPE OSH proposed aloorithm OSH algorithm aloorithm
algorithm algorithm RNA-GA gori gori
algorithm
Face 1 0.9246 0.9009 0.9485 0.0019 -0.0033 -0.0035
Face 2 0.9120 0.8913 0.9492 0.0040 -0.0061 0.0026
Face 3 0.9093 0.8538 0.9497 -0.0009 -0.0026 -0.0009
Face 4 0.9128 0.8543 0.9491 0.0018 -0.0031 0.002710
Face 5 0.9200 0.8419 0.9480 -0.0009 ~0.0087 -0.0006
Face 6 0.9225 0.8465 0.9490 0.0005 -0.0037 0.0043
Face 7 0.9113 0.8858 0.9481 -0.0003 -0.0026 0.0013
Face 8 0.9182 0.9082 0.9486 -0.0040 -0.0072 0.0001
Face 9 0.9073 0.8685 0.9483 0.0015 20.0032 -0.0042
Average 0.9153 0.8724 0.9487 0.0004 -0.0045 0.0002
Moreover, the new codon of the initial population image and two columns. This is the symbolic table. It is
is formed from the corresponding two bits of the encryption a one-dimensional array with two different pointers
key and the chosen codon from the codons array. The chosen containing similar values (key1).
codon is utilized to get the related row level in the specified 3. Afterwards, the transformation to binary represen-
list number, which is dedicated by the first two bits of the tation from RNA sequences is implemented using
encryption key. This row level is utilized to get the new codon Table 3 [38]. Finally, the conversion of the initialized
in Table 3. cipher images (chromosomes) from the binary system

to the decimal system is carried out to recombine the

2. The new codon is later exchanged with the cho- ) )
deformed pixels of each image.

sen codon. We must satisfy that all codons in the

codon array are replaced with the related new codons, Phase 3:
generating the new off-springs. Each constructed 1. The randomness of each initial population of the gen-
off-spring has a table that consists of a single row erated images is calculated using a fitness function
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TABLE 7. Correlation scores of the proposed cancelable biometric recognition system and the systems based on DRPE and OSH for the 2nd examined
database in the presence of noise with variance = 0.01 (non-ideal environment).

Geniune test Imposter test
System
System based on System based on System System System based on
. based on the based on based on
Traits the OSH the the the the proposed
DRPE algorithm . proposed RNA-GA
algorithm DRPE OSH .
RNA-GA . . algorithm
. algorithm algorithm
algorithm

Face 1 0.8983 0.9081 0.9484 0.0008 -0.0073 -0.0008

Face 2 0.9064 0.8893 0.9481 0.0012 -0.00218 0.0043
Face 3 0.9250 0.8832 0.9484 0.0064 -0.0040 -0.00567

Face 4 0.9212 0.8526 0.9489 0.0078 -0.0030 0.00005
Face 5 0.9106 0.8926 0.9490 0.0023 -0.0002 -0.00157

Face 6 0.9083 0.8375 0.9484 0.0017 -0.0011 0.0008

Face 7 0.9038 0.8720 0.9487 0.0006 0.0009 -0.0045

Face 8 0.9163 0.8894 0.9486 0.0001 0.0060 0.0047

Face 9 0.9282 0.8499 0.9486 0.0033 0.0028 0.0027

Average 0.9131 0.8747 0.9486 0.0027 -0.0009 0.00001

TABLE 8. Correlation scores of the proposed cancelable biometric recognition system and the systems based on DRPE and OSH for the 3th examined
database in the presence of noise with variance = 0.01 (non-ideal environment).

Geniune test Imposter test
System
System System
Trai System based on the System based on the based on based on based on System based
raits N N the on the
DRPE algorithm OSH algorithm the the
proposed DRPE OSH proposed RNA-
RNA-GA . . GA algorithm
. algorithm algorithm
algorithm
Iris 1 0.9464 0.8701 0.9481 -0.0039 0.0023 -0.0038
Iris 2 0.9449 0.8150 0.9488 0.0067 -0.0012 -0.0082
Iris 3 0.9405 0.8207 0.9489 0.0014 0.0023 0.0003
Iris 4 0.9397 0.8706 0.9487 0.0007 -0.0027 0.0002
Iris 5 0.9421 0.8144 0.9485 0.0016 0.0011 0.0001
Iris 6 0.9408 0.8527 0.9486 0.0001 -0.0036 -0.0093
Iris 7 0.9431 0.8667 0.9494 0.0101 -0.0010 -0.0005
Iris 8 0.9378 0.8648 0.9494 0.0062 -0.0010 0.0030
Iris 9 0.9452 0.8705 0.9488 0.0034 -0.0001 0.0050
Average 0.9429 0.8495 0.9488 0.0029 -0.0004 -0.0014

TABLE 9. Correlation scores of the proposed cancelable biometric recognition system and the systems based on DRPE and OSH for the 4th examined
database in the presence of noise with variance = 0.01 (non-ideal environment).

Geniune test Imp test
bsa);set;:ln bsa);z:ier:n System System based
Traits System based on the System based on the the the based on on the
DRPE algorithm OSH algorithm the proposed
proposed DRPE
. OSH RNA-GA
RNA-GA algorithm algorithm algorithm
algorithm
Ear 1 0.8115 0.8875 0.9484 0.004 -0.0066 -0.0031
Ear 2 0.7389 0.9125 0.9491 -0.0014 -0.0054 -0.0010
Ear3 0.7769 0.9127 0.9482 -0.0042 -0.0032 -0.0013
Ear 4 0.7776 0.9126 0.9482 0.0002 -0.0032 -0.0013
Ear 5 0.8087 0.9183 0.9486 0.0020 -0.0041 0.0049
Ear 6 0.7786 0.9132 0.9483 -0.0029 -0.0032 -0.0013
Ear 7 0.8133 0.9184 0.9489 -0.0005 -0.0041 0.0049
Ear 8 0.8139 0.9150 0.9483 0.0036 -0.0036 0.0035
Ear 9 0.8287 0.8895 0.9482 0.0021 -0.0049 -0.0002
Average 0.7942 0.9089 0.9485 0.0003 -0.0043 0.0005

comprising entropy. Finally, the Roulette wheel algo-
rithm is applied to choose the best initial populated
image.

. In the cross-over step, a symbol list is reconstructed
(key2) to dedicate the swapping point position for each
couple of parent images with an incremented value
calculated by key?2 (both parent images are chosen as
they are the highest-entropy images from the initial
population) as shown in Fig. 5.

. During the last step in generating the chromo-
somes with GA, each symbolic cipher list (keyl) is

VOLUME 10, 2022

considered a parent of the mentioned off-spring swap-
ping key (key2).

. Each cipher image is considered a parent transferred to

a binary array with one dimension, as shown in Fig. 5.
The binary arrays suffer from swapping by a uniform
cross-over rate of 0.7 [25]. Moreover, the symbolic
table (keys) of off-springs must be reconstructed for
each turn in the GA technique. Therefore, the value of
the first index in the resultant off-spring is the same
value corresponding to the first index of the first parent,
and the value of the second index of the same off-spring
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TABLE 10. Correlation scores of the proposed cancelable biometric recognition system and the systems based on DRPE and OSH for the 5th examined
database in the presence of noise with variance = 0.01 (non-ideal environment).

Geniune test Imposter test
System System System
System based haysed on ba}s,ed on ba)s,ed on System
Traits on the the the the based on the System based on the
DRPE OSH proposed RNA-GA
algorithm OSH proposed DRPE algorithm algorithm
algorithm RNA-GA algorithm
algorithm
Palmprint 1 0.9104 0.9394 0.9487 -0.0046 -0.0006 -0.0036
Palmprint 2 0.9123 0.9197 0.9481 -0.0021 -0.0021 -0.0058
Palmprint 3 0.9381 0.8928 0.9484 0.0004 0.0004 0.0055
Palmprint 4 0.9194 0.9360 0.9487 -0.0023 0.0017 0.0032
Palmprint 5 0.9149 0.9322 0.9486 -0.0053 -0.0020 0.0022
Palmprint 6 0.909156 0.9387 0.9491 -0.0039 0.0006 0.0009
Palmprint 7 0.9056 0.9364 0.9480 -0.0028 -0.0037 0.002323
Palmprint 8 0.9318 0.9307 0.9484 -0.0031 0.0036 -0.0001
Palmprint 9 0.9021 0.9483 0.9477 0.0072 -0.0003 0.0037
Average 0.9160 0.9305 0.9485 -0.0018 -0.0002 0.0009

TABLE 11. Correlation scores of the proposed cancelable biometric recognition system and the systems based on DRPE and OSH for the 6th examined
database in the presence of noise with variance = 0.01 (non-ideal environment).

Geniune test Imposter test
System System System based
based on based on
Traits System based on the System based on the the the System based on the on the
DRPE algorithm OSH algorithm OSH algorithm proposed
proposed DRPE RNA-GA
RNA-GA algorithm .
. algorithm
algorithm
Fingerprint 1 0.9476 0.7463 0.9486 0.0025 0.0027 -0.0022
Fingerprint 2 0.9482 0.7022 0.9483 -0.0002 0.0023 -0.0061
Fingerprint 3 0.9466 0.8639 0.9490 0.0027 0.0075 0.0042
Fingerprint 4 0.9474 0.8131 0.9485 0.0020 0.0049 0.0003
Fingerprint 5 0.9477 0.7031 0.9485 0.0055 0.0065 0.0053
Fingerprint 6 0.9473 0.7947 0.9487 0.0027 0.0089 0.0055
Fingerprint 7 0.9480 0.7124 0.9487 0.0002 0.0042 -0.0050
Fingerprint 8 0.9468 0.7616 0.9495 -0.0054 -0.0004 -0.0015
Fingerprint 9 0.9484 0.6707 0.9488 0.0005 0.003836 -0.0047
Average 0.9476 0.7520 0.9487 0.0012 0.0045 -0.0004

TABLE 12. Approximate template encryption time in (seconds) for the six
examined biometric databases.

TABLE 13. AROC and FAR values of the cancelable biometric recognition
systems on the 1st examined biometric database in the presence of noise
with different levels.

is the value pointed by the second index according to the
second parent as shown in Fig. 5.

5. Finally, in the mutation step, almost 5% of pixel values
of the entire population (with distinguished modifica-
tion in intensity) are exchanged with the new cance-
lable encrypted templates constructed by stepl in every
GA turn.

V. EXPERIMENTAL RESULTS AND COMPARISONS

In this section, different simulation experiments are per-
formed to verify the validity of the proposed cancelable bio-
metric system. We work on various biometric databases that
have specifications, such as high and low brightness, white
and black backgrounds, and animated objects [39]-[44]. Two
different types of face databases are considered [39], [40].

55944

Processing time
Biometric database DRPE OSH Proposed Noise DRPE OSH Proposed (RNA-GA)

RNA-GA Variance | AROC | FAR | AROC | FAR | AROC FAR
Face database 1 0698 T 0.9213 0.0 0.9953 | 0.0102 | 0.9888 | 0.0204 | 0.9998 | 0.0008
0.01__| 09922 | 0.0158 | 0.859 | 0.0482 | 0.9993 | 0.0009
Face database 2 1.0128 0.40508 0.7914 0.02_ | 09720 | 0.0547 | 09481 | 0.1298 | 0.9967 | 0.0048
Iris database 1.1457 0.31115 0.8028 0.03 | 09672 | 0.0622 | 0.8664 | 0.2794 | 0.9824 | 0.0199
Ear database 0.98411 0.3646 0.8897 0.04 0.9372 | 0.0989 | 0.8353 | 0.3147 | 0.9682 0.0349
Palmprint database 0.93629 0.3279 0.5928 0.05 0.7592 | 0.3323 0.8024 0.3499 0.9639 0.0390

Fingerprint database 1.01647 0.31438 0.7369

hi

TABLE 14. AROC and FAR values of the cancel. biometric recognition
systems on the 2nd examined biometric database in the presence of
noise with different levels.

Noise DRPE OSH Proposed (RNA-GA)
Variance | AROC FAR AROC FAR AROC FAR
0.0 0.9987 0.0025 0.9974 0.0103 0.9996 0.0005
0.01 0.9972 0.0071 0.9926 0.0237 0.9990 0.0011
0.02 0.9903 0.0244 0.9513 0.1255 0.9972 0.0031
0.03 0.9660 0.0630 0.8551 0.3037 0.9958 0.0047
0.04 0.9242 0.1501 0.8848 0.2307 0.9790 0.0230
0.05 0.8417 0.2529 0.7460 0.4430 0.9441 0.0609

One sample for each biometric database is examined, involv-
ing ear [41], palmprint [42], fingerprint [43], and iris [44]. For
simplicity, only nine biometric templates of each examined
database are presented in the experimental results, as shown
in Figs. 6-11.
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FIGURE 14.
database.

(a) DRPE.

() OSH.

(c) Proposed RNA-GA.
Resultant cancelable templates with the proposed RNA-GA, DRPE and OSH algorithms for the 3rd examined biometric

(b) OSH.

(c) Proposed RNA-GA.

FIGURE 15. Resultant cancelable templates with the proposed RNA-GA, DRPE and OSH algorithms for the 4th examined biometric
database.

(a) DRPE.

(b) OSH.

.

(c) Proposed RNA-GA.

FIGURE 16. Resultant cancelable templates with the proposed RNA-GA, DRPE and OSH algorithms for the 5th examined biometric
database.

TABLE 15. AROC and FAR values of the cancelable biometric recognition
systems on the 3rd examined biometric database in the presence of noise
with different levels.

Noise DRPE OSH Proposed (RNA-GA)
Variance | AROC FAR AROC FAR AROC FAR
0.0 0.9862 0.0004 0.9961 0.0125 0.9993 0.0016
0.01 0.9990 0.0012 0.9857 0.0376 0.9980 0.0025
0.02 0.9929 0.0114 0.8264 0.2371 0.9981 0.0022
0.03 0.9870 0.0219 0.8700 0.2320 0.9914 0.0096
0.04 0.8984 0.1376 0.7808 0.3288 0.9642 0.0390
0.05 0.9517 0.0707 0.8141 0.2928 0.9641 0.0390

The used biometric traits are ciphered by the proposed
hybrid RNA-GA encryption algorithm and compared to the
results of the DRPE and OSH encryption algorithms. In addi-
tion, some security evaluations in terms of NPCR, UACI,
and entropy metrics are presented for the proposed hybrid
encryption framework. The simulation outcomes of only one

VOLUME 10, 2022

TABLE 16. AROC and FAR values of the cancelable biometric recognition
systems on the 4th examined biometric database in the presence of noise

with different levels.

Noise DRPE OSH Proposed (RNA-GA)
Variance | AROC FAR AROC FAR AROC FAR
0.0 0.9644 0.0691 0.9916 0.8669 0.9906 0.8594
0.01 0.9379 0.1394 0.9967 0.0059 0.9990 0.0011
0.02 0.8993 0.1976 0.9731 0.0515 0.9725 0.0322
0.03 0.7255 0.4398 0.8853 0.1460 0.9886 0.0128
0.04 0.3077 0.8667 0.7975 0.3435 0.9636 0.0397
0.05 0.3340 0.8448 0.7798 0.3446 0.9488 0.0553

sample of the examined biometric databases are introduced
to validate the suggested hybrid encryption-based cancelable
biometric system. Different performance metrics are eval-
uated to validate the proposed RNA-GA-based cancelable
biometric system. Both visual inspection, processing time,
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fasiah 5
(a) DRPE.

(b) OSH.

(c) Proposed RNA-GA.

FIGURE 17. Resultant cancelable templates with the proposed RNA-GA, DRPE and OSH algorithms for the 6th examined biometric

database.
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(d) Proposed RNA-GA.

FIGURE 18. Histograms of original and cancelable templates generated with the proposed RNA-GA, DRPE and OSH

algorithms for the 1st examined biometric database.

TABLE 17. AROC and FAR values of the cancelable biometric recognition
systems on the 5th examined biometric database in the presence of noise
with different levels.

TABLE 18. AROC and FAR values of the cancelable biometric recognition
systems on the 6th examined biometric database in the presence of noise
with different levels.

Noise DRPE OSH Proposed (RNA- Noise DRPE OSH Proposed (RNA-
Variance GA) Variance GA)

AROC FAR AROC FAR AROC FAR AROC FAR AROC FAR AROC FAR
0.0 0.9803 0.0078 0.9602 0.0655 0.9930 0.0024 0.0 0.9976 | 0.00116 | 0.96124 0.11037 0.9988 0.00268
0.01 0.9979 0.0047 0.9983 0.0052 0.9986 0.0015 0.01 0.9989 | 0.00124 | 0.93842 0.16562 0.99909 0.00107
0.02 0.9826 0.0427 0.9877 0.0476 0.9978 0.0014 0.02 0.9869 | 0.01502 | 0.83056 0.3365 0.9964 0.00409
0.03 0.9345 0.1139 0.9566 0.15403 0.9903 0.0107 0.03 0.9792 | 0.02304 | 0.57507 0.7057 0.9897 0.01147
0.04 0.9507 0.07705 0.9562 0.1494 0.9716 0.0311 0.04 0.9838 | 0.01960 0.5564 0.68332 0.97615 0.02601
0.05 0.9221 0.1321 0.9581 0.1327 0.9269 0.1197 0.05 0.9592 | 0.04506 | 0.39875 | 0.851196 | 0.97381 0.02824

PFD, PTD, FAR, FRR, EER, AROC, correlation coefficients,
and histogram analysis are considered.

To simplify the presentation of the simulation out-
comes, the resultant values for only nine ciphered biometric
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templates of each of the six examined biometric databases are
introduced. Finally, the improvement of the proposed cance-
lable biometric security system based on the hybrid RNA-GA
symmetric encryption algorithm is discussed versus other
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FIGURE 19. Histograms of original and cancelable templates generated with the proposed RNA-GA, DRPE and OSH algorithms for

the 2nd examined biometric database.

TABLE 19. Average AROC and FAR values of the proposed cancelable
biometric recognition system and the state-of-the-art systems.

System AROC FAR
Proposed 0.9990 0.0011
[25] 0.9943 0.02180
[26] 0.8271 0.0781
[27] 0.9414 0.0315
[28] 0.8812 0.0865
[29] 0.9822 0.0067
[30] 0.9591 0.0307
[48] 0.9236 0.0296
[49] 0.8920 0.0946
[50] 0.9416 0.0527
[51] 0.8967 0.0071
[52] 0.9673 0.0263

related studies that depend on the DRPE and OSH symmetric
encryption algorithms [20], [32], [36], [45].

In the following sub-sections, the simulation outcomes of
different authentication evaluation metrics are obtained to
measure the efficiency of the proposed biometric security
system. The security analysis for the proposed system is
presented in terms of different eight categories, (a) Visual
inspection, (b) PTD and PFD, (c) Correlation score, (d) His-
togram analysis, (e) FAR, and AROC analysis, (f) Speed
analysis (g) Noise interruption, and (h) Comparative analysis.
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All experimentation results are obtained using MATLAB
software on 256 x 256 gray-scale biometric images.

A. SECURITY ANALYSIS OF RNA-GA ENCRYPTION-BASED
CANCELABLE BIOMETRIC SYSTEM

1) ENTROPY ANALYSIS

The degree of randomness of encrypted templates is esti-
mated with entropy. The smallest entropy value is zero, while
the optimum value is 8. Thus, the higher the entropy, the more
uniform the image distribution is. Therefore, an efficient
cryptosystem must offer an information entropy up or close
to 8 [46].

Table 4 gives a comparison of entropy values of the
encrypted biometric images generated with the proposed
encryption algorithm and those obtained with DRPE and
OSH. It is noticed that the entropy values of the cancelable
palmprint templates encrypted with the proposed algorithm
are close to 8§ (the optimum value). This proves the high ran-
domness of cancelable templates obtained with the proposed
encryption algorithm.

2) NPCR AND UACI ANALYSIS

Two other security metrics, namely NPCR and UACI [47],
are employed to prove the effect of one-bit modification
in the plain image on the encrypted one. Table 5 illus-
trates the NPCR and UACI values, which are both near the
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FIGURE 20. Histograms of original and cancelable templates generated with the proposed RNA-GA, DRPE and OSH algorithms for

the 3rd examined biometric database.

optimum values. We reach an average value of 99.6564%
for NPCR, and 33.5535% for UACI. This proves that the
cancelable biometric security system has high sensitivity to
any modifications in the original traits, even if these modifi-
cations are so slight. This assures that the proposed RNA-GA
algorithm has the ability to resist differential attacks.

B. ASSESSMENT OF THE CANCELABLE

BIOMETRIC RECOGNITION SYSTEM

1) VISUAL INSPECTION

Figures 12-17 illustrate the ciphered templates of the exam-
ined biometric database samples with the proposed, DRPE
and OSH algorithms [20], [32], [36], [45]. For the six used
databases, it is noticed that the proposed algorithm is superior
to both DRPE and OSH algorithms [20], [32], [36], [45].
Hence, the proposed encryption algorithm can be used to
achieve high immunity to intrusion attempts.

2) HISTOGRAM ANALYSIS

The histogram reflects the distribution of pixel levels in the
image. It should be as uniform as possible for high quality
of encryption. Histograms of encrypted images with the pro-
posed as well as traditional encryption algorithms are shown
in Figs. 18-23. It is observed that the templates obtained
with the proposed encryption algorithm have more uniform
histograms.
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3) CORRELATION ANALYSIS
The correlation coefficient (C,) is estimated between original
and encrypted templates. We have two cases for C,:

1. The value of C, is close or equal to zero. This case
ensures high quality of encryption.

2. The value of C, is close or equal to £1. This case reveals
poor quality of encryption.

Moreover, the correlation coefficient value is important
for genuine and imposter tests between encrypted tem-
plates. Low correlation values are required in imposter tests,
while high correlation values are required in genuine tests.
Tables 6 to 11 introduce the correlation scores obtained for
genuine and imposter tests in the cancelable biometric sys-
tems that depend on the proposed as well as traditional
encryption algorithms. The obtained results ensure higher
correlation scores with the proposed encryption algorithm in
genuine tests and lower scores in imposter tests compared to
other algorithms.

4) CORRELATION DISTRIBUTIONS

The PTD and PFD are the probability distributions of
the correlation coefficient for genuine and imposter tests,
respectively. Figures 24 to 29 show these distributions in
the cancelable biometric systems based on the proposed,
DRPE and OSH algorithms on all tested biometric databases.

VOLUME 10, 2022
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FIGURE 21. Histograms of original and cancelable templates generated with the proposed RNA-GA, DRPE and OSH algorithms for

the 4th examined biometric database.

TABLE 20. Correlation scores of the proposed cancelable biometric recognition systems based on the proposed RNA-GA algorithm and the GA algorithm

for the 1st examined database.

Genuine test Imposter test
. System based on System based on the
Traits éA algorithm p);'oposed RNA-GA GA scheme [25] Systfm ITal:ed (;n GA
[25] algorithm algorithm [25]
Face 1 0.9037 0.9485 0.0034 -0.0035
Face 2 0.8952 0.9492 0.0013 0.0026
Face 3 0.8827 0.9497 -0.0019 -0.0009
Face 4 0.8881 0.9491 -0.0044 0.0027
Face 5 0.8293 0.9480 -0.0018 -0.0006
Face 6 0.8533 0.9490 -0.0058 0.0043
Face 7 0.9110 0.9481 -0.0014 0.0013
Face 8 0.9234 0.9486 0.0011 0.0001
Face 9 0.8918 0.9483 -0.0029 -0.0042
Average 0.8865 0.9487 -0.0013 0.0002

These obtained curves illustrate that the two distributions
are farther with the proposed encryption algorithm, which
reflects the high ability of the proposed cancelable biometric
framework to distinguish between genuine and imposter users
on all databases.

5) ROC CURVE ANALYSIS

The ROC curve is adopted for performance assessment
of biometric systems. In addition, the AROC is an indi-
cator of the accuracy level of the biometric recognition
system. Figures. 24-29 give the ROC curves for the can-
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celable biometric recognition systems based on the pro-
posed, DRPE, and OSH algorithms. The results reveal
higher AROC values with the proposed encryption algo-
rithm. Hence, the cancelable biometric system based on
the proposed encryption algorithm is superior to the other
systems.

6) COMPUTATIONAL TIME
The computational times for all algorithms, implemented
with MATLAB R2019b software on a platform of Windows 8
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FIGURE 22. Histograms of original and cancelable templates generated with the proposed RNA-GA, DRPE and OSH algorithms

for the 5th examined biometric database.

TABLE 21. Correlation scores of the proposed cancelable biometric recognition systems based on the proposed RNA-GA algorithm and the GA algorithm

for the 6th examined database.

Genuine test Imposter test
Traits System based on System based on the System based System based on the
GA algorithm proposed RNA-GA on GA proposed RNA-GA
[25] algorithm algorithm [25] algorithm
Fingerprint 1 0.9855 0.9486 -0.0039 -0.0022
Fingerprint 2 0.9837 0.9483 -0.0012 -0.0061
Fingerprint 3 0.9808 0.9490 -0.0039 0.0042
Fingerprint 4 0.9815 0.9485 -0.0032 0.0003
Fingerprint 5 0.9821 0.9485 -0.0021 0.0053
Fingerprint 6 0.9753 0.9487 -0.0038 0.0055
Fingerprint 7 0.9837 0.9487 -0.0013 -0.0050
Fingerprint 8 0.9804 0.9495 -0.0016 -0.0015
Fingerprint 9 0.9879 0.9488 -0.0033 -0.0047
Average 0.9823 0.9487 -0.0027 -0.0004

with Intel (R) CPU @ 1.80 GHz/2.40 GHz core (TM) i5-4300
and 4 GB RAM, are estimated for the comparison purpose.

Table 12 illustrates the average processing times for all
encryption algorithms. It is clear that the proposed encryption
algorithm records the least computational times.

7) NOISE ANALYSIS

The effect of noise is investigated for the cancelable bio-
metric recognition systems based on different encryption
algorithms. Tables 13 to 18 illustrate the obtained values
of FAR and AROC metrics in the presence of noise with
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different levels. It is demonstrated that the proposed cance-
lable biometric system has a robust performance in the pres-
ence of noise, which is reflected in the more convenient FAR
and AROC values compared to the results of the conventional
algorithms.

8) COMPARISON WITH RECENT STUDIES

The proposed cancelable biometric system has been com-
pared with the related studies in [25]-[30], [48]-[52]. Both
AROC and FAR have been considered in this comparison.
Table 19 gives the results or this comparison revealing higher
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FIGURE 23. Histograms of original and cancelable templates generated with the proposed RNA-GA, DRPE and OSH
algorithms for the 6th examined biometric database.
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FIGURE 24. TD, FD, and ROC curves for the proposed cancelable biometric recognition system based on the RNA-GA algorithm and
the systems based on DRPE and OSH algorithms for the 1st examined biometric database.

AROC values and lower EER values for the proposed cance-
lable biometric recognition system.

We can come to the conclusion that the proposed hybrid
RNA-GA symmetric encryption algorithm succeeds in hiding
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all details of biometric templates of different databases.
This leads to better performance of the proposed cance-
lable biometric recognition system based on this encryption
algorithm.
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FIGURE 25. TD, FD, and ROC curves for the proposed cancelable biometric recognition system based on the RNA-GA algorithm and the
systems based on DRPE and OSH algorithms for the 2nd examined biometric database.
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FIGURE 26. TD, FD, and ROC curves for the proposed cancelable biometric recognition system based on the RNA-GA algorithm and the
systems based on DRPE and OSH algorithms for the 3rd examined biometric database.

VI. THE EFFECT OF EXPLOITING RNA SYMBOLS to enhancing the privacy of users, as it becomes difficult for
BEFORE THE GA TECHNIQUE intruders to recover the original biometric templates again.
Converting the pixel values of the biometric templates to The obtained templates with the proposed encryption algo-
RNA codons before employing the GA technique provides rithm have approximately uniform histograms. High quality
more randomization of the generated templates. The large of encryption leads to better performance of the cancelable
degree of randomization of generated templates contributes biometric recognition system. Two scenarios in the encryp-
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FIGURE 27. TD, FD, and ROC curves for the proposed cancelable biometric recognition system based on the RNA-GA algorithm and the
systems based on DRPE and OSH algorithms for the 4th examined biometric database.
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FIGURE 28. TD, FD, and ROC curves for the proposed cancelable biometric recognition system based on the RNA-GA algorithm and the
systems based on DRPE and OSH algorithms for the 5th examined biometric database.

tion process are investigated in this paper. The first one is
converting pixels to RNA symbols through RNA cipher lists,
and the second one is employing only the GA technique
directly on the examined biometric traits [25]. The results
of these scenarios are shown in Figs. 30 and 31 for the 1st
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examined [39], and 6th examined [43] databases for both
faces and fingerprints, respectively.

Moreover, Tables 20 and 21 show the correlation values for
genuine and imposter tests. The results confirm the impor-
tance of using RNA cipher lists to encode the examined
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FIGURE 29. TD, FD, and ROC curves for the proposed cancelable biometric recognition system based on the RNA-GA algorithm and the
systems based on DRPE and OSH algorithms for the 6th examined biometric database.
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FIGURE 30. Histograms of original and cancelable templates generated with the proposed RNA-GA algorithm and the GA-based algorithm

for the 1st examined biometric database.
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FIGURE 31. Histograms of original and cancelable templates generated with the proposed RNA-GA algorithm and the GA-based algorithm

for the 6th examined biometric database.

biometric templates before applying the GA technique. The
proposed hybrid RNA-GA encryption algorithm achieves
more uniform histograms for the cancelable templates. It also
achieves high correlation scores in genuine tests and low
correlation scores in imposter tests.
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VIl. CONCLUSION AND FUTURE WORK

An efficient and improved symmetric ciphering algorithm has
been introduced for robust and reliable cancelable biomet-
ric recognition. The novelty of the proposed algorithm lies
in the utilization of the GA technique with bio-molecular
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computations and RNA representations to generate secure
cancelable biometric templates. The proposed algorithm pro-
vides high degrees of confusion and diffusion in the encrypted
biometric templates. Several experimental tests have been
performed to illustrate the efficacy of the proposed algorithm
in generating completely-deformed biometric traits. The uti-
lized assessment metrics prove that the proposed algorithm
outperforms the related works from the encryption assess-
ment perspective on different types of biometrics. Further-
more, the proposed cancelable biometric recognition system
based on the hybrid encryption algorithm provides high per-
formance with FAR, and AROC values of 0.0015, and 0.9990,
respectively. For the future work, we intend to build cance-
lable biometric recognition systems based on deep feature
extraction and feature encryption to allow more robustness
in performance.
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