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ABSTRACT This article proposes a secure containment control of multi-agent systems under cyber attacks.
Multiple Unmanned Aerial Vehicle Systems (UAVs) are considered in this article. The suggested approach
considers denial of service (DoS) attacks, containment control of multiple UAVs, and designs a strong
steering approach as well as a secure middleware for data sharing and exchange. A combination of graph
theory and L1 adaptive control is utilized to ensure efficient steering and cooperation. The data distribution
services (DDS) middleware handles data transfer among all the UAVs, which solves the interoperability
challenge when interacting with several UAVs from various platforms and can be regarded as an enhanced
security strategy depending on its quality of service (QoS). The L1 controller is used to stabilize the dynamic
model of each UAV, while the graph method is used for the containment of multi UAVs. The linear matrix
inequalities (LMIs) control is designed as a robust level of security to handle the influence of the DoS attack.
Simulation results are utilized to validate and demonstrate the suggested technique’s performance under the
criteria mentioned before.

INDEX TERMS Containment control, cyber attacks, unmanned aerial vehicle system, publish-subscribe
middleware.

I. INTRODUCTION
Multi-agent systems have seen widespread application in
recent years [1]. Multi-UAV systems are distributed sys-
tems having more than one autonomous agent that may
work together to fix challenging tasks with great robust-
ness, reliability, and efficiency. One of the most interest-
ing research topics in multi-agent systems is multi-UAV
containment-formation control, which has a wide range of
applications. Agents must exchange information (e.g., speed,
and position) to keep the formation’s topology. Controlling
the containment-formation can be done in a variety of ways:
behavior-based [2]–[4], virtual-based [5]–[7], and leader-
following [8]–[10]. A multi-UAV containment-formation
control can now be built for military, recreational, personal,
and other purposes. Recently, more unmanned aerial vehicles
are being hacked because more of them are being made
that have computers integrated into their operations. This is
making it harder for the military to defend its systems against
cyber-attacks. This is important because it means that many
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military bases could potentially be under attack from the
air. This is a big threat because if the UAVs can’t defend
the military bases, then they could potentially lose the war.
This issue is hard to overcome because the military isn’t
even close to being able to fight against these cyber-attacks.
If we can’t win against simple hacking and cyber-crime,
then we certainly can’t win a war against cyber-attacks from
other countries. These hacking attempts are becoming more
common because of recent technological advances. These
technological advances have made it easier for hackers to
create new ways to hack systems. This is making it easier
for the systems to be compromised. In the past, hacking
a computer system would take extensive knowledge about
coding and programming. Now, it can be done with a simple
algorithm. One of the biggest things that the researchers need
to do is to be sure that these UAVs are secure from cyber-
attacks. If we can’t do this, then it could mean a loss in
the war which would make a lot of people lose their lives.
An event-triggered control concerning DoS attacks has been
studied in [11]. The authors have been developed a secure
event triggering method that can handle a certain amount
of packet damages caused by DoS attacks. The multi-agents
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secure control in the face of DoS attacks has been introduced
in [12], [13]. The authors in [12] developed a fault-tolerant
approach based on coupling an event-triggered with a back-
stepping approach, while the authors in [13] proposed a
decentralized event-triggered strategy with a fixed topology
to ensure system cooperation in the face of mode-switching
denial-of-service attacks. The authors in [14] reviewed recent
research on data integrity and availability attacks as a basis
for information security. The multi-agents secure formation
control with respect to DoS attacks has been addressed
in [15], [16]. In [15], a secure formation of multiple mobile
robots has been proposed, the authors developed a secure
controller considering that the DoS attacks affect the multiple
mobile robots’ formation protocol. While in [16], a nonlinear
multi-agent system’s formation control under DoS attacks
has been introduced. The authors have been built their work
based on [17] by considering a fixed topology between the
agents and the agents facing some DoS attacks. In [18]–[20],
the authors developed a new methodology for multi-UAVs’
containment-formation control utilizing publish-subscribe
middleware. The publish-subscribemiddleware was designed
to address information leakage problems between the multi-
UAVs, and system integration of various UAV systems.
Consequently, the publish-subscribe middleware architec-
ture dramatically increased robustness. Scientists are becom-
ing more interested in the multi-agent system’s security,
as demonstrated by the previous research study. The fol-
lowing conclusions can be drawn from the literature
review:

• Unfortunately, most of the available multi-agent sys-
tem’s secure consensus research has mainly focused on
identifying the attacks or developing classical control
to overcome the attacks with a limited study on the
applications of multi-agent systems’ consensus.

• The presence of cyber-attacks may have a significant
impact on the multi UAV systems’ performance.

• There is a scarcity of using the middleware as a secure
level to solve data loss issues between multiple UAVs
and the interoperability issues that occur with different
UAV platforms.

This study presents a method addressing all of the points
raised above. The following are meaningful contributions of
this paper:

• A reliable guidance architecture for safe containment
control of multiple UAVs has been proposed.

• To tackle the effects of cyber-attacks, a robust security
level approach is designed.

• Publish-Subscribe middleware has been developed to
provide further cyber security level and exchange of
data.

The rest of the paper is arranged as follows. The preliminaries
of publish-subscribe middleware, DoS attacks, and quadrotor
dynamics are addressed in section 2. The secure contain-
ment control of multiple UAVs utilizing the L1 approach and
Linear Matrix Inequalities (LMIs) are discussed in section 3.

Section 4 and section 5 present and discuss the simulation
results. Finally, the conclusions, as well as the final recom-
mendations have been noted in section 6.

II. PRELIMINARIES
This section contains some preliminary on publish-subscribe
middleware, DoS attacks, graph theory techniques, and
quadrotor dynamics.

A. PUBLISH SUBSCRIBE MIDDLEWARE
Data distributed services is widely recognized as the appro-
priate publish-subscribe middleware for UAVs’ containment
control. Because of its capacity to manage data generated by
real-time mission-critical and publication-subscription sys-
tems, a publish-subscribe structure encourages flexible and
dynamic loose coupling between the data architecture. DDS-
based systems can easily be adapted and applied to differ-
ent conditions and criteria. In addition, a publish-subscribe
structure is where multiple subscribers and publishers share
highly typed information across a common topic. The reliable
quality of service model manages the communication. Some
of these QoS are:

• Presentation: Manage how the middleware presents the
information received by the subscriber.

• Reliability: Indicates the middleware must transmit data
that have been missing due to network failure. There
are two choices for reliability: BEST EFFORT (do not
transmit the lost data) or RELIABLE (transmit the lost
data).

• Time-Based-Filter: Confirm the minimum time dura-
tion between the current information and the future
information received by the subscriber.

• History: Indicates whether or not data receipted or trans-
mitted by a publisher would be kept for a subscriber.
History can be configured in two ways: KEEP ALL and
KEEP LAST. The first option does not store an infinite
amount of data.

• Deadline: Sets the maximum period for specimens to
arrive for subscribers.

• Lifespan: determines for how long the middleware
will accept the validity of the information sent by the
publisher.

• Ownership: Gets to decide whether or not a subscriber
would receive new samples were collected from differ-
ent publishers at the same time. There are two types of
ownership: EXCLUSIVE and SHARED.

• Resource-Limits: Sets the memory space that a pub-
lisher or subscriber could assign for storing information
in cache memory.

B. DDS VS. OTHER MIDDLEWARE TECHNOLOGIES
• DDS vs. Sockets API The sockets application pro-
gramming interface (API) is a client-server, point-to-
point, connection-oriented network. It requires servers
and clients to know the location of each other
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for communication. It varies greatly from the DDS
publish-subscribe framework. With DDS it simplifies
the design of distributed systems. Regardless of the
hardware architecture or operating system, DDS offers a
common API. DDS performs remote endpoint detection
and management. DDS manages the communication
behavior details such as durability, reliability, his-
torical information storage, identification of deadline
errors, and more. All of these are functions that should
not be coded, they are available through the simple
DDS.

• DDS vs. CORBA Common Object Request Broker
Architecture (CORBA) and DDS middleware have
almost the same foundations as the OMG open stan-
dard, specifically, in the solid kind of safety that both
technologies provide. CORBA is a client-server net-
work that uses a remote invocations procedure. CORBA
uses an Object Request Broker (ORB) to handle the
communications and to provide an abstraction layer.
Servers and clients need to know each other for
communication.

C. DENIAL OF SERVICE (DoS) ATTACKS
Denial-of-service (DoS) is a cyber-attack in which a server
or network resource is unable to handle a large number of
requests, effectively crippling the system. This attack can be
done by either exploiting a vulnerability in an application or
networking protocol or by simply overwhelming a target with
an enormous volume of requests. What constitutes ‘‘large’’
and ‘‘enormous’’ volumes of requests typically depends on
the type and size of the targeted system. In general, this
type of attack may be executed using any type of malware
that is capable of flooding the targeted system with one or
more types of interactions. A denial of service attack is an
attempt to make a machine or network resource unavailable
by overwhelming it with requests. For example, can keep
a car’s windows open by disabling window systems [21].
Nonetheless, denial of service attacks on microgrids can
result in a blackout [22], [23]. A denial of service attack
has been used in recent years to attack drone networks and
other systems. For example, in 2017, hackers managed to
carry out a DoS attack on Colombian drone manufacturer
DJI. The recent increase in cyberattacks on drones has made
it very difficult for these flying devices to be used safely
without being hacked. Another example, in 2017, the Fed-
eral Aviation Administration (FAA) reported that ‘‘a swarm
of drones disrupted air traffic control operations around
New York City’s JFK airport for about an hour on Jan-
uary 7th, 2018’’. This is an example of a denial-of-service
attack. A denial of service attack may disrupt a multi-agent
system’s communication by causing containment protocol
delays. This manuscript considers that the Denial-of-service
attack causes containment protocol delays and we proposed a
control method to stabilize and keep the agents in formation
positions.

D. QUADROTOR’s MODEL
The Euler-Lagrangian formula is used to construct the
quadrotor’s translational model as follows: [19], [24]

ϔ =

 0
0
−g

+ T [ 0 0
∑4

i=1�
2
i ∗ki

m

]T
−
kt
m
ϒ̇ (1)

where the transformation matrix T is as follows:

T =

cψcθ −cφsψ + cψsθsφ sψsφ + cφsθcψ
sψcθ cψcφ + sψsθsφ −cψsφ + cφsθsψ
−sθ cθsφ cφcθ


(2)

where ϒ denotes (x,y,z) position, while yaw, roll, and pitch
angles are represented by ψ ,φ, and θ respectively, g and m
denote gravity and mass, kt denotes the drag coefficient, �i
represents the motors’ angular velocities, ki indicates a con-
stant, and c(.) = cos, t(.) = tan, s(.) = sin with conditions
of φ 6= 90◦ and θ 6= 90◦

The quadrotor’s rotational model is as follows:

ν̇2 = diag(Ix , Iy, Iz)−1(−(ν2 × Iν2)− IR(ν2 ×

 0
0
1

)
∗(−krν2 + τ +�1 −�2 +�3 −�4) (3)

where ν2 represents the angular speed, (Ix , Iy, Iz) represents
the quadrotor’s inertia, IR indicates the propeller’s inertia, ×
indicates the cross product, kr represents the rotational drag,
and the torque is indicated by τ = [τp, τq, τr ]>.
The quadrotor has the following translational and rota-

tional models:

[
τ, u

]T
=


0 l 0 − l
l 0 − l 0
d − d d − d
1 1 1 1

[ f1, f2, f3, f4 ]T (4)

where the force is denoted by u, the forces of upward-lifting
are denoted by (f4, f3, f2, f1), the distance between the center
and the motors is indicated by l, and d represents the drag
factor. The model provided in Equation (4) is an under-
actuated model because the actuation is less than the degree
of freedom’s number. The under-actuated model given in this
research is as follows:

η̈ = Q(η)u+ G(η, η̇) (5)

where the input matrix and the control inputs are denoted by
u and Q respectively, and the coordinates vector is indicated
by η, G represents the dynamic vector. Further information
can be found in [19], [24].

III. CONTROL OF MULTIPLE UAVs
A. L1 CONTROLLER
The L1 controller’s major feature is its ability to react fast
and smoothly, and even the independence of adaptability and
robustness. It also secures a time-delay edge and reduces
system limitations. When utilizing the L1 controller, the
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bandwidth-limited filter design has to be the most complex
issue [25].

The mathematical model structure needed for implement-
ing the L1 controller to the rotational dynamics in Equa-
tion (3) is described in the following:

ẋ = Amx + b(f (t, x(t))+ ωuad ), x(0) = x0
y = c>x(t) (6)

where

x , ν2, a known Hurwitz matrix , Am ∈ Rn×n

ω , I−1M , b = 1, uad , L1 control , τ

I−1M (−(ν2 × IMν2)− IR(ν2 × ze)�− krν2)

, f (t, x(t))

c> = I3×3 (7)

Rewrite Equation (6) as described in the following:

ẋ = Amx + b(θ‖x‖∞ + σ + ωuad ), x(0) = x0
y = c>x (8)

The predictor state of Equation (8) is as follows:

˙̂x = Amx̂ + b(θ̂‖x‖∞ + σ̂ + ω̂uad ), x̂(0) = x0
ŷ = c>x̂ (9)

where the estimated state and estimated output are denoted
by x̂ ∈ Rn and ŷ ∈ Rn and the estimated parameters are
indicated by σ̂ and θ̂

The error definitions are σ̃ = σ̂ − σ , x̃ = x̂ − x, and
θ̃ = θ̂ − θ . The dynamic error is as follows:

˙̃x = Amx̃ + b(θ̃‖x‖∞ + σ̃ ), x̃(0) = 0 (10)

The following is the formula for the adaptation law:

˙̂σ = ˙̃σ = 0Proj(σ̃ ,−bPx̃)
˙̂
θ =

˙̃
θ = 0Proj(θ̃ ,−‖x‖∞bPx̃) (11)

where 0 > 0 expresses the adaption rate, see [26] for more
information, the operator’s projection is denoted by Proj. The
following expression is satisfied when P = P> > 0 and
Q = Q> > 0.

−Q = PAm + A>mP (12)

Lastly, the adaptive control law is as follows:

uad (s) = −
k
s
(µ̂(s)− kgr(s)+ ωuad (s)) (13)

where the inverse Laplace transform of µ̂(s) and the reference
r(s) is expressed by µ̂(t) , θ̂ (t)‖x‖∞ + σ̂ (t) and r(t)
respectively, and kg , − 1

c>A−1m b
expresses the feed-forward

gain. Details of L1 control can be seen in [19], [24], [25].

B. CONTAINMENT CONTROL
• Containment Objective
Consider the following multi-agent systems comprised
ofN agents under DoS attacks affecting the containment
protocol:

ẋi(t) = Aixi(t)+ Biui(t − τd )

yi(t) = Cixi(t) i = 1, 2 . . .N (14)

where

Ai = diagonal(
[

0 1
a121 a122

]
. . . .

[
0 1
an21 an22

]
),

Bi = In ⊗
[
0
1

]
, xi(t) =

[
xpi
xvi

]
and ẋi(t) =

[
xvi
xai

]
Lemma 1: [27]

‘‘A formation is a vector h = hp ⊗
[
1
0

]
∈ R2N . The N

agents are in formation h if there are vectors q,w ∈ RN

such that (xp)i − (hp)i = q, (xv)i = w, i = 1, . . . ,N
where subscript p (position) and subscript v (velocity)
are components of xi’’.
Therefore, the following formula is used to compute the
vehicles’ error:

ei = −
1
|Ji|

∑
j∈Ji

(xj − hj)+ (xi − hi) i = 1, . . . ,N .

(15)

We are looking for a feedback controlKi steers the UAVs
into the configuration h utilizing Laplacian L = Lg⊗ IN
and achieving the given objective.

lim
t→∞
||xi − hi|| = q,∀i ∈ N (16)

then by substituting the containment protocol ui(t −
τd ) = KiL(xi − hi − τd ) into Equation (14) we obtain:

ẋi(t) = A1ixi(t)+ B1iKiL(xi − hi − τd )

yi(t) = C1ixi(t) i = 1, 2 . . .N (17)

with C1i = IN⊗Ci, B1i = IN⊗Bi, and A1i = IN⊗Ai.
• Containment Design
The design of the control gains Ki for each agent i using
LMI approaches is discussed in this section.
Lemma 2: The containment for each agent i is asymp-
totically stable, if there exist matrices P1 > 0, P2 > 0,
S > 0, and K > 0 such that:

01 =

[
P̄T Ā+ ĀT P̄+ S̄1 P̄T B̄1

B̄1
T P̄ S̄2

]
< 0 (18)

where

Ā =
[
A1 0
0 − I

]
, B̄1 =

[
0 B1
0 0

]
, and S̄1 =

[
S 0
0 0

]
S̄2 =

[
−S − CT

1 K
TP2KC1 CT

1 K
TP2

P2KC1 − P2

]
P̄ =

[
P1 0

−P2KC1 P2

]
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The close loop of the system is asymptotically stable,
if there exist matrices P1 > 0,S > 0 such that:[

AT1 P1 + P1A1 + S P1B1KC
∗ −S

]
< 0 (19)

The benefit of lemma 2 is the separation ofmatrices (sys-
tem, controller gain, and Lyapunov), and the non-convex
characterization will let us find Ki by tuning matrix
P2 > 0. Then the control gain matrix can be obtained
by: Ki = P−12i

Si.
Proof: See Appendix A

IV. SIMULATION RESULTS
Simulation studies have been performed in MATLAB uti-
lizing a group of 14 UAVs. The DDS middleware is uti-
lized, as well as LMI, graph theory, and L1 controller.
The UAV parameters utilized in this study are shown in
Table 1 [24].

TABLE 1. The quadrotor characteristics.

The controller parameters are set to be τd = 0.1, kd = 10,
kp = 10 and γ = 106. The communication network between
multi-UAVs is shown in Figure 1, and the interaction among
the publishers and subscribers must satisfy a group of QoS
policies (Table 2).

In the simulation of containment control, the following
scenarios were considered:
• UAVs containment without cyberattacks: In the
first scenario, we supposed fourteen UAVs model
without protocol time delay produced by DoS
attacks. Figures 2–6 demonstrate how a set of four-
teen unmanned aerial vehicles (UAVs) may estab-
lish a certain topology in 2D space without the
effect of the DoS attacks. The same results are
obtained without DoS attacks when we compared
our proposed method with the control method
in [27].

• UAVs containment under cyberattacks: In the second
scenario, we supposed fourteen UAVs model with pro-
tocol time delay produced by DoS attacks. Figures 7–11
show how a group of fourteen unmanned aerial vehicles
(UAVs) may establish a certain topology in 2D space
under the effect of the DoS attacks.
Figures 12–13 show multiple UAVs containment under
DoS attacks based on the control method in [27].

FIGURE 1. DDS communication topology.

TABLE 2. Quality of services (QoS) policies.

FIGURE 2. UAVs containment at the first position without DoS attacks’
effects.

In details, Figures from 2–5 illustrate containment control
of fourteen UAVs without the effect of DoS attacks. It is
clear that eight of the UAVs were built in an octagon shape
inside hexagon red leaders. Figure 6 illustrates the full path
of UAVs containment without the DoS attacks’ effect. It can
be seen that at each time the eight UAVs are constructed in
an octagon shape inside hexagon red leaders. Information
was exchanged amongst the fourteen UAVs utilizing DDS
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FIGURE 3. UAVs containment at the second position without DoS attacks’
effects.

FIGURE 4. UAVs containment at the third position without DoS attacks’
effects.

middleware. When we compared our proposed method to the
control method in [27] with the assumption of noDoS attacks,
we got identical results.

The Figures from 7–10 show the containment control of
fourteen UAVs under the effect of DoS attacks. It is clear that
eight of the UAVs were recognized in an octagon shape inside
hexagon red leaders. This enormous variation generated by
DoS attacks did not influence the system’s performance.
Figure 11 shows the full map of UAVs containment with
the DoS attacks’ effect. It can be seen that, at each time

FIGURE 5. UAVs containment at the fourth position without DoS attacks’
effects.

FIGURE 6. Full view map of UAVs containment without DoS attacks’
effects.

the eight UAVs are structured in an octagon shape inside
hexagon red leaders. Figures 12–13 show multiple UAVs
containment under DoS attacks based on the control method
in [27]. It is clear that the control method failed to form six
of the UAVs in hexagon shape and drive eight of the UAVs
in an octagon shape inside hexagon leaders. Information
was transmitted amongst the fourteen UAVs utilizing DDS
middleware.
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FIGURE 7. UAVs containment at the first position under DoS attacks’
effect.

FIGURE 8. UAVs containment at the second position under DoS attacks’
effect.

V. DISCUSSION SUMMARY
The DDS communication between multiple UAV systems is
shown in Figure 1. To make this communication, some of
the UAVs considers publishers’ UAVs and the others a sub-
scribers’ UAVs. A set of QoS criteria must be followed when
publishers’ UAVs and subscribers’ UAVs communicate. The
containment control of fourteen UAVs in the absence of
DoS attacks is illustrated in Figures 2–5. Eight of the UAVs
have been positioned in formation shape within the space
delineated by the six UAV leaders. The whole path of UAV

FIGURE 9. UAVs containment at the third position under DoS attacks’
effect.

FIGURE 10. UAVs containment at the fourth position under DoS attacks’
effect.

containment without the influence of DoS attacks is depicted
in Figure 6. The DDS middleware is used to facilitate infor-
mation transmission between the UAVs. A comparison of our
proposed method to the control method in [27] is made,
which gave the same results in the absence of DoS attacks.
The containment control of multiple UAVs under the effect
of DoS attacks is shown in Figures 7–10. Some of the UAVs
are identified as being in the shape of an octagon inside
hexagon shape delimited by other UAVs. The whole map of
UAV containment with the effect of DoS attacks is shown in
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FIGURE 11. Full view map of UAVs containment under DoS attacks’ effect.

FIGURE 12. UAVs containment at the first position under DoS attacks’
effect based on the method in [27].

Figure 11. Multiple UAVs’ containment control based on the
control approach described in [27] with the influence of DoS
attacks is illustrated in Figures 12–13. The control strategy
clearly failed to form six of the UAVs into hexagons and
drive eight of the UAVs into octagons inside hexagon leaders.
The DDS middleware is used to make data communication
between the UAVs easier.

FIGURE 13. UAVs containment at the second position under DoS attacks’
effect based on the method in [27].

VI. CONCLUSION
This article proposed a novel architecture for securing
multi-UAVs containment control. A combination of DDS
middleware, LMI controller, graph theory, and L1 controller
is used to establish the containment control of multiple UAVs
under cyber attacks. The DDSmiddleware manages the trans-
mission of data between all the UAVs, which overcomes the
interoperability difficulty when communicating with several
UAVs from different platforms and can be considered as an
additional security strategy that is based on its quality of ser-
vice. In addition, the LMI controller is used to defeat the time
delay caused by DoS attacks. Furthermore, the graph theory
is used to maintain the UAVs containment control, while
the L1 controller is used to stabilize the dynamic model of
each UAV system. The combination technique is performed
effectively when confronted with DoS attacks. The DDS
middleware, LMI controller, graph theory, and L1 adaptive
controller significantly improved overall performance based
on the numerical simulation results.
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APPENDIX A STABILITY ANALYSIS OF MULTI-AGENT
SYSTEMS WITH INPUT TIME DELAY
Consider the following multi-agent systems with input time
delay

ẋi(t) = Aixi(t)+ Biui(t − τd )

yi(t) = Cixi(t) i = 1, 2 . . .N (20)
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By substituting the static output feedback controller ui =
Kiyi(t) into Equation (20) we obtained the following close
loop system

ẋi (t) = Aixi (t)+ BiKiCixi(t − τd ) (21)

For simplifying suppose A0i = Ai, A1i = BiKiCi and
Xi(t) = xi(t).
Then Equation (21) can be rewritten as:

Ẋi(t) = A0iXi(t)+ A1iXi(t − τd ) (22)

By considering a Lyapunov function Vi(Xi),

Vi (Xi (t)) = XTi (t)PXi (t)+
∫ t

t−τd
XTi (ξ) SXi(ξ )dξ

(23)

where S > 0 (Lyapunov-Krasovskii)

V̇i (Xi(t)) < 0 for stability (24)

By taking the derivative for the Equation (23), we get:

V̇i (Xi) = ˙XTi PXi + X
T
i PẊi + [XTi SXi (t)

−XTi (t − τd )SXi(t − τd )] (25)

Now, by substituting Equation (22) into Equation (25) we
obtain:

V̇i (Xi) = XTi A
T
0iPXi + X

T
i PA0iXi + X

T
i (t − τd )A

T
1iPXi

+XTi A1iPXi (t − τd )+ X
T
i SXi − X

T
i (t − τd )

×SXi(t − τd )

=

(
XTi (t) X

T
i (t − τd )

)
∗

(
AT0iP+ PA0i + S PA1i

AT1iP −S

)
∗

(
XTi (t)

XTi (t − τd )

)
Finally, we will get the linear matrix inequality as follows:(

AT0iP+ PA0i + S PA1i
AT1iP −S

)
< 0 which it’s LMI 1 (26)

The system’s close loop is asymptotically stable if we substi-
tute A0i = Ai, P = P1, and A1i = BiKiCi into Equation (26)[

ATi P1 + PAi + S P1BiKiCi
∗ −S

]
< 0 which it’s LMI 2

(27)

proof is completed.
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