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ABSTRACT Advances in emerging Information and Communications Technology (ICT) technologies push
the boundaries of what is possible and open up new markets for innovative ICT products and services.
The adoption of ICT products and systems with security properties depends on consumers’ confidence
and markets’ trust in the security functionalities and whether the assurance measures applied to these
products meet the inherent security requirements. Such confidence and trust are primarily gained through
the rigorous development of security requirements, validation criteria, evaluation, and certification. The
Common Criteria for Information Technology Security Evaluation (often referred to as Common Criteria
or CC) is an international standard (ISO/IEC 15408) for cyber security. Motivated by encouraging the
adoption of the CC that is used for ICT security evaluation and certification, in this paper, we conduct a
systematic review of the CC standard and its adoptions. Adoption barriers of the CC are investigated based
on the analysis of current trends in cyber security evaluation. In addition, we share the experiences and
lessons gained through the recent Development of Australian Cyber Criteria Assessment (DACCA) project
on the development of the Protection Profile that defines security requirements with the CC. Best practices,
challenges, and future directions on defining security requirements for trusted cyber security advancement
are presented.

INDEX TERMS Common criteria, cyber security, protection profile, security standard and certification,
trusted system.

I. INTRODUCTION
Statistics from the Australian Cyber Security Centre’s
(ACSC) Annual Cyber Threat Report [1] shows a sharp
upwards trend in the number of cyber security incidents.
Cyber security issues are becoming a day-to-day struggle
across both private and public sectors. The ever-increasing
number of cyber attacks and security incidents continues to
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approving it for publication was Tai-Hoon Kim.

deepen concerns over data breaches, physical system damage,
economic loss, reputation harm, and even compromise of
national security [2]. With such acute concerns, the devel-
opment of security requirements for Information and Com-
munications Technology (ICT) products is of paramount
importance. With a robust security infrastructure in place,
hacking and other forms of cyber attacks can be prevented
and mitigated to some extent [3]. However, security vulnera-
bilities often slip into ICT products during the development
and implementation stages. With the more widespread use
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of ICT products, it is imperative to have in place a rigorous
security process to ensure that the products are secure during
the design and development process, validate their security
performance, and promote the enforcement of protection
policies.

In recent years, the interest in trusted systems that enforce
a given set of attributes to a stated degree of assurance has
reemerged [4]. Enhancing the trust and confidence users
have in ICT products is of great significance in the area of
cyber security, which can be gained through setting security
standards and using independent assessment against the stan-
dards [5]. The Common Criteria for Information Technology
Security Evaluation (often referred to as Common Criteria
or CC) is an international standard (ISO/IEC 15408) for
achieving cyber security certification. It is inherited from ICT
security assurance through a rigorous verification process,
which is conducted on a case-by-case basis [6]. With a strict,
standardized and repeatable methodology, the CC provides
assurance for implementing, evaluating and operating a secu-
rity product at the level that is commensurate with the opera-
tional environments.

Under the CC, vendors list the intended security func-
tional requirements (SFRs) within a Security Target (ST) [6].
Since new products are constantly being developed and every
product is designed and developed differently, Protection Pro-
files (PPs) have been created for common products, such as
databases, operating systems, and smart cards [7]. Generally,
a PP defines a set of security requirements and objectives for
a specific category of products or systems. In addition, the PP
can serve as a benchmark in terms of product security. Once
validated by competent and licensed laboratories [8], a cer-
tificate is issued by the certification authority and recognized
by CC signatory countries.

Since the CC standard emerged in the 1990s, there
have been 17 Certificate Authorizing Participants (including
Australia) and 14 Certificate Consuming Participants signed
up to the Common Criteria Recognition Arrangement
(CCRA) [9]. Suppose an ICT security product is successfully
evaluated. In that case, the product will be certified by the
certification authority of a CCRA signatory country and listed
on the Certified Products List at the CC Portal [10]. The
certification helps consumers determine whether the products
meet their security requirements, which also boosts the com-
petitiveness of the products by comparing them with similar
products on the market.

A. CONTRIBUTIONS OF THIS PAPER
This paper aims to provide an overview of current cyber secu-
rity efforts to develop CCs internationally and in Australia,
in order to encourage the adoption of the CC by the wider
community. We firstly introduce the CC methodology and
contemporary applications of the CC. Additionally, we inves-
tigate the current adoption of the CC. By comparing the
CC with the state-of-the-art security standards, we explain
the significance and demonstrate the impact of the CC.
Specifically, through the collaboration with the Australian

Certification Authority of the Australian Cyber Security
Centre, QuintessenceLabs and cyber security researchers in
academia, the lessons and best practices relevant to defining
security requirements with the PP development are presented
in this paper. The target audiences of the paper are researchers
in academia, security policy-makers, industrial practitioners,
and end-users in public and private sectors who are interested
in the specification, development, evaluation, certification,
procurement, and operation of ICT products with security
properties. In summary, the contributions of this work are as
follows.

• A systematic review of the CC and its applications are
demonstrated based on literature review combined with
practical experience gained through the recent Develop-
ment of Australian Cyber Criteria Assessment (DACCA)
project.1

• An in-depth and comprehensive analysis of current
trends in the CC adoption is carried out. Based on the
identified challenges of the CC adoption, the adoption
barriers of the CC internationally and nationally are
analyzed.

• Practices, recommendations and future directions
derived from the analysis and solutions to address iden-
tified challenges in defining security requirements with
the CC are presented.

B. COMPARISON WITH RELATED WORKS
There are limited review works that explore security require-
ments for ICT products and services. The latest work in [3]
provided an overview of cyber security certification for the
Internet of Things (IoT). In [3], Matheu et al. analyzed the
various cyber security certification schemes and the potential
challenges in applying them to the IoT ecosystem. They
also studied current efforts in risk assessment and testing
processes. The work [3] made significant contributions to the
deployment of an IoT cyber security certification framework.
However, this work [3] focused specifically on IoT products
and covered a broad range of certification standards without
an in-depth discussion of the CC methodology and adoption.
From the perspective of security testing and risk assessment
in the IoT, previous works [11]– [13] reviewed the key build-
ing blocks for the cyber security certification process. Besides
security certification in IoT, Leszczyna et al. [14] conducted
a comprehensive survey on smart grid standards that deal
with cyber security issues and provided valuable insights into
security-related standards. The work in [14] covered 36 cyber
security-related and 12 privacy-related standards on smart
grids. However, similar to [3], insightful analysis on the CC is
lacking. In addition, Kara [15] reviewed the CC in a specific
field, which stressed CC’s applications in secure software
development. When it comes to the significance of the CC,
Matheu et al. [3] acknowledged the CC as the most widely
deployed and adopted cyber security certification standard

1https://cybersecuritycrc.org.au/development-australian-cyber-criteria-
assessment
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in the field of IoT. Furthermore, Houmb et al. [16] proposed
a CC-driven security requirements elicitation and tracing
approach, which demonstrates the capability of the CC on
providing security expertise, knowledge, and guidelines for
building secure systems. Albeit the fact that Russia is nei-
ther a Certificate Authorizing Participant nor a Certificate
Consuming Participant of the CC, the history, structure, and
features of the CC used in the Russian scheme are presented
in [17] and [18], which manifests the importance of the CC.
In addition, China is not a CCRA signatory country but has
the adoption of the CC called GB/T 18336 [19]. To the best of
our knowledge, this paper is the first comprehensive survey
on the CC for ICT Security Evaluation with regard to its
applications, adoptions and related challenges.

C. ROADMAP
The rest of the paper is organized as follows. We start
with introducing the methodology and applications of the
CC towards security assurance for ICT product evaluation
in Section 2. Section 3 presents our comprehensive litera-
ture review with respect to the CC adoption trend, adoption
barriers, and its impact. Section 4 discusses the challenges
in PP development and our experience gained from the
development of a Protection Profile that defines the secu-
rity requirements for encryption key management appliances.
In addition, the best practices and future directions that
support CC approaches are shared based on the identified
challenges. Section 5 concludes this review paper.

II. COMMON CRITERIA METHODOLOGY
This section aims to introduce the CC methodology and its
applications for evaluating ICT products. The analysis is
based on Protection Profiles and Certified Products listed on
the CC portal, research papers and technical reports from
various organizations including governments, vendors and
other CC participants. In addition, potential categories of CC
applications on emerging technologies are proposed.

A. DRIVING SECURITY ASSURANCE THROUGH SECURITY
TARGETS AND PROTECTION PROFILES
The CC is the driving force for the widest available mutual
recognition of secure ICT products. In this subsection,
we demonstrate how to drive security assurance through
Security Targets and Protection Profiles with the CC stan-
dards. Firstly, definitions of key CC concepts are identified
and specified. Secondly, we introduce the methodology of
the CC by presenting the rationales and relationships among
the core building blocks in the CC. Thirdly, we emphasize
that the CC is risk-based by illustrating how the CC works to
reduce and minimize risks and threats, so as to raise users’
confidence in the security performance of ICT products.

1) BACKGROUND AND DEFINITIONS
The CC was developed to certify that products and sys-
tems meet pre-defined security requirements [20]. Through
a set of specifications and guidelines designed to evaluate

TABLE 1. The classes of security assurance requirements.

TABLE 2. The classes of security functional requirements.

ICT products and systems, the products that have under-
gone successful testing and evaluation are awarded the CC
certification [4].

a: THE HISTORY OF THE CC
In 1994, the CC was developed by the governments
of the US, Canada, Germany, France, the UK, and the
Netherlands [20]. The CC is the unified standards of the
Canadian Trusted Computer Product Evaluation Criteria
(CTCPEC), the United States Trusted Computer System
Evaluation Criteria (TCSEC), and the European Information
Technology Security Evaluation Criteria (ITSEC) [21]. The
consolidation of these security standards helps to avoid the
repetitive work on the evaluation of similar products and
systems of the same type and also addresses the applica-
tion in prevailing international markets. By March 2021,
the Common Criteria Recognition Arrangement (CCRA)
consists of 31 governmental organizations, including 17
certificate authorizing nations and 14 certificate consuming
nations [22]. The CCRA aims to conduct evaluations to high
and consistent standards, improve the availability of Cer-
tified Products, and eliminate the duplication and improve
the efficiency of evaluations and processes [22]. The CCRA
maintains the CC portal’s Certified Products List (CPL) [10]
that lists all CCCertified Products completed by all certificate
authorizing nations.

b: KEY CC CONCEPTS
The part of the product or system that is the subject of the
evaluation is called the Target of Evaluation (TOE). To define
a standard set of security requirements for a particular class of
related products, the Protection Profile (PP) is usually devel-
oped by a user or a user group [20]. A PP serves as a reusable
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template of security requirements to support the definition of
functional standards, and also as a guide for formulating prod-
uct development or procurement specifications. A PP is an
implementation-independent set of security requirements for
a particular technology that enables repeatable evaluations.
To enhance the consistency of testing, some PPs are aug-
mented with the specification of testing activities. Depending
on how many TOE functions are to be certified, multiple
profiles can be used at once. If a vendor has an ICT prod-
uct that they would like to be evaluated and certified under
CC standards, they must complete a Security Target (ST)
description. The ST is the document provided by the vendor
to identify the security features of the TOE [6]. In addition,
the ST includes the evaluation of any potential security risks
by defining the security functional and assurance measures
that the TOE should offer to meet CC requirements.

As shown in Table 1, eight categories of Security Assur-
ance Requirements (SARs) are identified by the CC to be
used as the basis for gaining confidence that claimed security
measures are implemented correctly. The CC defines eleven
categories of Security Functional Requirements (SFRs) in
relation to desirable security functionalities to provide a stan-
dard way of expressing the requirements for a TOE, as sum-
marized in Table 2. The Evaluation Assurance Levels (EAL)
define how the product is tested and how thoroughly the
product is evaluated. The EAL levels are scaled from EAL1
(the lowest) to EAL7 (the highest) [6]. It should be noted
that the EAL number does not measure the security of the
product but states at what level the product or system was
tested. A higher EAL level reflects added assurance require-
ments that must be met to achieve the CC certification [23].
Although the product or system that will be certified must
fulfill the exact assurance requirements to achieve a specific
EAL level, they do not have to fulfill the exact functional
requirements (i.e., security features). Therefore, the product
or system with a higher EAL level does not necessarily mean
more secure in the particular application than the one with
a lower EAL level. If two products contain the same and
necessary security features in the ST, then a higher EAL level
indicates the product is more secure.

c: HOW ARE PRODUCTS TESTED
Product testing is carried out under laboratory conditions to
validate the security features of the product and to evalu-
ate how the product satisfies the requirements listed in the
ST [8]. If the validation and evaluation by independent testing
laboratories are successful, the product will be awarded a
CC certificate and listed on the CC portal [24]. From the
consumer’s point of view, the CC certification assures con-
sumers that they can trust that the products they are investing
in conform to the vendor’s claims and can offer reliable
security protection for their operational environment. For the
vendors, the CC certification boosts the competitiveness of
their products when the consumers compare similar products
on the market. One of the advantages of using the CC is
that products can be evaluated once and sold in multiple

FIGURE 1. The common criteria is risk-based.

nations. The CCRA ensures that the same criteria and testing
methodology are applied to the products against the same
standards in different accredited laboratories, regardless of
their geographic location or national affiliation. For govern-
ments, besides supporting procurement, the CC certification
also increases the transparency of ICT products’ security
features, facilitating the supervision and surveillance of the
market.

d: THE CC IS RISK-BASED
The CC process is helpful as a guide for the development,
evaluation and procurement of ICT products with security
functionality [23]. Typically, from the perspective of risk
control and management, the CC is risk-based, as illustrated
in Figure 1. On the one hand, under the CC methodol-
ogy, security is concerned with protecting assets that refer
to entities that the owners of a system places value upon,
including hardware, software, data, and transmission link.
On the basis of the impact of the threats on the assets and
the likelihood of the threats being exploited, threats increase
the risks to the assets. The owners impose ICT and non-ICT
countermeasures that seek to reduce and minimize the risk
to assets. On the other hand, the CC evaluation provides the
confidence to achieve the protection goals of ICT security
with confidentiality, integrity, availability, authenticity, and
non-repudiation [25], which is also needed by vendors and
purchasers. Sufficient and correct countermeasures, which
are achieved by conforming to CC requirements, will min-
imize the risks to the assets. By evaluating ICT security
assessments in line with CC, trust under risk can be achieved.

2) METHODOLOGY OF THE COMMON CRITERIA
We explain the CC methodology by introducing core build-
ing blocks of the CC, including TOE description, security
problems, security objectives, and security requirements. The
relationships between these core building blocks are depicted
in Figure 2. Generally, a Protection Profile (PP) defines the
security requirements of a technology type while a Secu-
rity Target (ST) describes how the TOE meets the defined
requirements in the CC. The TOE physical environment,
security problems, security objectives, security requirements
and the purpose of the TOE, which is relevant to the product
type and the intended use, are included in the PP [3]. The
goal of the CC methodology is to achieve an internationally
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FIGURE 2. Methodology of the common criteria.

recognized evaluation benchmark for ICT security. As shown
in Figure 2, a PP is a CC requirement specification for a
specific technology. In the context of a dedicated use-case,
a set of security requirements stated for a given usage are
extracted to instantiate an ST and determine the TOE [26].

a: TOE DESCRIPTION
To give end users a general understanding of what the TOE
can do, the way it can be used, and whether it meets their
security needs [6] is the first step in the CC methodology.

b: SECURITY PROBLEMS
In line with the description of the TOE, the security problems
will be defined in three aspects: threats, organizational secu-
rity policies, and assumptions [6]. Firstly, a threat consists of
adversarial actions performed by a threat agent on an asset.
The actions affect one or more properties of the asset from
which that asset derives its value. One example of a threat
is ‘‘An attacker may attempt to intercept communications
from the TOE’’. Secondly, organizational security policies
are security rules, procedures, or guidelines imposed by an
actual or hypothetical organization in the operational environ-
ment, which can be applied to the TOE and/or its operational
environment. An example of organizational security policies
on the auditing activities is ‘‘Audit logs will be archived
every seven days’’. Lastly, assumptions can bemade about the
operational environment, including the physical setting (e.g.,
‘‘the TOE is located in a secure area, which will prevent unau-
thorized physical access’’), personnel skills and behaviour
(e.g., ‘‘operators of the TOE are appropriately trained’’), and
connectivity (e.g., ‘‘the TOE will not be connected to an
insecure network’’).

c: SECURITY OBJECTIVES
The security objectives are the intended solution expressed as
a concise and abstract response to the security problems. The

security objectives serve three purposes: (1) provide a high
level solution to the security problems; (2) divide the solution
into those objectives to be satisfied by the TOE, and those
objectives to be satisfied by the environment; (3) demonstrate
that these part-wise solutions can form a complete solution to
the security problem. Security objectives for the TOE consist
of the objectives that the TOE should achieve to solve security
problems. For example, a high-level objective such as ‘‘the
TOE shall keep confidential the content of all files transmitted
between it and a server’’ addresses the security problems
caused by unauthorized monitoring of network traffic. The
security objectives for the operational environment include
statements that describe the goals that the environment should
achieve. For example, ‘‘the operational environment shall
ensure that all human TOE users receive appropriate train-
ing before working with the TOE’’ provides the procedural
measures to assist the TOE in providing its security func-
tionalities correctly from the perspective of the operational
environment.

d: SECURITY FUNCTIONAL REQUIREMENTS (SFRS)
The SFRs are a translation of the security objectives for the
TOE [7]. The SFRs provide a more detailed and complete
translation to make sure that the security objectives can be
completely addressed. Specifically, the SFRs are independent
of any specific technical implementation. Hence, the CC
requires the translation from security objectives to the SFRs
to be conducted with standardized language. The advantages
and reasons for the standardized language requirements are
twofold. One is to provide an exact description instead of
natural language of what is the functionality to be evaluated.
Another advantage is to allow comparison among products of
the same class that will be evaluated. The standardized lan-
guage enforces the use of the same terminology and concepts
that contributes to the easy comparison. The CC supports
the standardized translation by providing predefined security
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functional requirements, operations, and dependencies. It is
worth mentioning that the SFRs are only for the TOE. The
operational environment is not evaluated, and therefore a
description aimed at the evaluation of the operational envi-
ronment is not required [7]. The parts of the operational envi-
ronment may be evaluated in another independent evaluation.
For instance, an operating system as a TOE may require a
firewall to be present in its operational environment. The
current evaluation focuses on the operating system TOE only,
and another evaluation can subsequently be applied to the
firewall.

e: SECURITY ASSURANCE REQUIREMENTS (SARS)
Different from the SFRs, SARs describe the measures taken
during the process of development and evaluation of ICT
products to assure compliance with the security functional-
ities [23]. The pre-packaged set of SARs is defined in the CC
as summarized in Table 1 and specified from EAL1 to EAL7.
For certain PPs, the EAL specification is optional, which
indicates the PP can specify a customized set of assurance
components (i.e., no EAL). The recent trend on the PP
development includes assurance activities for each SFR by
specifying detailed actions in the supporting documents for
the evaluator to perform [24]. It is noted that the TOE always
makes assumptions about the operational environment. Secu-
rity objectives for the TOE do not trace back to assumptions,
and they are not evaluated but need to be understood and
upheld.

B. COMMON CRITERIA APPLICATIONS: CURRENT
CATEGORIES AND FUTURE DEVELOPMENTS
In this subsection, we provide an analysis of CC applications
by reviewing current efforts. In addition, we propose future
developments for CC applications based on emerging tech-
nologies and compliance requirements with emerging privacy
legislation. Table 3 summarizes existing and potential CC
applications with the illustration of example products and
references of research efforts.

1) EXISTING CATEGORIES
We firstly review and summarize the existing Certified Prod-
ucts and applications under the CC by category. The Certified
Products and Protection Profiles endorsed on the CC Por-
tal [24] by December 2021, research papers, and technical
reports on the CC are included in the review.

a: ACCESS CONTROL DEVICES AND SYSTEMS
Functioning within the framework of a security system,
access control devices and systems ensure only authorized
persons can access the system [50]. Usually, an access control
system is a software-based application that provides an inter-
face for authorized users to pass through an interface inte-
grated into the system. Access control devices are physical
hardware that an access control system requires to enforce
the functional rules. Specifically, Singh et al. [27] proposed
a formal security policy model for implementing insider

threat protection security solution for a network computing
environment in line with CC. Under the category of access
control devices and systems, the CC portal [24] contains PPs
for the evaluation of Single Sign On (SSO) and enterprise
management access control. The archived PP list on the CC
portal [24] lists the 11 PPs for firewalls, intrusion detection
systems and the US Government Authorization server for
basic robustness environments, which are for reference only
and are not to be used as a basis for new evaluations. In addi-
tion, 25 products are certified under the access control devices
and systems category.

b: BIOMETRIC SYSTEMS AND DEVICES
Biometrics is one of the most robust and reliable approaches
for human identification in both physical and cyber
spaces [51]. Tremendous advances in sensor technologies and
data processing techniques have lead to the strengthening
of traditional biometric technologies (e.g., fingerprint, face,
voice, iris) and the emergence of new technologies (e.g., DNA
analysis, biometric payment cards). However, vulnerabilities
and threats will inevitably occur, highlighting the signifi-
cance of evaluating the security of biometric systems and
devices [52]. The PPs for fingerprint spoof detection based
on organizational security policies and biometric verification
mechanisms are listed on the CC portal [24]. So far, there are
noCertified Products under this category. Tekampe et al. [28]
offered guidance for the evaluators of biometric system, ven-
dors, and certifiers of biometric systems and devices accord-
ing to the CC for security evaluation, which is a valuable input
for further standardization activities.

c: BOUNDARY PROTECTION DEVICES AND SYSTEMS
Boundary protection monitors and controls communications
at the external boundary of the system to prevent and
detect malicious and other unauthorized communication [53].
Boundary protection can be achieved through firewalls,
routers, gateways, proxies, and encrypted tunnels [29], [54].
Practical design, installation, configuration, and maintenance
of the boundary protection devices and systems are critical
tasks in providing effective cyber security. In summary, there
are a total of 46 Certified Products and 42 PPs listed on the
CC portal in this domain, including several personal firewalls.
One example of PPs in this category is the collaborative Pro-
tection Profile (cPP) Module for Stateful Traffic Filter Fire-
walls. Typically, a cPP is a PP that has been created through a
collaborative process consisting of vendors, test laboratories,
CCRA nations, and academia to define requirements and
testing methodology through industry engagement.

d: DATA PROTECTION
Data protection refers to the rules, safeguards, and practices
put in place to protect data and ensure that users remain in
control of the data [55]. As the extent and potential value of
data increases, the data protection regulation is significant for
users to protect the privacy of users [56]. There are 28 current
data protection PPs available on the CC portal, which cover
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TABLE 3. The summary of common criteria applications, including current categories and future developments.

cryptographic modules, encrypted storage device and crypto-
graphic protocols. There is also a cPP for full drive encryp-
tion. There are 66 Certified Products under the category of
data protection. In addition, there are a number of research
efforts on data protection for the CC development [31]– [32].
With the aid of functional requirements defined in the CC for
data protection, Khan et al. [31] characterized user data pro-
tection of software components to boost the confidence and
trust in component technologies. Furthermore, privacy and
data protection issues of biometric applications are always
a recurring question when applying existing data protection
legal frameworks to respond to the new threats under the
fundamental rights to respect for privacy and data protec-
tion. Kindt [30] systematically analyzed the privacy and data
protection issues of biometric applications and summarized
the key requirements according to the CC for Information
Technology Security Evaluation. To develop and run bio-
metric systems in compliance with European data protection
legislation, Meints et al. [32] investigated the most relevant
data protection principles in the field of biometric systems.

e: DATABASES
A database is the organized collection of structured data
stored in a computer system [57]. Typically, a database is
controlled by a database management system [33]. A rela-
tional database is the most common type of database systems,
including Structured Query Language (SQL) server, Oracle
Database, MySQL, etc. In addition, there are other types
of databases available in the market nowadays, including
NoSQL databases [58], distributed databases [59], graph
databases [60], cloud databases [61]. Currently, there are
11 database management systems related PPs and one cPP
available on the CC portal and 14 Certified Products,
including industry-leading advanced databases from IBM,
Microsoft, Oracle, and HUAWEI.

f: DETECTION DEVICES AND SYSTEMS
Intrusion detection and prevention system protects users’ ICT
systems and applications by identifying suspicious activity
and behavior [34]. Detection devices and systems usually
operate by monitoring and analyzing network traffic and
providing proactive and preventive measures to ensure the
security of the machines on which they are deployed [62].
There are 17 expired and archived PPs on intrusion detection
systems scanners and analyzers, while there is no current PP
on the CC portal at the time of checking. Moreover, nine
products that do not conform to any PPs under the cate-
gory of detection devices and systems are certified through
EAL-based evaluation.

g: ICS, SMART CARDS AND SMART CARD-RELATED
DEVICES AND SYSTEMS
The category which sees most comprehensive application
of the CC is Integrated Circuits (ICs), smart cards and
smart card related devices and systems. ICs and smart cards
are physical electronic authorization devices used to access
a resource [63]. Usually, it is a card with an embedded
integrated circuit, which may require physical contact or
can be contactless [35]. There are 84 current PPs covering
JavaCard, electronic residence permits, electronic passports,
Machine Readable Travel Documents (MRTDs), security
module cards, and health cards. There is a cPP for the dedi-
cated security component. There are 571 Certified Products
under this category.

h: KEY MANAGEMENT SYSTEMS
Key management systems refers to the management of cryp-
tographic keys in cryptosystems [64]– [66]. Keymanagement
systems and appliances are designed to centrally manage
enterprise digital keys and certificates for enterprise appli-
cations, users and devices throughout their lifecycle. A key
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management system handles key generation, distribution,
usage, automated rotation, renewal and revocation. There-
fore, successful key management is critical to the security
of a cryptosystem. Limited PPs and Certified Products are
included in the CC portal. However, a secure, usable, unified
and centralized suite of complementary requirements for key
management systems is expected by vendors, purchasers and
research community [67]. Based on our experience gained
through theDACCA project [36], we will review and summa-
rize the lessons learned from the practical PP development on
encryption key management components in Section 4.

i: MOBILITY
The mobility category covers the evaluations of mobile
device fundamentals and mobile device management. The
mobile device provides essential services, such as cryp-
tographic services, key storage services, and data-at-rest
protection to support the operation of applications on the
device securely [68]. Furthermore, mobile device manage-
ment is the administration ofmobile devices, including smart-
phones [37], tablets, and laptops [69]. A total of 27 Certified
Products are evaluated under the CC standard, including the
mobile devices from Samsung, Google, Apple, Blackberry
and other mobile devices representatives.

j: MULTI-FUNCTION DEVICES
A Multi-Function Device (MFD) refers to an equipment that
can print, copy and scan [38]. Threatened by vulnerabilities in
relation to network connections, MFD devices may be laden
with security vulnerabilities and may fall victim to security
incidents like data exposure and eavesdropping [38]. There
are 229 MFD certified devices listed on the CC portal and
five PPs for hardcopy devices available as part of certification
processes according to the CC.

k: NETWORK AND NETWORK-RELATED DEVICES
AND SYSTEMS
Network devices are physical devices that are needed
for communication and interaction between hardware on
the computer network [70]. Common network devices
include hubs, switches, routers, gateways, bridges, modems,
repeaters, and wireless access points [39]. There are 232
Certified Products and 13 current PPs under the network and
network-related devices category, there is one cPP for the
network devices [71] that was developed by the network-
ing international Technical Community (iTC) and has been
updated over time.

l: OPERATING SYSTEMS
An operating system is the system software that manages
computer hardware, software, and contributes common ser-
vices for computer programs [40]. This category includes
a considerable number of PPs and Certified Products
(e.g., MacOS Catalina 10.15, Windows 10 and Windows
Server 2019 Version 1809, HongMeng V1.2) for operating
systems in networked environments.

m: PRODUCTS FOR DIGITAL SIGNATURES
A digital signature is a mathematical algorithm for vali-
dating the authenticity and integrity of digital messages or
documents [72]. Products for digital signatures are one of
the application categories of the CC evaluation [41]. There
are 53 Certified Products available on the CC portal, such
as DocuSign. Within this category, there are also 23 PPs for
cryptographic modules and digital signature creation devices.

n: TRUSTED COMPUTING
Trusted computing refers to technologies developed for
resolving network security problems by enhancing hard-
ware and modifying associated software components. The
computer industry has accommodated the idea of trusted
computing that is designed and promoted by Trusted Com-
puting Group (TCG) in various ways. The TCG published
the Trusted Platform Module (TPM) specification and a cor-
responding PP, which represents efforts to develop formal
criteria for evaluating its security [73]. Although some people
argue that trusted computing is unlikely to become a complete
remedy for security problems [74], there has been a sharp
rise in the number of PPs and Certified Products under the
category of trusted computing in recent years. Löhr et al. [42]
demonstrated how to advance PP development for trusted
computing technology with exemplar projects.

o: OTHER DEVICES AND SYSTEMS
This category contains Certified Products and PPs for every-
thing else which do not fit in the aforementioned categories,
including web browsers, voting machines, smart TVs, etc.
Research efforts, for example, the discussion on how to obtain
CC certification for smart TV, are found in the literature [43].

2) POTENTIAL CATEGORIES
The increasing adoption of emerging technologies motivates
the study of potential categories of the CC. We list below the
emerging technologies and compliance requirements with
privacy legislation that may be included as newCC categories
in the future.

a: BLOCKCHAIN MECHANISMS AND SYSTEMS
Blockchain offers innovative and integrated approaches to
ensure information storage and transactions executed in
an open environment are easily verifiable and auditable
to all participants [75]. Blockchain is considered a
ground-breaking technology for cryptography and cyber
security, with application in many areas including cryptocur-
rency systems, smart contracts, and smart grids over IoT
devices [76]. However, the security and privacy concerns
attributed to the blockchain technology should not be ignored
when deploying blockchain in different applications. Fur-
thermore, the maturity of the blockchain technology and
relevant protocols is not sufficient to subside security con-
cerns without subjecting blockchain-enabled IT products to
standardized security evaluation and validation [77]. For
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example, Matsuo [44] pointed out that the application logic
layer of the blockchain technology, that contains the scripting
language for the financial transaction does not yet have a
standard to provide security analysis.

b: QUANTUM COMPUTING
The emerging technology of quantum computing encodes
information in qubits as a non-classical approach, enabling
computing to be conducted 2n times faster than classical com-
puting [78]. There is considerable speculation from indus-
try and academia about the impact of quantum computing
on cyber security [45]. In light of the potential power of
quantum computers at non-trivial scale, it will be important
to study and explore the incorporation of quantum-resistant
algorithms or alternative approaches (such as quantum key
distribution) into CC requirements around network security.
These requirements will require modification to ensure Certi-
fied Products can continue tomeet security guarantees around
confidentiality and integrity of their data, particularly if trans-
mitted over an untrusted network between trusted endpoints.
In addition, the investigation into zero knowledge proofs’
reliance on post-quantum hardness assumptions for security
should be considered in the CC development.

c: PRIVACY-PRESERVING AUTHENTICATION
In the last few years, many privacy-preserving authentica-
tion methods have been proposed to make authentication
technologies reliable and secure [79], [80]. With the use
of privacy-preserving authentication on the rise, its emer-
gence as a new CC category is expected [46]. For example,
to ensure compliance with legislation (e.g., the European
Union’s General Data Protection Regulations), the feasibility
of specifying the concept of privacy-by-design in the CC
needs to be investigated, which can be achieved by incorpo-
rating privacy-preserving authentication into standards.

d: ARTIFICIAL INTELLIGENCE SYSTEMS
Artificial Intelligence (AI) systems demonstrate the capabil-
ity to produce tertiary consciousness such as self-recognition,
cognitive feedback, components of self-concept, and so
forth [81]. However, in light of this capability as well as its
misuse, the assurance of cyber security for AI systems is
imperative. In January 2017, a group of artificial intelligence
researchers developed 23 principles for AI called Asilomar
AI principles [82], which underlines that AI systems should
be safe and secure throughout the whole operational lifetime,
and verifiable so where applicable and feasible. Since then,
many other questions remain as to what is a safe and secure
AI system and how to achieve it, especially verifying the
security features in the context of the rapidly expanding and
developing areas in financial trading, health care, transla-
tion, transportation etc. The increasing dependence on AI
for critical functions and services creates more incentives for
attackers and leads to more severe damages [83]. In the past
years there has been an accelerated growth of policy pro-
posals and government interest in the security of AI system.

For instance, the European Commission is proposing for a
regulation laying down harmonized rules on AI [47]. These
security-focused policies for AI systems mainfest the impor-
tance of transparency, measurement and accountability for
the AI system.

e: INTERNET OF THINGS APPLICATIONS
The IoT refers of the system of interrelated and internet-
connected devices that are able to collect and transfer infor-
mation over a wireless network without human to human
or human to computer interaction [84]. With the emergence
of IoT, numerous gadgets, services, and products contain-
ing innovative IoT technologies (such as smart TVs, voice
controllers and mobile robots) provide consumers with con-
venience and improve the quality of their lives [43]. IoT
ecosystems are complex with significant security challenges,
including insufficient data protection, weak password protec-
tion, insecure interfaces, and other risks. However, these risks
must be reduced and mitigated for the entire lifecycle of IoT
devices. Recently, there are a few studies on the approaches
to the CC certification for IoT devices [3], [43], [48], [49]
with a number of PPs developed in this space. Building
trust in IoT devices with powerful IoT security solutions that
keep IoT systems safe and ensures the availability, integrity,
and confidentiality of the IoT solution is a potential future
direction for CC development.

III. COMMON CRITERIA ADOPTIONS
To pave the way for widespread adoption of the CC, we inves-
tigate possible adoption barriers to determine if organizations
have concerns related to cyber security regulatory issues
as well as deciding organizations’ attitudes towards cyber
security standards. In this section, we present the current
worldwide adoption of the CC and identify the adoption
barriers.

A. TRENDS IN COMMON CRITERIA EVALUATIONS:
SOME STATISTICS
To investigate the current adoption, development trend and
users’ trust of the CC internationally and nationally, we stud-
ied the cases, includingCertified Products [10] and Protection
Profiles [85], listed on the CC portal [24]. This subsection
presents the statistics of the CC obtained after processing
accessible information on the CC portal and the comparative
analysis of Certified Products and Protection Profiles by
category, scheme and assurance level.

Figure 3(a) shows the number of Certified Products and
archived Certified Products approved through the CC eval-
uation and certification process. They are listed on the CC
portal according to the categories of the TOEs. There are a
total of 1619 Certified Products and 3226 archived Certified
Products up to Dec 2021. The category of ICs, smart cards
and smart card related devices and systems is the undisputed
leader. Given the mutual recognition by all CCRA signa-
tory countries and the comprehensive coverage of technolo-
gies and security functionalities, the number of signatory
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FIGURE 3. The number of certified products and protection profiles under the common criteria certification
scheme.

countries is progressively increasing [86]. Also, the num-
ber of Certified Products is rising annually. In the year of
2019 and 2020, the number of Certified Products was 275 and
367 respectively. Usually, the certificates will remain on
Certified Products List with a five years validity [10]. The
validity period may be determined by a scheme or a technical
community that developed the PP. The validity period may
impact a vendor’s return on investment from a certification.
The trend of PPs is similar to Certified Products when look-
ing at the number of PPs and archived PPs, whose number
increases year by year. Based on the number of PPs and
archived PPs by TOE category as shown in Figure 3(b), the
category with themost Certified Products and PPs listed is the
ICs, smart cards and smart card-related devices and systems.

As mentioned above, the Evaluation Assurance Level is
a number that ranges from EAL 1 to EAL 7, describing
the depth and rigor of an evaluation. EAL 1 is the least
rigorous level, and EAL 7 the most exacting. Each EAL
corresponds to a Security Assurance Requirements package
that covers the complete development process with the given
level of strictness. The Certificate Authorizing Participants

implement CCRA compliant CC certification requirements
to produce certificates under certificate authorizing schemes.
Based on the 17 Certificate Authorizing Schemes [87], shares
of Certified Products under different schemes, are shown
in Figure 4(b). As shown in Figure 4(a), investigating by
assurance levels, most products are rated under EAL4+. The
French, German, andNetherlands schemes have produced the
most certificates listed on the CC portal. When observing
the number of Certified Products in 2021, the US leads the
number on 33, Germany on 31, France on 20 and Canada
on 8. In particular, the US keeps the Certified Products
listed for two years before being archived, while the other
countries keep them for five years. Different from the most
applied schemes in Certified Products, it is worth noting
that the United States scheme takes the maximum amount
of adoption in PPs. In addition, in the same way of CC Cer-
tified Products, the EAL4+ takes up the largest proportion
(33.5%) by investigating the PPs by certification assurance
level. From the perspective of adoption of PPs, it is worth
noting that the United States scheme certified against PPs
exclusively.
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FIGURE 4. The proportion of certified products under common criteria
evaluations.

B. COMMON CRITERIA ADOPTION BARRIERS
Despite the importance and value of the CC, there are bar-
riers to its adoption. Below, we highlight the barriers to the
adoption of the CC certification for ICT products.

1) COST AND COMPLEXITY OF EVALUATION
The CC evaluation cost is commonly regarded as a barrier to
the CC certification adoption [3], [88], particularly for com-
panies with a limited budget and for products with small mar-
ket shares and low margin. In the competitive market of ICT
products, products with a low-profit margin may not be able
to justify and defray the cost of the CC certification. Based
on the investigation on Certified Products [10], vendors of
ICT products with high profit margin and capability for
protecting sensitive government networks are relatively more
inclined to adopt CC certifications. Extensive resources are
required to complete the complex evaluation activities in the
evaluation process by the laboratory. Based on the Australian
scheme, the CC certification process generally consists of
four phases, namely pre-evaluation, conduct, conclude, and
assurance continuity. Generally, the pre-evaluation phase is
essential to ensure success and avoid delays by conducting
initial assessments and planning all building blocks of the
CC evaluation process including development of the ST and
the schedule of evaluation. Other tasks include writing of the
functional and high/low level design specifications. Secondly,
the conduct phase is to verify any claimed security functional-
ity under the requirements of the CC and other claimed cryp-
tographic functionality under the specific security standard,
such as FIPS 140-2 [89]. In the conclude phase, the evaluation
and certification activities are finalised. Lastly, the assurance

continuity phase establishes a way to minimize the number of
evaluations and allows the determination to be made that the
certification may be extended to the updated version of the
TOE. The total cost of an evaluation varies depending on
the security assurance level or PP conformance claims and the
complexity of the TOE [39]. Four components, namely inter-
nal costs, external costs, lab fees, and certification fees make
up the overall evaluation cost. The internal costs are incurred
preparing deliverables and supporting the evaluators. The
external costs consist of consulting fees. The lab fees are paid
to the evaluation labs, and the certification fees are paid to
the corresponding certification body if applicable. A recently
estimated average cost for a CC certification lifecycle is
US$250,000 [3] depending on the evaluation assurance level
and re-use of past evaluation effort. The cost of an evaluation
against a PP is generally lower. This is due to the reduced
effort in developing the evaluation documentation. Because
of the cost and complexity of evaluation, it is challenging to
evaluate the products against the CC standard for companies
with narrow profit margins and budgets.

2) TIME OF EVALUATION
With rapid changes in technology development, the
time-consuming process of the CC evaluation and certifi-
cation significantly slows down the commercialization of
security products in markets. This is particularly undesirable
for products with a short lifecycle. For example, the technol-
ogy for producing a low-cost IoT device may have become
obsolete when the CC certification process completes. The
CC testing process needs to go through a sequence of stages,
including ST evaluation, design evaluation, guidance evalua-
tion, life-cycle evaluation, functional testing and penetration
testing. Besides, the requirement on formal documentation
and processes takes time [90], [91]. According to recent fig-
ures from the Australian Certification Authority, the average
evaluation completion time is around six months. According
to the Cyber Security Agency of Singapore, a typical eval-
uation takes about 3 to 6 months [92]. According to [93],
a CC certification of an EAL 4 evaluation would take 6 to
9 months depending on the technology type. The completion
of the CC certification can take about 9 to 12 months [94],
according to the Lightship Sec Lab. The Canadian Centre
for CyberSecurity would allow the total of about 6 months
from the Product in Evaluation (PiE) date [95]. Generally, the
average time needed for the CC certification is 6 months to
1 year [3]. For products that require frequent replacements
or updates or have a short time-to-market, the time for
evaluation indeed hinders the adoption of the CC evaluation.

3) LACK OF GOVERNMENT SUPPORTS AND INCENTIVES
Government supports and incentives promote the adoption
of the CC evaluation and CC Certified Products to a certain
degree. The consumers of CC Certified Products can be
categorized based on market sectors: the public and private
sectors. In terms of the public sector, government support
can increase the adoption of the CC certification by requiring
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TABLE 4. Comparison of state-of-the-art cyber security standards regarding scope (I indicates international standard, N indicates national standard, and
D indicates industry-specific stand), mutual recognition agreement (Y indicates that more than two countries agree on the standard), target candidates,
publicly available (Y means that the security standard is publicly available, N indicates standard is not publicly available), cost and time for evaluation
(NA means the cost and time spent on the standard are not available).

the procurement of CC Certified Products. Furthermore, set-
ting policy requirements for the procurement process used
by governmental departments and agencies stimulates CC
adoptions. For example, the US government issued a pol-
icy requiring the CC certification for products intended for
certain applications, which encourages vendors to partic-
ipate in CC evaluations [39]. With respect to the private
sector, government incentives can promote the adoption of
CC Certified Products as well. For instance, the IT Invest-
ment Promotion Tax Incentive in Japan allows businesses to
claim tax deductions for the use of CC Certified Products,
which consequently increases the acquisition of the Certi-
fied Products [96]. The government’s support and incentives
would play an essential role in boosting the adoption of CC

certification as the vendors can address legal risks and gain
economic benefit from performing the CC evaluation.

4) AVAILABILITY OF APPROVED PROTECTION PROFILES
The CC certification process of ICT products may be
hindered due to the lack of approved PPs. For example, the
Australian and Singaporean CC schemes encourage products
to be certified against an approved PP [92], [97]. Products to
be certified without PP conformance (such as using ST only)
may only be accepted on a case-by-case basis or when no
suitable PP exists. Hence, the unavailability of approved PPs
may discourage vendors from obtaining the CC certification.
For mutual recognition under the CCRA, a CC certificate
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claiming compliance to EAL 3 or higher but not claiming
compliance to a collaborative Protection Profile is generally
treated as an equivalence to EAL 2 [92].

5) IMPLEMENTATION OF SECURITY-BY-DESIGN
IN PRODUCTS
Implementing security-by-design in product engineering pro-
cesses means that the product must be designed from the
ground up to be secure. This may shorten the evalua-
tion and certification process significantly [92] because the
incremental certification of products for additional prod-
uct features can be more accessible with the integration
of certification evaluation activities in the security system
engineering process [98], [99]. However, it is challenging to
integrate security-by-design in security product engineering
processes [100]. Therefore, the lack of security-by-design
in products may leave the products with many vulnerabili-
ties [101], which makes it difficult for obtaining a security
certification.

6) COMPLEXITY OF THE CC STANDARD
The structure and the readability of the CC standard is
somewhat complex and not easily understandable. This has
led to the need for many product vendors to engage eval-
uation supporting consultants at the pre-evaluation stage in
order to prepare specific evaluation material which increases
the overall evaluation time and cost. Major review work is
underway by international experts through the International
Organization of Standardization (ISO). This should see an
improvement of the CC for wider adoption. Further review
work is likely needed to ensure usability and readability and
to make the standard simpler to understand and use.

C. STATE-OF-THE-ART OF SECURITY STANDARDS
Besides the CC, there are also other cyber security standards
that are designed to protect the cyber operational environ-
ments of users and the organizations involved [102]. Start-
ing from the objective that mitigates and reduces security
risks, a series of cyber security standards are promulgated,
including policies, guidelines, best practices, and so forth,
to contribute to establishing a trusted cyber security envi-
ronment. This subsection surveys the currently existing and
state-of-the-art standards, including international standards,
national standards, and industry-specific standards, which are
widely considered to address the cyber security posed by
threats. To further demonstrate the impacts of adopting the
CC, Table 4 summarizes the state-of-the-art cyber security
standards and compare the CC with these cyber security stan-
dards from the perspective of the scope, mutual recognition
agreement, target candidates, public availability, and cost and
time for evaluation.

1) INTERNATIONAL STANDARDS
We first outline the international standards, focusing on the
objective, context of use, cost and time for obtaining the
certificate.

a: ISO 27K
ISO/IEC 27000-series, also known as Information Secu-
rity Management System (ISMS) Family Standards or ISO
27K, consists of information security standards published by
International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC). The repre-
sentative ISO/IEC 27001 establishes requirements on how to
manage information security [103]. The objective of ISO/IEC
27001 is to provide guidelines for organizations on how to
manage their information and data. Therefore, the standard is
not applicable to the IT industry only, also to other candidates,
including organizations and government bodies that aim to
protect their information. Through the requirements for estab-
lishing, implementing, maintaining and constantly improving
the ISMS, the standard helps organizations make data assets
more secure [103]. The recognized national accreditation
body properly accredits the certification if the organizations
meet the requirements and pass the audits, which usually
costs from £2,850 to £14,250 and takes 2 to 15 days [104]
based on the size of the organization. Furthermore, ISO/IEC
27002 provides best practices on information security man-
agement for those who are responsible for implementing
and maintaining the ISMS. Besides, ISO 27K includes the
standards from ISO/IEC 27000 to ISO/IEC 27050, ISO/IEC
27701 and ISO/IEC 27799 [105]. The ISO 27K standards are
routinely reviewed and updated on a roughly five-year cycle.
The standards related to digital forensics and cyber security
are in preparation. Compared with the CC, ISO 27K is related
to the information security certification for companies, while
the CC certifies products.

b: IEC 62443
Some standards tend to specialize in a specific domain
in cyber security. IEC 62443 targets Industrial Automation
and Control Systems (IACS) by defining common standards
in processes, techniques and security requirements [106].
There are four categories in IEC 62443 cyber security stan-
dard series, respectively General, Policies and Procedures,
System and Component, covering foundational information,
asset owner, system design guidance and requirements, and
specific product development and technical requirements
for IACS [107]. IEC 62443 defines Common Component
Security Constraints (CCSCs) in addition to technical
requirements, which must be met by components to be com-
pliant with IEC 62443 Part 4.2.

c: ISO/SAE 21434
New vehicle usage trends, including car-sharing platforms
and mobility-as-a-service, are growing. However, the num-
ber of attack vectors in the connected cars and automo-
tive industry is significant [108]. Under the circumstance,
a new cyber security standard for the development lifecycle
of road vehicles is under development by ISO and the Society
of Automotive Engineers (SAE). ISO/SAE 21434 sets the
guidelines for securing the high-level processes and cyber
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security standards in the connected cars and automotive
industry [109]. Different phases, namely requirements engi-
neering, design, specification, implementation, test and oper-
ations are taken into consideration on security aspects.

d: ISO/IEC 20924 AND ETSI EN 303645
During the past decade, IoT that encompasses various pro-
tocols and technologies to interconnect physical devices to
Internet infrastructure is one of the most relevant scenarios
in cyber security [110]. ISO/IEC 20924 [111] provides the
definition along with the terms and definitions forming the
terminology foundation for IoT, which fills the gap between
traditional security standards to the extension on the adoption
of IoT systems in the early stages [112], [113]. Furthermore,
the ETSI EN 303645 standard provides the baseline require-
ments for security in IoT devices [114], which was released
in 2020. The standard encompasses the technical controls
and organizational policies for the developers and vendors of
IoT devices [114]. For IoT devices involving multiple Per-
sonally Identifiable Information (PII), the standard facilitates
their compliance to the General Data Protection Regulation
(GDPR) [115].

2) NATIONAL STANDARDS
Besides international security standards, national govern-
ments enact standards to set expectations and requirements
for ICT products and organizations regarding cyber security.
The national standards are described below with a focus
on the application context, harmonization with international
standards, and evaluation workflow.

a: CYBER ESSENTIALS
Cyber Essentials is a national security standard developed
by the UK government that specifies the assurance frame-
work and a set of security controls to protect information
from threats, concerning technical rules designed to protect
devices, internet connection, data and services [116]. This
standard is a government-backed certification scheme that
helps to tighten overall cyber security within the organization,
and it is also mandatory for businesses looking for specific
government contracts [117]. The certification usually takes a
day to a fortnight to complete the assessment and costs around
£300. Cyber Essentials certification is valid for 12 months
upon successful application.

b: ASD ESSENTIAL 8
The Essential Eight is a series of baseline mitigation strate-
gies to combat cyber security incidents produced by the
Australian Signals Directorate (ASD) [118]. These strategies
aim to aid organizations in protecting against adversaries to
compromise systems. The Essential Eight Maturity Model
provides advice on how to implement the strategies as well
as assists the organizations in self-testing the maturity of
implementation. As one of the most effective mitigation
strategies in ensuring the security of systems, application
control is designed to protect against malware executing on

the systems. The other strategies include assessing security
vulnerabilities and applying patches, Microsoft OfficeMacro
Security, restricting administrative privileges, implementing
multi-factor authentication, and the other strategies to miti-
gate cyber security incidents.

c: UK NCSC AND CPA
National Cyber Security Centre [119] is the UK govern-
ment organization that gives support and advice to the public
and private sector to help them avoid security threats. The
Commercial Product Assurance (CPA) [120] was set up
to help organizations demonstrate the security functions of
the products met defined NCSC standards. Assured Ser-
vice Providers are used to conduct testing and assessment
by NCSC. The products are tested against the published
CPA Security Characteristics [120]. The certification usu-
ally needs 6 to 18 months, and the cost of the certificate
is US$1,300 per day of work [121]. However, since March
2019, the NCSC no longer accepts new product evaluation
under the CPA scheme unless they are Smart Meters or smart
metering products.

d: CSPN
The Certification de Sécurité de Premier Niveau (CSPN)
is a cyber security certification methodology proposed by
the National Cybersecurity Agency of France (ANSSI) in
2008 [122]. The main objective of CSPN is to verify the prod-
uct’s compliance with its security specifications. Compared
with the CC, CSPN is a lightweight certification standard [3]
that assesses the product in a shorter period, typically taking
from 35 days to 2 months. Generally, the cost for evaluation
and certification is around from e25,000 to e35,000 [121].
However, CSPN is only recognized in France as a national
standard.

e: BSI IT BASELINE PROTECTION
IT baseline protection (also known as IT-Grundschutz) from
the German Federal Office for Information Security (BSI)
is a methodology to identify and implement cyber secu-
rity measures in an organization. The goal of BSI IT
baseline protection is to achieve the adequate and appro-
priate level of security for IT systems [123]. To achieve
the goal, BSI recommends ‘‘well-proven technical, organiza-
tional, personnel, and infrastructural safeguards’’ [124]. The
organizations show the systematic approach to secure their IT
systems by obtaining the ISO/IEC 27001 certificate based on
IT-Grundschutz.

f: NIST
The National Institute of Standards and Technology (NIST)
of the US proposed cyber security framework on the basis
of standards and guidelines to help organizations manage
security risks [125]. Based on Executive Order 13636, the
framework was defined to improve the cyber security of
critical infrastructure in 2014 [126] and updated to address
the emerging scenarios in cyber security in 2018 [125].
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Furthermore, a series of special publications describe the
security principles and provide advice on cyber security man-
agement, which is aligned to the framework.

g: NERC CCS
Some national standards target a specific area in cyber
security. North American Electric Reliability Corpora-
tion (NERC) Cyber Security Standards (CSS) was created in
2003 to be used to secure the electrical power industry [127].
As the enhancement of the requirements, the newest and
most widely recognized NERC security standard is NERC
1300, which provides bulk electric system standard to net-
work administration and supports the best-practice industry
processes.

h: FIPS 140
In the area of cryptography and database security, Federal
Information Processing Standards (FIPS) are the US
government security standards that specify the requirements
for the cryptography modules [128]. FIPS 140-2 and FIPS
140-3 are current and active standards. In support of the
cryptography block in CC functional security requirements,
FIPS provides the specifications for cryptographic modules,
and a set of standards that specify the cryptographic algorithm
in use [129]. Four security levels from Level 1 to Level 4
are defined in FIPS 140-2. FIPS 140 validations can take
up to one year and cost over $50,000 per module. The
individual ratings and overall rating are listed on the vendor’s
validation certificate in the general flow of FIPS testing and
validation [130].

3) INDUSTRY-SPECIFIC STANDARDS
After recapping the international and national standards,
we expand the scope of our review to include industry-
specific standards.

a: PCI DSS
The usage of payment cards, such as debit cards, credit cards,
and prepaid cards, is continuously increasing [131]. Conse-
quently, the number of security incidents, like data breach,
related to payment cards cause damages to businesses, cus-
tomers’ benefits and retailers’ reputation [132]. The Payment
Card Industry Data Security Standard (PCI DSS) is an
industry-specific security standards administered by the PCI
Security Standard Council, which sets the information secu-
rity standards for organizations that handle payment cards
from the major card schemes. The objective of the standard
is to tighten payment card information and reduce cyber
incidents on payment card, such as credit card fraud. An audit
that assesses the organization’s compliance with the PCI DSS
costs around $15,000 to $40,000, depending on the business
types, size, security environment, and the specific processing
methods of the usage of payment card [133].

b: UL 2900
UL 2900 is a set of standards published by Underwriters
Laboratories (UL) that is a global security certification orga-
nization. It includes general cyber security requirements (UL
2900-1), specific requirements for medical products (UL
2900-2-1), industrial systems (UL 2900-2-2), and security
and life safety signaling systems (UL 2900-2-3) [134]. The
standard requires effective security countermeasures imple-
mented to protect data as well as other data assets, such as
command and control data. In addition, security vulnerabili-
ties in the software should be eliminated, and the security of
software should be verified through penetration testing [135].
The UL 2900 standards are not publicly available, leading to
the harmonization and standardization problems that should
be addressed further [3]. Typically, an organization would
need to spend between US$225 and US$750 to access the
standard - the exact cost depends on the number and delivery
format of the standards needed. To carry out actual certifica-
tion, the fees range from US$40,000 to US$150,000 [136].

IV. DEFINING SECURITY REQUIREMENTS WITH THE
COMMON CRITERIA
In this section, combined with the lessons learned from the
recent project, Development of the Australia Cyber Criteria
Assessment (DACCA), we present the lessons learned from
and reflect on the challenges of defining security require-
ments with the CC through the development of a Protection
Profile. In addition, we propose potential future directions to
improve and promote the adoption of the CC.

A. BEST PRACTICES
In Figure 5, the structure of a generic PP is outlined,
which consists of the main blocks, including PP introduction,
conformance claims, security problem definition, security
objectives, extended components definition, and security
requirements. In terms of the development process of a PP,
it is an iterative and incremental procedure where the spec-
ifications are broken down into multiple blocks. The devel-
opment process is gradually and iteratively built up with the
core blocks, and the supplementary features are added further.
In practice, we developed a PP to define security requirements
with the CC for the target TOE - encryption key managers.
The following are the best practices we summarized on how
to define security requirements with the CC in a Protec-
tion Profile through the literature review and the experience
gained from the DACCA project.

1) ITERATIVE AND INCREMENTAL APPROACH
We have taken an incremental approach in the project by
iterating the following steps to mature the PP. This approach
proved to be of particular effectiveness for an inter-sectoral
project like DACCA with partners from academia, industry,
and certification authority. The first step, Q&A, begins with
brainstorming with initial questions and answers. The initial
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FIGURE 5. Main structural blocks of a protection profile.

questions identified to help explain the TOE and the objec-
tives include what the common characteristics and functions
for the encryption key managers are, what the required non-
TOE hardware/software/firmware for the TOE is, what the
operational environment for the encryption key management
products is, and so forth. The second step,Draft, aims to draft
contents for each chapter and section following the PP speci-
fications listed in Figure 5. The third step, Refinement, refines
the contents based on literature review, cross-reference to
related PPs, and feedback from industrial partners. The fourth
step, Polishing, is to reduce impractical and repetitive items
surrounding the risks, which makes sure the security counter-
measures are correct and sufficient to respond to the consid-
ered risks. The fifth step Evaluation reviews and evaluates the
deliverability of the PP to improve the consistency with the
CC standard. The incremental process of PP developments
iterates to gradually improve the quality of PP documents and
the assurance of security.

2) PP-MODULE DEVELOPMENT
The new evolution of the CC supports the comparabil-
ity among the results of independent cyber security eval-
uations through collaborative Protection Profile (cPP) [3].
A PP-module builds on a cPP, and conforming TOEs are obli-
gated to implement the functionality required in the cPP along
with the additional functionality defined in the PP-module.
Hence, building upon the cPP rather than developing a stan-
dalone PP will not reinvent the wheel on certain functionality
and ensure the specified functionality is sufficient to enhance
cyber security for the technology and product. For example,
in the DACCA project, for the target TOE - key encryption
management components, we utilize the collaborative Pro-
tection Profile for Network Devices (NDcPP) as the Base-PP
and develop PP-Module intended for use with the NDcPP.
This Base-PP is valid because a device that implements cen-
tralised enterprise Encryption Key Management is a specific

type of network device. There is nothing about implementing
Encryption Key Management that would prevent any of the
security capabilities defined by the Base-PP from being satis-
fied. In the developed PP-Module, only the security function-
alities of Encryption Key Management components in terms
of the CC and assurance requirements for such products that
are not included are needed to be added in the PP-Module,
which avoids repetitive and redundant information, and also
simplifies the development process.

3) THREATS ANALYSIS
A CC certification requires comprehensible product docu-
mentation, including a detailed threat analysis [137]. The fol-
lowing analytical approaches have been proved to be effective
for such a purpose in our PP development. The anecdotal
way is generally adopted by brainstorming a list of known
threats and then culling, categorizing by assets, and assigning
to operating environments. An alternative and more analyt-
ical way is to order, delete or retain the threats according
to the priority, severity, and mitigation cost of the threats.
Alternatively, work in [138] defined the data as assets and
then generalized data assets (e.g., documents, configuration
data) and asset state (e.g., in transit, at rest) to apply different
threats to different states. Different threats may materialize
in various operational environments or arise from vulnerabil-
ities. Hence, defining the security threats based on the opera-
tional environments and supplementary threats derived from
various vulnerabilities are another two effective approaches.
The hybrid method that combines the above five approaches
makes sure the identified threats in the PP are comprehensive,
which paves the way for specifying the security requirements
desired for the product under the CC standard.

4) SECURITY FUNCTIONAL REQUIREMENTS SPECIFICATION
Specifying high-quality security requirements is an essential
but complex task [139]. The starting point can be tailoring
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one or more existing SFRs listed in the CC Part 2 [7] through
iteration, assignment, selection and refinement. Generally,
iteration enables a component to be used more than once with
varying operations. Assignment provides the specification of
parameters. Selection allows the specification of one or more
items from a list. Refinement permits the addition of details.
However, there are some security objectives for the TOE that
cannot be transformed to SFRs listed in the CC Part 2, for
example, organizational policies or other third party require-
ments. The extended security functional requirements are set
and included with definition and detailed requirements on the
condition that the security objectives are hard to translate.
Furthermore, in the PP development process, the SFRs are
required to be specifically and precisely defined based on the
corresponding functionalities of target TOE instead of gener-
ically described. For example, when defining the SFRs of key
encryption management components in the DACCA project,
cryptography’s concrete aspects, including the cryptographic
features of encryption and decryption, hashing, keyed hash
algorithm, and digital signatures, are included in the SFRs
rather than the general description.

B. NEW CHALLENGES AHEAD
Informed by the best practices we have presented, and in
the light of the security implications attributed to emerging
technologies, we highlight the following challenges that will
be addressed for the development and broad adoption of
the CC.

1) TRANSFERABILITY OF PROTECTION PROFILES
With the target TOE, there are many different configurations,
methods and parameters for key management products [64],
[140]. For example, a pure software key management product
is a standalone TOE that generates, stores and manages key
materials. Moreover, some key management products use
specialised hardware for key material generation through
True RandomNumber Generators (TRNGs), or for providing
extra security properties via an internal Hardware Security
Module (HSM). In addition, some key managers require the
operating system for the supporting hardware platform or
have the embedded operating system in the product. To fulfill
encryption-related operations, such as using key material to
sign by clients, the key management products require secure
channels to client-side software. The description of the TOE
is the foundation of a PP and determines the number of
PPs that will be developed [141]. To achieve harmonization,
the TOE description facilitates the further comparison of
the same types of products when conducting evaluation by
comparing technical documents [142]. Can one Protection
Profile satisfy a class of products that is composed of many
combinations of options is a challenge to be addressed in
future PP development.

2) COMPACTNESS AND SUFFICIENCY OF REQUIREMENTS
The CC has already defined 11 categories of secu-
rity functional requirements concerning desirable security

functionalities to provide a standard way of expressing the
requirements for a TOE. However, the up-front analytical
work is essential when specifying the complete, atomic,
and testable requirements through the lifecycle for gather-
ing, analyzing, and synthesizing security requirements [138].
In the lifecycle of PP development, the SFRs will be refined
by filtering the irrelevant requirements and noisy features.
Therefore, another main challenge is the formulation of a
compact but sufficient set of security functional require-
ments. Additionally, the SFRs need to be polished through
matching and augmenting by packages for each function and
option of key management products, as mentioned in the first
challenge.

3) FUTURE-PROOFING OF REQUIREMENTS
Due to the complexity and diversity of operational envi-
ronments, the CC approach might lack linguistic expres-
siveness for the full range of security requirements. The
CC is technology agnostic in terms of security functional
and assurance requirements and this leads to the formula-
tion of product-specific requirements. Working in collab-
oration with industry partners to identify relevant product
and system specific requirements for inclusion in the PPs
is important. Simultaneously, PP developers need to ensure
that the requirements do not contradict the CC requirements.
Additionally, adding threat awareness into the PPs by incor-
porating a better understanding of threats from vulnerability
is desirable in the PP development [143], [144]. Furthermore,
the security implication of emerging technologies, such as
quantum computing and zero-knowledge proofs, need to be
considered in the future PP development [145]. In summary,
extended requirements are expected to be incorporated based
on analysis of features of products, security threats, and
emerging technology. Extrapolation from existing guidance
and Protection Profiles for complicated operational environ-
ments is the direction for extensions of CC requirements.

C. FUTURE DIRECTIONS
Below, we summarize the key findings from our study of CC
adoptions and the PP development with the CC. Moreover,
the recommendations and future directions for the CC to
establish the trusted security ecosystem are proposed.

1) LATEST INNOVATIONS OF THE COMMON CRITERIA
There is the new generation of PP type where an EAL is
not specified within the PP itself. That means assurance is
gained through customized assurance activities developed
as part of the PP for the given technology and is based
on SARs of different assurance levels. Another innovation
is the transformation of evaluations with exact compliance
to technology-specific PP to provide achievable, repeatable,
testable evaluation results. For example, the National Infor-
mation Assurance Partnership (NIAP) [146] which oversees
a national program to evaluate Commercial Off-The-Shelf
(COTS) ICT products’ conformance to the CC, no longer
accepts EAL-based evaluations. Products being evaluated
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against a NIAP-approved PP must be in exact compliance
with that PP. NIAP has worked closely with government
agencies, including the National Institute of Standards and
Technology (NIST), to ensure all references to Evaluation
Assurance Levels and Robustness were removed from appli-
cable documentation. Occasionally, EAL or Robustness is
mentioned, usually in regards to product acquisition.

2) ACCOMMODATION OF EMERGING TECHNOLOGIES
The CC covers a wide range of ICT security-related tech-
nologies and the evaluations in terms of security functional-
ities and security assurance. In Section II-B1, the categories
of existing CC applications were reviewed. Traditional ICT
technology and products, such as ICs, database and network
devices, are sufficiently covered and evaluated under the CC
standard in the past decades [20]. In light of emerging tech-
nologies as listed in Section II-B2, the evaluation of the newly
emerging technologies, including blockchain, quantum com-
puting, AI, and IoT, as well as the compliance requirements
with privacy legislations for high assurance products, such as
privacy-preserving authentication, need to be covered in the
CC standard.

3) ELIMINATION OF COMMON CRITERIA
ADOPTION BARRIERS
Increased adoption of the CC evaluation contributes to
improving ICT ecosystem security for end-users. To lay the
foundation for more extensive adoption of the CC evalua-
tion, we analyzed the CC adoption barriers in Section III-B.
An effective way to bolster the CC adoption is to eliminate
the identified barriers. The possible solutions include cost,
time and complexity reduction through the normalization
of evaluation process, support and incentives from govern-
ment agencies, increase of the availability and coverage of
cPPs, and the integration of evaluation activities with product
design and engineering procedures.

4) STANDARDIZATION OF EVALUATION ACTIVITIES
Traditional PPs are implementation-independent docu-
ments [147], which define the security requirements for the
ICT technology that the consumers require. Competent and
independently licensed laboratories evaluate the products to
decide whether the claimed security properties have been
achieved [148]. For cPPs, unified processes and formalized
steps for evaluation activities reduce the complexity of the
evaluation. The standardization of evaluation and testing
procedures improves the transparency of the certification
process. Through standardization, the evaluation activities
are better defined in PPs and corresponding supporting doc-
uments to provide guidance for evaluators.

5) COMPARABILITY AND HARMONIZATION OF EVALUATION
Based on the fact that various cyber security standards inter-
nationally, nationally, and at the industry-specific level are
adopted worldwide, it is hard to compare the level of security
properties across diverse security standards. Even for the CC

standard, it is difficult to reach the objective of comparison
due to complex technical documents [3]. The standardiza-
tion process of evaluation activities mentioned above can
improve the comparability and harmonization of evaluation.
In addition, rigorous security metrics that indicate the level
of threats, risks and security provided by the products can be
developed to address the issue of comparability.

6) IMPROVEMENT OF USER CONFIDENCE
The adoption of security-sensitive ICT products and services
heavily relies on the users’ trust in the security functionality
of the ICT products. Cyber security standards and certifica-
tion is considered as a driving force for increasing the users’
trust. The collaboration among vendors, technical specialists,
customers and governments to raise the bar of security in
ICT products is a never-ending endeavor. The sharing of
information on the core blocks of the CC evaluation and
certification, such as threats, vulnerabilities and evaluation
activities through education and information provided on the
CC portal [24] or other platforms will also contribute to this
cause. Similarly, improvement to the usability and readabil-
ity of CC standards would also help with the users of the
standard.

7) EFFECTIVE TOOLS FOR SECURITY SPECIFICATIONS
CC security specifications are written in natural language,
making rigorous evaluation challenging. As part of the
new evolution of the PP, all evaluation activities are thor-
oughly defined in the corresponding supporting document.
Furthermore, some tools have been developed to fulfill
security requirements. For example, Morimoto et al. [149]
proposed a process that makes the security specifications with
the CC formalized in a mathematics manner. In addition,
Teri et al. [150] introduced a model called B method that
can formally model security specifications of the Java Card.
There is a high demand for effective tools that assist inmaking
the evaluation process efficient, reliable, and rigorous.

V. CONCLUSION
The last decade has witnessed a security paradigm shift from
subjective risk management to more objective and measur-
able trust validation. One of the main driving forces of this
shift is security evaluation and certification. The promotion
of security standards, particularly the CC, facilitates mutual
recognition of secure ICT products and adds value to the
products and services to give the industrial partners the com-
petitive edge to operate in the global market. Certification
provides consumers with a level of assurance in the security
of ICT products and enables them to make better-informed
decisions when it comes to procurement. This paper provides
readers who are interested in trusted cyber security develop-
ment from academia, government agencies, and industry with
references and guidelines for the specification, development,
evaluation, certification, procurement, and operation of ICT
products with security functionality. This paper provides a
rigorous review of the CC by summarizing the methodology
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of the CC, analyzing CC applications, investigating CC
adoptions, and comparing the CC with the state-of-the-art
cyber security standards. Through our experience from the
PP development of an inter-sectoral project, we presented
lessons learned from defining security requirements through
the Protection Profile. We identified the challenges of defin-
ing security requirements through the CC and offered sugges-
tions on the direction of defining security requirements for
trusted cyber security.
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