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ABSTRACT Zero-dynamics attack (ZDA) is a model based cyber attack. It is stealthy in the sense that
the existence of attack signal cannot be determined by monitoring the system output, and it is effective to
systems that have unstable zero-dynamics. Several countermeasures against ZDA have been introduced, and
the one employing the generalized hold (GH) is considered in this paper. The GH is a generalized version of
zero-order hold that is commonly used in the digital control systems. In this paper, the lethality of ZDA and
the effectiveness of GH as a countermeasure are demonstrated on a control system that involves a DC-DC
converter. Through extensive simulations and experiments, the design of the proposed scheme is presented

in detail and relevant practical issues are discussed.

INDEX TERMS Cyber-physical system, generalized hold, sampled-data system, system security,

zero-dynamics attack.

I. INTRODUCTION

Monitoring and controlling geographically distributed sys-
tems are essential technologies in modern engineering, and
one of key ingredients that enables these is the communi-
cation network. For example, utilities companies schedule
and dispatch generation through communication between
suppliers and users [1], and thousands of miles of pipelines
have a lot of sensors and valves that need to be monitored
and controlled coordinately [2]. Obviously, it is not possible
to operate these systems without communication network.
Despite the tremendous benefits, the presence of network
makes the systems vulnerable to cyber attacks. Well known
instances of cyber attacks include Stuxnet on Iranian nuclear
facilities, massive blackouts at South American power plants,
and cyber attacks on the Ukrainian power grid SCADA,
[3]-[6], which results in social and economic losses

(31, [71, [8].
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A number of cyber attacks have been reported in the liter-
ature, for example, false data injection attack [9], denial-of-
service (DoS) [10], zero-dynamics attack (ZDA) [11]; see the
papers and references therein for details. Among these cyber
attacks, ZDA gained plenty of attention in the control system
society [11]-[19] and is considered in this paper. This attack
exploits the zero-dynamics of the system, which describes
the internal behavior of a system, in a way that the attack
signal is constructed from a dynamics that is identical to the
zero-dynamics of the given system. If the system has unstable
zero-dynamics, then the attack signal will drive the internal
state of the system unbounded while the presence of attack
signal cannot be detected by monitoring the system output.
In this respect, ZDA is classified as a stealthy actuator attack
[12], [20]. It is noted that robust versions of ZDA for linear
systems [21] and nonlinear systems [22] have been proposed,
which do not require complete knowledge on the system
dynamics and increased the threat of ZDA significantly.

Several countermeasures against ZDA have been reported
in the literature. In [23], the authors proposed a modulation
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matrix based approach. This matrix can be regarded as an
additional input gain that explains how the input affects the
dynamics of the system, and this information is kept con-
fidential. A time-varying modulation matrix was also intro-
duced to increase the security. In [24], the authors presented
a dual rate control scheme as a defense strategy against ZDA.
It was proposed to sample the system output at a higher
rate than the control signal generated. Moreover, it has been
shown that this can stabilize the zero-dynamics of the closed-
loop system.

A countermeasure employing the generalized hold
(GH) [25] was studied in [26]. This approach is motivated
by the fact that if GH is used instead of the zero-order
hold (ZOH), then the zeros of the sampled-data system can
be assigned at any desired locations. As a solution to the
security problem, the authors proposed a design procedure to
place all the zeros inside the unit circle so that the modified
system does not have any unstable zero, implying that ZDA
is not effective anymore. Recently, an approach using the
generalized sampler (GS) [25] was presented in [27] and [28].
In this approach, the sampler that samples the output at each
sampling time is replaced by GS, which can be regarded as a
filter that processes more samples between the sampling time.
It is known that GS can also place the zeros at any desired
locations and the same idea used in the work [26] is applied
to develop a countermeasure against ZDA.

Literature containing experimental results on cyber attacks
can be summarized as follows. In [29] and [12], the authors
reported experimental results on several cyber attacks, such as
replay attack, bias injection attack, and ZDA. The target sys-
tem of the cyber attacks is a quadruple tank system controlled
over a network, attracting considerable amount of attention
to ZDA.

The authors in [14] proposed a detection (and defense)
strategy based on multirate sampling, and demonstrated the
strategy on a quadrotor system. In the experiment, it is
shown that the proposed strategy can detect ZDA faster than
single-rate detection method. In [30], the authors dealt with
the zero sum attack which is one of the stealth attacks, and
reported experimental results on DC microgrid.

In this paper, we are concerned with the security of DC-DC
converters controlled through a communication network and
it is motivated by the fact that remote control problem on
this system is an active research topic [31]-[33]. Clearly,
this system is also exposed to cyber attacks and we focus on
ZDA. By conducting a laboratory-scale experiment, we show
that a DC-DC converter controlled over a network can be
vulnerable to ZDA. In addition, we propose a GH based
countermeasure for the DC-DC converter, which enhances
security against ZDA.

The contributions of the paper are summarized as follows.

o Itis shown that a DC-DC converter controlled over a net-

work can have unstable zeros and is therefore vulnerable
to ZDA.

o The lethality of ZDA to the converter has been verified

with a laboratory-scale experimental system.

44924

Sampled-data System

u(t) y(®)

u ‘=
Controller Network y=Cx H
Yk —| Physical System

FIGURE 1. Networked control system.

« A GH is designed considering the dynamics of DC-DC
converter and it is experimentally verified that the
GH-based defense strategy can neutralize (or detect)
ZDA on the converter.

The rest of the paper is organized as follows. Section II
briefly summarizes ZDA and GH, and presents a design
procedure for a particular class of GH. The DC-DC converter
used in the paper is explained in Section III. Section IV
describes how a ZDA can be designed and demonstrates
through simulations that the attack is effective. In Section V,
a countermeasure employing GH is designed for the DC-DC
converter, and it is validated numerically. Section VI explains
the attack and defense scenarios used in the experiments and
presents the experimental results showing the effectiveness of
the proposed scheme. Finally, we conclude and discuss future
work in section VIIL.

Il. PRELIMINARIES

A. ZERO-DYNAMICS ATTACK ON A NETWORKED
CONTROL SYSTEM

Consider a linear system given by

x(t) = Ax(t) + Bu(t)
y(@) = Cx(1) (D

where x(t) € R" is the state, u(¢) € R is the input, and y(¢) €
R denotes the output. Suppose that the continuous-time sys-
tem (1) is controlled remotely by a digital controller as shown
in Fig. 1. The system and controller are connected by a
communication network through which the plant output y(z)
and control input u(¢) are transmitted at each sampling time
t = kT, where Ty > 0 is the sampling period. Based on the
measurements, a control input is generated from the digital
controller and transmitted to the system. In what follows,
and y; stand for u(kTy) and y(kT;), respectively. The input
is applied to the continuous-time system by using the hold
device that converts the discrete-time control input into a
continuous-time control input, i.e., u(t) := uy for kTy < t <
(k+1)T;. In this case, the sampled-data system of (1) becomes

Xk+1 = Agxk + Bauk
Yk = Caxi @)
where x; = x(kTy), Aq = AT, By = fOT“ AT—DBdr, and
Cq=C.
The security problem under consideration is closely related

to the internal dynamics of a system and this dynamics
can be clearly identified once the system is rewritten in the
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Byrnes-Isidori normal form [34]. Precisely, there exists a
coordinate transform

[’7"] = Tx; 3)
&k
which transforms the system (2) into the normal form given
by
|:77k+1:| _ [_Sd _ P4Cy ] |:77k:| N [Qn—p} "
Ek+1 Bqyy  Ad+Badyg | | & Bygd

= :Ad [g£:| ~|—Eduk

w=1[00_, Cd [gﬂ )

where p is the relative degree of the system, nx € R"~# and
& € R’ are vectors corresponding to the internal and external
state of the system, respectively, and 0,—, € R"~* denotes
the zero vector. In addition,

e N R R
and Py, Sq, V4, ¢d, and gq are the parameters that are uniquely
determined by Ag, Bg, Cyg, and p.

Let us explain the internal dynamics in more detail. Noting
that the output y; depends only on the state &, we can
construct an input uy that results in a nontrivial behavior of
nx while yy is identically zero. In fact, when & = O, the
input uy = ng(—IﬂdTnk — ¢4 &) yields &4 = Agé and
Nk+1 = Sg7nk, meaning that the input completely decouples
the dynamics of & and n; and the behavior of n; cannot be
observed from system output. The internal dynamics nx4+1 =
Sqnk is called the zero-dynamics of the system since the
eigenvalues of Sy correspond to the zeros of the transfer
function of (2) [34].

Suppose that Aq is Schur stable and let o and &y be the
initial condition of the system. Then, from the fact that Ad is
also Schur stable, it follows that, under zero input (iz = 0)
there exist k > 0 and |A| < 1 such that

|-z
138 £o
and this property will be used shortly when we discuss the
effect of ZDA.

ZDA targets the networked control systems, exploiting
vulnerability that arises from the presence of the network.
Now, suppose that a malicious attacker can inject an attack

signal into the input channel. Then, the system (1) under ZDA
is given by

< Kk

k]

X(t) = Ax(t) + Bu(t) + a(r))
y() = Cx(1) )

where a(r) € R is the attack signal. Similar to (2), the
sampled-data system of (5) becomes

X1 = Agxg + By(ug + ai)
vk = Cyxi. (6)
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Assuming that the attacker has acquired the system param-
eters Sq, g4, and g, the ZDA is constructed as

1
et = Salk,  ax = ——g &, N
8d

where ¢ € R"° is the state of the attack generator. Then,
in the coordinates (1, &) defined in (3), we have

M+1 = Sank + PaCaék
Eer1 = (Ag + Badg Dk + BaWg (nk — k) + Bagak
i = Cqék.

From the fact that the system matrix of nx-dynamics is iden-
tical to that of ¢;-dynamics, we have

[nk+1 - §k+1i| = Aq [nk - Ek] + By
Ekr1 &k

v = [0, Cq] [’”‘;k g"] ®)

Since Aq is Schur stable by assumption, we have, under

u = 0 for all k > 0, that
[770 - Co} ‘
§o '

]

Above inequality implies that & and 1y — ¢ converge to zero
as k increases, which explains the danger of ZDA. In fact,
if Sq has at least one unstable mode (Sq may be unstable even
if Aq is stable), ¢ can be unbounded by (7), which results in
that n is also unbounded. Meanwhile, since y; depends only
on &, the divergence of the internal state cannot be observed
from yg.

It is emphasized that the stability of the zero-dynamics
of the continuous-time system does not guarantee that the
system is safe from ZDA. This is because of the fact that if
a continuous-time system has a relative degree greater than
2 then the corresponding sampled-date system has at least one
unstable zero for sufficiently small sampling period, and this
zero is called the sampling zero [25].

< Ak

B. GENERALIZED HOLD: A COUNTERMEASURE AGAINST
ZERO-DYNAMICS ATTACK

In this subsection, we introduce GH as a countermeasure
against ZDA. It is motivated by the fact that if a properly
designed GH is used instead of ZOH, then the zeros of the
new sampled-data system can be placed at any given desired
locations.

Consider again the networked control system shown in
Fig. 1. Since the controller (discrete-time system) and
the system (continuous-time system) have different time
domains, hold and sample devices are required, which oper-
ate as an analog-to-digital and a digital-to-analog converter,
respectively.

In [25] and [35], the authors have introduced more general
concept of a hold device known as GH. GH is a linear hold
device with an impulse response A(t), and a sampled-data
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system with GH is given by

Xi+1 = Agxy + Bgug
Yk = Cyxi )

where Aq = A5, B, = fOTS AT=DBu(t)dr, and Cq = C.
Note that ZOH is a special case of GH in which impulse
response is given by he(t) = 1,1 € [0,T,) and hy(t) =
0 otherwise. It is known that the zeros of (9) can be located
arbitrarily by properly designing h,(¢), and one can neutralize
the ZDA by selecting the desired zeros inside the unit circle
[26], [36].

We consider the piecewise constant GH [36] which can
be implemented easily compared to general continuous ones.
Suppose that the pair (Ag4, Cq) is observable, and let /4(z) be
given by
hi, te[#%) 1<i<N,

0, otherwise,

he(t) = {

where N is the number of subintervals. During each subin-
terval, GH generates a continuous-time signal u(¢) = hjuy as
depicted in Fig. 2b.

The design of Ay (t) is done by choosing the gains 4; and
this can be done as follows.

Design procedure

1. Choose N > n and the desired zeros z4.1, ..., Zd.n—1
such that |z4;| < 1,i=1,...,n — 1. Construct
Z—Z ez —z _ ~
@) = kd( d,1) - ( dn—1) = kT

det(zl, — Ag)
where kg € R is a gain.
2. Realize G}(z) in controllable canonical form
Xi+1 = ActrXk + Betritk
Yk = CetrXg, (10)
and obtain Actr, Betr, and Cetr.

3. Calculate the observability matrices Oy of (A4, Cq) and
Octr of (Actr, Cetr) as

Cq Cetr
CgAqg CetrActr
Oy = . , Octr = :
CoAy ! CotrAny !
Compute

Bg = Oaloctchtr

4. Find h using h = Cc]; yBg where

Ty
Ty N Ty
Agn = €'V, Byy 2/ AN OBdT
0
N—-1
Can = [Ad,N Byn --- Bd,N],

and C(;r n denotes Moore-Penrose pseudo inverse of
Cyn € RAXN

3
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FIGURE 3. Control system under zero-dynamics attack.

5. Find h:= [hy -+ hy]" such that h; = kqh; where kg =
N/ vazl h; and h; is the i-th element of .
The above design procedure constructively determines the

gains for GH so that the transfer function of (9) becomes
identical to G(’j(z). See [26], [36] for more details.

IIl. DC-DC CONVERTER CONTROL SYSTEM:
EXPERIMENTAL PLATFORM

The main objective of this paper is to demonstrate that sys-
tems that are controlled over a network are vulnerable to
ZDA and a GH based countermeasure can protect the systems
from ZDA. A DC-DC converter control system is chosen to
validate the idea since it is widely used in various engineering
systems and it is common to control this system using a digital
controller which generates a control input and send it to the
actuator through a network.

Consider a power generation system shown in Fig. 3 in
which a DC-DC converter controls the power flow between
a generator and load, and the DC-DC converter is controlled
by a digital controller. The controller produces a control input
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FIGURE 4. Experimental platform.

ux and sends it to the converter through a communication
network, and a hold device generates a continuous-time input
signal u(z). The continuous-time output of the system y(¢) is
sampled by a sampler, and it is transmitted to the controller
for feedback. We suppose that an attacker with a malicious
purpose can inject an attack signal ai so that the actual input
signal transmitted to the hold device is u; + aj rather than
ur, i.e., the actual input u(z) applied to the system will be
generated from uy + ay.

In this paper, the cyber attack scenario described above
is studied using a lab-scale control system. In what follows,
we describe the components and explain mathematical mod-
els that are used to construct a ZDA and its countermeasure.

A. SYSTEM CONFIGURATION

The system shown in Fig. 4 is the experimental platform
with which our theory is demonstrated. It consists of a power
supply, converter, load, and a digital controller. The sig-
nal flow between components is described in Fig. 5a. The
power supply (TPE-25010S, Toyotech Co., Ltd.) keeps the
input voltage applied to the converter at 48 V. The converter
(LM5170-Q1, Texas Instruments) outputs the current i.(¢),
which is generated by adding the currents from two channels
(k. = 2 explains this). The maximum output current is 30 A
when the control input is 0.75 V.

Fig. 5b shows the structure of the converter. The converter
consists of a compensator and a switching circuit, whose
transfer functions are denoted by Gcomp(s) and Geyr(s),
respectively. It also has an error amplifier whose transcon-
ductance is denoted by k. (represented as a gain in the block
diagram), and a current sense amplifier whose gain is kj,.

The converter has a load that is represented by a resistor-
capacitor circuit; see Fig. 5c. The input of the load is the
output current of the converter, and the output of the load is
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FIGURE 5. Experimental platform configuration.

the voltage across the capacitor C3, denoted by y(¢). The load
circuit can be interpreted as a case in which a capacitor Cj,
aresistor Ry, and a battery [37] are connected in parallel.

A proportional-integral (PI) type controller is implemented
in the micro-controller (TMS320F28335, Texas Instruments)
and it regulates the error between the reference v,.r(¢) and
the system output yj. The gains are given by k, = 3 and
k; = 1. The controller sends the generated control input to
the converter, and it receives the sampled output voltage yi
through the network.

B. SYSTEM MODELING

Since the controller is a discrete-time system, hold and sam-
ple devices are required to interface the controller and plant.
The input of the converter u(z) is generated by the hold
device in the micro-controller. The sample device, which
converts y(f) to yx, used in our experiments is a voltage
sensor (AD7607, Analog Devices, 10 V of measurement
range). At each sampling time, the controller receives the
measurement y; from this device.

In this subsection, we derive a mathematical model of the
experimental platform shown in Fig. 4. We find transfer
functions of the DC-DC converter and the load, and compare
the step responses of the model and experimental system.

According to the manufacturer’s document (LM5170-Q1
datasheet), the transfer functions of the compensator and the
switching circuit of the converter (see Fig. 5b) are given by

951 x 107 %s + 1

G, =
CoMPS) = 5 10552 1 1.5 x 1055
Gem(s) — 0.104 0
CRY) = 7% 1055+ 0.1
44927
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FIGURE 6. Model validation using experimental data. Step responses of
experimental system, converter model G(s), a simplified model G(s) of
G(s) (top). Output error between G(s) and G(s) (bottom).

It can be seen that the converter is a negative feedback system
consisting of k.Gcomp(s)Gcir(s) in the forward loop and
ky in the feedback loop. Let I.(s) and U(s) be the Laplace
transforms of i.(#) and u(t), respectively. Then, the transfer

function of the converter Geony (s) 1= {}8 becomes

Geony(s) = kek.Geomp(s)Geir(s) (12)
1 + kekmGcomp(s)Geir(s)
where k. = 2, k., = 0.001, and k;,, = 0.05. The numerical
values are taken from manufacturer’s document (LM5170-Q1
datasheet).

Fig. 5c shows the load circuit in the system. Let Y (s) be
the Laplace transform of y(¢). A simple analysis of the circuit
gives

Y(s) bro
I(s) Groan(s) = ar3s3 +ap s> +ap1s+ar
where a3 = RIR2R3C1C2C3, app = RiIRC1Cy +
RIR3C1C3 + RiRC1C3 + RiR3CrC3 + RoR3CoC3, a1 =
RiCi + RCo+ RIC3 + RCy + RoC5 + R3C3, a1 = 1,
b0 = Ry. The parameters are given by R = 0.5 Q2, R, =1
QR3=1Q,C; =739 uF, C; = 1 mF, C3 = 1 mF.

From (12) and (13), we have

Y (s)
U(s)

(13)

=: G(s) = Gconv ()GLoap(s)
bis+ b,
= — s+ _0 i (14)
ags® +---+ais+aop
where ag = 3.44 x 10730, a5 = 5.44 x 10724, a4 = 4.49 x
10719, a3 =3.99 x 10714, 2, =2.66 x 1071°, 4, = 4.38 x
1077, a0 = 1.0 x 1074, by = 1.90 x 1078, by = 2.0 x 1073.

From the numerical values of the system, it is seen that the
converter part is much faster than the load part. In fact, the

44928

poles of Gcony (s) are given by —1.56 x 10° and —3.73 x
10* 47.59 x 10%, while Grpap(s) has poles at —4.63 x 10,
—2.16 x 103, and —2.71 x 102. Based on this observation,
we approximate Gcony (s) as a constant g.on,y = Geony (0) =
40, and obtain a simplified model G(s) of G(s) as

G(s) = gcomGrLoap(s).

The numerical models G(s) and G(s) are quite accurate in
the sense that the step responses have little difference com-
pared with that of experimental system. The step responses
are shown in Fig. 6 and it is observed that the difference
between the step responses of G(s) and G(s) is less than
-5 x 107

To proceed, we obtain a sampled-data model of G(s). Sup-
pose that ZOH is used as a hold device and T = 0.8 ms. Then,
we have

bd,zzz +bg.1z2+ by 0
2+ ad,zzz +ag,1z2+aq,0

Gy(z) = (15)
where ag, = —1.01,aq; = 1.68 x 107!, ag ¢ = —3.53 x
1073, bqp = 1.37, by | = 1.67, by = 8.47 x 1072,

In this paper, we assume that the system is operating at
uop = 0.375 V and yo,p = 7.5 V. Thus, the linear models
G(s) and G(s) are obtained around this operating condition
and the actual control input applied to the DC-DC converter
is expressed as

u(t) == uc(t) + Uoffset

where uofrset = 0.375 V corresponds to the input at the
operating point and u.(¢) is the control input generated by the
hold device.

IV. ZERO-DYNAMICS ATTACK ON DC-DC CONVERTER
In this section, we consider a situation that an attacker injects
ZDA to the control system shown in Fig. 4. The construction
of attack signal is explained in detail and the effect of the
attack is demonstrated by numerical simulations.

Suppose that G4(z) given in (15) is exposed to the attacker.
Let Dy(z) (assumed to be monic) and Ny4(z) be the denomina-
tor and numerator of Gy(z), respectively, namely

Ny(2)
Dy(2)
Dividing Dgy(z) by Ny4(z) results in that
Dy(2) = Qd(2)Ng(2) + Ry(2) (16)

where Qq4(z) = 0.73z — 1.62 and Ryq(z) = 2.82z + 0.13.
We then rewrite Gg(z) as

Gy(2) =

1

Ga(2) = Ny(2) _ 04
= 04@Na@) + R L Ra@
di2)Vaiz diz 1+Qd(Z)Nd(Z)

which can be regarded as the transfer function of a

closed-loop system that is composed of two systems with
. 1 Rd(z) . .
transfer functions 00 and Ny(o)» 3 shown in Fig. 7.
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Ry(z) :
Ny(2) 04(2)

the state space as follows. First, the transfer function
is realized in the controllable canonical form, i.e.,

[T o 1 0
M+l = | _0.06 —1.22 | T |1 |

We now realize the transfer functions

= : Sank + Pdyk
wp = [—0.13 —2.82] mk
= Y4 Mk (17)

where n; € R? is the state and w; € R is the output of the

subsystem. It is noted that the eigenvalues of Sy correspond

to the zeros of Ny(z) (equivalently Ggy(z)) and hence the

dynamics of 1 with yy = 0 is the zero-dynamics of Gy(z).
Meanwhile, one can realize ﬁ as

$k+l = 2235 + 137 ¢
= : ¢q & + gaex
Vi = &k (18)

where & € R is the state and e; := uy — wg. Then, from (17)
and (18), the transfer function Gq4(z) is realized in normal
form given by

[nkﬂ] _ [ S Pdi| I:Uk:| n [02] "
Ek+1 —gdv¥y b4 | L& 8d
v = [0] 1] [gl;j (19)

Since Sq has an unstable eigenvalue at —1.17, the system
under consideration is vulnerable to ZDA in the sense that an
attack generated by the dynamics (7) with any ¢ belonging
to the eigenspace corresponding to an unstable eigenvalue of
Sq will drive n; unbounded while y; converges to zero due to
stability of the system.

The effect of ZDA is demonstrated by numerical simu-
lations. In the simulation, we assume that the system has
transfer function G(s) and a ZDA is constructed using G(s).
The DC-DC converter used in the experiment has an input
limit (0 A to 0.75 A) and this is also considered in the
simulation. In addition, a threshold of 0.1 V is set so that if the
voltage deviation of the output voltage from its normal value
(7.5 V) is greater than this threshold, then it is determined that
an attack is present.

The attack that has been constructed from the approximate
system model G(s) has two state variables and is applied to the
system at 7, = 0.04. The initial condition of ZDA is chosen
as §o = [—0.651 0.759] x 1075

Fig. 8 shows the output behavior of the system under ZDA.
Since Sq has an unstable eigenvalue, the attack signal ai
diverges as k increases, and the effect of the attack appears
on the continuous-time output y(z). On the other hand, the
sampled output y; resides within the normal region, which
implies that the monitoring system cannot recognize that the
system is under attack.

It is noted that the state of zero-dynamics does not diverge
but oscillates and this is due to physical limitation on the
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FIGURE 7. Feedback representation of G,(z).
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FIGURE 8. Continuous and discrete-time output of a system using
zero-order hold under zero-dynamics attack based on the zero-dynamics
of a system G(s) using zero-order hold.

input signal. If there is no limit on the input, then the state of
the zero-dynamics will diverge as is expected by the theory.
Although bounded, the large oscillation in the state makes the
output signal y(¢) exceed the threshold and this undesirable
oscillation may shorten the lifetime of the circuit or cause
damage and thus can be a target of malicious attack.

V. GENERALIZED HOLD FOR DC-DC CONVERTER
In this section, we design a GH for a DC-DC converter system
and demonstrate that GH can improve security against ZDA.
As explained in Section II-B, the main idea is to relocate
all the zeros inside the unit circle so that the attack signal
based on the new zero-dynamics converges to zero posing
little threat to the system.

We follow the design procedure described in Section II-B
to design a GH. In step 1, we choose N = 4, z4.1 = —0.6,
and z4 » = 0. Then, G;.’; becomes

0 7
~ 77+ bg 1z
Gi= 0)
2> +ag2z° +ag,1z2 +ad,o
where Z’d,l = —z4.1. In step 2, we realize Gz in controllable
canonical form as
0 1 0 0
Xkl = 0 0 1 X+ | 0| u
3.5x 1073 —0.17 1.01 1
= : ActrXk + Botruk
Vi = [O 0.6 1]xk
= Cctr}Ck. (21)

In step 3, we compute B, = Oy 'OctrBetr to have B, =
[1 1.89 x 10° —3.78 x 106]T. In step 4, we compute the
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FIGURE 10. Response of the system under zero-dynamics attack.
Generalized hold is used as a hold device and zero-dynamics attack is
based on the new zero-dynamics.

matrix Cq y and obtain

h=19.61 x 10® 1.16 x 10° 1.01 x 10° —3.78 x 10%].
(22)

Finally, in step 5, by computing kg = N/ vazl h; and using
h; = kgh;, we have

h=[1.39 1.69 1.47 —0.55]. (23)

Fig. 9 represents the zeros of the sampled-data system with
ZOH and GH, respectively. The circles denote the zeros of the
systems. As can be seen in the figure, one of the zeros of G(s)
with ZOH is located outside of the unit circle. Whereas all
the zeros of G(s) with GH are inside the unit circle, which
implies that ZDA has little or no influence. We note that the
proposed GH has robustness against plant uncertainty in the
sense that although it is designed for the approximated model
G(s), it also places all the zeros of G(s) inside the unit circle
as shown in Fig. 9.

Fig. 10 shows the response of the system G(s) under ZDA
when the proposed GH is used instead of ZOH. The attack
is constructed based on the zero-dynamics of Gz(z). As can
be seen from the response, the ZDA has little effect on the
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FIGURE 11. Output of a system using generalized hold under
zero-dynamics attack based on the zero-dynamics of a system G(s) using
zero-order hold.

system and this is because the attack is based on a stable
zero-dynamics and thus converges to zero asymptotically.

If the attacker insists on injecting ZDA using the unstable
zero-dynamics (that of the case using ZOH), this can be
recognized by the monitoring system. Fig. 11 illustrates this
situation. Since the dynamics of the attack signal is no longer
the same as that of the target, the effect of ZDA appears on
the output so that the monitoring system can take appropriate
action to protect the system.

VI. EXPERIMENTAL RESULT
This section presents the experimental results for the control
system shown in Fig. 4. We consider the situation in which
the system is stabilized by a PI controller that is implemented
in a micro-controller. The proportional and integral gains of
the controller are chosen as k, = 3 and k; = 1, respectively.
In addition, as described in Section III-B, the values corre-
sponding to the operating condition are given by uofrser =
0.375 V and yop = 7.5 V. The sampling time is given by
Ts; = 0.8 ms. The output measured by an oscilloscope is
denoted by y(¢) and the attack is initiated at 7, = 0.04 s.
Under this configuration, we consider the following sce-
narios for experiment.
o Scenario 1: injecting ZOH based ZDA into the system
with ZOH.
e Scenario 2: injecting GH based ZDA into the system
with GH.
o Scenario 3: injecting ZOH based ZDA into the system
with GH.

A. SCENARIO 1

In the first scenario, we consider a situation that an attacker
injects ZDA to the system that has ZOH as the hold device.
The system is vulnerable to ZDA because zero-dynamics of
the system is unstable. The parameters and initial value ¢y of
ZDA are chosen as the same values given in Section IV.

Fig. 12a shows the input signal (u.(¢)+uoftset+a(t)) applied
to the converter. Before the attack is injected, a constant
voltage (uoffset, Operating condition) and control input u.(¢)
are applied to the converter. After t = T, it can be seen that
the input voltage is affected as the attack increases. Due to the
input constraints, the actual input applied to the converter u(t)

VOLUME 10, 2022



B. Kim et al.: GH Based Countermeasure Against ZDA With Application to DC-DC Converter

IEEE Access

Attack initiates

me il <IN

"0 002 004 006 008 01 012 014 016 018 02 022 024
Time (s)

(a) Control input u(t) applied to the converter.

‘Attack ixliti‘atcs
| [ ”
: i M
, |

[ SEEN)
(ST

o

Current (A)
>

h o o

0 002 004 006 008 01 012 0.14 016 0.18 0.2 0.22 024

Time (s)
(b) Output current i.(t) of the converter.

Attack initiates
7.8 T T

t
77 7“
° Yk

72 I I I I I I I I I I
0 002 004 006 008 01 012 0.14 0.16 0.18 0.2 0.22 0.24

Time (s)
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FIGURE 12. System behavior under a stealthy attack: the system has
zero-order hold in the input side and the zero-dynamics attack is
constructed from G(s) with zero-order hold, i.e. from (15) or (17).

is saturated and oscillates within the input constraint range
(0 V1o 0.75 V).

The output current of the converter i () (see Fig. 5) mea-
sured with an oscilloscope is shown in Fig. 12b. Since the
input applied to the converter oscillates under the effect of
an attack, it can be seen that the output of the converter also
oscillates in proportion.

Fig. 12c shows the system outputs y(¢) and yi. The signal
¥(t) is measured using an oscilloscope and can be regarded
as the continuous-time signal, while y; is measured every
sampling period T using a voltage sensor. Due to the effect of
ZDA, the continuous-time output y(¢) of the system oscillates
over time, but the discrete-time output y; does not exceed
the threshold, so it is difficult to recognize that the system
is under attack by remote monitoring.

B. SCENARIO 2
Suppose a GH, instead of ZOH, is used as a hold device.
If the GH is designed so that the zero-dynamics of the new
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FIGURE 13. Neutralization of zero-dynamics attack under generalized
hold: zero-dynamics attack is constructed from G(s) with generalized hold
whose zero-dynamics is stable and converges to zero.

sampled-data system is stable, then the ZDA based on this
new zero-dynamics converges to zero asymptotically, mean-
ing that it has no or little effect on the system.

The hold gain £ is set to (23) and §y = [—0.858 0.515] x
1078 The attack is generated by using the zero-dynamics of
the system with GH, and the parameters are given by Sq gH =

[g _(1).6},1//;% = [353x107° —-1.13],g4gn =
1.45 x 107°.

Fig. 13 shows the experimental result for this scenario. The
initial condition ¢p is chosen similarly to Scenario 1, but the
initial value of ay is larger than Scenario 1 because the gain
é is large so that the effect of ZDA appears immediately.

However, the attack signal converges to zero eventually since
the zero-dynamics is stable.

C. SCENARIO 3
In the last scenario, we consider the case where the attacker
is unaware of the existence of GH and apply the ZDA that
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FIGURE 14. Detection of zero-dynamics attack: the attack is based on the
unstable zero-dynamics considered in Scenario 1, while the actual
zero-dynamics under generalized hold is stable.

is used in Scenario 1. If the system with GH has stable zero-
dynamics, then the unstable attack will be clearly detected by
monitoring the sampled output.

Fig. 14 demonstrates the detection of the unstable ZDA
when GH is employed. The hold gain & for GH is chosen
as (23), and the parameters for ZDA are the same as in
Scenario 1. It is clearly seen that unlike Scenario 1, the
sampled output y; oscillates outside the threshold and hence
the presence of attack can be detected by the monitoring
system and actions to protect the system can be initiated.

VII. CONCLUSION

In this paper, we consider the security problem of DC-DC
converter which is widely used in many applications. It is
shown that even if the continuous-time system has stable
zero-dynamics, the zero-dynamics of the sampled-data sys-
tem can be unstable when ZOH is employed, which implies
that the system is vulnerable to ZDA. The effect of ZDA is

44932

then demonstrated by simulations and experiments. In order
to protect the system from ZDA, a countermeasure employing
GH is introduced. Considering both situations where the
attacker knows the presence of GH or not, it has been exper-
imentally verified that this stealthy attack can be effectively
neutralized or detected using GH. As a future research topic,
we plan to study the zero assignment problem that is robust
to system uncertainty. In addition, the study of defense tech-
niques considering nonlinear systems will be an interesting
research topic.
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