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ABSTRACT Recently there has been an increase in the use of Blockchain technology for multiple purposes;
one of them has been food traceability. This technology has increased quality control, safety, and reliability.
So, the producers are looking for better ways to trace the products at any supply chain stage to ensure
their quality. A smart contract is a transaction protocol that execute automatically when a predefined set of
conditions are met. In this paper, we propose a smart contract to monitor the status of the coffee beans in the
transport and storage stages with data validation. Using the Hyperledger Fabric Blockchain tool, we deploy a
test network of two actors, also known as organizations. The organizations come together to form a channel in
the network. Each has a valid identity that helps them verify their signatures over any transaction.We selected
JavaScript to write our proposed smart contract for experimental and evaluation purposes. To evaluate the
smart Contract, we use Hyperledger Caliper, obtaining an average throughput of 10.4tps and average latency
of 0.7s, being fast enough to be used in a real environment, considering the current control conditions of the
coffee beans.

INDEX TERMS Blockchain, coffee, coffee certifications, reliability, smart contract, storage, traceability,
transport.

I. INTRODUCTION
One of the most consumed beverages in the world, after
water, is coffee. Millions of people drink coffee daily, and
the demand is increasing not only for coffee but for high-
quality specialty coffee [1]. Also, coffee is one the most
valuable agricultural product in the world, according to the
International Coffee Organization (ICO) [2], both in terms
of volume and value [3]. Multiple third-party certification
schemes have recently been adapted globally like Certified
Organic, Rainforest Alliance, among others [4]. Using these
certifications, the coffee growers and coffee organizations
can sell their product to national and international markets
with an increased profit margin. In this context, some authors
consider no clear benefit for the smallholders [5] but consid-
ers that product traceability and the possibility of direct sale
mechanisms that guarantee the origin and preservation of the
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quality of the coffee in the value chain could provide higher
remuneration to the farmers.

In Colombia, the National Federation of Coffee Growers
(FNC, by its acronym in Spanish) [6] has regulated the quality
conditions for coffee export and the purchase price penalties
for coffee bags based on their quality [7], [8]. Maintaining
quality conditions in each coffee bag is necessary to avoid
fungi and defects during the transport and storage. Thus,
variables like bean moisture on dried parchment coffee, tem-
perature, water activity on dried parchment coffee must be
controlled and checked to ensure the quality of the coffee
beans.

As mentioned earlier, the selling price of a coffee bag will
fluctuate according to the quality conditions of the coffee
beans; but also, circumstances such as the uneven distribution
of value and risks, increasing labor costs, climate changes,
and diseases, has a considerable impact on the livelihood of
coffee growers [9].

Recently there has been an increase in the use of
Blockchain technology for multiple purposes; one of them
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has been the food traceability [10]. Blockchain has been
used to improve access to traceable information by making
it available for all parties at any time. This technology has
increased the agricultural value chain’s quality control, safety,
and reliability [11]. So, the producers are looking for better
ways to trace the products at any chain stage to ensure their
quality.

A vital feature of the Blockchain network are smart con-
tracts; once deployed, these contracts run autonomously
when the agreed conditions have been met or when the net-
work receives a transaction related to the particular contract
deployed [12]. Smart contracts as the Blockchain network are
immutable and can be reviewed and updated at any time.

As wementioned above, coffee beans can lose their quality
if transported or stored in unsuitable conditions, impacting
the coffee bag price; so, in this paper, we propose a smart
contract to monitor the status of the coffee beans during
transport and storage. In this way, the farmer can make the
right decisions regarding handling before the sale and obtain
better profits, considering coffee certification schemes.

This paper is organized as follows: Section 2 introduces
key concepts to understand the investigative environment,
section 3 shows how Blockchain technology would apply to
the traceability of agri-food processes, section 4 presents the
smart contract proposed for the coffee chain, specifically in
the stages of Transport and storage. Subsequently, section 5
shows the implementation and tests of the smart contract,
followed by the conclusions in section 6.

II. KEY CONCEPTS
A. SMART CONTRACT
The smart contract was proposed first by Nick Szabo [13].
However, its use began with the introduction of Blockchain
technology in 2008. A smart contract is software that runs
autonomously once deployed on the Blockchain network [12]
when a series of conditions agreed by the members of the
network are met.

Organizations like Ethereum have proposed standards for
the packaging of smart contracts to facilitate the reuse of
developed contracts and have also made efforts to offer
standards throughout the construction of the Blockchain
network [14].

A smart contract is a computer program that considers all
the conditions agreed by the parties. When it is deployed on
the Blockchain network, it can be called by any user on the
network with access permissions and changes a set of state
variables on the network using the transaction information.
According to definition 12 on [15], the smart contract needs
to satisfy the following equation.

C (si,Txi) =
(
sj,Ri

)
(1)

where S = {Si∈N∗} represents all the possible states in the
smart contract C. T = {Txi∈N∗ = (t, in, out, s, pld)i∈N∗}
exposes a transaction on the Blockchain network where t
is the transaction’s timestamp, in represent the data sent,
out represent the transaction response, s represents the

transaction signature and pld is the payload data. R = {Ri∈N∗}
represent the possible responses that the smart contract will
give. If a valid transaction calls the contract, the smart
contract will produce a new state Sj and a corresponding
response.

B. TRACEABILITY
Traceability of a product is the ability to identify a product at
any stage of the supply chain [16], it can be a ‘‘One-up One-
Down’’ implementation, or it may be a little more complex
depending on the level of information of the product [17].
It can also be defined as Traceability, the ability to identify
and track the history, distribution, location, application of
products, parts, and materials of a final product to ensure
reliability.

C. DATA VALIDATION
Data validation is a process to accept or refuse data values
in a finite or infinite set of acceptable values [18]. Its goal is
to ensure that the data are correct and also helpful. It depends
on the validation rules set for the phenomenon represented by
the data, although some rules can be used generally.

D. COFFEE CERTIFICATIONS
Voluntary Sustainability Standards (VSS) are standards
developed at the local, national or international level by
organizations from the public and private sectors for envi-
ronmental and social improvements. They emerged as a new
instrument of transnational trade governance [19]. Multiple
VSS certifications exist in coffee productions such as Bird-
Friendly, Rainforest Alliance, UTZ, Organic, Fair Trade,
Coffee Practices, Appellation of Origin, and more. These
certifications search to improve the economic sustainability
of smallholder farmers in coffee-producing countries.

III. BLOCKCHAIN-BASED TRACEABILITY IN AGRI-FOOD
PROCESSES
A. BLOCKCHAIN BACKGROUND
According to [20], Blockchain-based traceability has a signif-
icant impact on agri-food traceability; since the information
stored in the Blockchain network cannot be modified, the
traceability processeswill bemore secure and reliable, having
an impact mainly on transparency, accountability, fraud pre-
vention, and protection among others. Thismakes Blockchain
traceability more efficient than normal traceability processes,
making it more attractive to trace product information from
its origin to the final consumer. Figure 1 shows the difference
between the traditional traceability and the Blockchain-based
model on an agri-food supply chain.

As shown in figure 1, the agri-food supply chain layer
shows the traceability stages. These partners produce and
demand information related to one or multiple supply chain
stages. This data is stored in a traditional centralized trace-
ability scheme in private servers. Partners have delayed
access to data of other traceable partners, so real-time data
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FIGURE 1. Traditional and blockchain-based traceability.

sharing has several challenges due to the different data request
processes they must perform for each partner. This model
influences information security and quality control. No one
outside the organization can audit data, so if someone within
the organization changes the data, there is a possibility that
the alteration will not be detected in the following stages of
the supply chain.

In Colombia, the National Institute for Food and Drug
Surveillance (INVIMA) [21] has made efforts to improve the
traceability of medicines and food, with the development of
the Traza tool, a health surveillance model aimed at moni-
toring the conditions of establishments, products or services
that are the competence of the institute throughout its entire
production chain or life cycle, guaranteeing their identifi-
cation and traceability. However, the tool can only be used
for medicines and medical equipment and the information is
centralized on the INVIMA servers. Users must access the
tool through the INVIMA web portal.

This scheme has flaws because it is centralized, and small
producers may not have enough technology and accessories
to use this type of platform and the information it provides.
This would be reflected in the level of traceability that can
be applied to the products monitored by the institute. On the
other hand, there are restrictions on the information that a
small producer can collect based on the monetary capital,
which could cause its adaptation to recent technology that the
Traza tool may request from them, once it is available for food
products. So, they might see their production costs increased
just to meet the tool’s requirements.

On a Blockchain-based non-centralized traceability
scheme, the data is sent to all nodes on the network. It con-
tributes to data sharing, facilitating real-time data access and
continuous process improvement on the supply chain. The
transactions and all the information about the operations are
open and transparent. Any traceability partner with access to
the Blockchain network can see and audit all the data that has
been stored. It improves data availability by not depending
on a single server, increasing the security and reliability of
the data stored on the different processes associated with the
supply chain.

Figure 2 shows an adaptation of the architecture proposed
by [20] for a Blockchain-based food traceability system.
The architecture has four layers; the business layer covers
all the activities related to each traceability partner on any
stage of the supply chain. Any actor can consult, control and

FIGURE 2. The architecture of blockchain-based food traceability system.

manage the traceable information. Information layer process
all data produced by the traceability partners. It includes
quality information, processing data, logistic information,
and other data types. This data can be recorded using IoT
sensors, non-IoT sensors, or manually.

The Blockchain layer facilitates transparency and data
security. The smart contracts monitor the quality of the
product and planning. It provides retailers and consumers a
record of how the product has moved through the supply
chain, all this in real-time using the information appended
on each transaction and the information already stored in the
Blockchain network. Finally, the application layer will see the
interaction between traceability partners. They would be able
to see all the activity record on the full process.

B. CURRENT KNOWLEDGE STATUS
Considering the investigation aim and the previous concepts,
we conducted a literature review to improve the understand-
ing of the subject and see the current state of the application of
Blockchain technology to increase data reliability or perform
data validation in traceability environment and its use during
coffee transport or storage.

The Authors in [22] presents a system for the preservation
of evidence based on Blockchain technology to avoid prob-
lems caused by third-party evidence preservation services.
Still, it is not covered from the point of view of the reliability
of the evidence before it is stored on the network or the relia-
bility of who holds the evidence. In [23], the authors present
an approach using Blockchain technology in the food supply
chain, whose goal is to increase standardization in the data
format, improve the lack of regulations, etc. Nevertheless,
they do not consider the reliability of the data to be appended
to the network, leaving the entire validation process to an
actor of the Blockchain network.

The authors in [24] present a reliability analysis for
Blockchain oracles using Fault Tree Analysis based on the
oracle architecture. Although the authors evaluate the relia-
bility of the Blockchain oracle, oracles introduce a ‘‘trusted’’
third party into the Blockchain system. But the external state
used for oracle data can be altered.

In [25], the author proposed Blockchain to increase
transparency, sustainability, scalability, safety, security, and
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accuracy on a real-time, cost-effective coffee supply chain.
However, the authors only propose using the technology but
do not perform tests or simulations in the traceability of the
coffee supply chain. In [26], the authors show the typically
established smart contracts between parties in an intelligent
farming environment. All the contracts aim to improve trace-
ability transparency, but none consider data monitoring or
validation.

Authors in [27] monitored green coffee beans during trans-
port from Brazil to Italy to measure the effect on green coffee
beans by changes in temperature, relative humidity, and bean
moisture to determine the best disposition for the transport
of coffee in containers and generate recommendations in this
regard. However, the suggestions made by the authors can
be applied on the coffee bags before starting the transport
process or at the end of it, leaving aside adjustments that could
be made during the transport process. In [28], the authors
propose a temperature and humidity control for the storage of
Arabica coffee by controlling the activation and deactivation
of a fan located in the storage area to maintain control over
the mentioned variables. Still, the temperature and humidity
control are performed over the entire storage area, leaving
aside the conditions of coffee beans, which could affect the
beans in good conditions.

In [29], the authors proposed an IoT-enabled smart agricul-
ture system using Blockchain technology for the pre-harvest
and post-harvest stages. Nevertheless, the proposed system
does not consider that the data could be damaged or tampered
before the transaction over the network is done, although they
consider it a challenge.

C. POSITIONING AND CONTRIBUTION
Based on the previous sections, we can see the following
facts.

1. The localized investigations related to Blockchain
technology have focused on using the advantages
offered by the technology, especially its immutability,
to improve the transparency of traceability processes.
Still, no efforts have been located in the use of this
to validate the information before being attached to
the network Blockchain. This could allow the entry of
altered data to the network that cannot be modified.

2. It was possible to locate research efforts focused on
monitoring the most relevant variables for the conser-
vation of the quality characteristics of the coffee, the
control of these variables, and the effects that they have
on the production processes.

3. Even though some authors mention the use of traceabil-
ity schemes supported in Blockchain, to improve the
transparency of the information. They do not mention
the use of smart contracts to validate the data generated
in each stage of the supply chain, or the generation of
automatic recommendations based on data that support
early decision-making

To monitor variables related to the quality of the coffee,
in this paper, we propose a smart contract for transporting and

FIGURE 3. General coffee supply chain based on [30].

storing coffee bags. Using the monitored data, it is possible
to verify the handling given to each bag and made a rec-
ommendation about the purchase price. The proposed smart
contract validates the data sent to the Blockchain network in
each transaction. These can be used in the future to measure
reliability in the information generator, giving new validation
rules and building even more confidence in traceability data.

IV. SMART COFFEE CHAIN
This section presents the coffee supply chain and the smart
contract to coffee storing and transportation.

A. COFFEE SUPPLY CHAIN
The coffee supply chain has five main stages, as shown in
Figure 3. Each step involves a set of specific activities [30].
Direct and indirect actors of each stage conduct these activ-
ities. The size of the chain depends on the size of the farm,
the processes that occur in the farm, and the customer prefer-
ences, among other considerations.

Figure 3 shows the general coffee supply chain with its
actors and activities. The first stage is the input selection;
at this stage, the farmer selects the coffee seed to use based
on the recommendations made by the coffee committees,
national coffee committees, or coffee organizations. Then
the input suppliers provide the seeds to the farmer and the
handling required for the seed. In the second stage, the farmer
is responsible for preparing the soil and managing it. He will
use various chemical products according to the earth’s needs
and the seed. Again, as direct actors, we also have committees
and coffee organizations or federations.

In the third stage, the culture management process is con-
ducted; in this case, diseases associated with coffee, shadow
management should be controlled, if required, the use of
fertilizers to maintain the plant healthy and prune weeds or
other types of unwanted plants. Here, the harvesters, respon-
sible for collecting the fruit, appears, a new direct actor.
Stage 4 consists of the handling of the fruit; this includes
the process of pulping, fermentation, washing, drying, toast-
ing, etc. In this stage, a new actor appears; the roasters and
mills, which have specific tasks within the scene, although
farmers can possess the means to conduct these activities.
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FIGURE 4. Distribution processes on the coffee supply chain.

Post-harvest processes, like storage and transportation, are
affected by environmental conditions; humidity affects prod-
uct quality in these processes.

Finally, the last stage is the transportation and distribution
of the coffee; two of the activities associated with this stage
may be present in the previous stages of the chain. The storage
and transport can occur internally on a farm or externally to
transfer the coffee to a collection center with greater storage
capacity.

As can be seen in figure 4, the Transportation starts with
the coffee bag reception. Then the bags are taken to the des-
tination point, where they are delivered to the corresponding
stage of the chain. In this way, our proposed smart contract
will focus on the displacement stage. At this stage, the coffee
must be monitored to ensure that it is in a good state upon
delivery.

The storage process can be seen in figure 5. The coffee
bags are organized by lots and stored until enough bags are
collected. Then the coffee is classified, cleaned, and milled
to be finally classified by size, weight, density, and color.
Finally, it is packed and stored to be sold.

FIGURE 5. Storage processes on the coffee supply chain.

In this paper, the Storing will be focused on the warehouse
storage of green coffee bags. This stage is essential because
the quality coffee beans are susceptible to variables like
bean moisture, temperature, and water activity. It is valid to
mention that the loss of characteristics and quality in coffee
is a big problem; since 100 Kilograms of cherry coffee are
needed to obtain 20 Kgs of dry parchment coffee. From this,
18 Kilograms are received in the best of cases of green coffee.
After the roasting process, 13 Kilograms of roasted coffee
are obtained. For every 100 Kilograms of coffee harvested,
we will get 13 Kilograms of coffee finally commercialized.

Herein lies the importance of maintaining optimal coffee
conditions during Transportation and Storing in warehouses.

B. SMART CONTRACT TO COFFEE STORING AND
TRANSPORTATION
Smart contracts record all information generated by the actors
on the five main processes from input selection to transporta-
tion and distribution. All actors would be able to retrieve all
the information related to a specific activity at any time during
the product flow on the supply chain. Once the information is
uploaded into the ledger on the Blockchain network, no one
will be able to manipulate it in any way. Next, we show the
use of the smart contract on Storing andDistribution activities
in Transportation & distribution processes.

Table 1 shows the data available for the smart contract
to Storing and Transportation activities in Transportation &
distribution processes. At each stage, a predefined smart
contract between the involved actors will manage the data
and will be able to propose decisions to the actors based on
the transaction’s information. The predefined smart contract
will be developed using the initial arrangement made by the
network actors.

TABLE 1. Data available for the smart contract by activity of interest.

A network actor could access multiple smart contracts
depending on business relationships or inquire about the
coffee’s status at each stage. We decided to include Producers
& Farmers because transport and storage can also occur at the
post-harvest management stage.

Our goal is that the smart contract can check every trans-
action made into the system and perform recommendations
about the product management and penalties based on the
predefined terms agreed by the chain actors; following this,
Figure 6 shows the minimal required stages to build and
deploy a smart contract.
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FIGURE 6. Smart contract development stages.

In figure 6, the coffee supply chain actors of the storage
and transport activities will be the contract owners; they will
agree to the terms and conditions for the initial development
of the smart contract. Once the negotiation is done, the smart
contract programmer will develop the contract considering
all the agreed points like prices per bean quality and clas-
sification. Then the smart contract programmer will deploy
the contract on the Blockchain network, and actors connected
to the network, with the required permissions, will conduct
transactions using the deployed smart contract.

Additionally, the developed smart contract will include
conditionals that will help to determine when incorrect data
has been received in a transaction. Validations initially will
look for syntax errors, but we expect that future interactions
will detect semantic errors in the transactional data.

The codification of a smart contract requires a set of
attributes, functions, and events that triggers the transaction
log for a new block on the Blockchain network. The attributes
are the variables that will hold the transactional data and any
data generated during the contract execution. The functions
represent the smart contract’s task once a network transaction
calls it. Finally, the events occur once the smart contract has
finished and require updating an asset on the Blockchain
network.

The smart contract will bridge the real world and the
Blockchain network, collecting data and updating the trace-
able variables logs. We deploy a test Blockchain network
using the Hyperledger Fabric to evaluate our proposed smart
contract. The test network consists of two organizations with
two and three transactional endpoints known as Peers; the
peers will be in charge of sending the transaction to the
network on the dedicated channel; an organization can be
a multinational corporation, a national company or a single
individual. In Hyperledger Fabric the channels are the way of
communication for peers; a peer can join multiple channels
at the same time, each transaction made by a peer must have
a target channel and smart contract.

Each peer has a unique identity that helps them verify their
signatures over any transaction and the authority or access
level on each channel. Peers can do queries over the store data
but cannot create or update the status of a variable indepen-
dently. To update a variable status, all the peers on the network
must reach a consensus; the test network uses RATF [31] as
consensus protocol; once the consensus is reached, the ledger
is updated with the new status.

Figure 7 shows the general system for deploying and using
the smart contract to coffee storing and transportation. At the
top, we can see the smart contract programmers in charge
of the contract deployment over the Blockchain network; we
will be using the Hyperledger Fabric Blockchain solution.
Also, we can see that the actors involved with the contract
will see the transaction information as soon as it is available
on the Blockchain network.

FIGURE 7. General system overview.

Also, in Figure 7 we can see the stage of the coffee supply
chain (figure 3) in which we will have our research focus,
Transportation & Distribution. The activities and information
available can be seen in table 3; the data in most cases will be
collected using sensors connected to a data hub or with IoT
capabilities. The data cannot be collected automatically by
sensors. It will be done manually and stored in digital media
to be sent to the respective actor server, which will also work
as a node of the Blockchain network. Finally, the server will
send a transaction into the individual channel using the latest
data and the smart target contract using one of its peers.

Figure 8 shows the interaction with the Blockchain net-
work; on the left side, we can see that the interactions start
with the traceable data generated by coffee transport and
storage; this information could be recollected using sensors.
Later, this traceable data is sent to the actor’s server. Using
the Hyperledger Fabric, the deployed smart contract updates
the states of the information log on the Blockchain network.
On the other hand, the supply chain actors can consult the

FIGURE 8. Interaction with the blockchain network.
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Blockchain network’s information log using a PC that has
previously acquired the necessary credentials; to connect to
the Blockchain channel, and to be able to query the informa-
tion log. This process, if necessary, could also be extended to
actors who are not part of these activities.

Our proposal implements a smart contract written in
JavaScript, one of the multiple programming languages sup-
ported by the Hyperledger Fabric. The contract can be used
for storage and transport. The smart contract will know what
activity will be traced at the initial deployment. The proposed
smart contract can self-check the transactional data looking
for syntax errors in all cases. Also, it will compare the newly
entered data with the optimal values agreed by actors to check
if any penalty or recommendation should be applied. All
these penalties and recommendations will be stored in the
Blockchain to be verifiable by current and future users or used
as quality measurements.

V. IMPLEMENTATION AND PERFORMANCE EVALUATION
As mentioned, we selected JavaScript to write our pro-
posed smart contract for experimental and evaluation pur-
poses. To evaluate the smart Contract, we use Hyperledger
Caliper. This tool lets us see metrics such as throughput,
latency, successful and failed transactions on the deployed
Blockchain network. Based on [32], we will focus only on
these Blockchain challenges to ensure that the proposed smart
contract will not threaten the network.

Caliper throughput metric is the rate at which the
Blockchain commits valid transactions in the defined time
window. Latency metric is defined as a network-wide view
of the amount of time taken for a transaction’s effect to be
usable across the network and the amount of successful and
failed transactions.

We use a remote access virtual machine running 64 bits
ubuntu 16.04 LTSwith four cores, 8 GB of RAM, and 200GB
of disk space to install all the necessary tools to deploy the
Hyperledger Fabric network and Hyperledger Caliper.

Because coffee bags area is evaluated randomly a couple of
times everyweek for beanmoisture, and for ambient tempera-
ture and humidity every month, we decided to run a stress test
using Caliper with 30 to 600 seconds duration to change the
transaction load. This behavior will not replicate the expected
natural behavior but will let us see if the deployed Contract
will endanger the stability of the network.

Table 2 shows the most critical parameters to configure
our experimental setup; other parameters depend on the con-
figured Blockchain network, such as the number of peers,
orderers, channels, and organizations. The test duration was
selected randomly, starting with 30 seconds and then mod-
ifying the configuration file to reach 600 seconds using
30-second increments during intervals. The number of Work-
ers and the maximum transactional load was selected after
performing multiple tests. Using the results, we determine
that with the computational capacity of the virtual machine,
exceeding the value of 6 workers and 10 as the transac-
tion load supposed a load that exceeded the virtual machine

TABLE 2. Hyperledger caliper configuration.

capacity, decreasing the number of successful transactions
and increasing the number of failed transactions as the test
extended over time, using the Fixed Load Rate Controller
on the Caliper Configuration. This controller will maintain
a defined backlog of transactions within the system by mod-
ifying the driven TPS. The result is the maximum possible
TPS for the system while retaining the pending transaction
load.

Next, we present pseudocode and a Finite State
Machine (FSM) of the essential algorithms in the smart
contract. Algorithm 1 shows the smart contract initialization.
This algorithm creates the Bag0 asset and stores it on the
ledger. This asset saves all the optimal parameters agreed by
the actors. Figure 9 shows the FSM where ScI is the smart
contract initialization, PS is the status update on the ledger,
GS is the status check on the ledger and AU is the asset update
function.

FIGURE 9. Algorithm 1 FSM.

Algorithm 2 shows the asset creation process. This process
is like the smart contract initialization but in this case the
algorithm uses the transactional data related to an actual
Bag, utilizing an asset ID that is a bag id identifier like
Bag1 or Bag27. Each time a coffee bag will be added
to the traceability Blockchain network, this algorithm is
called. Figure 10 shows the FSM where AC is the asset
creation function, errors is the syntax error detection function,
pen is the penalties generation functions and reco is the
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Algorithm 1 Smart Contract Initialization
Inputs:

ID: key value of a product
POI: Product optimal information

Outputs:
product = GetState(ID);
if product == null then
PutState(key, POI, ‘‘none’’, ‘‘none’’, ‘‘none’’, 1.0, 1.0);

else
assetUpdate();

end if
Initial asset created with agreed optimal parameters

FIGURE 10. Algorithm 2 FSM.

FIGURE 11. Algorithm 3 FSM.

recommendation generation function. If the asset already
exists, the machine state transitions to the update state.

Algorithm 3 shows the asset update process. This algo-
rithm updates asset states on the ledger; as previously men-
tioned, each coffee bag has an ID stored as an asset.ID. Using
this ID, the smart contract updates the state of all the bag data
on the ledger. This algorithm calls algorithms 4 – 6 to check
for syntax errors on the transactional data, set penalties, and
management recommendations. Figure 11 shows the FSM
similar to figure 10; the update function states use the previ-
ously create asset to generate penalties and recommendations,
if the asset is not created, the machine state goes to create
asset.

Algorithm 2 Smart Contract Asset Creation
Inputs:

ID: key value of a product
PSI: Product sensed information

Outputs:
product = GetState(ID);
if product == null then
errors = syntaxVal(PSI);
reco = recoGen(PSI);
penalty = penaltyGen(PSI);
PutState(key, PSI, errors, reco, penalty);

else
assetUpdate();

end if
Asset created with the traced data or updated with the
traced data, syntax errors located, recommendations, and
price penalties.

Algorithm 3 Smart Contract Asset Update
Inputs:

ID: key value of a product
PSI: Product sensed information

Outputs:
product = GetState(ID);
if product != null then
errors = syntaxVal(PSI);
reco = recoGen(PSI);
penalty = penaltyGen(PSI);
PutState(key, PSI, errors, reco, penalty);

else
assetCreate();

end if
Asset updated or created with the traced data, syntax errors,
recommendations, and price penalties.

Algorithm 4 shows the syntax error check; in this case, the
smart contract checks if the sensed data can be converted from
string to numeric data. If the data cannot be, the algorithm
returns the data value stored on the ledger as corrupted data
to be analyzed later by a warehouse operator or the transport
agency. If the data can be converted, the algorithm returns the
string none. Figure 12 shows the FSM where SynChk is the
syntax error check function that returns a string containing all
the errors found.

Algorithm 5 shows the penalty check process. In this case,
the smart contract compares the newest coffee bag data with
the Bag0 data; as we mentioned before the asset identified as
Bag0 stores the optimal parameters agreed by the actors. If the
coffee bag parameters do not correspond with the optimal
values a penalty should be applied according to the agreed
terms. Figure 13 shows the FSM where GSOp is the optimal
agreed parameter asset locator, DC is the data comparison
function, and penal is the penalty generation function.
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FIGURE 12. Algorithm 4 FSM.

FIGURE 13. Algorithm 5 FSM.

Finally, algorithm 6 shows the smart contract recommen-
dation function. The process is similar to the penalty algo-
rithm. But in this case, the smart contract will generate a
management recommendation to avoid the penalty and ensure
the quality of the coffee bag. Figure 14 shows the FSMwhere
GHS is the historical status check function, retrieves all the
relevant information about the asset from the ledger.

Algorithm 4 Smart contract Syntax Error Check
Input:

PSI: Product sensed information
Outputs:

baddataString = ‘‘’’;
for data in PSI
if (!isNaN(data) then
baddataString = baddataString + ‘‘none’’;

else
baddataString = baddataString + string(data);

end if
end for
return baddataString;

Syntax error detected on the product sensed information

After developing the smart contract and using table
2 parameters, we perform the stress test over the network in
two stages. In the first stage the Caliper management will
send the workers to create bags on the Blockchain network

Algorithm 5 Smart Contract Penalty Check
Input:

ID: key value of a product
ID0: key value of the optimal product condition
PSI: Product sensed information

Outputs:
Penal = ‘‘’’;
product = GetState(ID);
productOp = getState(ID0);
if product != null & productOp != null then
dataOp = productOp.PSI;
data = product.PSI
if data != dataOp then
penal = penal + ‘‘Penalty recommendation based on
nonoptimal parameter’’;

end if
end if
returnpenal;

Penalty or penalties to be applied

FIGURE 14. Algorithm 6 FSM.

(2 or 10 for workers depending on the transaction load). Later,
the workers will randomly send read transactions for each
created bag to ensure that all bags get a read transaction
from a different worker. The second stage will evaluate the
update function that will run algorithms 1-4 to assess the bag
condition; generate recommendations, and penalties. In this
stage, the manager will also send the workers to create bags
on the Blockchain network, and the worker will send update
transactions randomly for every bag created. The results of
these processes can be seen in Figures 15-22.

Figure 15 showed the number of successful transactions
when the task was just to read the information of a coffee
bag. In this case, there was no failed transaction on the
test. However, in Figure 16, we can see that the number of
successful transactions decreased drastically on each run and
that the number of failed transactions increased over time.
To address this, we debugged the algorithms 3-6; after that,
we confirmed that the decreased successful transactions and
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Algorithm 6 Smart Contract Recommendation
Input:

ID: key value of a product
ID0: key value of the optimal product condition
PSI: Product sensed information

Outputs:
reco = ‘‘’’
productOp = getState(ID0);
productHistory = GetHistoricalState(ID);
if productHistory!= null &productOp != null then
for product in productHistory
dataOp = productOp.PSI;
data = product.PSI
if data != dataOp then
reco = reco + ‘‘expert management
recommendation based on nonoptimal parameter’’;

end if
end for

end if
return reco;

Management recommendation

FIGURE 15. Hyperledger caliper read results using two as transaction
load.

the increased failed transactions were not due to a bug or
problem in the smart contract developed.

However, after reviewing the Log of the Caliper tool,
we realized that the problem is presented because two or
more workers try to update the same bag at the same time
or when the transaction order isn’t correct according to [33],
Hyperledger Fabric uses a single trustworthy ordering service
in charge of the transaction order. So, if a transaction order
sets an update using a status previously updated but not
reflected on all the nodes the transaction will be unsuccessful.
Therefore, only the first transaction that arrived at the network
is processed, and the other ones became unsuccessful trans-
actions. After reviewing the viable solutions to this problem,
the most viable for this case suggested the modification of
the smart contract to support a list of transactions. However,

FIGURE 16. Hyperledger caliper update results using two as transaction
load.

this solution would be to the detriment of the number of
transactions performed per second on the network.

Bearing this in mind and considering that in a real envi-
ronment, the chances of receiving at the same time multiple
transactions related to the same bag are meager, it was deter-
mined not to modify the previously developed smart contract.

Figure 16 and figure 17 show the Throughput and Aver-
age latency differences while sending the read and update
transaction to the Blockchain network. While sending read
transactions, the throughput is high, an average of 246 trans-
actions per second. It is sufficiently fast enough to respond to
the environment where the smart contract would be running.
These values allow us to conclude that Multiple Warehouse
Operators could make inquiries about the network about the
state of multiple coffee bags in parallel without causing a
significant burden on it.

However, to update transactions while executing the smart
contract, the throughput falls to an average of approximately
ten transactions per second. In this case, considering the
update window used in the consulted storage sites, the trans-
action rate per second remains sufficient to carry a control of
the stored or transported coffee bags.

In the case of average latency, we can see in Figure 18 that
the latency is constant (0.02 seconds) for the reading stage.
At the same time, for the case of a update, this value goes up
and remains at an average of 0.5 seconds. However, a con-
siderable increase in latency remains manageable within the
field of application, considering the number of successful
transactions made in each cycle (Figure 16) of updates.

As shown in Figure 19, the behavior previously evidenced
is maintained with a smaller load of transactions, achieving a
more considerable number of successful transactions without
any errors, confirming the previous findings. In the case of
update transactions (Figure 20), we can see a drop in the num-
ber of transactions conducted successfully between the cycles
of 300 and 390 seconds.When reviewing the Log information
of the Caliper tool, we could not find an explanation to this
anomalous behavior, so we attributed its cause to a fall in the
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FIGURE 17. Throughput comparison between the read and the update
operations.

FIGURE 18. Average latency comparison between the read and update
operations.

FIGURE 19. Hyperledger caliper read results using ten as transaction load.

performance of the virtual machine in which the Blockchain
network deployment was made.

However, observing the values achieved, we can consider
that in an actual application of our smart contract, the number

FIGURE 20. Hyperledger caliper update results using ten as transaction
load.

FIGURE 21. Throughput comparison between the read and the update
operations.

FIGURE 22. Average latency comparison between the read and update
operations.

of successful transactions is sufficiently high to meet the
conditions of current measurements in coffee bags, based
on the consulted local sources, according to the warehouse
operator, they check the coffee conditions a couple of times
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every week. Again, it is valid to mention that failed transac-
tions are because it was attempted to perform more than one
transaction related to the same coffee bag in parallel.

It can be seen in Figure 21 and Figure 22 that the behavior
for the reading and update cycle is similar to the previous case
evaluated. However, due to the update stage between the 300-
and 420-Seconds processes, latency increases; it goes hand in
hand with the fall in successful transactions. We can confirm
that this drop in transactions is due to an event related to the
system in which the test network was run and not with the
smart contract.

VI. CONCLUSION
Technologies like Blockchain, IoT, and others are improv-
ing how some tasks related to supply chains are developed.
Tasks associatedwith the traceability processes are conducted
quickly and automatically or semiautomatically. Information
is readily available to everyone involved in the supply chain.
All information is kept secure and immutable in the chains
that use Blockchain technology, having the possibility of
quickly consulting the status of a product in different links
in the chain at any time, without consulting a third.

The proposed smart Contract and the traceability scheme
with Blockchain technology, using expert knowledge, will
perform timely action recommendations to reduce the loss
of coffee sacks due to improper handling during transport
or storage in warehouses. All these recommendations will
be made automatically based on the collected data and noti-
fied every user involved. In this way, we would have more
bags complying with the parameters stipulated by the FNC,
receiving a better price for the product, increasing the coffee
grower’s profit. All this without interfering with the current
prices based on the different certifications available.

Also, data validationwill improve the reliability in this type
of technology applied to supply chains of precious commodi-
ties like coffee reducing measurement error. Additionally,
the recommendations made can be consulted at any moment
in the Blockchain network. These will allow those involved
in the supply chain to make quick decisions about coffee
management, which is about to arrive or the coffee in storage
when required.

The use of this schemewill facilitate data access. Due to the
Blockchain network decentralized feature, all the historical
and recent data will be available to all the users with access
to the Blockchain network at any moment and in real-time.
The integrity of the data will be guaranteed by the intrinsic
characteristics of the Blockchain network and enhanced by
the data evaluation stage conducted by the smart contract. The
data transparency will also be increased by being available
throughout the flow process at the supply chain stages.

So, more transparency, security, and reliability on the data
will be acquired. Also, the efficiency will be improved with
the decision support and the profit increase. Finally, this smart
contract and the Blockchain-cased traceability scheme will
not invalidate any Coffee Certifications or VSS used by the
coffee grower, the coffee exporter, or roaster.

Although the initial settings cost of the sensors, the
Blockchain network, the development and deployment of the
smart contract could be high, the benefits of this technol-
ogy in traceability environments offer automated and robust
processes that will lead to better, more reliable traceability
system.

However, the proposed smart Contract is still in an early
development stage. More variables and knowledge will be
needed to make it more robust and practical to use on another
stage of the coffee supply chain. More work is required to
make sure it is feasible and has practical significance, and
future iterations will include validations rules not considered
at this point. In-situ validations are needed to find problems
not presented in controlled environments.
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