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ABSTRACT Microgrids gain popularity due to their economical and environmental benefits along with
low power losses and smaller infrastructure. However, it has several operational challenges such as power
quality, power system instability, reliability, and protection issues. Microgrid protection strategy is a prime
issue for the reliable operation of the microgrid. The microgrid protection scheme must meet the essential
conditions for grid-connected and islanded operational modes. This paper presents a comprehensive review
and comparative analysis of protection schemes and their implementation challenges for different microgrid
architectures with various operational requirements. The challenges associated with the implementation of
microgrid protection schemes are identified and discussed in detail. Furthermore, various simulation studies
have been conducted to demonstrate the microgrid protection challenges associated with different modes of
operation. This paper presents key information to researchers and protection engineers to identify microgrid
protection challenges and their mitigation approaches.

INDEX TERMS Microgrid protection, grid-connected mode, microgrid islanded mode, microgrid structure,
microgrid protection challenges, critical analysis, solution approaches.

NOMENCLATURE
IF Total fault current.
IF,Grid Fault current contributed by the utility

grid.
IF,DER Fault current contributed by the DER.
VTH Pre-fault voltage.
ZTH Thevenin’s impedance.
ZGrid Utility grid impedance.
ZDER DER impedance.
ZT1, ZT2 Impedances of transmission line

sections.

LIST OF ABBREVIATIONS
AC Alternating Current
DC Direct Current
DERs Distributed Energy Resources
PV Photovoltaic
PD Protection Device
MPPT Maximum Power Point Tracking
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approving it for publication was Yang Li .

PCC Point of Common Coupling
IDT Islanding Detection Technique
OC Over Current
LOM Loss of Mains
LV Low Voltage
ANSI American National Standards Insti-

tute
CB Circuit Breaker
TT French: terre-terre (Earthed neutral)
TN (French: T=terre) terre-neutral

(Exposed conductive parts connected
to the neutral)

IT French: isolé-terre (Isolated earthed
neutral)

PSO Particle Swarm Optimization
IEEE Institute of Electrical and Electronics

Engineers
AS/NZS Australian/ New Zealand Standards

I. INTRODUCTION
The electricity demand is growing with time. Many new
power plants have to be installed to fulfill the increasing
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electricity demand. The conventional fossil fuel based power
plants have several drawbacks such as environmental pollu-
tion, lower system efficiency, high costs and power losses
[1], [2]. Instead of a single large power source, several
small-scale generators/ distributed generators such as PV,
wind turbines, micro-hydro units are used in the dis-
tribution network. These micro-sources are environment
friendly but intermittent in nature due to the use of
renewable-based energy resources such as solar, wind, etc.
These micro-sources and loads cluster is used as they are
controllable to provide power to its nearby area which leads
to the concept called a microgrid [3].

The term microgrid can be viewed as the cluster of
distributed energy resources (DERs) and local loads along
with a control and protection system within the specific
electrical boundary. A microgrid is an efficient, low cost
and resilient local power system consisting of DERs and
supplies power to local loads with lower losses compared to
traditional system with long transmission lines. From a utility
perspective, a microgrid is a self-possessed element of the
power system that may be dispatched with local loads without
any transmission system. From the consumer perspective, it is
a specially designed system that provides efficient, reliable,
and stable power with the assistance of a power optimizer,
local controller, and protection system [4].

Generally, microgrids have two types of operational
modes; islanded mode and grid-connected mode. In grid-
connected mode, the microgrid obtains power from the
micro-energy resource as well as from the utility grid [6]
but the major power supply source is micro energy resources
which can be defined as DERs. Further, during the grid-
connected mode, the utility grid has a responsibility to
fulfill the demand of extra load within the microgrid and
provide voltage and frequency stability, reliability to the
microgrid functionality [5], [7]. While in islanded mode,
micro energy resources are the only source of energy that
fulfills the requirement of the load. In islanded mode, energy
management is the key to meet load demand at peak and
off-peak load time. At the peak demand time, the power
balance is maintained by supplying power to essential loads
only and in off-peak time excess energy is stored in the local
storage.

The increasing penetration of DERs such as wind turbines,
PV arrays, fuel cells, energy storage units, etc., integrates
into the microgrid which acts as a cluster of interconnected
DERs and electrical loads within a certain defined electrical
jurisdiction. With appropriate control, the microgrid offers
power factor correction, voltage and frequency regulation,
and power quality. In addition to the benefits of microgrids
such as economic and environmental benefits, low cost, less
infrastructure, and low power losses [8], a microgrid faces
a lot of operational and technical challenges such as system
stability, voltage/frequency regulation, power quality and
protection issues.

The protection of distribution network is primarily based
on the level of fault current, and direction of current flow

in a radial form of network. With the presence of DER,
the direction of current flow and level of fault current
can vary over time. Therefore the concept of protection
of microgrid is different and more challenging than the
traditional protection schemes. The main objective of a
microgrid is to supply continuous and reliable power to
consumers without using fossil fuel to reduce green gas
emissions. The fault current level depends on the power
generation sources, load location, and impedance [9]. These
factors change during grid-connected and islanded modes.
The fault current level is high during grid-connected mode
as both utility grid and DERs are contributing to the fault
and fault current is low during islanded mode as fault current
is only contributed by the DERs. For example, any fault
arises from the utility side and away from the microgrid, the
utility side should be isolated and if the fault occurs within
the microgrid, only the faulty part of the microgrid should
be isolated [10] to protect the microgrid. As fault current
varies with the DERs integration level and depends on the
operational mode of the microgrid. The current protection
system for microgrid should be modified according to the
level of DERs integration and operational modes. As the
renewable based energy sources are intermittent in nature,
they introduce fluctuation in generated power and the fault
current level changes according to the penetration level of
energy sources [11].

The traditional protection scheme used for conventional
power system depends on certain level of fault current and
a single threshold setting is adequate for relay operation.
However, it can may not operate properly and fails when fault
current changes due to change in current due to intermittent
generating sources or other disturbances [12]. Therefore,
the conventional protection schemes which are designed for
conventional network system is not suitable for a microgrid
with DER due to the following reasons [13].
• Bidirectional Power flow
• Intermittencies in the renewable based microgrid
• At islanded mode faults current level is different
• Fault current level varies with the operational mode
• DER type, either it is directly fed or inverter fed
The traditional protection systems are only suitable for the

unidirectional power flow and relays are made for specific
fault levels. Fault level changes with the DERs integration
level and operation modes. So, the traditional protection
system is not suitable for microgrid protection [27].

For reliable operation of a microgrid in islanded and grid-
connected mode, a suitable protection strategy is required.
In this review article, we have classified microgrid protection
structures, essential conditions in microgrid protection,
microgrid protection challenges, critical analysis, and sug-
gestions. Both AC and DC microgrid protection methods
have been described in microgrid protection structures.
Essential conditions in microgrid protections are discussed
that include microgrid topology, microgrid type, DER
type, relay type, fault type, earthing schemes, and various
protection constraints. The DC and AC microgrid protection
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TABLE 1. A comparison of recent review articles with this work related to the microgrid protection.

challenges are analysed in detail in this paper. AC microgrid
protection challenges include islanding (LOM or external
fault), dynamics in fault current magnitude, blinding of
protection, auto-recloser problems, switch selection, false
tripping re-synchronization, and faults events during the
grid-connected mode.

Simulation results demonstrating challenges of AC protec-
tion have also been discussed and analyzed. Grounding is one
of the main challenges in DC microgrid protection which is
being discussed in terms of DC ungrounded system, resistive
grounding system, solidly grounded system, and lack of zero-
crossing. Table 1, presents different mitigation approaches of
microgrid protection as discussed in different literatures.

A comparison of this work with past review articles on
the subject is presented in Table 1, which reveals that the
area related to microgrid protection under investigation has
not been covered in the existing literatures. For example,
in [20], authors discuss different protection challenges for
the power systems having high penetration of renewable
energy resources. In [10], critical analysis for hybrid AC
and DC microgrid has been presented. A review of different

coordination schemes for the protection of microgrids has
been presented in [21]. In [22], the authors analyze the
impact of the failure of a communication system onmicrogrid
protection schemes. Various issues and the available solutions
related to the protection of AC microgrids have been
described in [23]. In [24], [25], different solutions and the
involvement of various factors for microgrid protection have
been analyzed.

The main purpose of this paper is to highlight and
investigate all microgrid protection-related problems as well
as suitable solution approaches according to the DERs
integration level, types of DERs are used and different
microgrid configurations. The main contribution of this paper
is as follows.
• Study the microgrid protection structure and
requirement.

• Study the essential condition of the microgrid protection
in terms of microgrid topology, microgrid type, DERs
type, relay types, earthing requirements, and protection
constraints such as selectivity, sensitivity, reliability, etc,
of relays.
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• Investigation of microgrid protection issues with math-
ematical modeling and simulation results

• The critical analysis and suitable solution approaches
related to microgrid protection are discussed according
to the protection issue.

The remaining paper is arranged as follows. In section II,
microgrid structures have been discussed. Section III elab-
orates on the essential conditions in microgrid protec-
tion. Section IV discusses various microgrid protection
challenges. Section V depicts the critical analysis and
solution approaches related to microgrid protection. Finally,
section VI concludes the review article and highlights some
future research scope relating to the subject area under
analysis.

II. MICROGRID STRUCTURE
The microgrid can be defined as a decentralized network
of DERs units and loads that are situated within specific
electrical boundaries. The microgrid can implement its
operations in an islanded mode where it works independently
without external control or in a large area grid-connected
mode [16]. Microgrids are divided into twomajor groups: AC
and DC microgrids based on their framework of operations.
The detail of the AC and DC microgrid’s structure is
explained as follows.

A. AC STRUCTURE
In an AC microgrid, all DERs and AC loads are connected
by using AC buses. The DERs which are generating DC
power can be connected to AC buses by converters which are
used for the conversion of power from DC to AC. The load
is connected to the AC bus using a transformer that brings
the required voltage level [14]. An uninterrupted power
supply (UPS) system may be connected in which the battery
is used to provide better service. LV AC bus is connected to
the AC utility grid through transformers and CBs at the PCC.
PDs (relays, CBs, fuses, and switches) are placed to protect
DER, load side, power converters, and transformers [28].
AC microgrid system as shown in Figure 1. An ACmicrogrid
can be a three or single-phase system and can be operated in
utility grid-connected or islanded mode. In Figure 1, the AC
microgrid is connected to the utility grid through PCC. The
AC microgrid has DER, energy storage, and loads that are
connected to the load. The PDs such as fuse, CBs, relays, etc;
are placed at each DERs, energy storage, and each load. The
key advantages of AC microgrids are given as [29], [30];
• The ability to integrate and operate with the utility grid
or can work independently makes it versatile [31].

• It has a compatibility to supply the power to the AC
equipment such as motor easily without any inverter
needed for power conversion [32]

• A cheaper protection system is required for the AC
microgrids

• Higher load is available for AC microgrid
The AC microgrid has some disadvantages which are given
as follows [33];

FIGURE 1. Typical AC microgrid.

• Expensive converters (such as DC to AC converter) are
needed in AC microgrid when DERs are generating DC
power output

• Low conversion efficiency due to loss of power during
conversion

• Controllability difficulty due to factors of voltage
regulation, frequency stability, and power unbalance

• Higher transmission losses

B. DC STRUCTURE
In DC microgrid DC source-based DERs like PV, fuel cells,
energy storage, and DC load are directly connected to the
DC buses through DC-DC converter if needed. AC source-
based DERs like a wind turbine, micro-turbine, diesel
generators can also be connected to DC buses through an
AC-DC converter [34], [35]. DC microgrid structure is as
shown in Figure 2. DC bus is connected to the utility grid
through the transformer and power electronics converters
at the PCC. Loads are connected to the DC bus through
the converter if required. The bidirectional converter is
required to maintain the voltage between the battery and
the DC buses. DC source-based DERs are connected to the
DC bus through the boost converter [36]. AC source-based
DERs such as wind and micro-turbines are connected to
DC bus via AC-DC converter. PDs (relays, CBs, fuses, and
switches) are placed at each DERs, load, power converters,
and transformer. DC loads such as mobiles, laptops, and a
lot of other high-efficiency DC loads are utilizing DC power.
DC microgrid bus may evade the use of power electronic
conversion equipment for conversion of AC to DC power
from the AC utility grid [37]. This decreases the losses during
the conversion of power and transmission of energy and
decreases the cost of operation.

DC microgrid has the following advantages [38]–[42]:
• Decrease the power loss during the conversion of power
from AC-DC

• Decrease the cost of power electronics equipment due to
fewer conversion stages

• No transmission losses as there are no transmission lines
• Simple control structure as there is no requirement for
ancillary services

The DC microgrid has some disadvantages which are given
as follows [43], [44];
• Inadequate power protection system for DC microgrids
that can increase the risk factor, especially for sensitive
DC loads
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FIGURE 2. Typical DC microgrid.

FIGURE 3. Radial/multi-bus type AC microgrid.

• High initial infrastructure cost that creates hurdle in its
implementation

• Less awareness about DC microgrids in the market
• Due to more number of AC loads, DCmicrogrid has low
compatibility to feed AC loads

It is concluded from the above microgrid structure discus-
sion that AC and DCmicrogrids have different structures due
to the different nature of current flow with different pros and
cons. So, both AC and DC microgrids have different types
of protection challenges. In the next section, the essential
condition in microgrid protection will be discussed. Essential
conditions include microgrid topology, microgrid types, the
influence of different types of DERs in the microgrid
protection, fault types, relay types, and different protection
constraints which will be discussed.

III. ESSENTIAL CONDITIONS IN MICROGRID PROTECTION
A. MICROGRID TOPOLOGY
Microgrid systems may either be a single bus, multi-bus,
ring/mesh, looped or mixed [24]. Magnitude and direction
of fault current and microgrid protection strategies depend
on the topology of the microgrid, for example, fault current
in loop structure distributes into two parallel lines. So,
upstream feeder PDs monitor double fault current flowing
from these two parallel lines in a loop structured microgrid.
In article [45], a DCmicrogrid protection scheme is presented
for the loop topology microgrid. Fault current is the same
in downstream and upstream branches in mesh structured
microgrid [46].

B. MICROGRID TYPE
Designing of secure protection system for the microgrid
depends on the types of microgrid because the same
protection scheme is not valid for all types of microgrids
due to different load conditions, generation sources, and

FIGURE 4. Ring type AC microgrid.

FIGURE 5. Microgrid classification.

converters. Microgrids can be AC, DC, and hybrid depending
on the DERs size, scenario, and operational mode. Different
types of microgrids [47] are shown in Figure 5. The major
challenge in microgrid protection is that the fault current
level changes as the operational mode is changed from
grid-connected to islanded mode. Another major problem
is the minimum practical experience for the protection
methods applied on the DC microgrid. PDs are available for
both DC and AC systems but some of them are specially
manufactured for DC systems, yet some of them may be used
for AC systems. This factor should be kept in mind while
designing protection schemes because DC and AC systems
have different operational ratings [48].

C. DER TYPES
Traditional DERs are considered as large power-generating
sources that are integrated into the same power grid. Now,
DERs are considered as renewable energy resources i.e solar
and wind which are interconnected in the microgrid. Some
DERs are inverter-based DERs (IBDERs) which are mostly
integrated into microgrids. These IBDERs are inverter-based
fixed power controlled DERs and, frequency and voltage
control inverter-based DERs [49]. Operations of traditional
DERs and IBDERs are briefly discussed in this section.

1) TRADITIONAL DERs
Traditional DERs are mostly based on a synchronous
machine that has high fault current input. The existence
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of this type of DERs in microgrids can interrupt the
microgrid stability and protection coordination [50]. So their
consequence should be studied carefully.

2) INVERTER BASED FIXED POWER CONTROLLED DERs
IBDERs are operating in the control mode of constant power.
Reactive and real powers are shared with the rest of the
microgrid or utility grid to control the frequency and voltage.
It means that another source controls the frequency and
voltage [51]. Hence, it may be assumed as a source of
constant current that inserts power into the grid. A suitable
algorithm is needed for proper synchronization of another
source of real and reactive power [52]. High-level controllers
like MPPT in PV cells and wind turbines may contribute to
power-sharing [53] which are also known as voltage source
grid-feeding inverters. These IBDERs have also an internal
current-control-loop [51].

3) FREQUENCY AND VOLTAGE CONTROL-BASED IBDERs
Intermittent IBDERs frequency and voltage level fluctuated
which is stabilized by incorporating optimal reserve power.
By controlling the reserve power input, voltage and frequency
level is maintained [54]. For voltage stability, the reactive
power reserve is needed. Frequency instabilities occur due
to low inertia and low power generation that is required
due to intermittencies. At intermittencies, frequency level is
maintained at the specified level, the active power reserve is
required. Frequency instability due to low inertia is stabilized
by reactive power reserve [55].

D. FAULT TYPE
The microgrid concept allows high integration of DERs
without changing the design of a distributed system. In case
of a fault in DERs and load, faulty parts can be isolated
autonomously from the rest of the system. The microgrid
will intentionally disconnect from the utility grid when its
power quality falls under a specific standard [56]. When the
microgrid is integrated with the utility grid and fault occurs at
the utility grid, the microgrid is separated smoothly from the
utility grid. The reconnection of microgrid with utility grid
is made again when the fault is handled. Generally, during
the grid-connected mode of microgrid, the DERs operate as
constant power sources, which are controllable to insert the
extra power into the network. In islanding mode, the DERs
are responsible to fulfill the power demand of the local loads
by maintaining the frequency and voltage within standard
operating ranges.

The islanding is only done by suitable and fast IDT. The
power flow is bidirectional when the microgrid is connected
with the utility grid. When a fault occurs on the utility side
then the microgrid is isolated from the utility grid [57], [58].
Then the relay on the PCC checks the active and reactive
power balance to monitor the voltage and frequency whether
these are in standard range or not. If frequency and voltage
parameters are not within standard range then the relay sends
a signal to the DER to disconnect the local loads to protect

the equipment. These problems are due to steady-state or
transient under or over voltage, power quality problems,
short circuit level modification, false tripping, blinding of
protection relay, and a lot of other reasons [18]. Different
types of faults occur in the microgrid like high and low
impedance faults, single and three-phase faults, short circuit
faults, symmetrical and unsymmetrical faults, and voltage
sags faults [24], [59]. The fault current level is high during
grid-connected mode due to both utility grid and DERs are
supplying to the fault point. On the other hand, in islanded
mode, the fault current level is low because only DERs are
supplied to the loads. So, it is necessary to use a suitable relay
with different settings which should detect the fault during
both grid-connected and islanded modes [15].

E. RELAY TYPE
As discussed earlier, the fault current level is different
during both operational modes of microgrid and current
flow is bidirectional. So, the use of a suitable relay
according to the microgrid conditions would handle any
type and level of fault current. Normally, different types of
relays are applied in the protection of microgrid schemes.
These are OC, voltage, differential, distance, and admittance
relays [60].

1) OVER-CURRENT (OC) RELAY
OC relay is the most effective device used in the conventional
distribution system. Due to the integration of DERs into
the existing power system and two operational modes of
microgrid like grid-connected and islanded change the level
of short-circuit current considerably [61]. This problem
creates confusion for the OC relays having conventional
settings. So, it is necessary to reconfigure the OC relay with
adaptive settings which cope with the changed fault current
level and different working conditions [62]. This relay can
also work with different saved settings for different scenarios
either applied online or offline and this plan is explained
in [63].

2) VOLTAGE RELAY
Over/under voltage, relays are used to protect PV type DERs
in different voltage level networks. These relays settings
are regulated according to the related standards that settings
presented in [64].

3) DIFFERENTIAL RELAY
Differential relays are used in differential protection sys-
tems. Each differential relay has a set of five elements
from which two differential elements are for zero and
negative sequence current and three differential elements
are for each phase. The phase elements are assigned to
provide instant protection during high fault current. The
remaining elements are responsible to protect the system
during low fault unbalanced current which occurs in the
feeder [65].
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F. EARTHING SCHEMES
In an electrical system, an efficient earthing system is
essential to decrease electrical hazards for preventing damage
to electrical appliances from excessive current and increase
human safety for preventing electric shocks. Earth grounding
helps to save away the electrical charges from other unex-
pected sources such as a lightning strike. The earth grounding
system can safely dissipate electricity from lightning [66].
The adapted earthing system decreases voltages and reduces
electrical shocks. Furthermore, the return path is provided
to leakage currents by the earthing system so that PDs
can recognize and disconnect the fault [67]. Mostly, TN,
IT and TT systems are three types of earthing configurations.
These earthing configurations are distinct in connections
of electrical appliances to earth and transformer neutral.
In articles [67]–[69], authors described that the most suitable
earthing configuration system is a TN system for microgrid
applications. In this earthing configuration, the earth is
connected to electrical appliances frame and transformer
neutral. This system gives a high fault current through which
PDs can recognize and disconnect the fault. The value of
touch voltage will also be in the range which fulfills the safety
margin by applying the TN system.

G. PROTECTION CONSTRAINTS
The power system protection depends on the system con-
figuration like a ring, radial, microgrid, or DER system
should fulfill the designing and adapting requirement for the
protection relays. These requirements are selectivity, sensi-
tivity, reliability, operational speed, simplicity, redundancy,
and consistency [70], [71]. For example, if a fault occurs
at the far point of the generator then fast protection is not
needed because the fault current is not too much high due
to high impedance in between fault point and generators.
On the other hand, when a fault occurs to the generator,
then fast protection is required due to high fault current
to prevent the equipment from damage from high fault
current. So, protection requirement is different according to
the fault location, fault current level, and generation level.
Some requirements are the responsibility of the manufacturer
and others are the responsibility of the protection engineers.
Deficiency of any requirements results in the protection
system weaknesses [9], [26], [72]–[74].

1) SELECTIVITY
Selectivity is the competency of the relays to distinguish
between fault zone and out fault zone.

2) SENSITIVITY
Selectivity is the reaction of the relay when a fault occurs in
its protection zone.

3) RELIABILITY
Reliability is the major factor to test the protection sys-
tem. Reliability depends upon the two important factors

dependability and security which are responsible for the
protection system whether it is reliable or not.

4) DEPENDABILITY
The relay should operate accurately when necessary to
operate and should be designed to execute properly when
itself undergoing a reasonable failure.

5) SECURITY
A power protection system should be designed as relays
should not operate unnecessarily when it is not needed to
operate on the no-fault condition, and reject all transients and
other system events to avoid incorrect operation.

6) SPEED
The relay should operate as fast as possible on any fault to
protect the equipment.

7) CONSISTENCY
The relay should restore its time and electrical properties.

8) SIMPLICITY
Minimum protected relays should be installed to protect
equipment.

9) REDUNDANCY
A protection system should be installed as relays have a
redundancy function. It means that every power system area
has backup relay protection. Redundancy is the combination
of two different protection principles for the protection of the
same equipment such as differential and distance protection
for the transmission lines.

10) COST
A protection system should have maximum protection at the
lowest possible cost.

It is concluded from this section discussion that microgrid
protection schemes should be according to the microgrid
type, topology, DERs types, fault type. So, the integration
of DERs into microgrid systems creates different types
of protection challenges. In the next section, AC and DC
microgrid protection challenges will be discussed due to the
above-discussed protection essential conditions.

IV. MICROGRID PROTECTION CHALLENGES
A. AC MICROGRID PROTECTION CHALLENGES
As discussed earlier, the microgrid is a cluster of DERs and
loads within a specific electrical boundary [3], [75]. DERs are
based on renewable and non-renewable energy sources. The
non-renewable-based DERs are providing constant power.
But renewable-based DERs such as solar and wind are
intermittent. These are relying on environmental conditions.
Solar PV generation is based on the solar irradiation intensity.
The solar irradiation intensity is not constant throughout the
day. The irradiation intensity decreases in cloudyweather. So,
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it affects the overall solar PV-based DERs generation [76].
As well, wind turbine-based DER output power generation
depends on the wind speed. As wind speed is not constant,
the wind turbine-based DERs power generation is not
constant [77]. Therefore, due to abovementioned intermittent
nature of solar and wind-based DERs, the overall power
generation of all DERs in the microgrid is not constant.
Thus, these fluctuations in power generation disturbed the
microgrid protection system as fault current varies which
causes the mis-operation of relays.

On the other hand, the fault current depends on the position
of DERs. Fault current is high near the DERs and low if the
fault point is far from the DERs. The fault current depends
on the total impedance between DERs and fault points. The
total impedance varies depending on the distance between
fault point andDERs generation. So, it is necessary to analyze
the microgrid protection challenges related to the DERs
integration level in grid-connected and islanded mode [78].

AC Microgrid protection challenges can be generally
separated into two types; protection challenges when the
grid-connected operational mode of microgrid and protection
problems when the operational mode of a microgrid is
islanded. In grid-connected operational mode, protection
problems are associated with a response time of CB at
the PCC of microgrid and utility grid, false tripping at
isolation devices, re-synchronization as well as the speed of
reconnection of microgrid with utility grid after the issue is
resolved [14]. Response time of CBs or other PDs in the
microgrid during grid-connected mode for events are also
considered. In the islanded operational mode of microgrid,
the response time of PDs for events in a microgrid depends
upon the complications of the microgrid. The major interest
in islanded operational mode is to reduce short-circuit current
in which overcurrent (OC) protection relays response time
is greater than required time [79], [80]. Different types of
challenges of protection of microgrid with the integration of
renewable energy resources are discussed in Figure 6. Though
AC microgrids have many advantages, there are challenges
involved in protecting AC microgrids that system engineers
and researchers are trying to solve. To determine the safe and
reliable performance of power system grid appropriate PDs
along with the fast operation, better selectivity, flexibility,
simplicity, novel setting opportunities, low cost should be
chosen. More attention is required to sort out the protection
problems of microgrids.

1) DYNAMICS IN FAULT CURRENT MAGNITUDE
As discussed earlier, some renewable-based DERs are
intermittent. The fault current contribution by that DERs is
also intermittent. The fault current depends on the nature of
DERs, size, and location of integration to the microgrid. The
DER connection in the LV network shifts the fault level to a
significant level generally in two primary operational modes
that are grid-connected and islanded. In grid-connected
operational mode, the fault current is significantly high due to
both DERs and utility grid contribution within the microgrid

FIGURE 6. Challenges in microgrid protection.

which feeds the fault. But in islanded operational mode fault
current is very low because low-powered DERs are the only
source in a microgrid. Furthermore, the fault current feed by
DER changes with respect to DER type. DER of synchronous
type contributes fault current 5 times more than the rated
current [81].

On the other hand, According to the ‘‘National Renewable
Energy Laboratory, USA’’ report, the DER of inverter type
contributes 1 to 2 times of rated current [25], [82] and ‘‘rule
of thumb’’ applied for relay pickup value settings when DERs
integration level is low. The fault current level significantly
increased when DERs penetration level increased. So, relay
pickup settings should be according to the DERs integration
level. DERs of the renewable energy resources types are
extremely intermittent. Therefore, that type of DERs only
contributes fault current in ON condition. Hence the fault
current magnitude observes changing depending upon the
operational mode, DERs type, and number of DERs. Thus,
it is hard to anticipate fault current exactly [83].

The main grid feeds short-circuit current to the faulty point
during the grid-connected mode of operation. In distribution
network the protection is performed by existing protection
scheme but in islanding mode of operation DER units
in the microgrids provide fault currents is very low as
compared to the fault currents during grid-connected mode
then the traditional PDs are not valid and there will be
need of alternative solutions [10]. The reduction of fault
current magnitude during islandingmode can be overcome by
installing a supercapacitor or flywheel with power electronics
converter-based DERs in the LV side of the busbar which
raises the value of fault current. This can overcome the fault
current magnitude issue in some manner. This technique
requires a huge investment in installing, operating, and
maintenance of that heavy capacity storage equipment [84].

A simulation model which is shown in Figure 7 is
developed to analyze the underlying discussed challenge of
dynamics in fault current magnitude. The synchronous-based
DER is used in this simulation. Figure 8 represents the
fault levels in the grid-connected and islanded mode of
microgrid both at highlighted fault point 1 and fault point 2
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FIGURE 7. Test system used to investigate dynamics of fault current level.

FIGURE 8. Fault current dynamics (a) RMS current level at fault point-1,
and (b) RMS current level at fault point-2 during grid-connected mode,
(c) RMS current level at fault point-1, and (d) RMS current level at fault
point-2 during islanded mode.

in Figure 7. The fault current value is shown in Root mean
square (RMS). Figures 8 (a,b) shows the fault current in
grid-connected mode at fault point 1 and fault point 2 as
shown in Figure 7. While, Figures 8 (c,d) shows the fault
current during islanded mode at fault point 1 and fault point 2
as shown in Figure 7 during the grid-connected mode. The
three-phase fault occurs at 0.5 seconds of simulation time.
The microgrid is disconnected from the utility grid through
the PCC at the RPCC CB as can be seen in Figure 7. It can
be seen that fault current levels at both fault points 1 and 2
are high during grid-connected mode because both utility
grid and DER are contributing to the fault. While fault
current levels at both fault points 1 and 2 are low during
islanded mode because only DER is contributing to the fault
current. It can be seen that fault current level is high during
grid-connected mode is greater than islanded mode at both
fault points.

2) FAULTS/EVENTS DURING GRID-CONNECTED MODE
During grid-connected mode, when the fault occurs on the
utility grid side, PDs of DERs should not trip before PCC
PDs and DERs must keep operational activity during fault
detection and tripping of PCC PDs. To recognize such a
situation all DERsmust have fault ride-through capacity [85].
When the fault occurs in the microgrid side during the
grid-connected mode, the feeder/line protection must isolate
the faulty part from the network as fast as possible. The
action time of protecting devices depends upon the microgrid
complexity, protection scheme used, and features of the
microgrid. Some non-fault events occur in LV at PCC i.e open
phases non-fault and voltage unbalance conditions which are

hard to detect and may also create issues for micro sources
and sensitive loads. So, some protection schemes should
be developed to handle such situations [86]. On the other
hand, when the fault occurs within the microgrid boundary
during the grid-connected mode, then the microgrid internal
protection system must operate and isolate the fault.

A simulation model is shown in Figure 7 which is designed
to analyze the underlying discussed challenge of faults/events
during the grid-connected mode. Figures 8(a,b) represents
the fault levels in grid-connected at highlighted fault point 1
and fault point 2 in Figure 7. Figures 8 (a,b) clearly shows
that fault current in grid-connected mode at fault point 1 is
greater than the fault current at fault point 2 because the fault
current depends on the load and impedance value at that fault
point. The fault current level is always high if the fault occurs
near the generation unit and low if the fault point is far from
the generation unit as total impedance increases as distance
increases which results in lower the fault current at the far
fault point.

3) FAULTS/EVENTS DURING ISLANDED MODE
The sort of problems in microgrids operated during islanded
mode become disparate from the grid-connected micro-
grid [87]. During the grid-connected operational mode of
microgrid, the fault current has a high magnitude which is
obtained from the utility-grid to trip traditional OC protection
relays/devices. In contrast, microgrid operated in islanded
mode has a fault current of almost 5 times the normal current
is obtainable.

When a lot of power converter-based DERs are attached
in a microgrid, then the fault current of 2-3 times the normal
current is accessible, or much less fault current depends on
the converter controller method [88], [89]. The traditional
OC PDs/relays are normally fixed to run at 2 to 10 times
the normal current. Thus, because of the decreasing the
drastic fault current level, the current-time management of
OC protection relays is disordered; instantaneous OC relays
and traditional OC relays having highly inverse features such
as the fuses are the most probably affected.

A network is shown in Figure 7 which is designed to
analyze the underlying discussed challenge of faults/events
during grid islanded mode. The microgrid is isolated from
the utility grid through the PCC at the RPCC CB as can be
seen in Figure 7 to make the islanded mode. Figures 8 (c,d)
represents the fault levels during islandedmode at highlighted
fault point 1 and fault point 2 in Figure 7. Figures 8 (c,d)
clearly shows that fault current in islanded connected mode
at fault point 2 is greater than the fault current at fault point 1
because the fault current depends on the load and impedance
value at that fault point as discussed in faults/events during
grid-connected mode part.

4) ISLANDING CONDITION DETECTION
Islanding detection helps the smooth and safe transition of
the grid-connected operational mode of the microgrid to
the islanding mode [90]. Islanding is a state in which the
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FIGURE 9. Schematic diagram of the test system for islanding condition
detection.

microgrid is detached from the utility grid when any fault
occurs on the utility grid side or LOM condition occurs [91].
The LOM is a condition when the utility grid supply is
isolated and still the part of the utility load is connected
with a microgrid. The schematic diagram of the islanding
detection scenario is shown in Figure 9. On the left side
of the PCC in Figure 9, the utility grid can be seen and
on the right-hand side of the PCC, the microgrid is shown.
The microgrid is connected to the utility grid through the
PCC. The islanding detection relay is located at PCC. This
IDT has a responsibility to detect the islanding condition
when any fault occurs on the utility grid area or during the
LOM of the mains condition. The relay senses the islanding
condition and isolates themicrogrid from the utility grid at the
PCC [92], [93].

LOM (Islanding condition) concerns the separation of the
utility grid from the microgrid, yet the microgrid remains
coupled with a part of the load in a utility system. This
is happened due to (i) utility grid fault (ii) CB associating
with utility source having problem (iii) maintenance in
power system. This effect leads to the instability of the
microgrid [94].When LOM (islanding condition) occurs then
microgrid DERs start supplying to the external load that is
outside the microgrid boundary through the PCC. Then DERs
of the microgrid are designed to supply the power to the
internal microgrid load. During LOM (islanding) conditions,
microgridDERs do not have enough capacity to feed power to
an external load. The true challenge occurs when a microgrid
with a small DER. In the event of LOM (islanding), the utility
grid never controls frequency or voltage. So, it is necessary to
detach the microgrid from the utility grid area through PCC
as shown in Figure 9.

If the fault occurs on the utility grid side which is
outside of the PCC and then DER remains supplied to
the fault along with the utility grid [95]. During external
fault (islanding) conditions, islanding detection should occur
and the microgrid should be isolated from the utility grid
area through PCC because fault current flowing in the reverse
direction from the microgrid DER towards the fault point
which is located at the utility grid area to protect themicrogrid
equipment [96], [97].

A system model is designed in Figure 10 which is
used to study of islanding challenge. RPCC is the PCC in
Figure 10. Simulation results are shown in Figure 11 (a)
which highlights the effects of fault at utility grid side with

FIGURE 10. Test system for islanding condition detection.

FIGURE 11. Current level at (a) fault point, and (b) PCC without IDT,
(c) fault point during LOM, (d) PCC with IDT related to the network as
shown in Figure 10.

and without islanding detection. The I_Fault is the fault
current during fault at fault point in Figure 10. The simulation
results clearly show that without islanding detection at PCC,
the utility grid breaker opens on any fault that occurs on utility
grid area, the DER still supplying the fault current to the fault
point at utility side which may cause a dangerous situation
for the utility personnel as can be seen in Figure 11 (c). With
islanding detection of the utility grid area is isolated from the
microgrid and current flow through PCC is zero as can be
seen in Figure 11 (d) and prevent the reverse flow of current
from microgrid to utility grid side through PCC.

However, the islanding situation can cause severe gover-
nance and operational challenges. Thus, islanding detection is
the main provision for the secure operation of microgrids [7].
So, it is essential to recognize the islanding condition and
isolate the microgrid from the utility grid area through the
PCC within 2 seconds, according to the IEEE 1547 stan-
dard [98]. There are several types of IDTs such as active,
passive, hybrid passive and active, intelligent classifiers
based, communication-based, and signal processing based
are available [91], [99]–[105].

5) BLINDING OF PROTECTION
In a conventional radial power system, the pickup value of
the OC relay has been configured according to the total
impedance value of the feeder. The pickup value of the
OC relay is set in such a way that its value is always
greater than feeder rated current and smaller than the lowest
value of short-circuit current. With the integration of DER
into this conventional radial power system, this power
system act as a microgrid. Blinding of protection occurs
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FIGURE 12. Test system without DER to investigate blinding protection.

FIGURE 13. Equivalent impedance diagram without DER integration when
no blinding of protection occurs.

FIGURE 14. Simplified diagram of Figure 13 during fault.

when the integration of DER into this conventional power
system due to the addition of DER impedance. Blinding
of protection normally occurs only when the renewable
energy resource is integrated in-between the utility grid and
load [25], [106]–[108]. By increasing the impedance, the
value of fault current decreases than the pickup value of the
OC relay which is unable to sense the fault current.

To study of blinding of protection problem of a microgrid
by creating two sets of networks. The first network is showing
the fault current calculation study of the conventional power
network and the second one shows the fault current study of
the microgrid when DER integration occurs. First, we find
the expression for fault current calculation for conventional
power systems without integration of DER then find the
expression for microgrid when DER integration occurs to
study the blinding condition of protection of microgrid.
Whenever a fault occurs at the far end of the conventional
power systemwithout DER integration is shown in Figure 12,
then the OC relay operates and removes the fault due to high
fault current flow.

To calculate the total fault current, the equivalent
circuit diagram of the conventional power system with-
out DER integration is shown in Figure 13. To calcu-
late Thevenin’s voltage VTh and Thevenin’s impedance
VTh, the Thevenin’s-equivalent circuit diagram is shown in
Figure 14. The fault is located as distance D, the peak fault

FIGURE 15. Test system with DER to investigate blinding protection.

current is calculated in each phase as an equation (1).

IF = IF,Grid =
VTh
√
3ZTh

(1)

where IF is the total fault current, VTh is pre-fault voltage and
ZTh is Thevenin’s impedance.
Let ZGrid , ZT1, ZT2, and ZLoad represent the impedance

of the utility grid, transmission line sections, and load
respectively. So equivalent impedance circuit diagram and
equivalent Thevenin’s circuit diagram of the system can be
shown in Figures 13, 14 respectively. Thevenin’s impedance
can be calculated as an equation (2) [25].

ZTh = ZGrid + ZT1 + ZT2 (2)

So we can find the total fault current by putting the value of
ZTh as an equation (3).

IF = IF,Grid =
VTh

√
3(ZGrid + ZT1 + ZT2)

(3)

When we integrate a DER to the conventional power system
to make a microgrid then a DER supply power to the load
and rated current value of the conventional power system
also changed to the microgrid impedance due to the addition
of a DER impedance. By the addition of impedance of a
DER the fault current value decreases than pickup settings
of OC relay in the microgrid system. When a fault arises
at the ending of the feeder in the microgrid both the DER
and utility grid supply to fault current. The Thevenin’s
impedance immediately provided at the fault point is raised in
comparison to the conventional network because of the extra
impedance provided by DER in the microgrid [25]. A low
power (LV) DER is attached in the microgrid at distance d1
from the utility grid as shown in Figure 15. The fault is located
as distance D, the peak fault current is calculated in each
phase as equation (4).

IF =
VTh
√
3ZTh

(4)

where IF is the total fault current, VTh is pre-fault voltage and
ZTh is Thevenin’s impedance.
Let ZGrid , ZT1, ZT2, ZLoad , and ZLoad represent the

impedance of the utility grid, transmission lines section,
DER, and load of the microgrid respectively. So equivalent
impedance circuit diagram and equivalent Thevenin’s circuit
diagram of the system can be shown in Figures 16, 17
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FIGURE 16. Equivalent impedance diagram with DER integration when
blinding of protection occurs.

respectively. Thevenin’s impedance can be calculated as an
equation (5).

Zth =
(ZGrid + ZT1)(ZDER)
ZGrid + ZT1 + ZDER

+ ZT2 (5)

So, Thevenin’s impedance provided at the fault point is raised
because extra impedance is offered by DER in the microgrid.
The contribution of fault current from DER in the microgrid
is calculated as equation (6).

IF,DER =
ZGrid + ZT1

ZGrid + ZT1 + ZDER
.IF (6)

The fault current contribution by the utility grid is calculated
as an equation (7).

IF,Grid =
ZDER

ZGrid + ZT1 + ZDER
.IF (7)

The fault current is provided by the utility source is nonlinear
with rating size and location of DER in the microgrid.
On fault condition, synchronously based DER like small
hydro turbine gives the 5 to 6 times of its rated value of current
and inverter-based PV DER provide only 1.1 to 2 times of
its rated value of current [20]. When a fault arises at the
ending of the feeder in the microgrid, the DER impedance
can be as large as the utility grid impedance. Therefore, the
short circuit current is still below the feeder relay pickup
current in the LV network that gets the relay to un-detect the
fault. This problem caused the reduction of the protection
zone and the relay failed to protect the whole protected
feeder as a result this move malfunction the whole protection
system [109]. The purpose of the above discussion is to
study of blinding of the protection problem of a microgrid by
creating two sets of networks. The first network is showing
the fault current calculation study of the conventional
power network and the second one shows the fault current
study of the microgrid when DER integration occurs. It is
concluded that the fault current contribution to the fault
point depends on the total system impedance of the system
either in a conventional power system or in a microgrid
system.

A test system is designed in Figure 18 to verify the math-
ematical and theoretical concept of blinding of protection.
The synchronous-based DER is considered in this simulation.
A fault is created at Bus 3. I_F is the fault current at
the fault point in Figure 18. Figure 19(a) shows the fault

FIGURE 17. Simplified diagram of Figure 16 during fault.

FIGURE 18. Test system for blinding of protection.

current level at the fault point shown in Figure 18 during
conventional power system mode without DER integration.
Figure 19(b) shows the fault current level at the fault point
shown in Figure 18 during grid-connected microgrid mode
when DER integration occurs. Figure 19(c) shows the fault
current level at the fault point shown in Figure 18 during
islanded microgrid mode when DER integration occurs.
Figure 19 shows the effects of fault current level due to
the incorporation of DER in the microgrid with the utility
grid. Fault current level decreases sharply with the integration
of DER in the microgrid due to impedance increases. This
decrease in fault current is due to an increase in impedance
which proves the underlying mathematical expression about
blinding of protection. The current fault level is supplied by
islanded microgrid when only DER is supplied to the fault
point shown in Figure 19 which proves both theoretical and
mathematical concepts of the challenge of the blinding of
protection.

6) PROTECTION DEVICES(PDS)/SWITCH SELECTION
The selection of PDs depends on the requirement of
operational speed, fault current availability, and voltage level;
it can range from the conventional CB to fast speed solid state
switch. As the switching speed of PDs depends on the system
current and voltage specifications, the switching speed of PDs
increases as the fault current level increases [38], [45].

The needed response speed by the PCC switch of
microgrid depends upon the sensitivity of loads connected
in microgrid [23]. Loss of microgrid stability occurs when a
fault arises on the utility-grid area or inside themicrogrid then
a high-speed protection switch is required, especially when
DERs are directly connected with microgrid which is highly
responsive to voltage drop due to a fault and may imperil
microgrid stability [110].
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FIGURE 19. Fault current with blinding of protection related to the
network as shown in Figure 18: (a) fault current level at fault point
contributed by only utility-grid, (b) fault current at fault point contributed
by both utility-grid and DER, (c) fault current at fault point contributed by
only DER.

FIGURE 20. Test system for selection of protection devices.

To select the PDs, sizing of PDs should not depend only
on voltage specifications and system current but also crucial
to consider the operating estimations of two or more PDs
such as the downstream PD should operate for a provided
fault current while upstream protective should not operate
according to the AS/NZS 3000:2018, clause 2.5.7.2.1 [111].
According to the AS/NZS 3000:2018 standard, the selection
of PDs is essential in all power systems so that false tripping
of the PDs can be minimized.

Figure 20 is a single line diagram that is used to analyze the
importance of the selection of PDs for coordination among
CBs/relays. RPCC is the PCC in Figure 20. In Figure 21, the
fault current level when a fault occurs at fault point 1 and
the PD acts after some delay. However, if the fault occurs
at fault point 2 with the same relay delay settings as at fault
point 1, then both the relays/breakers operate simultaneously.
The fast PDs are needed to protect the system on a high fault
current. The relay operation principle indicates that the relay
closest to the fault should operate first. So, at fault point 2, the
relay RPCC should operate first. The last simulation result
of Figure 21 shows the instant operation of the relay at fault
point 2. Thus, different PDs are needed at different locations
of the system according to the expected fault current level.
Further, it is also clear from the above-discussed results, the
downstream switching devices are operated but upstream PDs
are not operated.

FIGURE 21. Fault current level with different protection devices related to
the network as shown in Figure 20: (a) fault current level at fault point-1
with protection devices action with some delay, (b) fault current level at
PCC when fault occurs at fault point-2 with same delay as fault point-1
protection devices, and (c) fault current level at PCC when fault occurs at
fault point-2 without any delay of protection devices action.

FIGURE 22. Test network to investigate false tripping under normal
protection system operation.

7) FALSE TRIPPING/SPURIOUS SEPARATIONS
False trips may occur as a result of the PCC switching
devices’ failure to recognize whether the fault is inside the
microgrid or on the utility grid area. Spurious separation
occurs due to electromechanical relays and sophisticated
microprocessor PDs which are operated based on the
real-time frequency and voltage values at PCC. Currently,
transfer trip is the only suitablemethod to dodge false tripping
and fast tripping is produced at PCC breaker from breaker of
utility substation [112], [113].

The utility and microgrid operations are lesser impacted
due to false tripping as microgrids can recover their normal
activity after isolation. The false tripping at PCC becomes
costly because of decreasing the lifetime of PDs and
after spurious separations at PCC, the maintenance cost
is increased to recover the system. Furthermore, False
tripping may also decrease the power quality in microgrid,
unjustified outage of non-priority loads, and loss of profit
due to over frequency operational period for exportation of
microgrid [23].
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FIGURE 23. Equivalent impedance diagram of Figure 22.

FIGURE 24. Simplified diagram of Figure 23 during fault.

When DERs are not connected to the utility grid and the
utility grid feeding the consumers then no big protection
issue is happened due to the current flow being directional
to the load as shown in Figure 22 and relays operation is
normal. When a lot of DERs are introduced in microgrid
then during fault condition the bidirectional fault current
flow on the lines/feeders of the power network. A DER
is situated at bus 2 supplies the fault current to the fault
which occurs at bus 1 load as shown in Figure 25, then in
a certain case, the large share of fault current is supplied
by a DER. An omnidirectional OC relay can neglect to
provide the required protection of the power system during
supplying from DER. During a fault, the relay2 can be
tripped in the reverse direction as relay1 operated in the
forwarding direction [109]. Relay1 should trip for clearing
the fault. But, due to the large fault current which depends
on DER size and relay setting, the DER unit relay2 can
trip in the response of high current IDER depending on the
DER size and relay settings that would cut off bus 1 from
the utility grid [46]. This problem occurs due to the use of
omnidirectional OC relay which can fail to discriminate the
direction of flow of fault current. This tripping action is called
false tripping. Relay2 operates in a secondary protective zone
for faults [114]. In a large distributed power system, some
relays observe greater fault levels than the pickup value of
relay settings. So the total current which is available to DER
feeder relay2 exceeds from pickup value of current. Hence,
Relay2 tripped before the relay1 which is associated with the
faulted feeder that leads to the isolation of the major portion
of the power network like bus 2. Thus the utility grid supplies
IGrid and the DER feeder provides IT2 to the faulty feeder.
These false trippings are called sympathetic tripping [20].

FIGURE 25. Test network with DER to investigate false tripping.

False tripping mostly occurs in distribution systems when
DERs are involved to supply short-circuit current and while
both relays (relay1 and relay2) do not have similar inverse
time characteristics and have dissimilar values of pickup
currents and time-dial settings [109]. The mathematical
evaluation of fault current supplied by the utility grid. A can
be seen in Figure 22, the three-phase fault happened at Bus 1,
and assume that ZT1 is the impedance of feeder 1, ZGrid is the
impedance of the utility grid and VTh is the voltage at fault.
The total fault current contribution by utility grid in absence
of DER is given as equation (8) and ZTh of the network during
a fault in the absence of DER at feeder 2 can be calculated as
equation (9).

IF =
VTh
√
3ZTh

(8)

ZTh = ZGrid + ZT1 (9)

The mathematical evaluation of fault current contribution
by the utility grid and a DER. A can be seen in Figure 25, the
three-phase fault happened at Bus 1, and assume that ZT1 is
the impedance of feeder 1, ZT2 is the impedance of feeder 2,
ZGrid is the impedance of utility grid, ZDER is the impedance
of DER and VTh is the voltage at fault. The total fault current
contribution by the utility grid in the presence of DER is
given as equation (10) and ZTh of the network during a fault
with the presence of DER at feeder 2 can be calculated as
equation (11).

IF =
VTh
√
3ZTh

(10)

ZTh = ZGrid + (ZT1‖ZT2 + ZDER) (11)

The false tripping results in unnecessary disconnection
of healthy feeder 2 along with a DER as shown in
Figure 25. The microgrid should clear the fault and make
sure that the healthy feeder should remain in the operational
state. This sympathetic tripping in the microgrid will
lead to the significant unreliability of the power system [95],
[115], [116].

To study the false tripping problem due to inverter-based
DER of the microgrid, a protection model based on voltage
calculation is developed and solutions are discussed to
overcome the sympathetic tripping problem by changing the
OC protection inverse time characteristics curves, protection
settings, applying the suitable standards for the protection
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FIGURE 26. Equivalent impedance diagram of Figure 25.

FIGURE 27. Simplified diagram of Figure 26 during fault.

of microgrid and changing the relay settings but still it is a
chance of arising a negative sequence during these actions.
The sympathetic tripping can be reduced by using instanta-
neous protection of feeder but it is short time protectionwhich
is at the cost of disconnection of a large number of consumers.
Still the downstream area of feeders where instantaneous
protection is not working, the sympathetic tripping remains
an overwhelming issue when secondary (backup) protection
operates as shown in Figure 25.
Moreover, instantaneous protection is useful where the

feeder is lengthy and fault level decreases prominently
along the different protection zones, therefore instantaneous
protection is not suitable for all feeders. For instance,
sympathetic tripping can be reduced by using incremental
solutions [117].

A test system in Figure 28 is used to verify the
mathematical and theoretical concept of the false tripping
problem of the microgrid. The synchronous-based DER is
considered in this simulation. In the single line diagramwhich
is shown in Figure 28, the microgrid is consists of two parallel
feeders 1 and feeder 2. The load and DER are situated at bus 2
of feeder 2, while the only load is placed at bus 1 of feeder 1.
The protection settings for both relays at bus 1 of feeder 1 and
bus 2 of feeder 2 are the same and both are connected with the
utility grid. The fault occurs at bus 1 load. In Figure 29 (a), the
fault current level with only the utility grid is shown without
the DER contribution. After integration of DER at bus 2, fault
at bus 1 will also operate the relay at bus 2 along with the
relay at bus 1 despite no fault occurring at bus 2 which proves
the false tripping of bus due to the same settings as shown in
Figure 29 (b). Bus 2 is unnecessarily disconnected from the
system which should not be isolated on any fault on bus 1.

FIGURE 28. Test system to investigate false tripping problem.

FIGURE 29. False tripping related to the network as shown in Figure 28:
(a) fault current level at fault point contributed by only utility grid without
protection devices action, and (b) false tripping of relay 2 along with
relay 1 when both utility grid and DER contributed the fault current at
fault point with protection devices action.

8) RE-SYNCHRONISATION
The accessibility of equipment for re-synchronization of a
microgrid at PCC should be considered then microgrid can
reconnect with the utility grid as long as the utility grid is fit to
reconnect entire loads formerly disconnected during island-
ing. The process of reconnection and re-synchronization can
either be automatic or manual and it can need a few seconds
to a few minutes depending upon the characteristics of the
system. Different types of re-synchronization schemes have
also been discussed in [118], [119] and there are three major
types of schemes: passive, active, and open transfer transition
synchronization. Both passive and active synchronization
schemes retain a high level of reliability as a comparison
of the open transfer transition scheme. However, the active
synchronization scheme is more uneconomical and complex.

Moreover, passive synchronization schemes are pro-
posed applying capacitor banks switches and conventional
synchro-check relay for a microgrid with both converter-
based DERs and directly coupled. Since capacitor banks
switches are used for balancing voltage after islanding
of microgrid may consequence in slow re-synchronization.
On the other hand, automatic re-synchronization schemes
integrated via the central controller of microgrid using
communication system is recommended for only complex
microgrid system [120].

The design for re-synchronization of DER with the utility
grid is shown in Figure 30. RPCC is the PCC in Figure 30.
In Figure 31, the voltage level is less during the islanded
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FIGURE 30. Test system with DER for the study of re-synchronisation
problem.

FIGURE 31. RMS voltage level at PCC before and after re-synchronisation.

mode. The microgrid is re-synchronized at time 0.2 with the
utility grid through the PCC achieves the same voltage level
after re-synchronization.

9) AUTO RECLOSER PROBLEMS
Auto recloser is a PD as the CB. In CB, once switching
occurs, it does not come to the original state unless changed
manually or by the control system. But in auto-recloser, once
switching occurs, it comes to the original state automatically
after pre-defined time by the auto-recloser control system
action [121]. The schematic diagram of the auto-recloser
problem is shown in Figure 32. For example, if the fault
occurs in the system, the CB of the auto-recloser opens, then
after some predefined interval, it again closed and checks
whether the fault was removed or not. If the fault is removed
then it continues to supply, otherwise, it trips again for a larger
time than previous trips. It continues to return to its closed
state after every trip and check for the fault is automatically
removed or not. If the fault persists after a few auto-recloser
trips, the auto-recloser turns to a permanently open state. The
ANSI standard device number for the controller is 79 [122].

Auto-recloser is needed at the power system location
where most of the faults are transient types caused by
events like lightning strikes and arcing, and which removes
automatically after a few-cycle and where less chance of
permanent fault occupance. The advantage of using the
auto-recloser is to increase the system stability and reduce
the need for manpower that needs to visit the fault location to
reset CB settings [123].

Without the contribution of DER, the distribution power
system is radial. When a fault occurs, its downstream part
is disconnected to remove the transient fault. When DER
is connected with the existing distribution system to make
the grid-connected microgrid. Then on fault condition on
the distribution line, the fault is supplied by both the utility
grid and the DER of the microgrid. Though the recloser
isolates the utility grid, DER of the microgrid still feeds

FIGURE 32. Test system with DER to investigate the auto recloser
problems.

the fault, it will induce energization of the arc through the
recloser and can transform the temporary fault to permanent
fault [20], [24].

B. DC MICROGRID PROTECTION CHALLENGES
The term ‘‘DC microgrid’’ applies to a network of local
power generation units and distribution to the DC load in the
form of direct current [26], [124]. Despite various benefits
offered by DC microgrid which are already discussed in DC
structure section II-B, it has many protection challenges. Few
of the challenges such as during islanded mode, inverter-
based DER provides limited fault currents and incapability of
the overcurrent relay having single-setting challenges in the
DC microgrid protection system is same as discussed in AC
microgrid protection challenges. Still, there are a few extra
issues for the protection of DC microgrids like grounding
scheme and lack of zero-crossing current [17], [125].

1) GROUNDING
In DC microgrid, the grounding design is a highly crucial
issue because it eminently affects the overvoltage and
short circuit transient current, and it affects its protection
and fault detection capabilities [37], [126]–[129]. The DC
power system grounding schemes can be separated into
three configuration types, that are ungrounded, resistive, and
solidly groundedmethod. These schemes are explained below
in detail.

a: DC UNGROUNDED SYSTEM
The DC ungrounded power system has increased continuity
in the power supply, which allows the power system to work
for some time when a ground single-pole fault happens.
This is also named a floating system, DC ungrounded grid
significantly decreases leakage ground current along with
corrosion level [130]. No device is required in this grounding
scheme. It has a low implementation cost and it is simple
technically. However, the ungrounded DC power system can
usually function with ground single-pole fault. So, it is crucial
to identify and limit this issue. This is due to the concern that
a next-ground contact of the other pole may induce pole-to-
pole fault and serious damage to the system. Hence, a ground
single-pole fault location and detection in an ungrounded
DC power system are complex because of low ground-fault
current [131], [132]. An additional drawback of this scheme
is that the existence of even minor leakage currents in the DC
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FIGURE 33. DC power system grounding schemes (a, b, c) DC power
system resistive grounding schemes (d) DC power system solidly
grounding scheme.

power system which do not have a path to the ground can
lead to an uncertain DC offset because of DC bus has no DC
reference points to balance the DC power [133].

b: RESISTIVE GROUNDING SYSTEM
In a resistive grounding DC power system, a resistor of
a certain value is connected between any of the poles to
the ground. Resistive grounding scheme for AC/DC power
converter which is connected to DC bus as shown in
Figure 33(a). Figure 33(b) shows the different configuration
that has two impedances which is connected in series to DC
bus whereas the central point is grounded. This grounding
configuration is also named a virtually-grounded DC system
because this scheme is mainly used in DC power systems in

the absence of neutral points [128], [130]–[132], [134]–[136].
The size of the resistor increases as increases the possibility
of system voltage unbalances.

Figure 33(c) shows the scheme of bipolar AC/DC power
converter having neutral-point which are grounded through
the resistor. The main advantage of this scheme is that during
the ground single-pole fault, the system can operate and
supply loads continuously due to having low fault current
and small voltage transient. This system also reduces the
disturbance for high voltage transient because of grounded
single-pole fault [126]. Despite that, it is very difficult
to evaluate and observe the low fault currents and as a
consequence, loads of metal enclosures can be energized.
So, safe operation for sensitive loads when pole-to-ground
voltage changes need to be ensured when designing the
resistive grounding system.

c: SOLIDLY GROUNDING SYSTEM
The ground-point is located electrically middle between
positive and negative DC bus on the neutral point in the
solidly-grounded bipolar DC power system. Figure 33(d)
shows the solidly grounded configuration for the neutral-
point-clamped inverter system. By comparing with different
grounding schemes, this configuration induces high ground
current and high DC-link voltage transient. Although, the
fault could be detected easily and it could be cleared quickly
by using the properly designed protective relay. The other
advantage of this grounding scheme is that instruments and
cables need insulation level by one-half of pole-to-pole DC
voltage [37]. So, the system requires less space, weight, and
lower cost. However, this grounding scheme in monopole
DC system is practicable through the connection of the
negative-pole to the ground directly, and it is suitable for a
lot of applications due to safety and corrosion issues.

2) LACK OF ZERO-CROSSING CURRENT
CB operations in both AC power systems are led by AC
CB mechanism, arc phenomenon, depending on the zero-
crossing AC-current, make it possible to recognize the arc
during half-cycle after tripping. But, the disruption of DC is
the main problem because of the absence of the zero-crossing
current in the DC power system which induces serious risk
for workers’ safety and also causes erosion in the CB which
decreases the breaker lifetime [137], [138].

Nowadays, CBs and fuses are available commercially for
the protection of DC power systems [10]. Fuses are used in
the power system where the impedance is low which operates
based on the thermal rating of the fuse wire, and thermal
rating depends on the fuse impedance and current value
flowing through the fuse. The fuse must be chosen based
on the voltage and time-current rating of the system where
it operates. It is used for both DC and AC power systems.
Still, fuse development for the DC power systems demands a
more precise calculation of the system time constant because
it directly influences the fuse operation. Precisely, the metal
wire of the fuse is melted quickly if the system time constant
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is under 2.5 ms but conversely, the melted time of fuse wire
is increased if the system time constant is over than 6 ms and
arc cannot be quenched rapidly [128]. Hence, melted time
increases as the system time constant increases. Furthermore,
DC system transient OCs may cause malfunction of the fuse.
As a result, a fuse is not a good selection for DC-microgrid
protection. Still, it may be utilized as a secondary PD.

The molded-case CB consists of contacts, a quenching
chamber, and an electronic tripping device is an alternate
option for disruption of fault current [139]. In a microgrid,
some sources and loads are connected with the microgrid
using power electronics devices. Such power electronics
devices normally need line-to-ground or line-to-line filter
capacitors. When DC fault occurs then the capacitors quickly
discharge into fault-point and give rise to high peak current
for a short-time period. Thus, required force to open the
contacts completely may not be produced; especially, in an
extremely inductive system contacts can weld each other
during fault [140]. Therefore, a CB is not a perfect solution
for disruption of fault current yet.

It is concluded from the above AC and DC protection chal-
lenges discussion that protection schemes for the microgrid
should be designed according to the protection challenges.
In the next section, different protection schemes will be
discussed to handle these protection challenges.

V. CRITICAL ANALYSIS AND SOLUTION APPROACHES
Different protection challenges of microgrids have been
discussed in the previous section. Different types of pro-
tection schemes were proposed in the literature to tackle
these protection issues. Some of the protection schemes from
literature, such as in article [9], authors expressed real-world
experiences related to the microgrid design for protection
systems, field experience, and implementation challenges.
A comprehensive review is available in an article [10], for
hybrid AC/DC microgrid protection. Different microgrid
protection approaches are discussed with critical analysis
and each approach of implementation challenges are also
presented. In article [12], an adaptive protection scheme is
proposed for the distributed system based on the fault current
and variation of the load. Authors in articles [13], [115],
developed a new microgrid protection approach and test for
different types of protection challenges in terms of different
types of DERs, microgrid configuration, bidirectional current
flow, converter fault current level characteristics, and differ-
ent relays fault levels.

In articles [26], [27], DC microgrid protection scheme is
proposed in terms of different DC fault current levels, ground-
ing schemes, fault detection methods, and also reviewed
different control schemes for DC microgrid protection. AC,
DC, and hybrid microgrids architecture along with related
protection issues and solution approaches are discussed
for both grid-connected and islanded operational modes of
the microgrid [14], [112]. Microgrid structure and adaptive
protection scheme are addressed for the protection of
microgrid concerning different protection challenges [15].

Articles [16], [31], reviewed the different microgrid pro-
tection schemes in terms of different challenges such as
low inertia, bidirectional power flow, the transition between
operational modes, and absence of zero-crossing currents.
In article [18], authors systematically reviewed the adaptive
protection scheme for microgrid based on the communi-
cation system, and also present the future perspective of
5G wireless system in the microgrid to enable adaptive
protection scheme. The innovative concept of a control
and protection coordination scheme is presented for the
DC microgrid [34]. DC microgrid protection challenges are
analyzed in articles [38], [45], in terms of DC fault current
levels, detection of fault methods, fault location, PDs, and
grounding systems.

Articles [7], [63], proposed the dynamic adaptive pro-
tection for distributed systems for both grid-connected
and islanded operation modes. AC microgrid protection
challenges are analyzed in terms of fault classification,
fault detection methods, fault location methods, and relay
coordination [72], [141], [142]. Moreover, available pro-
tection methods are analyzed in terms of their advantages
and disadvantages. The paper [78], presents the overview
of protection in microgrid and power systems in terms of
integration of DER. Article [104], presents a passive IDT
for inverter-based microgrid which relies on synchrophasor
measurements.

A review of protection challenges and solution approaches
are discussed in articles [106], [142], [143]. Authors
in [15], [107], presented an adaptive protection scheme for
multi-microgrid systems for the grid-connected and islanded
operational modes. A comprehensive protection scheme that
is based on the digital relay is introduced for the protection
of microgrids [144]. This proposed method comprises the
protection of DERs, the PCC, and lines. In article [145], the
authors presented a novel protection scheme for the radial
microgrid using bi-directional overcurrent relays for backup
protection. Renewable energy-based microgrid protection
challenges and their solution approaches are discussed
in [20], [146]. Phase-fault based protection scheme is
introduced for reliable operation of the microgrid [147]. Fault
current was analyzed in [148] to determine the overcurrent
protection scheme for islanded and grid-connected operation
modes of the microgrid.

A cognitive radio-based protection scheme is introduced
for the protection of the smart grids [149]. Data mining and
wavelet analysis-based protection scheme is introduced for
the protection of microgrids [150]. A hierarchical protection
scheme is introduced based on the multi-agents for the
protection of the distributed system with high penetration
of renewable-based DERs [151]. A non-pilot protection
scheme is presented in an article [152], for the protection of
inverter-basedmicrogrids. The PSO optimal-based protection
coordination method is introduced for the protection of
radial distribution systems [153]. Article [154], introduced
the parameter selection scheme for the economic config-
uration of CB and fault current limiter for meshed-type
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TABLE 2. Protection schemes for the microgrid.
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TABLE 2. (Continued.) Protection schemes for the microgrid.
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TABLE 2. (Continued.) Protection schemes for the microgrid.

DC microgrid. Article [155], presents the stochastic-based
energy management system and protection method for the
reliable operation of the microgrid. The rate of change of
voltage-based protection scheme and coordination scheme
is introduced for the protection of the microgrid [156].
In [157], a new protection scheme is proposed for the internal
faults of the multi-microgrids. The phase difference and bus
admittances amplitude are used for the decision-making of
this protection scheme. Further, voltage and current charac-
teristics are analyzed considering faults at different locations
of feeders of the multi-microgrids. An adaptive ROCOF
based IDT is proposed to solve the islanding detection issue
for different types of microgrid in an article [158].

Various protection schemes and their challenges, merits,
and demerits are summarized in Table 2. In articles [147],
[159]–[164], directional overcurrent based adaptive over-
current protection is proposed to solve the faults/events
during grid-connected and islanded operational modes of
the microgrid, selection of PDs, dynamics in fault cur-
rent magnitude, and false tripping problems of microgrid
protection.

An overcurrent based adaptive protection scheme is
proposed in articles [165]–[172], to solve the protection
problems related to the faults/events during grid-connected
and islanded operational modes, dynamics in fault current
magnitude, islanding protection, false tripping, un-balanced
faults, and loss of coordination problems of microgrid

protection. A communication link-based adaptive overcurrent
protection scheme is presented to solve the selection of PDs
protection problem in the microgrid [159]. An optimization
algorithm based adaptive overcurrent protection scheme
is presented in articles [147], [160]–[165], to solve the
protection problems related to the faults/events during
grid-connected and islanded operational modes of the micro-
grid, dynamics in fault current magnitude, and false tripping
problems of microgrid protection.

A microprocessor-based adaptive overcurrent protection
is proposed to solve the protection problems related to the
faults/events during grid-connected and islanded operational
modes of the microgrid. Faults current limiter-based adaptive
overcurrent protection method is presented in articles [161],
[162], to solve the protection problems related to the
faults/events during grid-connected and islanded operational
modes of the microgrid. Logic overcurrent and earth fault
protection methods are presented in an article [169], to solve
the protection problem related to false tripping.

Differential protection based on differential relay [170],
[171], [173]–[178], data mining, Fourier transform [174],
Hilbert-Haung transform [179], [180], time-frequency trans-
form [181], multi-agent scheme [175], and probabilistic
method [182], is proposed to solve the microgrid protection
issues related to faults/events during grid-connected and
islanded operational modes of the microgrid, false tripping,
un-balanced fault, and high impedance fault. The ground
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relay-based distance protection scheme is implemented in an
article [169], [183] to solve protection problems related to
false tripping.

An adaptive protection scheme is proposed in articles [71],
[184]–[186], to solve the faults/events during grid-connected
and islanded operational modes, cyber security threats,
and auto-recloser protection problems. Alternative group
settings and logic programming-based adaptive protection
scheme is proposed in an article [185], to solve the
faults/events during grid-connected and islanded operational
modes and cyber security threats. PSO, overcurrent relay, and
autorecloser-based adaptive protection scheme is presented
in articles [186]–[188] respectively, to solve the low fault
current, faults/events during grid-connected and islanded
operational modes of the microgrid. Graph algorithm and
fuzzy decision [189], hardware and programming based
protection system [109], digital relays [190] and fault current
limiter [71], based adaptive protection schemes are proposed
to solve the false tripping, faults/events during grid-connected
and islanded operational modes of the microgrid.

Directional relay-based directional protection scheme
[170], [191], is proposed to solve the unbalanced fault,
faults/events during grid-connected and islanded operational
modes of the microgrid. Microprocessor-based intelligent
relay, directional overcurrent relay and fault current limiter-
based microprocessor-based protection schemes are pre-
sented [172], [192]–[194] to solve the LOM, faults/events
during grid-connected and islanded operational modes of
the microgrid. G 83/2 under voltage relay, over-voltage
relay, LV ride through, and rate of change of frequency
relay-based under/over voltage protection scheme is pre-
sented in [117], [145], [170], [195]–[199] to solve the
false tripping, LOM, re-synchronization, faults/events dur-
ing grid-connected and islanded operational modes of the
microgrid. Digital relay, communication system, overcurrent
digital relay, and artificial neural network-based digital
protection are proposed [144], [190], [200]–[202] to solve the
LOM, ground fault, faults/events during grid-connected and
islanded operational modes of the microgrid.

Fault current limiter-based protection scheme is proposed
to limit the fault current level [20]. Naive Bayes and
decision tree [203], random forest-based classifier [204],
discrete wavelet transform [205], and PSO based optimal
random forest classifier [206], a data-driven classifier
based protection scheme [207], are used to solve the
faults/events during grid-connected and islanded operational
modes of the microgrid. A multi-end ultra-fast and mathe-
matical morphology-based traveling wave-based protection
scheme [208] is proposed to solve the faults/events during
grid-connected and islanded operational modes of the
microgrid. Diode DC grounding-based reconfigurable DC
grounding scheme is proposed to solve the DC ground
problems for the DC microgrid [10], [209]. DC interruption
is proposed [10], [210], [211] which is based on the current
interruption by electro-mechanical switches to mitigate the
lack of zero-crossing problem for the DC microgrid.

Some protection schemes are useful for both grid-connected
and islanded modes but at the same time they have some
demerits, e.g., they require the communication link and
centralized controller. Some protection schemes rely on
a microprocessor, optimization techniques, and intelligent
classifiers to solve the different protection challenges of
the microgrid. Finally, from the above discussion, all of
these schemes are not useful to cover all types of microgrid
protection challenges due to the limitations like topology,
size of microgrid, communication link, centralized controller,
bidirectional flow of current, modified fault current level
due to change in operational modes, relays settings,
computational cost and time, location of relays. Therefore,
it is clear that the adaptive protection scheme is more useful
if it reduces its dependence on the communication link,
centralized controller, microgrid topology, and computational
cost [212].

In contrast, the biggest issue in the DC microgrid is the
quenching of arc produced during opening of DC CB due to
lack of zero-crossing current. The DC microgrid protection
issue can be tackled by connecting a high resistance dump
load with the DC CB to quench the arc produced during the
opening of the DC CB. In a nutshell, no single protection
scheme can overcome all microgrid protection challenges
because one protection scheme is covering one protection
challenge but at the same time, it is unable to cover other
protection challenges. So, it demands more research on
the microgrid protection scheme which should be capable
to cover all microgrid protection challenges. This paper
summarises most of the microgrid protection challenges and
listed solutions from current research which can be a key
resource for designing advanced protection schemes for all
the challenges.

VI. CONCLUSION
This paper presents microgrid structures, essential conditions
of microgrid protection, and different types of protection
challenges in the microgrid. It also critically analyzed
different types of solution approaches to explore various
protection issues. It is found that prior knowledge of essential
conditions is important while designing a protection system
for the microgrid. The essential conditions listed below are
found from extensive literature survey.
• Microgrid topology: Protection schemes work differ-
ently for both AC and DCmicrogrids due to the different
nature of current and voltage waveform.

• Fault type: Type of fault is very important while
designing a secure protection scheme for the micro-
grid whether it is symmetrical or unsymmetrical
fault.

• Relay type and earthing systems: The selection of relay
and earthing schemes also play an important role while
designing the protection scheme.

• Protection constraints: Protection requirement is differ-
ent according to the fault type, fault location, fault level,
and source or generator type and level.
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The critical analysis of different protection schemes and
their solution approaches are also discussed with respect
to different protection issues, microgrid topology, size
of microgrid, and different operational modes. Different
microgrid protection challenges can be mitigated by using
different protection techniques. Each of these techniques is
discussed in detail with merits and demerits. The solution
approaches are also explored to address the challenges.
• Adaptive protection schemes are suitable for faults/
events during islanded and grid-connected modes,
with dynamic fault current magnitude and islanding
protection. It is also effective to address cyber security
threats, low fault current, blinding of protection, auto-
recloser problem, false tripping, and loss of coordination
problems.

• Differential protection schemes are suitable for
faults/events during islanded and grid-connected modes,
false tripping, un-balanced fault, and high impedance
fault.

• A distance protection scheme can be used to solve the
false tripping problem of the microgrid.

• A directional protection scheme can be suitable for
the mitigation of un-balanced fault and faults during
grid-connected and islanded modes.

• A microprocessor-based and digital protection schemes
can be suitable for the mitigation of LOM issues and
faults during grid-connected and islanded modes.

• Under/over voltage protection scheme can be suit-
able for mitigation of false tripping, LOM, re-
synchronization issues, and faults during grid-connected
and islanded modes.

• Fault current limiter can be used to limit the fault current
level. Data-driven classifiers and traveling wave-based
protection schemes can be suitable for the mitigation of
faults during grid-connected and islanded modes.

• A reconfigurable DC grounding-based protection
scheme is useful to overcome the DC grounding issues.
DC interruption protection scheme is suitable tomitigate
the lack of zero-crossing problems in DC microgrid.

The generic protection scheme for all types of AC or DC
microgrids is not suitable to handle all types of microgrid
protection issues. Therefore, it is necessary to design the
proper protection scheme based on the microgrid type,
size, structure configuration, installation location, operational
modes, etc., and necessary modification is needed when
any of the above circumstances change the microgrid
characteristics. The adaptive protection scheme has the
capability to modify the approach based on condition and it
reduces dependence on the communication link, centralized
controller, and microgrid topology. DC microgrid protection
challenges can be reduced by using a high resistance dump
load with the DC CB to quench the arc produced during
DC protection devices action. This paper provided these key
information to researchers and engineers which will help
to investigate further to address challenges of microgrid
protection and their solutions.
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