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ABSTRACT Land administration systems are of great importance for a large number of stakeholders. One
of the key problems related to land administration systems is the problem of the correctness of their state,
meaning that data stored in land administration systems are not in concordance with the actual legal, spatial
and topographic situation. The main causes of land administration systems’ incorrect state are data collection
and compilation, data processing, and data misuse. In this paper, we discuss the problems of data tampering,
the long time needed for registering land administration system’s transactions, and the possibility of double
spending, which all can add incorrectness in a land administration system. Our research is based on the
hypothesis that these problems may be addressed by means of distributed ledger technology, or to be more
precise, by means of blockchain technology. The solution is presented in a form of a smart contract written
in Solidity programing language that can cover even those more specific use cases in land administration
systems such as sharing of ownership, transferring part of ownership, splitting or merging of real estate, and
limiting the possibility of trading a real estate. The proposed smart contract represents an implementation of
a programming interface that was created based on both ERC-20 and ERC-721 token standards, to satisfy
the specific needs of land administration systems.

INDEX TERMS Blockchain, Ethereum, land administration, real estate, smart contract.

I. INTRODUCTION
The land is a limited resource and land administration signif-
icantly impacts the economy, country development, and civil
society. Land administration is done through Land admin-
istration systems (LAS) that hold records about location,
ownership, and use of the real estate, but also about physical,
spatial, and topographic data. In most cases, data about loca-
tion, ownership, and use are stored in land registers, while
physical, spatial, and topographic data are stored in cadas-
tre. Data stored in land register and data stored in cadastre
together form one LAS [1]. Although LAS fulfills many
different roles, the primary role is tomanage data about rights,
restrictions, and responsibilities a party has on real estate and
to provide that data upon request to interested parties.

In Europe, there are several different families of legal sys-
tems for land administration. The Code Napoleon system is in
use in France, Italy, Spain, and Portugal. The Nordic system
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is in use in Sweden, Denmark, and Finland, the common law
system is used in the UK, the German system is being used in
Germany, Switzerland, and Austria, Easter European system
is used in Czechia, Slovakia, and Hungary [2]. According to
a study conducted in 25 European countries, 10 have LAS
based on civil court registration, while the other 15 have
systems based on local rights and are managed by other state
agencies [3]. Back in 1998, the expectation was that by 2014,
LAS would be highly privatized, but as of 2020, this is yet to
be done [4]. The fact that, in most cases, LASs are managed
by courts or other state agencies places services provided by
contemporary LAS in the domain of e-government.

Different legal systems for land administration in different
countries still share similar problems related to maintain-
ing the correctness of data stored in LAS. Term correctness
is here used to represent a concordance of data stored in
LAS with actual legal, spatial, and topographic situations in
reality [5]. Sadly, LASs are often not in the correct state.
Incorrectnesses could be found both in the land register and
cadastre. Examples of incorrectnesses in the land register
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could be related to data about the owner, share of ownership,
mortgage, land use, real estate size, and other data. Similarly,
incorrectnesses in cadastre could be related to data about
location (spatial, horizontal, and vertical), size, boundaries,
themes, and other data. Data collection and compilation, data
processing, and data misuse are identified as sources that lead
to cadastral data not being in the correct state [6]. The same
might be said for data stored in the land register.

Regarding data collection and compilation, it is important
to acknowledge that before the process of digitization of LAS
data, all data were kept in ‘‘paper form’’, and it was rather
hard to enforce any integrity constraints during processes of
creating and updating of records. Term integrity constraint
is here used to represent formal statements, definitions or
qualifications that are being used to describe requirements
for logical data consistency. Logical consistency is one of six
quantitative data quality elements defined in ISO 19157:2013
Geographic information—Data quality standard [7]. It refers
to the degree of adherence to logical rules of data structure,
attribution, and relationships specified by means of integrity
constraints.

During the data processing, in the course of LAS digitiza-
tion, in most cases, incorrectness that existed in ‘‘paper form’’
is transferred to digital LAS. Unintentional human errors
during the digitization process can add new incorrectnesses
into LAS [5]. As such, the initial process of digitalization did
not solve the problem of the correctness of data stored in LAS.

LAS data incorrectness also leads to a situation in which
two LAS subsystems, land register, and cadastre, are often
not in an internally consistent state. An internally consistent
state is a state in which data stored in both subsystems,
regarding the same real-life entity, for example, area of real
estate, are equal. As an illustration, in [8] it is stated that
only 5% of data stored in the land register and cadastre in
Croatia are in an internally consistent state. It is pretty safe
to claim that LAS that is not in an internally inconsistent
state is undoubtedly in an incorrect state too [9] and that
would mean that 95% of data stored in Croatian LAS are in
an incorrect state. Even though lack of internal consistency
indicates an incorrect state, if land register and cadastre are
in a consistent state, they could still be in an incorrect state,
since data still might not be in concordance with actual legal,
spatial, and topographic situations in reality. This problem is
rather common in countries wherein process of creation of
contemporary LAS it was necessary to harmonize data from
different sources and that even had different land administra-
tion systems in use in different parts of its territory. In those
countries, it was necessary to define, by law, which source
of data will be deemed correct in case of inconsistency. For
example, in Serbia in the Law on State Survey and Cadaster,
it is stated that in the case of inconsistency of data stored in
land register and cadastre, data stored in the land register are
presumed to be correct.

There is also a more dire reason for adding new incorrect-
nesses into LAS, which is especially common in underde-
veloped and developing countries, and that is a problem of

intentional ‘‘human errors’’. Data misuse, or data tampering,
as a result of corruption and fraud is the reason for the
appearance of new incorrectnesses that brings the entire LAS
in an incorrect state [10], [11]. Term data tampering is here
used to represent the act of deliberately editing, destroying,
or manipulating data through unauthorized channels.

A less dire reason why LAS is not in the correct state is
due to the fact that the process of registration of real estate
transactions in LAS takes unusually long in most countries.
For example, it can take up to six months to register a
transaction in Sweden [12] and up to 24 months to register
it in Serbia. During that period, the new owner of the real
estate has limited rights on the property because he is still
not recognized as de jure (lat.) owner of real estate. Since
registration of transactions in LAS could take a lot of time,
it opens the door for the possibility of ‘‘double spending’’ of
real estate, and these cases are not unknown or unheard of.

‘‘Double spending’’ of real estate might sound strange
since real estate represents a tangible asset, but transactions
of real estate are, as previously mentioned, usually conducted
through the process of registration in civil court or some other
agency and not by simply taking possession of an asset. So,
it is possible to have a case of ‘‘double spending’’ where the
same real estate could be sold multiple times before the trans-
action is officially registered. It is expected that transaction
that happened first, in reality, will eventually be registered in
LAS. But often those cases end up in the court of law and
take a long time to resolve. During that time, neither of the
involved parties have their rights established on the specific
real estate.

To resolve problems related to double spending in real
estate transactions, data tampering, and the long duration
of the real estate transactions’ registration process, a novel
system for registering transactions is needed, and a possible
solution could be in the application of distributed ledger tech-
nology (DLT). DLT is a solution in which, instead of having
a centralized ledger, a single ledger is distributed between
multiple data nodes with decentralized control. These nodes
record, share, and synchronize data across the network and
keep the data secure by reaching a consensus on the content
of the ledger [13]. The first implementation of DLT happened
in 2009 with Bitcoin blockchain, but over the years, different
DLT platforms were developed [14].

Blockchain represents a DLT that stores transactions in
a chain of blocks. Blocks are added in chronological order
in a way that makes it highly improbable that they can be
tampered with and forged [15]. To achieve this, blockchain
relies on cryptographic hash, asymmetric cryptography, and
distributed consensus mechanism [16]. The main benefits of
BCT are efficiency, security, resilience, and transparency. The
fact that it is possible to easily track and manage complex
data logs makes blockchain technology (BCT) efficient. The
system is made secure by making falsifying data almost
impossible by distributing data between many connected
nodes. The distribution of data and the fact that there is
no single point of failure make the system resilient, and
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the fact that usage of the system is public by default make
it transparent for every interested party [17]. According
to [16], blockchain also brings benefits of decentralization,
anonymity, persistence, and audibility. Bitcoin blockchain,
created in 2009, had a limited domain of application, but
with the addition of smart contracts, a domain of possible
application expanded, especially to government, science, IoT,
and health [18], [19]. Smart contracts are computer pro-
grams that are coded and entered into the blockchain and
are governed by the same rules that apply for all blockchain
transactions.

In this paper, it is discussed how BCT could be used to
solve problems of double spending in real estate transactions
and data tampering. Also, a smart contract, written in Solidity
programing language is presented that could serve the general
purpose of storing and providing data about ownership, and
for registering transactions on real estate. It can also handle
those more specific cases in LAS, such as sharing of owner-
ship, transferring part of ownership, splitting or merging of
real estate, and limiting the possibility of trading real estate.
The presented smart contract is based on a programming
interface, that could be used as a blueprint for the creation of
LAS specific smart contracts. This interface is also presented
in the paper.

Apart from the Introduction and Conclusion, this paper is
organized as follows. In section II, a short literature review
on the subject of the Land Administration Domain Model
and the possible application of BCT in e-government and
BCT in LAS is given. The process of selection of blockchain
platform for application in LAS is presented in section III.
In section IV, a concrete solution for solving some of LAS
problems through the application of BCT smart contract is
given. In the same section, system infrastructure implemen-
tation is presented together with how the implementation of
the proposed solution would change the process of registering
transactions in LAS on the example of Serbia. Discussion
of the proposed solution, together with some limitations is
presented in section V.

II. LITERATURE REVIEW
International Organization for Standardization defines
ISO/CD 19152:2021 Geographic information – LandAdmin-
istration Domain Model (LADM) as a reference domain
model for basic information-related components of land
administration and provides basics for country profiles.
According to [20], this standard has been applied for the
creation of various country profiles all over the world
[21]–[24] and has grown over the years in recognition and
influence.

ISO/CD 19152:2021 Geographic information – Land
Administration Domain Model (LADM) defines four core
classes of LADM that should represent a foundation of LAS
and they are presented in Fig. 1.

LADMcore classes are defined so that their instancewould
represent:

FIGURE 1. Core classes of LADM [25].

1. instances of LA_Party represent a party that could be a
person, organization or group of persons or/and orga-
nizations),

2. instances of subclasses of LA_RRR represent rights,
restrictions, and responsibilities,

3. instances of LA_LAUnit represent administrative
information regarding spatial units

4. instances of LA_SpatialUnit is a class whose instances
represent spatial information about real estate [25].

LADM is a good starting point for the development of any
LAS solution, regardless of the manner of its implementation.
For this reason, the solution proposed in this paper will also
be based on LADM.

Since the focus of this research was on the application of
DLT in LAS, or to be more precise on the application of
BCT in LAS, in the remaining part of this section, a short
literature review on the application of BCT in e-government
and BCT in LAS is given. At the end of the sections, the main
differences between this and other researches are stated.

For the first several years BCT has mainly been used for
the creation of cryptocurrencies and therefore research done
and papers published in those first years were mostly in
the field of financial technology. A literature review con-
ducted in 2017 detected only 67 papers that were on a
subject on blockchain other than cryptocurrency [26]. Out
of those 67 papers, 28 were in the discipline of computer
science, 18 in information systems, 9 in law, 6 in finances,
5 in political sciences, and 3 were not categorized. A liter-
ature review published in 2019, for the period 2014-2018,
has shown an increase in the number of papers published
about BCT, other than cryptocurrency, totaling 260 papers.
Those 260 papers were classified into fields of business
and industry (58 papers), governance (32 papers), Internet
of Things (32 papers), data management (26 papers), health
(25 papers), privacy and security (24 papers), integrity verifi-
cation (16 paper), finance (15 papers), education (8 papers),
and with remaining 24 papers falling into the miscellaneous
category. According to another research conducted in 2017,
the application of BCT in e-government was at its beginnings
at that time, since only 21 research papers were published on
that subject [27].

The importance of BCT for e-government is expressed
in [28] where together with artificial intelligence and
big data, blockchain is identified as one of the disrup-
tive information-communication technologies (ICTs) that
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together with established ICTs will be a foundation of gov-
ernment 3.0. Reasons stated for the application of BCT are
the need for decentralization, trustworthiness, and security.
Enabling smarter government through BCT, due to open-
ness, security, and distributed nature is proposed in [29].
In [30] BCT is proposed for providing a highly secure and
privacy preserving decentralized system for e-government
that would resolve problems that bear upon centralized sys-
tems such as single point of failure, cyber-attacks, denial
of service, and distributed denial of service. According to
[31] e-government represents a field in which BCT could
bring significant improvements due to transparency, trans-
action security, and trust. The application of blockchain is
proposed for e-government services in China [32] due to
the benefits that this technology provides, mainly improve-
ments of provided services, transparency, accessibility, and
information sharing. To address the problem of centralization
and reliability on human control, the application of BCT in
e-government is proposed in [33].

Overview of listed advantages of application of BCT from
listed related work is presented in Table 1.

TABLE 1. Overview of advantages of application of BCT.

More specifically, the application of BCT in LAS is
proposed in [34] together with the field of vehicle regis-
tration. In [35], BCT is recognized as a solution for long
lasting problems that exist in LAS. Blockchain is identified
as an innovative technology that will provide significant
possibilities for application in a wide field of application
within e-governments, such as identity management, docu-
ment exchange, academic certificates, and land administra-
tion [36]. In [37] blockchain is identified as a technology that
could make significant changes in the way land ownership
is recorded and how transfers of ownership are managed.
In [38], [39], decentralization, immutability, transparency,
and smart contracts are identified as benefits that BCT could
bring to LAS. Using blockchain architecture in a variety of
domains, such as land administration, but also supply chain
management, and intellectual rights management is proposed
in [40] as a way to remove intermediators and third parties
of trust. Even those LASs that are based on contemporary
ICTs and do not suffer from a lack of trust, can benefit from
the use of BCT. The usage of BCT in LASs is recognized as
beneficial to shorten the duration of administrative operations
[41]. Applying blockchain for archiving deeds and titles, for
transaction process, or for validating and issuing titles are
recognized as a possibility in [42]. Solving problems related

to documenting proof of ownership of real estate through the
use of blockchain is proposed in [43]. In [44] ‘‘trustless’’
transactions, durability, transparency, and immutability are
identified as three major benefits of implementing BCT in
LAS.

Apart from before mentioned, more detailed possibilities
of application of BCT in LAS are discussed in [30], where
Ethereum and Delegated Proof-of-Stake consensus mecha-
nism, for running smart contracts that would represent sim-
ulations of a real contract, such as those used in the land
registry, is proposed. In [45] blockchain is proposed as a
recordkeeping database that will be connected to an external
database containing legal and spatial data. Blockchain record-
keeping would preserve hashes of documents from existing
databases and in that way create an audit trail of all changes
made in original documents. Using BCT to register transac-
tions is proposed as a solution for problems that exist in land
administration in India [46]. All activities from interested par-
ties such as buyer, seller, bank, registrar office, and revenue
office, related to the transfer of ownership of real estate are
registered in the blockchain. Those activities include not only
the transfer of ownership between buyer and seller but also
the application for mortgage and registration of transfer of
ownership in the revenue office. Idea is to store data regarding
ownership in the blockchain together with hash values of
that data. Similarly, in [47] using BCT is proposed in the
process of registering transactions to increase transparency
and reduce corruption that happens in up to 20% of cases of
land administration services, according to the Transparency
International report. It is proposed that transfers will be reg-
istered on the blockchain through the use of smart contracts
and that all necessary data about real estate will be stored
together with transactions, including all related documents.
Managing the transaction of land ownership inGhana through
blockchain is proposed in [48]. More specifically, acquiring
confirmation from all necessary parties in the process of
acquisition of ‘‘skin land’’ (tribal land) before transfer itself
is registered in the blockchain.

Preserving anonymity of participating parties through the
use of blockchain and smart contracts is proposed in [49]
as a way to exchange private information about real estate
location and to ensure delivery of that information upon
meeting all required conditions. One of the ideas is also to
use so-called colored tokens that can be created on top of
the Bitcoin blockchain to represent the real estate and to
benefit from all advantages offered by blockchain is proposed
in [50]. In [51] the use of BCT in land administration is
proposed for the following tasks: validation of land title
information, validation of land title transactions, notarizing
land registration process, and sharing fingerprints of informa-
tion stored in LAS. Regarding storing spatial data and BCT,
one proposition was made in [52] where it is suggested to
divide the surface of Earth to 3m-by-3m squares with unique
IDs that will represent a unit of transactions. In [53] it is
concluded that it is possible to store land administration data
in parallel blockchains. This is interesting because BCT is not
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considered suitable for storing a high volume of data, such as
spatial data.

Somewhat specific application of smart contracts in land
administration is proposed for managing transactions in [54].
In this case, smart contracts are used to validate participants
in the process and data shared between them, while confir-
mation about the validity of shared data is done by additional
participants, the land inspector. In Turkey, blockchain is pro-
posed as a solution for managing real estate transactions and
satisfying the needs of a large number of stakeholders [55].
It is not only that transfer of real estate ownership is con-
ducted through blockchain, but smart contracts are also used
to transfer money from buyer/bank to seller. Using BCT for
preserving the validity of data through resolving issues of
problematic boundaries by requiring interested parties to con-
sent to change is proposed for solving this common problem
in Turkey [56]. In the case of Serbia, managing transactions
of real estate on the blockchain is proposed in [57]. Authors
propose using permissioned public blockchain for manag-
ing transactions and storing all relevant documents on the
blockchain network, and transactions that are happening on
the blockchain network can also be used as an initial source
for other tasks that should be performed after transactions are
reregistered, such as taxation. During the process of digitiza-
tion, transferring information into blockchain is proposed for
Bangladesh [58]. It is proposed that new and old transactions
should be initially registered in a public blockchain, by gov-
ernment officials, only to move to a full hybrid blockchain in
later stages of the development.

Overview of specific benefits to LASs that could come
from the application of BCT as listed in related work is
presented in Table 2.

TABLE 2. Overview of specific benefits to LASs that could come from the
application of BCT.

Apart from propositions previously mentioned in peer
review papers, there are several ongoing pilot projects related
to the application of Blockchain in LASs, most notably
partnership between Lantmäteriet (Swedish land administra-
tion agency) and several private companies. The goals of
these projects were to eliminate the need of archiving large
numbers of physical documents, to improve resilience, and
remove the redundancy of data stored in LAS, to increase the

security of the system, to decrease the time needed for regis-
tering transactions, and to make them transparent, eliminate
the possibility of double spending of property, and stealing of
property. Due to a large number of actors in the most common
process of transfer of real estate (seller, buyer, real estate
agent, Lantmäteriet, bank, mortgage deed registry), there are
quite a few steps that needed to be taken in this process
(34 to be precise) and this process takes a lot of time (up
to 6 months), but by applying BCT, the time taken to finish
the whole process is reduced by 4 months. In this solution,
they are using BCT to verify the validity of documents, sign
documents, manage transactions, and store hash values of
signed documents [12].

One of the companies involved with the pilot project in
Sweden, Chromaway, was also involved in a similar project,
but this time in India [59]. A pilot project between Ubitquity
and the Brazilian State of Rio Grande do Sul started in 2017.
In this project, color coins were used to add another layer to
Bitcoin Blockchain so they would represent a property. In this
way transferring ownership of the color coin Bitcoin would
represent a transfer of ownership of the real estate. For storing
documents related to transfers, BitTorrent or Inter Planetary
File System are proposed [37]. Another pilot project was
proposed in Honduras. The partnership between the local
government and Factom was supposed to solve problems
that plagued land administration in Honduras. Idea was to
prevent any kind of tampering of records at any steps related
to submission of data, acquisition, and recording process [60].

In themajority of presented papers, only general ‘‘compati-
bility’’ between problems that exist in contemporary LAS and
possibilities offered by BCT are presented. Overview of these
papers is given in Table 1.More specific possible applications
are presented in Table 2, but still, in presented papers, those
proposals were on a theoretical level and more importantly
did not cover all possible cases that exist in the process of
transferring of real estate, such as previously mentioned shar-
ing of ownership, transferring part of ownership, splitting or
merging of real estate, and limiting the possibility of trading
a real estate.

III. SELECTING BLOCKCHAIN PLATFORM FOR
APPLICATION IN LAS
Although several papers about the application of BCT in las
are presented in section ii, the applicability of this technology
in LAS could be tested by following the ten steps decision
path proposed in [61], to determine if blockchain is a good
fit for LAS and what kind of blockchain should be used. The
decision path is shown in Fig. 2.

For LAS, ‘‘Yes’’ is the answer to all ten questions, and
the decision path justifies the use of BCT, and proposes per-
missionless public blockchain for the implementation of the
solution. Permissionless public blockchain refers to one more
classification of blockchains: permissionless public, consor-
tium/hybrid, and private blockchains [62]. in a permissionless
public blockchain, anyone can join the network and partici-
pate in the registration of transactions. in consortium/hybrid
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FIGURE 2. Overview of the blockchain decision path [61].

blockchains, transactions are usually confirmed by partici-
pants that are pre-registered, whereas everyone can see what
is happening in the blockchain. in a private blockchain, only
pre-registered parties can take part in confirming transactions
and see what is happening in the blockchain.

The solution proposed in this paper will rely on the appli-
cation of smart contracts. The Idea of smart contracts was
introduced in 1996 and they were defined as a digital set of
promises and protocols that parties perform based on those
promises. One of the possible applications of smart contracts
identified at that point in time is property rights [63]. In the
realm of blockchain, smart contracts represent a system that
could be used to automatically transfer assets based on some
predefined rules [64]. Smart contracts verify and execute
terms stated in them, in a case when predetermined events
happen [65]. In LAS, smart contracts could be used to hold
information about ownership and to manage transactions of
real estate.

For using a permissionless public blockchain, there are
two possibilities. The first one is the creation of a new
permissionless blockchain network that could be based on
existing solutions, and the other one is selecting one of the
existing public blockchains. In the case of creating a new

permissionless public blockchain network, the question of the
sustainability of such a system could arise. Although there
is a large interest from stakeholders to participate in such a
blockchain, it is questionable how the incentive systemwould
be successfully implemented. There is also a problem of the
low hashing power of such a system and a possibility that
dishonest nodes could take part in such a system and ‘‘easily’’
acquire enough hash power to perform a 51% attack. With
this in mind using existing permissionless public blockchain
might be a better idea.

In [66] following blockchains were identified as represen-
tative platforms for running smart contracts:
1. Ethereum – Turing complete, general application,

permissionless;
2. Fabric – Turing complete, general application, private;
3. Corda – Turing incomplete, application in digital cur-

rency, private;
4. Stellar – Turing incomplete, application in digital cur-

rency, consortium/hybrid;
5. Rootstock – Turing complete, application in digital cur-

rency, permissionless; and
6. EOS – Turing complete, general application,

permissionless.
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Out of those 6 representative platforms, only 3 are permis-
sionless and at the same time Turing complete, and two of
those, Ethereum and EOS have general applications.

A decision support system for the blockchain platform
selection problem is presented in [67]. the proposed decision
support system is based on 71 Boolean and 4 non-Boolean
blockchain features that were detected during initial research.
Following the proposed decision support system with public,
permissionless, smart-contract, and turing complete features
set as must-have, 5 blockchain platforms were proposed.
Themain differences between proposed blockchain platforms
were the consensus mechanisms. Proposed blockchain plat-
forms were:

1. Ethereum – General application, proof-of-work;
2. NEO – general application, delegated byzantine fault

tolerance;
3. QTUM – general application, proof-of-stake;
4. Cosmos Network – interoperability platform, multiple

consensus mechanisms;
5. Wanchain – interoperability platform, proof-of-stake.

Having in mind that the Ethereum blockchain is the only
platform that is proposed both in [66] and [67] and that
Ethereum:

• is the first blockchain that implemented smart contracts,
• was created with the idea of creating distributed appli-
cations based on smart contracts,

• supports solidity, a high-level object-oriented program-
ming language for writing smart contracts, and

• is the second largest blockchain network with a hash rate
of around 800.000 GH/s mid-September 2021 [68],

the decision is made to implement proposed solution on the
Ethereum blockchain network.

On the ethereum blockchain network, Solidity is a native
programming language for creating smart contracts that
will, when compiled, run on Ethereum Virtual Machine
(EVM). Solidity programming language is loosely based on
ECMAScript (European Computer Manufacturers Associa-
tion Script), but is statically-typed, and supports inheritance,
libraries, and complex user-defined types, called structs.
Since solidity was introduced in 2015, language has been
under active development and as of the beginning of 2022,
eight major versions were released. Solidity has concepts that
are available in most contemporary programming languages
and consequently does not have a steep learning curve for
those familiar with these languages. Since 2015, solidity has
gained wide community support.

IV. BCT BASED PROPOSAL FOR SOLVING LAS
PROBLEMS
In the introduction of this paper, three main problems were
identified in LASs that could be potentially solved by the
implementation of BCT:

1. double spending in real estate transactions,
2. data tampering, and

3. long duration of the real estate transactions’ registration
process, which leads to LASs incorrectness during that
period.

Regarding the double spending problem, blockchain is
developed with the direct intention to eliminate any possibil-
ity of double spending in electronic transitions. Blockchain
solves this problem by using a peer-to-peer distributed times-
tamp server that is based on a consensus mechanism and
in that way creates a chronological list of all transactions
that happen in the system. The most widely used consensus
mechanism is proof-of-work.

The consensus mechanism serves multiple roles, firstly it
eliminates the possibility of double spending by having nodes
check all transactions that are being added to the blockchain,
and secondly, it is there to set a standard elapsed time for
adding a new block to the chain.

Another problem in current LASs is the possibility of data
tampering. On a blockchain, it is practically impossible to
‘‘go back in time’’ and make a change in the block of transac-
tions that were previously added to the blockchain. Changing
even a single transaction will result in a new hash value for
that block, and dishonest nodes would need not only to, for
example in Bitcoin and Ethereumnetworks, do proof-of-work
for that specific block, but also for all other blocks that were
added to the blockchain after the fraudulent one. That would
result in the creation of a new chain, a so-called fork in a
blockchain. During that time, honest nodes would continue
to work taking the hash value of the last correct block as their
input value and adding new blocks. The result of this process
is that the correct chain will be longer than the fraudulent
one, and by implementation, the longest chain is always
considered to be correct. This process should eliminate any
possibility of tampering with data that was already stored in
the blockchain.

The proposed solution for the third problem, the time
needed for registering transactions, will be in a form of a
smart contract. In the following section more specific cases of
ownership, real estate transactions, and merging and splitting
real estate will be presented. Programing code that could
support each of those cases will be presented and discussed.
The section will be concluded by a discussion on how the
proposed solution would influence the time needed for regis-
tering transactions in LAS.

A. PROPOSAL OF SMART CONTRACT FOR LAS
On the Ethereum network, it is possible to create a smart
contract that will be in charge of managing some new tokens.
These tokens can be used to represent any real-life goods,
including real estate. Tokens can be transferred from one
owner to another, separately from other transactions, but still
running on the same public Ethereum network.

When the application of tokens is proposed as solutions
for representing specific real estate and smart contracts for
managing transactions of those tokens, usually only ‘‘happy
path’’ cases are covered, as mentioned in [50]. Those cases
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FIGURE 3. UML class diagram representing ÅRC-20 interface.

represent situations where one party (person or organization)
with 100% ownership of real estate is selling the entire 100%
of ownership to another party. Although this is indeed the
most common type of transfer, other cases also exist and it
is necessary to propose a solution that will be able to cover
these cases too.

Proposed solutions will enable transfers of ownership in
the following use cases:
A. Multiple entities could have a share in the ownership of

the same real estate.
It is quite common for multiple entities to participate in

ownership on real estate, married or civil partners can own a
real estate together with equal or not equal shares. In cases
of inheritance, there are often more than one inheritor and all
inheritors will own a share in the ownership of real estate that
they have inherited.
B. Owners can transfer less than 100% of ownership.
It is possible that the owner could transfer less than 100%

of the ownership to another party, this could again be the
case between married or civil partners, relatives, or any other
entities.
C. Transferring ownership of real estate could be forbidden.
The transfer of ownership of real estate can be temporarily

or permanently forbidden according to state legislation. For
example, in Serbia, the Law on the seizure of property that
is a result of criminal activity and the Law on restriction on
the disposal of property in order to prevent terrorism and the
spread of weapons of mass destruction restrict the transfer of
the ownership for some owners.
D. Ownership could be transferred by a party other than the

owner.
In cases of inheritance, transfer of ownership is not con-

ducted by the owner anymore, it is usually conducted based
on rulingsmade by either a court or a notary. Also, there could
be a case in which a real estate transaction could be declared
void by the court of law, so there must be a possibility for a
party other than the owner, to perform a transaction that will

practically revert the previous transaction that was declared
void.
E. Real estate could be split into new real estate.
When real estate represents some land, it is common to

only sell a part of the land. In that case, usually, the owner
is not selling part of his ownership, since that would create
the previously mentioned situation of owning an ideal part
of real estate. Instead, the land is topologically divided into
two or more new real estates and then ownership of those real
estates is transferred.
F. Real estate could be merged into new real estate.
If one party owns two real estates that are topologically

placed one to the other, the owner can request for those real
estates to be merged and to create a new real estate.

For creating new tokens on the Ethereum network
some standards are adopted. Most notably, ERC-20
(ERC – Ethereum Request for Comments) Token standard
and ERC-721 Non-Fungible Token (NFT) standard. These
two standards are defined in the shape of interfaces written
in Solidity programing language. Both ERC-20 and ERC-
721 are defining a standard set of APIs that will make it
possible for tokens to be used by other applications, such as
wallets or decentralized exchanges. By implementing either
of these standards in a smart contract, basic functionality for
transferring tokens by either owner or another approved party
will exist [69], [70]. The main difference between ERC-20
and ERC-721 is that smart contract implementing ERC-20
is intended to be used for the creation and manipulation of
fungible tokens, while in ERC-721, those tokens are non-
fungible. Fungible tokens could, for example, be used for
the creation of new cryptocurrencies or to represent a fiat
currency, while NFTs are intended to be used to represent
unique items, such as physical property, virtual collectibles,
or ‘‘negative value’’ assets as loans or burdens. Another
important difference is that ERC-20 tokens can be split into
smaller parts, unlike ERC-721 tokens. Class diagrams rep-
resenting ERC-20 and ERC-721 are presented in Fig. 3 and
Fig. 4 respectively.
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FIGURE 4. UML class diagram representing ÅRC-721.

Application of fungible tokens would not be a good solu-
tion for LAS because there is no way to distinguish one token
from another and that is what is needed if tokens are to be
used to represent the unique real estate. A possible solution
for this problem could come from the application of the ERC-
721NFT standard, but according to this standard, NFT cannot
be divided and they can be transferred from one account to
another only as a whole, so multiple parties could not own
a share in the same real estate. EVM running the Ethereum
blockchain has no support for decimal values, but transfer-
ring less than one token is still possible in ERC-20. This is
achieved by using larger integer values to represent one token,
for example, 1000 could represent a single fungible token. So,
for real estate, a combination of these two standards is needed.
NFT from ERC-721 and the possibility of splitting a token
from ERC-20. It is safe to make these kinds of adjustments
because, in proposed solutions, it is not expected that tokens
representing real estate will be exchanged for any other kind
of tokens on some token exchange system as it is expected for
ERC-20 and ERC-721 tokens.

The proposed solution is presented in the shape of the
UML class diagram (Fig. 5) and smart contract code written
in Solidity programing language. Interface LandAdministra-
tionSystemInterface, presented in Fig. 5 is based on the ERC-
721 standard and the corresponding Solidity code is presented
in Listing 1. An example of implementation of class Lan-
dAdministrationSystem, from the same figure, is presented
separately in Listings 2 through 4 and Listings 8 through 10,
to make it easier to discuss the code. Three dots in those
listings indicate code from the LandAdministrationSystem
contract that is not relevant for the problem that is presented
and discussed in that specific listing.

The proposed interface presents a set of functions that must
be implemented by a smart contract that is implementing this
interface. Apart from functions, the interface declares two
events that are abstractions of the Ethereum logging protocol.
In this and all other examples in this paper, the following
parameter naming convention will be used:

• _tokenId – a parameter representing real estate token,
• _from or _owner – a parameter representing current real
estate shareowner,

• _to – a parameter representing new real estate share-
owner,

• _share – a parameter representing a share of real estate
ownership,

• _documentHash – a parameter representing the hash
value of documents that real estate transaction is based
on and that will be further discussed in section V,

• _transferable – a parameter representing Boolean value
if real estate token is transferable or not.

In Listing 1. The following functions are declared:

• ownersOf – Original function ownerOf function from
ERC-721 is replaced with a new declaration of func-
tion ownersOf. This declaration requires that instead of
returning just one, all owners of a real estate token are
returned as a result.

• shareOf – In ERC-721 there is no corresponding func-
tion for shareOf. Declaration of function shareOf pro-
vides a possibility to get information about the share of
ownership a party has over real estate.

• transferFrom – in transferFrom function declaration,
apart from _from, _to and, _tokenId parameter, that
could be found in the ERC-721 declaration of function
with the same name, there are two more additional
parameters, _share and _documentHash.

• isTransferable and setTransferable – Functions isTrans-
ferable and setTransferable represent functions that will
make it possible to flag specific real estate as being
allowed to trade on or not based on some specific
reasons.

Finally, two events are declared, Transfer and Transferable
that will be used to publish information about transfers and
transferability of real estate to all interested stakeholders.

Land Administration Domain Model (LADM) that is pre-
sented in section II could be modeled in the following way:
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FIGURE 5. UML class diagram representing LandAdministrationSystemInterface interface and LandAdministrationSystem class.

LISTING 1. LandAdministrationSystemInterface.

• Instances of LA_Party could be modeled by address, the
20-byte elementary Solidity types.

• Instances of LA_RRR rights (ownership share) and
restrictions could be modeled by uint16 and bool ele-
mentary types respectively.

• Instances of subclasses of LA_LAUnit could be repre-
sented by an NFT, that is with uint256 elementary type.

• Instances of LA_SpatialUnit are not required for
ownership transfer and will not be represented in
the smart contract, but it will be stored within
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LISTING 2. Modeling LADM core classes in smart contract.

LISTING 3. An example of the implementation of ownersOf function.

a system whose architecture will be presented in
section IV-B.

An example of smart contract modeling these core classes
is given in Listing 2.

In Listing 2. The following properties are declared:
• master property of type address represents an address
that is used to deploy smart contract and this property
is being set through function constructor at the time of
deployment of smart contract,

• mapping realEstateOwners maps relation between real
estate and real estate owners by mapping uint256 value,
representing real estate token, into an array of addresses,
representing real estate owners,

• mapping realEstateOwnersSharemaps relation between
uint256 value, representing real estate token, into a map-
ping of address, representing owner, into uint16 value,
representing a share of ownership, the value of ‘‘full’’
share should be big enough integer to allow for all
smaller possible parts of share to be denoted as whole
numbers,

• mapping transferable maps uint256 value, representing
real estate token, into bool type that will have the value
true or false based on transferability of specific real
estate.

Apart from properties in Listing 2, the constructor function
is declared and implemented. In smart contracts, constructor

functions are called only once, at the time of deploy-
ment/creation of the smart contract, and in this specific case,
implementation of the constructor is such that the transaction
that is creating a smart contract is queried for the sender
address of transaction by calling msg.sender and that value
will be stored in address master property.

An example of the implementation of function ownersOf
is shown in Listing 3.

In Listing 3, function ownersOf is implemented as a get
function where function parameter _tokenId is used to query
realEstateOwners property and get an array list of address
type values representing all owners of a property.

By declaring properties is shown in Listing 2 and by imple-
menting ownersOf function shown in Listing 3, a solution for
use case A, where multiple entities could share ownership of
the real estate, is achieved.

An example of the implementation of shareOf and trans-
ferFrom functions is given in Listing 4.

Implementation of shareOf function is a get call on prop-
erty realEstateOwnersShare where firstly _tokenId and then
_owner parameters from function call are used as key values
to retrieve data from realEstateOwnersShare property repre-
senting a share of ownership.

In function transferFrom, three conditions are checked.
First, it is checked if the transfer of real estate is allowed
by checking the value of the transferable property based on
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LISTING 4. An example of the implementation of shareOf and transferFrom functions.
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LISTING 5. An example of error data if _tokenId is not transferable.

LISTING 6. An example of error data if address calling a function is not master address or _tokenId owner.

_tokenId. If it is false, the revert statement is called with
a nonTransferable error. As the result, error data that are
shown in Listing 5 is passed back to the function caller.
Then it is checked if the address used to call transferFrom
function is the master or token owner’s address, based on the
master property, and by calling isOwner function with _from
parameter. If both are false, then the revert statement is called
with a notOwnerOrMaster error. As the result, error data that
are shown in Listing 6 is passed back to the function caller.
Finally, it is checked if _share parameter is larger than real
estate owners share in which case the revert statements is
called with a notOwningBigEnoughShare error. As the result,
error data that are shown in Listing 7 is passed back to the
function caller. Declarations of errors are shown in Listing 8.

If real estate is transferable and if the address used to call
function is the master address or real estate owner address
and if the share is equal or lower of real estate owners share,
transfer of share or real estate ownership is registered by:

• decreasing ownership by _share for _from on _tokenId
in realEstateOwnersShare property,

• increasing ownership by _share for _to on _tokenId also
in realEstateOwnersShare property,

• calling addToRealEstateOwnersIfNewOwner function
to add _to for _tokenId into realEstateOwner property
if it was not previously owner of share of _tokenId,

• calling removeFromRealEstateOwnersIfNoShare func-
tion that removes _from for _tokenId from realEstate-
Owners property if it does not own a share of _tokenId
anymore, and

• finally, calling Transfer event and emitting data from the
function call.

By declaring properties as shown in Listing 2 and by
implementing shareOf and transferFrom functions shown in
Listing 4, a solution for use case B, where real estate own-
ers can transfer less than 100% of ownership, is achieved.
By emitting Transfer event within transferFrom function, all
interested stakeholders could be informed about the change
in ownership of the real estate. Transfer event emits the
same data that was used in transferFrom function call. Also,
it is important to mention that all transactions stored on
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LISTING 7. An example of error data if _share is larger than owner’s share of _from on _tokenId.

LISTING 8. An example of error declarations.

blockchain are stored permanently, thus making it possible
to have a complete history of all transactions regarding any
specific token representing the real estate.

An example of the implementation of functions isTransfer-
able and setTransferable is shown in Listing 9.

In Listing 9. Implementation of isTransferable function is
a get call on transferable property with _tokenId as key value,
whereas setTransferable is a set call on the same property
with _tokenId and _transferable bool type value that is being
set. For the setTransferable function, _documentHash param-
eter is also added to the function call. Calling setTransferable
function is limited to the master address and emits a Trans-
ferable event with all forwarded parameters.

By declaring properties as shown in Listing 2 and by
implementing isTransferable and setTransferable functions
shown in Listing 9, solution for use case C, transferring of
ownership of real estate could be forbidden, is achieved.

Use case D requires that ownership could be transferred by
a party other than the owner, and it is achieved by previously

declared properties in Listing 2 and by implementing trans-
ferFrom in Listing 4. Specifically, it is tied to adding master
address property in the smart contract. This address could be
managed by LAS and used upon instruction from some state
institution, such as a court that can make rulings requesting
transfer of ownership of the real estate.

Use cases E and F assume that real estate could be split or
merged into new real estate. Splitting real estates is modeled
by deletion of _tokenId representing that real estate and cre-
ation of new _tokenIds representing new real estates.Merging
of real estates is modeled by deletion of _tokenIds represent-
ing real estates that are being merged and creation of new
_tokenId representing the newly created real estate. For the
destruction of tokens, there is no need for any additional code
apart from code already presented in Listing 2 and Listing 4,
because the destruction of tokens is achieved by sending
_tokenId to ‘zero address’. For the creation of a token, a new
mint function is necessary and an example of implementation
of that function is given in Listing 10. This function will also
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LISTING 9. An example of the implementation of setTransferable and isTransferable functions.

be used for the initial creation of tokens when the system is
implemented for the first time.

According to Listing 10, creating a token could only be
done if the function is called by master address at which time
_tokenId is added to transferable property with a bool type
value of true, _to is added to realEstateOwners property for
key _tokenId and _share is added to realEstateOwnersShare
for _to on _tokenId, and event Transferable is broadcasted
with all function parameters.

In real life implementation, the mint function would need
to check for the total possible value of a share of ownership,
also, adding a property that would map address to token
would probably be beneficial, as well as deleting owners from
realEstateOwners since setting 0 at empty index and still
occupies that space.

ERC-721 also defines a few more functions, namely,
approve, setApprovalForAll, getApproved, that could be
used to delegate the right to transfer ownership to another
party, for example like giving a power of attorney, that
could be used in LAS smart contract in their native form,
if necessary.

By implementing the transaction process in this manner
significant savings in time are achieved. During 2020, accord-
ing to [71], the longest time needed for a block to be added
to the Ethereum network was 0.229 minutes and the shortest
0.217 minutes. So, on the Ethereum network, a new block
is added to the blockchain, on average, every 13s, and the
average number of transactions per second is around 14 [72].
For example, In Serbia, a country with an estimated popu-
lation of just under 7 million people, there were under 200
000 notarized real estate sale contracts in 2020, so one trans-
action every 3 minutes. According to [73] in France, a county
with an estimated population of just over 67 million people,
there were under 1.600.000 notarized real estate transactions
in 2020, so one transaction every 20 seconds. Furthermore,
this is in the case when all transactions are managed by a

single authority, while in reality, LAS are usually organized
in smaller administrative units.

To verify performance, the proposed smart contract
was deployed on Ropsten Ethereum Testnet. Ropsten
Ethereum Testnet is a public blockchain that is run-
ning on the same protocol as the Ethereum mainnet and
with the same consensus mechanism, making it the most
look-a-like network for testing smart contracts running
on EVM.

Smart contract is deployed at address 0xDc7919cbd85ea
93370c642d937c9E87DecFa7674 (https://ropsten.etherscan
.io/address/0xDc7919cbd85ea93370c642d937c9E87DecFa7
674) and for testing purposes 1000 simulated real estate
transactions were performed. Times between:
• making the request for transfer by the frontend and
• receiving confirmation on the frontend that transaction
was mined and added to the blockchain

were measured with the following results:
• average time elapsed – 27.34 seconds,
• median value – 20 seconds,
• standard deviation (σ ) – 25.14 seconds,
• percentage of transactions within –1σ and +1σ
(2.20s – 52.48s) – 86.60%,

• 99%of transactions were completedwithin 114 seconds.
An overview of the number of transactions per elapsed time
in seconds is shown in Fig. 6.

Based on this data it is clear that Ethereum Blockchain has
the potential to manage the required number of real estate
transactions.

Overview of system architecture for the proposed solution
is given in section IV-B.

B. SYSTEM INFRASTRUCTURE IMPLEMENTATION
The proposed solution represents a combination of the
blockchain network and traditional information systems.
Transactions are registered on the blockchain, and queries are
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LISTING 10. Example of implementation of mint functions.

FIGURE 6. An overview of the number of transactions per elapsed time in seconds.

made to the blockchain network requesting information about
ownership of the real estate, whereas full data, both legal
and spatial, are stored in traditional databases. For example,
addresses used to represent LA_Party in blockchain could be
a key-value or mapped to an ID in a traditional information
system holding all necessary data about the owner.

Multilayered architecture could be used and the application
frontend is communicating both with blockchain network and
traditional database as a source of information. For commu-
nication with the Ethereum network, any technology that can
interface with Web3 API for Ethereum could be used. Web3
API represents a collection of libraries that makes it possible
to interact with the Ethereum network and nodes on that
network. This infrastructure is presented in Fig. 7.

As an illustration two use cases will be described, one for
registering transactions and one for retrieving data about real
estate ownership. For registering transactions, the frontend
(upon successfully passing all previously explained steps)
will communicate with the blockchain network and perform
a real estate transaction. Upon receiving confirmation that a
transaction is added to block, additional data, mainly doc-
uments will be stored in a traditional database through a
backend application.

For retrieving data about real estate ownership, the fron-
tend application will query the blockchain network and get
the address of the owner of a specific token, and then query
a traditional database about full ownership information based
on blockchain address.
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FIGURE 7. Proposed system infrastructure.

How the implementation of BCT based solution for solving
the LAS problem would influence the process of registering
real life transactions is illustrated on an example of Serbia and
presented in section IV-C.

C. CHANGES IN PROCESS OF REGISTERING
TRANSACTION IN LAS ON EXAMPLE OF SERBIA
The current process of registering transactions in land admin-
istration in Serbia, in its simplest form is as follows. The seller
that owns the real estate, decides to sell the real estate. Either
by advertising the sale on his own or through a real estate
agent, information is made public. Interested buyers contact
seller/real estate agent and get basic information about real
estate and have a possibility to visit the real estate in question.
The process of negotiation is usually what follows. It is
important to notice that at this point relations between seller
and buyer are based on good faith. Good faith on a part of
the buyer is related to the issue that even though it is possible
to check online what party is an owner of a property, or to
request a document fromLAS confirming ownership, the data
stored in LAS could still not be up to date, especially when
real estate was not subject of a recorded transfer for a long
time or when a transfer is registered by the notary, but not yet
at LAS. On a part of a seller, unless it is a case of selling
a property through a mortgage, there are no requirements
to provide bank guarantees that in fact, a buyer had enough
funds to pay for the real estate. So, at this point, the buyer
believes that in fact, the seller is the owner of the property,
that, for example, there is no mortgage on that property
and on the other side the seller believes that the buyer has
enough funds to pay for the real estate. Once everything is
initially agreed upon, involved parties are required to have
their contract notarized by a notary.

Notary offices have direct access to LASs and can validate
ownership at any point in time. A real estate transfer contract
is usually drafted either by a notary and these contracts are
in most cases standardized. The real estate transfer contact is
required to have the following sections:

• Title – stating that it is a real estate transaction contract,
• Introduction – stating the parties involved in the
transaction,

• Articles defining:

◦ Real estate that is the subject of transaction – infor-
mation about LAS where data about real estate is
held, address of real estate and size,

◦ The price of the real estate,
◦ Payment arrangements,
◦ Date when the buyer will take possession of the real

estate,
◦ Clausula intabulandi (lat.) – an explicit statement

that buyer can register his/her rights on real estate,
◦ Transitional and final provisions – which law will

be applied for issues not defined by the contract
and what court will have jurisdiction in case of any
disputes,

• Signatures of parties involved in transactions.

Requested numbers of identical contracts are then signed
by seller and buyer, once their identities have been confirmed
by the notary. A signed contract is then digitized by the notary
and a digital copy is signed by the notary with his digital
signature. Within 24 hours a notary is required to submit digi-
tized data online to LAS. As soon as documents are submitted
by the notary to LAS, a note is made in the system stating
that real estate has been sold. After receiving documents,
land administration officials check all documents submitted
by the notary and upon verifying them, register the transfer in
LAS. As mentioned before, registering transactions in LAS
can take months and, in some cases, even more than a year.
This process is illustrated in Fig. 8.

Apart from the time needed for finalizing registration in
LAS, several problems could be identified here. First of all,
good faith between buyer and seller in the initial stage of
real estate transfer. There is no simple and cheap way of
determining if the seller is the owner of the property and
if there are some restrictions related to the transfer of spe-
cific property. Buyer, seller, and notary keep hard copies of
contract documents, whereas land administration is dealing
with both hard copies and electronic documents signed by
notaries. Neither seller nor buyer has access to the document
that was submitted on their behalf. Allowing 24 hours for
registering transactions by a notary still leaves a possibility
of double spending. Of course, there is still the possibility
of tampering with data once it is stored in LAS as well as
antedating documents, for example.

After the implementation of smart contracts in the LAS,
the process of transaction of real estate could be executed as
follows:

1. Notary drafts the contract, or verifies that the contract
that seller and buyer are about to sign is a valid legal
document.

2. Notary validates that seller and buyer are present at that
time and that they are participating in this transaction
in their own free will.
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FIGURE 8. The current process of real estate transactions in Serbia.

3. Notary advises participants about themain points of the
contract.

4. Seller and buyer will sign a digital version of the con-
tract with their digital signatures.

5. By providing his digital signature, the notary will
sign the contract and validate the identities of
participating parties and that they are informed
about the content of the contract they are about to
sign.

6. Transaction of a token representing real estate will be
submitted to the transaction pool and verified by the
blockchain network.

7. LAS stores electronic versions of submitted docu-
ments. This flow is represented in Fig. 9.

V. DISCUSSION AND LIMITATIONS
It is important to notice that even if a transaction is added to
the block, it does not mean that transaction is confirmed and
permanently added to the record of transactions. This contra-
dicts how confirmed transactions are regarded compared to
centralized systems. Regarding the proof-of-work consensus
mechanism, it is considered to be a probabilistic-finality con-
sensus protocol [74]. There is always a theoretical possibility
that longer chains could be created and that specific transac-
tions will remain in shorter chains and therefore eventually
be removed from blockchain. This could happen in the case
of a 51% attack, but it can also happen in the regular working
of a blockchain. Not all nodes are instantly updated when a
new block is mined, there is a possibility that one parent block
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FIGURE 9. Simplified process of real estate transactions.

could have more than one child block at a specific moment in
time. This happens when you have two blocks that are mined
closed together. Both blocks get submitted to the network
for validation, but only one block ends up being validated.
Blocks that are not validated are referred to as orphan blocks
in the Bitcoin blockchain and uncle blocks in the Ethereum
blockchain. So, transactions could end up being in one of the
orphaned or uncle blocks and therefore not being registered
in the blockchain. For this reason, it is custom that sellers of
real-life goods usually wait for several additional blocks to be
added to the blockchain before accepting payment made as
final and delivering purchased goods. Even with this in mind,
registering transactions in the blockchain is still a much faster
process than registering transactions in LAS.

Also, the possibility of double spending and tampering
with data stored in LAS is eliminated. The proposed system
represents a concrete solution of how to use NFT tokens to
represent the real estate and how to support those not so
common cases of transfers, but also does not represent a full
transition from a traditional to a blockchain-based system.
In this solution, two positions of a trusted third party are still
necessary, one is a notary and the other is the handler of the
master address.

Although one of the initial premises of blockchain was
that there is no more need for trusted third parties, and in
the proposed solution transfer is possible without trusted

third parties. But, for real estate transactions, the existence
of notaries (or similar officers) will probably always be nec-
essary. The reason for this is rather simple, for most people
real estate represents the most valuable tangible assets they
will ever own, and implementing a system where transfer
of such an asset could be achieved by ‘‘simply’’ digitally
signing a digital document could open a door to different
possibilities of misuse such as misleading, identify theft or
coercion. The role of a notary is reduced to verifying the iden-
tities of participating parties, drafting or validating contract
participants who are about to sign, and confirming all of this
with his digital signature. Therefore, the role of the notary
is to eliminate those possibilities since it is something that
cannot be achieved through the application of BCT.

The problem of trusted third-party institutions that will
handle usage of the master address could be questionable,
but with the implementation of BCT, any usage of the master
address will be recorded together with all necessary data.
Furthermore, access to the master address could be limited
and managed for example with the use of multiple signatures.
Master address could be managed by the office of the LAS,
but only based on some court ruling, for example as in a
case of inheritance or for example if a party loses his private
key. On the Bitcoin and Ethereum blockchain network, if the
owner loses his private key, there is no way to recover his
cryptocurrency. An analogous situation would be that if a
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party loses his private key, they would lose a possibility of
transferring their real estate and that is why a master address
is needed to eliminate such a case.

Apart from managing the master address, the role of the
office of LAS should be extended. Firstly, the job of the initial
creation of tokens and assigning ownership of those tokens
to the current owner is something that should be done by the
office of LAS. The issue of assigning public/private key pairs
to different parties could also be done through the office of
LAS, although in some countries different parties already can
get their public/private key pair assigned by the state.

By implementing blockchain supported LAS, another
improvement is that all events, in these cases transfers of
real estate ownership are broadcasted to the network and
any interested stakeholder can act upon those events. For
example, after registering transactions in LAS, it is usually
necessary to pay taxes (in some cases this is done before
the transaction is registered), to change the identity of the
party that electricity bill and utility bills will be billed to.
Currently, that process requires new owner/owners to inform
Electricity and Utility companies about this change, but by
implementing blockchain supported LAS, those companies,
as well as any other stakeholders can be informed about
change as soon as it happens.

One of the most commonly mentioned limitations of BCT
is that blockchain is not suitable for storing large quantities
of data. As it was suggested in [45], [46], and [51], and in
the proposed solution also, only hash values of accompa-
nying documents are stored in blockchain. This is because
running smart contracts on the Ethereum network requires
gas paid in Ether, the cryptocurrency of Ethereum blockchain,
gas is also needed for storing data on the blockchain, and
it is rather expensive to store a high volume of data on
Ethereum blockchain. For example, to store 1MB of data,
32,768 ‘‘words’’ of data are necessary. A word represents
256 bits on the Ethereum network. The Cost of storing
one nonzero 256-bit word on the Ethereum blockchain is
20,000 gas. Gas prices are not fixed and in mid-September
2021 it was at around 100 gwei (1 ether= 109 gwei), so at the
price of Ether and mid-September 2021, storing 1MB of data
on the blockchain would cost just over US$750.000. Other
possible solutions such as Inter Planetary File System (IPFS),
Ethereum Swarm, and Torrent network have also their short-
comings, mainly lack of incentive for storing data. On IPFS,
only hash values of documents are exchanged between neigh-
boring nodes, documents are stored on multiple nodes if they
are accessed by them. So, it is possible to remove a file from
IPFS as long as it is hosted on only one node and there is no
guarantee that in fact the file will be shared onmultiple nodes.
The combination of Filecoin and IPFS is also mentioned in
some cases as it creates a combination of blockchain and IPFS
[50], but even in this case, data are not stored on a distributed
network without further effort from participants and there is
also no guarantee that data will be preserved. The same can
be said about the Torrent network, unless a file is downloaded
by multiple nodes, if the only node that seeds a file stops

the seed, the file will be removed from the network. Regard-
ing Ethereum swarm, there should be a possibility of safely
storing files over a distributed network, but at this point in
time Swarm is still in its beta and according to creators, until
an incentive mechanism is implemented it cannot be used as
permanent storage for files. It is worth mentioning that with
storing hash values of related documents, the possibility of
tampering with those documents is removed, but storing is
still done off the blockchain network.

Another possible limitation is related to legal constraints
that need to be implemented. In [75] four legal challenges
were identified for conveyancing LAS through blockchain
and those are control of IDs, the legality of contracts, regis-
tration of co-ownership, and amendment of the ledger. Reg-
istration of co-ownership and amendment of the ledger is
already discussed in this proposal, but control of IDs and
legality of contracts is necessary to be done by the state.
Those changes are probably the ones that will need the most
time to be implemented and without the support of the state,
LAS in blockchain as e-government services will never be
implemented. In Italy, smart contracts are legally recognized
as equal to traditional contracts since 2018 [76].

Running smart contracts on the Ethereum network requires
Ether cryptocurrency.Whereas in current systems, registering
transactions in the majority, if not all countries, requires
some sort of payment, paying for registering transactions on
the Ethereum network brings volatility to the price. To start
with, prices of cryptocurrency are notoriously volatile, and
fees for running smart contracts are volatile too. Since
the beginning of August 2021, with the implementation
of Ethereum Improvement Protocol 1559 (EIP-1559), the
volatile nature of transaction fees should be reduced, but
the volatile nature of cryptocurrency value is something that
cannot be influenced easily. This couldmake it hard to predict
for example taxes needed to be paid to LAS for registering a
transaction.

Security is another important issue having in mind the
importance of the system. For example, the possibility of a
51% attack has already been mentioned, but that is not the
only security problem that exists in the blockchain. In [77]
apart from 51% attack, selfishmining attack, Border Gateway
Protocol attack, Eclipse attack, Liveness attack, and Bal-
ance attack are identified as possible problems, and as such,
there is a need for them to be addressed in the development
of future systems. Since the proposed solution is based on
smart contracts, possible vulnerabilities in smart contracts
are also something that needs to be paid attention to. The
DAO (DecentralizedAutonomousOrganization) attack is one
example of what can happen if purely designed smart con-
tracts are being used. Issue such as readability and functional
issues in process of creation, contract correctness, dynamic
control flow in process of deployment, trustworthy oracle,
transaction-ordering dependence, execution efficiency in pro-
cess of execution, privacy and security, and scams in process
of completion of smart contracts are identified in [66] as
major challenges in the life cycle of a smart contract.
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VI. CONCLUSION
In this paper, it is presented how some common problems in
LAS could be solved using BCT. Apart from proposing BCT
for solving problems of double spending and data tampering,
a smart contract for reducing the time needed for register-
ing transactions is presented. The proposed solution has the
possibility of supporting those more specific cases in LAS,
such as sharing of ownership, transferring part of ownership,
splitting or merging of real estate, and limiting the possibility
of trading a real estate, which was not addressed in previously
published work. This is achieved by defining a programming
interface that is based on two existing interfaces (ERC-20
and ERC-721), that on their own did not have the necessary
support for managing those more specific LAS cases.

One direction for further research is looking for a solu-
tion for storing a high volume of data from LAS in some
distributed system, instead of just storing a hash value of
some of that data. Another question that could be addressed
in the future is regarding specific platforms for implemen-
tation. As described in section III, a permissionless public
blockchain is proposed for this solution, but a valid question
could be raised if that is indeed the most acceptable solution
for the point of view of the state. Due to the fact that in most
countries LAS are government-run due to the importance of
the system, it is highly unlikely that ‘‘handing over’’ control
of this system to a public blockchain network would be feasi-
ble, even with having in mind that large blockchain networks
are most resilient to 51% attack. So, it is open for discussion
if a permissioned public blockchain network could be used,
where only selected nodes could participate in changing the
state of the network, whereas transactions will still be public.
Also, understanding smart contracts written in Solidity would
probably not be such an easy task for most of the stakeholders
and that would again raise a question of trust, in this case
in the party that created smart contract, but that issue could
be resolved by developing domain-specific languages for the
development of smart contract as proposed in [78]. Another
question is tied to the general usage of public blockchains
and is closely related to the problem of decentralization.
Decentralization is represented as one of the strong points of
blockchain networks, but due to high electricity costs related
to proof of work consensus mechanism, in fact, the largest
public blockchain networks are centralized in countries where
electricity costs are low, so it raises the question about the
level of decentralization of public blockchains.
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