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ABSTRACT The healthcare sector is suffering from inefficiencies in handling its data. Many patients
and healthcare organisations are frustrated by the numerous hurdles to obtaining current, real-time patient
information. Patients are also frustrated at trying to schedule appointments at health organisations that have
outdated contact information. The healthcare sector’s attention has been drawn to blockchain technology as
a part of the solution, especially since this technology has been successfully applied in the financial sector
to improve the security of transactions. The aspect of interoperability is resolved adequately by blockchain
technology, because it has the potential to store, manage and share EMRs safely in the healthcare community.
Therefore, the technology is having a positive impact on healthcare outcomes for various stakeholders.
Interoperability in healthcare eases the exchange of health-related data, such as EMRs, between healthcare
entities so that records may be shared and distributed among clinical systems. To handle data in this sector
without violating privacy is a challenge, whether in the collection, storage, or analysis. Poor security, which
increases data breaches, endangers patients both mentally, socially, and financially. A lack of data-sharing
in the healthcare sector is considered a significant issue worldwide. This research focuses on this gap by
investigating the benefits of using blockchain at the Ministry of Health in Saudi Arabia, providing a detailed
analysis of the healthcare sector, and evaluating how blockchain technology improves data-sharing security.
This research proposes a framework that identifies the factors supporting data-sharing using blockchain
among healthcare organisations. It has three categories: healthcare systems factors; security factors; and
blockchain factors. A triangulation technique achieved reliable results in three steps: a literature review;
an expert review; and a questionnaire. This gave a comprehensive picture of the research topic, validating
and confirming the results. To construct the framework, factors were comprehensively extracted from the
literature then analysed, cleared of duplicates, and categorised. As a result, the final framework is confirmed
as being based on the literature and expert review, and it is supported by the practitioners’ survey.

INDEX TERMS Blockchain, healthcare systems, sharing data, privacy, security, Saudi Arabia.

I. INTRODUCTION
Advances in Health Information Technology (HIT) have
improved the delivery of healthcare services to consumers,
as well as creating products and services previously unavail-
able in the healthcare sector. As such, HIT is increas-
ingly seen as one of the most promising ways in which
to improve the operation of healthcare, including patient
safety, records management, the efficiency of delivery, and
the overall quality of treatments. HIT cuts the paperwork,
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extends real-time communication, and improves healthcare
quality [7]–[9].

Blockchain technology has been successfully adopted to
improve the security of transactions in financial services,
particularly those involving digital currencies. The same con-
cepts can be borrowed by the healthcare sector to improve
security in how health records and patient information are
stored, retrieved, and shared. Many studies in the sector have
evaluated the potential of blockchain technology [10], [11].

This research provides an analysis of the healthcare sec-
tor with a particular focus on the Kingdom of Saudi Ara-
bia (KSA). It reviews the health systems currently in place
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and KSA’s culture as it relates to the adoption of technol-
ogy and the potential of blockchain technology in this sec-
tor. This study aims to identify and understand the factors
that support data-sharing using blockchain among healthcare
organisations.

II. BACKGROUND
This section reviews healthcare information systems and
blockchain, and discusses the KSA context.

A. HEALTHCARE SYSTEMS
New kinds of HIT provide an avenue along which the health
sector can continue growing and improving, while main-
taining quality through minimising the cost of accessing
healthcare and enhancing patients’ experience of healthcare
facilities [12]. Healthcare is an intensive domain of data and
a huge amount is accessed, created, and stored on a daily
basis [8]. Technology can play an important role in boosting
the quality of patients’ treatment and reducing the cost of
deploying resources such as practitioners and equipment [8].
There are various kinds of HIT to achieve these objectives,
and the ultimate focus is on improving patients’ outcomes
and enhancing their experience of healthcare facilities [1].
Among the key issues and concepts for consideration in HIT
are the following.

B. ELECTRONIC MEDICAL RECORDS
Since they play an important role in enhancing quality and
patient experience while reducing costs, several systems have
been considered or actually applied by clinics. Among them
is Electronic Medical Records (EMRs), collections of dig-
ital records containing vital medical information on indi-
viduals such as their health history, for instance previous
diagnoses, medicines, tests, allergies, immunisations, and
treatment plans. EMRs are the computerised digitised equiv-
alent of the manual paper records kept by healthcare organi-
sations and institutions, and are used by health professionals
in patient diagnosis and treatment [13].

Existing EMR-sharing technologies involve two main
challenges. While they are good at sharing data, they neg-
atively affect the level of control over those data [5]. This
predisposes the data to various privacy issues that, should
the data be released to a third party, compromise customers’
trust. Poor data-control measures raise serious privacy and
security issues in data-sharing [6], [14], costing patients both
privacy and money. For instance, if they visit another health
organisation they may need to repeat an earlier test due to its
results being missing from their records.

C. GENERAL DATA PROTECTION REGULATION
The General Data Protection Regulation (GDPR) is a Euro-
pean Union law on data protection and privacy for all individ-
ual citizens of the European Union (EU) and the European
Economic Area (EEA) [15]. It stipulates that a user has the
right to request complete erasure of their data. Thus, it pro-
hibits processing special-category data unless the affected
parties have given their explicit consent or when specific
conditions have been met [15].

D. PRIVACY IN HEALTHCARE SYSTEMS
Without a highly secure infrastructure, interaction among
medical systems might heighten the risks to health informa-
tion and leakages stemming from the electronic transmission
of data, with serious legal and financial consequences [16].

Records involve major security requirements, such as non-
repudiation, access control and authentication, and those
associated with medical information and healthcare, such
as confidentiality, integrity, and the availability of medical
data [17]–[22]. Additional role-based privileges and secu-
rity are necessary to protect the information and secure the
records, since the information is being transferred from paper
to a digital format. Because the medical records are to be
stored on a database, access should be limited to authorised
individuals, and this needs to be monitored and enforced.
To decrease the risk of medical records being tampered
with or copied it is vital to perform audits and strict access
control [23].

In general, both special-category data and personal data are
vulnerable to attack and misuse, meaning that they should not
be trusted to intermediaries [24].

Privacy is a highly important feature in the analysis of per-
sonal data. Sensitive data storage facilities, such as medical
and healthcare databases, are considered a valuable source
of data for personalising services and conducting clinical
research and statistical analyses [25]. Nevertheless, any leaks
of their personal private information will be seen as inad-
missible by the original owners of the data [26]. A possible
solution that is currently employed to protect information
privacy may lie in rendering it anonymous [27].

E. DATA-SHARING
Currently, centralised data-sharing struggles to fulfil the
healthcare sector’s requirements of accessibility, scalability,
and security [10]. To enable patients to make efficient collab-
orative treatment and care decisions, it is essential to achieve
scalable and secure data-sharing [2], [3], [4]. Patients visit
multiple clinical institutions during their life, and health-
care organisations need to keep patients’ conditions and data
updated by exchanging such information in a timely and pri-
vatemanner [28]. Data related to patients’ treatment and diag-
nosis or EMRs are considered critical, because they contain
private and sensitive information [12]. It is evident that health
data are managed mainly by the separate clinical institutions,
each with its own strict regulations and policies on transfer-
ring such critical information. Therefore, data are scattered
across institutions and the resulting lack of standardisation
means low interoperability [29].

F. HEALTHCARE SYSTEMS IN THE KSA
The Government of Saudi Arabia is heavily involved in
the provision of public health services. For example, the
country’s Ministry of Health (MoH) provides approximately
60% of all healthcare services for citizens. These comprise
approximately 244 hospitals (33,277 beds), which the MoH
directly controls and manages [30]. Non-profit government
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institutions, such as referral hospitals and National Guard
Health Affairs, and the private sector make up the remaining
40% [31]. The adoption of EMR systems in KSA’s hospitals
is currently poorly known; furthermore, its determinants are
also as yet poorly known. Unlike countries in the West, Saudi
Arabia has no data protection laws [31], and the anti-cyber
crime law that was issued and approved in 2007 is considered
to be general and unclear [32].

G. HEALTHCARE SYSTEM CHALLENGES IN THE KSA
In the KSA, medical information is one of the assets most
targeted by hackers, evenmore so than personal data. A recent
survey conducted by [33] found that a significant majority
of consumers, 75%, had personally encountered a breach
of their medical data, whereas only 32% claimed that this
had happened to their personal information. This shows that
breaches in Saudi Arabia are nearly three times more preva-
lent (35%) than that of other countries that were surveyed.
The study found that such breaches typically arose in hospi-
tals (43%), doctors’ practices (25%), and pharmacies (24%).

Europe and North America have laws in place to ensure
that personal data are secured and protected, yet Saudi Arabia
has neither a law on data protection, nor guidelines on what
to do in the event of a data security violation.

H. DATA-SHARING IN THE KSA
KSA’s MoH regards improving healthcare delivery through
embracing new technologies as a priority; however, the tech-
nological systems adopted in the past few years have been
mainly administrative rather than patient-centred. It is pro-
jected that patient-focused technologies will improve the
quality of care by minimising medication errors, reducing the
cost of accessing healthcare, and improving overall organisa-
tional efficiency [34]. One of the most significant challenges
in Saudi Arabia is managing patient records. Most KSA
hospitals and health facilities find it difficult to update patient
records regularly. Recent studies indicate that only 16% of
hospitals have implemented EMR [35]. Most public hospitals
still rely on paper-based systems to manage patient records,
and the evidence suggests that their adoption of technology
is quite rare [36].

Blockchain technology offers a secure environment for
storage, access, and retrieval of data in hospitals and other
healthcare facilities. Furthermore, it has numerous other
advantages that make it easier to manage health records. Its
features of decentralisation, encryption, interoperability, and
immunity render systems more secure than KSA’s existing
health technologies [11]. In one scenario, a record is created
and the data stored either on blockchain or off chain whenever
a patient visits a hospital. For security purposes the data
undergo asymmetric encryption and, in this scenario, the
blockchain generates a uniform resource identifier to point
to the off-chain storage of the related fine-grained medical
dataset. In addition, to assure the data’s integrity, a hash-
ing summary of the actual clinical data is uploaded to the
blockchain. For auditing purposes, at the same time it records
the sharing list; that is, the list of those approved to access

the data. Furthermore, as a countermeasure to the scalability
issue, the encrypted clinical data may be stored off-chain and
blockchain used only to store condensed information on how
the data are to be accessed [8], [14], [37].

Public Key Infrastructure (PKI) methods enable asymmet-
ric encryption to guarantee that medical data continue to be
accessible only by authorised participants [38].

I. BLOCKCHAIN
Würst and Gervais, with their model, illustrate that
blockchain may be used where multiple institutions need
to communicate and exchange data yet neither trust each
other nor want to involve a trusted third party (TTP) [39].
Blockchain may be described as a database that is immutable
and shared among peers in a network, and where records
of transactions or events are appended in chronological
order [40].

The technology of blockchain is regarded as an efficient
tool to enhance the verification of the identity and integrity
of data, providing users with consistent and trustworthy
data in the cloud environment [41]. In addition, it is a
robust instrument that boosts governments’ performance with
resource information. This peer-to-peer (P2P) decentralised
data-sharing system increases the efficiency of sharing and
cuts the costs relating to data [42].

With the rapid development of Information and Com-
munication Technology [43], attention to privacy issues is
increasing. For instance, there is much interest in the personal
privacy of medical information and monetary data, which
must be kept from major losses [44].

With no third-party intervention required, blockchain
offers low-cost data exchange with a monitored, trusted con-
tract. It facilitates engagement, smart contracts, and agree-
ments, at the same time making cyber security more robust
[45]. Blockchain may be defined as timestamped blocks that
can be chained together using hashing cryptography. These
blocks are sealed in an immutable and secure manner [46],
[47]. The chain constantly grows by appending new blocks
to the end, each holding a reference to the content of the
previous [48].

J. SECURITY IN BLOCKCHAIN
The technological environment continues to develop under
constant threats to information security (IS) from hackers,
viruses, criminals, and terrorists [49]. Blockchain technol-
ogy has the potential to help the healthcare sector to over-
come its challenges over data security, sharing, privacy, and
storage [50]. One of the sector’s most important requirements
is interoperability, or the ability of multiple parties, machine
or human, to exchange information or data consistently and
efficiently [51]–[54].

The blockchain infrastructure ensures that data stored on
the network are immutable and have an auditable history.
This concept is vital in healthcare, because it preserves the
integrity of patient data through ensuring that no other agency
can access and alter them. All transactions involving the
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specific set of data are traceable, facilitating the audit of
transition processes on the network [55].

K. BLOCKCHAIN IN THE KSA
Blockchain is considered an emerging technology and, as far
as we know, has not yet been adopted or applied in the
KSA. Our search for blockchain usage in KSA found only
a single result, a study that discusses value-added tax (VAT)
in finance. In it the author proposes a system for VAT trans-
actions with a transparent database, deducting the tax and
storing it on a peer-to-peer network [56]; the solution has not
yet been implemented in the real world.

III. HOW BLOCKCHAIN CAN ADDRESS A HEALTH
SYSTEM’S CHALLENGES
To address the challenges of a health system using
blockchain, first needed is an immutable and auditable his-
tory, as well as traceability, because the permissions required
to access patient data shift from one actor to another on a
regular basis.

Second, the use of a centralised institution, where a single
entity is in control, increases the security risk and cost of
trust [55]. Existing systems that depend on a single author-
ity to store encrypted data are vulnerable, as hackers can
concentrate their efforts on a single target to perpetrate Denial
of Service (DoS) attacks, inject malicious data, or under-
take extortion through theft or blackmail. The management
of medical data in a safe and accurate way leads to good
digital health [57]. Government entities can offer better
healthcare services by properly maintaining patients’ medical
records, which can then be shared with other service organi-
sations [58].

There are further advantages to implementing blockchain
technology in healthcare institutions. One is the management
of patients’ EMRs. Currently, patient data are stored securely
yet in multiple places, scattered across organisations, clinics,
and insurance providers, so there is no full access to a shared
database of patients [59].

Further benefits of applying blockchain technology in
healthcare institutions are its immutability and verifiabil-
ity for transactions; transparency; tamper-proofing; and the
integrity of distributed sensitive health information. Basi-
cally, these can be achieved by using consensus protocol
and cryptographic mechanisms such as digital signatures and
hashing [60].

Blockchains are decentralised, meaning that they need the
authority or trust of neither the individuals in the network, nor
the group. The reason that the system does not require trust
is that each node has a complete copy of all the available
historic information; just by achieving majority consensus,
more data are added to the chain of prior information. In this
way, blockchain has the advantage over current security
measures [61].

Blockchain methodology addresses many issues con-
fronting current health IT models, including security, espe-
cially data integrity and privacy, and immutability, which
assures identities thus creates a robust audit trail and

subsequently improves healthcare-related security for both
patients and organisations [62].

It is anticipated that blockchain technology will benefit
patients who interact with healthcare systems, in that they
can avoid routine registration processes and shorten their
waiting time.Moreover, providing immutable and transparent
personalised medical records that can be accessed anywhere
(universal EMR) will decrease paperwork, costs, and over-
heads [63]. The potential of blockchain technology is to
modify healthcare delivery, placing the patient at the centre
of the healthcare ecosystem and making improvements in the
security, interoperability, and privacy of medical data [63].
Finally, the research gap has been identified.

IV. RELATED WORK
This section critically reviews related works on healthcare
systems that are based on blockchain.

Gem Health Network (GHN), based on blockchain tech-
nology, allows health providers to share health information
and data. It was developed from Ethereum blockchain tech-
nology to create a secure infrastructure in which there is a
shared ledger system where new transactions and records
are maintained, thus removing the challenges arising from
centralised storage. This system gives patients significant
control over their data while allowing health providers access
to all relevant information in real time [64].

In 2011, a collaboration between Guardtime and the coun-
try of Estonia used blockchain technology to set up a health-
care platform that now secures millions of records [65].
It shows that operating a complete public health infrastruc-
ture using blockchain technology is achievable [64]. In this
system the patients both own and control the access to their
healthcare data [66].

MedRec is a blockchain-based decentralised record man-
agement system to handle HER. It was designed to manage
issues such as authentication, confidentiality, accountability,
and data-sharing in managing healthcare records and patient
data. The technology creates an immutable log of all trans-
actions involving a patient’s information, and is provided to
the patient [67]. The MedRec system does not store patients’
actual health records: it uses blockchain technology to store
each record’s signature. The signature provides assurance that
each record’s unaltered copy is obtained [67], [68].

Medshare was introduced by [69] to address the issues
of sharing medical data. This system is built on blockchain
technology, which is secure and safe for health data exchange
between untrusted entities. The design uses smart contracts
and a control mechanism to track data behaviour in an effec-
tive manner and repeal access to any entity upon detecting it
violating its permissions. Healthbank offers users a platform
to store and manage their medical information in a secure
environment and, with financial compensation, to make it
available for medical research. By using blockchain technol-
ogy for transaction validation and verification, this company
is working on empowering patients to have full control over
their data.
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Ancile is a framework built on Etherum blockchain, and
it uses smart contracts for EHR management to give patients
both ownership of and control over their EMRs. It securely
controls access to documents and tracks how records are
used, transfers records in a secure way, and restricts unau-
thorised parties’ ability to obtain PHI. Another permissioned
blockchain framework proposed by [60] is for sharing and
managing cancer patients’ medical records. To authenticate
registered users the design employs a membership service
with a username/password scheme. Each patient’s iden-
tity is created from a combination of personal information,
encrypted for security, including names, date of birth, social
security number, and zip code. For medical data, a secure
cloud server is used to upload information, with access man-
aged by the logic of blockchain.

V. PROPOSED FRAMEWORK
The healthcare sector is significant because it uses special-
category information (as explained later), which can have
a direct effect on patients’ lives. Using technology may
improve patient outcomes, yet it raises challenges over secu-
rity, patient privacy, and healthcare data exchange. The last
challenge needs a solution that gives access to updated health-
care information and allows physicians and other healthcare
professionals to make decisions quickly when emergencies
arise, with ease of access to quality data in a secure informa-
tion system.

The purpose of this study is to propose a framework
to identify the factors found to support data-sharing using
blockchain among healthcare organisations. As far as we
know no previous studies in Saudi Arabia have attempted to
solve this issue. The conjecture is that blockchain can be part
of the solution for secure information sharing in KSA.

The following framework is based on a literature review,
as elaborated in a previous research paper [70], and consists
of the three main categories depicted in the first version of
the Sharing Data between Healthcare Providers Framework
(SDHPF) (Figure: Data-Sharing between Healthcare Organi-
sations Framework V.1) [70].

A. FACTORS RELATING TO HEALTHCARE SYSTEMS
This category includes factors relating to healthcare systems
to describe how the systems work and are accepted on the
basis of decentralisation, cost, efficiency, risk policy, and ease
of use.

Decentralisation: enables a distributed environment
between nodes, so that the data can be recorded, stored, and
updated without reliance on a central authority [13], [40],
[65], [71]–[74].

Cost: through moving records between entities and reduc-
ing administrative costs by eliminating any third party,
blockchain can reduce the costs that arise in current systems
[13], [50], [63], [65], [71].

Efficiency: because these factors might delay a patient’s
treatment and increase its cost, the need to repeat a test
through non-availability of data could present a risk to health.
Moreover, sending data in traditional ways such as email

FIGURE 1. Framework V.1.

presents a security risk, unlike blockchain. Blockchain has
great potential to reduce cost and perform repetitive registra-
tions while improving treatment outcomes [50], [63], [65].

Culture: this can be considered a huge difficulty facing the
adoption and acceptance of blockchain. Since most people
in KSA prefer to contact the government using traditional
methods, explaining the benefits of blockchain is essen-
tial [75]–[78].

Risk policy: making the policy on risk clear to patients
and using smart contracts will help to make policy suitable
for them, motivating them to become involved in blockchain
technology [32], [71].

Ease of use: this involves demonstrating the system to
motivate practitioners, such as doctors, to use technology
rather than basic methods (paper), reducing the cost and
waiting times and improving treatment outcomes [79], [80].

B. FACTORS RELATING TO SECURITY
This section encompasses all factors relating to security. Sys-
tem security is measured by data integrity, privacy, confiden-
tiality, transparency, and anonymity.

Data integrity: the immutable property of blockchain guar-
antees the integrity of the data because, once the data are
saved on blockchain, they cannot be altered, corrupted,
or even deleted [50], [58], [63], [65], [73].

Privacy: blockchain is more secure, since all data are
encrypted. Using symmetric encryption helps to keep
patients’ identity anonymous, protecting their privacy [40],
[50], [65].

Confidentiality: because data are by default encrypted by
the symmetric technique, patient confidentiality is assured,
and this maintains anonymity and protects information
against hacking. Using blockchain makes the data/records
available, reducing the issues arising from storing patient data
locally at each hospital, such as the need to repeat tests and
basic paperwork [63], [73], [81].

Transparency: blockchain can improve communication
and data transparency among clinics. The data are updated,
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therefore become trusted and accessible from anywhere [13],
[68], [71], [82].

Anonymity: eliminating any third party smooths communi-
cation and data transference among nodes, while the identities
of individuals remain anonymous by virtue of data encryp-
tion, making the system secure and reliable. Furthermore,
when it comes to sensitive information about patients, access
is restricted to fully trusted nodes [13], [50], [74].

C. FACTORS RELATED TO BLOCKCHAIN
In this category are the factors relating to blockchain. These
features result from applying blockchain to the healthcare
sector.

Availability/robustness: blockchain enables the replication
of data or records in multiple nodes, ensuring that records
that have been stored on blockchain are available. This makes
the system flexible against data hacking, data loss, or data
corruption [7], [61], [74].

Accuracy: records are accurate in terms of the consensus
of nodes in the blockchain, because it is almost impossible
for the data in records added on blockchain to be changed,
tampered with, or deleted [50], [65].

Immutability: one of the most important properties of
blockchain is that, after the nodes majority consensus, the
records are preserved forever and it becomes very difficult
for anyone to tamper with or modify them [13], [40], [50],
[61], [63], [65].

Tamper-proofing: after data are added to the blockchain,
due to the encryption and digital signature they cannot
be changed. If any are modified or removed it is easy to
detect [83].

Interoperability: one of the benefits of blockchain most
needed by healthcare systems is to exchange patient data
freely in a secure manner to ensure decreased costs and
enhanced efficiency and privacy [13], [65], [71].

Access control: this provides the ability to track any action
that has been carried out in the system, and by whom, thus
limiting access to critical information to completely trusted
nodes [20], [65].

D. DISADVANTAGES OF BLOCKCHAIN
Scalability: as the system’s users store and add data the
blockchain grows, storing appended data and all associated
hashes, thus increasing the computational power and storage
demands [62]. Since only those blockchain users able to
participate as miners of full nodes have sufficient compu-
tational power and storage space [4], its scalability may be
compromised.

In response, blockchain supports three types of nodes: full
nodes; light nodes; and archive nodes [84]. Full nodes process
each transaction and store each block in the blockchain. Light
nodes store only block headers containing the hash of the
previous block, the hash of the Merkle Root and the nonce
value, hence without using large portions of memory can
verify that certain transactions are unaltered, moreover they
can access the data that they desire. Archive nodes store

all transactions and blocks in exactly the same way as full
nodes; in addition, they store receipts of transactions, thus
can help the network to retrieve the necessary data [85], [86].
Nodes’ versatility increases the scalability of the Ethereum
blockchain; for instance individuals and large institutions can
interact with blockchain for their own purposes using their
available resources [4].

Storing medical data on blockchain is expensive, so we
suggest an off-chain secure data management mechanism.
This can be arranged in two ways. The first is to identify a
legal institution, for instance a government authority, to take
responsibility for hosting the medical records and providing
storage facilities. The second is to manage the medical data as
presented, for storage at the individual institutions in which
patients register their information. In both arrangements the
blockchain operates a uniform resource identifier to point
to off-chain storage of related fine-grained medical datasets.
To assure the data’s integrity, a hashing summary of the actual
clinical data is uploaded to the blockchain while, for auditing
purposes, the sharing list is recorded on the blockchain; that
is, the list of whoever is approved to access to the data.
For security purposes, the off-chain EMR data are encrypted
using asymmetric encryption [38].

Furthermore, to counter the issue of scalability, encrypted
clinical data may be stored off-chain; the blockchain itself
may only store how the data may be accessed, using con-
densed information [8], [14], [37]. This deals with the GDPR
issue, the ‘right to be forgotten’, because, even if the pointer
to the data cannot be permanently deleted, the actual medical
data can [40]. Reasonable solutions include using blockchain
as an index of medical data rather than as records storage
[82] and making sure that only the verified and ongoing
transactions are stored, not the whole history [87].

Standardisation: because the technology is still in its
infancy, there are bound to be challenges to its application to
the health sector. It lacks any standardisation structures. There
is a need for properly authenticated and certified standards
that meet international requirements for systems in the health
sector around the world, including the nature of the data
shared on the network, an evaluation of size and the appro-
priate format for exchange over the blockchain network. The
standards would serve as precautionary safety measure for
network storage and sharing of data [88].

51% attack: blockchain’s infrastructure makes it impos-
sible for any centralised entity to use the network for its
own advantage. Inasmuch as the technology offers a secure
platform for managing data, however, there is a risk that a
single entity on the network gains control over the majority
of the hash rate and is thus in a position to effect amendments
to data. For this to happen, the central entity would need
huge power to modify or exclude certain transactions from
the original order.

In the event of a 51% attack, the successful majority would
be able to prevent some or all network transactions from being
confirmed, yet it could not reverse any transactions by other
users on the network. Neither could it prevent other users
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from continuing to create new content and broadcast it over
the network [88]–[91].

Speed: it is impractical for a hospital to use proof-of-work
(PoW), since it is a computationally demanding algorithm
and, even to mine just the transactions, it would need to
establish large computer centres. For all these mentioned rea-
sons, unlike like proof-of-authority or proof-of-stake, PoW
does not suit the limitations. In the healthcare environment
Transaction speed can be vital, and PoW is a slow consensus
algorithm. Furthermore, it can be used with neither a consor-
tium nor a private blockchain, in which transaction speed is
faster and trust is easier to establish [74].

VI. RESEARCH METHODOLOGY
Both quantitative and qualitativemethods are commonly used
by scholars to confirm the findings of their investigations.
Recently, to gain a deep understating of the research problem,
there has been increased use of a combination of both in a
single study, instead of just one. Quantitative, qualitative, and
mixed-method approaches are examined in the first section,
then the focus turns to explaining the triangulation technique
employed in the confirmation study, with an in-depth expla-
nation of the further research methods used: the interviews
with experts; and the survey.

Qualitative methods are usually employed to analyse and
explain non-numeric data to clarify and understand certain
phenomena. They let scholars investigate and question areas
of research, and they help them to explore new important vari-
ables. They involve gathering and analysing data, interpreting
them to understand the situation or the field, for instance
individuals’ experiences, values, and behaviours [92]. Under
the qualitative research banner are several possible tech-
niques, such as observations, interviews, discussions, and
documents, all of which make the data that are gathered rich
and holistic [92].

Quantitative methods are typically used when the factors
that impact on results need to be identified, the feasibil-
ity of an intervention determined, or the results predicted.
In addition, they are used to collect, analyse, and interpret
numeric data produced by surveys or questionnaires, and help
to define certain phenomena [92].

Since the nature of this research is exploratory, and
because this study is based on mixed-methods research [93],
both quantitative and qualitative approaches were adopted.
To ascertain the study’s aims a methodical triangulation
research technique in a sequential approachwas adopted [94].
This technique helps researchers to paint a comprehensive
picture of the topic and increases the possibility of validating
and confirming the results. The research technique in Table 1
comprises the literature review, expert review, and survey.

For this study, to produce significant results an adequate
number of experts had to be interviewed. At this stage it is
essential to establish the minimum sample so that reliable
results can be acquired [95].

Scholars are not in agreement over how many experts
should be interviewed, yet most recommend between three

TABLE 1. Summary of interviewees.

and 20 [96], [97]. One suggestion is to aim for saturation
[98], at which point no new data can be produced [99]. It is
suggested by [100] that this point is normally achieved when
12 respondents have been interviewed. As a consequence,
the present study interviewed 16 blockchain and healthcare
IT experts.

After the expert interviews and review, the framework was
revised according to the experts’ suggestions.

Next, a questionnaire was distributed to healthcare IT spe-
cialists and blockchain experts. The aim was to confirm the
framework reviewed by the experts, and a questionnaire was
considered to be the best way to do so. According to .Recker
[101], questionnaires have the ability to confirm and quantify
the results of quantitative studies. In fact, many scholars
choose this method because it is effective in collecting data
that cannot be observed, such as respondents’ opinions. It can
also gather data relating to a wide population that cannot be
directly observed, and participants have the freedom to give
their answers when they feel most ready [102].

To confirm the framework, a self-administered question-
naire was employed in this study, and was uploaded to the
internet to distribute it to various practitioners experienced in
the field of blockchain. Each respondent has a minimum of
two years’ experience in this field. In total, 45 practitioners
took part in the web-based survey.

Mostly, the calculation of random sample sizes for a
questionnaire is performed mathematically, according to set
guidelines [100]. In establishing the minimum sample size,
two types of errors need to be considered [95]: the first is the
type 1 or α error, which occurs when a true null hypothesis
is rejected. The second is the type 2 or β error, which arises
where a false null hypothesis is accepted. By convention, α is
normally 0.05 and (1- β) is 0.95 [95]. A further parameter
must be considered, namely effect size. This indicates the
strength of the link between the predictor and the outcome
variables. According to [103], there are three effect sizes:
small (d= 0.2); medium (d= 0.5); and large (d=0.8). Studies
that are exploratory in nature often employ a large effect
size. To calculate the minimum sample size, this study used
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TABLE 2. Sample size.

G∗ Power software [104]. The t-test was essential in this
calculation; in fact, it made it possible to distinguish between
the means. The calculation can be seen Table 2. As shown,
it was first decided to set the minimum sample size at 23.

Nonetheless, some statisticians maintain that, when
applied to a survey, only a larger sample size of 30 partici-
pants can be regarded as sufficient, considering the Central
Limit Theorem [105]. For this reason, the decision was taken
to set the minimum sample size to 30 blockchain experts and
healthcare IT specialists.

VII. EXPERT REVIEW FINDINGS
The goal of the analysis was to present and examine the find-
ings of the interviews with experts specialising in blockchain
and healthcare IT. The data were from semi-structured inter-
views with a total of 16 experts from various countries.
The reason for conducting these interviews was to examine
the factors supporting data-sharing using blockchain among
healthcare organisations, as identified by the expert review.
The interviews made it possible to explore potential addi-
tional factors.

A. HEALTHCARE SYSTEM CATEGORY
Once the participants had answered the closed-ended ques-
tions, they were asked to give their thoughts on factors relat-
ing to healthcare systems. The results were clear; all agreed
that the healthcare system factors are highly important or
important in the context of using blockchain for data-sharing.
Of the experts interviewed, most agreed on the importance
of decentralisation. Additionally, every expert agreed that
efficiency is vital to the use of blockchain to share data in the
healthcare sector and that a consideration of culture is vital.
Interviewees were mostly in agreement on the importance of
taking into account the factor of risk policy in the healthcare
sector. Similarly, all stated that it is very important to consider
the factor of ease of use when attempting to share data using
blockchain in the healthcare sector. Table 3 presents the most
notable findings in this regard.

B. SECURITY CATEGORY
As clearly shown by the findings from the expert interviews,
security factors are viewed as very important or important
to achieving data-sharing. It was fairly clear that there was
consensus among respondents on the importance of data
integrity to achieving data-sharing. Moreover, all agreed that,
if data-sharing is to be achieved by healthcare institutions,

TABLE 3. Healthcare findings.
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TABLE 3. (Continued.) Healthcare findings.

data privacy should be in place. Many pointed to the impor-
tance of confidentiality to an organisation’s goal of data-
sharing. All agreed on the importance of transparency to
sharing data. The notable statements are presented in Table 4.

C. BLOCKCHAIN CATEGORY
Following the interviews, it was clear that blockchain fac-
tors are seen as either very important or important in using
blockchain to share data in the healthcare sector. There was
clear agreement among expert respondents on the importance
of the factor of availability in the healthcare sector. Addi-
tionally, there was a firm belief among all interviewees that
accuracy is vital to the use of blockchain to share data in the
healthcare sector. Moreover, all stated that immutability is
vital and all agreed on the importance of tamper-proofing to
the use of blockchain to share data in the healthcare sector.
Furthermore, all stated that that interoperability is vital and
agreed over the importance of taking into account the factor
of access control to the use of blockchain to share data in
the healthcare sector. Table 5 below presents the most notable
findings in this regard.

VIII. RESULTS OF THE QUESTIONNAIRE
This section presents the findings yielded by the survey.
The questionnaire was distributed to 80 experts, yet only 56
responded. All had jobs in various organisations. The final
sample comprised 45 participants. The reason for conducting
the survey was to confirm the updated framework, already
revised on the basis of the expert review.

TABLE 4. Security findings.

41072 VOLUME 10, 2022



A. G. Alzahrani et al.: Framework of Critical Factors for Healthcare Providers to Share Data Securely Using Blockchain

TABLE 4. (Continued.) Security findings.

FIGURE 2. Frequency of responses to healthcare system factors.

The survey analysis consists of three sections. The first is
participants’ demographic information, followed by sections
describing and then giving the frequency of the responses.

A. DESCRIPTIVE AND FREQUENCY ANALYSES OF THE
FACTORS IN HEALTHCARE SYSTEMS
The 45 participants were asked a total of 15 questions on
the healthcare systems section of the framework. Participants
were encouraged to rank the importance of factors affecting
the use of blockchain to share data in the healthcare sector.
Figure 2 presents the frequency of the responses.

B. DESCRIPTIVE AND FREQUENCY ANALYSES OF
SECURITY FACTORS
The 45 participants were asked 10 questions on the security
factors and encouraged to rank their importance to using
blockchain in the healthcare sector. Figure 3 shows the fre-
quency of the responses clearly.

C. DESCRIPTIVE AND FREQUENCY ANALYSES OF THE
BLOCKCHAIN FACTORS
The 45 participants were asked 10 questions on blockchain
factors and encouraged to rank their importance to the use

TABLE 5. Blockchain findings.
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TABLE 5. (Continued.) Blockchain findings.

of blockchain in the healthcare sector. Figure 4 shows the
frequency of responses to the blockchain factors clearly.

FIGURE 3. Frequency of responses to the security factors.

FIGURE 4. Frequency of responses to blockchain factors.

IX. DISCUSSION
As this study’s analysis took place in stages, each informed
by the findings of the previous, it can be said to adopt a multi-
phase mixed sequential methods approach. Thus, after the
literature review, the framework was confirmed by the expert
review and questionnaire: the names of three factors were
modified and one factor was removed.

A. EXPERT REVIEW FINDINGS
The experts suggested that the framework should be
re-categorised, moving the factor of access control from the
blockchain to the security category. In addition, they felt
that the anonymity factor was unimportant and should be
omitted as it could create confusion, even though, as men-
tioned in the literature review, according to [27] it is a pos-
sible means of protecting information privacy. It was duly
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FIGURE 5. Framework V2.

removed. Furthermore, one expert suggested adding identity
and another adding identity authentication to the proposed
framework; however, as patients’ identity can be established
from their unique ID number, this was not considered a prob-
lem so it was not added. The experts were asked if, in addition
to those already discussed, there were further factors that
should be added or modified to make the framework more
robust and reliable. They suggested that two factors should
be merged, namely privacy and confidentiality.

B. DISCUSSION OF QUESTIONNAIRE RESULTS
The questionnaire was used to confirm the reviewed frame-
work and establish whether the identified factors are statically
significant. Below, the discussion focuses on the healthcare
system, security, and blockchain factors.

Regarding the statistical results for the healthcare systems
factors, after studying the questionnaire findings it was con-
cluded that all items were statistically significant apart from
RP1, which was duly removed. In brief, respondents agreed
that all healthcare systems factors are vital and should be
taken into account when using blockchain in the healthcare
sector.

In relation to the security factors, all were seen as vital
by the questionnaire’s respondents. The statistical test results
clearly proved that they are all statistically significant. The
participants were confident that every security factor is vital
and should be taken into account when using blockchain in
the healthcare sector.

Analysis of the questionnaire findings proved that every
blockchain factor is statistically significant. Respondents
were in agreement that all are vital and must be taken into
account when using blockchain in the healthcare sector.

The initial framework was thus modified after assessing
the findings of the interviews with experts, and this revised
framework was confirmed by the survey. As a result, one of
the original factors was discarded, two were merged, and one
was re-categorised, as seen in the second version in Figure 5.

X. CONCLUSION
In summary, the primary objective of this research was to
give an overview of blockchain technology’s potential in the
healthcare sector. The study analysed blockchain technology
from several perspectives, including that of storing medical
records in blockchains and patient data ownership. The use
of technology in providing healthcare services involves many
considerations that must be analysed comprehensively to
render it effective. New healthcare information technologies
focus on providing an avenue along which the health sector
can keep growing and improving, while maintaining qual-
ity through minimising the cost of accessing healthcare and
simultaneously improving patients’ experience of healthcare
facilities. Although numerous technologies have improved
data management in the health sector, challenges persist. For
example, current technologies have not been successful in
improving health facilities’ maintenance of data and records.

The healthcare sector has suffered from inefficiencies in
its handling of data. Many patients and healthcare organi-
sations face numerous hurdles to obtaining current real-time
patient information. Patients are frustrated when scheduling
appointments with healthcare organisations that have out-
dated contact information. Significant time is wasted by staff
in coordinating patients’ care and updating other health-
care organisations. This is evident when a patient has been
hospitalised for an extended time: their primary provider is
unaware of their condition until they have been discharged.

Following the literature review, it became clear that it is
essential to explore blockchain’s effects on the healthcare
sector. This study aimed to investigate the factors that support
data-sharing using blockchain among healthcare organisa-
tions. The research has proposed and confirmed a framework
that promotes such data-sharing.
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