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ABSTRACT The manuscript presents a mathematical apparatus for modeling the process of operation of
the information system in the conditions of aggressive cyberspace, for which the corresponding parameter is
provided. The highlight is that the simulation is carried out in the parametric space of reliability indicators,
functional safety indicators, and economic indicators. The generalizing parameter in the mathematical
apparatus is the coefficient of efficiency of operation of the studied system. It considers the accumulated
parameter of efficiency of functioning of the studied system, the accompanying risk of its operation, and the
number of resources invested in cybersecurity measures at its design stage. The connection of this coefficient
with the probability of the information system transition to a non-functional state due to the realization of
negative impact despite the resistance to cyber immune reaction is analytically described. The mathematical
apparatus is developed to consider the errors of the first and second kind in identifying the negative impact
on the information system. The search for the extreme value of the coefficient of the information system’s
efficiency from the number of resources invested in its cybersecurity measures is described considering the
characteristic parameters of cyberspace in which the studied system is operated. The functionality of the
created mathematical apparatus is demonstrated in the example of a study of a real information system
of the Situational Center of the Department of Information Technologies of the Vinnytsia City Council
(Ukraine). The results obtained showed that the amount of funds invested in cybersecurity at the design
stage of the studied information system is sufficient for its operation in cyberspace, typical for the region.
At the same time, the growth dynamics of the accumulated operational efficiency characteristics outpaces the
growth dynamics of the characteristics of the risk of studied information system operation. The simulation
results coincide entirely with the empirical experience of the studied system operation, which allows us to
recognize the created mathematical apparatus as adequate. The simulation showed that when the value of the
probability of incorrect identification of the negative impact level intersects the value of ~0.007, the studied
system operational efficiency coefficient begins to decline rapidly. It indicates that the amount of resources
invested in cybersecurity of the studied information system is exhausted.

INDEX TERMS Cybersecurity, information system, negative impact, operation process, mathematical
model, efficiency, reliability, functional safety.

I. INTRODUCTION

The website of the well-known analytical company Canalys
presents the research results, according to which the global
cybersecurity market in 2021 will increase by 6-10% and
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amount to $57-60 billion, respectively. The company’s spe-
cialists segmented the cybersecurity market into such clusters
as endpoint security, network security, information systems
security, information resources security, vulnerability search,
and analysis. According to the forecast, the fastest growth is
expected in the information systems security cluster (12.5%)
and the vulnerability search and analysis cluster (11%). This
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information is the best proof of the relevance of the investi-
gation. This manuscript presents the results directly related to
the first of the above clusters and indirectly — to the second.

Among the existing classes of information systems, a spe-
cial place is occupied by the so-called information systems
for critical use [1]-[3]. The operation of such systems is
characterized by specific requirements for determining the
attributes of dependability; the condition for maintaining the
predicted trend of variation of the values of these attributes
during the system’s operation [4]-[6]. It is due to coun-
teraction mechanisms to the cyber threats laid down at the
design stage. The most characteristic structural units of such
a subclass of information systems are:

— aninformation resources managed by an object-relational
database management system that controls their
integrity;

— an information environment that implements only a set
of services defined at the design stage of the system,
including support for the interface of the user-system
interaction. Implementation of relevant services takes
place exclusively in dedicated information processes
with integrated control of integrity and confidentiality;

— the cyber security subsystem, which manages con-
fidentiality and reliability levels due to protection
mechanisms, taking into account the current resource
consumption of the functional state of investigated
information system by the rules of security policy.

A distinctive feature of the information systems for critical
use is reliable predictability of all information processes
provided by adequate profile mathematical models with the
ability to calculate the values of dependability as a system in
general and its components in particular.

Of course, the information capacity of the process of the
operation of the information systems for critical use in the
complete metric of attributes of dependability significantly
exceeds the allowable size of the article, so in this research,
we focus on such attributes as

— the reliability, which characterizes the ability of the stud-
ied system to retain its functional purpose in full despite
the influence of cyber threats;

— the functional safety, which characterizes the ability,
which is extremely important for information systems
for critical use, to go into a non-functional state without
significant material or human losses in the defeat of a
cyber threat.

However, obtaining such models in a general form is a top-
ical but theoretical task. For their practical application, it is
necessary to introduce parameters into the created mathemat-
ical apparatus that characterize the information system under
study in the economic field. Surprisingly, this obvious fact has
not yet been reflected in the existing mathematical models
of the functioning of information systems in the conditions
of cyber aggression. However, this circumstance will be ana-
lyzed in more detail later. The research challenge of investi-
gation is the process of operation of the information system in
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the conditions of aggressive external cyberspace. The aim of
the study is the analytical formalization of this process in the
parametric space of indicators of reliability, functional safety,
economic efficiency, and taking into account the potential
impact of negative factors.

The most pressing issue in cybersecurity is identifying and
describing unfavorable impacts or cyber threats. The reliable
result of their identity is the basis for the rational choice of
methods and means of their disposal. Let us mention only
the generally accepted methodologies used to estimate the
state of cybersecurity, modeling of means of protection of
information resources, and identification of negative impacts
on information systems. These are [4], [5], [7]-[9]: game
theory, fuzzy sets, graph theory, Petri nets, digital automata
theory, random process theory, and so on.

These methodologies form a toolkit for analyzing the per-
formance of the studied information systems for a finite
censored period. The analysis takes place in the context of
determining:

1. The time between failures in the studied system;

2. The number of failures in the studied system for the
censored period of its operation;

3. The reaction of the studied system to the provoked
failures;

4. The response of the studied system to complex test
effects.

Models [10]-[13] focused on the description of the first
performance indicator. They are based on the mathematical
apparatus of time series analysis. Their purpose is to iden-
tify the parameters of the statistical distribution, which best
describes the period between failures in the operation of the
studied system. The adequacy of such models is determined
by the representativeness of the data sample that characterizes
the studied system’s operation. When formalizing such mod-
els, only the failure is taken into account without analyzing
the causes of its occurrence and possible consequences.

Models [14]-[17] focused on the description of the second
performance indicator. It is assumed that a specific distribu-
tion law (most often Poisson’s) with a continuous or discrete
intensity function describes the stochastic parameter, which
characterizes the number of time failures. The latter is deter-
mined by the results of static analysis of operational data.
The disadvantages of this type of model are similar to those
mentioned above.

Models [18]-[21] focused on the description of the third
performance indicator. The data for analysis in these models
are:

— the number of failures in the studied system for the cen-
sored period, which was caused by unknown negative
impacts;

— the number of failures in the operation of the studied
system during the censored period, which was caused
by negative impacts, the mechanisms of counteraction
of which were embedded in the studied system at the
stage of its design.
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Data analysis is carried out by combinatorics and maximum
likelihood methods. Such models are more informative but
are still based on information, some of which were collected
because of uncontrolled experiments.

Models [1], [2], [22]-[24] focused on the description of
the fourth performance indicator based solely on the results
of controlled experiments. Considering that the causes of
failures are usually interrelated, models of this type are based
on the mathematical apparatus of Markov chains [25]-[27].
This allows considering the multithreading in the operation
of the studied system and the heterogeneity of the process
of its recovery after a failure. Semi-Markov models more
accurately describe the behavior of real information systems
because the process of recovery of the first ones after failures
can be characterized not only by the exponential distribution
functions [28]. The structural features of the studied system
in this modeling approach can be considered in the graph
of the flow of control, which brings the model closer to
the described process. This qualitatively distinguishes the
Markov approach from, for example, a nonparametric neural
network [17], [29], [30], in which the structural features of
the studied system are ignored.

Considering the above, we will focus on the Markov
approach to the description of the process of operation of the
studied system in the conditions of aggressive cyberspace.
Close analogs are the models of information systems con-
fidentiality based on discrete Markov chains described in
paper [1], [2], [22]-[24]. The mentioned reliability models
are classified as parametric. At the same time, there are
nonparametric models built, for example, based on artificial
neural networks [31], [32], which allow approximating arbi-
trary nonlinear continuous functions with the required accu-
racy [33], [34]. However, when synthesizing such models, the
structural features of the system under study are not consid-
ered, and the accuracy of the resulting models is determined
mainly by the type, architecture, and specifics of the learning
process of the neural network used by the researcher [35].

Considering the above, the optimal from the standpoint
of taking into account the architectural features of the
information systems for critical use and the specifics of its
functioning is the construction of models for estimation its
reliability based on the mathematical apparatus of Markov
chains. Close analogs are the models of confidentiality of
information systems described in papers [15], [23], [31]-[33],
formalized based on discrete Markov chains. These models
are based on the theory of reliability elements and describe
the studied information system as a system with failures and
restorations.

The strength of these studies is the mathematically correct
stochastic characteristic of the states of the studied system
and a particular functional relationship between the estimate
of the confidentiality of the studied system and the relaxation
time of the Markov chain. However, even the specialized
applied usage of the scientific results mentioned in arti-
cles [36]-[38] will be accompanied by significant compli-
cations because they ignore the potential impact of complex
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cyber threats on the studied system, which contradicts the
realities of modern cyberspace.

Also, the finite parametric space used in the mentioned
studies characterizes the studied systems exclusively in terms
of the classical theory of probability and mathematical statis-
tics and not the theory of dependability or reliability. And,
in general, in the mentioned studies, the scope of application
of the investigated information systems is wholly ignored.
For example, in general-purpose information systems, it is
allowed to narrow the range of functional services to improve
survivability. Still, this approach is unacceptable in informa-
tion systems for critical use. It is the basis for initiating a
safety protocol for the safe transfer of such an information
system to a non-functional state.

In [4], the authors, in terms of Markov chains with discrete-
time, described the process of functioning of the information
systems for critical use under the influence of certain negative
factors on it. In this research, by analogy with the models
of technical systems in terms of the theory of reliability,
the information system for critical use is presented as a
system with failures and restorations. In [1], [2], [22]-[24],
the authors have developed this model to formulate the task
of finding the optimal superposition of settings the protection
means of information systems for critical use, depending
on the characteristics of independent certain negative factors
affecting it. But the economic component of preparing the
target information system for operation and supporting this
process has not yet been described at the proper theoretical
level.

The object of investigation is the process of operation of the
information system in the conditions of aggressive external
cyberspace. The aim of the study is the analytical formaliza-
tion of this process in the parametric space of indicators of
reliability, functional safety, economic efficiency, and taking
into account the potential impact of negative factors. So, the
main contributions of this article are as follows:

— we have created mathematical apparatus for modeling
the process of operation of the information system in the
conditions of aggressive cyberspace in the parametric
space of reliability indicators, functional safety indica-
tors, and economic indicators such as profit from the
intended use of the studied system and inflation and
discount rates;

— to assess the readiness of the target information system
for operation under appropriate conditions of cyberspace
at the design stage, the corresponding parameter is
expressed in the proposed mathematical apparatus —
the coefficient of efficiency of operation of the studied
information system;

— we formulated the task of finding the optimal value of
the coefficient of efficiency of operation of the studied
information system;

— we have provided an example of calculating all the
characteristic parameters of the created mathematical
apparatus on the real object — the Situation Centre of the
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Department of Information Technologies of Vinnytsia
City Council (Ukraine).

Il. MATERIALS AND METHODS
A. STATEMENT OF THE RESEARCH
Let the studied information system (RIS) interact with the
aggressive external cyber-physical space in the process of
operation. The aggressiveness of cyberspace is manifested
in the non-periodic negative impacts of external factors of
man-made or device-made origin. The realization of such a
negative impact on the DIS is estimated by the stochastic
value g and can cause the latter’s transition to a non-functional
state S,f. The stochastic parameter characterizes the proba-
bility of such an event 77, and the losses suffered by RIS in the
event of premature interruption of the operation process are
determined by the parameter dy. The RIS reliability level will
be characterized by the failure rate A (¢), and the intensity and
efficiency with which it realizes its functional purpose will
be denoted by the parameters w (¢) and wy, respectively. The
parameter wg characterizes the cumulative profit that pro-
vides a functioning RIS from the moment of initiation of the
operation process. The ability of RIS to counteract the impact
of negative factors is laid at the stage of its design and is
characterized by the amount of invested resources C. Accord-
ingly, the function can describe the effectiveness of the RIS
cyber immune response to possible negative impact 7 (C).

Taking into account the introduced basis, we formulate the
objectives of the investigation:

1) to formalize a practice-oriented model of the RIS oper-

ation process in aggressive cyber-physical space;
2) to prove the adequacy of the proposed model and test it
to describe the operation of a real information system.

B. MATHEMATICAL MODEL OF THE STUDIED PROCESS
Let us redefine for any moment r+ > 0 the characteristic
parameters of efficiency and losses, taking into account the
determined coefficients of inflation r and discounting i:

d (1) = doy' ey

where y = (1 +r)/(1 4+ i) and r = 0 is the moment of the
beginning of operation of RIS.

We characterized by the parameter pg (¢) the probability
that at time ¢ > 0 RIS is in the functional state S,,. Let
us represent this stochastic parameter in dynamics by an
equation:

dpo (1)/dt = —po (1) x (g (1) + 1 (1)) @

By analogy with (2), we present in the dynamics of the
accumulated parameter of the efficiency of RIS W (¢):

dW (t)/dt = —po (t) X (1 — qm)w (1) 3
and associated risk of its operation R (¢):
dR (1)/dt = po (t) x g (1) d (1) 4)

The ratio of indicators (3), (4) rationally characterizes the
process of RIS operation in the conditions of aggressive
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cyberspace if we additionally take into account the cyber
immune potential C laid down at the stage of its design:
B () =W(t)/(R(t) + C). If we postulate the independence
of the parameters w () and X (¢), then the solution of equa-
tion (2) in analytical form is defined as

po (1) =exp(—t(gmrp+ 1)) (5)

Express in analytical form the solution of expressions (3)
and (4) taking into account the dependence (1) and
solution (5):

_ pwo (1—qm) _ _
W) = P —e (exp(t (Iny —(gmp +2))—1)
(6)
_ qr udp _ _
R(t) = [PV — (exp(t (Iny —(gmp+2))—1)
@)

Mathematical analysis of expressions (6) and (7) suggests that
when the condition:

Iny —(grpn+24) <0 (®)

the limit values of the parameters W and R are determined by
the corresponding expressions:
pwo (1 —grm) ndogm
(grp+A) —Iny’ (gru+A) —Iny’
If condition (8) is satisfied, the value of the coefficient S (1)
will increase, but in general, will not exceed the limit value

lim =

lim =

- wo (1 — gr)
IBIim = 9
Cgmp+2)/i+qgmdy
If condition (8) is not fulfilled, then the value of the coeffi-
cient B (¢) will still increase, but in general, will not exceed

the limit value:

L wo(l—gn)
2 T 10
Biim ardo (10)
By the way, condition (8) may not be fulfilled only if the
discount rate i is lower than the inflation rate r:

i<r (11

For the RIS operating in conditions (11) to be in the S,, state,
it is necessary to set such an amount of resource C at the
design stage that the inequality 7 (C) < (—A +1Iny)/uq is
satisfied for the value of the probability of RIS transition to
the S,y state as a result of realization of the negative impact
m (C).

We now describe the behavior of RIS in a situation where
condition (11) is not satisfied. Rewrite expression (9):

wo (1 — gm (C))

Biim (€) = CA—Iny)/u+q(C+dy)m (C) (12

We obtain the analytical form of the derivative of the param-
eter (12):

dBjim (C)
dc
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_ —wog(C+do+ (C O —Iny))/w) 7' (C)
(C . —Iny)) /i +q(C+do) 7 (C))?
wogq (gr (C)+ (A —Iny)/u—1)— (A —In J/)/M'
(C (A =ny))/u+q(C +dy) 7 (C))*

(13)

From expression (13), it is seen that the numerator of the
function dB; (C)/dC is a quadratic function concerning
the parameter m (C). Therefore, if one of the roots of the
function (13) belongs to the interval [0, 1], then the extremum
of the function B, (C) exists. Let us present this statement
analytically:

@2+ (o —Iny)/u— 1) m —q(do+ C+
+HCA—Iny)/ W' =G —Iny)/u=0 (14

To simplify equation (14), we assume that the dependence
7 (C) has an exponential character: w (C) = exp(—£C),
where the coefficient & > 0 characterizes the effect of
investing in cybersecurity of RIS several resources equal to
C. Let us refine expression (14), taking into account the just
presented interpretation of the function 7 (C):

¢rt—n(1—A—Iny)/u—qt
xdo+CH+(CA—-Iny))/uw)— K —Iny)/u=0.
(15)

We present expression (15) in a compact form:
¢’ —st—b=0 (16)

wheres = 1—(A —Iny)/u—q(do+ C + (C(A — Iny))/n)§,
b = (A —1Iny)/u. The positive root of such an equation is

defined as:
7= <s /s 4bq2>/2q2 (17)

Based on the fact of existence and value of the parameter
7, defined by expression (17), we can estimate how much
resources embedded in the design phase of RIS in its cyber
immune potential C corresponds to the real level of aggres-
siveness of cyberspace where RIS is operated S (¢).

Based on the starting points of our investigation, it can be
stated that if the realized negative impact is not identified,
then its activity is guaranteed to cause the transition of RIS to
state S, . In turn, the cyber immune potential laid down at the
RIS design stage allows neutralizing it with probability g in
case of identification of negative impact. The above analytical
concept does not consider that the negative impact can be
identified incorrectly (error of the first kind), so we introduce
a stochastic parameter f, which characterizes the probability
that the implemented RIS will correctly identify negative
impact. The information system using these parameters may
transit into the state S,z as a result of the negative impact if: -
the negative impact is not identified: 1 — f; - negative impact
identified but not neutralized: f. Based on this information,
we rewrite equation (2)-(4):

q
pc(;r(t) =-pro@®x(qu) A =fA-m)+i@®). (18
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dw (1)

dt =po)xA—-g+qgfA-—m)pu@®w)  (19)
dR

dt(t) =po®) xqg(l—fA—=m)p@)d@) (20)

The introduction of the parameter f is the basis for rethinking
the method of taking into account the losses dy suffered by
RIS in the event of premature interruption of the operation
process. We introduce the following indicators: d;i is the
losses caused by the implementation of the negative impact,
as a result of which RIS transit into the state Sy in compli-
ance with the protocol of functional safety; - losses caused
by the implementation of the negative impact, as a result of
which RIS uncontrollably transit to state S, (emergency).
We introduce these indicators in equation (20):

dR (1)
dt

=po () xq(f (1=m)di + (1 —=f+7f)da) u () '
2

Model (18), (19), (21) still does not fully describe the actual
process of RIS exploitation in aggressive cyber-physical
space. In particular, when examining the issue of identify-
ing negative impacts, one cannot ignore the probability of
the occurrence of errors of the second kind, i.e., situations
when the target cyber immune reaction is a consequence of
identifying negative impact, which was not realized. It should
be borne in mind that the targeted use of RIS is impossible
during a cyber immune reaction. To take into account the
situation just described, we expand the state space of RIS:
S = {S(m, S1, 82, Sfo}, where: - S, is the state of readiness,
in which the functioning RIS is waiting for an incoming
request, which comes with intensity u (7). The probability of
RIS being in state S, is characterized by the parameter pg (7);

— -8 is the state of processing the received request, which
is carried out with intensity v (#). The probability of RIS
being in state S is characterized by the parameter p; (¢);

— - 53 is the state of the active cyber immune response dur-
ing which the target security policy protocol is executed
with intensity ¢ (¢).

The parameter characterizes the probability of RIS being
in the state p; (¢); - Sy is a state in which RIS does not func-
tion. The probability of RIS being in state S, is characterized
by the parameter p3 (¢). States S,, and S; are functional
because being in them, RIS realizes its purpose. Accordingly,
the states S and S, are non-functional.

Let the negative impacts be realized with intensity 71 (¢).
Suppose that the fixed negative impact is an imitation.
We characterize such an event by probability /y. Denote by the
identifier fy the probability of correct identification of the
imitation of the negative impact, and by the identifier f;
the probability of the correct identification of the negative
impact. In sum, these parameters characterize the probability
of correct identification of negative activity. We will not
change the interpretation of the RIS failure rate A (¢) and the
probability of the system transitioning to a non-functional
state as a result of the negative impact . Limited by the
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state space S, the dynamics of the RIS operation process is
determined by the equations:

d
P Zt(t) = po (1) X (=L (1) +p1 (1) x v (1), 22)
d
Pclh(’) = po @) x 1 () +p2 (1) x ¢ (1) (1 — 7 (1 — L))
o1 () X Ou () v (1) + 1 (D) (A —folo))
(23)
d
L ;(t) = (1) X (¢ (1)
1@ xn@) i A —=1D)+1A-f)),
(24)
d
L jlt(’) =2 () x (@ ()7 (1— o))
11 () % G () + 00 (L —fi) (1 — o))
25)
AW (1)/dt = p1 (t) x w (£) v (1) , (26)
dR (1) .
D dixmem-f) -y

+d2 x (p1 (D) n (1) (1 — ) (1 = lo)
+p2 MO (1 —1o)y'". 27)

Determine the analogues of equations (3) and (4), taking into
account the fact of the existence of equations (22)-(25)):
Equations (23) and (26) can be simplified if we assume that

RIS is operated continuously. In accordance:
dp1 (1)
L2 = pi 0 x = (1 () (L= folo) + (1)
+p2 () x ¢ (1) (1 —7 (1 —1o)),

dW (t)/dt = p1 (t) x w(t).

The assumption made does not affect

(24), (25), 27).

equations

Ill. MODELING AND RESULTS

Strict correctness and reversibility of analytical transforma-
tions testify in favour of the adequacy of the mathematical
apparatus presented in Section 3. In the end, it remains to test
itin real conditions. According to the previous agreement, the
authors had the opportunity to test the created mathematical
apparatus by describing the operation of the real information
system of the Situation Centre of the Department of Infor-
mation Technology of Vinnytsia City Council. This informa-
tion system has been operating since 2018 and is constantly
evolving to improve the implemented services and add new
ones. In particular, the information system of the Situation
Centre manages traffic lights on the city roads. It supports
the uninterrupted operation of the data center, which stores
the flow of multimedia data from more than 1k video cameras
located in the city. Only authorized employees of the Security
Service of Ukraine, the National Police of Ukraine, Vinnytsia
City Council, etc., have access to the collected confiden-
tial information. Considering the intensity of information
exchange and the nature of information resources, the issue
of modeling the operation of this RIS is extremely relevant.

VOLUME 10, 2022

1,0
038 \\\
06 M //k":/._ p1l |
. —— p2
——p3
0,4
0.2 /
0=0-0-0-0-0-0-0-
0,0
0,0 0,5 1,0 1,5 2,0
t
(a)
1,0

0.8 o
0,6

0,4 - /
o

0,0

0,0 0,5 1,0 1,5 2,0
t
(b)

FIGURE 1. (a) Empirical dependencies {p;, p,,p3} = f (t). (b) Empirical
dependencies g = f (t).

We will perform RIS modeling in the state space S =
{Son = {Son, S1}, So = {S2. Sor }}. to make this section
sufficiently compact. Analysis of RIS continuous operation
logs from 01.09.2019 to 01.09.2021 in the context of the
selected state-space configuration allowed us to determine the
following values of the established parameters of the created
model: A = 1075, 7 = 0.01, r = 0.05,i = 0.1, n = 5,
¢ =50,fo =fi =099 dy =0.1,dy = 10, lp = 0.2,
wo = 1. As a starting value, we take C = 1. Substituting
these parameters into expressions (23)-(26), we performed a
simulation of dependencies {p1, p2, p3} =f (¢), B = f (¢) for
RIS. The corresponding results are presented in the graphs in
Fig. 1(a), 1(b).

Based on the calculations, the results of which are visu-
alized in Fig. 1, based on expressions (26) and (27) for RIS
the dependencies {W, R} = f (¢) are calculated, where W
is the accumulated parameter of efficiency of operation of
RIS, and R is the accompanying risk from its operation. The
corresponding graphs are shown in Fig. 2.
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FIGURE 2. Empirical dependencies {W,R} =f (t).

Finally, the central issue of our investigation is to establish
the fact: we’re the investments into the cyber immune system
at the RIS design stage C, taking into account the level
of cyberspace aggression represented by the value of the
parameter 7 sufficient? To answer this question, a series of
experiments was performed to calculate the dependences of
B =f (m)forwr (C) = const and w (C) = exp (—C). It will
be recalled that 8 = f (W, R, C) is a generalized efficiency
coefficient of RIS in terms of the fulfillment of its intended
purpose in real operating conditions.

Since condition (11) was not satisfied for our RIS, the
dependences 8 = f () were calculated by expression (13).
Also relevant is objective information on the calculation for
the RIS, the dependence of B = f (1 —f1) where f] is the
probability of correctly identifying the negative impact. This
dependence characterizes the ability of the cyber immune
system of RIS to neutralize the detected but incorrectly identi-
fied negative impacts. The graph representing the dependence
B =f ({1 —f1) for r = 0.005 calculated RIS is also shown
in Fig. 3.

We generalize the experimental section by verifying the
models proposed in Section 3 in the paradigm of practical
planning theory. We form certain sets of input influences,
the appearance of which can cause the loss of functlomng
Xk = {xll‘,xlz‘,...,xn}anka = {x'f,xlzc,... } The
system’s response to input effects from the set X* is predicted
in the model. Therefore, under such conditions, the studied
information system should not fall. Input influences from
the set X are structurally identical to the generalized set
X* but differ in values that may exceed the limits set up at
the system’s design stage. The system’s reaction to the input
influence from the set X* can be the fall into an unfunctional
state. The numbers of elements in the sets X* and X* are
n = 200 and m = 700, respectively. Experiments were
performed with a fixation on the system’s reaction to the input
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FIGURE 3. Empirical dependencies g = f (x, C = const),
B=F(z,n (C)=exp(=C)).B=F(1-F).

influences from the sets X* and X¥ (in the matrix form B¥ =
(Bf‘]), i = 1,n, and B’ec = (Bg.), i = 1, m, respectively).
We calculate for the ith input influence the variance of the

implementation of the situation of the fall of a studied system

M 2
into the unfunctional state: si2 =My (Bij — B;) , where
j=1
Bijj is the state defined in the model; ng is the actual state.

We calculate the average value of the variance for all input

influences: s> = N~ Z s7. Evaluation of the substantial

deviations s from s2 Flsher s criterion showed that all devi-
ations do not exceed the tabular values, which confirms the
adequacy of the proposed mathematical apparatus.

IV. DISCUSSION

Let’s start the discussion with the analysis of graphs from
Fig. 1. Recall that the parameters p; (¢), p2 (¢), p3 (t), charac-
terize the probabilities of RIS at a time ¢ in one of the states
81, 82, Sof , respectively. Of these, the state Sy is functional.
A state S, corresponds to an active cyber immune response,
and a state S, describes a situation where RIS is prematurely
decommissioned due to the implementation of a negative
impact. Dependences {p1, p2, p3} = f (t) with increasing
value ¢t uniquely reproduce the real dynamics of the operation
of DIS: p; (¢) decreases, and p; (¢) on the contrary, increases.
The fact that p3 (¢) is slowly declining indicates a surplus of
the number of resources invested in cybersecurity of RIS C.
However, with the increasing probability of negative impact,
the coefficient of RIS operational efficiency g is still increas-
ing because the graph p; (¢) is also increasing. As shown in
Fig. 2, dependences {W, R} = f (¢) also confirm the ade-
quacy of the number of resources invested in cybersecurity
of RIS. This statement is true because the growth dynamics
of the accumulated RIS operational efficiency characteristics
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W outpaces the growth dynamics of the characteristics of the
risk of its operation R.

In general, the nonlinear exponential nature of the depen-
dencies in Figs. 1 and 2 confirm the correctness of assump-
tion (5), and the fact that the RIS operational efficiency
(B =f (1)) increases even though according to the initial con-
ditions of the experiment, the inequality (11) is not satisfied,
corresponds to equation (12). As shown in Fig. 1 and 2, the
results of the simulation completely coincide with the empir-
ical experience of the RIS operation, which allows us to rec-
ognize the mathematical apparatus presented in Section 3 as
adequate.

Let’s pay attention to Fig. 3. It is seen that when the value
of the probability of incorrect identification of the negative
impact level 1 — fi intersects, the value of ~0.007 the RIS
operational efficiency coefficient B begins to decline rapidly.
This indicates that the amount of resources invested in cyber-
security of RIS C is exhausted. This statement correlates with
the dynamics shown by the graph 8 = f (7, C = const) and
generally confirms the correctness of the created mathemat-
ical apparatus. Finally, the visible extremum on the graph
B = f(m, 7 (C)=exp(—C)) and the same form of this
dependence corresponds to the logic of mathematical con-
cepts embodied in expression (17). However, the question of
determining the optimal amount of resources C invested at
the design stage of RIS in cybersecurity of the latter should
be investigated in a full-size parametric space {r, ly, fo, f1},
which is a promising area of further research.

Finally, it should be noted that the mathematical apparatus
for modeling the process of operation of the information
system in the conditions of aggressive cyberspace proposed
in the article is proved to be adequate because it is based on
the verified mathematical apparatus of Markov chains. This
fact and the rigor and reversibility of the analytical transfor-
mations made in the formalization of the corresponding met-
ric substantiate the adequacy of the mathematical apparatus
presented in the article.

V. CONCLUSION

Information systems are designed to meet the primary need
of modern man — access to data recourses. Investigations
aimed at improving the quality of services for such systems
is undeniably actual.

The manuscript presents a mathematical apparatus for
modeling the process of operation of the information system
in the conditions of aggressive cyberspace, for which the
corresponding parameter is provided. Unlike analogs, the
simulation is carried out in the parametric space of reliability
indicators, functional safety indicators, and economic indica-
tors such as profit from the intended use of the studied system
and inflation and discount rates. The generalizing parameter
in the mathematical apparatus is the coefficient of efficiency
of operation of the studied information system. It considers
the accumulated parameter of efficiency of operation of the
studied system, the accompanying risk of its operation, and
the number of resources invested in cybersecurity measures
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at its design stage. The connection of this coefficient with
the probability of transition of the information system to a
non-functional state due to the realization of the negative
impact despite the resistance to the cyber immune reaction is
analytically described. The mathematical apparatus is devel-
oped to take into account the errors of the first and second
kind in identifying the negative impact on the information
system. The case when the cyber immune reaction to the
imitation of negative impact is investigated separately. The
search for the extreme value of the coefficient of efficiency of
the information system from the number of resources invested
in its cybersecurity measures is described considering the
characteristic parameters of cyberspace in which the studied
system is operated. The investigation of the real information
system of the Situation Centre of the Department of Infor-
mation Technologies of Vinnytsia City Council led to the
adequacy of the proposed mathematical apparatus.

Further research is planned to focus on detailing the para-
metric space of finding the extreme value of the coefficient of
efficiency of operation of the RIS.
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