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ABSTRACT In this study, a robust H, networked security observer-based reference tracking control scheme
is proposed for the stochastic quadrotor unmanned aerial vehicle (UAV) system under malicious attacks on
the actuator and sensor of network control system (NCS). To reduce the computational burden on UAV
system, the UAV system is connected with a remote computing unit and the complicated tracking control
command can be calculated by remote computing unit. By using the novel discrete smoothed model, the
model of attack signals on actuator and sensor can be embedded in system state of UAV and thus the
attack signals as well as the quadrotor system state can be simultaneously estimated through a conventional
Luenberger observer. Further, the corruption of attack signals on state estimation of UAV is also avoided.
To eliminate the effect of unavailable external disturbance and intrinsic fluctuation during the reference
tracking control process, a robust H, networked security observer-based reference tracking control scheme
is introduced to attenuate their effects on the NCS of quadrotor UAV. By using the characteristic of convex
Lyapunov function, the design condition of robust Hy, networked security observer-based tracking control
is derived in terms of the nonlinear functional inequalities. Since the nonlinear functional inequalities are
not easy to be solved analytically or numerically, the Takagi-Sugeno (T-S) fuzzy interpolation technique
is employed to interpolate the nonlinear stochastic quadrotor NCS by a set of linear local systems via
fuzzy bases. In this case, the nonlinear functional inequalities can be converted to a set of linear matrix
inequalities (LMIs) which can be easily solved by the MATLAB LMI TOOLBOX. Simulation results
are provided to validate the effectiveness of the proposed method in comparison with conventional robust
observer-based T-S fuzzy tracking control scheme.

INDEX TERMS Network control system, security observer-based tracking control, linear matrix inequali-
ties, UAV reference tracking control, T-S fuzzy interpolation technique.

I. INTRODUCTION

In recent years, the unmanned aerial vehicle (UAV) has
attracted more attention from researchers due to its wide
utilization and convenience of use. Through these advan-
tages, UAV has extensive applications such as humanitarian
relief [1], topographic survey [2], and military reconnais-
sance [3]. To successfully complete the tasks mentioned
above, an UAV is required to track a desired trajectory.
Therein, the trajectory tracking control is a popular issue for
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the control of UAV’s flight [4], [5]. Among several types of
UAYV, quadrotor UAV has the capability of vertical take-off
and landing (VTOL) [6]. Based on this maneuverability,
a quadrotor UAV can track more kinds of trajectories than
other types of UAV. Though quadrotor UAV has many appeal-
ing advantages in practical applications, the power consump-
tion of quadrotor UAV during the flight process is a critical
problem needed to be further considered. Clearly, highly
power consumption limits the flight distance and using time
of quadrotor UAV which may restrict its applications [7], [8].

Recently, along with the advance of communication tech-
niques, e.g., 5G and 6G in the future smart cities [9], [10],
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the control commands of physical plants do not calculate on
time by itself but by a remote computing unit through wireless
network in future smart cities, e.g., network-based sampled
data control. In detail, network control system separates orig-
inal quadrotor UAV into two parts: local side (physical plant)
and remote side (computing unit). By departing the control
unit from physical systems, the weight burden and power
consumption can be efficiently decreased. Even the network-
based control scheme brings some advantages, it also gen-
erates several issues to be addressed. At first, due to the
uncertain quality of service (QoS) in wireless communica-
tion, it may cause the occurrence of packet dropout [11]-[15].
When the packet dropout happens, the signal can not be trans-
mitted through the wireless network channel and the receiver
will not access any signal [13]. On the other hand, if the signal
suffers the influence from network-induced delay, it can not
be transmitted to the receiver on time [15]. In these two cases,
the overall network-based system is delay-dependent and the
corresponding control issues are more difficult than the delay-
free network.

On the other hand, due to the vigorous development of
network communication and its wide application in real
world, network security has become a significant issue and
has gained many interests of researchers and institutes. Even
multiple methods have been developed to maintain the safety
of network [16]- [18], malicious attack signals may enter
the network via security breach. These attacks will disturb
the transmission of signals in network channel, consequently
interfering the operation of whole network system. Since
these attacks are unavailable signals for the designer, the
effects of malicious attacks are hard to be eliminated. Con-
ventionally, to estimate these attack signals, the singular
descriptor-based observers are widely applied in the field of
fault estimation (FE) [19]- [21]. Other than the conventional
descriptor system for FE, some modified attack signal mod-
els are provided and it has several fruitful results, e.g., the
neural network based fault tolerant control (FTC) for Marko-
vian jumps system in [22] and FTC design with sliding-
mode observer for cyber-physicals systems in [23]. However,
due to the complicated algebraic equation constraints, these
descriptor-based observers are hard to be implemented for
most of practical applications.

In spite of malicious attacks, quadrotor UAV will also suf-
fer from unavailable external disturbances in physical plant,
e.g., a wind gust against the quadrotor UAV. Otherwise, the
continuous perturbation from the motors of quadrotor can be
described as a stochastic intrinsic fluctuation of the system.
These effects will degrade the performance of the system and
may lead to the instability of system. As a result, the tracking
control scheme should further consider the attenuation of
these effects to improve the tracking control performance of
the NCS of quadrotor UAV. To the best of authors’ knowl-
edge, the network control design for the quadrotor is still very
few. Besides, the effect of malicious attack signals on the
network is always neglected in the previous studies for the
simplicity of the design. Motivated by the above discussions,
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the authors address on the estimation of malicious attack sig-
nals and the consequent attack—tolerant tracking control for
the stochastic network-based quadrotor UAV system under
cyber-attack and external disturbances.

In this study, the robust Hy, networked security observer-
based reference tracking control scheme is proposed to
guarantee that the networked control quadrotor UAV can
gradually approach to the desired attitude and reference path
under the influence of malicious attacks, external distur-
bances and intrinsic random perturbations. By introducing the
structure of network system, the stochastic dynamic model
of networked control quadrotor UAV is constructed. With the
help of discrete smoothed model, malicious attacks on actu-
ator and sensor of quadrotor UAV through network commu-
nication channels can be effectively described and embedded
in the augmented states of an augmented system consisted
of quadrotor model and smoothed models of attack signals.
Therefore, the attack signals and states of quadrotor can be
estimated by a conventional Luenberger observer. Then, the
estimated state variables and attack signals are used for the
networked security tracking control of stochastic NCS of
quadrotor UAV under cyber-attack. By utilizing the convex
Lyapunov function, the reference tracking control design is
transformed to equivalent nonlinear functional inequalities
problem. Since the nonlinear functional inequalities problem
for robust H, networked security reference tracking control
design problem is not easily to be solved, the Takagi-Sugeno
(T-S) fuzzy model [27] is utilized to approximate the non-
linear stochastic system of quadrotor by interpolating a set of
several linearized local systems. After applying the T-S fuzzy
model, the Hy, networked security reference tracking control
problem can be transformed to a linear matrix inequalities
(LMlIs)-constrained problem, which can be efficiently solved
by the MATLAB LMI TOOLBOX. A simulation example
of a single UAV to track a upwards round-shape trajectory
is provided to validate the performance of proposed robust
Hy networked security observer-based reference tracking
scheme. Further, the conventional T-S fuzzy observer-based
tracking control scheme is used for performance comparison.

The main contributions of this work are described as
follows:

1) A novel discrete smoothed model is utilized for mod-
eling unavailable cyber-attack signals on the network con-
trol system. As a result, through a conventional Luenberger
observer, the attack signals on NCS of quadrotor UAV can be
estimated with the system states simultaneously and thus the
networked security observer-based reference tracking control
scheme of quadrotor UAV NCS can be guaranteed.

2) A Hy networked security observer-based tracking
control design is proposed for quadrotor NCS through the
estimated attack signals. In order to avoid solving highly
complicate nonlinear observer-based Hy, network reference
tracking control design problem of stochastic quadrotor NCS,
T-S fuzzy model is proposed to interpolate the nonlinear
stochastic UAV networked system via several local linearized
systems to simplify the design of controller and observer in
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the Hy, networked observer-based security tracking control
of quadrotor UAV system under cyber-attack and external dis-
turbance. We only need to solve a set of LMIs via MATLAB
LMI TOOLBOX to obtain fuzzy control gains and observer
gains of Ho, fuzzy networked security observer-based refer-
ence tracking control strategy of quadrotor UAV NCS.

The study is organized as follows. Preliminaries and
the problem formulation of the network observer-based
tracking control system of UAV under cyber-attack are
presented in Section II. In Section III, the stochastic Hy, net-
worked observer-based security tracking analysis is provided.
T-S fuzzy model is introduced to cope with the nonlinear
stochastic Hy, networked observer-based security tracking
control problem in Section IV. The stochastic robust Hy
fuzzy networked observer-based security tracking control
design scheme is also proposed in this section. A simulation
example of quadrotor UAV flighting along a reference path
under attack signals and external disturbances is given to
validate the effectiveness of the proposed robust Hs, fuzzy
networked security observer-based tracking control scheme
in Section V. The conclusion is made in Section VI.

Notation: AT: the transpose of matrix A; A > 0(A > 0):
symmetric positive semi-definite (symmetric positive
definite) matrix A, respectively; I,;: the n-dimensional iden-
tity matrix; |lx|l,: the Euclidean norm for the given vec-
tor Xx; l;_-(Rzo, R = {vk) : Rsop — R" |
(E{Z:f:o UT(k)'U(k)})% < oo}; E{-} : the expectation oper-

T T
ator; diag(A, B) = [8 gi|, |:é CB i| = |:1: CB ], eig{A}

denotes the set of eigenvalues of A; col[D] denotes the column
space of D.

Il. SYSTEM DESCRIPTION AND PRELIMINARIES

A. DYNAMIC MODEL OF QUADROTOR UAV

In this study, for more practical applications, the position and
attitude of the quadrotor UAV are simultaneously considered
in the dynamic model. The position of the quadrotor UAV
is described by three coordinates (x, y, z) of its mass center
w.r.t an inertial frame associated with the unit vector basis
(ex, ey, e;) in Fig. 1. The attitude of the quadrotor is denoted
by three Euler angles (¢, 6, ¥). These three angles are roll
angle (-7 < ¢ < %), pitch angle (=5 < 6 < %), and
yaw angle (—7 < ¥ < ) which define the orientation
vector of quadrotor w.r.t a body frame associated with the unit
vector basis (epy, epy, €p;) as shown in Fig. 1. By Newton-
Euler method, the quadrotor UAV dynamic model in Fig. |
can be represented as the following equations [28]:

X(t) = fF(X(1) + gXO)U (1) + v(t)
Y(1) = C(X (1)) + n(r) 4))

where X(t) = [x1(8), x2(2), y1(2), y2(0), z1(), z2(2), 1 (),
d (1), 01(1), 02(1), Y1 (1), Y2 ()] is the system state, x(t),
y1(?),z1(t) € R are the positions of the quadrotor UAV
in the inertial frame, x>(¢),y2(),z2(t) € R are the
velocities of the quadrotor UAV in the inertial frame,
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¢1(2),01(), ¥1(t) € R are the attitudes of the quadro-
tor UAV in the body frame and ¢(7), 62(¢), Y2(t) € R
are the angular velocities of the quadrotor UAV in the
body frame. U(t) = [F(t), 14(1), T0(t), n/,(t)]T is the con-
trol input of the system, F(f) € R denotes total thrust
and 74(1), 19(t), Ty (f) € R denote rotational torques of
Euler angles ¢(z), 6(¢), and ¥(¢), respectively, v(t) =
[0, v (1), 0, vy(1), 0, Uy(1), 0, Uy (1), 0, Up(1), 0, v,/,(t)]T is the
external disturbance of the system, C(X(¢)) : R” — R is the
nonlinear output matrix and n(¢) is the measurement noise.
The system matrices in (1) are given as:

fX@®)
d, d,
= [-x2(t)s __x2(t)7 )’2(1‘), __y2(t)1 ZZ(t),
a Jo—7 d
— g — Z2(0), ¢a(t), L)1) — L (1),
m J</> J¢
Jy —1J d
02(1), L—"Lr (1)p (1) — 262 (1),
o o
Jy —J, d
Ya(0), =2 J % r(02(1) — Lo ()"
v Jy
g(X(1))
r 0 0 0 07
(cos ¢ (1) sin O (t) cos 1//11(t)
+5in g1 (0)sin 1 (1) 0 0
0 0 0
(cos ¢1(¢) sin 61 (¢) sin Y1 (¢)
. 1 0 0 0
—SIH¢1(I)COS¢1(I))H—1
0 0 0 0
— cosq&l(t)cosel(t)l 0 0 0
0 " 0 0 0
0 oo o
Jp
0 0 0 0
0 o L 9
Jo
0 0 0 0
0 o o L
L Jy

where m € R is the total mass of the quadrotor UAYV, g €
R>¢ is the gravitational acceleration, Jy, Jo, Jy € Rxq are
the moments of inertia of ¢(¢), 6(¢), and ¥ (¢), respectively,
and dy,dy,d;,dy,dg,dy € Rso represent aerodynamic
damping coefficients of the quadrotor UAV.

In the real world, the quadrotor UAV will be disturbed
by not only external disturbances but also internal fluctua-
tions. To make the quadrotor UAV system more practical, the
Wiener process is used to formulate the internal random para-
metric fluctuations in the quadrotor UAV. Thus, the nonlinear
stochastic quadrotor UAV can be written as follows:

dX(r) = (f(X(®) + gXO)U (1) + v(®))dt
+oX()dW(t)
Y(r) = C(X(1)) + n(r) @
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FIGURE 1. Structure of quadrotor UAV.

where W (¢) denotes the 1-D Wiener process and o (X (¢))dW (¢)
denotes the nonlinear state-dependent parametric fluctua-
tions. The Wiener process W (t) is defined on the complete
filtered probability space (2, F, {F};cr.,. P) where Q
denotes the sample space, o-field F; is generated by Wiener
process W(s) for s < t, F = U;>0F; and P is the probability
measure [37]. It is assumed that the nonlinear functions
f(X()), g(X(t)) and o (X (t)) are local-Lipschiz [37].

B. NETWORK CONTROL SYSTEM

Under the framework of network control system (NCS), the
quadrotor is controlled through a remote computing unit
(controller). The schematic of NCS of quadrotor UAV is
shown in Fig. 2. Through the sensor, output data of quadro-
tor UAV is sampled and transmitted to the observer on the
remote side. Then, the control commands are computed at
each computing unit and transmitted via wireless network
channel to zero-order holder (ZOH) at every sampling period.
ZOH will transmit the control commands to actuator and this
makes the control commands become a continuous control
signal within a sampling period. It is worth to point out that
the control signals stored in ZOH will be updated until new
control commands are received.

Quadrotor UAV

TU(t) { i

Actuator

ZOH Sensor
TUP(kh) local side Y (kh)
| Lo
fa(kh) | Network Network | f.(kh)
Channel Channel
remote side Tolkh)

Xkh) | opserver |
Controller X, (kh) :

U(kh)

FIGURE 2. Structure of NCS of quadrotor UAV.
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Based on the NCS framework in Fig. 2, the remote com-
puting unit only receives the plant information at each sam-
pling period. In this case, instead of using a continuous-time
observer, a discrete-time observer is more appealing to be
utilized to save the computation resource in the remote side.
However, due to the fact that the local UAV plant in (2)
is a continuous-time system and the observer is a discrete-
time system, it is almost impossible to simultaneously ana-
lyze the estimation performance of observer and tracking
performance of local UAV system in (2). In this situation,
the digital redesign [31] should be utilized to discretilize the
continuous plant for the simplicity of design. Nevertheless,
due to the stochastic Wiener process and nonlinearity system
characteristics in UAV system, it is impossible to obtain
the exact form of system matrices of the UAV system by
using conventional discretization method. As a result, the
Euler-Maruyama method in [30] is applied to discretilize
the UAV system and the nonlinear stochastic UAV dynamic
system can be approximately represented by the following
difference equation

X((k + 1)h) = X (kh) 4 h(f (X (kh)) + g(X(kh))U (kh)
+ v(kh)) + o (X (kh)) AW (kh)
Y (kh) = C(X(kh)) + n(kh) 3)

where AW(kh) = W((k + 1)h) — W(kh) h > O is the
sampling period, Y (kh) denotes the sampled system output,
n(kh) denotes the measurement noise of Y (kh) by sensor.

Remark 1: Some properties of AW (kh) are given as fol-
lows [41]:

E{AW(kh)} =0, E{AW?*(kh)} =h

Remark 2: For the proposed NCS in (3), the control
scheme can be regarded as conventional time-trigger NCS
mechanism. Recently, some advanced NCS control mecha-
nisms have been proposed such as event-trigger NCS mecha-
nism or self-trigger NCS mechanism [32]. By applying these
advanced mechanisms, it can further improve the control
performance and save the limited communication resource.
At the same time, it also increases the analysis difficulty
during the controller/observer design.

For NCS, time-varying delay is an important issue that
needs to be considered. According to Fig. 2, there are uplink
and downlink networked communication channels in the net-
work control system. As signals transmit through these two
channels, signals may suffer influence from time-varying
delays. These delays can be represented as follows: 71(k)
is the downlink delay from controller to ZOH and (k) is
the uplink delay from sensor to observer. By taking these
two time-varying delays into consideration, the NCS-based
control system of quadrotor UAV can be formulated as [33]:

X((k + 1)h) = X (kh) + h(f (X (kh)) + g(X (kh))
x Uy(kh) + v(kh)) + o (X (kh)) AW (kh)
Y(kh) = C(X(kh)) + n(kh)
Y, (kh) = (1—B(kh))Y (kh) + B(kh)Y (kh—12(k))  (4)
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and
Up(kh) = (1 — 8(kh)U (kh) + 8(kh)U (kh — 71(k))  (5)

From above equations, Y, (kh) denotes the signal of sys-
tem output which is received by the observer. Similarly,
Up(kh) is the signal of control command which is received by
ZOH. Both of them are transmitted through the wireless net-
work channel and may be influenced by time-varying delays.
To formulate the influence of delay effect, the occurrence
of time-varying delays is assumed to satisfy with Bernoulli
sequence. Thus, §(kh) and B(kh) are Bernoulli processes as
follows:

P{s(kh) = 1} = E{8(kh)} = &
P{s(kh) =0} = 1 — E{s(kh)} =1 —§

P{B(kh) = 1} = E{B(kh)} = B
P{B(kh) =0} =1 —E{pkh)} =1 - B

where § > 0 and B > O are the known probability of
time-varying delay occurring in the signal transmission from
controller to ZOH and sensor to observer through wireless
network channels, respectively.

Remark 3: As time-varying delay t1(k) occurs, i.e.,
8(kh) = 1, the control signal U(kh) can not be transmitted
on time. Since the quadrotor UAV can not be out of control,
the previously received control signal is used to compensate
the delayed control signal. If time-varying delay t(k) does
not occur, 8(kh) = 0, U(kh) can be transmitted through
the wireless network successfully and the system plant can
receive control command on time. According to the analysis
above, Uy, (kh) can be constructed in the form of (5). Similarly,
Y, (kh) has the same form in (4).

Assumption 1: In this study, the time-varying delays sat-
isfy the following boundary conditions:

dimh < (k) <dimh, domh < 12(k) < domh

where d,,, diyr, dom, dayr are non-negative integers.

As signals transmitting in the wireless network channels,
there may exist some malicious attacks from attackers and it
tries to degrade the performance of NCS and even let NCS
become unstable. Thus, these attacks need to be considered
in NCS. In Fig. 2, two malicious attacks f,(kh) and f;(kh)
will influence on the reference tracking performance and
the state estimation of NCS of quadrotor UAV via wireless
network, respectively. In this situation, sensor and actuator
will receive wrong information from network channel and
may cause whole system not being controlled correctly. That
is, these malicious attacks can be equivalently regarded as
sensor fault and actuator fault in quadrotor UAV NCS. Then,
the malicious attacks should be considered in the security
control design of NCS and the NCS of quadrotor UAV should
be modified as:

X((k + Dh) = X(kh) + h(f (X (kh)) + g(X (kh))
X (Up(kh) + fa(kh)) + v(kh))
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+ o (X (kh)) AW (kh)
Y(kh) = C(X(kh)) + n(kh) + DX (kh))f;(kh)
Y, (kh) = (1 — B(kh))Y (kh) + B(kh)Y (kh — 12(k))
(6)

where f,(kh) is the actuator attack signal, f;(kh) is the sensor
attack signal and D(X (kh)) is the effect matrix of sensor attack
signal f(kh).

Remark 4: Since actuator attack signal f,(kh) disturbs the
transmission of control signal Up(kh) through the wireless
network channel, actuator will receive f,(kh) and U (kh)
simultaneously, i.e., the effect matrix of actuator attack signal
fa(kh) is the same as the input matrix g(X (kh)).

Assumption 2: The system state x(kh), malicious actuator
attack signal f,(kh), malicious sensor attack signal f;(kh) and
external disturbance v(kh)) are assumed to be zero before the
tracking control process, i.e., x(kh) = 0, f,(kh) = 0, fs(kh) =
0 and v(kh)) = 0, Vk < 0.

Since the actuator attack f,(kh) and sensor attack f;(kh)
are unavailable signals, they can not be estimated by the
conventional estimator from the discrete stochastic NCS
in (6) directly. To simplify the attack signal estimation, the
discrete-time smoothed models of attack signals f,(kh) and
fs(kh) are constructed. By the discrete-time smoothed models
of attack signals f,(kh) and f;(kh), the conventional Luen-
berger observer can be designed to estimate system states and
attack signals simultaneously. Similar to [34], the discrete-
time smoothed model of actuator attack signal f,(kh) is pro-
posed as follows:

Fo((k + Dh) = Ay, Fo(kh) + M, 84(kh) @)
where Fy(kh) = [f] (kh), £T (k — Dh), ..., £ ((k — d)w)]T,
Mg, = [In,,0,...,01", 8,khy = fu((k + Dh) —

Z?:o aifa((k — i)h) denotes the extrapolation error of f,((k +
1)h), {ai}?zo are the extrapolation coefficients and

aol,,a allna azlna s 0
Ly, 0 e 0

Afa = 0 Ina . 0 (8)
0 cee 0 I, O

Similar to (7), the discrete-time smoothed model of sensor
attack signal f;(kh) can be described as follows:

Fy((k + Dh) = Ay F(kh) + My, 65(kh) )

where Fy(kh) =[£I (kh), £I ((k — Dh), ..., fI((k — )T,
My, = Uy, 0., 01, 8,(kh) = fy((k+1)h)— YL bify ((k —
i)h) denotes the extrapolation error of f;((k + 1)h), {bi}fzo are
the extrapolation coefficients and

bolnx b 1 Iﬂx bzlnx bd In;
[, . 0 . 0
Ag=| 0 I - 0 (10)
0 e 0 1 0

ng
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Remark 5: Since the attack signals {f,(kh), fs(kh)} are
unavailable and their characteristics are unknown, it is not
easy to update the extrapolation coefficients {a;, bi};jzo of
{fu(kh), fs(kh)} by the conventional adaptive algorithm based
on the adaptive errors f,(kh) — fa(kh) and fs(kh) — fs(kh).
Based on the extrapolation method, one practical selection
of extrapolation parameters for two smoothed signal models
in (7) and (9) can be given as: (i)a; > aj—1 > 0, b; > bj_1 >
0,Vie{l, - .,d} (i) Y yai = 1 and Yy b; = 1. For
the first rule, it is expected that f,(kh) and fy(kh) are more
related to f,((k — 1)h) and f;((k — 1)h), respectively, and thus
the extrapolation parameters {a;, bi}f:O should be chosen as
positive decreasing sequences. On the other side, to avoid
the over-extrapolation, the summation of these extrapolation
coefficients should be one.

Remark 6: The proposed smoothed signal models in (7)
and (9) are the modification conventional Kalman fix-laged
smoothed model [24], [25], in which the future signals are
the combination of current signals and extrapolation errors,
ie, ap = bg = 1 and {a; = 0,b; = O}Z’?l:1 in the (7)
and (9), respectively. To further use the lag information, the
modified smoothed signal models in (7) and (9) include the
extrapolation coefficients which can be selected by designer.
In this case, two-side information of actuator/sensor attack
signals can be utilized to achieve the better estimation of
actuator/sensor attack signals in (12). Further, the more
precise estimation I:"a(kh) and F s(kh) can be employed for
the observer-based reference tracking control to efficiently
eliminate the effect of attack signals by the proposed Hx
observer-based reference control strategy of UAV

Remark 7: In general, the selection of these extrapolation
parameters {a;, b,-}f.lz0 is not unique and there exist several
adaptive parameter estimation methods (e.g., recursive least
squares filter [26]) to estimate these extrapolation coeffi-
cients. However, there exists some difficulties to be overcome.
At first, since the attack signals are unavailable, it is not easy
to update these extrapolation coefficients via their adaptive
estimation error for the conventional recursive algorithms.
Secondly, in the networked-based control structure, the feed-
back information by the parameter adaptive algorithm for
the UAV system of extrapolation coefficients will be delayed
and it will make the proposed Hs network observer-based
reference control strategy become more difficult to design.
Moreover, it may destroy the performance of Hx, observer-
based reference control.

By combining (6), (7), and (9), we define the augmented
NCS of quadrotor UAV as X(kh) = [XT(kh) FI(kh)
FI'(ki)]" and the corresponding augmented system state is
formulated as follows:

X((k 4+ Dh) = f(X(kh)) + g(X (kh))U,(kh)
+ Go(kh) + 6 (X (kh)) AW (kh)
Y (kh) = C(X(kh)) + Do(kh)
Yy(kh) = (1 — B(kh))Y (kh) + B(kR)Y (kh — T2(k))
(1)
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with the following system matrices:

[ X (kh) + h(f (X (kh)) + g(X (kh))Cy, Fo(kh))
Af,Fa(kh)
Ay Fy(kh)

F(X(kh)) =

g(X(kh)) = [g" (X (kh)) 0 0]

_hllz 0 0 0

G=| 0 0 M, 0 |,

0 0 0 M,

[ v(kh)

n(kh)

8a(kh)

| 8,(kh)

5(X(kh)) = [eT(X(kh)) 001", D=1[01,00],

C(X(kh)) = C(X(kh)) + D(X (kh))Cy,F(kh)
Ca=1I, 0 0 ... 0l
Cr=1[,, 0 0 ... 0]

O(kh) =

In general, due to the nonlinear system funtions in (11),
the observability of augmented system in (11) can not be
easily ensured. To faciliate the observer design in sequel, the
following assumption is made.

Assumption 3: The augmented quadrotor NCS in (11) is
observable.

Through the assumption above, the following nonlinear
Luenberger observer is employed to estimate the states of the
augmented system in (11):

X((k + D) = fo?(ka)) + 2(X (kh)U (kh)
+ L(X (kh))(Y, (kh) — ¥ (ki)
P(khy = C(X (kh)) (12)

where X(kh) is the estimated state of augmented quadro-
tor NCS (11), Y (kh) is estimated measurement output and
L(X (kh)) is the nonlinear observer gain. observer gain.

Remark 8: If we estimate quadrotor state X(kh) from
quadrotor NCS in (6), the attack signals f,(kh) and f;(kh) will
deteriorate the state estimation. While attack signals f,(kh)
and fs(kh) are embedded in the state of augmented system
in (11), we not only estimate X (kh), f,(kh) and f;(kh) simulta-
neously by the observer in (12) but also avoid the corruption
of attack signals f,(kh) and f;(kh) on state estimation. This is
the main merit of the proposed discrete-time smoothed model
of attack signals in (7) and (9).

Remark 9: Since the control command can be directly
calculated and transmitted to observer system in (12), the
control command U (kh) in observer system is delay-free.
However, due to the effect of networked induced delay in the
network communication link in Fig. 2, the control command
Up(kh) in the augmented NCS of quadrotor UAV in (11) is
delay-dependent. Similarly, the estimated measurement out-
put Y (kh) is delay-free for the observer system in (12) and
the real measurement output Y,(kh) received by the observer
is delay-dependent.
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In real application, the quadrotor UAV is controlled to
track the desired path to complete some tasks. To generate
the desired tracking control trajectory, the reference tracking
model is used to generate desired reference state [35]:

Xi((k + Dh) = ApXr(kh) + (I — Ap)r(kh) (13)

where X, (kh) is the reference state to be tracked, A, denotes
a specific stable matrix and r(kh) is the reference input.

Remark 10: At the steady state, X, ((k+1)h) = X,-(kh) and
the reference model will become

(I —Ap)X,(kh) = (I — A)r(kh)

If the eigenvalues of matrix A, are all inside unit circle in the
z-complex domain, i.e., |z| < 1, the desired trajectory X, (kh)
is equal to the reference input r(kh) at the steady state, i.e.,
X;-(kh) will approach to r(kh) at the steady state. Besides, A,
specifies the transient characteristics of X,(kh) to approach
the desired reference r(kh).

C. PROBLEM FORMULATION

In this study, the nonlinear Luenberger observer in (12) is
employed to estimate quadrotor states X (kh) as well as mali-
cious attacks f,(kh) and f;(kh) in (11). If quadrotor states and
malicious attack signals on actuator and sensor can be effec-
tively estimated, their effects on the system can be reduced
or even eliminated. On the other hand, in order to make the
quadrotor UAV track the desired trajectory and finish its task
efficiently, an observer-based tracking controller U(kh) =
K (X (kh), X, (kh)) based on X (kh) and X, (kh) is needed. Since
there are some disturbances and measurement noises during
the flight of UAV which are unavoidable, the following robust
Hy networked security observer-based reference tracking
control design strategy of stochastic quadrotor NCS is pro-
posed to effectively attenuate these undesired effects on the
tracking control performance below a prescribed disturbance
attenuation level p:

Hoo(L(X (kh)), U (kh))
kr _ ~ _
E{Y [(X(kh) — X (k)T Q1 (X (kh)
k=0

~X(kh)) + (X (kh) - X, (kh))" Q2(X (ki)

= sup —X,(kh))] — V1(X(0), X(0), X,(0))}
01 (kh) E{Z:f:o o7 (ko (k)
€l%[0,k]

<p (14

where V(X (0), X(0), X,(0)) denotes the effect of initial con-
dition of augmented system in (11) to be deduced on the
state estimation of the observed augmented system and the
tracking of reference system, Q1 > 0 and Q> > 0 denote
the weighting matrix of the estimation error and the tracking
error, respectively, kr € N denotes the terminal time, and
v1(kh) = [07 (kh) r”(kh) ]". If one could specify a track-
ing controller U (kh) and a nonlinear observer gain L(X (kh))
such that (14) holds, then the worst-case effect of external
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disturbance ©; (kh) on the estimation error X (kh) — ):( (kh) and
tracking error X (kh)—X;-(kh) can be attenuated to a prescribed
disturbance attenuation level p from the viewpoint of energy.

Ill. H,, NETWORKED SECURITY OBSERVER-BASED
REFERENCE TRACKING CONTROL DESIGN OF
QUADROTOR UAV NCS

In this section, the robust networked security observer-based
tracking control design for nonlinear quadrotor UAV NCS is
investigated. To begin with, we define the augmented state

estimation error vector as e(kh) = X(kh) — X(kh) and the
corresponding dynamic of e(kh) can be derived as:

e((k + 1h)
= f(X(kh)) — f (X (kh) — e(kh)) + GU(kh)

+ 2(X (kh))(1 — 8(kh))U (kh)

+ g(X (kh))8 (kh)U (kh — 7, (k))

— 2(X (kh) — e(kh))U (kh) + & (X (kh)) AW (kh)

— L(X(kh) — e(kh))[(1 — B(kh))(C (X (kh))

+ Du(kh)) — C(X (kh) — e(kh))]

— L(X(kh) — e(kh))B(kh)(C (X (kh — T2(k)))

+ Do(kh — 12(k))) (15)
Next, since the augmented state X (kh) includes X (kh),

F,(kh) and Fg(kh), to be consistent in dimension, the refer-
ence tracking model in (13) should be extended as follows:

X, ((k + Dh) = A, X, (kh) + B, r(kh) (16)
where X, (kh) = [XT (kh) 0017, A, = diag(A,,0,0)and B, =
[ —An" 001"

Then, to simplify the design procedure of robust Hso
networked security observer-based tracking control design
in (14), the dynamic system in (11), estimation error dynamic

in (15) and the reference dynamic system in (16) are aug-
mented as

X((k + Dh) = f(X(kh), kh) + g(X (kh), kh)U (kh)
+ g1 (X (kh), kU (kh — 71 (k))
+ 01(X (kh), kh)D1 (kh)
+ 02(X (kh), kh)yD1 (kh — T2(k))
+ & (X (kh)) AW (kh) (17)

where X (kh) = [XT (kh) €T (kh) )_(rT (kh)1T with system matri-
ces
. F(X(khy)
F(X(kh), kh) = | fi(X(kh), kh) |,
A, X, (kh)
& (X (khy) = [67 (X (kh)), &7 (X (kh)), 01"
g(X(kh), kh) = [((1 — 8(kh)g" (X (kh))), (1 — 8(kh))
x g (X (kh)) — 8" (X (kh) — e(kh)), 01"
8(kh)3(X (kh))
S(khg(X (kh)) |,
0

g1(X(kh), kh) =
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i G 0
. 3 B G — (1 — B(kh))
O1XKR) =\ | R (k) — eGkhnD  °
i 0 B,
B 0 0
or(X(kh)) = | —B(kh)L(X (kh) — e(kh))D 0
0 0

and fi (X (kh), kh) = f (X (kh)) —f (X (kh) — e(kh)) — L(X (kh) —
e(kh)) [(1—B(kh)) C(X (kh))— C (X (kh)—e(kh))] —L(X (kh)—
e(kh))B(kh) C(X(kh — t2(k)).

Based on the augmented system (17), the robust Hs, net-
worked security observer-based reference tracking control
strategy can be rewritten as

Hoo(L(X (kh)), U (kh)

k
[ > (XT (kh)QX (kh)) — V<X(0)>>}

= sup ™
PNEF0.00 E { > D?(kh)al(km}

k=0
<p (18)

where V(X (0)) = V{(X(0), )2((0), X,(0)) and

3 o 0 -0
o=| 0 O 0
-0 0 0))

Based on the above analysis, the robust Hy, networked
security observer-based reference tracking control design
problem in (14) for the quadrotor NCS under attack signals
and external disturbances becomes how to specify U (kh)
and L(X (kh)) to achieve the robust Hy, stabilization problem
in (18) for the augmented system in (17) to simplify the
design procedure. On the other hand, if vj(kh) is vanished
in (17), the following definition of mean square stability in
probability is given to address the stability criterion in (17)

Definition 1: The nonlinear stochastic augmented UAV
system in (17) satisfies the mean-square stability in proba-
bility if the following condition holds

E{XT (k)X (kh)} - 0, ask — oo (19)
Due to the nonlinear system functions and the delayed
external disturbance v} (kh — 12(k)) with corresponding state-
dependent matrix 52(5( (kh)), the robust tracking control
design is more difficult than the conventional case (e.g., the
linear system matrix with non-delay external disturbance).
Thus, the following assumption and definition are made to
facilitate the robust tracking control design in this study.
Assumption 4: The state trajectory of augmented system
X(kh) in (17) lies in a compact domain g, i.e., X(kh) €&
Definition 2: A function V(x) : R" — Rsq is convex
Lyapunov function if (i) V(-) > 0 with V(0) = 0 (ii) V(ax +
(I—a)y) =aV@)+ (A —-a)V(y), Yo €[0, 1], x,y € R
With the help of the convex Lyapunov function V(-)
in above definition and Assumption 4, the design method
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of robust Hy, networked security observer-based reference
tracking controller is given as follows:

Theorem 1: For the observer-based security tracking con-
trol design of quadrotor UAV in (11)—(13) or in the augmented
system in (17), if there exist observer gain L(X (kh)), tracking
controller U(kh), a prescribed disturbance attenuation level
p and convex Lyapunov function V (-) satisfying the following
nonlinear functional inequalities

aE{V(é(f(f((kh, kh)) + (X (kh), kh)U (kh)

+ 21(X (kh), kh)U (kh — 71(k))
+ & (X (kh) AW (kh)))} — E{V (X (kh))}

+ E{)?T(kh)Qf((kh)} <0 (20)
(1 = BE(V (125 5 A1<kh>)} 0

sup 5 -—

Atk I AL (kR)| = 2

A1(kh) = 31(X (kh), kh)z';l(kh) 1)
(1 —a)(1 = BEV (115 = gt} p

A 1 A2k |2 =

Ao (kh) = 0p(X (kh), kh)vi(kh — T2(k)) (22)

{a, 8} € O, &k = 0,1,--- ,kr, where y, =

supg . g Efeig@] (X (kh), kh)o (X (kh), kh)) and y, =
SUPgcg E{ezg(o2 (X(kh), kh)?)z(f((kh), kh))}, then the robust

Hy, networked security observer-based reference tracking
control strategy in (18) of quadrotor NCS is guaranteed
for a prescribed disturbance attenuation level p. Besides,
if the external disturbance vy(kh) is vanished, the mean
square stability of X (kh) is achieved, i.e., the mean square
state estimation error and mean square tracking error will
converge to 0 in probability.

Proof: Please refer to Appendix A. ]

Due to the characteristics of discrete-time nonlinear system
and nonlinear Lyapunov function, the system characteristic
which includes deterministic parts and stochastic parts are
embedded in the Lyapunov function in (20). In this situa-
tion, it is not easy to decouple the deterministic parts and
the stochastic parts. Thus, it can be seen that the design
condition of Theorem 1 in (20) involves the increment of
Wiener process AW (kh). In general, it is not easy to directly
find a convex Lyapunov function V(-) with the corresponding
observer gain L()_( (kh)) and tracking controller U (kh) to meet
the design conditions in Theorem 1.

Remark 11: In general, due to the state-dependent nonlin-
ear matrices 01(X (kh), kh) and &,(X (kh), kh) w.r.t. the noise
terms in (17), it is not easy to decouple the noise terms and
its’ system matrices during the derivation. However, with
the utilization of Assumption 4, these time-varying nonlin-
ear matrices can be bounded by its’ operator norm. In this
case, the design conditions of robust H~o networked security
observer-based reference tracking control strategy in (18) can
be derived in terms of nonlinear difference inequality problem
with operator constraints in (20)—(22).
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IV. T-S FUZZY H., OBSERVER-BASED SECURITY
REFERENCE TRACKING CONTROL FOR NONLINEAR
QUADROTOR UAV NCS UNDER CYBER-ATTACK

In general, the observer-based controller design of robust
H networked security observer-based tracking control for
nonlinear stochastic quadrotor UAV NCS needs to solve
nonlinear functional inequalities in (20), which are not easy
to be solved. Therefore, the T-S fuzzy interpolation method
is introduced to represent the nonlinear stochastic NCS of
quadrotor UAV by the convex combination of a set of specific
local linearized systems [38]. By designing the observer-
based controller of each local system, the Ho, observer-
based security tracking controller of whole nonlinear NCS
of quadrotor UAV under cyber-attack can be constructed
by the combination of these T-S fuzzy local observer-based
controllers. To begin with, the ith T-S fuzzy rule of stochastic
quadrotor UAV NCS in (6) is described as follows [38]— [40]:

Plant Rule i :
If z1(kh) is G;; and, - --
Then
X((k + 1h) = X(kh) + h[A;X (kh) + B;(U,(kh)
~+ fa(kh)) + v(kh)] + E;X (kh) AW (kh)
Y (kh) = CiX (kh) 4 n(kh) 4+ D;fs(kh) (23)

, and zg(kh) is Gig,

where {zi(kh)}f:1 are the premise variables, G;, denotes the
ith fuzzy set of the gth premise variable, fori = 1,..., M
andg = 1,..., g, M is the number of fuzzy rules and g is
the number of premise variables. The local linearized matri-
ces {A;, B;, Ci, D;, E,'}?i | are with appropriate dimensions.
By the defuzzification process, the overall T-S fuzzy NCS of
quadrotor UAV can be inferred as follows [38]:

M

X((k + Dh) = Z hi(z(kh)){X (kh) + h[A;X (kh)
i=1
+ Bi(Up(kh) + fa(kh)) + v(kh)]
+ EX(kh) AW (kh)} + Af (X (kh))
+ Ag(X (kh))Up(kh) + fa(kh))
+ Aj(X (kh)) AW (kh)

M
Y(kh) = Z hi(z(kh))(C;X (kh) + n(kh) + Dfs(kh))
i=1
+ AC(X(kh)) + AD(X (kh))fs(kh) (24
where z(kh) = [z1(kh), ..., zg(kh)], pni(z(kh)) =

g . . — _ pilek))
T, Gig(zq(kh)), hi(z(kh)) = SUVTETO

with 0 < hi(z(kh)) < 1 and Y, hi(z(kh)) = 1, with the
fuzzy approximation errors

which satisfies

M
AF (X)) = (FXUI) = Y iz(khDAX (KR}
AGX (k) = (XK — Y hilelkh)Bilh
AKX KR = o (X (k) — 3" hiC(Kh)EX (kh)
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M
ACKKR) = CH() — Y hlekm)CX (kh)
ADX (k) = DXER) ~ 3 hi(zk)D;

In order to estimate X (kh), f,(kh) and f;(kh) simultane-
ously, the dynamic models of cyber-attack signals in (7)
and (9) need to be augmented with T-S fuzzy NCS of quadro-
tor UAV in (24) as the following augmented NCS of quadrotor
UAV:

X((k+Dh) = ZZ] hi(2(kh))(A:X (kh) + B;Up(kh)
+ GU(kh) + E:X (kh) AW (kh)) + Af (X (kh))
+ A1 (X (k) Up(kh) + Ag2(X (kh))X (ki)
+ Aj(X (kh)) AW (kh)
Y (kh) = ZZI hi(z(kh))(CiX (kh) + DO (kh))
+ ADX (kh)X (kh) + AC (X (kh))
Yp(kh) = (1 = B(k)Y (k) + BK)Y (kh — 12(K)) ~ (25)

where X(kh) = [XT(kh) FI(kh) FI(kh)]" and 0(kh) =
[vT (kh) n (kh) 81 (kh) 8T (kh)]T with the matrices

B hA;+ 12 hB;iCy, 0
A = 0 Ay, 0 |,
0 0 Ay,

B; =B 0 0],
Af(X(kh)) = [AfT(X(kh)) 0 0],
Ag1(X(kh)) = [Ag" X(kh)) 0 01"
AjX (kb)) = [AJT (X(kh)) 0 0],
0 Ag(X(kh))Cfa 0
Agy(X(kh)) = | 0 0 0
0 0 0

and
AC(X(kh)) = AC(X(kh))
ADX(kh)) = [0 0 ADX(kh))Cy,]
Ci=[Ci 0 DiCy], E;=diag{E; 0,0}

D=[0 I, 0 0]
B hlip O 0 0
G=| 0 0 M, 0

0 0 0 My,

Before the further discussion, the following theorem is
proposed to address the observability of local linear system
in the augmented fuzzy system in (25):

Theorem 2: In the augmented NCS of quadrotor UAV
in (25), if(Af, C) is observable for each i, i.e.,

— AF
rank [ZIIZC Ai ] =12, forzeZy,i=1,--- M
(26)

where Af £ In+ hA; and the following conditions are
satisfied

eig{Af} NeiglAr) = 0,
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eiglAly NeiglAr) = 0,
eig{Ap} NeiglAn} =0 (27)

_hR: _AFT
col[ h%cf“} N col [ZIIZC A =@,
for z € eig(Ar,)  (28)

g+ = A | _
rank |: ChBiCy, | ng(d + 1),

for z €1 (29)

gty = Aps | _
rank |: DiCs | = ng(d + 1),

forz e, (30)

where Z is the set that collects the complex number with
norm less than 1, then the ith local linearized system (Ai, C,-)
is observable in the augmented NCS, fori=1,--- M.
Proof: Please refer to Appendix B. 0
Then, in order to estimate the augmented NCS of quadrotor
UAV in (25), the ith fuzzy Luenberger observer rule is defined
as:

Observer Rule ; :
If z1(kh) is Gj1, and - - - and, zp(kh) is Gig
X((k + D)) = AX (kh) + B;U (kh)
+ Li(Y,(kh) — Y, (kh))
P(kh) = C:X (kh) 31)

where L; is the fuzzy observer gain fori = 1, --- , M. Then,
the overall fuzzy observer can be represented as:

A M - 2 _
X((k+Dhy =" " hi((kh)(AX (kh) + B;U (kh)
+ Li(Y,(kh) — ¥, (kh)))
A M - 2
Y(khy =) hiz(k)(CiX (k)
Yy (kh) = Y (kh) (32)

According to above analysis, the observer-based fuzzy
controller of the nonlinear NCS of quadrotor UAV in (25) can
be inferred as follows:

Controller Rule ; :
If zi(kh) is Gj1, and - - - and, zp(kh) is Gig

U(kh) = K1;X (kh) + Koj(X (kh) — X, (kh)) ~ (33)
The overall fuzzy controller can be formulated as:
M 2
Utkhy =) hy(ak)(K X (kh)

+ Ko (X (kh) — X, (kh)))
Up(kh) = (1 — §(kh))U(kh) + 8(kh)U (kh — t1(k)) (34)

Then, the dynamic state X(kh) of augmented NCS of
quadrotor UAV in (25) can be obtained as follows:

X((k + Dh)
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M
= Y hi(z(kh)hj(z(kh))
ij,l=1
x hy(z(kh — 71 (k)){A:X (kh)
+ (1 — 8(kh))Bi(K1;X (kh)
+ Koj(X (kh) — X, (kh))) + 8(kh)B;
x (KX (kh — t1(k)) + Ko(X(kh — 71(k))
— X, (kh — ©1(k))))) + GO (kh)
+ E;X (kh) AW (kh)] 4+ Af (X (kh))
+ Ag1(X(kh)[(1 — 5(kh))(K1j5( (kh) + K»;
x (X (kh) — X, (kh))) + 8(kh)(K1;X (kh — 1 (k))
+ KX (kh — 1(k)) — X,-(kh — ©1(k)))]
+ A2r (X (kh)X (kh) + Aj(X (kh)) AW (kh)}

Also, the nonlinear estimation error system in (15) can be
rewritten as follows:

e((k + 1h)

M
= Z hi(z(kh))hj(z(kh))

ijlv=1
x hy(2(kh — 11 (k) (2(kh — T2(0))){AX (kh)

— AX (kh) + (1 — 8(kh))Bi(Ky;X (kh)

+ Koy (X (k) — X, (kh))) + 8(kh)Bi(K s

x X (kh — 11(6)) + Koy (X (kh — 71(k))

— X, (kh — 71 (k))))) — Bi(Ky;X (kh) + Knj(X (kh)
— X, (kh))) + Go(kh) + E;X (kh) AW (kh)]

+ A (X (k) — Lil(1 = B)(CiX (kh) + DO(kh))
+ AD(X (kh))X (kh) + AC(X (kh)) + B(k)

x (CyX (kh — T2(k)) + Do(kh — T2(k))

+ AD(X (kh — t2(k))X (kh — 12 (k))

+ AC(X (kh — 1a(k))) — E:jf((kh))]

+ AgI XKL — S(k))(K1;X (k) + Ko (X (kh)
— X, (kh))) + 8(kh)(K 11X (kh — 1 (k)

+ Kn(X (kh — 11(6) — X, (kh — 71 (K)))]

+ Ago (X (kh)X (kh) + Aj(X (kh)) AW (kh)}

Finally, the augmented fuzzy observer-based reference
tracking control system can be formulated as follows:

X ((k + 1)h)

M
= Z hi(z(kh))hi (z(kh — T1(k)))

ij.lv=1
x hi(z(kh))hy(z(kh — () {[ A, + Ajjry, r(kh)
+ AZ(X (k) + A (X (kW) (Gijiv, 1,0

+ Gijiv.1,8(kR)) + (Dy ijtv.p + Dy jjiv. r(kh))

x ADX (k)X (kh) + (AL, + AL p(kh)
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+ AZI X (k) (G 2, > + Gijiv.2.r(kh))]

x X ((kh — 71 (k) + [A l]lv D +Al,zv r(kh)

+ (D ijnD T DL, pk) ADX (kh — (k)]

x X (kh — Tz(k)) + (Dijtv,p + Dijiv, r(kh))Dy (kh)

+ (D,J,V D ,,,V RO (kh — T2(Kk)) + AF (X (kh))
+(Cj.p + Cj.r(kh) AC (X (kh))

+(Clp + Clpkh) AC(X (kh — (k)

+ Ejji, X (kh) AW (kh) 4+ Aj(X (kh) AW (kh)} (35)

x,ijlv,R

where X(kh) = [XT(kh) €T (kh) XT (kh)]T and Uy (kh) =
[07 (kh) rT (kh)]T. The system matrices in (35) are given as
follows:

Atblv D —(1- S)Bll_(j —(1- S)B,‘sz
. — | =2 ~3 <4
Aijjv,D Aylv D Aylv D At]lv D
0 0 A,

Al p = Ai+ (1 - HBK;
A.p = (1 = §)Bi — B)K;

—Li((1 = B)Ci — C)) + Ai — A;
Aj.p = A = LG — (1 - §)B: — B)K;
Afyp = —((1 — 8)B; — B)K»

l]lv R(kh) g(kh)ék S(kh)B‘sz
Ajjiv,r(kh) = ulv r(kh) Ulv r(kh) UIV #(kh)
0 0 0
z,zv r(kh) = =5(kh)BiK;
ljlv r(kh) = —38(kh)B; '1_< i + ,B(kh)LjCi
ljlv r(kh) = 8(kh)B K
lle rlkh) = 8(kh)B,~K2j
O E 0 0
Eijlv =|E O 0], (Klj + sz)
0 0 0
~d _ l:;ilgl _}_gilgvl —?,’Kzl
Aij}v,D =46 | BK;, —BK; —BiKy
0 0 0
?ilgl _?l :l _§1K21
lle R(kh) = S(kh) B/K; —B/K; —BiK»;
0 0 0
~d [0 0 0
Aij%v,D =|-BLC, 0 0
| 0 0 0
[ 0 0 o0
ljlv rkh) = | =BkWL;,C, 0 0
i 0 0 0
S(khy = 8(kh) — 5,  B(kh) = B(kh) — B
K —K  —Ky
Gljlv 2 D = 8 K[ —Kl _KZZ
0 0 0
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B 3 K -Ki  —Ky
Gijw2,r(kh) = 8(kh) | K  —K; —Ky

0 0 0
i [ Ag(X(kh) 0 0
Ag(X(kh)) = | Aga(X(kh)) 0 0
i 0 0 0
, 00
Dtﬁv,D =|-BLD 0
0 0
T 0 0
1jlv r(kh) = | —B(kh)L,D 0
0 0
o 0 0 0
ADX(kh)) = | ADX(kh) 0 0
0 0 0
) B G 0
Dijwp=|G-1A-pLD 0
i 0 B,
) 0 0
Dijjw,r(kh) = | B(kh)L;D 0
0 0

_ & K Ky
Gijw,1,p = (1 = 6) Ki —K; —Ky

0 0 0
) K K Ky
Gy rkh) = 8kh) | =K;  K; Ko
0 0 0
Dy jjiv.p = diag{0, —(1 — B)L;, 0}

Dy jjiv.r(kh) = diagl0, B(K))L;, 0}
Djleﬂw = diag{0, —BL;, 0}
Dy, (ki) = diag(0, —B(k)L;. 0}
AZ1(X (kh)) = diag{Ag1 (X (kh)), Ag1(X (kh)), 0}
Af (X (k) = [AFT (X (khy), AFT (X (kh)), 01"
AC(X(kh)) = [0, ACT (X (kh)), 0],
Cj.p = diag{0, —(1 — B)L;, 0}
o R(kh) = diag{0, B(k))L;, 0}
C/'p = diag{0, —BL;, 0},
C/'g(kh) = diag(0, —ﬁ(k)Lj, 0},
A(X (kh)) = [A]" (X (kh)), Aj" (X (kh)), 01"

Before the further discussion, the following assumption is
made to deal with the fuzzy approximation error:

Assumption 5: There exists some scalars {€; > O}6 | such
that the fuzzy approximation errors are bounded as follows

|afam)|, <« % Az < e,
PR N N s )
S

oo, <. [airan], e 5],
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Besides, the following Lemmas are introduced to facilitate
the design procedure:

Lemma 1 [42]: For any matrix X and Y with appropriate
dimensions, the following inequality holds:

xXTy +vT'x <xTp'x 4+ vTpPY
where P is any positive definite symmetric matrix.
Lemma 2 [29]: Givenaset of matrices {A;}}_, with appro-

priate dimension, a positive matrix P and a set of series
{o; > O}, with YL, ai = 1, the following inequality holds:

ij=1

By using the above two Lemmas,

proposed as follows:

n n
> i Al PA; <Y AT PA;
i=1

the main theorem is

Theorem 3: Given a set of scalars {®; € R+}§:1v Op and

o > 0, if there exist fuzzy controller gains {Kij, Ky;}

M
=1

fuzzy observer gains {L,-}?i |» Dpositive definite matri-
8
ces W, {Mi};_, {Nijiw,1, Nijiv.2, Oijiv.1 Oijiv,2, Y1,ij1v> Y2,ijv,

Y34, Si > O™

| such that the following LMIs hold:

ij,l,v=
t =T AT -
A;;'lv Hi[lv C‘ijlv
* —W 0 <0 (36)
* * —Wz_
- _
Ml Dx,ijlv,E > ()
* w o] ’
~ T_
M2 (Dl:]%V,E) > 0
* w -
o7 3
M3 C]E >0
* W ’
M (CfE)T- >0
* w7
Opl I ]
|: * W | 2 0,
My <O, M <03], M3 < O3], My < O4l,
(37)
- _
Ms Dx,ijlv,D >0
* |1/Z
~ d T_
Mg (Dij%v,D) >0
* w -7
=T 7
M7 Ci,D -0
* w =
Mg (CIp)" T L,
* w -

Ms < ©@sl, Mg < Ogl, My

< ©71, Mg < Bgl,

(38)
AT AT

Y1 ijiv Gijlv, 1,.D Gijlv, 1,.E

—7 0
160pe; >0
1
* * —21
120pe;
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- - _
Y2 ijiv Gijllv,2,D Gijlv,2,E
—7 0
160 pe3 >0
1
* * —21
12@1362 _
Y3 ity E,-/T-lv
1 >0 39)
* —W
2h
where
- N Nijvt
N Ny r
_ A ;kjlv,l 1:\ijlv,8 ]\ijlv,9
;kjlv,l = * A?}lvl - 0
L * * Aijlv,3
) [0 0 I:\I'jzv,lo Ajiv 11
Njwar =100 Az 0
L0 O 0 Aijiv,13
G = diagiAi 4, Nijiv,s, Ay, 60 Mgy 7)
My = diag{Tyy, 1,1}, T, = v 10diag
~ ~d ~d ~ =4
X {Aijlv,E’ Aij}v,E’ Atﬁv,E’ Dijlv,Ev Diﬁv,E}
Eijy = diag{Ejjw, I, I}
— A ”dl "’dz ~ ”dz
Eijiv = [Ajjw.p Aijlv,D Aijlv,D Dijiy.p Dijlv,D]
Wi = diag{W, W, W, W, W, W, W},
~ 1
Wy = diag{EW, W, W}
Ajy 1 = 16(Ope] + Ose3 + Ope; + O76)]
+ Yigi + 120©1€3 + O3 + Ya iy
+2he@pl +Q+ Sy + 81 — 20+ W
— 2Njjiw,1 — 2Njjiy2 + (dipy — dim + 1)S3
+ (doy — dom + 1S4
;;lv,Z = YZ,ijlv - 51,
Aijivs = 16(Og€2 + Oge)l
+ 12(@2€2 + OgeDl) — $1
P o
Ajjiy,4 = —51, Ajjiy,s = —51,
A?}lv,6 = 2(=2[ + W) — 201,
A7 = 2(=21 + W) — 20412
Ajjv,g = N,»]T,V,l, Ajjv,9 = N,-]TZV,Q
Ajjv,10 = Ojjiv,1 +N,-JTZV,1
[\ijlv,ll = Ojjw,2 +N,-]T1v,2
Ajjiv.12 = —Ojiin 1, Nijiv.13 = —Ojjity 2
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with the following matrices

—8*B;K;  8*BiK; §*BiKy;
- —8*BiK; o .
AjjiivE = _ S*Bin 5*B,‘K2j
+B*L;iC;i
0 0 0
g BiK; —BiK; —BiKy
Aij}v,E =" BiK; —BiK; —BiKy;
0 0 0
y 0O 0 0
Ai]%v,E =|-FLc 0 0
0 0 0
~ TR K K
Giwae =8| K; —K; —Ky
0 0 0
y 0 ] 0 0
Diji,p = | =B*LiD Dijivg = | B*L;D 0
0 0 0

j
. -
Gijw1.E =8| =K

Dy jjiv e = diagl0, B*L;, 0},

d: .
Dy, p = diagl{0, —p*L;, 0}
Cj.e = diagl0, B*L;, 0}, 'y = diagl0, —B*L;, 0)

8 =81 -5), B = m

for i,j,l,v = 1,--- M, then the Hoo Stochastic fuzzy
security observer-based reference tracking control strategy
in (14) is achieved with the disturbance attenuation level p.
Besides, if the external disturbance vy(kh) is vanished, the
mean square stability of X (kh) in (35) is achieved, i.e., the
mean square state estimation error and mean square tracking
error will converge to 0 in probability.

Proof: Please refer to Appendix C. O

According to the analysis above, the design procedure
of Hy fuzzy networked security observer-based reference
tracking control of quadrotor NCS is given as follows:

Step 1: Select fuzzy plant rules and membership function
for nonlinear system in (24).

Step 2: Select the extrapolation coefficients {a;, b,-}fzo,
in (8) and (10) to construct dynamic smoothed models of (7)
and (9) of malicious attacks f,(kh) and f;(kh), respectively.

Step 3: Select probabilities 8, 8 and boundaries of
time-varying delays diys, dim, doyr, dom for NCS.

Step 4: Select the weighting matrices Q1, Q> and distur-
bance attenuation level p for robust Hs, networked security
observer-based reference tracking strategy in (14).

Step 5: Select the boundary parameters {®; > O}?=1 and
®p, and calculate the fuzzy approximation errors {e; > O}E‘:1

Step 6: Solve the LMIs in (36)-(39) to obtain W > 0,
M3S,, (Nyw1, Ngwa, Oiwis Oy Yigws Yo,

Y3vile}?,/lj,l,v:l’ controller gains {Klj,sz}M

=1 observer gain
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{L;} and {S; > O}?zl. Then, construct the fuzzy observer
in (32) and construct the fuzzy controller in (34).

V. SIMULATION RESULTS
In this section, to validate the effectiveness of proposed robust
H, security observer-based reference tracking controller of
stochastic quadrotor NCS under cyber-attack and external
disturbances, a simulation example of a quadrotor NCS under
cyber-attack and disturbances is given for the illustration of
design procedure and validation of the desired tracking per-
formance. On the other hand, the conventional discrete-time
robust H, observer-based tracking control scheme in [43] is
also provided for the performance comparison.

The physical model of quadrotor UAV is illustrated in (1)
and the specific simulation parameters of quadrotor UAV are
given as [36]:

m=2(kg), g=9.8m/s?), J,=J,=1.25(Ns*/rad)
J; = 2.2 (Ns*/rad), dy = dy = d; = 0.01 (Ns/m)
dy = dgp = dy = 0.01 (Ns/m)

For the desired reference tracking trajectory in this simu-
lation, the quadrotor is asked to track a spiral trajectory with
constant velocity on the z-axis. As a result, the position of
reference input r(kh) in (13) is specified as follows:

xq = 5sin(0.3kh), yq = 5cos(0.3kh), z4 = 0.5kh + 1
(40)
where i = 0.01 denotes the sampling period.

In general, for a real quadrotor system, the attitude of
quadrotor is closely related to the corresponding position

trajectory. Hence, according to the desired position trajectory
in (40), the attitude of reference signal r(kh) in (13) is given

as.:
¢g = sin”! ( F(’”kh) (¥4 sin Yy — Jig cos w),
1
6y = tan™! ( (%4 cos Yg + yq sin lﬁd)>,
Zd+ 8
Yq = 0.57

where Xy, ¥4, Zg are double derivative of x4, y4, z4, respec-
tively, which mean the reference of acceleration.

The matrix A, in the reference tracking model in (13) is
specified as:

A, = 0.051»

From the network point of view, the observation on posi-
tion will suffer the influence from sensor attack f(kh) through
the wireless communication channels. On the other hand,
actuator attack signal f,(kh) will be transmitted into the actu-
ator with control commands to corrupt the system plant of
quadrotor. Thus, the effect matrix of sensor attack D(X (kh))
and measurement output matrix C(X(kh)) in (6) are given as:

C(X(kh)) = [x1(kh), x3(kh), xs5(kh), .. .. ..
x7(kh) , xo(kh), x11(kh)]"
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D(X(kh)) = [5550.50.50.5]"

and the sensor attack signal and actuator attack signal are
given as

0.1 sin(5kh), kh € [0, 10)
0.1sin(5kh) +0.07, kh € [10, 20)

fukhy = 0.1sin(5kh) — 0.07, kh € [20, 25)
0.1 sin(Skh), kh € [25, 30)
0.2 sin(5kh), kh € [30, 60]

falkh) = [fa,1(kh), fa2(kh), fa,3(kR), fo.4(kh)]"
15, for kh € (13, 18]

22.5, for kh € (30, 35]

0, ow.

Ja2(kh) = fu3(kh) = 10_3N(O, 0.01)

Ja.a(kh) = 10‘4N(0, 0.01)

fa, 1 (kh) =

For the first actuator attack signal, it will provide additional
forces on the change of x(kh), y2(kh) and z>(kh) within the
specified time interval during the flight process. Also, three
actuator attack signals {f, 2(kh), fa.3(kh), fs.4(kh)} are used to
describe the random noise on three torques. Due to the limita-
tion of torque forces {t1(kh), t2(kh), 12(kh)}, the amplitudes
of these attack signals are chosen as reasonable values. On the
other hand, for the sensor attack signal, it causes oscillation
effect on sensor and makes the estimation of UAV become
much harder. Besides, the stochastic term o (X (kh)) = 0.05[0
x2(kh) 0 xa(kh) 0 x6(kh) 00000017 is formulated to describe
the effect of time-varying air viscosity on three velocities.

To construct the fuzzy system in (24), the observer state
variables z2, ¢1, ¢2, 61, 6> are selected as premise variables
and the operation points of premise variables are given as
follows:

Zapy = 0499, 22 =98, ¢}, | =005 ¢;, =005

op,2 =
¢(l)p,2 = —0.015, d)gp’z = 0.015, Q(}p,l = —0.05,

90217,1 = 0.05, 9(}[,,2 = —0.015, 931,’2 =0.015

On the basis of the design procedure in the end of
Section IV, some matrices and variables should be deter-
mined. First, the extrapolation coefficients of sensor attack
signal fs(kh) and actuator attack signal f,(kh) are selected as
follows:

ay = 0.9,
b1 = 0.96,

a = 0.06, a3 = 0.03, a4 = 0.01
by =0.02, b3 =0.01, by = 0.01

Next, the occurrence probabilities of time-varying delays
on two wireless network channels are assumed to be § =
B = 0.05 and the boundaries of two time-varying delays are
assumed to be djyy = doyr = 0.02, dy,, = doyy = 0.

The initial states of quadrotor UAV NCS and its estimation
in the simulation are assumed to be

X(0) =[0.51.444.9 0.02520.500

—0.0400.57000000000]"
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)2((0) =[0504.902000000000000000]7
and the weighting matrices in (18) are selected as follows:
01 = 10~ *diag{31s, 10I¢, 613},
Q2 = 10~*diag{/12, Ogxs}

The fuzzy approximation errors and boundary parameters
{®; > 0}5.3: 1» Op are selected as follows:

€1 = 0.05, € =0.08, e3 =0.05
a=e=6=0 {0;=1, 6p=10

The quadrotor UAV NCS may suffer interferences such as
external disturbance v(kh) on system plant and measurement
noise n(kh) on measurement output. Hence, in this study, the
external disturbance is set as v(kh) = 0.01[0 sin(kh) O sin(kh)
0 sin(kh) 0 0.01 cos(kh) 0 0.01 cos(kh) 0 0.01 cos(kh)]” and
measurement noise n(kh) is assumed to be zero mean white
noise with unit variance. Since the values of angular velocity
of quadrotor UAV are very small, the external disturbances
of angular velocity are also given with some very small
values. By solving the LMIs in Theorem 3 with the prescribed
disturbance attenuation level p = 10, we can obtain the
corresponding fuzzy tracking controller gains {Kj;, sz};i h
and observer gain {L,'}?il.

The simulation results are shown in Figs. 3-10. Fig. 3
shows the malicious attack signals fi(kh) and f,(kh) = [
Ja,1(kh) fa.2(kh) fa,3(kh) fa,4(kh)]T on the quadrotor NCS and
their estimation. From Fig. 3, by the effect of the quadrotor’s
transient state response due to the initial condition, the esti-
mation of first actuator attack signal f, 1(kh) also has a large
transient response. After that, the malicious attack signals
fs(kh) and f, 1(kh) can be estimated quite well by the pro-
posed Hy, fuzzy security Luenberger observer. Also, while
these two attack signals have suddenly jumps, they cause
some fluctuation on the estimation. After that, the changed
attack signals can be estimated well, e.g., the sensor attack
signal jumps at 20s and can be estimated precisely by the
proposed observer. Since the malicious attack signals f;(kh)

f_ . (kh) . f__(kh)
,1 3 ,2
100 2 5 210 2
» 0 @2 o
£ -100’ 80
200 5
0 20 40 60 0 20 40 60
t(s) t(s)
108 Taglkh) 10 Taalkh)
£ £
B° g°
5 2
0 20 40 60 0 20 40 60
t(s) t(s)
f_(kh)
Attack signal

Estimated attack signal

Amplitude
S o
N O N

o
N
o
o
o
o
o

FIGURE 3. Malicious attack signals and their estimations.
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3-D trajectory

Attitude/angular velocity by proposed method

Zaxis(m)

-5 =
10

***** 3-D trajectory in [43]
Desired 3-D trajectory

5 0
Yaxis(m)

-5

A0 10 yaxis(m)

—-——-- Attitudefangular velocity by [43] v
¢
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7} Vg
0.2 o 005
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02 " 005
0 20 40 60 0 20 40 60
S S
v
2 L 0.05 ¢
T 1 3 0
= o
0 -0.05
0 20 40 60 0 20 40 60

FIGURE 4. The space diagram of the desired flighting trajectory of
quadrotor UAV and the 3-D trajectory by the proposed H, fuzzy
networked security observer-based reference tracking control method in
comparison with the robust H, fuzzy observer-based tracking control
scheme in [43].

Position/velocity by proposed method
- Position/velocity by [43] Vv
X — — —— Reference Trajectory X
20
E 0F ™S N B 0D T
-20 -5
0 20 40 60 0 20 40 60
S S
V
20 y 5 y
E 0 TN TN B O T T
-20 5
0 20 40 60 0 20 40 60
S S
z Vz
50 40
e 20,
E op— B O fd o
-20
-50 -40
0 20 40 60 0 20 40 60
S s

FIGURE 5. The position/velocity trajectory of quadrotor UAV by the
proposed Hy, fuzzy networked security observer-based reference
tracking control method compared with the robust Hy, fuzzy
observer-based tracking control scheme in [43].

and f, 1(kh) are estimated together in the augmented system
in (11), their effects may impact with each other. For exam-
ple, the estimated signal f; 1(kh) oscillates due to the high
frequency signal fs(kh). By the fact that fs(kh) corrupts Y,,(kh)
in (12) directly, Y,,(kh) could influence on the estimated signal
fa,l(kh) indirectly, which can be seen from the structure of
Luenberger observer in (12) or (32). Besides, since three actu-
ator attack signals {f; 2(kh), f, 3(kh), f,.4(kh)} are selected as
Gaussian white noises, the corresponding estimations can
not be done due to its’ strong randomness. However, by the
proposed Hy, fuzzy networked security reference tracking
control strategy in (14), these effects of 6,(kh) and §5(kh) in
v1(kh) on the tracking can be passively attenuated during the
reference tracking control process.
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S
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FIGURE 6. The attitude/angular velocity trajectory of quadrotor UAV by
the proposed H,, fuzzy networked security observer-based reference
tracking control method compared with the robust H., fuzzy

observer-based tracking control scheme in [43].

Estimation error x
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-5 -10
0 20 40 60 0 20 40 60
s s
Estimation error z Estimation error V z
£ 0 PR AR A AR AR AR é
-5
0 20 40 60
— — — Estimated state S s

***** Estimated state in [43]

FIGURE 7. Estimation errors of the position/velocity of quadrotor UAV by
the proposed H,, fuzzy networked security observer-based reference
tracking control method compared with the robust H, fuzzy
observer-based tracking control scheme in [43].

Fig. 4 is the 3-D plot of the flight trajectory and desired
trajectory of quadrotor NCS. The trajectory of the quadrotor
NCS and the corresponding desired reference trajectory is
shown in Figs. 5-6. From Figs. 5-6, the trajectory of the
quadrotor NCS can track the reference trajectory well with
the proposed H, fuzzy networked security reference tracking
controller. Since the transient response of the position is
bigger than the transient response of the attitude, the pro-
posed Hy, fuzzy network reference tracking controller has
a better performance in attitude tracking than the position
tracking. In Figs. 7-8, the estimation errors of system states
of quadrotor UAV are shown. Since the attack signal f(kh) is
estimated precisely, its estimation can be used to compensate
the effect of real sensor attack signal on the sensor. Thus, the
system state estimation can be more precisely achieved by
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FIGURE 8. Estimation errors of the attitude/angular velocity of quadrotor
UAV by the proposed H, fuzzy networked security observer-based
reference tracking control method compared with the robust H., fuzzy
observer-based tracking control scheme in [43].
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FIGURE 9. Control inputs U(kh) = [F (kh) z, (kh) o (kh) 7 (kh)]” are
constructed by the proposed H, fuzzy networked security
observer-based reference tracking controller.

the proposed H, fuzzy networked security reference tracking
control scheme than the conventional Hy, fuzzy observer-
based tracking control method in [43].

The control signals U(kh) = [F(kh) ty(kh) To(kh)
Ty (kh)]” of the proposed method for the NCS of quadrotor
UAV are displayed in Fig. 9. To cancel out the effect of
actuator attack signal f,(kh), F(kh) changes its control effort
when the cyber-attack signal f,(kh) attacks the actuator of
NCS of quadrotor UAV. For example, as attack signal f;(kh)
occurs at 13s in Fig. 3, F(kh) gives a corresponding signal
to cancel the attack signal f,(kh) on the NCS of quadrotor
UAV by using the estimated fault signal falkh) in Fig. 9.
On the other hand, the control signals of the NCS in (34)
of quadrotor UAV will also suffer from the sensor attack
signal fs(kh) through Y,(kh) in (32). Since Y, (kh) is directly
transmitted to the observer through wireless network channel,
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FIGURE 10. Bernoulli sequence of §(kh) and g(kh).

it suffers from the effect of sensor attack signal f;(kh). Then,

the sensor attack signal f;(k/) will affect observer state X (k)
and then affect U(kh). For example, Ty (kh) shows its high
frequency oscillation caused by the high frequency sensor
attack signal f(kh) in Fig. 9. However, due to the good sensor
attack signal estimation for compensation, these effects on
control signals are attenuated efficiently by the proposed Hyo
security observer-based reference tracking control strategy.

The time sequences, due to the occurrence of the time-
varying delays, 71(k), t2(k) are displayed in Fig. 10,. When
the time-varying delay (k) occurs, the value of Bernoulli
process 8(kh) is equal to 1. Similarly, when the time-varying
delay t2(k) occurs, B(kh) is equal to 1. Even the control
inputs and measurement outputs suffer from these delay
effects, the proposed H, fuzzy networked security reference
tracking controller can achieve the desired tracking control
performance with the robustness for the attenuation of these
network-induced effects.

For the performance comparison, the conventional robust
Hy, fuzzy discrete-time observer-based tracking control
scheme in [43] is carried out and the results are also shown in
Figs. 4-8. Without the attack signal estimation, these attack
signals are regarded as a kind of disturbance and their effects
on the state estimation and reference tracking performance
are passively attenuated by the conventional robust H, fuzzy
discrete-time observer-based tracking control strategy in [43].
Due to the large influence of attack signals, the estimation
error of position/velocity variables in Fig. 7 will not converge
and it also deteriorate the performance of observer-based
controller. However, due to the selection of D(X(kh)), the
effect of sensor attack signal on three angular positions is
relatively minor and thus the estimation error of angular
velocity/angular position is relatively small. Even the three
attitudes are well controlled and estimated in Figs. 6 and 8§,
the sinusoidal sensor attack signal and actuator attack sig-
nal severely influence the control strategy on three position
velocities. Moreover, since the networked-induced effects
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(e.g., delay effect) are not well considered, the conventional
control strategy is more deteriorated and thus it cause some
fluctuations on the velocity/position variables. Thus, for the
3-D reference tracking trajectory of UAV controlled by the
conventional robust Hy, fuzzy observer-based tracking con-
troller in [43], the reference tracking trajectory is up-and-
down around the desired trajectory as shown in Fig. 4. In this
situation, once the UAV reference tracking trajectory is devi-
ated from the desired trajectory, it may fail to complete the
pre-designed task or even cause collision during the flight
process.

Also, the following performance indices about the modi-
fied integral square error (MISE), and the modified integral
time square error (MITSE) (i.e., discrete version of ISE and
ITSE) are respectively given in the following for the track-
ing/estimation performance evaluations about our method
and the method in [43]

T/h
MISEr() = 3" B 0 (KIDET.error ()

T/h
MITSEr(kh) = Zk o KHET. ¢y (R)ET. error (K1)

ET error (kh) = X (kh) — X, (kh)

T/h
MISEo(kh) = Zk:o ES. oyror (KN)ES, errop (kh)

T/h
MITSEq(kh) = ) " KhES oy (kD)ES, error (kh)

Es error(kh) = X (kh) — X (kh)
T/h _r
MISE,(kh) = E k 0EF’errgr(kh)EF,L’rr()r(kh)

T/h T
MITSE ,(kh) = Zk o KAEE. cppor RW)EF error (Kh)

EF,error(kh) = Fatt (k) - ﬁatt(k)

where X (kh) is the UAV state in (3), X, (kh) is the reference
trajectory to be tracked in (13), X (kh) is the estimation of
UAV state in the fuzzy Luenberger-observer in (32), Fy; (k) =
[F aT (kh) FST (kh)]T is the augmented attack signal with aug-
mented actuator attack signal F,(kh) in (7), and augmented
sensor attack signal F(kh) in (9), I:"a,t(k) is the estimation of
augmented attack signal F (k) in fuzzy Luenberger-observer
in (32), T = 60 is the terminal time and 2z = 0.01s is the
sampling time. It is worth to point out that the attack signal
estimation is not considered in the observer design in [43].
For equality, we only compare the performances of state
estimation between our method and the estimation method
in [43]. On the other hand, the performance of attack signal
estimation is independently calculated.

The evaluation results are shown in Figs. 11-13. For the
tracking performance evaluation, due to the effect of actu-
ator/sensor attack signals, the MISE of the conventional
robust Hy, fuzzy discrete-time observer-based tracking con-
trol scheme in [43] is increasing as time increase as shown
in Fig. 11—(a). This fact implies the effect of actuator/sensor
attack signals on tracking performance can not be passively
attenuated by the conventional robust Ho, fuzzy discrete-
time observer-based tracking control scheme. On the con-
trary, since the actuator/sensor attack signals are embedded
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FIGURE 11. The MISE of state tracking between our method and [43] in
(a) and the MITSE of state tracking between our method and [43] in (b).

15 & 104 (a) MISE of State Estimation Error X: 60
Proposed Control Strategy ‘ ‘ 78 1-193e+05—‘
***** Control Strategy in [43] -
=10 =
3 SR
b L
< I
W5 T X: 60
T Y: 7149
."77
0 T T T T T
0 10 20 30 40 50 60
t(s)
. 108 (b) MITSE of State Estimation Error X: 60
Proposed Control Strategy ‘ 78 3.176e+06—‘
Y Control Strategy in [43] _
> e
= P
D 2 T
1+ e X: 60
IS T Y:3.011e+04
0 B ettt L L L L
0 10 20 30 40 50 60

t (s)

FIGURE 12. The MISE of state estimation between our method and [43] in
(a) and the MITSE of state estimation between our method and [43] in (b).
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FIGURE 13. The MISE of attack signal estimation in (a) and the MITSE of
attack signal estimation in (b).

in the augmented state to avoid their corruption on state
estimation, the MISE of the proposed Hy, fuzzy networked
security reference tracking control scheme almost converges
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to a constant at 10s in Fig. 11—(a), i.e., the energy of tracking
error almost approaches to zero at 10s. However, due to the
external disturbance, the measurement noise and the Wiener
process in UAV system in (3), there exist small fluctuations
in the MISE of the proposed Ho, fuzzy networked security
reference tracking control design. According to MISE results
of two methods, for the MITSE tracking performance evalua-
tion in Fig. 11-(b), the MITSE of the conventional robust H
fuzzy discrete-time observer-based tracking control scheme
exponentially increases and the MITSE of the proposed Hyo
fuzzy networked security reference tracking control design
increases slightly. From Fig. 11—(a), the final value of the
MISE of the conventional robust Hy, fuzzy discrete-time
observer-based tracking control scheme is about the ten times
of the final value of the MISE of proposed method. Similar
to the discussion of the tracking performance evaluation,
from Fig. 12—(a),(b), it reveals the UAV state estimation
performance by the proposed method is better than the state
estimation performance by the conventional robust Hy, fuzzy
discrete-time observer-based tracking control scheme.

For the attack signal estimation in Fig. 13-(a), the quickly
increasing phenomenon of MISE for attack signal estima-
tion at the initial is caused by the first actuator signal
estimation f, (k) in Fig. 3. After that, due to the ampli-
tude change of actuator/sensor attack signals, the MISE for
attack signal estimation is smoothly increased. At 50s, the
MISE almost converges to a constant and it implies the
first actuator signal f; 1 (k) and sensor attack signal f;(k) are
efficiently estimated. However, since three actuator attack
signals {f; 2(k), fa.3(k), fa,4(k)} are Gaussian white noises and
they can not be precisely estimated, it casues a slight incre-
ment in MITSE of attack signal estimation for + > 50 in
Fig. 13—(b).

VI. CONCLUSION

In this study, a robust H, networked security observer-based
reference tracking control scheme is proposed for quadrotor
UAV NCS under cyber-attack. To estimate the cyber-attack
on the actuator and sensor of quadrotor UAV NCS, a discrete
smoothed dynamic model is introduced to describe these
unavailable attack signals to simplify the state and attack
signal estimation for the observer-based tracking control
design of quadrotor UAV NCS. Then, by embedding the
smoothed model of cyber-attack signals in quadrotor system,
a conventional Lunberger observer can be applied to estimate
attack signals as well as quadrotor UAV state simultane-
ously. By the robust Hy, networked observer-based secu-
rity reference tracking control scheme, the proposed security
controller and observer could also minimize the effect of
external disturbances and measurement noise to achieve the
robust tracking performance and observation performance of
quadrotor UAV NCS. By using the convex Lyapunov func-
tional, the observer-based security tracking control design
problem in the quadrotor UAV NCS is transformed to an
equivalent nonlinear functional inequality. Further, by using
T-S fuzzy interpolation method, the nonlinear quadrotor UAV
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NCS can be interpolated by a set of local linearized sys-
tems via fuzzy bases. Then, the robust Hy, fuzzy observer-
based security reference tracking control design of quadrotor
UAV NCS can be transformed to solving a set of LMIs.
A simulation example of model reference tracking control of
quadrotor UAV NCS under actuator and sensor attack is given
to validate the effectiveness of the proposed method in com-
parison with the conventional Hy, fuzzy discrete-time robust
observer-based tracking control method in [43]. Since the
attack signals could be estimated effectively by the proposed
discrete smoothed model, their effects on the system and
sensor can be cancelled out by their estimation to improve the
performance of observer-based security reference tracking
controller of quadrotor UAV NCS. As a result, the security
for the networked observer-based reference tracking control
of the network-based quadrotor UAV NCS under actuator and
sensor attack can be guaranteed. In future researches, if we
want to adapt the parameters of two smoothed models by
some adaptive algorithm in every time step to improve the two
smoothed models, then the assumption of persistence of exci-
tation on the input signals in (7) and (9) (i.e., 8,(kh),8;(kh))
should be addressed to support the proposed approach.

APPENDIX A
PROOF OF THEOREM 1 _
By selecting the convex Lyapunov function V(X (kh)) w.r.t.
the augmented system in (17), the deviation from V(X ((k +
1)h)) to V(X (kh)) can be derived as follows:
E{AV (X (kh))}
= E{VX((k + Dh)) = V(X (kh)))
| -
= E{V(a—[f (X(kh), kh) + g(X (kh), kh)U (kh)
a
+ 21(X (kh), kh)U (kh — 11(k)) + & (X (kh)) AW (kh)]

[01(X (k), kh)Dy (ki)

td-—a)r—
+ 20X, ki1 (h = (kD)) — LV X h)

< ozE{V(;[f(X(kh), kh) + 8(X (kh), kh)U (kh)
+ &1 (X (kh). kU (kh — 71 (K)) + G (X (ki) AW (kh)]}
+ (1 = BV (——[01(X (), khor (kh)

+ 02 (X (kh), k)01 (ki — T2(k)]} — E{V(X (kh)}  (41)

where « denotes a constant within (0,1). By applying the
property of convex Lyapunov function again, (41) can be
further written as

E{AV(X (kh))}
< aE{V(é[f(f((kh), kh) + (X (kh), kh)U (kh)

+ 21X (kh), kiU (kh — 71 (k)
+ G (X (k) AW (ki) — E{V (X (ki)

1 1. -
tA =BV —Ip 551(X(kh), khyvy(kh)
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1 ~
+d =P ﬂ?)z(X(kh), khyvy (kh — T2(k))1}

< aE{V(é(f(f((kh), kh) + (X (kh), kh)U (kh)
+ 21(X (kh), kh)U (kh — 71(k))
+ G (X (kh)) AW (kh))} — V (X (kh))
+(1 - a),BV( ! — %51(5((1&;), kh)D1 (kh))
1
+(1 —a)l - ﬁ)V(—m
x 82(X (kh), ko1 (kh — t2(k)))} (42)

where 8 denotes a constant within (0,1). ~
Based on Assumption 4, if the trajectory of X(kh) lies

—

in a compact domain E, then there exists the upper bound
paxameters y1 and y, for eig(ol (X (kh), kh)o (X (kh), kh)) and
ezg(o2 (X (kh), kh)oz(X(kh) kh)), respectively, such that the
following equations hold

sup  Efeig(d] (X (kh), ki)o1(X (kh), kh))} = y1
X(kh)eE
sup  Efeig(@} (X (kh), k)oy(X (kh), kh))} = y»  (43)
X(kh)e&
fork € {0, -, kr}
Then, to decouple the noise terms v1(kh) and U (kh—12(k))
in (42), the following sufficient conditions are constructed

(1 — )BE(V (125 5 A1 (k) _p

— (44

Atk 11 (k) |2 <3, @
(I =)l = HEV (L 2ghakh)}

sup > <-— (45
Ao (kh) | A2 (kh)|| 2y

where A(kh) =  o01(X(kh), khOy(kh), Ax(kh) =
52X (kh), kh)Dy (kh — (k) and p is a positive number.

Based on the inequalities in (43), (44), (45), the following
inequalities hold

1 1 -
(I = )BE(V(— EMX(kh), kh) oy (kh))}
< E{%a{(kma{o?(kh), kh)o1 (X (kh), kh)Dy (kh))
1

< gE{alT(kthh)}

1
x (1= o)1 = PEV(;—
—al
x 0y (kh — 72(k)))}
< E{%a{(kh — 12(k))53 (X (kh), kh)
2

i 3 o2(X (kh), kh)

X &o(X (kh), kh)Dy (kh — T2 (k))}
< ZE(D] (kh = a1 (h — 200k}
VX (kh) € E (46)
By the inequalities in (46), (42) can be relaxed as follows
E{AV (X (kh))
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< BV (M), ki) + B ER)D k)
+ 81X (kh), kh)U (kh — 1 (k))
+ & (X (k) AW (kh)))} — E{V (X (kh))
+ S0 (kh = Ta(k))1 (h = 72(0))
+ gz}lT(kh)Dl(kh)} 47)
Further, if the following condition holds
aE{V(é(f(f((kh), kh) + (X (kh), kh)U (kh)
+ 21X (kh), kiU (kh — ©1(k)) + & (X (kh)) AW (kh)))}
— E{V(X(kh))} + E{X" (kh)OX (kh)} < 0 (48)
the inequality in (47) can be written as follows
E{AV (X (kh))}
< E{—X" (kh)QX (kh) + E{go{ (kh — T2(k))
X 01(kh = Ta(k)} + E{ 0] (k)0 (kb))

By performing summation on both sides of the above
inequality from k = 0 to k = k¢, we have

kr
> E{AV(X (kh)))
k=0
= E{V(X(krh)) — V(X(0))}
ke
< Y E((—X" (kh)QX (kh) + —vl [ (kh)Dy (kh)
k=0
+ gﬁf(kh — (k)1 (kh — T2(k))} (49)

By Assumption 2 that vy (kh) = 0, for k < 0, the following
inequality holds

kf
> E{D] (kh — 12(k))D1 (kh — Ta(k)))
k=0
kf
< > E{o] (khyti (kh)}  (50)
k=0

As a result, by (50) with the fact that V(X (ksh)) > 0, we
immediately obtain the following inequality
ke
E > &T (ki) QX (khy) — V(X (0))
k=0
ky
<pE Y lokm)* (51
k=0
As a result, if the inequalities in (20)—(22) hold, then
the robust Hy, networked security observer-based tracking
performance in (18) of stochastic quadrotor NCS can be
guaranteed for a prescribed level p.
On the o~ther ha~nd, if vi(kh)= 0, the above inequality
implies E{X T (k)X (kh)} — 0 as k — oo due to the fact
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that the initial value E {V(f( (0))} is bounded, i.e., the mean
square state/estimation error and mean square tracking error
will converge to 0 in probability. The proof is completed.

APPENDIX B

PROOF OF THEOREM 2

By the rank test, the ith augmented system in (25) is observ-
able if

rank [le2+(na+ns_)(d+l) - Aii|

Ci
i — Al —hBiCy, 0
0 Unya+1)
= rank —Aa
0 0 Unya+1
—A "
Ci 0 D;Cy

=12+ (g +n)d+1), VzelZ (52)

where Z; collects the elements in the unit circle of complex
z domain and Af = I12 + A;. To prove the rank conditions
above, the proof is separated into following two cases:

(i) z € Z1 \ (eiglA] ) U eiglAp) U eiglAp)

(ii) 7 € eig{AT} U eig{As) U eiglAs)
In the first case (i), the following rank conditions can be

obtained immediately:
rank[zly — AF] = 12,
rank(zly,a+1) — Afal = na(d + 1)
rank(zlya+1) — Ags] = ng(d + 1)
for z € Zy \ (eig{AF} U eig{Ar}
Ueig{As})  (53)

From the result above, (52) is satisfied for z € Z; \
(eig{A]} U eig{Ap} U eig{Ags)), ie.,

2l — Af —hB;Cy, 0
0 ZIna(d+l) 0
rank —Afa
0 0 2y d+1)
—Ag;
C; 0 D;Cy

=12+ (na + ns)(d + 1)’
for z € Zy \ (eig{AF} U eig{As} U eiglAg)),
i=1,--- .M (54)

In the second case (ii), by the assumptions in (27) and (28),
the rank condition in (52) can be decoupled as

o — AP —hBiCy, 0
0 Zlna%—i-l) 0
rank —hfa
2ny(a+1)
0 0
—Ag
C; 0 Dins
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_ iy — Af pya+1) — Afa
= rank |: C; + rank “hBiC;,

ZInv(d-H) - A}‘fv
k s py
—+ ran |: Dins
for z € eiglhA; + 112} U eig{Ap} U eig{Ag},
i=1,--- M (55)

By applying the rank conditions in (26)—(30), the rank
condition in (55) can be rewritten as:

2y d+1) — Afa iy — A{:
rank |: “hBiC;, + rank C;

2y, — Ay
+ rank |: ‘(‘EIC)}S f91|
=12+ n4(d + 1) +ngd + 1),
for z € eig{hA; + 112} U eig{As} U eig{As),
i=1,---,M
Therefore, the observability for the ith local augmented
quadrotor NCS in (25) is guaranteed.

APPENDIX C

PROOF OF THEOREM 3

The proof of Theorem 3 is separated as two parts. In the first
part, we derive the sufficient condition for the robust Hy,
networked security observer-based tracking control design of
stochastic quadrotor NCS. Then, in the second part, the suf-
ficient conditions for the design are transformed to solvable
linear matrix inequalities (LMIs).

A. DERIVATION OF SUFFICIENT CONDITIONS
To begin with, the following Lyapunov functional is selected:

V(X (kh))
k—1)

= E{XT (kh)PX (kh) + Z(ezkifl(k))?T(eh)Sl)ﬂf(eh)

(k—1) ~T ~
LD DM QCONPIED)
dim k=1) -p -
T Z,:dlm Do X (emS:X(eh)
doy (k—1) g 5
T2 sty Doty X (ESiX () (56)

where {P, S1, S2, 53, S4} are positive definite matrices, i.e.,
P > Oand {S; > 0}?:1, dipy is the upper bound of 7;(k),
di;, is the lower bound of t1(k), dop is the upper bound
of 7a(k), dyy, is the lower bound of 72(k), and {71(k) € N,
T7r(k) € N} are positive sequences which satisfy 7y(k)h =
71(k) and To(k)h = 1o(k), respectively. Then, the difference
of Lyapunov function in (56) from (k + 1)k to kh can be
derived as:

V(X ((k + Dh)) — V(X (kh))
= E{XT((k + Dh)PX((k + 1)h)
— XT (kh)PX (kh) + XT (kh)S1 X (kh)
— X" (kh — 71 (k))S1 X (kh — (k)
+ XT (kh)S>2X (kh) — XT (kh — 12(k))S2X (kh — T2(k))
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+ (dip — dim + DXT (kh)S3X (kh)
dim
— Y XT((k = r)S3X((k — r)h)
r=dm
+ (dapt — da + DXT (kh)S4X (kh)
doy

= Y XT((k = rhSaX ((k — r)h)} (57)

r=dyy

Then, with the difference of Lypunov function in (57),
the numerator of the robust H. networked security
observer-based tracking performance in (18) can be rewritten

as

kg
EQY_[XT (kh)QX (kh)] — V(X (0)}
k=0
ky
= E{)_[X" (k)OX (kh) + V(X ((k + 1)h))
k=0
— V(X (kh))] + V(X(0))
— V(X ((ky + Dh)) — V(X(0))}
ky
E{Y X7 (k) OX (kh)
k=0
+XT((k + Dh)PX ((k + 1)h)
— XT (kh)PX (kh) + XT (kh)S1 X (kh)
— X" (kh — 11()$1 X (kh — 71(k))
+ X7 (kh)S2 X (kh)
— X" (kh — ©2(k))$2X (kh — T2(k))
+(dim — dim + DX (kh)S3X (kh)
+ (domr — dom + DX (kh)S4X (kh)] (58)

IA

Before the further discussion, the representation of
quadratic form x” AT PAx is denoted as x” AT P[] for the sim-
plicity. Then, by substituting the dynamic of the augmented
fuzzy observer-based tracking control system in (35) with
Lemma 2 and the fact that E{AW(kh)} = 0, (57) can be
written as follows:

E{(VX((k + Dh)) — V(X (kh))}
M

=

30316

Z hi(z(kh))hj(z(kh))hi (z(kh — T1(k)))

ij,lv=1

x hi(z(kh — T2 E{(Ajjiv,p + Ajjiv,r(kh)

+ AZ (X (kh)) + AZ1 (X (k) (Gijny, 1.0

+ Gijiv,1.R(kh)) + (Dx v, + D, i Rr(kh))

x AD(X (kh))1X (kh) + [AUIV p+ U,v r(kh)

+ AZ1 (X (k) Gty 2,0 + Gl,zv 2, R(kh»]

x X((kh — 11(k)) + [AU,V D UZV r(kh)

+ (Dx ijlv.D + Dx iy, R(kh))AD(X(kh — 1(k)))]
x X (kh — ©2(k)) + (Dyjty,p + Dijiv, g (kh)) 1 (kh)

+(D3, p + D3, g ki) (kh — Tz(k)) + AF (X (kh))
+(Cj.p + Cirkh) ACX (k) + (C'py + Clp(kh))

x AC(X (kh — 2 (k)" P[*] + (EjjinX (kh) AW (kh)

+ AJX (k) AW (kh))T P(Ejj, X (kh) AW (kh)

+ AJ(X (kh)) AW (kh))} — E{XT (kh)PX (kh)
+XT(kh)S1X (kh) — XT (kh — 11(k)S1 X (kh — T1(k))
+ XT (kh)S>2X (kh) — XT (kh — 12(k))S2X (kh — T2(k))
+ (dipg — dim + DX (kh)S3X (kh)

+ (dam — dom + DX (k) SsX (kh)} (59)

By the fact of Bernoulli process that E{§(kh) — 8} = 0,
E{B(kh)

E{V(X((k + Dh)) — V(X (kh))}
M

— B} =0, (59) can be separated as follows:

< D hia(kh)hi(z(kh)h z(kh — 71 (k))

ij.v=1

x hy(z(kh — T DWE{([Aijiv.p + AZ2(X (ki)

+ Agld(kh»aﬂv, 1.0 + D jjiv.0 AD(X (k))1X (kh)
+ [A,,zv p + AZI X k)Gijty.2.01X (kh — 71 (k)
+IAG, , + Dy, pADX (kh — T3(k)))]

x X (kh — 12(k)) + Dijiy p01(kh) + AF (X (kh))

+ D, 01 (kh — 7a(k)) + Cj.p AC(X (kh))

+ Clp ACX (kh — Ta(k)))" P[]

+ ([Ayjiv g (k) + AZ (X (k) Gy, 1 R (k)

+ Dy jjiv, r(kh) AD(X (kh))1X (ki) + [A,],V rUkh)

+ AZ (X (K))(Gij, 2, RKIIX ((kh — 71(K))

+IAZ, q(kh) + D2, o) ADX (kh — T5(k)))]

x X (kh — 2(k)) + Dijuy r(kh)Dy (kh) + D3, o(kh)

x 01 (kh — 12(k)) + Cj r(kh) AC (X (kh)) + .,',R(kh)
x AC(X (kh — 2 (k)))" P[*] + [EjjinX (kh) AW (kh)
+ AJX (k) AW (kh)1" PLE;j1, X (kh) AW (kh)

+ AJX (kh) AW (kh)1} — X T (kh)PX (kh)

+ XT(kh)S1X (kh) — XT (kh — 71(k))S1 X (kh — 71(k))
+ XT(kh)S>2X (kh) — XT (kh — 12(k))S2X (kh — T2(k))
+ (diy — dim + DXT (kh)S3X (kh)

+ (days — dom + DXT (kh)S4X (kh) (60)

By using Lemma 1, the terms associated with the
time-varying matrices in (60) can be relaxed as:

E{([Ajjw r(kR) + AZ1 (X (k)G 1 r(KR)

+D, ,ﬂv R(kR) AD(X (kh))1X (kh)

+[A ,],V 2K + Ag1 (X (k) (Gijiy, 2,r(kD))]

x X((kh — 11(k)) + [AG, (k) + D&, o (kh)
x AD(X (kh — tz(k)))]X (kh — T2 (k))

+ Djjuy, g (kh) 01 (kh) + D,ﬂv rkR)U1(kh — T2(k))
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IA

IA

To decouple the fuzzy approximation errors, the following
eigenvalue constraint of P and slack variables are introduced.:

+ Cj r(kh) AC(X (kh)) + C{lp(kh)

x AC(X(kh — Tz(k)))TP[*]}

2E{ [AUZV R(kh)X (kh) +A, i, R(kh)f( ((kh — 11(k))
,,,v RUX (kh — ©2(k)) + Dyjty v (ki) Dy (kh)
D p(khyoy (kh — ()] Plx]}

+2E{[AZ1(X (kh)Gjjiv,1,r(kh) + Dy ijiy, r(kh)

x AD(X (ki)1X (kh) + [Ag1 (X (k))(Gijiy,2,r (k)]

x X((kh — 11(k) + (D, p(kh)

x AD(X (ki — T2 (k)1X (kh — T2(k))

+ Cj r(kh) AC (X (kh))

+ Cp(kh) AC(X (kh — 5 (k)))" P[]}

10E{[X" (kh)Af, p(kh)P[x]

+XT(kh— 1 (k))(A,ﬂv ©) Plx]

+ X7 (kh — T2 ())AS, o (kh)T P[]

+ 0y (kh)Dl],V r(kR)P[*]

+ 0] (kh — Ta(k))(DS, (k)T P[]}

+ 12E{[XT(kh)Gljlv 1. r(kR)AZY (X(kh))P[*]

+ X" (ki) ADT (X (kh))D}. 3, p(kh)P[]

—i—XT(kh — rl(k))Gl],v 2, r(kh)Ag) (X(kh))P[*]

+ X7 (kh — (k) AD" (X (kh — rz(k)))(Dxfiﬂv’ k)T

x P[] + ACT (X (kh))C] g (kh)P[]

+ ACT (X (kh — 12 (k))(C (k)" P[]} (61)

E{D} s, gk)PD! ;, p(kh)} < M},

E{(D®, pkh)T PD®, p(kh)) < My

where {M,-}?: | are positive definite matrices to be designed
and {Op, O1, O7, O3, B4, Os} denotes the 1-D predefined

E{ j,R(kh)PC/,R(kh)} < Ms,
E{(C{lpkn)T PClp(kh)} < My
P<®pl, M <Ol M) <©l,

M3 < ©31, My < O4l, (62)

positive scalar.

By applying the expectation operator with the constraints

in (62), (61) can be relaxed as:

E{[Aj r(kh) + A1 (X (kh) Gy, 1 r(KR)

+ Dy jjiv, r(kh) AD(X (k))1X (kh) + [A,ﬂv r(kh)
+ Ag1 0 (kh))(Gylv 2, RINIX ((kh — 71(k))
+[A ,j,v o (kh) + DU,V (W) AD(X (kh — T2(k)))]
X X(kh — 12(k)) + Dyjiy, g (kh) 0y (kh)
lﬂv kD1 (kh — T2(k)) + Cj r(kh) AC(X (kh))
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C'rk) AC (X (kh — T2(k)))" P(x)}

< 10[XT(kh)AUlV £PU + X7 ((kh — 1y (k)G )T

x PLx] + X7 (kh — a(k))(Ag3, ) Pl]

+5f (kWD PI¥] + 5] (kh — 02D, )

x Plx]] + X7 (k)[12©p3Gy, | pGijiv.1.E
+(01€3 + O3))DIX (kh)

+ X" (kh — 12 (k)[12(O2€5 + Oue)))]

x X (kh — ta(k)) + X" (kh — 71 (k)

x [120p€5Gly, 5 £ Gijiv.2.£1X (kh — 11(k))

with the following deterministic matrices

—8*BiK;  8*BiK;  §*BiKy
, —8*BiK; o _
Aijlv,E = " v S*Bil(j 5*31'[(2]'
+B*L;C;
0 0 0
B I_{ —B,’I_(j —B,‘sz
-4 _H o _
Ajive =0" | BK; —BiK; —BiKy
0 0 0
o 0 0
AZ p=|-pLC 0 0]
0 0 0
I_(J A —K>
Gijw2, g = 6 K —-K; —K
0 0 0
y 0 0
Dzﬁv,E =|-B*LiD O
. 0 0
y 0 0
Dijjn g = ,B*LjD 0
| 0 0
) —K K Ky
Giiw1,E = 5* —I_(j I_(J Ky;
0 0 0

L;,0}, & =./8(1-59),

Dx,ijlv,E = diag{o: IB*

X,

(63)

D, = diagl0, —p*L;, 0} Cy.p = diagl0, BL;, 0}

On the other hand, by using Lemma 1, the terms associated
with the time-invariant matrices in (60) can be relaxed as:

[Ajiv.0 + AZ2(X (kh)) + Agldf(kh»éump
+ Dy jjtv,p AD(X (kh))1X (kh) + [A,,IV D
+ 251X (kh))GUlv,2,D]X ((kh — 71(k))
+IAZ, p + D%, nADX (kh — 12(k)))]
x X (kh — t2(k)) + Dyjty p 01 (kh)
+ AFR(kh)) + D, ,01(kh — 12(0) + Ci.p
x AC(X(kh)) + C}', AC(X (kh — 12(k)))" P[]
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< A pX (kh) + Al X ((kh — 71(k)
+A,,zv pX (ki — T2(k)) + Dyjry,p01 (kh)
+ D3, 01 (kh — T (k)] Pl]
+ 2{[AZ(X (k) + AZ1(X (k) Gijiy, 1.0
+ Dy ijiv,0 AD(X (kh))1X (kh) + AF (X (ki)
+ Agno?(kh>)éiﬂv,wi<(kh — 71(k))
+ DU,V »ADX (kh — T2 (k)X (kh — T2(k))
+ C/ DAC(X(kh)) + C AC(X(kh —nk)}P[x] (64)

To decouple the fuzzy approximation errors, the following
slack variables are introduced.:

- -
Dx Jijly, DPDX ijlv,D = Ms

d T
(D 2zjlvD) PDx ijlv,D — < Ms
C/pPCip < M7, (Gl PCH, < Mg
Ms < ©sl, Mg < Ogl
M; < ©71, Mg < ©Ogl (65)

where {M,-}f‘:S are positive definite matrices to be designed
and {©Os, Og, O7, Og} denote the 1-D predefined positive
scalars.

Similar to the derivation in (63), by using the inequalities
in (65) and Lemma 1, the terms associated with the fuzzy
approximation errors of time-invariant matrices in (64) can
be relaxed as:

2[AZ(X (k) + AG1 (X (kh)Gijiv.1.D
+ Dx jjiv. 0 AD(X (kh))1X (kh) + Af (X (kh))
+ AG1I X (k) Gijiy, 20X (kb — 71 (k)
+ D%, AD(X (kh — (k)X (kh — T2(k)
+ CjpACX (kh)) + Cf', AC(X (khh — T2(k))} P[]
16{AFT (X (kh))PAF (X (kh))
+ X" (k) A" DX (kh)D. , pPl]
+ XT (ki) AZY (X (kh))P[x]
+ X7 (ki Gy, 1 pAZ] (X (kh))P[x]
+ X7 ((kh — 11(0))Gy 5 p AT (X (k) Pl]
+ X7 (kh — 12(0) ADT (X (kh — T2 (k))(D5, )
x P[] 4+ ACT (X (kh))C; pP[*]
x ACT (X (kh — 12 (k)(C{'p)" PLx1}
< XT(k)[16((Opef + Ose3 + Opes + Orel
+0pe3Gly, 1 pGiv.1.0)IX (kh) + X7 (k. — 71(k))
x [160p€5Gly, 5 pGijiv2, 01X (kh — 11 (k)
+ X7 (kh — 1a(k))[16(Og€2 + OgeNI X (kh — t2(k))
(66)

Also, by Lemma 1 with the fact E{AW?(kh)} = h, the
terms associated with stochastic process can be relaxed as:

E{(Eji X (k) AW (kh) 4+ Aj(X (kh) AW (k)T P[]}

A
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< hQX" (kh)EL, PEj,X (kh)
+ 277" (X (kh)P Aj(X (kh)))

< X" (kh)[2hE};, PEjj, + 2heg®pI1X (ki) (67)

By using (63), (66), (67), the difference of Lyapunov func-
tion in (59) can be written as:

E{V(X((k + Dh)) — V(X (kh))}
M

< Z hi(z(kh))hj(z(kh))hi (z(kh — T1(k)))

ij.lv=1

x Iy (z(kh — T (k)){E{2[ l,zv X (kh)

+A,ﬂv pX((kh — 71(k)) +A,ﬂv pX(kh — T5(k))

+ Dyji p 1 (kh) + D, 01 (kh — T2(k)])" PL]
+XT (k)[16((Ope} + Ose? + Opes + O7e)]
+ Opes Gglv, 1. pGijiv.1,0)1X (kh)

+ X7 ((kh — 11 (k)[160p3 Gl 5 pGijiv2.p]

x X ((kh — t1(k)) + X7 (kh — 12(k)[16(Oge?

+ OgeNINX (kh — Ta(k)) + 10[X” (k)AL 1 Pl]
+ + XT((kh — 71 (k)AG, )T PLx]+ X7 (kh — 1a(K))
x (Al]lv ) Plx] + 0 (ki)DJy, zPl*]

+ 0] (kh — fz(k))(D,,lv 2) P11+ X7 (ki)

X [IZ(OPEQ ijv, 1, Ethlv LE + (®1€5 + ®354)I)]
x X (kh) + XT (kh — ta(k))[12(O,€2

+ O4eDHDIX (kh — ta(k)) + X T (kh — 71(k))

x [120p€5Gly, 5 £ Gijiv.2.£1X (kh — T1(k))

+ X7 (kh)[2hE}, PEj, + 2heg ©pIX (ki)

— XT(kh)PX (kh) + XT (kh)S1 X (kh)

—XT(kh — ©1(k))S1 X (kh — T1(k))

+ X7 (kh)S, X (kh)

— X" (kh — T2(k))S2X (kh — 15(k))

+ (dips — dim + DX T (kh)S3X (kh)

+ (dom — dom + DX (kh)S4X (kh) (63)

After some manipulation, (68) can be rewritten as the
following compact form:

E{V(X((k + Dh)) — V(X (kh))}
M

< > hialkh))hi(z(k)hy (z(kh — 71 (k)

i,j,l,v=1
x hy(z(kh — T2 (k)T (kh)

x [281, PEyny + 1L, PTLi 4 Agjn 101 (kh))

ijlv ijlv

+ EvlT(kh)vl(kh)

+ 207 (kh = 120051 (kh = 72(0) (69)
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where T'j(kh) = [XT(kh) XT((kh — 71(k)) XT (kh — (k)
0! (kh) O (kh — t2(k))]" with the matrices

E’/lv = Ayi.p Al,zv D A%,D Dijtv.p Dfﬁv, pl:
= diag{P, P, P, P, P}
Hijlv = V10diag{Ajp. A%, g AD, - ,
Dijiv. D%,E}
Ajjiy = diag{Nijiv, 1, Njiv,25 Nijiv,35 Nijiv, a5 Nijiv,5}
Ajjv1 = 16((Opef + Oses + Opes + Orey)]
+0p63Gly, 1 pGijiv,1.0)
+ 12(®P€%é§lv,l,Eélﬂwl,E + (@1652 + @36%)1)
+ 2hE [ PEjs, + 2heg®pl + Sy + S) —
+(dipr — dim + DS3 + (dops — doyn + 1)S4
Ajiva = 160p€3Gl, 5 Gijiv2.0
+ 12®P€§é§lv,2,Eéijlv,2,E -8
Aijivs = 16(Og€2 4+ Oge)] + 12(Ore? + Oue])l) — S
Ajjiy,4 = —gl, Ajjiv,s = _gj

By (69), the numerator of the H, observer-based security
tracking performance in (58) can be rewritten as

kf
E{) X7 (k)QX (kh)] — V(X(0))}
k=0
kf
= E{)_[X" (kh)OX (kh)
k=0

+ VX ((k + Dh)) — V(X (kh))]
+ V(X (0) — V(X (ks + Dh)) — V(X (0))}

kf M

<UD hiCkh)hi((kh)hy (2(kh — 71 (K)))
k=0 ij,l,v=1
X hy(z(kh — T (D) | (k)[2E, P Eijiy

+ H,-ﬂVPHiﬂv + AT (k) + —171T (khyv (kh)

+2 U1 [ (kh — ©2(k)) 01 (kh — T2(k))} (70)
where Ay, = diag{Aijlv,l,Aijlv,LAijlv,3, Ajjw 4, Aijlv,S}
and Aljzvl = 16((®p€l + @565 + @peg + @764)] +

@PEZGUIV 1, Dszlv 1, D) +12(®P62Gl]lv 1 Eszlv LE + (@165 +
O3l +2hEUT,vPEUzv+2he§®pI +82+81 —P+0+(diy —
dim + 1)S3 + (day — dom + 1)S4.

If the following inequalities hold:

FT(kh)[Zulj,qulﬂv + HUIVPI'IZ-J-ZV + ]\iﬂv]Fl(kh) <0
fori,j,l,bv=1,---,M (71)
then, with the fact vy (—kh) = 0, for k=1,2,3..., (70) can be
written as:
kf
E {Z[X T (kh)OX (kh)] — V(X (0)))}
k=0

VOLUME 10, 2022

ke
= > S0l tmyoi )
k=0
+ gl_)lT(kh — n(k))vi(kh — 1o (k))
kg

< > p0f (kh)o (kh) (72)

k=0

which shows the robust Hs, fuzzy networked security
observer-based reference tracking performance is satisfied
under a disturbance attenuation level p. Similarly, if v;(kh) =
0, the above inequality implies E (XT (kW)X (kh)} — 0 as
k — oo due to the fact that the initial value E{V (X(0))}
is bounded, i.e., the mean square state/estimation error and
mean square tracking error will converge to 0 in probability.

B. TRANSFORMATION OF BILINEAR
MATRIX INEQUALITIES
From the above discussion, the Hy, observer-based security
tracking control design is transformed to equivalent matrix
inequalities in (62), (65), (71). However, due to the coupling
of design variables, these matrix inequalities are hard to be
solved via current optimization methods. To deal with this
problem, some matrix inequality formulas are used to trans-
form these matrix inequalities into linear matrix inequalities
(LMIs) and it can be easily solved via MATLAB LMI TOOL-
BOX. Furthermore, some slack variables are introduced to
reduce the conservative in the derived LMIs.

To begin with, the following difference equations hold:

Xk —X(@h =0k = Y Gsh)
~ ~ k—1
Ry = XWh = k) = Y sy (73)

where n(sh) = X((s + 1)h) — X(sh).
Then, by the fact in (73), the following equations hold:

2R (k) — Xk — k)~ 3

(e n(sh)

X (N X () + Oy 3 N COE
~ k—1
2K (kh) — X((kh — 12k~ ) 0 n(sh))
X (N s (kI) + Ogn 3 a0 1) =0

(74)

where  {Nyji. 1, Nijv.2, Ojjiv 1, Oijlv,Z}%‘,z,v:l are slack vari-
ables to be designed.

By (74), the matrix inequalities in (71) are equivalent to
following inequalities:

T (k&L P2 By + 115, Py Ty + Ay ]Ta(kh) < 0
fori,j,l,v=1,---,M (75)

where Ta(kh) = (07 (ki) 352 B0 nT(shy) Y2 0
n"(sh)I”, Sy = diag{Ey, 1,1}, Py = diag{2P, P, P},
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Py = diag{P, P, P, P, P, P, P}, Ty, = diag{Tly, I , I} and

Aoy = Nijiv,1 Aijlv,[1:|
g — g
! * Ny,
5 Ajw,r Njjws Dijw9
A = * ) 0
L * * Aijlv,3
y 0 0 Ajvio Ajwi
N = [0 0 Ajp 12 0
_0 0 0 Aijlv,l3

Ajiv,n = diag{Ayv.a, Ajiv.s, Nijiv.6, Mijiv,7)
Ajjiv1 = 16(Ope} + Ose? + Oped + Ol
+ 16®P€§G§IVYI’DGUZV,1,D + 12(®P6%651V’IVE
X Gijlv 1L.LE
+ (0165 + O3e)) + 2hE], PEji, + 2heg ©pl
+82 + 81 — P —2Njjiw,1 — 2Njjiv,2
+ 0+ (disg — dim + 1)S3 + (days — do + 1S4
Ajiva = 160p€3Gl, 5 Gijiv.2.0
+ 12@136%&51‘,’2’,3&1‘]'1‘,,2,5 -5
Aijvs = 16(Og€2 + OgeNl + 12(O2€2 4 Oge)]) — Sy,

. J P

Aijjiy,a = —51, Ajjiy,s = —51,

Ajjiv,e = —2P — 20,1, Ajjiv,7 = —2P — 2042,
N _ T T NT

Aijlv,S = Nijly, 1> Aylv 9 = N,'jlv,g,

% % T
Ajjiv,10 = Ojjiv,1 +N]lv 1> Nijv11 = Ojjiv,a + Nijp,, »

Ajiv12 = —Ogi 1, Ajiv13 = —Ojjiva

Clearly, the inequalities (75) hold if the following matrix
inequalities hold,

€l P1 Eijiy + T, PaTljy + Aginy <0
fori,j,l,bv=1,--- ;M (76)

Further, by the fact that P is positive definite matrix, the
following inequality holds:

I-W)Pd—-W)>0

= -2[+W > —P 77
where W = Pl On ~the oth~er hand, to ~decou-
ple the bilinear terms {G)pe%G;lv 1. pGiiiv,1,D; @pé%G;lv \E

xGljlle},le_l and {160p€3GT, » ,Gijw2,p, 120p e

Gl]lv 2. EGt/lv 2 E}” Lv=1 in Ajyjp,1 and Ay, 2, respectively,

and 2hEUlvPEl]1V in Ajjp,1, the following slack variables and

constraints are introduced:
24T >
16©p€;, Gy, 1 pGijiv,1,0
24T ~
+120p€, Gy, 1 g Gijiv,E < Yiijiv
24T =
160pe; Gy, 5 pGijiv.2.0
24T >
+ 120p€; Gy, 5 pGijiv2,E < Ya,ijiv

2hET PE,'jlv < Y3,,:/']V (78)

ijlv

30320

where {Yl Lijlvs Y2 ijlvs Y3 t]lv}
designed.

By applying Schur complement to (76) with (77) and (78),
the matrix inequalities in (76) are relaxed to following LMIs:

ij.lv=1 are positive matrices to be

ST AT
AZIV nijjv Sty
* —Wi 0 <0
* * —Wz
forijl,bv=1,--- .M (79)
where Wi =  diagilW, W, W, W, W, W, W}, W, =

diag{sW, W, W} and

x [\;kjlv,[ [\ijlv,llj|
w | * Afji, 11
[\:;'lv, 1 ]\ijlv,S ]\ijlv,()
Ajivg = * ]\fjlv,z 0
* k ]\ijlv,3

Ny = diag{Aiva, Aijvs, Ny, 60 Mg 7)
A = 16(@1)612 + ®5e§ + @pé% + ®7ef)l

+ Y14 + 12((O1€2 + O3€)])

+ Y3 0 + 2h66®P1 + S+ 81 —21

+ W — 2Njjn.1 — 2Nyjiw2 + O

+(din — dim + 1)S3 + (domr — dom + 1)S4
Z\;;'lv 2 = Y250 — S, A[jlv 6 =2(=2I + W) —20;p1,
Afpg = 221 + W) — 2042

ijlv,1

On the other hand, by taking expectation operator to (62),
(62) can be represented as follows

D){ijlv £PDy v g < My,
(DU,V E)TPDlﬂv <M
C, TePCip} < Ms,
(CIpTPCE, < My
P<@Opl, M, <O, My <®sl,
Mz < O3], My < O4l, (80)

where Dx v, = diag{0, B*L;, 0}, Dz]lv g = diag{0, —p*L;,
O}C,E = diag{0, B*L;, O}Cl g = diag{0, —B*L;, 0}.

Then, by using Schur complement to (65), (78) and (80),
these constraints can be transformed to the following LMIs

o .
Ml Dx,ijlv,E > ()
* |2

My (DB 7]
ijlv,E >0
* w -
-
M3 Cj,E >0
* W] '
M (CJ'G,ZE)T_ >0
* w
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Opl 1
R

My <O, M; <03], M3 < O3], My < O4l,
81)
Ms DT . T
x,ijlv,D | > 0’
* w |~
~ T_
M (D,ﬁv[)) >0
* w ’
=7 7
M~ Cj,D -0
* W ’
MS (6ﬁD)T- >0
* w -7

Ms < ©sl, Mg < Ogl, My

< O71, Mg < Bgl,
(82)
- T _
Yiijiv Gijllv, 1.D Gijlv, 1.LE
* — 0
160pe; >0
1
¥ * 120pe2
P€y
T T -
Y2.ijv Gijllv,Z,D Gijlv,Z,E
* —1 0
160pe; >0
1
* * 120pe?
P€5
Y3,ijlv EUT[V
>0 (83)
* —W
2h

Based on above discussion, the Ho, observer-based secu-
rity reference tracking control design is transformed to LMIs
in (79), (81), (82) and (83). The proof is done.

REFERENCES

[1]

[2]

[3]

[4]

[5]

[6]

[71

[8]

M. Zhu, X. Du, X. Zhang, H. Luo, and G. Wang, “Multi-UAV rapid-
assessment task-assignment problem in a post-earthquake scenario,” IEEE
Access, vol. 7, pp. 74542-74557, 2019.

N. Chen, N. Ni, P. Kapp, J. Chen, A. Xiao, and H. Li, “Structural analysis of
the Hero Range in the Qaidam Basin, northwestern China, using integrated
UAV, terrestrial LIDAR, Landsat 8, and 3-D seismic data,” IEEE J. Sel.
Topics Appl. Earth Observ. Remote Sens., vol. 8, no. 9, pp. 4581-4591,
Sep. 2015.

D. Orfanus, E. P. de Freitas, and F. Eliassen, “Self-organization as a
supporting paradigm for military UAV relay networks,” IEEE Commun.
Lett., vol. 20, no. 4, pp. 804-807, Apr. 2016.

M. E. Campbell and W. W. Whitacre, “Cooperative tracking using vision
measurements on SeaScan UAVs,” IEEE Trans. Control Syst. Technol.,
vol. 15, no. 4, pp. 613-626, Jul. 2007.

H. Zhou, H. Kong, L. Wei, D. Creighton, and S. Nahavandi, “Efficient road
detection and tracking for unmanned aerial vehicle,” IEEE Trans. Intell.
Transp. Syst., vol. 16, no. 1, pp. 297-309, Feb. 2015.

F. Liao, R. Teo, J. L. Wang, X. Dong, F. Lin, and K. Peng, ‘“Distributed
formation and reconfiguration control of VTOL UAVs,” IEEE Trans.
Control Syst. Technol., vol. 25, no. 1, pp. 270-277, Jan. 2017.

Y. Zeng and R. Zhang, “Energy-efficient UAV communication with tra-
jectory optimization,” IEEE Trans. Wireless Commun., vol. 16, no. 6,
pp. 3747-3760, Jun. 2017.

F. Wu, D. Yang, L. Xiao, and L. Cuthbert, “Energy consumption and
completion time tradeoff in rotary-wing UAV enabled WPCN,” IEEE
Access, vol. 7, pp. 79617-79635, 2019.

VOLUME 10, 2022

[9]

(10]

(11]

[12]

(13]

[14]

[15]

(16]

(17]

(18]

[19]

(20]

(21]

(22]

(23]

(24]

[25]

[26]

[27]

(28]

[29]

(30]

(31]

L. Chettri and R. Bera, “A comprehensive survey on Internet of Things
(IoT) toward 5G wireless systems,” IEEE Internet Things J., vol. 7, no. 1,
pp. 16-32, Jan. 2020.

W. Cheng, X. Zhang, and H. Zhang, “Statistical-QoS driven energy-
efficiency optimization over green 5G mobile wireless networks,” IEEE
J. Sel. Areas Commun., vol. 34, no. 12, pp. 3092-3107, Dec. 2016.

Y. Shi and B. Yu, “Output feedback stabilization of networked control
systems with random delays modeled by Markov chains,” IEEE Trans.
Autom. Control, vol. 54, no. 7, pp. 1668—1674, Jul. 2009.

G.-P. Liu, Y. Xia, D. Rees, and W. Hu, “Design and stability criteria of
networked predictive control systems with random network delay in the
feedback channel,” IEEE Trans. Syst., Man, Cybern. C, Appl. Rev., vol. 37,
no. 2, pp. 173-184, Mar. 2007.

H. Gao and T. Chen, “Network-based H, output tracking control,” IEEE
Trans. Autom. Control, vol. 53, no. 3, pp. 655-667, Apr. 2008.

B. Xue, S. Li, and Q. Zhu, ““Moving horizon state estimation for networked
control systems with multiple packet dropouts,” IEEE Trans. Autom. Con-
trol, vol. 57, no. 9, pp. 2360-2366, Sep. 2012.

R. Lu, Y. Xu, and R. Zhang, “A new design of model predictive track-
ing control for networked control system under random packet loss and
uncertainties,” IEEE Trans. Ind. Electron., vol. 63, no. 11, pp. 6999-7007,
Nov. 2016.

B. Genge, P. Haller, and I. Kiss, “Cyber-security-aware network design of
industrial control systems,” IEEE Syst. J., vol. 11, no. 3, pp. 1373-1384,
Sep. 2017.

H. Zhang, P. Cheng, L. Shi, and J. Chen, “Optimal DoS attack scheduling
in wireless networked control system,” IEEE Trans. Control Syst. Technol.,
vol. 24, no. 3, pp. 843-852, May 2016.

N. Liu, J. Zhang, H. Zhang, and W. Liu, “Security assessment for
communication networks of power control systems using attack graph
and MCDM,” IEEE Trans. Power Del., vol. 25, no. 3, pp. 1492-1500,
Jul. 2010.

H. Yang and S. Yin, “Descriptor observers design for Markov jump
systems with simultaneous sensor and actuator faults,” IEEE Trans. Autom.
Control, vol. 64, no. 8, pp. 3370-3377, Aug. 2019.

Q. Jia, W. Chen, Y. Zhang, and H. Li, “Fault reconstruction and fault-
tolerant control via learning observers in Takagi—Sugeno fuzzy descriptor
systems with time delays,” IEEE Trans. Ind. Electron., vol. 62, no. 6,
pp. 3885-3895, Jun. 2015.

Z. Gao and S. X. Ding, “Fault estimation and fault-tolerant control
for descriptor systems via proportional, multiple-integral and derivative
observer design,” IET Control Theory Appl., vol. 1, no. 5, pp. 1208-1218,
Sep. 2007.

H. Yang, S. Yin, and O. Kaynak, “Neural network-based adaptive fault-
tolerant control for Markovian jump systems with nonlinearity and actu-
ator faults,” IEEE Trans. Syst., Man, Cybern., Syst., vol. 51, no. 6,
pp. 3687-3698, Jun. 2021.

H. Yang, S. Yin, H. Han, and H. Sun, “Sparse actuator and sensor
attacks reconstruction for linear cyber-physical systems with sliding mode
observer,” IEEE Trans. Ind. Informat., vol. 18, no. 6, pp. 3873-3884,
Jun. 2022, doi: 10.1109/T11.2021.3111221.

X. Lu, H. Wang, and M. Li, ““Kalman fixed-interval and fixed-lag smooth-
ing forwireless sensor systems with multiplicative noises,” in Proc. 24th
Control Decis. Conf., Chinese, May 2012, pp. 3023-3026.

A.S.Leong, S. Dey, and J. S. Evans, “On Kalman smoothing with random
packet loss,” IEEE Trans. Signal Process., vol. 56, no. 7, pp. 3346-3351,
Jul. 2008.

G. C. Goodwin and K. S. Sin, Adaptive Filtering Prediction and Control.
Englewood Cliffs, NJ, USA: Prentice-Hall, 1984.

T. Takagi and M. Sugeno, “Fuzzy identification of systems and its
applications to modeling and control,” IEEE Trans. Syst., Man, Cybern.,
vol. SMC-15, no. 1, pp. 116-132, Jan. 1985.

X. Zhang, Y. Wang, G. Zhu, X. Chen, Z. Li, C. Wang, and C.-Y. Su,
“Compound adaptive fuzzy quantized control for quadrotor and its exper-
imental verification,” IEEE Trans. Cybern., vol. 51, no. 3, pp. 1121-1133,
Mar. 2021, doi: 10.1109/TCYB.2020.2987811.

B.-S. Chen and C.-F. Wu, “Robust scheduling filter design for a class of
nonlinear stochastic Poisson signal systems,” IEEE Trans. Signal Process.,
vol. 63, no. 23, pp. 6245-6257, Dec. 2015.

P. E. Kloeden and R. A. Pearson, ‘“The numerical solution of stochastic
differential equations,” ANZIAM J., vol. 20, no. 1, pp. 8-12, Jun. 1977.
H. C. Sung, J. B. Park, and Y. H. Joo, “Robust control of observer-based
sampled-data systems: Digital redesign approach,” IET Control Theory
Appl., vol. 6, no. 12, pp. 1842-1850, Aug. 2012.

30321


http://dx.doi.org/10.1109/TII.2021.3111221
http://dx.doi.org/10.1109/TCYB.2020.2987811

IEEE Access

M.-Y. Lee et al.: Networked Security Observer-Based Reference Tracking Control of Stochastic Quadrotor UAV System

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

‘W. P. M. H. Heemels, K. H. Johansson, and P. Tabuada, ‘“‘An introduction to
event-triggered and self-triggered control,” in Proc. IEEE 51st IEEE Conf.
Decis. Control (CDC), Dec. 2012, pp. 3270-3285.

X. Luan, P. Shi, and F. Liu, “Stabilization of networked control sys-
tems with random delays,” IEEE Trans. Ind. Electron., vol. 58, no. 9,
pp. 4323-4330, Sep. 2011.

B.S.Chen, M. Y. Lee, and X. H. Chen, ““Security-enhanced filter design for
stochastic systems under malicious attack via smoothed signal model and
multiobjective Hy /Ho, estimation method,” IEEE Trans. Signal Process.,
vol. 68, pp. 4971-4986, 2020.

C.-S. Tseng, “Model reference output feedback fuzzy tracking control
design for nonlinear discrete-time systems with time-delay,” IEEE Trans.
Fuzzy Syst., vol. 14, no. 1, pp. 58-70, Feb. 2006.

B.-S. Chen, C.-P. Wang, and M.-Y. Lee, “‘Stochastic robust team tracking
control of multi-UAV networked system under Wiener and Poisson ran-
dom fluctuations,” IEEE Trans. Cybern., vol. 51, no. 12, pp. 5786-5799,
Dec. 2021, doi: 10.1109/TCYB.2019.2960104.

W. Zhang, L. Xie, and B. S. Chen, Stochastic Hy/H~, Control: A Nash
Game Approach. Boca Raton, FL, USA: CRC Press, 2017.

C.-S. Tseng and B.-S. Chen, “Robust fuzzy observer-based fuzzy control
design for nonlinear discrete-time systems with persistent bounded distur-
bances,” IEEE Trans. Fuzzy Syst., vol. 17, no. 3, pp. 711-723, Jun. 2009.
K. Tanaka, T. Ikeda, and H. O. Wang, “Robust stabilization of a class of
uncertain nonlinear systems via fuzzy control: Quadratic stabilizability,
Hy, control theory, and linear matrix inequalities,” IEEE Trans. Fuzzy
Syst., vol. 4, no. 1, pp. 1-13, Feb. 1996.

H. O. Wang, K. Tanaka, and M. F. Griffin, “’An approach to fuzzy control of
nonlinear systems: Stability and design issues,” IEEE Trans. Fuzzy Syst.,
vol. 4, no. 1, pp. 14-23, Feb. 1996.

J. Liang, Z. Wang, Y. Liu, and X. Liu, “Robust synchronization of an array
of coupled stochastic discrete-time delayed neural networks,” IEEE Trans.
Neural Netw., vol. 19, no. 11, pp. 1910-1921, Nov. 2008.

S. Boyd, L. E. Ghaoui, E. Feron, and V. Balakrishnan, Linear Matrix
Inequalities in System and Control Theory. Philadelphia, PA, USA: SIAM,
1994.

C.-S. Tseng, “Model reference output feedback fuzzy tracking control
design for nonlinear discrete-time systems with time-delay,” IEEE Trans.
Fuzzy Syst., vol. 14, no. 1, pp. 58-70, Feb. 2006.

MIN-YEN LEE received the B.S. degree in
bio-industrial mechatronics engineering from the
National Chung Hsing University, Taichung,
Taiwan, in 2014. He is currently pursuing the Ph.D.
degree with the Department of Electrical Engi-
neering, National Tsing Hua University, Hsinchu,
Taiwan. His current research interests include
robust control, fuzzy control, and non-linear
stochastic systems.

30322

HAN CHIU received the B.S. degree in inter-
disciplinary program of electrical engineering
and computer science and the M.S. degree
from the Department of Electrical Engineering,
National Tsing Hua University, Hsinchu, Taiwan,
in 2018 and 2020, respectively. He is currently
working at Mediatek.

BOR-SEN CHEN (Life Fellow, IEEE) received

the B.S. degree in electrical engineering from the

Tatung Institute of Technology, Taipei, Taiwan,

in 1970, the M.S. degree in geophysics from

J the National Central University, Taiwan, in 1973,

g and the Ph.D. degree in electrical engineering

- from the University of Southern California at

L | Los Angeles, Los Angeles, CA, USA, in 1982.

He has been a Lecturer, an Associate Professor,

and a Professor at the Tatung Institute of Technol-

ogy, from 1973 to 1987. He is currently the Tsing Hua Distinguished Chair

Professor of electrical engineering and computer science at the National

Tsing Hua University, Hsinchu, Taiwan. His current research interests

include control engineering, signal processing, and systems biology. He has

received the Distinguished Research Award from the National Science Coun-

cil of Taiwan four times. He is the National Chair Professor of the Ministry
of Education of Taiwan.

VOLUME 10, 2022


http://dx.doi.org/10.1109/TCYB.2019.2960104

