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ABSTRACT In this study, a robustH∞ networked security observer-based reference tracking control scheme
is proposed for the stochastic quadrotor unmanned aerial vehicle (UAV) system under malicious attacks on
the actuator and sensor of network control system (NCS). To reduce the computational burden on UAV
system, the UAV system is connected with a remote computing unit and the complicated tracking control
command can be calculated by remote computing unit. By using the novel discrete smoothed model, the
model of attack signals on actuator and sensor can be embedded in system state of UAV and thus the
attack signals as well as the quadrotor system state can be simultaneously estimated through a conventional
Luenberger observer. Further, the corruption of attack signals on state estimation of UAV is also avoided.
To eliminate the effect of unavailable external disturbance and intrinsic fluctuation during the reference
tracking control process, a robust H∞ networked security observer-based reference tracking control scheme
is introduced to attenuate their effects on the NCS of quadrotor UAV. By using the characteristic of convex
Lyapunov function, the design condition of robust H∞ networked security observer-based tracking control
is derived in terms of the nonlinear functional inequalities. Since the nonlinear functional inequalities are
not easy to be solved analytically or numerically, the Takagi-Sugeno (T-S) fuzzy interpolation technique
is employed to interpolate the nonlinear stochastic quadrotor NCS by a set of linear local systems via
fuzzy bases. In this case, the nonlinear functional inequalities can be converted to a set of linear matrix
inequalities (LMIs) which can be easily solved by the MATLAB LMI TOOLBOX. Simulation results
are provided to validate the effectiveness of the proposed method in comparison with conventional robust
observer-based T-S fuzzy tracking control scheme.

INDEX TERMS Network control system, security observer-based tracking control, linear matrix inequali-
ties, UAV reference tracking control, T-S fuzzy interpolation technique.

I. INTRODUCTION
In recent years, the unmanned aerial vehicle (UAV) has
attracted more attention from researchers due to its wide
utilization and convenience of use. Through these advan-
tages, UAV has extensive applications such as humanitarian
relief [1], topographic survey [2], and military reconnais-
sance [3]. To successfully complete the tasks mentioned
above, an UAV is required to track a desired trajectory.
Therein, the trajectory tracking control is a popular issue for
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the control of UAV’s flight [4], [5]. Among several types of
UAV, quadrotor UAV has the capability of vertical take-off
and landing (VTOL) [6]. Based on this maneuverability,
a quadrotor UAV can track more kinds of trajectories than
other types of UAV. Though quadrotor UAV hasmany appeal-
ing advantages in practical applications, the power consump-
tion of quadrotor UAV during the flight process is a critical
problem needed to be further considered. Clearly, highly
power consumption limits the flight distance and using time
of quadrotor UAV which may restrict its applications [7], [8].

Recently, along with the advance of communication tech-
niques, e.g., 5G and 6G in the future smart cities [9], [10],
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the control commands of physical plants do not calculate on
time by itself but by a remote computing unit throughwireless
network in future smart cities, e.g., network-based sampled
data control. In detail, network control system separates orig-
inal quadrotor UAV into two parts: local side (physical plant)
and remote side (computing unit). By departing the control
unit from physical systems, the weight burden and power
consumption can be efficiently decreased. Even the network-
based control scheme brings some advantages, it also gen-
erates several issues to be addressed. At first, due to the
uncertain quality of service (QoS) in wireless communica-
tion, it may cause the occurrence of packet dropout [11]– [15].
When the packet dropout happens, the signal can not be trans-
mitted through the wireless network channel and the receiver
will not access any signal [13]. On the other hand, if the signal
suffers the influence from network-induced delay, it can not
be transmitted to the receiver on time [15]. In these two cases,
the overall network-based system is delay-dependent and the
corresponding control issues aremore difficult than the delay-
free network.

On the other hand, due to the vigorous development of
network communication and its wide application in real
world, network security has become a significant issue and
has gained many interests of researchers and institutes. Even
multiple methods have been developed to maintain the safety
of network [16]– [18], malicious attack signals may enter
the network via security breach. These attacks will disturb
the transmission of signals in network channel, consequently
interfering the operation of whole network system. Since
these attacks are unavailable signals for the designer, the
effects of malicious attacks are hard to be eliminated. Con-
ventionally, to estimate these attack signals, the singular
descriptor-based observers are widely applied in the field of
fault estimation (FE) [19]– [21]. Other than the conventional
descriptor system for FE, some modified attack signal mod-
els are provided and it has several fruitful results, e.g., the
neural network based fault tolerant control (FTC) for Marko-
vian jumps system in [22] and FTC design with sliding-
mode observer for cyber-physicals systems in [23]. However,
due to the complicated algebraic equation constraints, these
descriptor-based observers are hard to be implemented for
most of practical applications.

In spite of malicious attacks, quadrotor UAV will also suf-
fer from unavailable external disturbances in physical plant,
e.g., a wind gust against the quadrotor UAV. Otherwise, the
continuous perturbation from the motors of quadrotor can be
described as a stochastic intrinsic fluctuation of the system.
These effects will degrade the performance of the system and
may lead to the instability of system. As a result, the tracking
control scheme should further consider the attenuation of
these effects to improve the tracking control performance of
the NCS of quadrotor UAV. To the best of authors’ knowl-
edge, the network control design for the quadrotor is still very
few. Besides, the effect of malicious attack signals on the
network is always neglected in the previous studies for the
simplicity of the design. Motivated by the above discussions,

the authors address on the estimation of malicious attack sig-
nals and the consequent attack–tolerant tracking control for
the stochastic network-based quadrotor UAV system under
cyber-attack and external disturbances.

In this study, the robust H∞ networked security observer-
based reference tracking control scheme is proposed to
guarantee that the networked control quadrotor UAV can
gradually approach to the desired attitude and reference path
under the influence of malicious attacks, external distur-
bances and intrinsic random perturbations. By introducing the
structure of network system, the stochastic dynamic model
of networked control quadrotor UAV is constructed. With the
help of discrete smoothed model, malicious attacks on actu-
ator and sensor of quadrotor UAV through network commu-
nication channels can be effectively described and embedded
in the augmented states of an augmented system consisted
of quadrotor model and smoothed models of attack signals.
Therefore, the attack signals and states of quadrotor can be
estimated by a conventional Luenberger observer. Then, the
estimated state variables and attack signals are used for the
networked security tracking control of stochastic NCS of
quadrotor UAV under cyber-attack. By utilizing the convex
Lyapunov function, the reference tracking control design is
transformed to equivalent nonlinear functional inequalities
problem. Since the nonlinear functional inequalities problem
for robust H∞ networked security reference tracking control
design problem is not easily to be solved, the Takagi-Sugeno
(T-S) fuzzy model [27] is utilized to approximate the non-
linear stochastic system of quadrotor by interpolating a set of
several linearized local systems. After applying the T-S fuzzy
model, theH∞ networked security reference tracking control
problem can be transformed to a linear matrix inequalities
(LMIs)-constrained problem, which can be efficiently solved
by the MATLAB LMI TOOLBOX. A simulation example
of a single UAV to track a upwards round-shape trajectory
is provided to validate the performance of proposed robust
H∞ networked security observer-based reference tracking
scheme. Further, the conventional T-S fuzzy observer-based
tracking control scheme is used for performance comparison.

The main contributions of this work are described as
follows:

1) A novel discrete smoothed model is utilized for mod-
eling unavailable cyber-attack signals on the network con-
trol system. As a result, through a conventional Luenberger
observer, the attack signals on NCS of quadrotor UAV can be
estimated with the system states simultaneously and thus the
networked security observer-based reference tracking control
scheme of quadrotor UAV NCS can be guaranteed.

2) A H∞ networked security observer-based tracking
control design is proposed for quadrotor NCS through the
estimated attack signals. In order to avoid solving highly
complicate nonlinear observer-based H∞ network reference
tracking control design problem of stochastic quadrotor NCS,
T-S fuzzy model is proposed to interpolate the nonlinear
stochastic UAV networked system via several local linearized
systems to simplify the design of controller and observer in
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the H∞ networked observer-based security tracking control
of quadrotor UAV system under cyber-attack and external dis-
turbance. We only need to solve a set of LMIs via MATLAB
LMI TOOLBOX to obtain fuzzy control gains and observer
gains of H∞ fuzzy networked security observer-based refer-
ence tracking control strategy of quadrotor UAV NCS.

The study is organized as follows. Preliminaries and
the problem formulation of the network observer-based
tracking control system of UAV under cyber-attack are
presented in Section II. In Section III, the stochastic H∞ net-
worked observer-based security tracking analysis is provided.
T-S fuzzy model is introduced to cope with the nonlinear
stochastic H∞ networked observer-based security tracking
control problem in Section IV. The stochastic robust H∞
fuzzy networked observer-based security tracking control
design scheme is also proposed in this section. A simulation
example of quadrotor UAV flighting along a reference path
under attack signals and external disturbances is given to
validate the effectiveness of the proposed robust H∞ fuzzy
networked security observer-based tracking control scheme
in Section V. The conclusion is made in Section VI.
Notation: AT : the transpose of matrix A; A ≥ 0(A > 0):

symmetric positive semi-definite (symmetric positive
definite) matrix A, respectively; In: the n-dimensional iden-
tity matrix; ‖x‖2: the Euclidean norm for the given vec-
tor x; l2F (R≥0,Rn) = {υ(k) : R≥0 → Rn

|

(E{
∑kf

k=0 υ
T (k)υ(k)})

1
2 < ∞}; E{·} : the expectation oper-

ator; diag(A,B) ,
[
A 0
0 B

]
;
[
A CT

C B

]
,

[
A CT

∗ B

]
, eig{A}

denotes the set of eigenvalues ofA; col[D] denotes the column
space of D.

II. SYSTEM DESCRIPTION AND PRELIMINARIES
A. DYNAMIC MODEL OF QUADROTOR UAV
In this study, for more practical applications, the position and
attitude of the quadrotor UAV are simultaneously considered
in the dynamic model. The position of the quadrotor UAV
is described by three coordinates (x, y, z) of its mass center
w.r.t an inertial frame associated with the unit vector basis
(ex , ey, ez) in Fig. 1. The attitude of the quadrotor is denoted
by three Euler angles (φ, θ, ψ). These three angles are roll
angle (−π2 < φ < π

2 ), pitch angle (−π2 < θ < π
2 ), and

yaw angle (−π < ψ < π) which define the orientation
vector of quadrotor w.r.t a body frame associated with the unit
vector basis (ebx , eby, ebz) as shown in Fig. 1. By Newton-
Euler method, the quadrotor UAV dynamic model in Fig. 1
can be represented as the following equations [28]:

Ẋ (t) = f (X (t))+ g(X (t))U (t)+ υ(t)

Y (t) = C(X (t))+ n(t) (1)

where X (t) = [x1(t), x2(t), y1(t), y2(t), z1(t), z2(t), φ1(t),
φ2(t), θ1(t), θ2(t), ψ1(t), ψ2(t)]T is the system state, x1(t),
y1(t), z1(t) ∈ R are the positions of the quadrotor UAV
in the inertial frame, x2(t), y2(t), z2(t) ∈ R are the
velocities of the quadrotor UAV in the inertial frame,

φ1(t), θ1(t), ψ1(t) ∈ R are the attitudes of the quadro-
tor UAV in the body frame and φ2(t), θ2(t), ψ2(t) ∈ R
are the angular velocities of the quadrotor UAV in the
body frame. U (t) = [F(t), τφ(t), τθ (t), τψ (t)]T is the con-
trol input of the system, F(t) ∈ R denotes total thrust
and τφ(t), τθ (t), τψ (t) ∈ R denote rotational torques of
Euler angles φ(t), θ(t), and ψ(t), respectively, υ(t) =
[0, υx(t), 0, υy(t), 0, υz(t), 0, υφ(t), 0, υθ (t), 0, υψ (t)]T is the
external disturbance of the system,C(X (t)) : Rn

→ Rm is the
nonlinear output matrix and n(t) is the measurement noise.
The system matrices in (1) are given as:

f (X (t))

= [x2(t),−
dx
m
x2(t), y2(t),−

dy
m
y2(t), z2(t),

− g−
dz
m
z2(t), φ2(t),

Jθ − Jψ
Jφ

θ2(t)ψ2(t)−
dφ
Jφ
φ2(t),

θ2(t),
Jψ − Jφ
Jθ

ψ2(t)φ2(t)−
dθ
Jθ
θ2(t),

ψ2(t),
Jφ − Jθ
Jψ

φ2(t)θ2(t)−
dψ
Jψ
ψ2(t)]T

g(X (t))

=



0 0 0 0
(cosφ1(t) sin θ1(t) cosψ1(t)

+ sinφ1(t) sinψ1(t))
1
m

0 0 0

0 0 0 0
(cosφ1(t) sin θ1(t) sinψ1(t)

− sinφ1(t) cosψ1(t))
1
m

0 0 0

0 0 0 0

cosφ1(t) cos θ1(t)
1
m

0 0 0

0 0 0 0

0
1
Jφ

0 0

0 0 0 0

0 0
1
Jθ

0

0 0 0 0

0 0 0
1
Jψ


where m ∈ R≥0 is the total mass of the quadrotor UAV, g ∈
R≥0 is the gravitational acceleration, Jφ, Jθ , Jψ ∈ R≥0 are
the moments of inertia of φ(t), θ(t), and ψ(t), respectively,
and dx , dy, dz, dφ, dθ , dψ ∈ R≥0 represent aerodynamic
damping coefficients of the quadrotor UAV.

In the real world, the quadrotor UAV will be disturbed
by not only external disturbances but also internal fluctua-
tions. To make the quadrotor UAV system more practical, the
Wiener process is used to formulate the internal random para-
metric fluctuations in the quadrotor UAV. Thus, the nonlinear
stochastic quadrotor UAV can be written as follows:

dX (t) = (f (X (t))+ g(X (t))U (t)+ υ(t))dt

+ σ (X (t))dW (t)

Y (t) = C(X (t))+ n(t) (2)
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FIGURE 1. Structure of quadrotor UAV.

whereW (t) denotes the 1-DWiener process and σ (X (t))dW (t)
denotes the nonlinear state-dependent parametric fluctua-
tions. The Wiener process W (t) is defined on the complete
filtered probability space (�,F , {Ft }t∈R≥0 ,P) where �

denotes the sample space, σ -field Ft is generated by Wiener
processW (s) for s < t , F = ∪t≥0Ft and P is the probability
measure [37]. It is assumed that the nonlinear functions
f (X (t)), g(X (t)) and σ (X (t)) are local-Lipschiz [37].

B. NETWORK CONTROL SYSTEM
Under the framework of network control system (NCS), the
quadrotor is controlled through a remote computing unit
(controller). The schematic of NCS of quadrotor UAV is
shown in Fig. 2. Through the sensor, output data of quadro-
tor UAV is sampled and transmitted to the observer on the
remote side. Then, the control commands are computed at
each computing unit and transmitted via wireless network
channel to zero-order holder (ZOH) at every sampling period.
ZOH will transmit the control commands to actuator and this
makes the control commands become a continuous control
signal within a sampling period. It is worth to point out that
the control signals stored in ZOH will be updated until new
control commands are received.

FIGURE 2. Structure of NCS of quadrotor UAV.

Based on the NCS framework in Fig. 2, the remote com-
puting unit only receives the plant information at each sam-
pling period. In this case, instead of using a continuous-time
observer, a discrete-time observer is more appealing to be
utilized to save the computation resource in the remote side.
However, due to the fact that the local UAV plant in (2)
is a continuous-time system and the observer is a discrete-
time system, it is almost impossible to simultaneously ana-
lyze the estimation performance of observer and tracking
performance of local UAV system in (2). In this situation,
the digital redesign [31] should be utilized to discretilize the
continuous plant for the simplicity of design. Nevertheless,
due to the stochastic Wiener process and nonlinearity system
characteristics in UAV system, it is impossible to obtain
the exact form of system matrices of the UAV system by
using conventional discretization method. As a result, the
Euler-Maruyama method in [30] is applied to discretilize
the UAV system and the nonlinear stochastic UAV dynamic
system can be approximately represented by the following
difference equation

X ((k + 1)h) = X (kh)+ h(f (X (kh))+ g(X (kh))U (kh)

+ υ(kh))+ σ (X (kh))1W (kh)

Y (kh) = C(X (kh))+ n(kh) (3)

where 1W (kh) = W ((k + 1)h) − W (kh) h > 0 is the
sampling period, Y (kh) denotes the sampled system output,
n(kh) denotes the measurement noise of Y (kh) by sensor.
Remark 1: Some properties of 1W (kh) are given as fol-

lows [41]:

E{1W (kh)} = 0, E{1W 2(kh)} = h
Remark 2: For the proposed NCS in (3), the control

scheme can be regarded as conventional time-trigger NCS
mechanism. Recently, some advanced NCS control mecha-
nisms have been proposed such as event-trigger NCS mecha-
nism or self-trigger NCS mechanism [32]. By applying these
advanced mechanisms, it can further improve the control
performance and save the limited communication resource.
At the same time, it also increases the analysis difficulty
during the controller/observer design.

For NCS, time-varying delay is an important issue that
needs to be considered. According to Fig. 2, there are uplink
and downlink networked communication channels in the net-
work control system. As signals transmit through these two
channels, signals may suffer influence from time-varying
delays. These delays can be represented as follows: τ1(k)
is the downlink delay from controller to ZOH and τ2(k) is
the uplink delay from sensor to observer. By taking these
two time-varying delays into consideration, the NCS-based
control system of quadrotor UAV can be formulated as [33]:

X ((k + 1)h) = X (kh)+ h(f (X (kh))+ g(X (kh))

×Up(kh)+ υ(kh))+ σ (X (kh))1W (kh)

Y (kh) = C(X (kh))+ n(kh)

Yp(kh)= (1−β(kh))Y (kh)+ β(kh)Y (kh−τ2(k)) (4)
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and

Up(kh) = (1− δ(kh))U (kh)+ δ(kh)U (kh− τ1(k)) (5)

From above equations, Yp(kh) denotes the signal of sys-
tem output which is received by the observer. Similarly,
Up(kh) is the signal of control command which is received by
ZOH. Both of them are transmitted through the wireless net-
work channel and may be influenced by time-varying delays.
To formulate the influence of delay effect, the occurrence
of time-varying delays is assumed to satisfy with Bernoulli
sequence. Thus, δ(kh) and β(kh) are Bernoulli processes as
follows: {

P {δ(kh) = 1} = E{δ(kh)} = δ̄
P {δ(kh) = 0} = 1− E{δ(kh)} = 1− δ̄{
P {β(kh) = 1} = E{β(kh)} = β̄
P {β(kh) = 0} = 1− E{β(kh)} = 1− β̄

where δ̄ > 0 and β̄ > 0 are the known probability of
time-varying delay occurring in the signal transmission from
controller to ZOH and sensor to observer through wireless
network channels, respectively.
Remark 3: As time-varying delay τ1(k) occurs, i.e.,

δ(kh) = 1, the control signal U (kh) can not be transmitted
on time. Since the quadrotor UAV can not be out of control,
the previously received control signal is used to compensate
the delayed control signal. If time-varying delay τ1(k) does
not occur, δ(kh) = 0, U (kh) can be transmitted through
the wireless network successfully and the system plant can
receive control command on time. According to the analysis
above, Up(kh) can be constructed in the form of (5). Similarly,
Yp(kh) has the same form in (4).
Assumption 1: In this study, the time-varying delays sat-

isfy the following boundary conditions:

d1mh ≤ τ1(k) ≤ d1Mh, d2mh ≤ τ2(k) ≤ d2Mh

where d1m, d1M , d2m, d2M are non-negative integers.
As signals transmitting in the wireless network channels,

there may exist some malicious attacks from attackers and it
tries to degrade the performance of NCS and even let NCS
become unstable. Thus, these attacks need to be considered
in NCS. In Fig. 2, two malicious attacks fa(kh) and fs(kh)
will influence on the reference tracking performance and
the state estimation of NCS of quadrotor UAV via wireless
network, respectively. In this situation, sensor and actuator
will receive wrong information from network channel and
may cause whole system not being controlled correctly. That
is, these malicious attacks can be equivalently regarded as
sensor fault and actuator fault in quadrotor UAV NCS. Then,
the malicious attacks should be considered in the security
control design of NCS and the NCS of quadrotor UAV should
be modified as:

X ((k + 1)h) = X (kh)+ h(f (X (kh))+ g(X (kh))

× (Up(kh)+ fa(kh))+ υ(kh))

+ σ (X (kh))1W (kh)

Y (kh) = C(X (kh))+ n(kh)+ D(X (kh))fs(kh)

Yp(kh) = (1− β(kh))Y (kh)+ β(kh)Y (kh− τ2(k))

(6)

where fa(kh) is the actuator attack signal, fs(kh) is the sensor
attack signal andD(X (kh)) is the effect matrix of sensor attack
signal fs(kh).
Remark 4: Since actuator attack signal fa(kh) disturbs the

transmission of control signal Up(kh) through the wireless
network channel, actuator will receive fa(kh) and U (kh)
simultaneously, i.e., the effect matrix of actuator attack signal
fa(kh) is the same as the input matrix g(X (kh)).
Assumption 2: The system state x(kh), malicious actuator

attack signal fa(kh),malicious sensor attack signal fs(kh) and
external disturbance υ(kh)) are assumed to be zero before the
tracking control process, i.e., x(kh) = 0, fa(kh) = 0, fs(kh) =
0 and υ(kh)) = 0, ∀k < 0.
Since the actuator attack fa(kh) and sensor attack fs(kh)

are unavailable signals, they can not be estimated by the
conventional estimator from the discrete stochastic NCS
in (6) directly. To simplify the attack signal estimation, the
discrete-time smoothed models of attack signals fa(kh) and
fs(kh) are constructed. By the discrete-time smoothed models
of attack signals fa(kh) and fs(kh), the conventional Luen-
berger observer can be designed to estimate system states and
attack signals simultaneously. Similar to [34], the discrete-
time smoothed model of actuator attack signal fa(kh) is pro-
posed as follows:

Fa((k + 1)h) = AfaFa(kh)+Mfaδa(kh) (7)

where Fa(kh) = [f Ta (kh), f Ta ((k − 1)h), . . . , f Ta ((k − d)h)]T ,
Mfa = [Ina , 0, . . . , 0]

T , δa(kh) = fa((k + 1)h) −∑d
i=0 aifa((k − i)h) denotes the extrapolation error of fa((k +

1)h), {ai}di=0 are the extrapolation coefficients and

Afa =



a0Ina a1Ina a2Ina · · · 0
Ina 0 · · · 0

0 Ina
. . . 0

...
. . .

...

0 · · · 0 Ina 0

 (8)

Similar to (7), the discrete-time smoothed model of sensor
attack signal fs(kh) can be described as follows:

Fs((k + 1)h) = AfsFs(kh)+Mfsδs(kh) (9)

where Fs(kh) = [f Ts (kh), f Ts ((k − 1)h), . . . , f Ts ((k − d)h)]T ,
Mfs = [Ins , 0, . . . , 0]

T , δs(kh) = fs((k+1)h)−
∑d

i=0 bifs((k−
i)h) denotes the extrapolation error of fs((k+1)h), {bi}di=0 are
the extrapolation coefficients and

Afs =



b0Ins b1Ins b2Ins · · · bd Ins
Ins 0 · · · 0

0 Ins
. . . 0

...
. . .

...

0 · · · 0 Ins 0

 (10)
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Remark 5: Since the attack signals {fa(kh), fs(kh)} are
unavailable and their characteristics are unknown, it is not
easy to update the extrapolation coefficients {ai, bi}di=0 of
{fa(kh), fs(kh)} by the conventional adaptive algorithm based
on the adaptive errors fa(kh) − f̂a(kh) and fs(kh) − f̂s(kh).
Based on the extrapolation method, one practical selection
of extrapolation parameters for two smoothed signal models
in (7) and (9) can be given as: (i)ai ≥ ai−1 ≥ 0, bi ≥ bi−1 ≥
0,∀i ∈ {1, · · · , d} (ii)

∑d
i=0 ai = 1 and

∑d
i=0 bi = 1. For

the first rule, it is expected that fa(kh) and fs(kh) are more
related to fa((k−1)h) and fs((k−1)h), respectively, and thus
the extrapolation parameters {ai, bi}di=0 should be chosen as
positive decreasing sequences. On the other side, to avoid
the over-extrapolation, the summation of these extrapolation
coefficients should be one.
Remark 6: The proposed smoothed signal models in (7)

and (9) are the modification conventional Kalman fix-laged
smoothed model [24], [25], in which the future signals are
the combination of current signals and extrapolation errors,
i.e., a0 = b0 = 1 and {ai = 0, bi = 0}di=1 in the (7)
and (9), respectively. To further use the lag information, the
modified smoothed signal models in (7) and (9) include the
extrapolation coefficients which can be selected by designer.
In this case, two-side information of actuator/sensor attack
signals can be utilized to achieve the better estimation of
actuator/sensor attack signals in (12). Further, the more
precise estimation F̂a(kh) and F̂s(kh) can be employed for
the observer-based reference tracking control to efficiently
eliminate the effect of attack signals by the proposed H∞
observer-based reference control strategy of UAV
Remark 7: In general, the selection of these extrapolation

parameters {ai, bi}di=0 is not unique and there exist several
adaptive parameter estimation methods (e.g., recursive least
squares filter [26]) to estimate these extrapolation coeffi-
cients. However, there exists some difficulties to be overcome.
At first, since the attack signals are unavailable, it is not easy
to update these extrapolation coefficients via their adaptive
estimation error for the conventional recursive algorithms.
Secondly, in the networked-based control structure, the feed-
back information by the parameter adaptive algorithm for
the UAV system of extrapolation coefficients will be delayed
and it will make the proposed H∞ network observer-based
reference control strategy become more difficult to design.
Moreover, it may destroy the performance of H∞ observer-
based reference control.

By combining (6), (7), and (9), we define the augmented
NCS of quadrotor UAV as X̄ (kh) = [XT (kh) FTa (kh)
FTs (kh)]

T and the corresponding augmented system state is
formulated as follows:

X̄ ((k + 1)h) = f̄ (X̄ (kh))+ ḡ(X̄ (kh))Up(kh)

+ Ḡῡ(kh)+ σ̄ (X̄ (kh))1W (kh)

Y (kh) = C̄(X̄ (kh))+ D̄ῡ(kh)

Yp(kh) = (1− β(kh))Y (kh)+ β(kh)Y (kh− τ2(k))

(11)

with the following system matrices:

f̄ (X̄ (kh)) =

X (kh)+ h(f (X (kh))+ g(X (kh))CfaFa(kh))AfaFa(kh)
AfsFs(kh)


ḡ(X̄ (kh)) = [gT (X (kh)) 0 0]T

Ḡ =

 hI12 0 0 0
0 0 Mfa 0
0 0 0 Mfs

,
ῡ(kh) =


υ(kh)
n(kh)
δa(kh)
δs(kh)


σ̄ (X̄ (kh)) = [σ T (X (kh)) 0 0]T , D̄ = [0 Im 0 0],

C̄(X̄ (kh)) = C(X (kh))+ D(X (kh))CfsFs(kh)

Cfa = [Ina 0 0 . . . 0],

Cfs = [Ins 0 0 . . . 0]

In general, due to the nonlinear system funtions in (11),
the observability of augmented system in (11) can not be
easily ensured. To faciliate the observer design in sequel, the
following assumption is made.
Assumption 3: The augmented quadrotor NCS in (11) is

observable.
Through the assumption above, the following nonlinear

Luenberger observer is employed to estimate the states of the
augmented system in (11):

ˆ̄X ((k + 1)h) = f̄ ( ˆ̄X (kh))+ ḡ( ˆ̄X (kh))U (kh)

+L( ˆ̄X (kh))(Yp(kh)− Ŷ (kh))

Ŷ (kh) = C̄( ˆ̄X (kh)) (12)

where ˆ̄X (kh) is the estimated state of augmented quadro-
tor NCS (11), Ŷ (kh) is estimated measurement output and
L( ˆ̄X (kh)) is the nonlinear observer gain. observer gain.
Remark 8: If we estimate quadrotor state X (kh) from

quadrotor NCS in (6), the attack signals fa(kh) and fs(kh) will
deteriorate the state estimation. While attack signals fa(kh)
and fs(kh) are embedded in the state of augmented system
in (11), we not only estimate X (kh), fa(kh) and fs(kh) simulta-
neously by the observer in (12) but also avoid the corruption
of attack signals fa(kh) and fs(kh) on state estimation. This is
the main merit of the proposed discrete-time smoothed model
of attack signals in (7) and (9).
Remark 9: Since the control command can be directly

calculated and transmitted to observer system in (12), the
control command U (kh) in observer system is delay-free.
However, due to the effect of networked induced delay in the
network communication link in Fig. 2, the control command
Up(kh) in the augmented NCS of quadrotor UAV in (11) is
delay-dependent. Similarly, the estimated measurement out-
put Ŷ (kh) is delay-free for the observer system in (12) and
the real measurement output Yp(kh) received by the observer
is delay-dependent.
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In real application, the quadrotor UAV is controlled to
track the desired path to complete some tasks. To generate
the desired tracking control trajectory, the reference tracking
model is used to generate desired reference state [35]:

Xr ((k + 1)h) = ArXr (kh)+ (I − Ar )r(kh) (13)

where Xr (kh) is the reference state to be tracked, Ar denotes
a specific stable matrix and r(kh) is the reference input.
Remark 10: At the steady state, Xr ((k+1)h) = Xr (kh) and

the reference model will become

(I − Ar )Xr (kh) = (I − Ar )r(kh)

If the eigenvalues of matrix Ar are all inside unit circle in the
z-complex domain, i.e., |z| < 1, the desired trajectory Xr (kh)
is equal to the reference input r(kh) at the steady state, i.e.,
Xr (kh) will approach to r(kh) at the steady state. Besides, Ar
specifies the transient characteristics of Xr (kh) to approach
the desired reference r(kh).

C. PROBLEM FORMULATION
In this study, the nonlinear Luenberger observer in (12) is
employed to estimate quadrotor states X (kh) as well as mali-
cious attacks fa(kh) and fs(kh) in (11). If quadrotor states and
malicious attack signals on actuator and sensor can be effec-
tively estimated, their effects on the system can be reduced
or even eliminated. On the other hand, in order to make the
quadrotor UAV track the desired trajectory and finish its task
efficiently, an observer-based tracking controller U (kh) =
K ( ˆ̄X (kh),Xr (kh)) based on ˆ̄X (kh) and Xr (kh) is needed. Since
there are some disturbances and measurement noises during
the flight of UAVwhich are unavoidable, the following robust
H∞ networked security observer-based reference tracking
control design strategy of stochastic quadrotor NCS is pro-
posed to effectively attenuate these undesired effects on the
tracking control performance below a prescribed disturbance
attenuation level ρ:

H∞(L( ˆ̄X (kh)),U (kh))

= sup
ῡ1(kh)
∈l2F [0,kf ]

E{
kf∑
k=0

[(X̄ (kh)− ˆ̄X (kh))TQ1(X̄ (kh)

−
ˆ̄X (kh))+ (X (kh)− Xr (kh))TQ2(X (kh)

−Xr (kh))]− V1(X̄ (0), ˆ̄X (0),Xr (0))}

E{
∑kf

k=0 ῡ
T
1 (kh)ῡ1(kh)}

≤ ρ (14)

where V1(X̄ (0), ˆ̄X (0),Xr (0)) denotes the effect of initial con-
dition of augmented system in (11) to be deduced on the
state estimation of the observed augmented system and the
tracking of reference system, Q1 ≥ 0 and Q2 ≥ 0 denote
the weighting matrix of the estimation error and the tracking
error, respectively, kf ∈ N denotes the terminal time, and
ῡ1(kh) = [ῡT (kh) rT (kh) ]T . If one could specify a track-
ing controller U (kh) and a nonlinear observer gain L( ˆ̄X (kh))
such that (14) holds, then the worst-case effect of external

disturbance ῡ1(kh) on the estimation error X̄ (kh)− ˆ̄X (kh) and
tracking errorX (kh)−Xr (kh) can be attenuated to a prescribed
disturbance attenuation level ρ from the viewpoint of energy.

III. H∞ NETWORKED SECURITY OBSERVER-BASED
REFERENCE TRACKING CONTROL DESIGN OF
QUADROTOR UAV NCS
In this section, the robust networked security observer-based
tracking control design for nonlinear quadrotor UAV NCS is
investigated. To begin with, we define the augmented state
estimation error vector as e(kh) = X̄ (kh) − ˆ̄X (kh) and the
corresponding dynamic of e(kh) can be derived as:

e((k + 1)h)

= f̄ (X̄ (kh))− f̄ (X̄ (kh)− e(kh))+ Ḡῡ(kh)

+ ḡ(X̄ (kh))(1− δ(kh))U (kh)

+ ḡ(X̄ (kh))δ(kh)U (kh− τ1(k))

− ḡ(X̄ (kh)− e(kh))U (kh)+ σ̄ (X̄ (kh))1W (kh)

−L(X̄ (kh)− e(kh))[(1− β(kh))(C̄(X̄ (kh))

+ D̄ῡ(kh))− C̄(X̄ (kh)− e(kh))]

−L(X̄ (kh)− e(kh))β(kh)(C̄(X̄ (kh− τ2(k)))

+ D̄ῡ(kh− τ2(k))) (15)

Next, since the augmented state X̄ (kh) includes X (kh),
Fa(kh) and Fs(kh), to be consistent in dimension, the refer-
ence tracking model in (13) should be extended as follows:

X̄r ((k + 1)h) = Ār X̄r (kh)+ B̄rr(kh) (16)

where X̄r (kh) = [XTr (kh) 0 0]
T , Ār = diag(Ar , 0, 0) and B̄r =

[(I − Ar )T 0 0]T .
Then, to simplify the design procedure of robust H∞

networked security observer-based tracking control design
in (14), the dynamic system in (11), estimation error dynamic
in (15) and the reference dynamic system in (16) are aug-
mented as

X̃ ((k + 1)h) = f̃ (X̃ (kh), kh)+ g̃(X̃ (kh), kh)U (kh)

+ g̃1(X̃ (kh), kh)U (kh− τ1(k))

+ õ1(X̃ (kh), kh)ῡ1(kh)

+ õ2(X̃ (kh), kh)ῡ1(kh− τ2(k))

+ σ̃ (X̃ (kh))1W (kh) (17)

where X̃ (kh) = [X̄T (kh) eT (kh) X̄Tr (kh)]
T with system matri-

ces

f̃ (X̃ (kh), kh) =

 f̄ (X̄ (kh))
f̃1(X̃ (kh), kh)
Ār X̄r (kh)

,
σ̃ (X̃ (kh)) = [σ̄ T (X̄ (kh)), σ̄ T (X̄ (kh)), 0]T

g̃(X̃ (kh), kh) = [((1− δ(kh)ḡT (X̄ (kh))), (1− δ(kh))

× ḡT (X̄ (kh))− ḡT (X̄ (kh)− e(kh)), 0]T

g̃1(X̃ (kh), kh) =

 δ(kh)ḡ(X̄ (kh))δ(kh)ḡ(X̄ (kh))
0

,
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õ1(X̃ (kh)) =


Ḡ 0

Ḡ− (1− β(kh))
×L(X̄ (kh)− e(kh))D̄

0

0 B̄r


õ2(X̃ (kh)) =

 0 0
−β(kh)L(X̄ (kh)− e(kh))D̄ 0

0 0


and f̃1(X̃ (kh), kh) = f̄ (X̄ (kh))− f̄ (X̄ (kh)−e(kh))−L(X̄ (kh)−
e(kh)) [(1−β(kh)) C̄(X̄ (kh))−C̄(X̄ (kh)−e(kh))]−L(X̄ (kh)−
e(kh))β(kh) C̄(X̄ (kh− τ2(k)).
Based on the augmented system (17), the robust H∞ net-

worked security observer-based reference tracking control
strategy can be rewritten as

H∞(L( ˆ̄X (kh)), Ū (kh))

= sup
ῡ1(kh)∈l2F [0,∞)

E

{
kf∑
k=0

(X̃T (kh)Q̃X̃ (kh))− V (X̃ (0)))

}

E

{
kf∑
k=0

ῡT1 (kh)ῡ1(kh)

}
≤ ρ (18)

where V (X̃ (0)) = V1(X̄ (0), ˆ̄X (0),Xr (0)) and

Q̃ =

 Q2 0 −Q2
0 Q1 0
−Q2 0 Q2


Based on the above analysis, the robust H∞ networked

security observer-based reference tracking control design
problem in (14) for the quadrotor NCS under attack signals
and external disturbances becomes how to specify U (kh)
and L( ˆ̄X (kh)) to achieve the robust H∞ stabilization problem
in (18) for the augmented system in (17) to simplify the
design procedure. On the other hand, if ῡ1(kh) is vanished
in (17), the following definition of mean square stability in
probability is given to address the stability criterion in (17)
Definition 1: The nonlinear stochastic augmented UAV

system in (17) satisfies the mean-square stability in proba-
bility if the following condition holds

E{X̃T (kh)X̃ (kh)} → 0, as k →∞ (19)
Due to the nonlinear system functions and the delayed

external disturbance ῡ1(kh−τ2(k)) with corresponding state-
dependent matrix õ2(X̃ (kh)), the robust tracking control
design is more difficult than the conventional case (e.g., the
linear system matrix with non-delay external disturbance).
Thus, the following assumption and definition are made to
facilitate the robust tracking control design in this study.
Assumption 4: The state trajectory of augmented system

X̃ (kh) in (17) lies in a compact domain 4, i.e., X̃ (kh) ∈ 4.
Definition 2: A function V (x) : Rn

→ R≥0 is convex
Lyapunov function if (i) V (·) ≥ 0 with V (0) = 0 (ii) V (αx +
(1− α)y) ≤ αV (x)+ (1− α)V (y), ∀α ∈ [0, 1], x, y ∈ Rn

With the help of the convex Lyapunov function V (·)
in above definition and Assumption 4, the design method

of robust H∞ networked security observer-based reference
tracking controller is given as follows:
Theorem 1: For the observer-based security tracking con-

trol design of quadrotor UAV in (11)–(13) or in the augmented
system in (17), if there exist observer gain L( ˆ̄X (kh)), tracking
controller U (kh), a prescribed disturbance attenuation level
ρ and convex Lyapunov function V (·) satisfying the following
nonlinear functional inequalities

αE{V (
1
α
(f̃ (X̃ (kh, kh))+ g̃(X̃ (kh), kh)U (kh)

+ g̃1(X̃ (kh), kh)U (kh− τ1(k))

+ σ̃ (X̃ (kh))1W (kh)))} − E{V (X̃ (kh))}

+E{X̃T (kh)Q̃X̃ (kh)} < 0 (20)

sup
31(kh)

(1− α)βE{V ( 1
1−α

1
β
31(kh))}

‖31(kh)‖2
≤

ρ

2γ1

31(kh) = õ1(X̃ (kh), kh)ῡ1(kh) (21)

sup
32(kh)

(1− α)(1− β)E{V ( 1
1−α

1
1−β32(kh)))}

‖32(kh)‖2
≤

ρ

2γ2

32(kh) = õ2(X̃ (kh), kh)ῡ1(kh− τ2(k)) (22)

{α, β} ∈ (0, 1), k = 0, 1, · · · , kf , where γ1 =

supX̃∈4 E{eig(õ
T
1 (X̃ (kh), kh)õ1(X̃ (kh), kh)) and γ2 =

supX̃∈4 E{eig(õ
T
2 (X̃ (kh), kh)õ2(X̃ (kh), kh))}, then the robust

H∞ networked security observer-based reference tracking
control strategy in (18) of quadrotor NCS is guaranteed
for a prescribed disturbance attenuation level ρ. Besides,
if the external disturbance ῡ1(kh) is vanished, the mean
square stability of X̃ (kh) is achieved, i.e., the mean square
state estimation error and mean square tracking error will
converge to 0 in probability.

Proof: Please refer to Appendix A. �
Due to the characteristics of discrete-time nonlinear system

and nonlinear Lyapunov function, the system characteristic
which includes deterministic parts and stochastic parts are
embedded in the Lyapunov function in (20). In this situa-
tion, it is not easy to decouple the deterministic parts and
the stochastic parts. Thus, it can be seen that the design
condition of Theorem 1 in (20) involves the increment of
Wiener process 1W (kh). In general, it is not easy to directly
find a convex Lyapunov function V (·) with the corresponding
observer gain L( ˆ̄X (kh)) and tracking controller Ū (kh) to meet
the design conditions in Theorem 1.
Remark 11: In general, due to the state-dependent nonlin-

ear matrices õ1(X̃ (kh), kh) and õ2(X̃ (kh), kh) w.r.t. the noise
terms in (17), it is not easy to decouple the noise terms and
its’ system matrices during the derivation. However, with
the utilization of Assumption 4, these time-varying nonlin-
ear matrices can be bounded by its’ operator norm. In this
case, the design conditions of robust H∞ networked security
observer-based reference tracking control strategy in (18) can
be derived in terms of nonlinear difference inequality problem
with operator constraints in (20)–(22).
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IV. T-S FUZZY H∞ OBSERVER-BASED SECURITY
REFERENCE TRACKING CONTROL FOR NONLINEAR
QUADROTOR UAV NCS UNDER CYBER-ATTACK
In general, the observer-based controller design of robust
H∞ networked security observer-based tracking control for
nonlinear stochastic quadrotor UAV NCS needs to solve
nonlinear functional inequalities in (20), which are not easy
to be solved. Therefore, the T-S fuzzy interpolation method
is introduced to represent the nonlinear stochastic NCS of
quadrotor UAV by the convex combination of a set of specific
local linearized systems [38]. By designing the observer-
based controller of each local system, the H∞ observer-
based security tracking controller of whole nonlinear NCS
of quadrotor UAV under cyber-attack can be constructed
by the combination of these T-S fuzzy local observer-based
controllers. To begin with, the ith T-S fuzzy rule of stochastic
quadrotor UAVNCS in (6) is described as follows [38]– [40]:

Plant Rule i :

If z1(kh) is Gi1 and, · · · , and zg(kh) is Gig,

Then

X ((k + 1)h) = X (kh)+ h[AiX (kh)+ Bi(Up(kh)

+ fa(kh))+ υ(kh)]+ EiX (kh)1W (kh)

Y (kh) = CiX (kh)+ n(kh)+ Difs(kh) (23)

where {zi(kh)}
g
i=1 are the premise variables, Giq denotes the

ith fuzzy set of the qth premise variable, for i = 1, . . . ,M
and q = 1, . . . , g, M is the number of fuzzy rules and g is
the number of premise variables. The local linearized matri-
ces {Ai,Bi,Ci,Di,Ei}Mi=1 are with appropriate dimensions.
By the defuzzification process, the overall T-S fuzzy NCS of
quadrotor UAV can be inferred as follows [38]:

X ((k + 1)h) =
M∑
i=1

hi(z(kh)){X (kh)+ h[AiX (kh)

+Bi(Up(kh)+ fa(kh))+ υ(kh)]

+EiX (kh) 1W (kh)} +1f (X (kh))

+1g(X (kh))Up(kh)+ fa(kh))

+1j(X (kh))1W (kh)

Y (kh) =
M∑
i=1

hi(z(kh))(CiX (kh)+ n(kh)+ Difs(kh))

+1C(X (kh))+1D(X (kh))fs(kh) (24)

where z(kh) = [z1(kh), . . . , zg(kh)], µi(z(kh)) =

5
g
q=1Giq(zq(kh)), hi(z(kh)) =

µi(z(kh))∑M
j=1 µj(z(kh))

, which satisfies

with 0 ≤ hi(z(kh)) ≤ 1 and
∑M

i=1 hi(z(kh)) = 1, with the
fuzzy approximation errors

1f (X (kh)) = {f (X (kh))−
∑M

i=1
hi(z(kh))AiX (kh)}h

1g(X (kh)) = {g(X (kh))−
∑M

i=1
hi(z(kh))Bi}h

1j(X (kh)) = σ (X (kh))−
∑M

i=1
hi(z(kh))EiX (kh)

1C(X (kh)) = C(X (kh))−
∑M

i=1
hi(z(kh))CiX (kh)

1D(X (kh)) = D(X (kh))−
∑M

i=1
hi(z(kh))Di

In order to estimate X (kh), fa(kh) and fs(kh) simultane-
ously, the dynamic models of cyber-attack signals in (7)
and (9) need to be augmented with T-S fuzzy NCS of quadro-
tor UAV in (24) as the following augmentedNCS of quadrotor
UAV:

X̄ ((k + 1)h) =
∑M

i=1
hi(z(kh))(ĀiX̄ (kh)+ B̄iUp(kh)

+ Ḡῡ(kh)+ ĒiX̄ (kh)1W (kh))+1f̄ (X̄ (kh))

+1ḡ1(X (kh))Up(kh)+1ḡ2(X̄ (kh))X̄ (kh)

+1j̄(X̄ (kh))1W (kh)

Y (kh) =
∑M

i=1
hi(z(kh))(C̄iX̄ (kh)+ D̄ῡ(kh))

+1D̄(X̄ (kh))X̄ (kh)+1C̄(X̄ (kh))

Yp(kh) = (1− β(k))Ȳ (kh)+ β(k)Ȳ (kh− τ2(k)) (25)

where X̄ (kh) = [XT (kh) FTa (kh) F
T
s (kh)]

T and ῡ(kh) =
[υT (kh) nT (kh) δTa (kh) δ

T
s (kh)]

T with the matrices

Āi =

 hAi + I12 hBiCfa 0
0 Afa 0
0 0 Afs

,
B̄i = [hBTi 0 0]T ,

1f̄ (X (kh)) = [1f T (X (kh)) 0 0]T ,

1ḡ1(X (kh)) = [1gT (X (kh)) 0 0]T

1j̄(X (kh)) = [1jT (X (kh)) 0 0]T ,

1ḡ2(X (kh)) =

 0 1g(X (kh))Cfa 0
0 0 0
0 0 0


and

1C̄(X̄ (kh)) = 1C(X (kh))

1D̄(X̄ (kh)) = [0 0 1D(X (kh))Cfs ]

C̄i =
[
Ci 0 DiCfs

]
, Ēi = diag{Ei, 0, 0},

D̄ =
[
0 Im 0 0

]
,

Ḡ =

 hI12 0 0 0
0 0 Mfa 0
0 0 0 Mfs


Before the further discussion, the following theorem is

proposed to address the observability of local linear system
in the augmented fuzzy system in (25):
Theorem 2: In the augmented NCS of quadrotor UAV

in (25), if (AFi ,C) is observable for each i, i.e.,

rank
[
zI12 − AFi

C

]
= 12, for z ∈ Z1, i = 1, · · · ,M

(26)

where AFi , I12 + hAi and the following conditions are
satisfied

eig{AFi } ∩ eig{Afa} = ∅,
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eig{AFi } ∩ eig{Afs} = ∅,

eig{Afa} ∩ eig{Afs} = ∅ (27)

col
[
−hBiCfa

0

]
∩ col

[
zI12−AFi

C

]
= ∅,

for z ∈ eig(Afa ) (28)

rank
[
zIna(d+1) − Afa
−hBiCfa

]
= na(d + 1),

for z ∈ Z1 (29)

rank
[
zIns(d+1) − Afs

DiCfs

]
= ns(d + 1),

for z ∈ Z1 (30)

where Z1 is the set that collects the complex number with
norm less than 1, then the ith local linearized system (Āi, C̄i)
is observable in the augmented NCS, for i = 1, · · · ,M.

Proof: Please refer to Appendix B. �
Then, in order to estimate the augmented NCS of quadrotor

UAV in (25), the ith fuzzy Luenberger observer rule is defined
as:

Observer Rule i :

If z1(kh) is Gi1, and · · · and, zp(kh) is Gig
ˆ̄X ((k + 1)h) = Āi ˆ̄X (kh)+ B̄iU (kh)

+ Li(Yp(kh)− Ŷp(kh))

Ŷ (kh) = C̄i ˆ̄X (kh) (31)

where Li is the fuzzy observer gain for i = 1, · · · ,M . Then,
the overall fuzzy observer can be represented as:

ˆ̄X ((k + 1)h) =
∑M

i=1
hi(z(kh))(Āi ˆ̄X (kh)+ B̄iU (kh)

+Li(Yp(kh)− Ŷp(kh)))

Ŷ (kh) =
∑M

i=1
hi(z(kh))(C̄i ˆ̄X (kh))

Ŷp(kh) = Ŷ (kh) (32)

According to above analysis, the observer-based fuzzy
controller of the nonlinear NCS of quadrotor UAV in (25) can
be inferred as follows:

Controller Rule i :

If z1(kh) is Gi1, and · · · and, zp(kh) is Gig

U (kh) = K1j
ˆ̄X (kh)+ K2j( ˆ̄X (kh)− X̄r (kh)) (33)

The overall fuzzy controller can be formulated as:

U (kh) =
∑M

j=1
hj(z(kh))(K1j

ˆ̄X (kh)

+K2j( ˆ̄X (kh)− X̄r (kh)))

Up(kh) = (1− δ(kh))U (kh)+ δ(kh)U (kh− τ1(k)) (34)

Then, the dynamic state X̄ (kh) of augmented NCS of
quadrotor UAV in (25) can be obtained as follows:

X̄ ((k + 1)h)

=

M∑
i,j,l=1

hi(z(kh))hj(z(kh))

× hl(z(kh− τ1(k))){ĀiX̄ (kh)

+ (1− δ(kh))B̄i(K1j
ˆ̄X (kh)

+K2j( ˆ̄X (kh)− X̄r (kh)))+ δ(kh)B̄i

× (K1l
ˆ̄X (kh− τ1(k)) + K2l( ˆ̄X (kh− τ1(k))

− X̄r (kh− τ1(k)))))+ Ḡῡ(kh)

+ ĒiX̄ (kh)1W (kh)]+1f̄ (X̄ (kh))

+1ḡ1(X (kh))[(1− δ(kh))(K1j
ˆ̄X (kh)+ K2j

× ( ˆ̄X (kh)− X̄r (kh)))+ δ(kh)(K1l
ˆ̄X (kh− τ1(k))

+K2l( ˆ̄X (kh− τ1(k))− X̄r (kh− τ1(k)))]

+1ḡ2(X̄ (kh))X̄ (kh)+1j̄(X̄ (kh))1W (kh)}

Also, the nonlinear estimation error system in (15) can be
rewritten as follows:

e((k + 1)h)

=

M∑
i,j,l,v=1

hi(z(kh))hj(z(kh))

× hl(z(kh− τ1(k)))hv(z(kh− τ2(k))){ĀiX̄ (kh)

− Āj ˆ̄X (kh)+ (1− δ(kh))B̄i(K1j
ˆ̄X (kh)

+K2j( ˆ̄X (kh)− X̄r (kh)))+ δ(kh)B̄i(K1l

×
ˆ̄X (kh− τ1(k)) + K2l( ˆ̄X (kh− τ1(k))

− X̄r (kh− τ1(k)))))− B̄j(K1j
ˆ̄X (kh)+ K2j( ˆ̄X (kh)

− X̄r (kh)))+ Ḡῡ(kh)+ ĒiX̄ (kh)1W (kh)]

+1f̄ (X̄ (kh))− Lj[(1− β(k))(C̄iX̄ (kh)+ D̄ῡ(kh))

+1D̄(X̄ (kh))X̄ (kh)+1C̄(X̄ (kh))+ β(k)

× (C̄vX̄ (kh− τ2(k))+ D̄ῡ(kh− τ2(k))

+1D̄(X̄ (kh− τ2(k)))X̄ (kh− τ2(k))

+1C̄(X̄ (kh− τ2(k)))− C̄j ˆ̄X (kh))]

+1ḡ1(X (kh))[(1− δ(kh))(K1j
ˆ̄X (kh)+ K2j( ˆ̄X (kh)

− X̄r (kh)))+ δ(kh)(K1l
ˆ̄X (kh− τ1(k))

+K2l( ˆ̄X (kh− τ1(k))− X̄r (kh− τ1(k)))]

+1ḡ2(X̄ (kh))X̄ (kh)+1j̄(X̄ (kh))1W (kh)}

Finally, the augmented fuzzy observer-based reference
tracking control system can be formulated as follows:

X̃ ((k + 1)h)

=

M∑
i,j,l,v=1

hi(z(kh))hl(z(kh− τ1(k)))

× hj(z(kh))hv(z(kh− τ2(k))){[Ãijlv,D + Ãijlv,R(kh)

+1g̃2(X̃ (kh))+1g̃1(X̃ (kh))(G̃ijlv,1,D
+ G̃ijlv,1,R(kh))+ (D̃x,ijlv,D + D̃x,ijlv,R(kh))

×1D̃(X̃ (kh))]X̃ (kh)+ [Ãd1ijlv,D + Ã
d1
ijlv,R(kh)
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+1g̃1(X̃ (kh))(G̃ijlv,2,D + G̃ijlv,2,R(kh))]

× X̃ ((kh− τ1(k))+ [Ãd2ijlv,D + Ã
d2
ijlv,R(kh)

+ (D̃d2x,ijlv,D + D̃
d2
x,ijlv,R(kh))1D̃(X̃ (kh− τ2(k)))]

× X̃ (kh− τ2(k))+ (D̃ijlv,D + D̃ijlv,R(kh))ῡ1(kh)

+ (D̃d2ijlv,D + D̃
d2
ijlv,R(kh))ῡ1(kh− τ2(k))+1f̃ (X̃ (kh))

+ (C̃j,D + C̃j,R(kh))1C̃(X̃ (kh))

+ (C̃d
j,D + C̃

d
j,R(kh))1C̃(X̃ (kh− τ2(k))

+ ẼijlvX̃ (kh)1W (kh)+1j̃(X̃ (kh))1W (kh)} (35)

where X̃ (kh) =
[
X̄T (kh) eT (kh) X̄Tr (kh)

]T and ῡ1(kh) =
[ῡT (kh) rT (kh)]T . The system matrices in (35) are given as
follows:

Ãijlv,D =

 Ã
1
ijlv,D −(1− δ̄)B̄iK̄j −(1− δ̄)B̄iK2j

Ã2ijlv,D Ã3ijlv,D Ã4ijlv,D
0 0 Ār


Ã1ijlv,D = Āi + (1− δ̄)B̄iK̄j,

Ã2ijlv,D = ((1− δ̄)B̄i − B̄j)K̄j

−Lj((1− β̄)C̄i − C̄j)+ Āi − Āj
Ã3ijlv,D = Āj − LjC̄j − ((1− δ̄)B̄i − B̄j)K̄j

Ã4ijlv,D = −((1− δ̄)B̄i − B̄j)K2j

Ãijlv,R(kh) =

 Ã
1
ijlv,R(kh) δ̃(kh)B̄iK̄j δ̃(kh)B̄iK2j

Ã2ijlv,R(kh) Ã3ijlv,R(kh) Ã4ijlv,R(kh)
0 0 0


Ã1ijlv,R(kh) = −δ̃(kh)B̄iK̄j

Ã2ijlv,R(kh) = −δ̃(kh)B̄iK̄j + β̃(kh)LjC̄i

Ã3ijlv,R(kh) = δ̃(kh)B̄iK̄j

Ã4ijlv,R(kh) = δ̃(kh)B̄iK2j

Ẽijlv =

 Ēi 0 0
Ēi 0 0
0 0 0

 , K̄j = (K1j + K2j)

Ãd1ijlv,D = δ̄

 B̄iK̄l −B̄iK̄l −B̄iK2l
B̄iK̄l −B̄iK̄l −B̄iK2l
0 0 0


Ãd1ijlv,R(kh) = δ̃(kh)

 B̄iK̄l −B̄iK̄l −B̄iK2l
B̄iK̄l −B̄iK̄l −B̄iK2l
0 0 0


Ãd2ijlv,D =

 0 0 0
−β̄LjC̄v 0 0

0 0 0


Ãd2ijlv,R(kh) =

 0 0 0
−β̃(kh)LjC̄v 0 0

0 0 0


δ̃(kh) = δ(kh)− δ̄, β̃(kh) = β(kh)− β̄

G̃ijlv,2,D = δ̄

 K̄l −K̄l −K2l
K̄l −K̄l −K2l
0 0 0



G̃ijlv,2,R(kh) = δ̃(kh)

 K̄l −K̄l −K2l
K̄l −K̄l −K2l
0 0 0


1g̃2(X̃ (kh)) =

1ḡ2(X̄ (kh)) 0 0
1ḡ2(X̄ (kh)) 0 0

0 0 0


D̃d2ijlv,D =

 0 0
−β̄LiD̄ 0

0 0


D̃d2ijlv,R(kh) =

 0 0
−β̃(kh)LiD̄ 0

0 0


1D̃(X̃ (kh)) =

 0 0 0
1D̄(X̄ (kh) 0 0

0 0 0


D̃ijlv,D =

 Ḡ 0
Ḡ− (1− β̄)LjD̄ 0

0 B̄r


D̃ijlv,R(kh) =

 0 0
β̃(kh)LjD̄ 0

0 0


G̃ijlv,1,D = (1− δ̄)

 K̄j −K̄j −K2j
K̄j −K̄j −K2j
0 0 0


G̃ijlv,1,R(kh) = δ̃(kh)

−K̄j K̄j K2j
−K̄j K̄j K2j
0 0 0


D̃x,ijlv,D = diag{0,−(1− β̄)Lj, 0}

D̃x,ijlv,R(kh) = diag{0, β̃(k))Lj, 0}

D̃d2x,ijlv,D = diag{0,−β̄Lj, 0}

D̃d2x,ijlv,R(kh) = diag{0,−β̃(k)Lj, 0}

1g̃1(X̃ (kh)) = diag{1ḡ1(X (kh)),1ḡ1(X (kh)), 0}

1f̃ (X̃ (kh)) = [1f̄ T (X̄ (kh)),1f̄ T (X̄ (kh)), 0]T

1C̃(X̃ (kh)) = [0,1C̄T (X̄ (kh)), 0]T ,

C̃j,D = diag{0,−(1− β̄)Lj, 0}

C̃j,R(kh) = diag{0, β̃(k))Lj, 0}

C̃d
j,D = diag{0,−β̄Lj, 0},

C̃d
j,R(kh) = diag{0,−β̃(k)Lj, 0},

1j̃(X̃ (kh)) = [1j̄T (X̄ (kh)),1j̄T (X̄ (kh)), 0]T

Before the further discussion, the following assumption is
made to deal with the fuzzy approximation error:
Assumption 5: There exists some scalars {εi ≥ 0}6i=1 such

that the fuzzy approximation errors are bounded as follows∥∥∥1f̃ (X̃ (kh))∥∥∥
2
≤ ε1

∥∥∥X̃ (kh)∥∥∥
2
,

∥∥∥1g̃1(X̃ (kh))∥∥∥
2
≤ ε2,∥∥∥1g̃2(X̃ (kh))∥∥∥

2
≤ ε3,

∥∥∥1C̃(X̃ (kh))∥∥∥
2
≤ ε4

∥∥∥X̃ (kh)∥∥∥
2∥∥∥1D̃(X̃ (kh)∥∥∥

2
≤ ε5,

∥∥∥1j̃(X̃ (kh))∥∥∥
2
≤ ε6

∥∥∥X̃ (kh)∥∥∥
2
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Besides, the following Lemmas are introduced to facilitate
the design procedure:
Lemma 1 [42]: For any matrix X and Y with appropriate

dimensions, the following inequality holds:

XTY + Y TX ≤ XTP−1X + Y TPY

where P is any positive definite symmetric matrix.
Lemma 2 [29]: Given a set of matrices {Ai}ni=1 with appro-

priate dimension, a positive matrix P and a set of series
{αi ≥ 0}ni=1 with

∑n
i=1 αi = 1, the following inequality holds:

n∑
i,j=1

αiαjATi PAj ≤
n∑
i=1

αiATi PAi

By using the above two Lemmas, the main theorem is
proposed as follows:
Theorem 3: Given a set of scalars {2i ∈ R+}8i=1, 2P and

ρ > 0, if there exist fuzzy controller gains {K1j,K2j}
M
j=1,

fuzzy observer gains {Li}Mi=1, positive definite matri-
ces W , {Mi}

8
i=1, {Nijlv,1,Nijlv,2,Oijlv,1,Oijlv,2,Y1,ijlv,Y2,ijlv,

Y3,ijlv, Si > 0}Mi,j,l,v=1 such that the following LMIs hold: 3̃∗ijlv 5̃T
ijlv 4̃T

ijlv
∗ −W̃1 0
∗ ∗ −W̃2

 ≤ 0 (36)

[
M1 D̃Tx,ijlv,E
∗ W

]
≥ 0,[

M2 (D̃d2ijlv,E )
T

∗ W

]
≥ 0[

M3 C̃T
j,E

∗ W

]
≥ 0,[

M4 (C̃d
j,E )

T

∗ W

]
≥ 0,[

2PI I
∗ W

]
≥ 0,

M1 ≤ 21I , M2 ≤ 22I , M3 ≤ 23I , M4 ≤ 24I ,

(37)[
M5 D̃Tx,ijlv,D
∗ W

]
≥ 0,[

M6 (D̃d2ijlv,D)
T

∗ W

]
≥ 0,[

M7 C̃T
i,D

∗ W

]
≥ 0,[

M8 (C̃d
i,D)

T

∗ W

]
≥ 0,

M5 ≤ 25I , M6 ≤ 26I , M7 ≤ 27I , M8 ≤ 28I ,

(38)
Y1,ijlv G̃Tijlv,1,D G̃Tijlv,1,E

∗
1

162Pε
2
2

I 0

∗ ∗
1

122Pε
2
2

I

 > 0


Y2,ijlv G̃Tijlv,2,D G̃Tijlv,2,E

∗
1

162Pε
2
2

I 0

∗ ∗
1

122Pε
2
2

I

 > 0

 Y3,ijlv ẼTijlv

∗
1
2h
W

 > 0 (39)

where

3̃∗ijlv =

[
3̃∗ijlv,I 3̃ijlv,II

∗ 3̃∗ijlv,III

]
,

3̃∗ijlv,I =

 3̃∗ijlv,1 3̃ijlv,8 3̃ijlv,9

∗ 3̃∗ijlv,2 0
∗ ∗ 3̃ijlv,3


3̃ijlv,II =

 0 0 3̃ijlv,10 3̃ijlv,11

0 0 3̃ijlv,12 0
0 0 0 3̃ijlv,13


3̃∗ijlv,III = diag{3̃ijlv,4, 3̃ijlv,5, 3̃

∗

ijlv,6, 3̃
∗

ijlv,7}

5̃ijlv = diag{5ijlv, I , I }, 5ijlv =
√
10diag

×{Ãijlv,E , Ã
d1
ijlv,E , Ã

d2
ijlv,E , D̃ijlv,E , D̃

d2
ijlv,E }

4̃ijlv = diag{4ijlv, I , I }

4ijlv = [Ãijlv,D Ã
d1
ijlv,D Ã

d2
ijlv,D D̃ijlv,D D̃

d2
ijlv,D]

W̃1 = diag{W ,W ,W ,W ,W ,W ,W },

W̃2 = diag{
1
2
W ,W ,W }

3̃∗ijlv,1 = 16(2Pε
2
1 +25ε

2
5 +2Pε

2
3 +27ε

2
4 )I

+Y1,ijlv + 12((21ε
2
5 +23ε

2
4 )I )+ Y3,ijlv

+ 2hε262PI + Q̃+ S2 + S1 − 2I +W

− 2Nijlv,1 − 2Nijlv,2 + (d1M − d1m + 1)S3
+ (d2M − d2m + 1)S4

3̃∗ijlv,2 = Y2,ijlv − S1,

3ijlv,3 = 16(26ε
2
5 +28ε

2
4 )I

+ 12(22ε
2
5 +24ε

2
4 )I )− S2

3ijlv,4 = −
ρ

2
I , 3ijlv,5 = −

ρ

2
I ,

3̃∗ijlv,6 = 2(−2I +W )− 2Oijlv,1,

3̃∗ijlv,7 = 2(−2I +W )− 2Oijlv,2

3̃ijlv,8 = NT
ijlv,1, 3̃ijlv,9 = NT

ijlv,2

3̃ijlv,10 = Oijlv,1 + NT
ijlv,1

3̃ijlv,11 = Oijlv,2 + NT
ijlv,2

3̃ijlv,12 = −Oijlv,1, 3̃ijlv,13 = −Oijlv,2
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with the following matrices

Ãijlv,E =


−δ∗B̄iK̄j δ∗B̄iK̄j δ∗B̄iK2j

−δ∗B̄iK̄j
+β∗LjC̄i

δ∗B̄iK̄j δ∗B̄iK2j

0 0 0


Ãd1ijlv,E = δ

∗

 B̄iK̄j −B̄iK̄j −B̄iK2j

B̄iK̄j −B̄iK̄j −B̄iK2j
0 0 0


Ãd2ijlv,E =

 0 0 0
−β∗LjC̄l 0 0

0 0 0


G̃ijlv,2,E = δ∗

 K̄j −K̄j −K2j
K̄j −K̄j −K2j
0 0 0


D̃d2ijlv,E =

 0 0
−β∗LjD̄ 0

0 0

 D̃ijlv,E =

 0 0
β∗LjD̄ 0

0 0


G̃ijlv,1,E = δ∗

−K̄j K̄j K2j
−K̄j K̄j K2j
0 0 0


D̃x,ijlv,E = diag{0, β∗Lj, 0},

D̃d2x,ijlv,E = diag{0,−β∗Lj, 0}

C̃j,E = diag{0, β∗Lj, 0}, C̃d
j,E = diag{0,−β∗Lj, 0}

δ∗ =

√
δ̄(1− δ̄), β∗ =

√
β̄(1− β̄),

for i, j, l, v = 1, · · · ,M , then the H∞ stochastic fuzzy
security observer-based reference tracking control strategy
in (14) is achieved with the disturbance attenuation level ρ.
Besides, if the external disturbance ῡ1(kh) is vanished, the
mean square stability of X̃ (kh) in (35) is achieved, i.e., the
mean square state estimation error and mean square tracking
error will converge to 0 in probability.

Proof: Please refer to Appendix C. �
According to the analysis above, the design procedure

of H∞ fuzzy networked security observer-based reference
tracking control of quadrotor NCS is given as follows:
Step 1: Select fuzzy plant rules and membership function

for nonlinear system in (24).
Step 2: Select the extrapolation coefficients {ai, bi}di=0,

in (8) and (10) to construct dynamic smoothed models of (7)
and (9) of malicious attacks fa(kh) and fs(kh), respectively.
Step 3: Select probabilities δ̄, β̄ and boundaries of

time-varying delays d1M , d1m, d2M , d2m for NCS.
Step 4: Select the weighting matrices Q1,Q2 and distur-

bance attenuation level ρ for robust H∞ networked security
observer-based reference tracking strategy in (14).
Step 5: Select the boundary parameters {2i > 0}8i=1 and

2P, and calculate the fuzzy approximation errors {εi ≥ 0}6i=1
Step 6: Solve the LMIs in (36)-(39) to obtain W > 0,
{Mi}

8
i=1, {Nijlv,1, Nijlv,2, Oijlv,1, Oijlv,1, Y1,ijlv, Y2,ijlv,

Y3,ijlv}Mi,j,l,v=1, controller gains {K1j,K2j}
M
j=1, observer gain

{Li} and {Si > 0}4i=1. Then, construct the fuzzy observer
in (32) and construct the fuzzy controller in (34).

V. SIMULATION RESULTS
In this section, to validate the effectiveness of proposed robust
H∞ security observer-based reference tracking controller of
stochastic quadrotor NCS under cyber-attack and external
disturbances, a simulation example of a quadrotor NCS under
cyber-attack and disturbances is given for the illustration of
design procedure and validation of the desired tracking per-
formance. On the other hand, the conventional discrete-time
robust H∞ observer-based tracking control scheme in [43] is
also provided for the performance comparison.

The physical model of quadrotor UAV is illustrated in (1)
and the specific simulation parameters of quadrotor UAV are
given as [36]:

m = 2 (kg), g = 9.8 (m/s2), Jx = Jy = 1.25 (Ns2/rad)

Jz = 2.2 (Ns2/rad), dx = dy = dz = 0.01 (Ns/m)

dφ = dθ = dψ = 0.01 (Ns/m)

For the desired reference tracking trajectory in this simu-
lation, the quadrotor is asked to track a spiral trajectory with
constant velocity on the z-axis. As a result, the position of
reference input r(kh) in (13) is specified as follows:

xd = 5 sin(0.3kh), yd = 5 cos(0.3kh), zd = 0.5kh+ 1

(40)

where h = 0.01 denotes the sampling period.
In general, for a real quadrotor system, the attitude of

quadrotor is closely related to the corresponding position
trajectory. Hence, according to the desired position trajectory
in (40), the attitude of reference signal r(kh) in (13) is given
as:

φd = sin−1
(

m
F(kh)

(ẍd sinψd − ÿd cosψd )
)
,

θd = tan−1
(

1
z̈d + g

(ẍd cosψd + ÿd sinψd )
)
,

ψd = 0.5π

where ẍd , ÿd , z̈d are double derivative of xd , yd , zd , respec-
tively, which mean the reference of acceleration.

The matrix Ar in the reference tracking model in (13) is
specified as:

Ar = 0.05I12

From the network point of view, the observation on posi-
tion will suffer the influence from sensor attack fs(kh) through
the wireless communication channels. On the other hand,
actuator attack signal fa(kh) will be transmitted into the actu-
ator with control commands to corrupt the system plant of
quadrotor. Thus, the effect matrix of sensor attack D(X (kh))
and measurement output matrix C(X (kh)) in (6) are given as:

C(X (kh)) = [x1(kh), x3(kh), x5(kh), . . . . . .

x7(kh) , x9(kh), x11(kh)]T
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D(X (kh)) = [5 5 5 0.5 0.5 0.5]T

and the sensor attack signal and actuator attack signal are
given as

fs(kh) =



0.1 sin(5kh), kh ∈ [0, 10)
0.1 sin(5kh)+ 0.07, kh ∈ [10, 20)
0.1 sin(5kh)− 0.07, kh ∈ [20, 25)
0.1 sin(5kh), kh ∈ [25, 30)
0.2 sin(5kh), kh ∈ [30, 60]

fa(kh) = [fa,1(kh), fa,2(kh), fa,3(kh), fa,4(kh)]T

fa,1(kh) =


15, for kh ∈ (13, 18]
22.5, for kh ∈ (30, 35]
0, o.w.

fa,2(kh) = fa,3(kh) = 10−3N (0, 0.01)

fa,4(kh) = 10−4N (0, 0.01)

For the first actuator attack signal, it will provide additional
forces on the change of x2(kh), y2(kh) and z2(kh) within the
specified time interval during the flight process. Also, three
actuator attack signals {fa,2(kh), fa,3(kh), fa,4(kh)} are used to
describe the random noise on three torques. Due to the limita-
tion of torque forces {τ1(kh), τ2(kh), τ2(kh)}, the amplitudes
of these attack signals are chosen as reasonable values. On the
other hand, for the sensor attack signal, it causes oscillation
effect on sensor and makes the estimation of UAV become
much harder. Besides, the stochastic term σ (X (kh)) = 0.05[0
x2(kh) 0 x4(kh) 0 x6(kh) 0 0 0 0 0 0]T is formulated to describe
the effect of time-varying air viscosity on three velocities.

To construct the fuzzy system in (24), the observer state
variables z2, φ1, φ2, θ1, θ2 are selected as premise variables
and the operation points of premise variables are given as
follows:

z1op,2 = 0.499, z2op,2 = 9.8, φ1op,1 = −0.05, φ
2
op,1 = 0.05

φ1op,2 = −0.015, φ2op,2 = 0.015, θ1op,1 = −0.05,

θ2op,1 = 0.05, θ1op,2 = −0.015, θ
2
op,2 = 0.015

On the basis of the design procedure in the end of
Section IV, some matrices and variables should be deter-
mined. First, the extrapolation coefficients of sensor attack
signal fs(kh) and actuator attack signal fa(kh) are selected as
follows:

a1 = 0.9, a2 = 0.06, a3 = 0.03, a4 = 0.01

b1 = 0.96, b2 = 0.02, b3 = 0.01, b4 = 0.01

Next, the occurrence probabilities of time-varying delays
on two wireless network channels are assumed to be δ̄ =
β̄ = 0.05 and the boundaries of two time-varying delays are
assumed to be d1M = d2M = 0.02, d1m = d2m = 0.
The initial states of quadrotor UAVNCS and its estimation

in the simulation are assumed to be

X̄ (0) = [0.5 1.44 4.9 0.025 2 0.5 0 0

− 0.04 0 0.5π 0 0 0 0 0 0 0 0 0]T

ˆ̄X (0) = [0.5 0 4.9 0 2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0]T

and the weighting matrices in (18) are selected as follows:

Q1 = 10−4diag{3I6, 10I6, 6I8},

Q2 = 10−4diag{I12, 08×8}

The fuzzy approximation errors and boundary parameters
{2i > 0}8i=1,2P are selected as follows:

ε1 = 0.05, ε2 = 0.08, ε3 = 0.05

ε4 = ε5 = ε6 = 0, {2i = 1}8i=1, 2P = 10

The quadrotor UAV NCS may suffer interferences such as
external disturbance υ(kh) on system plant and measurement
noise n(kh) on measurement output. Hence, in this study, the
external disturbance is set as υ(kh) = 0.01[0 sin(kh) 0 sin(kh)
0 sin(kh) 0 0.01 cos(kh) 0 0.01 cos(kh) 0 0.01 cos(kh)]T and
measurement noise n(kh) is assumed to be zero mean white
noise with unit variance. Since the values of angular velocity
of quadrotor UAV are very small, the external disturbances
of angular velocity are also given with some very small
values. By solving the LMIs in Theorem 3with the prescribed
disturbance attenuation level ρ = 10, we can obtain the
corresponding fuzzy tracking controller gains {K1j,K2j}

32
j=1

and observer gain {Li}32i=1.
The simulation results are shown in Figs. 3-10. Fig. 3

shows the malicious attack signals fs(kh) and fa(kh) = [
fa,1(kh) fa,2(kh) fa,3(kh) fa,4(kh)]T on the quadrotor NCS and
their estimation. From Fig. 3, by the effect of the quadrotor’s
transient state response due to the initial condition, the esti-
mation of first actuator attack signal fa,1(kh) also has a large
transient response. After that, the malicious attack signals
fs(kh) and fa,1(kh) can be estimated quite well by the pro-
posed H∞ fuzzy security Luenberger observer. Also, while
these two attack signals have suddenly jumps, they cause
some fluctuation on the estimation. After that, the changed
attack signals can be estimated well, e.g., the sensor attack
signal jumps at 20s and can be estimated precisely by the
proposed observer. Since the malicious attack signals fs(kh)

FIGURE 3. Malicious attack signals and their estimations.
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FIGURE 4. The space diagram of the desired flighting trajectory of
quadrotor UAV and the 3-D trajectory by the proposed H∞ fuzzy
networked security observer-based reference tracking control method in
comparison with the robust H∞ fuzzy observer-based tracking control
scheme in [43].

FIGURE 5. The position/velocity trajectory of quadrotor UAV by the
proposed H∞ fuzzy networked security observer-based reference
tracking control method compared with the robust H∞ fuzzy
observer-based tracking control scheme in [43].

and fa,1(kh) are estimated together in the augmented system
in (11), their effects may impact with each other. For exam-
ple, the estimated signal fa,1(kh) oscillates due to the high
frequency signal fs(kh). By the fact that fs(kh) corrupts Yp(kh)
in (12) directly, Yp(kh) could influence on the estimated signal
f̂a,1(kh) indirectly, which can be seen from the structure of
Luenberger observer in (12) or (32). Besides, since three actu-
ator attack signals {fa,2(kh), fa,3(kh), fa,4(kh)} are selected as
Gaussian white noises, the corresponding estimations can
not be done due to its’ strong randomness. However, by the
proposed H∞ fuzzy networked security reference tracking
control strategy in (14), these effects of δa(kh) and δs(kh) in
v̄1(kh) on the tracking can be passively attenuated during the
reference tracking control process.

FIGURE 6. The attitude/angular velocity trajectory of quadrotor UAV by
the proposed H∞ fuzzy networked security observer-based reference
tracking control method compared with the robust H∞ fuzzy
observer-based tracking control scheme in [43].

FIGURE 7. Estimation errors of the position/velocity of quadrotor UAV by
the proposed H∞ fuzzy networked security observer-based reference
tracking control method compared with the robust H∞ fuzzy
observer-based tracking control scheme in [43].

Fig. 4 is the 3-D plot of the flight trajectory and desired
trajectory of quadrotor NCS. The trajectory of the quadrotor
NCS and the corresponding desired reference trajectory is
shown in Figs. 5-6. From Figs. 5-6, the trajectory of the
quadrotor NCS can track the reference trajectory well with
the proposedH∞ fuzzy networked security reference tracking
controller. Since the transient response of the position is
bigger than the transient response of the attitude, the pro-
posed H∞ fuzzy network reference tracking controller has
a better performance in attitude tracking than the position
tracking. In Figs. 7-8, the estimation errors of system states
of quadrotor UAV are shown. Since the attack signal fs(kh) is
estimated precisely, its estimation can be used to compensate
the effect of real sensor attack signal on the sensor. Thus, the
system state estimation can be more precisely achieved by
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FIGURE 8. Estimation errors of the attitude/angular velocity of quadrotor
UAV by the proposed H∞ fuzzy networked security observer-based
reference tracking control method compared with the robust H∞ fuzzy
observer-based tracking control scheme in [43].

FIGURE 9. Control inputs U(kh) = [F (kh) τφ (kh) τθ (kh) τψ (kh)]T are
constructed by the proposed H∞ fuzzy networked security
observer-based reference tracking controller.

the proposedH∞ fuzzy networked security reference tracking
control scheme than the conventional H∞ fuzzy observer-
based tracking control method in [43].

The control signals U (kh) = [F(kh) τφ(kh) τθ (kh)
τψ (kh)]T of the proposed method for the NCS of quadrotor
UAV are displayed in Fig. 9. To cancel out the effect of
actuator attack signal fa(kh), F(kh) changes its control effort
when the cyber-attack signal fa(kh) attacks the actuator of
NCS of quadrotor UAV. For example, as attack signal fa(kh)
occurs at 13s in Fig. 3, F(kh) gives a corresponding signal
to cancel the attack signal fa(kh) on the NCS of quadrotor
UAV by using the estimated fault signal f̂a(kh) in Fig. 9.
On the other hand, the control signals of the NCS in (34)
of quadrotor UAV will also suffer from the sensor attack
signal fs(kh) through Yp(kh) in (32). Since Yp(kh) is directly
transmitted to the observer throughwireless network channel,

FIGURE 10. Bernoulli sequence of δ(kh) and β(kh).

it suffers from the effect of sensor attack signal fs(kh). Then,
the sensor attack signal fs(kh) will affect observer state ˆ̄X (kh)
and then affect Ū (kh). For example, τψ (kh) shows its high
frequency oscillation caused by the high frequency sensor
attack signal fs(kh) in Fig. 9. However, due to the good sensor
attack signal estimation for compensation, these effects on
control signals are attenuated efficiently by the proposed H∞
security observer-based reference tracking control strategy.

The time sequences, due to the occurrence of the time-
varying delays, τ1(k), τ2(k) are displayed in Fig. 10,. When
the time-varying delay τ1(k) occurs, the value of Bernoulli
process δ(kh) is equal to 1. Similarly, when the time-varying
delay τ2(k) occurs, β(kh) is equal to 1. Even the control
inputs and measurement outputs suffer from these delay
effects, the proposed H∞ fuzzy networked security reference
tracking controller can achieve the desired tracking control
performance with the robustness for the attenuation of these
network-induced effects.

For the performance comparison, the conventional robust
H∞ fuzzy discrete-time observer-based tracking control
scheme in [43] is carried out and the results are also shown in
Figs. 4–8. Without the attack signal estimation, these attack
signals are regarded as a kind of disturbance and their effects
on the state estimation and reference tracking performance
are passively attenuated by the conventional robustH∞ fuzzy
discrete-time observer-based tracking control strategy in [43].
Due to the large influence of attack signals, the estimation
error of position/velocity variables in Fig. 7 will not converge
and it also deteriorate the performance of observer-based
controller. However, due to the selection of D(X (kh)), the
effect of sensor attack signal on three angular positions is
relatively minor and thus the estimation error of angular
velocity/angular position is relatively small. Even the three
attitudes are well controlled and estimated in Figs. 6 and 8,
the sinusoidal sensor attack signal and actuator attack sig-
nal severely influence the control strategy on three position
velocities. Moreover, since the networked-induced effects
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(e.g., delay effect) are not well considered, the conventional
control strategy is more deteriorated and thus it cause some
fluctuations on the velocity/position variables. Thus, for the
3-D reference tracking trajectory of UAV controlled by the
conventional robust H∞ fuzzy observer-based tracking con-
troller in [43], the reference tracking trajectory is up-and-
down around the desired trajectory as shown in Fig. 4. In this
situation, once the UAV reference tracking trajectory is devi-
ated from the desired trajectory, it may fail to complete the
pre-designed task or even cause collision during the flight
process.

Also, the following performance indices about the modi-
fied integral square error (MISE), and the modified integral
time square error (MITSE) (i.e., discrete version of ISE and
ITSE) are respectively given in the following for the track-
ing/estimation performance evaluations about our method
and the method in [43]

MISET (kh) =
∑T/h

k=0
ETT ,error (kh)ET ,error (kh)

MITSET (kh) =
∑T/h

k=0
khETT ,error (kh)ET ,error (kh)

ET ,error (kh) = X (kh)− Xr (kh)

MISEO(kh) =
∑T/h

k=0
ETS,error (kh)ES,error (kh)

MITSEO(kh) =
∑T/h

k=0
khETS,error (kh)ES,error (kh)

ES,error (kh) = X (kh)− X̂ (kh)

MISEa(kh) =
∑T/h

k=0
ETF,error (kh)EF,error (kh)

MITSEa(kh) =
∑T/h

k=0
khETF,error (kh)EF,error (kh)

EF,error (kh) = Fatt (k)− F̂att (k)

where X (kh) is the UAV state in (3), Xr (kh) is the reference
trajectory to be tracked in (13), X̂ (kh) is the estimation of
UAV state in the fuzzy Luenberger-observer in (32),Fatt (k) =
[FTa (kh) F

T
s (kh)]

T is the augmented attack signal with aug-
mented actuator attack signal Fa(kh) in (7), and augmented
sensor attack signal Fs(kh) in (9), F̂att (k) is the estimation of
augmented attack signalFatt (k) in fuzzy Luenberger-observer
in (32), T = 60 is the terminal time and h = 0.01s is the
sampling time. It is worth to point out that the attack signal
estimation is not considered in the observer design in [43].
For equality, we only compare the performances of state
estimation between our method and the estimation method
in [43]. On the other hand, the performance of attack signal
estimation is independently calculated.

The evaluation results are shown in Figs. 11–13. For the
tracking performance evaluation, due to the effect of actu-
ator/sensor attack signals, the MISE of the conventional
robust H∞ fuzzy discrete-time observer-based tracking con-
trol scheme in [43] is increasing as time increase as shown
in Fig. 11–(a). This fact implies the effect of actuator/sensor
attack signals on tracking performance can not be passively
attenuated by the conventional robust H∞ fuzzy discrete-
time observer-based tracking control scheme. On the con-
trary, since the actuator/sensor attack signals are embedded

FIGURE 11. The MISE of state tracking between our method and [43] in
(a) and the MITSE of state tracking between our method and [43] in (b).

FIGURE 12. The MISE of state estimation between our method and [43] in
(a) and the MITSE of state estimation between our method and [43] in (b).

FIGURE 13. The MISE of attack signal estimation in (a) and the MITSE of
attack signal estimation in (b).

in the augmented state to avoid their corruption on state
estimation, the MISE of the proposed H∞ fuzzy networked
security reference tracking control scheme almost converges
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to a constant at 10s in Fig. 11–(a), i.e., the energy of tracking
error almost approaches to zero at 10s. However, due to the
external disturbance, the measurement noise and the Wiener
process in UAV system in (3), there exist small fluctuations
in the MISE of the proposed H∞ fuzzy networked security
reference tracking control design. According to MISE results
of two methods, for the MITSE tracking performance evalua-
tion in Fig. 11–(b), theMITSE of the conventional robustH∞
fuzzy discrete-time observer-based tracking control scheme
exponentially increases and the MITSE of the proposed H∞
fuzzy networked security reference tracking control design
increases slightly. From Fig. 11–(a), the final value of the
MISE of the conventional robust H∞ fuzzy discrete-time
observer-based tracking control scheme is about the ten times
of the final value of the MISE of proposed method. Similar
to the discussion of the tracking performance evaluation,
from Fig. 12–(a),(b), it reveals the UAV state estimation
performance by the proposed method is better than the state
estimation performance by the conventional robustH∞ fuzzy
discrete-time observer-based tracking control scheme.

For the attack signal estimation in Fig. 13-(a), the quickly
increasing phenomenon of MISE for attack signal estima-
tion at the initial is caused by the first actuator signal
estimation fa,1(k) in Fig. 3. After that, due to the ampli-
tude change of actuator/sensor attack signals, the MISE for
attack signal estimation is smoothly increased. At 50s, the
MISE almost converges to a constant and it implies the
first actuator signal fa,1(k) and sensor attack signal fs(k) are
efficiently estimated. However, since three actuator attack
signals {fa,2(k), fa,3(k), fa,4(k)} are Gaussian white noises and
they can not be precisely estimated, it casues a slight incre-
ment in MITSE of attack signal estimation for t > 50 in
Fig. 13–(b).

VI. CONCLUSION
In this study, a robustH∞ networked security observer-based
reference tracking control scheme is proposed for quadrotor
UAV NCS under cyber-attack. To estimate the cyber-attack
on the actuator and sensor of quadrotor UAV NCS, a discrete
smoothed dynamic model is introduced to describe these
unavailable attack signals to simplify the state and attack
signal estimation for the observer-based tracking control
design of quadrotor UAV NCS. Then, by embedding the
smoothed model of cyber-attack signals in quadrotor system,
a conventional Lunberger observer can be applied to estimate
attack signals as well as quadrotor UAV state simultane-
ously. By the robust H∞ networked observer-based secu-
rity reference tracking control scheme, the proposed security
controller and observer could also minimize the effect of
external disturbances and measurement noise to achieve the
robust tracking performance and observation performance of
quadrotor UAV NCS. By using the convex Lyapunov func-
tional, the observer-based security tracking control design
problem in the quadrotor UAV NCS is transformed to an
equivalent nonlinear functional inequality. Further, by using
T-S fuzzy interpolation method, the nonlinear quadrotor UAV

NCS can be interpolated by a set of local linearized sys-
tems via fuzzy bases. Then, the robust H∞ fuzzy observer-
based security reference tracking control design of quadrotor
UAV NCS can be transformed to solving a set of LMIs.
A simulation example of model reference tracking control of
quadrotor UAVNCS under actuator and sensor attack is given
to validate the effectiveness of the proposed method in com-
parison with the conventional H∞ fuzzy discrete-time robust
observer-based tracking control method in [43]. Since the
attack signals could be estimated effectively by the proposed
discrete smoothed model, their effects on the system and
sensor can be cancelled out by their estimation to improve the
performance of observer-based security reference tracking
controller of quadrotor UAV NCS. As a result, the security
for the networked observer-based reference tracking control
of the network-based quadrotor UAVNCS under actuator and
sensor attack can be guaranteed. In future researches, if we
want to adapt the parameters of two smoothed models by
some adaptive algorithm in every time step to improve the two
smoothed models, then the assumption of persistence of exci-
tation on the input signals in (7) and (9) (i.e., δa(kh),δs(kh))
should be addressed to support the proposed approach.

APPENDIX A
PROOF OF THEOREM 1
By selecting the convex Lyapunov function V (X̃ (kh)) w.r.t.
the augmented system in (17), the deviation from V (X̃ ((k +
1)h)) to V (X̃ (kh)) can be derived as follows:

E{1V (X̃ (kh))}

= E{V (X̃ ((k + 1)h))− V (X̃ (kh))}

= E{V (α
1
α
[f̃ (X̃ (kh), kh)+ g̃(X̃ (kh), kh)U (kh)

+ g̃1(X̃ (kh), kh)U (kh− τ1(k))+ σ̃ (X (kh))1W (kh)]

+ (1− α)
1

1− α
[õ1(X̃ (kh), kh)ῡ1(kh)

+ õ2(X̃ (kh), kh)ῡ1(kh− τ2(k))])} − E{V (X̃ (kh))}

≤ αE{V (
1
α
[f̃ (X̃ (kh), kh)+ g̃(X̃ (kh), kh)U (kh)

+ g̃1(X̃ (kh), kh)U (kh− τ1(k))+ σ̃ (X (kh))1W (kh)]}

+ (1− α)E{V (
1

1− α
[õ1(X̃ (kh), kh)ῡ1(kh)

+ õ2(X̃ (kh), kh)ῡ1(kh− τ2(k)))]} − E{V (X̃ (kh))} (41)

where α denotes a constant within (0,1). By applying the
property of convex Lyapunov function again, (41) can be
further written as

E{1V (X̃ (kh))}

≤ αE{V (
1
α
[f̃ (X̃ (kh), kh)+ g̃(X̃ (kh), kh)U (kh)

+ g̃1(X̃ (kh), kh)U (kh− τ1(k))

+ σ̃ (X (kh))1W (kh)]} − E{V (X̃ (kh))}

+ (1− α)E{V (
1

1− α
[β

1
β
õ1(X̃ (kh), kh)ῡ1(kh)
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+ (1− β)
1

1− β
õ2(X̃ (kh), kh)ῡ1(kh− τ2(k))]}

≤ αE{V (
1
α
(f̃ (X̃ (kh), kh)+ g̃(X̃ (kh), kh)U (kh)

+ g̃1(X̃ (kh), kh)U (kh− τ1(k))

+ σ̃ (X (kh))1W (kh))} − V (X̃ (kh))

+ (1− α)βV (
1

1− α
1
β
õ1(X̃ (kh), kh)ῡ1(kh))

+ (1− α)(1− β)V (
1

1− α
1

1− β
× õ2(X̃ (kh), kh)ῡ1(kh− τ2(k)))} (42)

where β denotes a constant within (0,1).
Based on Assumption 4, if the trajectory of X̃ (kh) lies

in a compact domain 4, then there exists the upper bound
parameters γ1 and γ2 for eig(oT1 (X̃ (kh), kh)o1(X̃ (kh), kh)) and
eig(oT2 (X̃ (kh), kh)o2(X̃ (kh), kh)), respectively, such that the
following equations hold

sup
X̃ (kh)∈4

E{eig(õT1 (X̃ (kh), kh)õ1(X̃ (kh), kh))} = γ1

sup
X̃ (kh)∈4

E{eig(õT2 (X̃ (kh), kh)õ2(X̃ (kh), kh))} = γ2 (43)

for k ∈ {0, · · · , kf }
Then, to decouple the noise terms ῡ1(kh) and ῡ1(kh−τ2(k))

in (42), the following sufficient conditions are constructed

sup
31(kh)

(1− α)βE{V ( 1
1−α

1
β
31(kh))}

‖31(kh)‖2
≤

ρ

2γ1
(44)

sup
32(kh)

(1− α)(1− β)E{V ( 1
1−α

1
1−β32(kh))}

‖32(kh)‖2
≤

ρ

2γ2
(45)

where 31(kh) = õ1(X̃ (kh), kh)ῡ1(kh), 32(kh) =

õ2(X̃ (kh), kh)ῡ1(kh− τ2(k)) and ρ is a positive number.
Based on the inequalities in (43), (44), (45), the following

inequalities hold

(1− α)βE{V (
1

1− α
1
β
õ1(X̃ (kh), kh)ῡ1(kh))}

≤ E{
ρ

2γ1
ῡT1 (kh)õ

T
1 (X̃ (kh), kh)õ1(X̃ (kh), kh)ῡ1(kh)}

≤
ρ

2
E{ῡT1 (kh)ῡ1(kh)}

× (1− α)(1− β)E{V (
1

1− α
1

1− β
õ2(X̃ (kh), kh)

× ῡ1(kh− τ2(k)))}

≤ E{
ρ

2γ2
ῡT1 (kh− τ2(k))õ

T
2 (X̃ (kh), kh)

× õ2(X̃ (kh), kh)ῡ1(kh− τ2(k))}

≤
ρ

2
E{ῡT1 (kh− τ2(k))ῡ1(kh− τ2(k))}

∀X̃ (kh) ∈ 4 (46)

By the inequalities in (46), (42) can be relaxed as follows

E{1V (X̃ (kh))}

≤ αE{V (
1
α
(f̃ (X̃ (kh), kh)+ g̃(X̃ (kh))Ū (kh)

+ g̃1(X̃ (kh), kh)U (kh− τ1(k))

+ σ̃ (X (kh))1W (kh)))} − E{V (X̃ (kh))

+
ρ

2
ῡT1 (kh− τ2(k))ῡ1(kh− τ2(k))

+
ρ

2
ῡT1 (kh)ῡ1(kh)} (47)

Further, if the following condition holds

αE{V (
1
α
(f̃ (X̃ (kh), kh)+ g̃(X̃ (kh), kh)U (kh)

+ g̃1(X̃ (kh), kh)U (kh− τ1(k))+ σ̃ (X (kh))1W (kh)))}

−E{V (X̃ (kh))} + E{X̃T (kh)Q̃X̃ (kh)} < 0 (48)

the inequality in (47) can be written as follows

E{1V (X̃ (kh))}

≤ E{−X̃T (kh)Q̃X̃ (kh)+ E{
ρ

2
ῡT1 (kh− τ2(k))

× ῡ1(kh− τ2(k))} + E{
ρ

2
ῡT1 (kh)ῡ1(kh)}

By performing summation on both sides of the above
inequality from k = 0 to k = kf , we have

kf∑
k=0

E{1V (X̃ (kh))}

= E{V (X̃ (kf h))− V (X̃ (0))}

≤

kf∑
k=0

E{(−X̃T (kh)Q̃X̃ (kh)+
ρ

2
ῡT1 (kh)ῡ1(kh)

+
ρ

2
ῡT1 (kh− τ2(k))ῡ1(kh− τ2(k))} (49)

By Assumption 2 that ῡ1(kh) = 0, for k < 0, the following
inequality holds
kf∑
k=0

E{ῡT1 (kh− τ2(k))ῡ1(kh− τ2(k))}

≤

kf∑
k=0

E{ῡT1 (kh)ῡ1(kh)} (50)

As a result, by (50) with the fact that V (X̃ (kf h)) ≥ 0, we
immediately obtain the following inequality

E


kf∑
k=0

(X̃T (kh)Q̃X̃ (kh))− V (X̃ (0))


≤ ρE


kf∑
k=0

‖ῡ1(kh)‖2

 (51)

As a result, if the inequalities in (20)–(22) hold, then
the robust H∞ networked security observer-based tracking
performance in (18) of stochastic quadrotor NCS can be
guaranteed for a prescribed level ρ.

On the other hand, if ῡ1(kh)= 0, the above inequality
implies E{X̃T (kh)X̃ (kh)} → 0 as k → ∞ due to the fact
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that the initial value E{V (X̃ (0))} is bounded, i.e., the mean
square state/estimation error and mean square tracking error
will converge to 0 in probability. The proof is completed.

APPENDIX B
PROOF OF THEOREM 2
By the rank test, the ith augmented system in (25) is observ-
able if

rank
[
zI12+(na+ns)(d+1) − Āi

C̄i

]

= rank


zI12 − AFi −hBiCfa 0

0
zIna(d+1)
−Afa

0

0 0
zIns(d+1)
−Afs

Ci 0 DiCfs


= 12+ (na + ns)(d + 1), ∀z ∈ Z1 (52)

where Z1 collects the elements in the unit circle of complex
z domain and AFi = I12 + Ai. To prove the rank conditions
above, the proof is separated into following two cases:

(i) z ∈ Z1 \ (eig{AFi } ∪ eig{Afa} ∪ eig{Afs})

(ii) z ∈ eig{AFi } ∪ eig{Afa} ∪ eig{Afs}

In the first case (i), the following rank conditions can be
obtained immediately:

rank[zI12 − AFi ] = 12,

rank[zIna(d+1) − Afa] = na(d + 1)

rank[zIns(d+1) − Afs] = ns(d + 1)

for z ∈ Z1 \ (eig{AFi } ∪ eig{Afa}

∪ eig{Afs}) (53)

From the result above, (52) is satisfied for z ∈ Z1 \

(eig{AFi } ∪ eig{Afa} ∪ eig{Afs}), i.e.,

rank


zI12 − AFi −hBiCfa 0

0
zIna(d+1)
−Afa

0

0 0
zIns(d+1)
−Afs

Ci 0 DiCfs


= 12+ (na + ns)(d + 1),

for z ∈ Z1 \ (eig{AFi } ∪ eig{Afa} ∪ eig{Afs}),

i = 1, · · · ,M (54)

In the second case (ii), by the assumptions in (27) and (28),
the rank condition in (52) can be decoupled as

rank


zI12 − AFi −hBiCfa 0

0
zIna(d+1)
−Afa

0

0 0
zIns(d+1)
−Afs

Ci 0 DiCfs



= rank
[
zI12 − AFi

Ci

]
+ rank

[
zIna(d+1) − Afa
−hBiCfa

]
+ rank

[
zIns(d+1) − Afs

DiCfs

]
for z ∈ eig{hAi + I12} ∪ eig{Afa} ∪ eig{Afs},

i = 1, · · · ,M (55)

By applying the rank conditions in (26)–(30), the rank
condition in (55) can be rewritten as:

rank
[
zIna(d+1) − Afa
−hBiCfa

]
+ rank

[
zI12 − AFi

Ci

]
+ rank

[
zIns(d+1) − Afs

DiCfs

]
= 12+ na(d + 1)+ ns(d + 1),

for z ∈ eig{hAi + I12} ∪ eig{Afa} ∪ eig{Afs},

i = 1, · · · ,M

Therefore, the observability for the ith local augmented
quadrotor NCS in (25) is guaranteed.

APPENDIX C
PROOF OF THEOREM 3
The proof of Theorem 3 is separated as two parts. In the first
part, we derive the sufficient condition for the robust H∞
networked security observer-based tracking control design of
stochastic quadrotor NCS. Then, in the second part, the suf-
ficient conditions for the design are transformed to solvable
linear matrix inequalities (LMIs).

A. DERIVATION OF SUFFICIENT CONDITIONS
To begin with, the following Lyapunov functional is selected:

V (X̃ (kh))

= E{X̃T (kh)PX̃ (kh)+
∑(k−1)

e=k−τ̄1(k)
X̃T (eh)S1X̃ (eh)

+

∑(k−1)

r=k−τ̄2(k)
X̃T (rh)S1X̃ (rh)}

+

∑d1M

r=d1m

∑(k−1)

e=k−r
X̃T (eh)S3X̃ (eh)

+

∑d2M

r=d2m

∑(k−1)

e=k−τ̄2(k)
X̃T (eh)S4X̃ (eh) (56)

where {P, S1, S2, S3, S4} are positive definite matrices, i.e.,
P > 0 and {Si > 0}4i=1, d1M is the upper bound of τ1(k),
d1m is the lower bound of τ1(k), d2M is the upper bound
of τ2(k), d2m is the lower bound of τ2(k), and {τ̄1(k) ∈ N,
τ̄2(k) ∈ N} are positive sequences which satisfy τ̄1(k)h =
τ1(k) and τ̄2(k)h = τ2(k), respectively. Then, the difference
of Lyapunov function in (56) from (k + 1)h to kh can be
derived as:

V (X̃ ((k + 1)h))− V (X̃ (kh))

= E{X̃T ((k + 1)h)PX̃ ((k + 1)h)

− X̃T (kh)PX̃ (kh)+ X̃T (kh)S1X̃ (kh)

− X̃T (kh− τ1(k))S1X̃ (kh− τ1(k))

+ X̃T (kh)S2X̃ (kh)− X̃T (kh− τ2(k))S2X̃ (kh− τ2(k))

VOLUME 10, 2022 30315



M.-Y. Lee et al.: Networked Security Observer-Based Reference Tracking Control of Stochastic Quadrotor UAV System

+ (d1M − d1m + 1)X̃T (kh)S3X̃ (kh)

−

d1M∑
r=d1m

X̃T ((k − r)h)S3X̃ ((k − r)h)

+ (d2M − d2m + 1)X̃T (kh)S4X̃ (kh)

−

d2M∑
r=d2m

X̃T ((k − r)h)S4X̃ ((k − r)h)} (57)

Then, with the difference of Lypunov function in (57),
the numerator of the robust H∞ networked security
observer-based tracking performance in (18) can be rewritten
as

E{
kf∑
k=0

[X̃T (kh)Q̃X̃ (kh)]− V (X̃ (0))}

= E{
kf∑
k=0

[X̃T (kh)Q̃X̃ (kh)+ V (X̃ ((k + 1)h))

−V (X̃ (kh))]+ V (X̃ (0))

−V (X̃ ((kf + 1)h))− V (X̃ (0))}

≤ E{
kf∑
k=0

[X̃T (kh)Q̃X̃ (kh)

+ X̃T ((k + 1)h)PX̃ ((k + 1)h)

− X̃T (kh)PX̃ (kh)+ X̃T (kh)S1X̃ (kh)

− X̃T (kh− τ1(k))S1X̃ (kh− τ1(k))

+ X̃T (kh)S2X̃ (kh)

− X̃T (kh− τ2(k))S2X̃ (kh− τ2(k))

+ (d1M − d1m + 1)X̃T (kh)S3X̃ (kh)

+ (d2M − d2m + 1)X̃T (kh)S4X̃ (kh)] (58)

Before the further discussion, the representation of
quadratic form xTATPAx is denoted as xTATP[∗] for the sim-
plicity. Then, by substituting the dynamic of the augmented
fuzzy observer-based tracking control system in (35) with
Lemma 2 and the fact that E{1W (kh)} = 0, (57) can be
written as follows:

E{V (X̃ ((k + 1)h))− V (X̃ (kh))}

≤

M∑
i,j,l,v=1

hi(z(kh))hj(z(kh))hk (z(kh− τ1(k)))

× hl(z(kh− τ2(k))){E{(Ãijlv,D + Ãijlv,R(kh)

+1g̃2(X̃ (kh))+1g̃1(X̃ (kh))(G̃ijlv,1,D
+ G̃ijlv,1,R(kh))+ (D̃x,ijlv,D + D̃x,ijlv,R(kh))

×1D̃(X̃ (kh))]X̃ (kh)+ [Ãd1ijlv,D + Ã
d1
ijlv,R(kh)

+1g̃1(X̃ (kh))(G̃ijlv,2,D + G̃ijlv,2,R(kh))]

× X̃ ((kh− τ1(k))+ [Ãd2ijlv,D + Ã
d2
ijlv,R(kh)

+ (D̃d2x,ijlv,D + D̃
d2
x,ijlv,R(kh))1D̃(X̃ (kh− τ2(k)))]

× X̃ (kh− τ2(k))+ (D̃ijlv,D + D̃ijlv,R(kh))ῡ1(kh)

+ (D̃d2ijlv,D + D̃
d2
ijlv,R(kh))ῡ1(kh− τ2(k))+1f̃ (X̃ (kh))

+ (C̃j,D + C̃j,R(kh))1C̃(X̃ (kh))+ (C̃d
j,D + C̃

d
j,R(kh))

×1C̃(X̃ (kh− τ2(k)))TP[∗]+ (ẼijlvX̃ (kh)1W (kh)

+1j̃(X̃ (kh))1W (kh))TP(ẼijlvX̃ (kh)1W (kh)

+1j̃(X̃ (kh))1W (kh))} − E{X̃T (kh)PX̃ (kh)

+ X̃T (kh)S1X̃ (kh)− X̃T (kh− τ1(k))S1X̃ (kh− τ1(k))

+ X̃T (kh)S2X̃ (kh)− X̃T (kh− τ2(k))S2X̃ (kh− τ2(k))

+ (d1M − d1m + 1)X̃T (kh)S3X̃ (kh)

+ (d2M − d2m + 1)X̃T (kh)S4X̃ (kh)} (59)

By the fact of Bernoulli process that E{δ(kh) − δ̄} = 0,
E{β(kh)− β̄} = 0, (59) can be separated as follows:

E{V (X̃ ((k + 1)h))− V (X̃ (kh))}

≤

M∑
i,j,l,v=1

hi(z(kh))hj(z(kh))hk (z(kh− τ1(k)))

× hl(z(kh− τ2(k))){E{([Ãijlv,D +1g̃2(X̃ (kh))

+1g̃1(X̃ (kh))G̃ijlv,1,D + D̃x,ijlv,D1D̃(X̃ (kh))]X̃ (kh)

+ [Ãd1ijlv,D +1g̃1(X̃ (kh))G̃ijlv,2,D]X̃ ((kh− τ1(k))

+ [Ãd2ijlv,D + D̃
d2
x,ijlv,D1D̃(X̃ (kh− τ2(k)))]

× X̃ (kh− τ2(k))+ D̃ijlv,Dῡ1(kh)+1f̃ (X̃ (kh))

+ D̃d2ijlv,Dῡ1(kh− τ2(k))+ C̃j,D1C̃(X̃ (kh))

+ C̃d
j,D1C̃(X̃ (kh− τ2(k)))

TP[∗]

+ ([Ãijlv,R(kh)+1g̃1(X̃ (kh))G̃ijlv,1,R(kh)

+ D̃x,ijlv,R(kh)1D̃(X̃ (kh))]X̃ (kh)+ [Ãd1ijlv,R(kh)

+1g̃1(X̃ (kh))(G̃ijlv,2,R(kh))]X̃ ((kh− τ1(k))

+ [Ãd2ijlv,R(kh)+ D̃
d2
x,ijlv,R(kh)1D̃(X̃ (kh− τ2(k)))]

× X̃ (kh− τ2(k))+ D̃ijlv,R(kh)ῡ1(kh)+ D̃
d2
ijlv,R(kh)

× ῡ1(kh− τ2(k))+ C̃j,R(kh)1C̃(X̃ (kh))+ C̃d
j,R(kh)

×1C̃(X̃ (kh− τ2(k)))TP[∗]+ [ẼijlvX̃ (kh)1W (kh)

+1j̃(X̃ (kh))1W (kh)]TP[ẼijlvX̃ (kh)1W (kh)

+1j̃(X̃ (kh))1W (kh)]} − X̃T (kh)PX̃ (kh)

+ X̃T (kh)S1X̃ (kh)− X̃T (kh− τ1(k))S1X̃ (kh− τ1(k))

+ X̃T (kh)S2X̃ (kh)− X̃T (kh− τ2(k))S2X̃ (kh− τ2(k))

+ (d1M − d1m + 1)X̃T (kh)S3X̃ (kh)

+ (d2M − d2m + 1)X̃T (kh)S4X̃ (kh) (60)

By using Lemma 1, the terms associated with the
time-varying matrices in (60) can be relaxed as:

E{([Ãijlv,R(kh)+1g̃1(X̃ (kh))G̃ijlv,1,R(kh)

+ D̃x,ijlv,R(kh)1D̃(X̃ (kh))]X̃ (kh)

+ [Ãd1ijlv,R(kh)+1g̃1(X̃ (kh))(G̃ijlv,2,R(kh))]

× X̃ ((kh− τ1(k))+ [Ãd2ijlv,R(kh)+ D̃
d2
x,ijlv,R(kh)

×1D̃(X̃ (kh− τ2(k)))]X̃ (kh− τ2(k))

+ D̃ijlv,R(kh)ῡ1(kh)+ D̃
d2
ijlv,R(kh)ῡ1(kh− τ2(k))
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+ C̃j,R(kh)1C̃(X̃ (kh))+ C̃d
j,R(kh)

×1C̃(X̃ (kh− τ2(k)))TP[∗]}

≤ 2E{[Ãijlv,R(kh)X̃ (kh)+ Ã
d1
ijlv,R(kh)X̃ ((kh− τ1(k))

+ Ãd2ijlv,R(kh)X̃ (kh− τ2(k))+ D̃ijlv,R(kh)ῡ1(kh)

+ D̃d2ijlv,R(kh)ῡ1(kh− τ2(k))]
TP[∗]}

+ 2E{[1g̃1(X̃ (kh))G̃ijlv,1,R(kh)+ D̃x,ijlv,R(kh)

×1D̃(X̃ (kh))]X̃ (kh)+ [1g̃1(X̃ (kh))(G̃ijlv,2,R(kh))]

× X̃ ((kh− τ1(k))+ [D̃d2x,ijlv,R(kh)

×1D̃(X̃ (kh− τ2(k)))]X̃ (kh− τ2(k))

+ C̃j,R(kh)1C̃(X̃ (kh))

+ C̃d
j,R(kh)1C̃(X̃ (kh− τ2(k))]

TP[∗]}

≤ 10E{[X̃T (kh)ÃTijlv,R(kh)P[∗]

+ X̃T ((kh− τ1(k))(Ã
d1
ijlv,R)

TP[∗]

+ X̃T (kh− τ2(k))(Ã
d2
ijlv,R(kh))

TP[∗]

+ ῡT1 (kh)D̃
T
ijlv,R(kh)P[∗]

+ ῡT1 (kh− τ2(k))(D̃
d2
ijlv,R(kh))

TP[∗]}

+ 12E{[X̃T (kh)G̃Tijlv,1,R(kh)1g̃
T
1 (X̃ (kh))P[∗]

+ X̃T (kh)1D̃T (X̃ (kh))D̃Tx,ijlv,R(kh)P[∗]

+ X̃T (kh− τ1(k))G̃Tijlv,2,R(kh)1g̃
T
1 (X̃ (kh))P[∗]

+ X̃T (kh− τ2(k))1D̃T (X̃ (kh− τ2(k)))(D̃
d2
x,ijlv,R(kh))

T

×P[∗]+1C̃T (X̃ (kh))C̃T
j,R(kh)P[∗]

+1C̃T (X̃ (kh− τ2(k))(C̃d
j,R(kh))

TP[∗]} (61)

To decouple the fuzzy approximation errors, the following
eigenvalue constraint ofP and slack variables are introduced.:

E{D̃Tx,ijlv,R(kh)PD̃
T
x,ijlv,R(kh)} ≤ M1,

E{(D̃d2x,ijlv,R(kh))
TPD̃d2x,ijlv,R(kh)} ≤ M2

E{C̃T
j,R(kh)PC̃j,R(kh)} ≤ M3,

E{(C̃d
j,R(kh))

TPC̃d
j,R(kh)} ≤ M4

P ≤ 2PI , M1 ≤ 21I , M2 ≤ 22I ,

M3 ≤ 23I , M4 ≤ 24I , (62)

where {Mi}
4
i=1 are positive definite matrices to be designed

and {2P,21,22,23,24,25} denotes the 1-D predefined
positive scalar.

By applying the expectation operator with the constraints
in (62), (61) can be relaxed as:

E{[Ãijlv,R(kh)+1g̃1(X̃ (kh))G̃ijlv,1,R(kh)

+ D̃x,ijlv,R(kh)1D̃(X̃ (kh))]X̃ (kh)+ [Ãd1ijlv,R(kh)

+1g̃1(X̃ (kh))(G̃ijlv,2,R(kh))]X̃ ((kh− τ1(k))

+ [Ãd2ijlv,R(kh)+ D̃
d2
ijlv,R(kh)1D̃(X̃ (kh− τ2(k)))]

× X̃ (kh− τ2(k))+ D̃ijlv,R(kh)ῡ1(kh)

+ D̃d2ijlv,R(kh)ῡ1(kh− τ2(k))+ C̃j,R(kh)1C̃(X̃ (kh))

+ C̃d
j,R(kh)1C̃(X̃ (kh− τ2(k)))

TP(∗)}

≤ 10[X̃T (kh)ÃTijlv,EP[∗]+ X̃
T ((kh− τ1(k))(Ã

d1
ijlv,E )

T

×P[∗]+ X̃T (kh− τ2(k))(Ã
d2
ijlv,E )

TP[∗]

+ ῡT1 (kh)D̃
T
ijlv,EP[∗]+ ῡ

T
1 (kh− τ2(k))(D̃

d2
ijlv,E )

T

×P[∗]]+ X̃T (kh)[12(2Pε
2
2G̃

T
ijlv,1,E G̃ijlv,1,E

+ (21ε
2
5 +23ε

2
4 )I )]X̃ (kh)

+ X̃T (kh− τ2(k))[12(22ε
2
5 +24ε

2
4 )I )]

× X̃ (kh− τ2(k))+ X̃T (kh− τ1(k))

× [122Pε
2
2G̃

T
ijlv,2,E G̃ijlv,2,E ]X̃ (kh− τ1(k)) (63)

with the following deterministic matrices

Ãijlv,E =


−δ∗B̄iK̄j δ∗B̄iK̄j δ∗B̄iK2j

−δ∗B̄iK̄j
+β∗LjC̄i

δ∗B̄iK̄j δ∗B̄iK2j

0 0 0


Ãd1ijlv,E = δ

∗

 B̄iK̄j −B̄iK̄j −B̄iK2j

B̄iK̄j −B̄iK̄j −B̄iK2j
0 0 0


Ãd2ijlv,E =

 0 0 0
−β∗LjC̄l 0 0

0 0 0

,
G̃ijlv,2,E = δ∗

 K̄j −K̄j −K2j

K̄j −K̄j −K2j
0 0 0


D̃d2ijlv,E =

 0 0
−β∗LiD̄ 0

0 0


D̃ijlv,E =

 0 0
β∗LjD̄ 0

0 0


G̃ijlv,1,E = δ∗

−K̄j K̄j K2j

−K̄j K̄j K2j
0 0 0


D̃x,ijlv,E = diag{0, β∗Lj, 0}, δ∗ =

√
δ̄(1− δ̄),

D̃d2x,ijlv,E = diag{0,−β∗Lj, 0} C̃j,E = diag{0, β∗Lj, 0}

C̃d
j,E = diag{0,−β∗Lj, 0}, β∗ =

√
β̄(1− β̄)

On the other hand, by using Lemma 1, the terms associated
with the time-invariant matrices in (60) can be relaxed as:

[Ãijlv,D +1g̃2(X̃ (kh))+1g̃1(X̃ (kh))G̃ijlv,1,D

+ D̃x,ijlv,D1D̃(X̃ (kh))]X̃ (kh)+ [Ãd1ijlv,D
+1g̃1(X̃ (kh))G̃ijlv,2,D]X̃ ((kh− τ1(k))

+ [Ãd2ijlv,D + D̃
d2
ijlv,D1D̃(X̃ (kh− τ2(k)))]

× X̃ (kh− τ2(k))+ D̃ijlv,Dῡ1(kh)

+1f̃ (X̃ (kh))+ D̃d2ijlv,Dῡ1(kh− τ2(k))+ C̃j,D

×1C̃(X̃ (kh))+ C̃d
j,D1C̃(X̃ (kh− τ2(k)))

TP[∗]
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≤ 2[Ãijlv,DX̃ (kh)+ Ã
d1
ijlv,DX̃ ((kh− τ1(k))

+ Ãd2ijlv,DX̃ (kh− τ2(k))+ D̃ijlv,Dῡ1(kh)

+ D̃d2ijlv,Dῡ1(kh− τ2(k))]
TP[∗]

+ 2{[1g̃2(X̃ (kh))+1g̃1(X̃ (kh))G̃ijlv,1,D
+ D̃x,ijlv,D1D̃(X̃ (kh))]X̃ (kh)+1f̃ (X̃ (kh))

+1g̃1(X̃ (kh))G̃ijlv,2,DX̃ ((kh− τ1(k))

+ D̃d2ijlv,D1D̃(X̃ (kh− τ2(k)))X̃ (kh− τ2(k))

+ C̃j,D1C̃(X̃ (kh))+ C̃d
j,D1C̃(X̃ (kh− τ2(k))}P[∗] (64)

To decouple the fuzzy approximation errors, the following
slack variables are introduced.:

D̃Tx,ijlv,DPD̃x,ijlv,D ≤ M5

(D̃d2x,ijlv,D)
TPD̃d2x,ijlv,D ≤ M6

C̃T
j,DPC̃j,D ≤ M7, (C̃d

j,D)
TPC̃d

j,D ≤ M8

M5 ≤ 25I , M6 ≤ 26I

M7 ≤ 27I , M8 ≤ 28I (65)

where {Mi}
8
i=5 are positive definite matrices to be designed

and {25,26,27,28} denote the 1-D predefined positive
scalars.

Similar to the derivation in (63), by using the inequalities
in (65) and Lemma 1, the terms associated with the fuzzy
approximation errors of time-invariant matrices in (64) can
be relaxed as:

2{[1g̃2(X̃ (kh))+1g̃1(X̃ (kh))G̃ijlv,1,D
+ D̃x,ijlv,D1D̃(X̃ (kh))]X̃ (kh)+1f̃ (X̃ (kh))

+1g̃1(X̃ (kh))G̃ijlv,2,DX̃ ((kh− τ1(k))

+ D̃d2ijlv,D1D̃(X̃ (kh− τ2(k)))X̃ (kh− τ2(k))

+ C̃j,D1C̃(X̃ (kh))+ C̃d
j,D1C̃(X̃ (kh− τ2(k))}P[∗]

≤ 16{1f̃ T (X̃ (kh))P1f̃ (X̃ (kh))

+ X̃T (kh)1T D̃(X̃ (kh))D̃Tx,ijlv,DP[∗]

+ X̃T (kh)1g̃T2 (X̃ (kh))P[∗]

+ X̃T (kh)G̃Tijlv,1,D1g̃
T
1 (X̃ (kh))P[∗]

+ X̃T ((kh− τ1(k))G̃Tijlv,2,D1g̃
T
1 (X̃ (kh))P[∗]

+ X̃T (kh− τ2(k))1D̃T (X̃ (kh− τ2(k)))(D̃
d2
ijlv,D)

T

×P[∗]+1C̃T (X̃ (kh))C̃j,DP[∗]

×1C̃T (X̃ (kh− τ2(k))(C̃d
j,D)

TP[∗]}

≤ X̃T (kh)[16((2Pε
2
1 +25ε

2
5 +2Pε

2
3 +27ε

2
4 )I

+2Pε
2
2G̃

T
ijlv,1,DG̃ijlv,1,D)]X̃ (kh)+ X̃

T ((kh− τ1(k))

× [162Pε
2
2G̃

T
ijlv,2,DG̃ijlv,2,D]X̃ ((kh− τ1(k))

+ X̃T (kh− τ2(k))[16(26ε
2
5 +28ε

2
4 )I ]X̃ (kh− τ2(k))

(66)

Also, by Lemma 1 with the fact E{1W 2(kh)} = h, the
terms associated with stochastic process can be relaxed as:

E{(ẼijlvX̃ (kh)1W (kh)+1j̃(X̃ (kh))1W (kh)TP[∗]}

≤ h(2X̃T (kh)ẼTijlvPẼijlvX̃ (kh)

+ 21j̃T (X̃ (kh))P1j̃(X̃ (kh)))

≤ X̃T (kh)[2hẼTijlvPẼijlv + 2hε262PI ]X̃ (kh) (67)

By using (63), (66), (67), the difference of Lyapunov func-
tion in (59) can be written as:

E{V (X̃ ((k + 1)h))− V (X̃ (kh))}

≤

M∑
i,j,l,v=1

hi(z(kh))hj(z(kh))hk (z(kh− τ1(k)))

× hl(z(kh− τ2(k))){E{2[Ãijlv,DX̃ (kh)

+ Ãd1ijlv,DX̃ ((kh− τ1(k))+ Ã
d2
ijlv,DX̃ (kh− τ2(k))

+ D̃ijlv,Dῡ1(kh)+ D̃
d2
ijlv,Dῡ1(kh− τ2(k))]

TP[∗]

+ X̃T (kh)[16((2Pε
2
1 +25ε

2
5 +2Pε

2
3 +27ε

2
4 )I

+2Pε
2
2G̃

T
ijlv,1,DG̃ijlv,1,D)]X̃ (kh)

+ X̃T ((kh− τ1(k))[162Pε
2
2G̃

T
ijlv,2,DG̃ijlv,2,D]

× X̃ ((kh− τ1(k))+ X̃T (kh− τ2(k))[16(26ε
2
5

+28ε
2
4 )I ]X̃ (kh− τ2(k))+ 10[X̃T (kh)ÃTijlv,EP[∗]

+ + X̃T ((kh− τ1(k))(Ã
d1
ijlv,E )

TP[∗]+ X̃T (kh− τ2(k))

× (Ãd2ijlv,E )
TP[∗]+ ῡT1 (kh)D̃

T
ijlv,EP[∗]

+ ῡT1 (kh− τ2(k))(D̃
d2
ijlv,E )

TP[∗]]+ X̃T (kh)

× [12(2Pε
2
2G̃

T
ijlv,1,E G̃ijlv,1,E + (21ε

2
5 +23ε

2
4 )I )]

× X̃ (kh)+ X̃T (kh− τ2(k))[12(22ε
2
5

+24ε
2
4 )I )]X̃ (kh− τ2(k))+ X̃

T (kh− τ1(k))

× [122Pε
2
2G̃

T
ijlv,2,E G̃ijlv,2,E ]X̃ (kh− τ1(k))

+ X̃T (kh)[2hẼTijlvPẼijlv + 2hε262PI ]X̃ (kh)

− X̃T (kh)PX̃ (kh)+ X̃T (kh)S1X̃ (kh)

− X̃T (kh− τ1(k))S1X̃ (kh− τ1(k))

+ X̃T (kh)S2X̃ (kh)

− X̃T (kh− τ2(k))S2X̃ (kh− τ2(k))

+ (d1M − d1m + 1)X̃T (kh)S3X̃ (kh)

+ (d2M − d2m + 1)X̃T (kh)S4X̃ (kh) (68)

After some manipulation, (68) can be rewritten as the
following compact form:

E{V (X̃ ((k + 1)h))− V (X̃ (kh))}

≤

M∑
i,j,l,v=1

hi(z(kh))hj(z(kh))hk (z(kh− τ1(k)))

× hl(z(kh− τ2(k))){0T1 (kh)

× [24T
ijlvP4ijlv +5

T
ijlvP̄5ijlv +3ijlv]01(kh)}

+
ρ

2
ῡT1 (kh)ῡ1(kh)

+
ρ

2
ῡT1 (kh− τ2(k))ῡ1(kh− τ2(k)) (69)
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where 01(kh) = [X̃T (kh) X̃T ((kh − τ1(k)) X̃T (kh − τ2(k))
ῡT1 (kh) ῡ

T
1 (kh− τ2(k))]

T with the matrices

4ijlv = [Ãijlv,D Ã
d1
ijlv,D Ã

d2
ijlv,D D̃ijlv,D D̃

d2
ijlv,D],

P̄ = diag{P,P,P,P,P}

5ijlv =
√
10diag{Ãijlv,E , Ã

d1
ijlv,E , Ã

d2
ijlv,E · · · · · · ,

D̃ijlv,E , D̃
d2
ijlv,E }

3ijlv = diag{3ijlv,1,3ijlv,2,3ijlv,3,3ijlv,4,3ijlv,5}

3ijlv,1 = 16((2Pε
2
1 +25ε

2
5 +2Pε

2
3 +27ε

2
4 )I

+2Pε
2
2G̃

T
ijlv,1,DG̃ijlv,1,D)

+ 12(2Pε
2
2G̃

T
ijlv,1,E G̃ijlv,1,E + (21ε

2
5 +23ε

2
4 )I )

+ 2hẼTijlvPẼijlv + 2hε262PI + S2 + S1 − P

+ (d1M − d1m + 1)S3 + (d2M − d2m + 1)S4
3ijlv,2 = 162Pε

2
2G̃

T
ijlv,2,DG̃ijlv,2,D

+ 122Pε
2
2G̃

T
ijlv,2,E G̃ijlv,2,E − S1

3ijlv,3 = 16(26ε
2
5 +28ε

2
4 )I + 12(22ε

2
5 +24ε

2
4 )I )− S2

3ijlv,4 = −
ρ

2
I , 3ijlv,5 = −

ρ

2
I

By (69), the numerator of the H∞ observer-based security
tracking performance in (58) can be rewritten as

E{
kf∑
k=0

[X̃T (kh)Q̃X̃ (kh)]− V (X̃ (0))}

= E{
kf∑
k=0

[X̃T (kh)Q̃X̃ (kh)

+V (X̃ ((k + 1)h))− V (X̃ (kh))]

+V (X̃ (0)))− V (X̃ (kf + 1)h))− V (X̃ (0))}

≤

kf∑
k=0

{

M∑
i,j,l,v=1

hi(z(kh))hj(z(kh))hk (z(kh− τ1(k)))

× hl(z(kh− τ2(k))){0T1 (kh)[24
T
ijlvP4ijlv

+5T
ijlvP̄5ijlv + 3̄ijlv]01(kh)} +

ρ

2
ῡT1 (kh)ῡ1(kh)

+
ρ

2
ῡT1 (kh− τ2(k))ῡ1(kh− τ2(k))} (70)

where 3̄ijlv = diag{3̄ijlv,1,3ijlv,2,3ijlv,3,3ijlv,4,3ijlv,5}

and 3̄ijlv,1 = 16((2Pε
2
1 + 25ε

2
5 + 2Pε

2
3 + 27ε

2
4 )I +

2Pε
2
2G̃

T
ijlv,1,DG̃ijlv,1,D)+12(2Pε

2
2G̃

T
ijlv,1,E G̃ijlv,1,E + (21ε

2
5+

23ε
2
4 )I +2hẼ

T
ijlvPẼijlv+2hε

2
62PI+S2+S1−P+Q̃+(d1M−

d1m + 1)S3 + (d2M − d2m + 1)S4.
If the following inequalities hold:

0T1 (kh)[24
T
ijlvP4ijlv +5

T
ijlvP̄5ijlv + 3̄ijlv]01(kh) ≤ 0

for i, j, l, v = 1, · · · ,M (71)

then, with the fact ῡ1(−kh) = 0, for k=1,2,3. . . , (70) can be
written as:

E{
kf∑
k=0

[X̃T (kh)Q̃X̃ (kh)]− V (X̃ (0)))}

≤

kf∑
k=0

ρ

2
ῡT1 (kh)ῡ1(kh)

+
ρ

2
ῡT1 (kh− τ2(k))ῡ1(kh− τ2(k))

≤

kf∑
k=0

ρῡT1 (kh)ῡ1(kh) (72)

which shows the robust H∞ fuzzy networked security
observer-based reference tracking performance is satisfied
under a disturbance attenuation level ρ. Similarly, if ῡ1(kh)=
0, the above inequality implies E{X̃T (kh)X̃ (kh)} → 0 as
k → ∞ due to the fact that the initial value E{V (X̃ (0))}
is bounded, i.e., the mean square state/estimation error and
mean square tracking error will converge to 0 in probability.

B. TRANSFORMATION OF BILINEAR
MATRIX INEQUALITIES
From the above discussion, the H∞ observer-based security
tracking control design is transformed to equivalent matrix
inequalities in (62), (65), (71). However, due to the coupling
of design variables, these matrix inequalities are hard to be
solved via current optimization methods. To deal with this
problem, some matrix inequality formulas are used to trans-
form these matrix inequalities into linear matrix inequalities
(LMIs) and it can be easily solved viaMATLABLMI TOOL-
BOX. Furthermore, some slack variables are introduced to
reduce the conservative in the derived LMIs.

To begin with, the following difference equations hold:

X̃ (kh)− X̃ ((kh− τ1(k)) =
∑k−1

s=k−τ̄1(k)
η(sh)

X̃ (kh)− X̃ ((kh− τ2(k)) =
∑k−1

s=k−τ̄2(k)
η(sh) (73)

where η(sh) = X̃ ((s+ 1)h)− X̃ (sh).
Then, by the fact in (73), the following equations hold:

2(X̃ (kh)− X̃ ((kh− τ1(k))−
∑k−1

s=k−τ̄1(k)
η(sh))

× (−Nijlv,1X̃ (kh)+ Oijlv,1
∑k−1

s=k−τ̄1(k)
η(sh)) = 0

2(X̃ (kh)− X̃ ((kh− τ2(k))−
∑k−1

s=k−τ̄2(k)
η(sh))

× (−Nijlv,2X̃ (kh)+ Oijlv,2
∑k−1

s=k−τ̄1(k)
η(sh)) = 0

(74)

where {Nijlv,1,Nijlv,2,Oijlv,1,Oijlv,2}Mi,j,l,v=1 are slack vari-
ables to be designed.

By (74), the matrix inequalities in (71) are equivalent to
following inequalities:

0T2 (kh)[4̃
T
ijlvP̃24̃ijlv + 5̃

T
ijlvP̃15̃ijlv + 3̃ijlv]02(kh) ≤ 0

for i, j, l, v = 1, · · · ,M (75)

where 02(kh) = [0T1 (kh)
∑k−1

s=k−τ̄2(k) η
T (sh))

∑k−1
s=k−τ̄2(k)

ηT (sh))]T , 4̃ijlv = diag{4ijlv, I , I }, P̃2 = diag{2P,P,P},
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P̃1 = diag{P,P,P,P,P,P,P}, 5̃ijlv = diag{5ijlv, I , I } and

3̃ijlv =

[
3̃ijlv,I 3̃ijlv,II

∗ 3̃ijlv,III

]

3̃ijlv,I =

 3̃ijlv,1 3̃ijlv,8 3̃ijlv,9

∗ 3̃ijlv,2 0
∗ ∗ 3̃ijlv,3


3̃ijlv,II =

 0 0 3̃ijlv,10 3̃ijlv,11

0 0 3̃ijlv,12 0
0 0 0 3̃ijlv,13


3̃ijlv,III = diag{3̃ijlv,4, 3̃ijlv,5, 3̃ijlv,6, 3̃ijlv,7}

3̃ijlv,1 = 16(2Pε
2
1 +25ε

2
5 +2Pε

2
3 +27ε

2
4 )I

+ 162Pε
2
2G̃

T
ijlv,1,DG̃ijlv,1,D + 12(2Pε

2
2G̃

T
ijlv,1,E

× G̃ijlv,1,E
+ (21ε

2
5 +23ε

2
4 )I )+ 2hẼTijlvPẼijlv + 2hε262PI

+ S2 + S1 − P− 2Nijlv,1 − 2Nijlv,2
+ Q̃+ (d1M − d1m + 1)S3 + (d2M − d2m + 1)S4

3̃ijlv,2 = 162Pε
2
2G̃

T
ijlv,2,DG̃ijlv,2,D

+ 122Pε
2
2G̃

T
ijlv,2,E G̃ijlv,2,E − S1

3̃ijlv,3 = 16(26ε
2
5 +28ε

2
4 )I + 12(22ε

2
5 +24ε

2
4 )I )− S2,

3̃ijlv,4 = −
ρ

2
I , 3̃ijlv,5 = −

ρ

2
I ,

3̃ijlv,6 = −2P− 2Oijlv,1, 3̃ijlv,7 = −2P− 2Oijlv,2,

3̃ijlv,8 = NT
ijlv,1, 3̃ijlv,9 = NT

ijlv,2,

3̃ijlv,10 = Oijlv,1 + NT
ijlv,1, 3̃ijlv,11 = Oijlv,2 + NT

ijlv,2

3̃ijlv,12 = −Oijlv,1, 3̃ijlv,13 = −Oijlv,2

Clearly, the inequalities (75) hold if the following matrix
inequalities hold,

4̃T
ijlvP̃14̃ijlv + 5̃

T
ijlvP̃25̃ijlv + 3̃ijlv ≤ 0

for i, j, l, v = 1, · · · ,M (76)

Further, by the fact that P is positive definite matrix, the
following inequality holds:

(I −W )P(I −W ) > 0

⇒ −2I +W > −P (77)

where W = P−1. On the other hand, to decou-
ple the bilinear terms {2Pε

2
2G̃

T
ijlv,1,DG̃ijlv,1,D,2Pε

2
2G̃

T
ijlv,1,E

×G̃ijlv,1,E }Mi,j,l,v=1 and {162Pε
2
2G̃

T
ijlv,2,DG̃ijlv,2,D, 122P ε22

G̃Tijlv,2,E G̃ijlv,2,E }
M
i,j,l,v=1 in 3ijlv,1 and 3ijlv,2, respectively,

and 2hẼTijlvPẼijlv in 3ijlv,1, the following slack variables and
constraints are introduced:

162Pε
2
2G̃

T
ijlv,1,DG̃ijlv,1,D

+ 122Pε
2
2G̃

T
ijlv,1,E G̃ijlv,1,E < Y1,ijlv

162Pε
2
2G̃

T
ijlv,2,DG̃ijlv,2,D

+ 122Pε
2
2G̃

T
ijlv,2,E G̃ijlv,2,E < Y2,ijlv

2hẼTijlvPẼijlv < Y3,ijlv (78)

where {Y1,ijlv,Y2,ijlv,Y3,ijlv}Mi,j,l,v=1 are positive matrices to be
designed.

By applying Schur complement to (76) with (77) and (78),
the matrix inequalities in (76) are relaxed to following LMIs: 3̃∗ijlv 5̃T

ijlv 4̃T
ijlv

∗ −W̃1 0
∗ ∗ −W̃2

 ≤ 0

for i, j, l, v = 1, · · · ,M (79)

where W̃1 = diag{W ,W ,W ,W ,W ,W ,W }, W̃2 =

diag{ 12W ,W ,W } and

3̃∗ijlv =

[
3̃∗ijlv,I 3̃ijlv,II

∗ 3̃∗ijlv,III

]

3̃ijlv,I =

 3̃∗ijlv,1 3̃ijlv,8 3̃ijlv,9

∗ 3̃∗ijlv,2 0
∗ ∗ 3̃ijlv,3


3̃∗ijlv,III = diag{3̃ijlv,4, 3̃ijlv,5, 3̃

∗

ijlv,6, 3̃
∗

ijlv,7}

3̃∗ijlv,1 = 16(2Pε
2
1 +25ε

2
5 +2Pε

2
3 +27ε

2
4 )I

+Y1,ijlv + 12((21ε
2
5 +23ε

2
4 )I )

+Y3,ijlv + 2hε262PI + S2 + S1 − 2I

+W − 2Nijlv,1 − 2Nijlv,2 + Q̃

+ (d1M − d1m + 1)S3 + (d2M − d2m + 1)S4
3̃∗ijlv,2 = Y2,ijlv − S1, 3̃∗ijlv,6 = 2(−2I +W )− 2Oijlv,1,

3̃∗ijlv,7 = 2(−2I +W )− 2Oijlv,2

On the other hand, by taking expectation operator to (62),
(62) can be represented as follows

D̃Tx,ijlv,EPD̃x,ijlv,E ≤ M1,

(D̃d2ijlv,E )
TPD̃d2ijlv,E ≤ M2

C̃T
i,EPC̃i,E } ≤ M3,

(C̃d
i,E )

TPC̃d
i,E ≤ M4

P ≤ 2PI , M1 ≤ 21I , M2 ≤ 22I ,

M3 ≤ 23I , M4 ≤ 24I , (80)

where D̃x,ijlv,E = diag{0, β∗Li, 0}, D̃
d2
ijlv,E = diag{0,−β∗Li,

0}C̃i,E = diag{0, β∗Li, 0}C̃d
i,E = diag{0,−β∗Li, 0}.

Then, by using Schur complement to (65), (78) and (80),
these constraints can be transformed to the following LMIs[

M1 D̃Tx,ijlv,E
∗ W

]
≥ 0,[

M2 (D̃d2ijlv,E )
T

∗ W

]
≥ 0[

M3 C̃T
j,E

∗ W

]
≥ 0,[

M4 (C̃d
j,E )

T

∗ W

]
≥ 0
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[
2PI I
∗ W

]
≥ 0,

M1 ≤ 21I , M2 ≤ 22I , M3 ≤ 23I , M4 ≤ 24I ,

(81)[
M5 D̃Tx,ijlv,D
∗ W

]
≥ 0,[

M6 (D̃d2ijlv,D)
T

∗ W

]
≥ 0,[

M7 C̃T
j,D

∗ W

]
≥ 0,[

M8 (C̃d
j,D)

T

∗ W

]
≥ 0,

M5 ≤ 25I , M6 ≤ 26I , M7 ≤ 27I , M8 ≤ 28I ,

(82)
Y1,ijlv G̃Tijlv,1,D G̃Tijlv,1,E

∗
1

162Pε
2
2

I 0

∗ ∗
1

122Pε
2
2

I

 > 0


Y2,ijlv G̃Tijlv,2,D G̃Tijlv,2,E

∗
1

162Pε
2
2

I 0

∗ ∗
1

122Pε
2
2

I

 > 0

 Y3,ijlv ẼTijlv

∗
1
2h
W

 > 0 (83)

Based on above discussion, the H∞ observer-based secu-
rity reference tracking control design is transformed to LMIs
in (79), (81), (82) and (83). The proof is done.
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