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ABSTRACT Traditionally, network and security operation center teams have worked in silos despite
commonalities. The network operating center (NOC) team is to provide operationality and availability of
information technology (IT) assets, while the security operation center (SOC) team is to ensure IT assets
security and protect them from cyber-security attacks. The convergence in IT assets and exponential growth
in cyber-security threats in the present digital-online scenario have created many challenges in maintaining
network and IT assets effectively and protecting them. It is vital to break these silos and bring them under one
integrated unit to effectively counter cyber-security attacks, threats, and vandalism at a reduced operational
cost. Despite its necessity, the relevant literature lacks an opinion. It focuses mainly on conceptual segments
instead of a holistic view of an integrated NOC and SOC architecture, limiting further innovations in the
field. A systematic literature review and analysis is conducted to collate and understand current research
ideas in this paper. The mapped relevant literature and our expertise have been then used to propose the
implementable state-of-the-art architecture of an integrated NOC and SOC, its definition, the main building
blocks and its usefulness for the organizations. Only explicit knowledge of people is considered while
neglecting the tacit knowledge in automating and integrating the processes of NOC and SOC, which is
the major limitation of the relevant literature. Taping people tacit knowledge is necessary for utilizing the
entire caliber of the NOC and SOC integration in the future.

INDEX TERMS Collaboration of network and security operation, integrated network and security operation,

integrated NOC and SOC, netsecops, network security operation center.

I. INTRODUCTION

During network inception, network operation was the only
requirement for network-based organizations and not even its
management [1]. Subsequently, the network operation cen-
ter (NOC) has become a nerve center to ensure ‘“‘power, ping
and pipe” to network computing resources and is measured
on uptime service level agreements (SLA) [1], [2]. Mean-
while, organizations have conceptualized a separate security
operation center (SOC) to counter rapidly evolving cyber
security threats [2]. The SOC consists of people, processes,
and technologies (PPT) framework to detect and identify
threats and mitigate them before any breach occurs and have
become an immune system with a purpose to “‘detect, protect,
react, and recover” [2], [4], [34]-[42]. SOC performance is
measured on defined response time SLA [2]. Information and
cyber security have recently taken the front seat in the present
online digital scenario due to the rise in information and
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cyber security threats. According to the cost of crime report
analysis, reported security breaches by organizations have
risen by 11% from 2017 to 2018 and a total increase of 67% in
the last five years [3]. However, this cost of crime report only
shows reported incidents, while incidents not detected may be
much higher in numbers. Further, the average time to detect
an incident was 196 days in 2018, and 69 days additional on
average to mitigate them after its detection [3]. This detection
time shows how inefficient organizations are at detecting and
neutralizing these threats.

Therefore, integrating NOC and SOC is essential to fully
utilize them as nerve and immune centers under one umbrella
to overcome cyber threat detection and mitigation inefficien-
cies in real-time scenarios. However, the NOC and SOC
teams are often get siloed and separated while serving differ-
ent functionalities of the same campaign, which they really
should not be [2], [5]-[7]. This siloed environment leads to
poor incident response time or SLA in handling various inci-
dents and thereby puts information technology (IT) infras-
tructure and assets of organizations at significant risk [7], [8].
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Conversely, integrated NOCs and SOCs are more efficient
and better coordinated to ensure IT infrastructure integrity,
availability with enhanced SLA and real-time threat detection
capabilities [7], [9], [10]. However, some routine and com-
mon factors such as staff reduction, skill deprecation, less
knowledge sharing, privacy compromises, and some intel-
lectual property leakages put the company or organization
IT infrastructure at risk. Routinely, NOCs and SOCs are
tasked to perform better and extraordinarily, with limited
resources struggles to pace organizational growth. Lever-
aging common NOC and SOC characteristics to build
an integrated team responsible for NOC and SOC func-
tionalities is cost-effective and yield better operational
efficiencies [11]-[15].

A few research gaps and challenges are revealed while
performing systematic literature reviews and analysis of inte-
grated NOC and SOC. The most prominent issues are the lack
of an accurate definition of an integrated network and security
operation center, its main components or building blocks,
and state-of-the-art integrated architecture. Researchers have
only covered the idea of integration at the conceptual level,
which is at the evolving stage. For some researchers, integra-
tion may be carried out at initial tiers, keeping the status quo
on others [2], [6], [8]-[10], [12]. For others, the integration
team can have a shared pool where they can post all queries,
which can be resolved by both team members keeping higher
tiers intact [7], [11], [16]-[18]. A few challenges include
non-availability of standards, integrated toolsets, insufficient
automation, an unwillingness to share data thinking it might
be mishandled or misinterpreted, and a lack of cross-team
skills. These differences in views and challenges thwart orga-
nizations from integrating NOC and SOC and researchers
from further innovation in this field [18]. Therefore, the main
contribution of this analysis is to close this gap by establishing
the veracity for a state-of-the-art architecture for integrated
NOC and SOC. Hence, the authors conducted a systematic lit-
erature review and analysis to identify and include the current
state of the art architecture. Subsequently, we introduce the
state-of-the-art architecture of an integrated NOC and SOC
resulting from the present scenario.

The structure of the rest of the paper is as follows.
In Section I, this paper identifies relevant work. In Section 1II,
the Preferred Reporting Items for Systematic reviews
and Meta-Analyses (PRISMA) methodology proposed by
Moher et al. [21] was adopted to carry out this systematic lit-
erature review and analysis. Section III is the first part of the
main contribution of this analysis. We carried out a systematic
analysis of relevant literature to understand the requirement
and importance of integration in defining the definition of
integrated NOC and SOC and its main components or build-
ing blocks. Section IV highlight the usefulness of integrated
NOC and SOC vis-a-vis siloed NOC and SOC. Section V is
the second part of the main contribution. This part focused
on bringing the state-of-the-art of an integrated NOC and
SOC from relevant literature. Section VI has proposed future
development and research roadmap while identifying other
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open challenges. Finally, the author concludes with a com-
plete systematic review of the analysis.

Il. RELATED WORK

The availability of relevant literature related to state-of-the-
art integrated NOC and SOC is rare because of its niche con-
cept, especially its holistic view of integration. An essential
issue within a significant part of this literature is that it is
very segmented, lacks an agreed opinion, and focuses mainly
on conceptual elements instead of a holistic view. Only a
few researchers have attempted to define the architectural
framework of integrated NOC and SOC in the discovered
literature [6], [7], [11], [13], [16]. Though most researchers
agree on its necessities, capabilities, efficiencies, and useful-
ness, there is no explicit agreement of what constitutes an
integrated NOC and SOC. Similarly, much literature focuses
on distinct attributes of an integrated network and security
operation center without paying much attention to the holistic
view [2], [10], [13], [51], [52], [55].

Authors have acknowledged a few publications somewhat
relevant to our integrated NOC and SOC concepts, which
is useful in understanding the integration concept. A few
researchers use semi-structured interviews [19], surveys and
on-site visits [20], [67], [68] and case studies [7], [9]. Further,
interviews, surveys and case studies are used to verify and
elaborate on the integration processes of NOC and SOC and
their methodologies, and how SOC best practices can be
integrated with the NOC for improving in time to detect the
incident and its mitigation [7], [9], [19], [20]. The SANS log
management survey [67] and cyber threat intelligence [68]
survey reports emphasize the inability to differentiate normal
from abnormal patterns. Moreover, it is advantageous to use
platforms that can build benchmarks by integrating network
elements, endpoint security activity and other IT systems
compared to non-benchmarked systems [67]. Furthermore,
the security monitoring system incorporates threat intelli-
gence according to the observe, orient, decide, act (OODA)
loop. This OODA loop helps detect patterns while ana-
lyzing network elements, security endpoints, and other log
events [68]. Most researchers adopted a bottom-up technique
while defining the definition of integrated NOC and SOC
methodology [7], [9], which is difficult to understand the inte-
grated concept definition and lacks a holistic view. However,
surveys and interviews have provided some understanding
into a small segment of particular building blocks of an
integrated NOC and SOC but do not allow decisions upon
a general state-of-the-art and highlighted its advantages and
efficiencies.

Authors notice a paucity of holistic views and identify the
status quo in integrating NOC and SOC. There is a need for
standardization of terminologies and state-of-the-art architec-
ture further to advance the field of NOC and SOC integration.
Therefore, by this systematic analysis of integrated NOC and
SOC, the authors initiate the first step in this approach.

Further, systematic literature analysis of this paper is dif-
ferent as authors put a heavier weight on quality than quantity
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TABLE 1. Search protocol strategy.

RQI1. What is the state-of-the-art
architecture of an integrated NOC &
SOC for an organization?

Research
questions (RQ)

RQ2. Which challenges are needs to
be resolved in future for holistic
development of integrated NOC and
SoC?

English Language; Search
Keywords are preferred in Title,
Abstract and Index Keywords
“Integration” ““Security OR
Network’” AND *‘Operations’” AND
*‘Center”

Keyword search, backward search,
forward search

Literature having basic concepts of
NOC, SOC and detailed architecture
of integrated NOC & SOC

Search criteria

Search keywords

Search methods

Inclusion method

approaches
Electronic Scopus, IEEE Xplore Digital
database Library, Science Direct, Google
Scholar and World Wide Web
Date January 2000 to September 2021

of the included literature. There is a lack of established norms
to date to assess the integrated NOC and SOC literature qual-
ity. Therefore, the authors considered the venue of the paper,
the proposed solution, and the methodology the researchers
adopted for quality assessment. During the analysis phase,
we leveraged the integration of NOC and SOC knowledge of
the researchers in this analysis and identified the limitations
of the proposed solution and its evaluation. The authors fur-
ther suggested addressing these limitations or improving the
integration design.

lll. METHODOLOGY
This section introduces the methodology used to conduct
this analysis and its adopted search strategy, including the
research questions, eligibility criteria, electronic databases,
search keywords/methods, and data extraction. The search
strategy adopted and research questions addressed by this
systematic analysis is shown in Table 1. Despite the practi-
cal importance of information security in the present digital
era, limited literature is available on integrated NOC and
SOC, especially regarding a commonly agreed definition
and its holistic view. This limitation makes it difficult for
researchers to have rational and creative thinking, which ham-
pers future research, innovation, and development. Therefore,
the authors aim to synthesize the relevant literature to estab-
lish a state-of-the-art architecture and address the challenges
for future research.

This systematic analysis was conducted according to the
PRISMA statement, as proposed by Moher et al. [21] and
incorporated with the other standard guidelines [22]-[25] to
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tailor this systematic literature analysis for the engineering
and computer science domain. This PRISMA flow is primar-
ily adapted for this analysis since it is evidence-based with
a minimum set of items for reporting in systematic reviews
and meta-analyses. It establishes the quality of the reviews,
allows readers to assess strengths and weaknesses, permits
replication of review methods, and structures. It formats the
review using PRISMA headings, identification and screen-
ing, and eligibility and include phases. The PRISMA flow
process adopted for relevant literature collection is illustrated
in Fig. 1.

A. IDENTIFICATION AND SCREENING PHASE

The records were identified through the following electronic
databases: Scopus, IEEE Xplore, Science Direct and Google
Scholar. The authors adopted these databases because of
their renowned names in engineering, information systems,
computer science, and cybersecurity. The search is focused
mainly on mapping existing literature on the integration of
NOC and SOC and in the fields of engineering and com-
puter science. The search then further curtailed for cyber
and information security, network management and opera-
tion, network security intelligence center, network topology
and security, security information and event management
(SIEM), information security incidents, computer emergency
response team (CERT), security intelligence centers, and data
triage fields.

The search was conducted from January 2000 to
September 2021. All articles published before January 2000
were dropped. Only English language papers were included
in the systematic literature analysis as an exclusion criterion.
The following search keywords are used, viz., “Integration”
“Security OR Network” AND “Operations” AND
“Center,” which resulted in a large number of results, though
only a few portions are relevant to our analysis. Full-term
“Network Operation Center” and ‘“‘Security Operation Cen-
ter” are applied to identify relevant literature and filtered
with “integration” OR ““combined” terms. The abbreviations

Science Direct
Jan 2000 to Sep 2021
56 Citations

Scopus IEEE Xplore Digital Library
Jan 2000 to Sep 2021 Jan 2000 to Sep 2021
223 Citations

Google Scholar
Jan 2000 to Sep 2021
106 Citations

54 Citations

Identification

212 Non-Duplicate
Citations Screened

78 Aticles Excluded /" nclusion/Exclusion "\
After Title/Abstract Screened [€ | Criteria Applied )
N e

134 Articles Retrieved
_— —
,/ Inclusion/ Exclusion\\
\ Criteria Applied /

Screening

Eligibility

42 Articles Excluded 17 Articles Excluded
After Full Text Screened After Data Extraction

75 Atticles Included

FIGURE 1. PRISMA flow diagram.

Included
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“NOC” and “SOC” are not considered for literature search
because it also abbreviates ‘“network on a chip” (NoC) and
“system on a chip” (SoC), which produces an immense
number of other results.

During this Screening process, a total of 439 articles/
literature are filtered from selected electronic databases for
further processing. After that, records screening was carried
out thoroughly on 439 records to remove the duplicities.
A total of 212 records are taken for further systematic analysis
by dropping 227 records based on duplicity filter criteria.

B. ELIGIBILITY AND INCLUDE PHASE

During this eligibility and include phase, the quality assess-
ment process is administered to genuine and peer-reviewed
research articles, reviews, conference papers, books, and
website pages. For example, articles were included in the
review process only if the abstracts were on NOC, SOC, and
integration of NOC and SOC further to maintain the quality
and relevance of the research literature.

A total of 134 articles were retrieved after applying
first stage inclusion/exclusion criteria based on abstract/title
screening. Finally, 75 articles were selected for systematic
literature review and analysis after applying second stage
inclusion/exclusion criteria and data extraction on the full-
text screening. The data extracted features were: article to
be genuine, peer-reviewed and original paper, review paper,
conference paper, books, and web pages. Table 2 lists the
electronic database wise literature results.

TABLE 2. Electronic database wise search result.

Electronic Database | Search Criterion Sum
Scopus Title, Abstract & Keywords | 223
IEEE Xplore Digital | Document title, Abstract 54
Library

Science Direct Title, Abstract & Keywords | 56
Google Scholar Title of the Article 106
Total 439
Articles left after duplicate removal 212
Articles left after selection criteria 134
Articles selected for review and analysis 75

IV. FINDINGS AND INTERPRETATION

The previous section showed how the research methodology
was adopted to obtain relevant NOC and SOC integration lit-
erature. This section introduces the first part of our main con-
tribution. We analyze the literature and present the findings
and interpretations of data collection sets. Fig. 2 illustrates the
year-wise publications of the extracted research papers. The
graph shows the trends of security and network operations
and their integration concept, which is exponentially high
in 2021. The authors expect the same trends in the future
since the online and digital scenarios have taken the front
seat during this pandemic. Therefore, to improve the informa-
tion security posture of an organization against the increased
cyber threats in the present online and digital era, the authors
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FIGURE 2. Year wise research literature trend.

see the necessity to establish the state-of-the-art architecture
of integrated NOCs and SOCs.

The authors divided this part of the research analysis into
the definition, integrated NOC and SOC architecture, and
building blocks of an integrated NOC and SOC. The relevant
research literature on these topics is presented in Table 3.

TABLE 3. Literature of definition, architecture & building blocks.

Topic No of Articles
Definition 20

Integrated NOC & SOC architecture 8

Building Blocks of Integrated NOC & SOC

A. DEFINITIONS

This section briefly introduces some of the definitions that are
related and ambiguous to an integrated NOC and SOC sce-
nario. Integrated NOC and SOC are complex unit structures
encompassing network and security operations and manage-
ment [7], [11], [16], [26], [27]. Integration is a system of
systems concept that handles network and security campaigns
using network devices, software, and other infrastructure
to manage its overall operation and maintenance, and to
enhance the organization overall security posture round the
clock, i.e., 24 / 7, 365 days per year [28]. Integrated NOC
and SOC can improve the overall organization security pos-
ture [S5]-[7], [9]-[11], [13], [16]-[18], [30], [31]. However,
there is no clear terminology or proof of concept describing
the integrated NOC and SOC. The succeeding paragraphs
delimits integrated NOC and SOC from other related terms:

1) NETWORK OPERATION CENTER

A network operations center is also known as a ‘“‘network
management center”. It is single or multiple locations from
where network operation and management are exercised
over the organization infrastructure. Network management
tasks, such as faults, performance, configuration, administra-
tion, and security (FCAPS), are managed by the NOC team
adopting the FCAPS model [26]. For example, in a telecom-
munication scenario, NOCs are responsible for monitor-
ing equipment failures, access networks, connectivity, alerts,
events, and performance issues that may affect the telecom
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network and services [26], [27], [32]. Thus, one can say that
NOC is the basis of an organization nervous system [2].

2) SECURITY OPERATION CENTER

The SOC consists of analysts, operators, and subject matter
experts who monitor security endpoints, sensors, IT infras-
tructure, applications, and services. They use various tech-
nologies and processes as per invoked organization policies
to deter IT infrastructure misuse and policy violation from
preventing and detecting cyber threats and attacks, secu-
rity breaches, and online abuse and respond to cyber inci-
dents [34]. Holistically, it represents overall organizational
security vision and strategy. It uses either PPT or People, pro-
cesses, technologies, governance and compliance (PPTGC)
frameworks to manage the entire security campaign of an
organization [4], [34]-[42], [48]. This operational method-
ology is accomplished by a system of systems architecture
rather than a single system. It also creates security awareness
in mitigating the exposed risks and helps to fulfill the organi-
zation security posture.

3) SECURITY INTELLIGENCE CENTER

The security intelligence center (SIC) term was first used in
2017 as the successor of SOCs”. The SIC aims to provide a
more holistic, integrated view than a SOC, which can fully
visualize and manage security intelligence in one place. [43].
Therefore, numerous technologies such as knowledge man-
agement, big data analytics, and information security have
been combined [44] from various other terms and terminolo-
gies of NOC and SOC.

4) INTEGRATED NOC AND SOC

While mapping the literature, the authors saw the lack of
commonly agreed-upon terminology and definition for an
integrated NOC and SOC due to existing tools and agencies
between siloed NOC and SOC. Definitions vary widely, mak-
ing it difficult to understand the integrated NOC and SOC
and how it is efficient and advantageous from silos operation
methodologies. To have a clear definition of an integrated
NOC and SOC, the authors define its know-how and know-
why of an integrated NOC and SOC and put it in a nutshell
as driven by the relevant literature below:

“The merging of NOC and SOC is a continuous integration
and continuous development campaign at strategic, opera-
tional, and tactical working culture vis-a-vis its technologies,
processes, and people for the better security posture of an
organization. Integrating NOC and SOC cannot be completed
by a single system but rather by using a system of systems. It is
a management of the FCAPS, use of OODA loop, and plan,
check, do, act (PCDA) cycle, intelligence cycle, triaging, col-
laborating, cross-correlating, SLA, standard operating pro-
cedures, and identifying common patterns from the integrated
tools and dashboards. It is a team of integrated NOC and SOC
analysts and subject matter experts of defenders by cross-
training them to expand their range of skills, adjust their
mindsets, tap each other skillsets, and experience to identify,
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manage, and resolve incidents or faults effectively and to
counter the rough attackers. It creates situational aware-
ness, mitigates the exposed risks, and helps fulfil regulatory
requirements. When an incident occurs regarding a NOC
and SOC specific issue, there is shared accountability and
authority among the integrated team of defenders on triag-
ing, remediating, handling, and making recommendations to
stakeholders and system-owners of the respective impacted
system.”

B. ARCHITECTURE OF INTEGRATED NOC & SOC

While the previous section defines the integrated NOC and
SOC, in this section, the authors analyze the available lit-
erature on the architecture of NOC, SOC, and integrated
NOC and SOC. From the relevant literature, the architecture
of an integrated NOC and SOC primarily consists of three
elements: personnel, processes, and technology. Networks
and cybersecurity technologies are constantly evolving; it
is essential to understand their infrastructures, current pro-
cesses, procedures, policies, and other controls in the orga-
nizations/industries and how these elements are controlled
and monitored. The comparative research aims to develop
a state-of-the-art holistic architecture of an integrated NOC
and SOC. The comparative research aims to develop a state-
of-the-art architecture that can be implementable in organiza-
tions. Towards this, validation of state-of-the-art architecture
has been carried out using the “Delphi Technique™ at the
elemental level by seeking a consensus from the experts in
the field of network and security operation centers of an
organization through a series of questionnaires [71]. Though,
it is highlighted that the integration of network and security
operation centers is a continuous process due to fast-evolving
technologies in the present digital and cyber- security era.
Therefore, architecture or framework are rarely mature; it
is just a version, as one will see new things over time that
may not be reflected in it. Part one covers three different
general architectural approaches applied to NOC, SOC, and
integrated NOC and SOC designs throughout the literature.
At the same time, part two of this section aims to develop a
state-of-the-art architecture of an integrated NOC and SOC
from the relevant literature. The distribution of related liter-
ature on NOC, SOC, and integrated NOC and SOC is listed
in Table 4.

TABLE 4. Literature on NOC, SOC, integrated NOC & SOC and reports.

Architecture No of Articles
NOC 09
SOC 15
Integrated NOC and SOC 35
Threat Reports 04

1) GENERAL NETWORK ARCHITECTURE

Network architectures are classified as centralized, dis-
tributed, and decentralized based on the network architecture
depicted in Fig. 3 [46]. Centralized architecture describes
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FIGURE 3. Different types of networks.

wherein different network/data resources are placed at var-
ious locations and managed from one central location.

A distributed architecture resembles one single system
operating across several subsidiaries. It appears for users as
if they are dealing with one entity. The distributed system
enables all entities to retrieve, process, combine, and pro-
vide information and services to other entities [46]. It allows
for evenly sharing workload and data among all distributed
networks.

In a decentralized architecture, the concept of centralized
and distributed architecture collaboration takes place [44].
A decentralized network comprises a few networks with pos-
sibly limited capabilities reporting to one or more centralized
networks. While mapping the previous literature with current,
a remarkable shift is observed from centralized to decen-
tralized networks. The main reason for this shift in design
architecture is probably to build more redundancy and to
avoid a single point of failure [4], [26], [46], [47].

2) NOC ARCHITECTURE

NOC is the nerve center of an organization with different roles
and responsibilities that ensure the availability of a network
with the required speed and performance for its stakehold-
ers [2], [14]. As per Chavan [26], the earliest NOCs began
in the 1960s. A network control center opened in 1962 by
American Telephone and Telegraph Company (AT&T) in
New York uses status boards to display switch and routing
information in real-time from AT&T most important toll
switches. Later, AT&T enhanced the network control center
with a modernized network operation center in 1977. A NOC
model with an end-to-end communication service provider
(CSP) architecture is shown in Fig. 4. This model defines
a NOC, which consists of five layers: the display of alerts
and messages layer, business support system (BSS) layer,
operation support system (OSS) layer, network management
system (NMS), FCAPS layer, and an element management
system (EMS) layer [26], [32].

3) SOC ARCHITECTURE
SOC is the immune center of an organization with different
roles and responsibilities. It follows either PPT or PPTGC
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Network, Alarms, Service Assurance Levels, Configuration, Key
Performance Indicator, Network Security and Billing

Service  Network:  IP
Multimedia/Operator/Ente-
prise services, Network,
Over -the-Top and Internet

Core Network: SGSN Pool,
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Home Subscriber Server

Transport Backbone: EBH,
Ip/ MPLS, SS7 /
SIGTRAN, SDH, TDM,
DWDM / OTN

Element
Manager
EMS

Access / Wireless Network:
NE, 2G, 3G, 4G/LTE, eNB,
5G, NodeB, Cable, FTTx,
xDSL, Fixed Line

FIGURE 4. NOC architecture: end-to-end CSP network.

framework for the real-time security operations and man-
agement [4], [34]-[42], [48]. To analyze cyber and security
incidents, it follows a tiered approach of triage, analyses, and
neutralizing it, or else escalating the issue to higher tiers for
subject matter experts for detailed analysis. Fig. 5 depicts the
architecture model of SOC, which shows four components:
data collection, data processing, correlation analysis, and
visualization [37]. One of the SOC models proposed by
Bidou et al. [48] defines SOC, which consists of five parts:
event generators, event collectors, message databases, analy-
sis engines, and reaction management software. The SOC box
architecture has certain limitations in the present scenario,
as it is almost a decade old. The SOC box architecture is a
centralized system with numerous single points of failure.
With the complexity of current information technologies,
landscapes, and technological developments, distribution-
based architectures are more appropriate. Subsequently, the
SOC box architecture has undergone many changes to com-
pete with the present evolving technologies. Its immedi-
ate successor is the distributed security operation center
(DSOC), as proposed by the same authors Bidou et al. The
DSOC architecture lays the foundation for the distributed

Visualization
Equipment Policy Vulnerability Event
Management Management Management Management

Correlation Analysis

Km)Wledgc sase m
Data Processing

T

Data Collection
@ == L2
Firewall Router VPN DS Servers

FIGURE 5. The architecture of SOC.
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TABLE 5. Classification of literature of NOC & SOC commonalities.

Relevant Literature

Classification of literature: NOC & SOC Commonalities

Infrastructure

personnel process | Technology

Hernandez, 2018 [7]

Goodchild, 2009 [9]

Hae et al., 2016 [16]

Miloslavskaya, 2018 [11]

Extrahop, 2018 [49]

NIRSIANEAN

McGillicuddy, 2019 [6]

McGillicuddy, 2020 [50]

Amy and Karnam, 2012 [51]

Bea, 2020 [30]

Bocetta, 2021 [12]

SIS C]K

Chon and Jaeger, 2007 [2]

David, 2008 [8]

Fortinet, 2018 [52]

Lackey, 2021 [13]

NIA A A R NI AN

McGillicuddy, 2019 [53]

Miloslavskaya, 2021 [54]

Morrison, 2018 [55]

Rebasoft, 2021 [15]

Roberson, 2019 [19]

Udeshi, 2018 [56]

Weinberg, 2020 [18]

Total

RICICICICICIC SO KIS KKK
RICICICICICICIC OO KOOI KKK
AN AN AN AN AN ANAYAYAYAS

SNAYAYAYANAY

grid SOC (GSOC) architecture for critical infrastructures.
These architectures show a shift from a centralized to a
distributed SOC architecture over time to avoid single-point
failure.

4) INTEGRATED NOC & SOC ARCHITECTURE

The general architecture of integrated NOC and SOC is either
centralized, decentralized, or distributed [47] according to
the strategic choice of the organization. As the architecture
of NOC and SOC has adopted the framework of people,
processes and technology or people, process technology, gov-
ernance, and compliance [20], [26], [27], [34], [35], [37],
[39], [41], itis advantageous to integrate NOC and SOC under
one umbrella for enhanced efficiencies, cost-effectiveness,
and improved SLA [7], [11], [13]-[15], [18], [19]. The rel-
evant literature reveals that integrating NOC and SOC is
advantageous in improving the SLA of network and security
by integrating either at all tiers or a few tiers [7]. Regarding
the integration of NOC and SOC, the identified literature
mainly suggests the integration concept because it has com-
monalities in NOC and SOC infrastructures and operations,
personnel knowledge, processes, and detection technologies.
The classification of relevant literature to show the state-of-
the-art methodologies is shown in Table 5. Therefore, a well-
accepted literature classification scheme of N. Hernandez [7]
and Hae et al. [16] is used.
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For some researchers, integration at all tiers is beneficial
for streamlining incident management processes [11], [16].
However, for other researchers, complete integration only at
tier one and a few shared workflows with shared ticketing at
higher tiers are recommended [5], [7], [13], [14]. It further
defines that the integration introduces powerful synergies
between SOCs and NOCs via people, collaboration, toolkits,
and techniques. Full integration is the complete solution at
all tiers, although work is in progress and needs continuous
refinement as per the latest emergent technologies and cyber
threats [11]. Researchers agree to integrate NOC and SOC as
per the relevant literature because it is operationally viable,
efficient, effective, and cost-attractive. Conversely, they differ
in the extent to which integration is required between NOC
and SOC [6]-[8], [11], [12], [15], [16], [30].

Furthermore, the integration of NOC and SOC is viable
because the operational methodologies are mostly identical
at their initial tiers, as both use similar tiered structures
of monitoring and response teams. In addition, they share
the same toolkits, analyst workstations, dashboards, SLA,
ticketing systems, helpdesks, investigation teams, and triage
of reported and detected incidents. However, some differ-
ences exist at higher tiers, primarily in subject matter experts
(SME). Their union would be better sensemaking with situ-
ational awareness from a long-term perspective, as the NOC
primary concern is providing infrastructure availability with
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TABLE 6. Duties and responsibilities of an integrated NOC & SOC.

Duties and Responsibilities of an Integrated NOC and SOC Team

Tier
one

Alert-Triage Analyst: Proactive alarm or alert monitoring 24 / 7, 365 days per year. Continuously monitors the
alert queues. Triages network and security alerts, issue tickets and manage as defined SLA. Fault and incident
management through health & alerts status monitoring of network elements and security endpoints sensors. If
required, collect data, perform analysis, and escalate the case to higher tiers.

Tier
Two

Fault-Incident Responder: Network and security management support. The root cause analysis and change
execution support and performs deep-dive incident analysis by correlating data from various sources. Determines
if a critical IT infrastructure or data set has been impacted. Advises on remediation and supports new analytic
methods for detecting threats, co-ordination with security, network and IT infrastructure vendors. Escalation of the
case, if required.

Tier
Three

Network-Threat Hunter SME: Change validation and fault management, coordination with network and IT
infrastructure and network management through FCAPS model. They process in-depth knowledge of network
elements, security endpoints and sensors, threat intelligence, forensic and malware reverse engineering. Also, have
know-how functioning of the specific application or underlying IT infrastructure. Acts as an incident hunter, not
waiting for escalated incidents only. Deeply involved in threat detection analysis, its development, tuning and
implementation. Reporting and analysis and improvement suggestions.

Tier
Four

Integrated NOC and SOC Manager: Management of resources such as people, shift scheduling budget and
technology. Strategy to meet defined SLA. Communicate with management. Serve as organization point person for
business-critical infrastructure incidents and extend directions for the integrated NOC and SOC and input to the

organization network and security strategy.

the required performance. In contrast, the SOC ensures over-
all organization security and integrity [7], [16]. For example,
when a performance bottleneck is detected, the NOC team
members may attribute the problem to the network element
failure and fix it by replacing the complete network unit or
reconfiguring the network parameters. Conversely, for the
same issue, the SOC team members may attribute the problem
to unwarranted hacking activities, thus prompting a detailed
investigation [18].

Therefore, an integrated approach can quickly resolve such
issues in a real-time scenario. In addition, it paves the way for
powerful synergies between NOC and SOC through the PPT
framework in tiered monitoring, incident response, service
recovery of infrastructure growth, and complexities [16].

C. BUILDING BLOCKS OF AN INTEGRATED NOC & SOC

In the previous section, we examined the architecture of the
NOC, SOC, and integrated NOC and SOC. In this section,
our main contribution is to highlight the building blocks
of an integrated NOC and SOC. The architecture of NOC
and SOC were analyzed previously, paving the way for
defining processes to refine functions and operations, select-
ing the right technology to make efficient operations, and
cross- training the right people with the right skills to handle
integrated technology of both NOC and SOC scenarios simul-
taneously [16], [27], [34], [35], [37]. People, processes, and
technology are the core building blocks of integrated NOC
and SOC, as depicted in Fig. 6. Therefore, the people, pro-
cess, and technology framework allow the authors to define
an integrated NOC and SOC and its building block compo-
nents cohesively [35], [58] and explained in the following
paragraphs.
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FIGURE 6. Building blocks of integrated NOC and SOC.

1) PEOPLE

As seen from the relevant literature, NOC and SOC
teams share the same working methodology at their
initial tiers, such as monitoring events, escalating issues,
providing triage on incidents, and up-channeling communica-
tions [26], [27], [32], [34], [35], [57], [58]. However, at higher
tiers, some differences are apparent in the roles and respon-
sibilities of subject matter experts [7], [10], [15], [19]. Both
teams monitor and analyze events on respective dashboards
coming from various network and security endpoint sensors
throughout the infrastructure, utilizing similar tools to main-
tain vigilance of the enterprise network [11], [12], [18], [16].
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TABLE 7. Training courses for an integrated NOC & SOC team.

Task Title

Required Training Syllabi for Integrated NOC and SOC Team Personnel

Tier one
(Operator)

Alert and events triage methodologies, intrusion protection & detection, network & security-based tools
such as SIEM, host- based investigative training, and other tool-specific training. Training could include
SANS and Koeing certification such as Security Essentials Bootcamp (SEC401) CompTIA Network+
(N10-008) and Network Essential (Koing).

Tier two
(Analyst)

Network, security and host-based forensics, basic threat intelligence and normal malware assessment,
incident response and log reviews methodologies. Training could include SANS and Koing certification
such as Intrusion Detection In-Depth (SEC503), System and Network Security Introduction (Koing) and
Cisco Network Security Audit (Koing), Advanced Security Essentials & Enterprise Defender (SEC501),
Troubleshooting Networks with Wireshark Certification (Koing), Hacker tools, techniques, exploits and
incident handling (SEC504).

Tier three
(SME)

Training on network configuration, tool-specific training for data aggregation and analysis, threat
intelligence, network and security with VPN configuration and anomaly-detection. Training could
include SANS and Koeing certification such as intrusion detection in-depth (SEC503), Hacker Tools,
Techniques, Exploits and Incident Handling (SEC504), Intense Hands-on Pen Testing Skill Development
(SEC561), Reverse-Engineering Malware (FOR610), Malware Analysis Tools and Techniques. Cisco
Network Configuration and Security with VPN Certification (CCNA and CCNP security courses)
Koeing.

Tier four
(Manager)

Project management course, general people management skills, network management and incident
response management training. Training could include CISSP, CISA, CISM or CGEIT. "Cisco Certified
Network Associate (200-301 CCNA)". PRTG Network Monitor (Koing), RSA NetWitness Platform
Foundations 11.3 (Koing), RSA NetWitness Logs & Packets Administration & Operations (Koing).

Integrating NOC and SOC teams at various tiers will result
in better synergy in utilizing both team expertise and improv-
ing operational efficiency by multitasking, cross-training, and
knowledge sharing between team members [7], [16]. For
example, the NOC team has expertise in network support and
in-depth knowledge of network protocols such as transmis-
sion control protocol (TCP), internet protocol (IP), and open
systems interconnection (OSI) layers [26]. At the same time,
the SOC team prerequisite is to have in-depth knowledge
of organization network configurations and protocols, secu-
rity/cyber threats know-how, and network protection method-
ologies [34], [58]. Therefore, having two siloed teams for
identical tasks at various tiers can lead to many issues such
as loss of productivity, communication ambiguity, delay in
trouble resolution, and data breaches. Roles and responsibil-
ities, training, and collaboration are sub-stepping blocks of
people elaborated in the following paragraphs.

« Role and responsibilities: The role and responsibilities
of an integrated team can be formalized by tweaking the
existing roles and responsibilities of the NOC and SOC
teams. As per work, size, scope, and 24 / 7, 365 days
per year continuous operation, different analysts, sub-
ject matter experts, and a manager are required per tier
hierarchy. Having numerous parallels between NOC and
SOC, the authors derived three roles and responsibilities
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for an integrated NOC and SOC, viz., analysts, subject
matter experts, and a manager from relevant literature,
which are listed in Table 6.

Various roles and responsibilities, for example, at tier
one or two, the operator or analyst tasks of both NOC
and SOC are fairly easy and similar [7], [26], [41]. At tier
three, subject matter experts handle escalated matters requir-
ing specialized triage methods as it contains both network
and security incidences [7], [35]. However, as per some
researchers, with cross-training, on-the-job training (OJT),
this limitation of different skillsets can be overcome, which
paves the way for the integration of NOC and SOC at all
tiers [6], [14], [16], [18], [55]. Further, with the convergence
of IT infrastructure and security, the thin demarcation line
between them becomes more complicated and ambiguous as
more advanced cyber-attacks tend to cover their footprints
by multiple hops between numerous IT infrastructures. For
example, the famous ““stuxnet pen-drive-based advance per-
sistence attack” was successful because of silos working
between NOC and SOC. Having integrated NOC and SOC
teams could have detected the potentially common patterns
of attack by the correlation between alerts and events on their
respective integrated tools by subject experts instead of the
siloed operation of monitoring network faults and security
events alone [16].”
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o Training: Cross-training is the key for multitasking in
an integrated NOC and SOC scenario along with read-
justing the first line of defenders for better sensemaking
and situational awareness to encompass both network
and security spectrum [14], [16], [50], 55], [56]. Highly
trained and multitasked employees are more benefi-
cial and productive, as they appreciate their roles and
responsibilities. Further, training strengthens their core
working methodology and resolves knowledge gaps,
and work quality and consistency are enhanced many
fold [16]. In due course, training personnel always ben-
efit the organization since trained personnel tend to
resolve problems quickly with minimum human errors.
A study conducted by Accenture and Ponemon Insti-
tute revealed that the overall cost of hiring experts to
a company is decreased drastically by imparting higher
training to employees [3]. Multitasking by OJT or shad-
owing more experienced team members is another form
of imparting the necessary skills [60].

With the above discussion and relevant literature, we can
frame training syllabi for personnel placed in an integrated
NOC and SOC scenario. Both teams require cross-training
and multitasking with each other subject matter to make the
integrated team self-reliant [16]. The tasks of analysts, SME,
and managers are highly technology-driven, evolving, and
demanding. Therefore, the integrated NOC and SOC team
requires continuous training to handle such tasks. [7], [14],
[16], [26], [55]. The required training syllabi as proposed
for personnel working at an integrated NOC and SOC are
listed in Table 7. In addition to operators, analysts and SME,
integrated NOC and SOC also require an overall manager for
its complete management [7], [26], [35].

The responsibilities of an integrated manager are to look
after entire work processes and organizational IT infras-
tructure resource handling to provide, protect, and connect.
The organization of the integrated NOC and SOC is shown
in Fig. 7.

« Collaboration: Collaboration is a unique methodology
of an integrated scenario that requires team members
to manage as per the FCAPS model while ensuring the
availability of the overall organization IT infrastructure
as per defined SLA [7], [26]. Shamus McGillicuddy
emphasizes the need for integrated tools, logs, and
data that are crucial for the collaboration of NOC and
SOC [5], [54]. According to Karnam et al. [51], the
collaboration of a shared knowledge talent pool is essen-
tial for an integrated NOC and SOC. The integrated
team success must have constant hand-holding, inter-
action, and unambiguous communication for smooth
operation [29], [30], [49], 53], [56].

2) PROCESS

The previous section showed how the relevant literature on
people applies to an integrated building block. This section
focuses on the processes related to the second building block
of an integrated NOC and SOC. Different processes are part
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FIGURE 7. Organization of integrated NOC and SOC.

of the network and security operations, which are similar
in their functionalities. For example, almost two identical
help desk processes exist, viz., one at the NOC and another
at the SOC. An integrated helpdesk is created by merging
the existing helpdesks [16]. Case management is another
process that is merged, because it also follows the tier-
escalation methodology. For example, the responsibilities of
case creation and alerts at an initial tier for its evaluation and
further escalation to higher tiers are defined in this process.
Furthermore, resources are effectively allocated based on the
workflow and criticalness [7], [12].

An integrated NOC and SOC aim to manage the network
as per the FCAPS management model [26] and to define
security endpoints and sensors, protect the overall network,
recover and respond to or prepare for incidents, and ensure
the availability of IT infrastructure [41], [58]. One way to
structure the underlying processes is through the incident
response lifecycle and FCAPS model management.

In addition, the OODA loop and PCDA cycle concept
process are seen in the evaluation of threats to defend, recover,
and manage networks or similar frameworks, as presented in
ISO/IEC 27035:2016 [26], [42], [58], [59], [61]-[64]. The
commonly used incident response process is based on the
Computer Incident Advisory Capability (CIAC) model of
the United States, department of energy (DOE). This model
consists of six stages: preparation, identification, contain-
ment, eradication, recovery, and lessons learned. Cichon-
ski et al. [65] proposed an incident response lifecycle con-
sisting of four steps: preparation, detection and analysis,
containment, eradication and recovery, and post-incident
activity. The integrated NOC and SOC approach facilitate
information sharing, availability, and close collaboration
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among the integrated team members compared to siloed team
operations. [2], [7], [8], [11], [14]-[16], [19], [30], [S0]. The
integration of siloed NOC and SOC processes for ease of
information sharing and collaboration, as seen in the relevant
literature, is as follows:

« NOC and SOC process integration:Two different
NOC and SOC processes can be integrated, reconfig-
ured, and automated based on commonalities under the
integration approach [16], [52]. For example, instead of
manning two separate incident response helpdesks for
NOC and SOC (handling basic calls and ticket gen-
eration), a single integrated helpdesk manages NOC
and SOC calls, incidents, and ticket generations can be
formed, as shown in Fig. 8. The integrated helpdesk team
can perform tier-one analysis using the integrated tools
and techniques to identify a performance bottleneck or
cyber incident and route the incident accordingly to
tier-one response teams. If the incident is critical or
severe, it can be escalated to either the second or third
tier for in-depth investigation and timely resolution.
Subsequently, an automated fault or incident identifica-
tion and switching process can be created to route the
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task to the respective recovery teams without involving
any operator.

Integrated Case Handler: All incidents are tracked and
handled via an integrated case handler and stored at a
data center or warehouse for knowledge management.
Case monitoring is performed automatically via its sta-
tus and escalated if the case is critical or unrecoverable
as per predefined fixed SLA. Further, after each case
resolution, the subject case resolution methodology is
stored at the knowledge management data center for
operator reference for similar case resolution, if any,
in the future. This methodology further improves triage
accuracy and reduces service recovery lead time, and
improves SLA [14], [18], [42].

Integrated Process and Case Handler as Design
Enabler: The integration of NOC and SOC processes
and case handler as enabled by the collaboration of
NOC and SOC makes it more modular for operators to
perform their tasks smoothly. This integration enables
the operator to work efficiently and focuses on core
strategically defined incident management and service
recovery tasks. In addition, this will require less OJT
with minimum maintenance to perform better tasks.
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3) TECHNOLOGY

Having seen people and process building blocks in the previ-
ous sub-section, the technology and its know-how are elab-
orated in this section, as seen in the relevant literature. The
data aggregator collects data from the integrated network
elements and security endpoints from the fault, configu-
ration, performance, and recovery management processes.
These information aggregator/integrators, incident detection,
analytic, and overall management solutions are the tech-
nology enablers for the successful integration of NOC and
SOC [7], [16], [19], [30], [56].

Integrating network and security dashboards is feasible in
the present era of technology enablers. The integrated dash-
boards incorporate real-time data as received from intercon-
nected network elements, security endpoints (PCs, laptops,
mobile devices, switches, and servers), and data from various
other log aggregators and event generators [9], [49]. This
integrated dashboard acts as a force multiplier for analysts
because it displays real-time data logs and events with corre-
lated data analytics, which helps analysts pinpoint the actual
cause of any incidents or faults that could have been difficult
in siloed operations [52], [54], [66]. As mapped from relevant
literature, compatibility of technologies is crucial, and data
separation in siloed operations is harmful in the present era
of information and cyber security. Therefore, the integration
of data from all network elements and security endpoints
is imperative when reporting into the incident management
solution, as depicted in Fig. 9, for compatible technology aid
detection [8], [26], [43], [51], [54]. Further, the integration of
NOC and SOC architecture is now achievable with the present
network and security technologies by adopting the following
methodologies:

« Corelating to Security Incidents: For some researchers,
integration of threat intelligence, asset, identity, and
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other situational information is also an effective security
monitoring solution that can assist the analysts in inves-
tigation process management [7], [11], [16], [17], [42].
For example, an alert is raised based on network activity,
which may contain only the suspicious endpoints IP
address. To investigate suspicious endpoints, analysts
require other information at the incident alert for its
correct correlation. The required information is a host-
name, owner of the suspicious endpoint (laptop or com-
puter), dynamic host configuration protocol (DHCP),
and sourced records for tracing and mapping of IP.
Therefore, it is better to incorporate all the network
and security assets and identification information in an
integrated NOC and SOC monitoring dashboard because
it improves the organization SLA.

« Benchmarking: As mapped from relevant literature,
it is better to build a benchmark for the activities of
users, applications, network elements, and other security
endpoints. This establishes and verifies normal from
abnormal behavior and acts as a force multiplier when
data are collected and integrated from complete network
elements and security endpoints. The know-how and
why of normal patterns aid analysts in detecting suspi-
cious patterns quickly. Hence, a correctly benchmarked,
well-configured, and integrated network and security
data analysis system generates accurate alerts and events
that are more reliable and can be trusted. These alerts
are prioritized according to the severity of the analyst
monitoring and fast response [7].

According to the SysAdmin, Audit, Network, and Secu-
rity (SANS) institute log management survey [67], one of
the limitations, as cited by respondents, is the inability to
differentiate normal from abnormal patterns. Therefore, it is
advantageous to use platforms that can build benchmarks by
integrating network elements, endpoint security activity, and
other IT systems compared to non-benchmarked systems.

o Threat Intelligence: According to SANS cyber threat
intelligence (CTI) surveys [68], it is advantageous in
security monitoring system capabilities to incorporate
threat intelligence as per the OODA loop. It helps
detect patterns while analyzing network elements, secu-
rity endpoints, and other log events. These patterns are
analyzed and correlated with old incidents, attacks, and
anomalies data from the existing in-house knowledge
management data center to enhance the detection capa-
bility of a compromised system or user before it exhibits
the characteristics of a breach.

o Fusion of hardware and software data: With the
advancement in technologies, the integrated dashboard
can be presented to operators and analysts with an
integrated global picture to monitor several interdepen-
dencies between interconnected network elements and
security endpoints in real-time campaigns. This inte-
grated dashboard is presently achievable in an integrated
scenario wherein complete data from entire network
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elements, and security endpoints are correlated, cor-
rected, fused, and then presented to analysts on their
dashboard for real-time monitoring and responses.

V. STATE-OF-THE-ART ARCHITECTURE OF AN
INTEGRATED NOC AND SOC

The authors examined the definition, architecture, and build-
ing blocks of an integrated NOC and SOC in the previous
section. This section introduces the second part of our main
contribution, and the authors answer the first research ques-
tion as shown in the research. This section mapped all the
relevant academic literature and formulated a state-of-the-art
architecture for an integrated NOC and SOC. However, some
researchers have suggested a layered approach for the inte-
grated NOC and SOC approach [16], while a few suggested
a zone infrastructure concept [31].

The integration of NOC and SOC is not a one-time
measure, rather a continuous development and integra-
tion process. New and more advanced threats continue to
emerge [3], which necessitates new tools and better collabora-
tion between NOC and SOC teams to handle them. Therefore,
the authors have proposed a layered and scalable state-of-the-
art architecture in which twin processes, technologies, and
operators of NOC and SOC are combined under an integrated
concept to remove duplicities. However, different processes,
technologies, and operators are not merged and are brought
directly under the integrated concept [16]. The state-of-the-
art architecture of an integrated NOC and SOC consists of
three layers, viz., physical data source, FCAPS/system man-
agement, and overall situational/service management layers.

A. PHYSICAL DATA SOURCE LAYER

This layer comprises all the integrated network elements and
security endpoints that work similarly to the nervous system.
Further, measurable data such as built-in tests, hardware,
software serviceability maps, performance parameters, and
various other logs are collaborated and used by the respective
NMS in the higher system management layer for monitoring
and management purposes. These critical integrated data are
plugged in and connected to the service management layer via
the logs and events integrator/aggregator for detailed analysis
and processing. Fig. 10 shows the layered methodology of
NOC, SOC and achieved integrated NOC and SOC.

B. FCAPS MANAGEMENT LAYER

In this layer, NMS performs real-time monitoring of the
integrated network elements and security endpoints based on
fault, configuration, administration, performance, and secu-
rity management based on the FCAPS model [26] and works
similar to an immune system. Network and security-related
alerts, events, and performance statistics are generated from
this layer and fed into the overall situational/service man-
agement layer through the logs and events integrator and
consolidator for further real-time processing.
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C. OVERALL SITUATIONAL MANAGEMENT LAYER

It is a top layer that works similarly to a human brain as
it receives inputs from logs, events, and the nervous and
immune systems, which are physical data and FCAPS/system
layers. It generates a holistic overall situational picture and
provides decision-making capabilities for the manager and
operators to judge the operational impact of the incidents
and assist in the recovery process. Furthermore, the logs
and events from both lower layers are collected, correlated,
mapped, and indexed under a centralized data center and
used by integrated tools for performing various data-related
tasks [16], [26]. Tasks such as incident management, auditing,
detection, forecasting, and impact analysis are performed by
this layer. The layer methodology of integrated NOC and
SOC is shown in Fig. 11.

1) INCIDENT MODULE

A case management system is incorporated in this overall sit-
uational management layer, as defined in the previous section.
It aids integrated management and operators in informed
decision making and reduces human errors. It identifies reg-
ular reoccurring incidents and alarms analysts for their nec-
essary actions. However, unresolved or critical incidents are
escalated at higher tiers for detailed analysis by SME for
quick resolution within defined SLA.

2) AUDITING MODULE

This module assists the integrated network and security team
in auditing IT infrastructure as per policies invoked and
detecting information security issues and bugs by scanning
the entire network elements. This IT infrastructure assess-
ment further exposes known vulnerabilities, if any, and alerts
operators to quick responses.

3) DETECTING AND FORECASTING MIODULE

This module assists in detecting and forecasting threats by
using statistical analytics on previous performance trends
based on the data warehouse, as discussed in an earlier
section. The overall situational management layer flags out
abnormal behavior based on benchmarking for necessary
investigation. This information is statistically extrapolated,
analyzed, and armed with the integrated manager for neces-
sary actions to avoid organizational data breaches.

4) IMPACT ANALYSIS MODULE

This module correlates previous and current events from all
IT infrastructure equipment and data centers to identify and
assist the integrated teams on the probable root causes of
an incident, the IT infrastructure involved, and the chain of
events of the incident. It also analyzes the impact on the
organization network and data breaches, if any. It provides
recommendations and other corrections for service recovery.
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VI. USEFULNESS OF INTEGRATED NOC AND SOC

In the previous sections, the authors show how the relevant
literature has assisted in exploring the state-of-the-art archi-
tecture. This section discusses the usefulness of integrated
NOC and SOC campaigns for organizations and businesses.

A. IMPROVED NETWORK AND SECURITY POSTURE

NOC teams usually receive various alerts related to perfor-
mance issues on their dashboard, but most turn out to be
security-related problems on detailed investigation [7], [18].
For example, denial of service attacks (DoS). Conversely,
security issues may be the root cause of company or organiza-
tional network performance-related problems. For example,
arecently configured firewall rule by the SOC personnel may
inadvertently block the company or organization legitimate
network traffic. Therefore, working together in an integrated
approach can quickly resolve such issues of DoS and network
performance with the collaboration of both teams in real-
time. However, it would have taken extra time in the siloed
approach and led to more security damage.
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B. IMPROVED SERVICE LEVEL ASSURANCE AND
RESPONSE TIME

As seen above, in an integrated network and security pos-
ture, the collaboration between NOC and SOC team mem-
bers resolves the problem quickly in real-time. Furthermore,
this quick response in resolving the issues has reduced the
impact of the attack on the company or organization rep-
utation [7], [18]. Therefore, the faster response time of an
integrated approach indirectly leads to a better service-level
agreement.

C. BETTER COST AND IMPROVED OPERATIONAL
EFFICIENCY

Common toolkit duplicities are not available in the integrated
NOC and SOC campaigns as they exist in siloed NOC and
SOC operation, which cuts the overall cost to an organiza-
tion [7], [10], [14], [18], [19], [30], [55], [56]. Furthermore,
saving person-hours while resolving the issues in less time
can lead to operational efficiency in an integrated scenario.

VOLUME 10, 2022



D. Shahjee, N. Ware: Integrated Network and Security Operation Center: Systematic Analysis

IEEE Access

IT Infra Health &
Cyber Security
Posture

Service Impact
View

Report Generator Case Manager

Tacit & Explicit Knowledge Management

Decision Support Systems

Service Cyber Securi

Mgmt. Prioritization & L0 Cf‘use v ty Service Impact
X Analysis & Incident & Threat Evaluati

Layer Escalation Evaluation valuation

Service Mapping

Data
Source
Layer

Network
Elements

Switches, Routers, Security Endpoint, Computers, Laptops, Telephones, Monitoring Systems / Devices,

Firewalls, Network and Security Hardware

Network
Elements

FIGURE 11. State-of-the-art architecture of an integrated NOC & SOC.

Hence, this reduces the NOC and SOC analysts time on
common processes and functions and frees them up for net-
work and security strategic planning and other activities of an
organization.

VII. CHALLENGES

In the previous section, the authors discussed the useful-
ness of the integrated NOC and SOC. In this section, the
authors answer the second research question as shown in
the research. As seen in the relevant literature, each sys-
tem faces different challenges depending on its working
models, levels of integration, architecture, and organization
size [7]. The integrated NOC and SOC also have a few
challenges presented in the succeeding paragraphs according
to the PPT framework adopted in this systematic analysis

paper.
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A. LIMITED INTEGRATED TOOLS FOR INTEGRATED NOC
AND SOC

As seen in the NOC and SOC scenarios, the problem is further
aggregated by configuring and using individual NOC and
SOC tools, such as Syslog/SNMP-based, HP Open View,
NetXMS, Zabbix, Monolith, Netcool SIEM based, Snort IDS,
RSA Splunk, and others. Deploying separate NOC and SOC
tools does not solve the overall integration approach vis-a-
vis its advantages and efficiency [7], [16]. The configura-
tion and maintenance process of tools is laborious and time
consuming [34], [42], [45], [63], [64]. Wrongly configured
tools aggregate the number of false positives, which further
increases analyst tasks. Integrated and correctly configured
tools are imperative in resolving a specific problem for the
integrated scenario, which enhances the capabilities of inte-
grated analysts. The integration of tools eases the analyst
operation but poses a greater challenge [5], [15], [54].
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For example, toolkits are available as per IT technologies
and standards instead of integrated operational technologies,
which leads to unreliability issues [69]. This scenario further
aggregates complexities in performing routine tasks by ana-
lysts rather than inculcating a negative effect on the fault,
threat identification, performance, and SLA for detection,
protection, and resolution. Therefore, IT and operationally
suited, correctly configured, and tested toolkits require time
for an integrated campaign [7], [9], [11], [16] [17].

B. INSUFFICIENT LEVEL OF AUTOMATION

There is hardly any automation of the integrated NOC and
SOC processes and their functionalities [52], [56], [70].
However, most work is performed manually in the current
scenario, where trained personnel are hardly available. For
example, network monitoring, threat scanning, events/alert
monitoring, and incident tasks were monitored and per-
formed manually. Automation has a solution to overcome
the non-availability of trained workforce issues and is free
from human errors while performing monotonous jobs such
as alerts and event monitoring [5]. According to the relevant
literature, the operational implementation of machine learn-
ing, artificial intelligence, and data science techniques to for-
mulate and automate fault tracing, performance monitoring
and alerting, and detection of attacks and other monotonous
processes is possible. However, there are a few difficulties
in the automation process of capturing tacit knowledge of
analysts and SME. However, these techniques have been
proven for siloed NOC and SOC operations but not for the
integrated operation scenario.

Automation techniques in an integrated scenario and their
effectiveness based on FCAPS monitoring, alerts and event
generation and monitoring, incident management, and detect-
ing attack processes need to be formulated, developed, com-
pared, and tested. In addition, the automation process may
yield more false positives vis-a-vis manual processing. Fil-
tering such false-positive alters requires specific knowledge
and experience based on expert tacit knowledge. Hence, cap-
turing tacit knowledge in automation processes is a topic
of future research. Therefore, in-depth research studies and
development are to be carried out by academia and industry
to evaluate their usability in an integrated scenario.

C. NON-DEFINED STANDARDS

Standards and industry best practices are yet to be formu-
lated, developed, and implemented for an integrated NOC
and SOC owing to its evolving technology compared to siloed
NOC and SOC operations. Therefore, the practical viability
of an integrated NOC and SOC is lacking because of the
non-availability of defined standards. The lack of best prac-
tices also means no actual strategies or decision support for
an organization. Therefore, decision-makers find it difficult
to choose the best network and security operation model with
the correct scope and capabilities to support an organization
vision, network, and security strategies.
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The non-availability of standards is also a concern in
security operation centers [58]. Integrated NOC and SOC
best practices and standards are imperative for the in-depth
implementation of an integrated campaign with full benefits.
However, a few such best practices on integrated NOC and
SOC concepts have been suggested by the SANS institute and
others [7], [11], [16]. However, they are not implemented due
to the non-availability of recognized standards from indus-
tries as they are biased to a certain extent. Therefore, impartial
and genuine industry policies need immediate attention and
international standardization to overcome such biases.

VIIl. CONCLUSION

This systematic analysis aims to map the relevant literature
in identifying, analyzing, and defining the state-of-the-art
architecture of an integrated NOC and SOC from a purely
academic perspective. The objective is to analyze the relevant
literature and collaborate with a holistic, workable, state-of-
the-art architecture. The authors planned the analysis review
by collecting and mapping numerous studies from electronic
databases and the world wide web. Electronic databases were
searched rigorously by including various keywords and terms
relevant to NOC, SOC, and integrated NOC and SOC. The
integrated NOC and SOC architecture components follow
the people, process, and technology framework. The authors
elaborated these integrated NOC and SOC architecture com-
ponents as defined in the relevant academia. As revealed in
the relevant literature, the researchers have not clarified the
clear-cut definition, state-of-the-art architecture, and building
blocks of an integrated NOC and SOC. However, only con-
cept definition and a few integration methods are considered
at the organization or industry level. The authors defined
the state-of-the-art architecture of an integrated network and
security operation center and identified the challenges that
may hinder its future development and innovation. These
challenges can serve as a yardstick for future research and
development, as the proposed integration concept is the basis
of continuous integration and continuous development cam-
paigns.

One of the well-known challenges is the non-availability
of integrated toolkits for integrated team members, which
significantly impacts defined SLA. Cross-training and OJT
with technical awareness enhance the resolution of the knowl-
edge gap for better network and security posture. While
looking at various processes in an integrated scenario, it is
imperative to integrate and automate them to achieve better
operational efficiencies. Further, the authors can see that the
relevant literature lacks a concise definition of the specific
processes incorporated and their correlation and interaction
in an integrated scenario. Therefore, the non-availability of
integrated process definitions may be difficult in developing
state-of-the-art architectures.

To utilize the full potential of an integrated approach, the
PPT framework needs to be synchronized with and collab-
orated amongst them and other IT infrastructures. In addi-
tion, there are limited and immature automation techniques
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in the PPT framework of integrated network and security
operation methodologies. Compared to the PPT components
of an integrated NOC and SOC, international standards and
standard operating procedures are lacking. This immaturity
puts roadblocks to security audits and overall integrated NOC
and SOC assessments. Further, the non-availability of stan-
dards prevents organizations from accepting and implement-
ing integrated architecture concepts and future developments.

In summary, the integrated NOC and SOC campaign paves
the way for organizations to prepare themselves in a more
efficient and resilient way to counter any network or security
threats or cyber-attacks in real-time. However, it needs to
be planned thoroughly, integrated, and implemented after a
successful proof of concept, assessed and validated regularly,
and improved incrementally to unveil the full potential of
integrated NOC and SOC. If followed correctly, they improve

the

organization ability to manage network, performance,

threat detection, and security aspects seamlessly and prevent
any performance bottlenecks, security compromises, data
breaches, and overall organizational reputation.
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