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ABSTRACT Currently, the physical layer security is considered as one of the most suitable security
techniques in Diffusive Molecular Communication (DMC) because of ease to implement. A recent piece
of literature has presented the Secrecy Capacity (SC) of DMC system under the rectangular deployment.
To evaluate the information capacity (IC) and thereby SC using the Concentration Greens Function (CGF)
in the molecular communication depends on the biological structures of tissues. In this paper, we have
investigated the analytical expressions of IC under both the Biological Cylindrical Deployment (BCD) and
Biological Spherical Deployment (BSD). Therefore, the analytical expressions of IC have been employed
to derive the mathematical expressions of SC under the BCD and BSD environment. Further, the SC
is analyzed as a function of distance/radius considering the power and/or bandwidth as the parameter.
In addition, the effect of distance of authentic receiver on SC is also explored. It is observed that irrespective
of the deployments, the distance of the authentic receiver illustrates predominant effect on the value of
SC. The proposed analysis is useful in the implementation of DMC under different tissues structures. The
numerically simulated results show close agreement with the theoretical background.

INDEX TERMS Secrecy capacity, biological spherical deployment, biological cylindrical deployment,
concentration greens function, molecular communication.

I. INTRODUCTION
In the last decade, various Nanoscale devices have been
designed and engineered to facilitate the exchange of infor-
mation through diffusion in the fluidic biological medium [1]
which leads to a new paradigm of modern communication
system known as diffusive molecular communication (DMC)
that is bio-compatible and energy-efficient. It is important
to mention that the DMC in diffusion is a mechanism
used for the propagation of information from transmitter
to receiver, where molecules are the carriers [2], [3]. Fur-
ther, it is noteworthy to mention that DMC has profound
applications in the field of medical such as in targeted drug
delivery, detection and monitoring of disease, and regen-
erative medicines [4]–[6] among the others. The diffusion
in DMC could be bounded or unbounded but the DMC
in the unbounded environment has a very limited range
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of communication which is not appropriate to fulfill the
requirements of healthcare applications. However, several
researchers have suggested that the DMC over bounded
microfluidic channels are suitable for long-range commu-
nications due to confining nature of information propaga-
tion in a guided manner [7]. These are the following three
types of possible bounded microfluidic diffusion channels
namely, rectangular, cylindrical, and spherical deployments
are proposed in the literature. In the case of the rectangular
microfluidic channel, the operational frequencies for commu-
nication are limited as an increase in frequency results in a
very high attenuation [8]. On the other hand, the bounded
cylindrical deployment is a more suitable model for the
microfluidic channel [9]. The modeling of the complex shape
of blood vessels as cylinders is widely accepted as proposed
by Fournier [10] for the design and implementation of a DMC
system inside the blood vessels for healthcare applications.
Further, the cylindrical deployment with a smaller radius
improves the system performance by increasing the strength
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of the received signal. Moreover, the biological spherical
structure of the human body such as stomach, lungs, kidneys
bounded spherical deployment is proposed in [11], which
is useful in predicting the drug concentration profile in tar-
geted drug delivery applications. In addition, the authors
in [12], [13] have presented DMC in which virus parti-
cles have been considered as information carriers. Walsh et.
al. [12] have suggested the control of pro viral genes for
selection of payload, it’s packing, and addressing of viruses
in a different cell. However, controlled interaction and degra-
dation of a drug under different biological deployments are
explored in [13]. Further, the DMC under drift is presented
in [14], [15] for drug delivery via the cardiovascular system
inwhich the blood cell collisions have been included. Further,
the authors in [16]–[18] and [19], [20] have employed the
DMC system for Oncological and Optogenetics respectively.

As aforementioned, various reported pieces of literature
have suggested the use of DMC systems in the detection,
monitoring, and treatment of different diseases under dif-
ferent deployments. In sequence, authors in [1], [8], [9],
[21]–[28] have considered different deployments in the ana-
lytical modeling of the DMC system. In [8], a rectangular
micro-fluidic deployment is modeled and analyzed for flow-
induced DMC. The structure of particular entities in the
body has motivated us to explore the spherical and cylindri-
cal diffusion channels for DMC systems [1], [9], [21]–[25].
Yeh et.al. in [1] have considered a tunnel-like environment
without flow for DMC where the receiver partly covers the
cross-section of the reflective cylinder. Further, the distribu-
tion of hitting locations is computed based on the simulation
results, which in fact does not reflect an exact distribu-
tion. In [9], the authors have proposed the concentration
Green’s Function (CGF) in a cylindrical environment with
uniform flow. Further, the boundary is covered with receptor
proteins and information carriers are affected by both the
flow and chemical degradation. However, the impact of a
reversible receptor with the reactive receiver also needs to
explore. In [21], a cylindrical DMC system is modeled with-
out flow and absorbing walls, whereas in [22] a cylindrical
environment in a DMC is presented with reflective receiver
and non-uniform fluid flow. Further, the spherical biologi-
cal structures of the body such as stomach, lungs, kidneys,
cells, etc. have motivated us to consider a bounded spherical
environment [23]–[25]. Al-Zu’bi and Mohan [23] have con-
sidered a DMC system in a bounded spherical environment
with completely absorbing walls where the transmitter is a
point source and receiver covered with ligand-receptor which
is placed at the center of the sphere. However, the authors
in [24] have considered a completely reflective wall with the
receiver at the center of the spherical deployment. Finally,
Bao et.al. [25] have presented a point source transmitter at
the center of the boundary and compute the molecule con-
centration of the DMC system with a fully closed reflective
and absorptive spherical boundary.

Due to the presence of eavesdroppers in the network,
it is imperative to say that security is the utmost issue for

any wireless communication system. Therefore, the physical
layer security, being easy to implement, is regarded as one
of the most suitable security techniques. Furthermore, the
secrecy capacity (SC) is the most important parameter in
the implementation of physical layer security of any com-
munication system however, it depends on the information
capacity (IC). Again, pieces of literature in the field of IC,
which includes different biological deployments are very
limited [26]–[28]. In [26], [27], the authors have presented
the IC of the DMC system under the binary coding scheme in
absence of molecular noise. Further, Pierobon and Akyildiz
in [28] have exploited the IC of the DMC system in closed
formwithout any coding scheme but in presence of molecular
noise.

As per the author’s best knowledge, no reported literature
includes cylindrical and spherical deployment for the analysis
of SC in the DMC system. In [29], the authors have proposed
the SC of the DMC system under rectangular deployment.
Though, some partial results have been presented by the
authors in [30], [31] to analyze IC and SC for the DMC
system. However, these results are primary and are presented
in the Conferences. Therefore, in this manuscript, we have
extended the work reported in [29]–[31] by presenting vari-
ous analytical expressions of IC and SC under the Biologi-
cal Spherical Deployment (BSD) and Biological Cylindrical
Deployment (BCD) of the DMC system. The author’s contri-
butions to this manuscript are summarized as follows
• For the first time, BSD and BCD schemes are used to
present secrecy analysis of DMC system

• Presents analytical expressions of information capacity
of DMC system under both BCD and BSD schemes.

• Presents analytical expressions of secrecy capacity of
DMC system under both BCD and BSD schemes.

• Analyzes the effect of various parameters such as; Eve’s
distance, Eve’s radius, the distance of authentic receiver,
transmitted power, and BW, on secrecy capacity of the
DMC system under BSD and BCD schemes.

Further, the manuscript is organized as follows. Section II
presents a detailed description of the proposed systemmodel.
The mathematical expressions of the capacity for both the
deployments are derived in Section III which is used to
present secrecy capacity under BSD and BCD environments
in Section IV. Section V presents numerical results. Finally,
Section VI concludes the manuscript and recommends future
directions.

II. SYSTEM MODEL
A DMC system employed for the evaluation of information-
theoretical security, which provides the exact amount of
the information received by ‘Eve’ during faithful commu-
nication link, under both the BSD and BCD schemes as
shown in Fig. 1(a) and Fig. 1(b), respectively. In each of
the cases, ‘Alice’ and ‘Bob’ are the transmitter bio-nano
machine (T-BNM) and intended receiver BNM (R-BNM),
respectively. Although the ‘Eve’ is an unintended or eaves-
dropping receiver, may be termed as ‘Eves’ BNM (E-BNM).
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The amount of information received by ‘Eve’ is due to the
leakage in the channel between ‘Alice’ and ‘Bob’, and hence
termed as stolen information. ‘Alice’ is a point source located
at an arbitrary point within the biological tissue irrespective
of the deployment of either BCD or BSD. Alice releases
information BNM (I-BNM) over the channel under a given
deployment. During propagation, these I-BNMs are exposed
to the degradation reaction, which is characterized by Brow-
nian motion and mathematically given by Langevin equa-
tion [32]. Further, I-BNM binds with Bob upon reaching it
and form receptor proteins. The amount of the information
is proportional to the concentration of the incoming I-BNM.
Finally, information is decoded by the Bob. Symbolically,
X is defined as the number of particles emitted by Alice
over the channel as a function of the time (denoted by nt ).
Whereas, Y represents the number of particles, as a function
of time, received at the Bob. And the number of particles
received at Eve is denoted by Z. Also, the distance of Eve and
Bob from the Alice are dE and dB, respectively. For notational
distinctness in the derivation, dB is taken as ‘r’ and ‘d’ in case
of BSD and BCD schemes respectively.

Furthermore, in Fig. 1(a), a spherical tissue of radius R,
azimuthally range (0 ≤ ϕ < 2π ) and elevation range
(0 ≤ θ < π) is considered. Arbitrary coordinates of
Alice, Bob, and Eve are A (rtx , θ tx , ϕtx), B (rrx , θ rx ϕrx)
and E (rex , θex , ϕex) respectively. VR is a spherical volume
center at the receiver location with a radius RVR � dE .
Whereas, in Fig. 1(b), a cylindrical tissue of radius ρc,
azimuthally range, (−∞ ≤ z < +∞) and infinite height
(−∞ < z < +∞) is considered. Also, arbitrary coordinates
of Alice, Bob and Eve are A (ρtx , ϕtx , ztx), B (ρrx , ϕrx , zrx)
and E (ρex , ϕex , zex) respectively. Vρ is a spherical volume
center at the receiver location with a radius ρV ρ << dE , for
clarity, we have used ρV ρ=Rrx in the derivation. Finally, it is
assumed that vâz m/s is velocity of the flow. Where, âz is a
unit vector in the axial direction.

As mentioned, the CGF that is used to evaluate the IC
and thereby SC depends on the biological structures of
tissues.Therefore, in order to present the IC and in turn,
SC under BSD and BCD as shown in Fig. 1(a) and Fig. 1(b),
respectively [9], [11]. The CGF of diffusion for the system
presented in Fig. 1(a), which follow asymmetry in all three
dimensions and the reciprocity property (interchanging the
location of transmitter and receiver does not change the infor-
mation channel), can be given as [11],

csph (r, t) =
∞∑
K=1

J0 (λkr) e−λk
2D(t−t0). (1)

where, csph(r, t) represents the concentration of molecules and
D(m2s−1) is the diffusion coefficient. Further, it is assumed
that the I-BNMs are released from the T-BNM at time t0
and received by R-BNM at time t. Symbol Jn(.) represent the
Bessel function of nth order and first type for every positive
value λn. Where, λn is the positive root of characteristic
equation [11]. In case of BSD, λnk represents the k th root of

diffusion equation. However, for notational simplicity λ0k is
denoted as λk .

Now, taking Fourier Transform (FT) of Eq. (1)

Csph (f) =
∫
∞

0
J0 (λk r) e−λk

2D(t−t0)e−jωdt. (2)

where, Csph(f) represents FT of csph(r,t).
Eq. (2) can be solved using [11] which gives:

Csph(f) =
J0 (λkr) eλk

2D(t−t0)

λk
2D+ jω

. (3)

In the preceding sections FT of Green’s function, (Csph(f)),
is used to derive the expression of the IC and hence the SC
under BSD. Further, the CGF of diffusion for the system pre-
sented in Fig. 1(b) follow asymmetry in all radial, azimuthal
and axial coordinates for the ρtx = 0 and given as [9]:

ccyl (rtx , t0) =
1

√
4πD (t − t0)

e
−(d−v(t−t0))

2

4D(t−t0)
−kd (t−t0)

×

∞∑
m=1

J0 (λ0mρtx) J0 (λ0mρ)
N0m

e−γ0m
2(t−t0)u (t− t0). (4)

where, kd (s−1) is the reaction constant and ρ is the par-
ticle density. Also, for BCD defining the mth root of dif-
fusion equation as λnm and Nnm =

ρc
2

2 Jn
2 (λnmρc) −

Jn−1 (λnmρc) Jn+1 (λnmρc).
Further, the FT of ccyl(r, t) can be given as:

Ccyl (f) =
e
(
−Dd2−kd−jdv

)
(t−t0)

2π
J0 (λ0mρtx) J0 (λ0mρ)

N0m

×
e−γ0m

2t0

γ0m2 + jω
. (5)

Again, in the preceding sections FT of Green’s function,
(Ccyl(f)), is used to derive expression of the information
capacity and hence the secrecy capacity under BCD scheme.

III. CAPACITY UNDER DIFFERENT DEPLOYMENTS
In this section, the closed-form expressions of IC under BSD
and BCD schemes have been derived.

A. CAPACITY UNDER BIOLOGICAL
SPHERICAL DEPLOYMENT
In the case of BSD, the transmitted signal X is defined as
the number of particles emitted into the space as a function
of the time and is denoted by nt . The received signal Y is
a time-varying number of particles that are present inside a
spherical volume VR with center at the receiver location and
with radius RVR << r.

The capacity of the diffusion-based MC system in bits per
second is calculated by maximizing the mutual information
between the transmitted signal X and the received signal
Y. Now, using the well-known expression of information
capacity from Shannon [33].

C = I(X;Y)max

= I (X; ρ)+ I (Y; ρ)− H(ρ). (6)
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FIGURE 1. Diffusive molecular communication under (a) BSD and (b) BCD.

Now to obtain the mutual information I(X,Y) of the trans-
mitted signal X and the received signal Y [28], we have
to first find the mutual information I(X; ρ) (which includes
Fick’s diffusion) of the transmitted signal X given the particle
distribution ρ.

I (X; ρ) = H (X)− H (X|ρ) . (7)

where, H(X) = 2.W.H(ηt ) is the entropy per second of the
transmitted signal X. Whereas, H (X | ρ) is the conditional
entropy per second of the transmitted signal X given the
particle distribution ρ.

After that, we have to find the mutual information I (Y ; ρ)
of the received signal Y given the particle distribution ρ such
that

I (Y ; ρ) = H (ρ)− H (ρ|Y) . (8)

where, H (ρ) is the conditional entropy per second of the
particle distribution ρ given the received signal Y.
Now, in order to calculate I (X; ρ) expression of

H (X |ρ) is required. Stepwise derivation for H (X |ρ) is
given in Appendix A. Now, substituting the value of
H (X |ρ) in Eq. (7) and after some mathematical steps we

get I (X;ρ) as:

I (X; ρ) = 2WH (ηt)−
1
w
log
(
λk

2D
)2
−

∞∑
i=1

(
2π

λk
2.D

)2i

×
(−1)i+1

(2i+ 1) i
.

(
W
2π

)2i+1

+ log (2)+ 2log2
(
J0 (λkr) .eλk

2.D.t0
)
. (9)

Further, using the CGF of spherical environment from Eq. (3)
and following [33], the entropy per second of the particle
distribution H (ρ) is given as:

H (ρ) = H (X)+ H (ρ|X)− H (X | ρ)

= 2W.H (ηt)−
1
W

log
(
λk

2D
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+ log (2)+ 2log2
(
J0 (λkr) eλk

2.Dt0
)
. (10)

In Eq. (10), H (ρ|X) is the conditional entropy per second
of the particle distribution given the transmitted signal X. For
given transmitted signal X, as the input of the Fick’s diffusion,
the output particle distribution ρ is completely known and
hence H (ρ|X) = 0.
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Further, in order to calculate I (Y ; ρ) expression of H (ρ|X)
is required. Stepwise derivation for H (ρ|X) is given in
Appendix B. Now, substituting the value of H (ρ|X) and
Eq. (10) into Eq. (8) we get I (Y ; ρ) as:

I (Y ; ρ) = 2W.H (ηt)−
1
W

log
(
λk

2D
)2
−

∞∑
i=1

(
2π

λk
2.D

)2i

×
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+ log (2)

+ 2log2
(
J0 (λkr) eλk

2.Dt0
)

− 2W
2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

− 2W ln
(
2Wτp

)
− 2Wln

(
0

(
2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

))

− 2W

(
1−

2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

)

×ψ

(
2π
3

E [nt ] RVRJ0(λkr)eλk
2D(t−t0)

Wλk2

)
. (11)

Here, RVR is the radius of spherical receiver with volume
VR, ρ is the particle distribution,W is the bandwidth andψ (.)
is the Digamma function. Substituting Eq. (9), Eq. (10), and
Eq. (11) into Eq. (6) we get:

Csph = 2W.H (ηt)−
1
W

log
(
λk

2D
)2
−

∞∑
i=1

(
2π

λk
2.D

)2i

×
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+ log (2)

+ 2log2
(
J0 (λkr) eλk

2.Dt0
)

− 2W
2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

− 2W ln
(
2Wτp

)
− 2Wln

(
0

(
2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

))

− 2W

(
1−

2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

)

×ψ

(
2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

)
. (12)

Further, we have average number of emitted particles, E(ηt )
= (PH )/3.W.Kb.T with PH as the average thermodynamic
power spent. Also, entropy of the number of emitted particles
per time sample is, H(nt )= 1+ log2 E[nt ] [11]. Substituting
these values in Eq. (12) the final expression of the capacity

of DMC under BSD can be given as:

Csph = 2W .
(
1+ log2

PH
3WKbT

)
−

1
W

log
(
λk

2D
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i

×
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+log (2)

+ 2log2
(
J0 (λkr) eλk

2.Dt0
)

− 2W
2π
9

PH
W 2KbT

RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

− 2W ln
(
2Wτp

)
− 2Wln

(
0

(
2π
9

PH
W 2KbT

RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

))

− 2W

(
1−

2π
9

PH
W 2KbT

RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

)

×ψ

(
2π
9

PH
W 2KbT

RVR J0(λkr)e
λk

2D(t−t0)

Wλk2

)
. (13)

B. CAPACITY UNDER BIOLOGICAL
CYLINDRICAL DEPLOYMENT
Capacity under biological cylindrical deployment can be
evaluated using very similar steps as used in case of biological
spherical deployment.

Once again, in case of biological cylindrical deploy-
ment, in order to calculate I (X;ρ), expression of H (X |ρ)
is required. However, derivation for H (X |ρ) is given in
Appendix C. Further, substituting the value of H (X |ρ) in
Eq. (7) and after some mathematical steps we getH (X;ρ) as:

I (X; ρ) = 2WH (ηt)−
1
W

log
(
γ0m

2
)2
−

∞∑
i=1

(
2π

λk
2.D

)2i

×
(−1)i+1

(2i+ 1) i
.

(
W
2π

)2i+1

+ log (2)+ 2log2

×

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
Dd2+kd+γ0m2)t0) .

(14)

Further, in order to calculate I (Y ;ρ) expression of H (ρ|Y )
is required which has been derived in Appendix D. Also,
expression for H(ρ) has been presented in Appendix C.
Now, substituting H(ρ) and H (ρ|Y ) from Appendix C and
Appendix D respectively into Eq. (8) we get I (Y ;ρ) as:

I (Y ; ρ) = 2W.H (ηt)−
1
W

log
(
γ0m

2
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i

.
(−1)i+1

(2i+ 1) i
.

(
W
2π

)2i+1

+ log (2)+ 2log2

×

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
Dd2+kd+γ0m2)t0)

− 2W
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m
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× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)

− 2W ln
(
2Wτp

)
− 2W ln

(
0

(
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)))

− 2W
(
1−

DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0))

×ψ

(
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)) . (15)

Here, Rrx is the radius of cylindrical receiver. Now, substitut-
ing Eq. (14), Eq. (15) and value of H (ρ) (Refer Appendix C)
into Eq. (6) we get the expression of capacity as:

Ccyl = 2W.H (ηt)−
1
W

log
(
γ0m

2
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i

.
(−1)i+1

(2i+ 1) i
.

(
W
2π

)2i+1

+ log (2)+ 2log2

×

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
Dd2+kd+γ0m2)t0)

− 2W
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)

− 2W ln
(
2Wτp

)
− 2W ln

×

(
0

(
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)))

− 2W
(
1−

DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0))

×ψ

(
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)) . (16)

With the suitable substitution, we get the final expression of
the capacity of DMC under the BCD as:

Ccyl = 2W .
(
1+ log2

PH
3WKbT

)
−

1
W

log
(
γ0m

2
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i

.
(−1)i+1

(2i+ 1) i
.

(
W
2π

)2i+1

+ log (2)+ 2log2

×

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
Dd2+kd+γ0m2)t0)

− 2W
DRrx

3Wγ0m2

PH
3WKbT

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)−2W ln

(
2Wτp

)
−2W ln

×

(
0

(
DRrx

3Wγ0m2

PH
3WKbT

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)))

− 2W
(
1−

DRrx
3Wγ0m2

PH
3WKbT

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0))

×ψ

(
DRrx

3Wγ0m2

PH
3WKbT

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)) . (17)

IV. SECRECY CAPACITY UNDER DIFFERENT
DEPLOYMENTS
In this section analytical expressions of SC under BSD and
BCD schemes have been derived. The secrecy capacity of
the diffusion-based channel is derived as the maximum of
the difference between the mutual information of the authen-
tic communication link and the information leakage (the
amount of information ‘‘stolen’’ by Eve). Thus, the secrecy
capacity [29] is

Cs = max [(X;Y )− I (X;Z )] = CB − CE . (18)

where,CB andCE are the capacity of authentic channel (Bob)
and Eve’s channel respectively and Z is the signal observed
by Eve (eavesdropper). From [29], SC cannot be less than 0,
Cs can be given as:

Cs = max [0, (X;Y )− I (X;Z )] = CB − CE . (19)

A. SECRECY CAPACITY UNDER BIOLOGICAL
SPHERICAL ENVIRONMENT
Furthermore, Eq. (13) can also be rewritten as:

Csph = 2W.H (ηt)−
1
W

log
(
λk

2D
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i
(−1)i+1

(2i+ 1) .i
× .

(
W
2π

)2i+1

+ log2

+ 2log2
(
J0 (λkr) eλk

2.Dt0
)
− 2Wη

− 2W ln
(
2Wτp

)
− 2W ln (0 (η))

− 2W (1− η)ψ (η) . (20)

where, η = 2π
3

E[nt ]RVRJ0(λkr)eλk
2D(t−t0)

Wλk2
and τp =

RVR
2

D , is the
time interval in which we consider a quasi-constant particle
distribution.
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This leads to:

Csph = 2W
(
1+ log2

PH
3WKbT

)
−

1
W

log
(
λk

2D
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+ log2+ 2log2
(
J0 (λkr) eλk

2.Dt0
)
− 2Wη

− 2W ln

(
2W

RVR
2

D

)
− 2W ln (0 (η))

− 2W (1− η)ψ (η) . (21)

Both CB and CE can be calculated by using Eq. (21). Now,
the capacity of the authentic receiver is:

CB = 2W
(
1+ log2

PH
3WKbT

)
−

1
W

log
(
λk

2D
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+ log2+ 2log2
(
J0 (λkrB) eλk

2.Dt0
)
− 2WηB

− 2W ln

(
2W

RVRB
2

D

)
− 2W ln (0 (ηB))

− 2W (1− ηB) ψ (ηB) . (22)

where, ηB = 2π
9

PH
W 2KbT

RVRBJ0(λk rB)eλk
2D(t−t0)

λk
2 .

Similarly, CE can also be obtained. Finally, the secrecy
capacity of the system is:

Cs|sph = 2log2

(
J0(λkrB)
J0(λkrE )

)
+ 2W (ηE − ηB)

+ 2W ln

(
RVRE

2

RVRB
2

)
+ 2W ln

(
0 (ηE )

0 (ηB)

)
+ 2W [(1−ηE ) ψ (ηE )−(1−ηB) ψ (ηB)] . (23)

It is noteworthy to mention that Eq. (23) represent
the secrecy capacity of DMC system under biological
spherical environment. Also, Eq. (23) can be treated
as modification over secrecy expression presented by
Lorenzo Muchhi et. al. in [29].

B. SECRECY CAPACITY UNDER BIOLOGICAL
CYLINDRICAL ENVIRONMENT
Moreover, Eq. (17) can also be rewritten as:

Ccyl = 2W.H (ηt)−
1
W

log
(
γ0m

2
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+ log2

+ 2log2

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
Dd2+kd+γ0m2)t0)

− 2Wη − 2W ln
(
2Wτp

)
− 2W ln (0 (η))

− 2W (1− η)ψ (η) . (24)

TABLE 1. Parameters used in analytical results.

where, η =
DRrxE[nt ]
3Wγ0m2

J0(λ0mρtx )J0(λ0mρ)
N0m

×

e
(
−Dd2−kd−jdv−γ0m2)(t−t0)
These yields,

Ccyl = 2W
(
1+ log2

PH
3WKbT

)
−

1
W

log
(
γ0m

2
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i

×
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+ log2

+ 2log2

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
Dd2+kd+γ0m2)t0)

− 2Wη − 2W ln

(
2W

Rrx
2

D

)
− 2W ln (0 (η))

− 2W (1− η)ψ (η) . (25)

Now, the capacity of authentic receiver is:

CB = 2W
(
1+ log2

PH
3WKbT

)
−

1
W

log
(
γ0m

2
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i
(−1)i+1

(2i+ 1) .i
.

(
W
2π

)2i+1

+ log2

+ 2log2

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
DdB2+kd+γ0m2)t0)

− 2WηB − 2W ln

(
2W

Rrx
2

D

)
− 2W ln (0 (ηB))− 2W (1− ηB) ψ (ηB) . (26)

where, ηB =
DRrxB
9 γ0m2

PH
W2KbT

J0(λ0mρtx )J0(λ0mρ)
N0m

×

e−
(
DdB2+kd+γ0m2)t0
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FIGURE 2. The response of Eve’s distance over secrecy capacity for different values of BW and transmit power equal to 10−12 W
under (a) BCD and (b) BSD.

FIGURE 3. The response of Eve’s distance over secrecy capacity for different values of transmit power and BW equal to 10 Hz under
(a) BCD and (b) BSD.

Similarly, CE can also be obtained. Finally, the secrecy
capacity of the BCD is:

Cs|cyl = 2log2
(
e
(
dE 2
−dB2

)
Dt0
)
+ 2W (ηE − ηB)

+ 2W ln

(
RrxE

2

RrxB
2

)
+ 2W ln

(
0 (ηE )

0 (ηB)

)
+ 2W [(1−ηE ) ψ (ηE )−(1− ηB) ψ (ηB)] . (27)

It is noteworthy to mention that Eq. (27) represent the
secrecy capacity of DMC system under biological cylindrical
environment. Also, Eq. (27) is novel and never represented in
the available literatures.

V. NUMERICAL RESULTS
In this section, the proposed secrecy capacity under different
biological structures, namely biological cylindrical and bio-
logical spherical structures have been presented numerically.

SC has been analyzed against Eve’s distance and Eve’s radius
for different values of the power and/or bandwidth. Different
parameters used in the analysis along with respective values
have been listed in Table 1.

Fig. 2(a) and Fig. 2(b), represents SC for BCD and BSD,
respectively, as a function of Eve’s distance for different val-
ues of the transmitted bandwidth (BW). The distance of the
authentic receiver is equal to 10µm and 150µm for BCD and
BSD respectively. Though, the values of both Eve’s and Bob’s
radius is 10 nm. Irrespective of biological structures, as the
value of Eve’s distance increases the value of SC increases.
Also, as the value of BW is increased for given value of
Eve’s distance, SC again increases irrespective of biological
structures. Though, the nature of the curve ensemble with
each other but the magnitude of the SC is more in case of
BCD than in case of BSD. This is justified, as apart from
different parameters in two deployments, the distance of the
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FIGURE 4. The response of Eve’s distance over secrecy capacity for different values of transmit power and BW under (a) BCD and (b) BSD.

FIGURE 5. The response of Eve’s radius over secrecy capacity for different values of BW and transmit power equal to 10−12 W under
(a) BCD and (b) BSD.

authentic receiver in case of BCD is much lesser than that
in case of BSD. In particular, SC is more than 3500 bit/Sec
and around 550 bit/Sec for BCD and BSD respectively for
BW equal to 10 Hz and Eve’s distance equal to 10× 10−4 m.
Also, as the BW is increased from 10 Hz to 40 Hz the SC
is more than 6000 bit/Sec and around 1300 bit/Sec for BCD
and BSD respectively for same values of eve distance. So, it
can be concluded that for given set of respective physical
parameters, the SC of BCD is always much more than that
of the BSD.

Fig. 3(a) and Fig. 3(b) represents SC of BCD and BSD
respectively, as a function of Eve’s distance for different
values of the transmitted power for BW of 10 Hz. Again,
distance of the authentic receiver is equal to 10 µm and
150 µm for BCD and BSD respectively, whereas Eve’/ Bob’s
radius is 10 nm in either case. Once again, it is observed that

as the value of transmitted power increases the value of SC
increases. It is observed that for given set of respective param-
eters and distance of authentic receivers in two deployments,
SC of BCD is always much more than that of the BSD.

Fig. 4(a) and Fig. 4(b) represents the SC as a function of
Eve’s distance for BCD and BSD, respectively for different
values of both the BW and transmit power. In both the cases,
Eve’s/Bob’s radius is taken as 10 nm. However, distance of
the authentic receiver is equal to 10 µm and 150 µm for
BCD and BSD structure respectively. Fig. 4a and Fig. 4b
represent combined effect of the parameters shown Fig. 2 and
Fig. 3 respectively. However, the observations made with
Fig. 4(a) and Fig. 4(b) are same as drawn from Fig. 2 and
Fig. 3, respectively.

Fig. 5(a) and Fig. 5(b) represents SC for BCD and BSD
respectively, as a function of Eve’s radius for different values
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FIGURE 6. The response of Eve’s radius over secrecy capacity for different values of transmit power and BW equal to 10 Hz under
(a) BCD and (b) BSD.

FIGURE 7. The response of Eve’s radius over secrecy capacity for different values of transmit power and BW under (a) BCD and (b) BSD.

of the transmitted BW for radius of Bob’s equal to 10nm.
The distance of the authentic receiver is equal to 10 µm
and 150 µm for BCD and BSD respectively. Although the
distance of Eve is 15 µm and 1500 µm for BCD and BSD
respectively. Irrespective of biological structures, as the value
of Eve’s radius increases the value of SC increases. Also,
as the value of BW is increased from 10 Hz to 40 Hz for
given value of Eve’s radius, SC again increases irrespective
of biological structures. Most important observation drawn
from Fig. 5(a) and Fig. 5(b) is that for same values of the
distance of the authentic receiver (10 µm and 150 µm for
BCD and BSD respectively, which was taken for Fig. 2(a)
and Fig. 2(b) to Fig. 4(a) and Fig. 4(b)) if the value of Eve’s
distance is taken as 15 µm and 1500 µm for BCD and BSD
respectively, then the recorded values of SC is more in BSD
scheme than in BCD scheme. This means that irrespective of

the deployment more is the Eve’s from the transmitter lesser
is the chance of tapping of the information and hence, higher
is the values of SC.

Fig. 6(a) and Fig. 6(b) represents SC for BCD and BSD as a
function of Eve’s radius for different values of the transmitted
power. The values of all the parameters, like radius of Bob’s,
Eve’s distance, and the distance of the authentic receiver for
BCD and BSD are same as Fig. 5(a) and Fig. 5(b). It is
observed that SC increases with an increase in the value of
transmitted power. Also, it is observed that for respective
set of the parameter’s SC of BSD (with Eve’s distance of
1500 µm) is always much more than that of the BCD (with
Eve’s distance of 15 µm). Fig. 7(a) and Fig. 7(b) repre-
sent combined effects of the parameters shown Fig. 5 and
Fig. 6 respectively, showing similar observations as made
with Fig. 5 and Fig. 6. However, irrespective of all the param-
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FIGURE 8. The secrecy capacity under BCD and BSD for different values of transmit power and BW as a function of (a) Eve’s distance and
(b) Eve’s radius.

eters BSD has much more SC than BCD as Eve’s is far apart
in the case of BSD as compared to that of the BCD scheme.

Fig. 8(a) represents comparisons of SC under BCD and
BSD schemes as a function of Eve’s distance for different
values of BW and transmitted power. In case of BCD distance
of the authentic receiver and Eve’s/Bob’s radius is equal to
10 µm and 10 nm respectively. Although the distance of the
authentic receiver and Eve’s/Bob’s radius is equal to 150 µm
and 10 nm respectively in case of BSD. As in case of BCD
authentic receiver is placed nearer to transmitter (10 µm)
compared to that in case of BSD (150 µm). Therefore, irre-
spective of transmitted power (be it more or less) and even at
lesser BW of 40 Hz (compared to 60 Hz), BCD outperform
over BSD.

Finally, Fig. 8(b) represents comparisons of SC under BCD
and BSD schemes as a function of Eve’s radius for differ-
ent values of BW and transmitted power. In case of BCD,
distance of the authentic receiver, Eve’s distance and Bob’s
radius are 10 µm, 150 µm and 10 nm respectively. Whereas,
distance of the authentic receiver, distance of Eve and Bob’s
radius are 150 µm, 1500 µm and 10 nm respectively, in the
case of BSD. The value of the authentic receiver and Eve’s
distance under BSD scheme is more by a factor of 15 and 10,
respectively, compared to those under the BCD scheme that
results in a very high value of SC under BSD for the same
values of BW and transmitted power.

VI. CONCLUSION
Closed-form expressions of the information capacity for the
DMC system have been presented under BCD and BSD
schemes. The proposed expressions of information capac-
ity have been further employed to derive the expressions
of secrecy capacities under the BCD and BSD schemes.
The effect of Eve’s distance, Eve’s radius, the distance of
authentic receiver, transmitted power, and BW on the secrecy

capacity have been presented under both (BCD and BSD)
schemes. It has been observed that irrespective of the deploy-
ments, be it BCD or be it BSD, an increase in either of Eve’s
distance or Eve’s radius results in an increase in the value of
secrecy capacity. Further, for out of BCD and BSD schemes,
an increase in the signal BW and/or transmitted power causes
an increase in the secrecy capacity. Also, if the distance of
the authentic receiver under the BSD is kept more than that
of the BCD by a factor of 15, then the secrecy capacity
under BCD is much higher than that of BSD, irrespective of
transmitted power (be it more or less) and even at the lesser
value of bandwidth. However, if the value of the authentic
receiver and Eve’s distance with BSD is kept more than that
of BCD by a factor of 15 and 10, respectively, then secrecy
capacity under BSD is much higher than that of BCD for
the same values of bandwidth and transmitted power. It is
believed that the proposed analysis is useful for the devel-
opment of future complex but secured DMC systems under
different deployment of biological tissues. To study the effect
of different impairments of DMC channels, such as fading
and interference on the system performance under proposed
deployments, is an open challenge for the future.

APPENDIX A
DERIVATION OF EQ. (9)

H (X |ρ) = −
1
W

∫
w
|C(f )|2df. (A1)

Now, substituting value from Eq. (3) into Eq. (A1).
We will get:

H (X |ρ) = −
1
W

∫
w
log2

∣∣∣∣∣∣ J0 (λkr) e
λk

2Dt0√(
λk

2D
)2
+ ω2

∣∣∣∣∣∣
2

df. (A2)
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But we have, w = 2π f . So, Eq. (A2) is simplified as:

H (X |ρ) = −
1
W

∫
w
log2

∣∣∣∣∣∣ J0 (λkr) eλk
2Dt0√(

λk
2)2
+ 4π2f2

∣∣∣∣∣∣ df . (A3)

Eq. (A3) yields:

H (X |ρ) =
1
W

log
(
λk

2D
)2

+

∞∑
i=1

(
2.π

λk
2.D

)2i

.
(−1)i+1

(2i+ 1) i

(
W
2π

)2i+1

− log (2) − 2log2
(
J0 (λkr) .eλk

2.Dt0
)
. (A4)

APPENDIX B
DERIVATION OF EQ. (11)
The average particle distribution is given as:

ρ = E [nt ] (C(f )) |f=0 (B1)

Csph (f)
∣∣
f=0 =

J0(λkr)e
λk

2D(t−t0)

λk
2D

. (B2)

ρ = E [nt ]
J0(λkr)e

λk
2D(t−t0)

λk
2D

. (B3)

Also,

H (ρ|Y) ∼= H (ρ |E|Y)=E [Y]+ ln
(
2Wτp

)
+ln (0 (E [Y]))

+ (1− E[Y])ψ(E[Y]). (B4)

where, E[Y] is defined as:

E[Y ] =
2πE [nt ]RVR

3
J0(λkr)e

λk
2D(t−t0)

Wλk2
. (B5)

Finally,

H (ρ|Y ) =
2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2
+ ln

(
2Wτp

)
+ ln

(
0

(
2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

))

+

(
1−

2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

)

×ψ

(
2π
3

E [nt ] RVRJ0(λkr)e
λk

2D(t−t0)

Wλk2

)
. (B6)

APPENDIX C
DERIVATION OF EQ. (14)
Substituting value from Eq. (5) into Eq. (A1) we will get,
(C1), as shown at the bottom of the page. But we have,

w = 2π f . So, Eq. (C1) is simplified as:

H (X |ρ)=−
1
W

∫
w
log2

×

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m

e−
(
Dd2+kd+γ0m2)t0√
γ0m4 + 4π2f 2

)
df.

(C2)

Eq. (C2) yields:

H (X |ρ) =
1
W

log
(
γ0m

2
)2

+

∞∑
i=1

(
2.π
γ0m2

)2i

.
(−1)i+1

(2i+ 1) i

(
W
2π

)2i+1

− log (2)− 2log2

×

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
Dd2+kd+γ0m2)t0) .

(C3)

Further, utilizing CGF of the cylindrical environment from
Eq. (5) and Eq. (C3), H (ρ) can be given by

H (ρ) = H (X)+ H (ρ|X)− H (X | ρ)

= 2W.H (ηt)−
1
W

log
(
γ0m

2
)2

−

∞∑
i=1

(
2π

λk
2.D

)2i

.
(−1)i+1

(2i+ 1) i
.

(
W
2π

)2i+1

+ log (2)+ 2log2

×

(
J0 (λ0mρtx) J0 (λ0mρ)

2πN0m
e−
(
Dd2+kd+γ0m2)t0) .

(C4)

APPENDIX D
DERIVATION OF EQ. (15)
Here,

Ccyl (f)
∣∣
f=0 =

e
(
−Dd2−kd−jdv−γ0m2)(t−t0)

2πγ0m2

×
J0 (λ0mρtx) J0 (λ0mρ)

N0m
. (D1)

Thus, putting Eqn. (D1) into (B1) we get

ρ = E [nt ]
e
(
−Dd2−kd−jdv−γ0m2)(t−t0)

2πγ0m2

×
J0 (λ0mρtx) J0 (λ0mρ)

N0m
. (D2)

Also, E[Y] is defined as:

E [Y ] =
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0). (D3)

H (X |ρ) = −
1
W

∫
w

∣∣∣∣∣e
(
−Dd2−kd−jdv

)
(t−t0)

2π
J0 (λ0mρtx) J0 (λ0mρ)

N0m

e−γ0m
2t0

γ0m2 + jω

∣∣∣∣∣
2

df. (C1)
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Finally, from Eqn. (B4)

H(ρ|Y ) =
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0) + ln

(
2Wτp

)
+ ln

(
0

(
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)))

+

(
1−

DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0))

×ψ

(
DRrxE [nt ]
3Wγ0m2

J0 (λ0mρtx) J0 (λ0mρ)
N0m

× e
(
−Dd2−kd−jdv−γ0m2)(t−t0)) . (D4)
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