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ABSTRACT A Chebyshev chaotic map is a method for implementing efficient authentication. Recently,
Chatterjee et al. proposed an authentication scheme for multi-server/multi-client environments using a
Chebyshev chaotic map. However, we found four critical vulnerabilities in the proposed authentication
method. To begin with, the method is open to user as well as server impersonation attacks. User revocation is
also infeasible. Finally, there is a possibility of critical information leakage. We propose a new scheme that
overcomes the four weaknesses listed previously using a symmetric Chebyshev chaotic map. We tested our
proposed scheme using ProVerif and AVISPA, and compared its performance with that of the conventional
authentication method. Results indicate that our scheme is 44.025 times more efficient than the conventional

method.

INDEX TERMS Authentication Chebyshev chaotic map.

I. INTRODUCTION

The Chebyshev chaotic map is a promising cryptographic
primitive that can be used for encryption because it is effi-
cient and provides a reasonable level of security and ran-
domness owing to its chaotic property. However, in 2005,
Bergamo et al. [1] claimed that the Chebyshev chaotic map
is unsuitable for encryption purposes due to its vulnera-
bility to key recovery attacks. Consequently, many resear-
chers [2]-[4] have proposed alternate techniques, including
the discrete Chebyshev chaotic map [4] and the Chebyshev
chaotic map with symmetric encryption [3]. Unsurprisingly,
however, these methods also introduce additional operations
such as modular multiplication and symmetric encryption,
which result in longer authentication times, thus reducing the
Chebyshev chaotic map’s efficiency.

This motivated us to design a new data encapsula-
tion method that incorporates the Chebyshev chaotic map.
Recently, Chatterjee et al. [2] proposed a Chebyshev chaotic
map-based two-factor multi-server authentication scheme.
We found that their scheme is susceptible to user and server
impersonation attacks, critical information leakage, user
traceability, and infeasibility of user revocation. To mitigate
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these issues, we developed an efficient authentication scheme
using the symmetric Chebyshev chaotic map. To demonstrate
the feasibility of our proposed scheme, we compared it to
more conventional methods and found that our implementa-
tion is approximately 44.025 times more efficient than the
average of the compared schemes.

A. OUR CONTRIBUTION
The key contributions of this paper are as follows:

1) We propose a new data encapsulation method, dubbed
the “symmetric Chebyshev chaotic map,” and mathe-
matically prove that it is theoretically secure under the
computational model.

2) We present a multi-server/multi-client authentica-
tion scheme using the symmetric Chebyshev chaotic
map. The proposed authentication scheme is resistant
to well-known attacks, including impersonation and
stolen smart card attacks.

3) By performing automated simulations, we prove that
our new scheme is secure against identity/password
guessing attacks, man-in-the-middle attacks, etc.

4) Our proposed authentication scheme is more cost-
efficient than existing authentication schemes. When
we run a comparison test, it is observed that our

15891


https://orcid.org/0000-0001-8124-3853
https://orcid.org/0000-0002-5208-1338
https://orcid.org/0000-0003-1930-9473

IEEE Access

J. Ryu et al.: Improved Secure and Efficient Chebyshev Chaotic Map-Based User Authentication Scheme

proposed scheme is approximately 44.025 times faster
than the average of the compared schemes. Further-
more, our scheme exhibits the best performance com-
pared to all existing methods we tested.
All codes concerning the formal proof and performance
test have been uploaded as https://doi.org/10.6084/m9.
figshare.12 198834 [5].

B. ORGANIZATION OF THE PAPER

The remainder of this paper is organized as follows.
In Section II, we present an overview of related works and
the history of this field. In Section III, we discuss some
preliminaries, such as the Chebyshev polynomial and Berg-
amo attacks, which were used in this study. Chatterjee et al.’s
scheme is discussed in detail in Section IV. In Section V,
we detail several security issues present in the scheme of
Chatterjee et al. In Section VI, we propose a symmetric
Chebyshev chaotic map and authentication protocol, and
describe them in detail. In Section VII, we mathematically
prove the accuracy and time complexity of the symmetric
Chebyshev chaotic map. Furthermore, we verify the secure-
ness of our proposed authentication scheme by simulating
it using the ProVerif and Automated Validation of Internet
Security Protocols and Application (AVISPA) tools and by
assessing its resistance to several common types of attacks.
In Section VIII, we present the results of a performance test
and compare them with those of other existing protocols.
Finally, in Section IX, we provide further discussion and
conclude this paper.

Il. RELATED WORK

Ever since Lamport first invented the two-party (client/server)
authentication scheme in 1981 [6], many researchers have
proposed authentication schemes for a single-server environ-
ment [7], [8]. Unfortunately, these authentication schemes
typically do not provide strong security because they are
based on passwords or are prone to side-channel attacks [9].
In 2009, Das introduced the first two-factor authentication
scheme [10], and since then, many researchers have started
using two- and multi-factor authentication schemes to ensure
a strong level of security.

The recent development of Internet-of-Things technolo-
gies and sensor networks has increased the need for a
lightweight multi-server scheme. There are several ways
to develop such a scheme. One such approach uses hash-
based authentication. In 2006, Wong et al. [11] first pro-
posed a lightweight user authentication protocol that uses
only cryptographic hash functions and exclusive-OR (XOR)
operations. Despite the efficiency of Wong et al.’s scheme,
Das [10] found several vulnerabilities (same login-id threat
and stolen-verifier attack) and proposed an enhanced ver-
sion of the protocol. However, other researchers found
further weaknesses (do not provide key agreement) in
Das’s scheme. Since then, many researchers have repeatedly
improved upon the hash-based scheme by repeating break-fix
procedures [12]-[15].
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In addition to hash-based authentication, the RSA and
Elgamal authentication schemes have also been studied by
multiple researchers [16], [17]. These studies found that to
improve the efficiency of computing systems, authentication
protocols require a large key space (1024 bits and more) to
guarantee security. To address the weakness of the RSA and
Elgamal authentication schemes, researchers have proposed
an elliptic curve cryptography (ECC)-based protocol [18],
[19]. This scheme has been widely used in recent years
because of its small key space.

In 2018, Chatterjee er al. introduced a Chebyshev
chaotic map-based two-factor multi-server authentication
scheme [2]. However, we observed that this scheme is vul-
nerable to several classes of attacks, such as user and server
impersonation attacks, as well as critical information leakage.
Moreover, users can be traced (user traceability), and a user
revocation phase cannot be realized (infeasibility of user
revocation).

Ill. PRELIMINARIES

A. CRYPTOGRAPHIC HASH FUNCTION

A hash function is used to convert an arbitrary-length mes-
sage into a fixed-length message and check the integrity
of the original message. Applications of hash functions
include hash-based message authentication code and check-
sum. However, in cryptography, the hash function (often
referred to as a cryptographic hash function) is used to verify
the validity of a message by analyzing its properties. To be
a cryptographic hash function, the function must satisfy the
following properties:

Definition (Cryptographic Hash Function): Given a func-
tion H : {0, 1}* — {0, 1}, where x is fixed and Vm € {0, 1}",
the hashed message H(m) = h € {0, 1} must satisfy the
following properties:

o Pre-image resistance (one-wayness): For a given value
of h, it is infeasible to determine m such that H(m) = h.

e Second pre-image resistance (weak collision resis-
tance): For a given value of my, it is infeasible to deter-
mine my such that my # my and H(m) = H(my).

o Collision resistance (strong collision resistance): It is
infeasible to determine any (mi, my) pairs such that
my # my and H(my) = H(my).

B. CHEBYSHEV POLYNOMIAL
The Chebyshev polynomial 7},(x) is a general solution of the
Chebyshev differential equation when 7 is an integer. Due to
its simplicity, it is one of the most commonly used chaotic
maps in authentication schemes [20]-[22]. The Chebyshev
polynomial can be defined in two ways:

Definition (Trigonometric Definition): A function T,(x):
@Z*, -1, 1) - [-1, 1]is defined as in Eq 1:

T, (x) = cos(n arccos(x)), (1)

wheren € Z7 and |x| < 1. If x = cos(0), where 0 € [0, ],
then T,,(x) = cos(nf).
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TABLE 1. Summarize of related work.

Author

Weakness

Two party schemes [6]—[8]
Wong et al. [11]
Das [10]

elliptic curve cryptography (ECC)-based authentication scheme [16], [17]

Chatterjee et al. [2]

side-channel attacks
same login-id threat, stolen-verifier attack
does not provide key agreement
need a large key
impersonation attacks, traceability, infeasibility of user revocation

Definition (Recurrence Relation): A function T,(x)
(Z*,[=1,11) = [—1, 1] is defined as in Eq 2:
Tox) =1
Ti(x) =x

T,(x) = 2xTy—1(x) — Ty—2(x), where n>2. (2)

Here are some examples of the Chebyshev polynomial (Eq 3):

To(x) = 1
Ti(x) =x

To(x) = 2x> — 1

T3(x) = 4x> — 3x

Ta(x) = 8x* —8x> + 1 (3)

The Chebyshev polynomial has several interesting proper-
ties. Among them, we introduce some crucial features that
make this polynomial desirable as a cryptographic function.

Property (Semi-Group Property): With n € Z%V and
m € Z7, the following property holds:

T(Ty(x)) = Tin(Ty(x)) = Tym(x)

Property (Chaotic Property): The Lyapunov exponent ()
is one of the most frequently used measurements for
determining unpredictability in a chaotic system. When the
Lyapunov exponent is positive, a system exhibits chaotic
behavior. The Chebyshev chaotic map has a chaotic prop-
erty when n > 2 because its Lyapunov exponent (T,(x) :
[—1,1] = [—1, 1]) is L = In(n) > O when n > 2. Therefore,
in general (for n > 2), the Chebyshev map exhibits chaotic
characteristics [23], [24].

C. BERGAMO ATTACKS ON THE CHEBYSHEV
POLYNOMIAL
In 2005, Bergamo et al. introduced an attack on the Cheby-
shev chaotic map-based cryptography method [1]. On the
basis of the public key, an attacker could easily find collision
keys, for which the result of the Chebyshev polynomial is
the same as that for the corresponding private key. A precise
explanation is given below.

Definition (Chebyshev Chaotic Map Diffie—Hellman (DH)
Problem): With the Chebyshev chaotic map, we can define the
DH problem as follows:

given x, Tr(x), Ts(x), it is infeasible to calculate T,5(x).

where T,(x) is a Chebyshev polynomial (T,(x)
Z*, [-1,1]) = [—1,1]), and r,s € Z™.
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Definition (Chebyshev Public Key Cryptosystem): A public
key cryptosystem can be implemented using the Chebyshev
chaotic map:

1) Alice selects a large random s € Z* and a random
x e [—1,1]

2) She computes Ts(x) and declares (x, Ts(x)) and s as the

public and private keys, respectively.

3) Bob obtains Alice’s public key (x, Ts(x)).

4) He selects a large random r € Z™.

5) He computes Tys(x) = Tr(Ts(x)) and X = M - Trs(x).

6) Furthermore, he sends the ciphertext C = (T,(x), X)

to Alice.

7) Alice computes Tyrs(x) = Ts(Tr(x))

8) Finally, she recovers M = X [/ Tys(x).

Theorem (Bergamo et al.’s Attack): If both Ts(x) and x are
known, then one can determine s’ such that Ty(x) = Ty(x).
More precisely,

, arccos(Ts(x)) + 2km

s = fork e Zt. 4)
arccos(x)

In addition, let b = ﬁgf(x) and b = (bmodl) -

BE(where L is the maximum digit). Then, the number of col-
lision keys s’ is gcd(b', B).

Definition (Discrete Chebyshev Chaotic Map): One of the
alleviations of the Bergamo attack is the discrete Chebyshev
chaotic map. This map has properties similar to those of the
Chebyshev chaotic map (e.g., semi-group and chaotic prop-
erties). Moreover, a discrete Chebyshev chaotic map problem
in Zya has proven to be computationally equivalent to the
discrete logarithm problem in Z,a. A DH problem along with
the discrete Chebyshev chaotic map is described as follows:

With x (mod p%), T, (x) (mod p%) and T(x) (mod p?),
it is still infeasible to calculate T,5(x) (mod pd).

where, p is an odd prime, d € ZT, T,(x) is a Chebyshev
polynomial on Zpd ( Tn(x)(modpd): zt, Zpd) — Zpd ), and
r,seZt.

D. AUTHENTICATION PROCESS OF
MULTI-SERVER/MULTI-CLIENT ENVIRONMENT

Much like the scheme presented by Chatterjee et al., our
proposed scheme work in a multi-server/multi-client envi-
ronment consisting of a user, server, and registration center.
After the user and server are registered in the registration
center, the user can request a login to all servers logged by the
registration center. This environment provides the advantage
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FIGURE 1. Authentication process of multi-server/multi-client
environment.

that the user does not have to register separately for each
server. The process comprises three major phases.

1) Registration phase: The server and user register them-
selves in the registration center, the server is issued
public information, and the user is issued a smart card.

2) Login phase: The user requests login to the server that
provides the service user wants.

3) Authentication phase: The server verifies the user’s
identity through the user table received from the Reg-
istration Center and generates a session key to be used
in future communication with the user.

The authentication process of a multi-server/multi-client

environment is shown in Fig. 1.

E. THREAT MODEL AND AUTHENTICATION GOAL

In this study, we describe the threat model that we con-
structed under a set of generally applicable assumptions,
including the abilities of an attacker in a multi-server/multi-
client environment. An attacker is a Dolev-Yao intruder under
the Dolev-Yao formal model in [25]. In addition, the attacker
of a typical user authentication scheme is capable of the
following [26]-[28].

« All devices are not tamper-resistant, so the attacker can
extract sensitive information from devices by imple-
menting side-channel attacks [29].

« Valid users can also be attackers.

« An attacker can eavesdrop all login and authentication
messages transmitted through insecure public channels.

o An attacker can modify or resend the eavesdropped
messages.

« An attacker can easily guess low-entropy passwords and
identities off-line in polynomial time [30].

Under this threat model, the user authentication scheme
must satisfy the following conditions and establish the session
key.

1) Sensitive information pertaining to users and servers,

such as identity, password, and secret key, should not
be leaked to or derivable by an attacker.
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2) Valid login and authentication messages should only be
generated for registered users and servers.

3) The session key, an encryption key used for communi-
cation between the user and server, should not be leaked
to or derivable by an attacker.

IV. REVIEW OF CHATTERIJEE et al.’s SCHEME

In 2018, Chatterjee et al. proposed a multi-server/multi-
client environment authentication scheme using the
Chebyshev chaotic map, cryptographic hash function, and
symmetric key cryptosystem [2]. By implementing this
authentication scheme, an efficient and secure multi-server
environment can be established. The scheme consists of five
phases: registration, login and authentication, password and
biometric change, dynamic server addition, and user revoca-
tion and re-registration. Table 2 presents the notation used in
Chatterjee et al.’s scheme.

TABLE 2. Notations used in this paper.

Notation Description

U; An i-th user

S; A j-th server

RC The registration center

ID; i-th user’s identity

SID; j-th server’s identity

z; j-th server’s secret key

Tx(y) A Chebyshev polynomial

K A secret parameter for all servers
Ky A secret parameter for all users
Ky, A secret parameter for a user U;
H(x) A one-way cryptographic hash function
BH (z) A secure biohashing function
Ex(z)/Dk(z) A symmetric encryption/decryption

n The number of users

m The number of servers

m/ The number of added servers (m’ << m)
|| /& A concatenation/bitwise XOR operation

A. REGISTRATION PHASE

In the registration phase, personal information cannot be
leaked because all operations in this phase are performed
offline. Therefore, Chatterjee ef al. assumed that all commu-
nications are transmitted through a secure channel. The reg-
istration phase is split into two sub-phases: user registration
and server registration.

1) SERVER REGISTRATION PHASE

When a server registers the multi-server environment, the
following procedures are executed via secure channel in the
following order:

1) First, a registration center (RC) selects random values
K, and K, in the interval (—o0, 00). K and K, are secret
parameters of the chaotic maps for all servers and all
clients, respectively.

2) A server §; selects its identity SID; and transmits SID;
to RC through a secure channel.

VOLUME 10, 2022
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3) RC selects a server S;’s secret key x; and uses it to com-
pute the Chebyshev polynomials 7, (Ky) and T;(Ky).
4) RC transmits {SID;, ij(Ks), ij(Ku), Xj} to §;.

2) USER REGISTRATION PHASE
When a client registers the multi-server environment, the
following procedures are performed via a secure channel:

1) A user U; chooses their identity /D; and password
PW;, and imprints their biometric information B; using
a sensor or a mobile device. Then, U; generates a
random secret number R; and computes the parame-
ters HID;, = H(D; || R; || T, by = BH(B)),
RPW; = H(HID; || PW; || bi || R, Ki = H(b; |
R; || HID)), and C; = R; @ H(b; || ID; || PW))
using the current timestamp 7; (which will be used
as the registration timestamp). Consequently, U; sends
{HID;, T;, K;, C;, RPW;} to RC via a secure channel.

2) After receiving the parameters from U;, RC picks a
random master key x; and Chebyshev parameter K,,,.
Furthermore, RC calculates the Chebyshev polynomi-
als T,,(K,,) and Ty, (K},), and computes MSK; = K; ® x;,
P=K;®H(x; || Ki), and A; = HUID; || RPW; || T; ||
Ty, (Ky) || xi | P).

3) RC saves {HID;, T;, A;, Ty, (Ky,), Tx;(Ky), Ci, MSK;, P,
(SIDj, Ty, (Ks) | 1 <j <m+ m’)} into U;’s smart card,
and sends the smart card to U; securely.

4) When the registration of U; is complete, RC selects
a unique random U,,, calculates Uh; = H(Tx,(Ky,) ||
Ur;), and transmits the result to every server. Each
server stores { Uh;, Ur;, and HID;} for U;.

5) Finally, RC maintains only {HID;, T;, Ur;} for U,.

B. LOGIN AND AUTHENTICATION PHASE

In this phase, a user U; attempts to login to a server Sj, and S;
and U, try to authenticate each other. Chatterjee ef al. assumed
that an anonymous user can eavesdrop on those messages
because all transmissions between them are sent through a
public channel.

1) A user U; enters their identification ID; and pass-
word PW;, and imprints their biometric information B;.
Using its stored parameters, U;’s smart card computes
bi =BH(B)), R; = C; ® H(UID; || PW; || b)), HID, =
H(D; || R} || T, K/ = H(b; || R || HID)), RPW, =
H(HID; || PW; || b; | R), x| = K] ® MSK;, and
A= H(D; | RPW/ || T; || T (Ky) || 2 || P).

2) The smart card checks whether A} matches the stored
value A;. If the login is successful, U; may select a
specific server §; to connect to. Furthermore, U;’s smart
card computes K = P & H(x; || K;) and SK; =
H(T\(Ks) | HID; || SID; || TS;), where TS; is the
current timestamp, and then calculates the Chebyshev
polynomial Tk, = Txi(ij(K 5)) and T, (Ky). Finally, the
smart card selects a random nonce RN; and transmits
{HID;, SID;, TS;, HKK; || TS; || HID; | SID; |
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RN; || Ty (Ky) || Tx,) and Esg, (HID; || SID; || Tk, |
To(Ky) || oK) || To(Ku) | RN; | KD} 10 S;.

3) After receiving the message from U;, S; checks the
freshness of the message by testing whether |TS; —
TSF| < ATS;, where ATS; is the maximum transmis-
sion delay and 7S;" is the current timestamp of ;. If the
freshness of the message is accepted, S; computes SK|
= H(ij(Ks) | HID; || SID; || TS;) and decrypts
Esg,(HID; | SID; | Tk, | Tu(Ky) || To(K) ||
T.(Ku) | RN; || Ko).

4) §; searches for {Uh;, Ur;, HID;} using HID; and com-
putes Uh; = H(Ty,(Ky,) || Ur;) using T,,(K,,) from the
decrypted ciphertext. Furthermore, S; verifies whether
Uh; = Uh;. If the test returns true, S; computes H (K; ||
TS; || HID; || SID; || RN; || Ty(Kw) | Tk,) and
compares it to the received hash value.

5) Upon completion of the authentication process,
Sj computes Tk, = Ty;(T,(Ky)), Y = Ki @ Tk,, SK> =
H(Ty,(Ky) || SID; || HID; || TS; || TS; || RN; || T,).
and Tk, = Ty, (Ty,(Ky)), where T; is the current times-
tamp. Subsequently, S; transmits {HID;, SID;, H(RN; |
TS; | Y |l Tgy || Ty (Kw), Esk,(HID; || SID; || Y |
Ty(K.) | RN; || Txy)} to Uy,

6) After receiving the message from S;, U; checks the
freshness of the message by confirming whether |7'S; —
TS| < ATS;, where TS is the current timestamp
of U;. If the test is successful, U; computes SK, =
H(Ty,(Ky) || SID; || HID; || TS; || TS; || RN;), decrypts
Esg,(HID; || SID;j || 'Y || Ty(Kw) | RNj || Tky).
Furthermore, U; computes T[/<2 =H(; | R; || HID;))®Y
and TI’<3 = T,;(Ty,(Ky)), and checks whether T1/<3 =Tk,.

7) When the final verification is completed, U; generates
SK;j = H(HID; || SID; || TS; || TS; || RN; || RN; |
T1/<1 | Tk, || Tk,) and S; generates SK;; = H(HID; ||
SID; || TS; || TS; || RN; || RN; Il Ty, || Tk, |l Tky).
where SK;; will be used as the session key between U;
and S;.

C. PASSWORD AND BIOMETRIC CHANGE PHASE

In this phase, a user U; can change their password PW;
and biometric imprint B; without any involvement from the
registration center RC. To update their information, U; must
perform the following steps:

1) To authenticate themselves, U; inputs their identifi-
cation ID;, original password PWi"ld, and biometric
imprint Bl.”ld. Furthermore, with a secure biohash-
ing function BH(-), U;’s smart card computes b} =
BH(B'), R, = C; @ HUD; || PW?™ || b)), HID, =
H(D; || R} || T)), RPW/ = H(HID] || PW{" || b} || R).
x/=H®, || R, || T)®MSK;,and A’ = H(ID; || RPW/ ||
Ti || To,(K) || x; | P).

2) U;’s smart card compares A with the stored parameter
A;. If the two parameters do not match, the procedure
is terminated. Otherwise, the smart card requests the
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user to enter their new password PW/*"" and biometric
information B}*".

3) When U; enters a new password PW;'*" and biometric
information B}*", the smart card computes the follow-
Ing equations:
b;zew - BH(B;’!EVV)’

CI'" =R, @ H(!" || ID; || PW"),
RPW® = H(HID), || PW!" || b/ || R)),
AP = H(ID; | RPW || Ty || Tx,(K,) Il x; |l P).

4) After the above computation is completed, U;’s smart
card replaces A; with A7*" and C; with C/"*".

D. DYNAMIC SERVER ADDITION PHASE

In this phase, a new server S; requests to join an existing
network. The following processes are carried out to add S;
to the network:

1) The registration center RC assigns the unique identi-
fier SID; and S;’s secret key x; to S;, and calculates
the Chebyshev polynomial ij(KS). Furthermore, RC
assigns the unique identifier SID; and S;’s secret key x;
to S, and calculates the Chebyshev polynomial Ty (Ky).
Subsequently, RC transfers {SID;, ij(KS), ij(K,,), and
x;} to S; through a secure channel, and S; securely stores
the received parameters.

2) After S; successfully joins the existing network, RC
broadcasts the registration of S; to all registered users.

E. USER REVOCATION AND RE-REGISTRATION PHASE
Chatterjee ef al. also assumed that a user U; could lose
their smart card. In this case, the following procedures are
performed to revoke U;’s identity, and U; can register again
without changing their identity.

1) When U; loses their smart card, U; informs RC, which
transmits a revocation message about U; with {HID;,
Uh;, Ur;} to every server.

2) After receiving the revocation message from RC, all
servers simply put a revocation flag on the correspond-
ing data of U; in their database. In addition, they
reject all authentication messages relating to U; with
the revocation flag.

3) If an authentic user U; tries to register again using
the same revoked identity ID;, RC first verifies U; by
checking their authorized documents, and then finds
and reactivates U;’s hashed identity HID;.

V. SECURITY ANALYSIS OF CHATTERIJEE et al.'s SCHEME
In this section, we discuss several security weaknesses of
Chatterjee et al.’s scheme. Overall, there are four major vul-
nerabilities: user impersonation attacks, server impersonation
attacks, critical information leakage, and infeasibility of user
revocation. The basic assumption regarding these attacks is
that an attacker is a valid user within the existing network
and can extract parameters from their own smart card using
side-channel attacks. These attacks are described in detail in
the following subsections.
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A. USER IMPERSONATION ATTACK

Within Chatterjee et al.’s scheme, an attacker A can forge a
session key SK;; after intercepting authentication messages
M, and M;. Furthermore, A could forge a fake login mes-
sage M| using the intercepted parameters between U; and ;.
A detailed description of the process is as follows (the overall
attack trace is described in Fig. 2):

1) An attacker A, who is a valid user, extracts the server-
key-plus-ID (SIDj, T;(Ky)) from their own smart card.

2) Then, A chooses a victim user U; and waits for U; to
send a login message.

3) Upon intercepting the login message M, A produces
a symmetric key SK; = H(Ty(K;) | HID; || SID; ||
TS;), decrypts Esk, (HID; || SID; || Tk, || Tx(Ks) |l
T (Ky) || Ty,(Ky,) || RN; || K;), and obtains the secret
parameters Tk, , Ty, (Ky), Ty, (K,), Ty;(Ky;), and K;.

4) When a server S; sends an authentication message
M> to U;, A wiretaps M3 and calculates the symmetric
key SK> = H(Ty,(Ky,) |l SID; || HID; || TS; || TS |
RN;).

5) Finally, A generates a session key SK;; between U; and
S;. Whenever U; or §; transmits a secret message, A can
use the forged session key SK;; to decrypt it.

6) Furthermore, A can fabricate a fake login message
M/ with the intercepted parameters from M; and M.
This fake login message can successfully force S; into
acting as if it is communicating with U;.

B. SERVER IMPERSONATION ATTACK

The scheme presented by Chatterjee et al. is also susceptible
to server impersonation attacks. Similar to user imperson-
ation attacks, after eavesdropping on M| and M>, an attacker
intercepts a new authentication message M/, and deceives
U; into thinking that §; communicating with U;. This is
explained in detail below (the overall attack trace is described
in Fig. 3):

1) Like in a user impersonation attack, an attacker A inter-
cepts the messages M; and M, between user U; and
server S;.

2) A then creates a symmetric key SKj using an
extracted server-key-plus-ID  (SID;, ij (Ky)), and
decrypts Esg,(HID; | SID; || Tk, || To(K) |
Ty, (Ky) || Ty (Ky;) | RN; || K;) in M.

3) Using the collected parameters, A generates a symmet-
ric key SK» and decrypts Esk,(HID; || SID; || Y ||
T (Ku) || RNj || Tk;).

4) A waits until U; re-authenticates S;. When U; sends the
re-authentication message M| to S;, A intercepts M and
computes the symmetric key SK7 using TS}, RN/ in M,
and previously collected parameters.

5) Consequently, A can successfully create a fake server
message, M), and transmit it to U;. Because A has
access to all private parameters between U; and S,
U; can be easily fooled into thinking that they are
communicating with S;.
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User (Uj)

Attacker (A)

Server (S;)

{HID;, SID;, Egk, (HID;|SID;|| T, || T (Ko) | T, (Ku) [ T, (K ) [IRN3 | [K5),

TS;, H(K; [ [HID; ||SID;||RN; || Ty, (Ku)|I Tk, )}

Eavesdrop the message M;

After eavesdropping M,

Extracts server-key-plus-id (SID;, TX]. (Ks)
Creates SK; = H(TX].(KS)HHIDi [|SID; || TS;)
Decrypts Egg, (HID;||SID;|| Ty, || Ty; (Ks) [ T, (Ku) [ Ty; (K ) [ [RN; 1K)
Acquires TKl' Txi (Ks): Txi (Ku)r Txi (Kui )' K;
{HID;, SID;, Esyc, (HID; | |SID; Y| T (K. | |RNj || T, ),
TS;j, H(TS;[| TS; | |RN; | |RN; || Y| Tk, |1 Ty; (Ku))}

Eavesdrop the message M,

After eavesdropping M,,

Computes SK, = H(Ty, (Ky,)|[SID; [[HID; [|TS;||TS;||RN;)
Decrypts Egk, (HID; ||SID;|[Y]|Ty; (Ky) | |[RN;|| Tk, )

Acquires Y, Tj(K,), RN;, T,
Computes T, =Y @D K;

Forges session key SK;; = H(HID; [|SID;||TS;||TS;||RN;||RN;|| Tk, || Tk, || Tx,)
Forges fake session key Mj using HID;, SIDj, Tk, , Ty, (Ks), Ty, (Ky), Ty, (Ky,), Kj

Eavesdrop secret message between U; and §;

Communicate S; with fake identity U;

FIGURE 2. User impersonation attack.

C. INFEASIBILITY OF USER REVOCATION

Although Chatterjee et al.’s scheme does feature a user revo-
cation phase, it is unattainable. To revoke a user U;’s identity,
RC should find < Uh;, Ur;, and HID; > in its database.
However, U; cannot be expected to remember the random
values of Ur; and R;. Considering that U; can only provide the
value of ID;, RC cannot calculate either Uh; = H(Ty,(K,,;) |
Uri) or HID; = H(ID; || R; || T;); thus, < Uh;, Ur;, HID; >
cannot be calculated, and a revocation message cannot be sent
to every server.

D. CRITICAL INFORMATION LEAKAGE

Finally, Chatterjee et al.’s scheme may leak important infor-
mation about users and servers. These crucial parameters
could cause a user anonymity breach, as well as the leakage
of private keys and hashed user identities.

1) PARAMETER x;

A user U;’s secret key x; can also be leaked in following
ways. If A obtains U;’s smart card, they can acquire the stored
HID; and MSK; by implementing a side-channel attack. With
HID;, A can find U;’s login message history and recover
K; = H(b; || R; || HID;), (like in a user impersonation attack).
Finally, A can acquire x; = MSK; ® K;,

VOLUME 10, 2022

2) PARAMETER HID;

HID; is a hashed identity whose associated user cannot be
determined by attacker A directly; however, because HID;
remains the same in every authentication phase, A can deter-
mine whether user Ui’ matches U; or not using HID;. As a
result, users become traceable.

Vi. PROPOSED SCHEME

In this section, we introduce a new scheme to over-
come the vulnerabilities of the scheme proposed by
Chatterjee ef al. To do so, we present a new type of data
encapsulation: a symmetric Chebyshev chaotic map. This
map is used to alter the user’s pseudo-identity for each login
request (in our scheme, HID;) to eliminate the user traceabil-
ity present in the existing scheme.

A. SYMMMETRIC CHEBYSHEV CHAOTIC MAP
The Chebyshev chaotic map is inappropriate for asymmetric
encryption because an integer r can be easily derived from the
Chebyshev polynomial T,(x) using the Bergamo approach.
However, thanks to Bergamo’s approach, we define the sym-
metric Chebyshev chaotic map.

Definition (Symmetric Chebyshev Chaotic Map Cryptosys-
tem): Let x € [—1, 1] be the shared key, and n € [2, 2L7 be
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User (U;) Attacker (A) Server ()

{HID;, SID;, Esg, (HID;||SID; || Ty, |1 Ty; (Ks) I T, (Ku) | T (K [IRN; 1K),
TS;, H(K; | [HID; | [SID; | |RN;|| Ty; (Ku) || Tk, )}

Eavesdrop the message M;
{HID;, SIDj, Es, (HID; | |SID;||Y]| Ty; (KW [ |RN; || Tk, ),
TS;, H(TS; || TS;||RN; | |RN; || Y|| T, || Ty; (Ku))}

Eavesdrop the message M,
After eavesdropping M4, M,,
Extracts server-key-plus-id (SID;, TX]. (Ks))
Creates SK; = H(ij(Ks)||HIDi [|SID; || TS;)
Decrypts Esk, (HID;||SID; || Tk, |1 Ty, (Ks) [Ty, (Ku) T, (Ku )HIRN; 1K)
Acquires Ty, , Ty, (Ks), Ty, (Ku), Ty (Ky, ), Kj
Computes SK, = H(TXi(Kui)HSIDJ- |[HID; ||TS;||TS;||RN;)
Decrypts Esk, (HID;||SID;|[Y]| Ty; (Ku) | |[RNj || Tk, )
Acquires Y, Tj(K), RN;j, Tk,
Computes Ty, =Y D K;

Re-authenticates the server S; using Mj=

{HID;, SID;, Egys (HID;||SID; || T, |1 Tx; (K) || T, (Ku) [ T, (Ko [IRN{ [,

TS;, H(K;| [HID; | |SID;| RN || Ty, (Ku)|I Tk, )}

Where SK] = H(T, (Ks)[[HID; ||SID; ||TS{)

M7 R
Intercepts U;’s logi;l message M
Using TS; and RNj
Computes SKj = H(Ty, (Ky, )[|SID; [[HID; ||TS{[|TS;][|RN;)
M3 = {HID;, SID;, Egy; (HID; ||SID;||Y[| Ty (Ku)|IRNj | Tk,
TS, H(TS; || TSj||RN; [|RNj||Y]| T, || Ty, (Ku))}

U; will be deceived into thinking that he/she communicating with S;

FIGURE 3. Server impersonation attack.

the message. Then, T,,(x) is an encapsulated message that no center. It is assumed that attackers cannot access this channel,
one can derive n from without knowing x. so an attack is impossible.

Here, L denotes the precision length. To check the validity,
one should prove that it is only possible to derive n by using x.

This explanation is discussed in Section VII. 1) SERVER REGISTRATION PHASE

The following steps are performed to register a server S;:

B. REGISTRATION PHASE 1) First, a server S; selects a unique server identifier SID;
We now introduce a new authentication protocol that incor- and transmits it to the registration center RC through a
porates the Chebyshev chaotic map. This new scheme con- secure channel.

sists of four phases: registration, login and authentication, 2) After receiving SID; from §;, RC selects a random x; in
password change, and user revocation and re-registration. Zy,, where p is a predefined large prime. x; is used as an
Furthermore, the registration phase is split into sub-phases element of a public key pair. Furthermore, RC chooses
of server and user registration. a large natural number s; (must be greater than two),

The registration phase occurs in a secure channel. The which is used as the secret key of S;.

server and user register their information by communicat- 3) RC then computes the discrete Chebyshev polynomial
ing 1:1 with the secure channel provided by the registration modular p, T;(xj) (mod p). Then, RC broadcasts S;’s
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Server (Sj) Registration Center (RC)

Select SID;
{SID}}
Select random x; € Zy,, secret key s; € N, (s > 2)
Compute discrete Chebyshev polynomial TSi (xi) (mod p)
Post public key {SID;, xj, TSi (Xi) (mod p)}
{SID;, %, T (%), 57}

FIGURE 4. Server registration phase.

identifier S/D; and public key pair (xj, T§;(x;j)) (mod p)
to all users.

4) Finally, RC transmits {SIDj, x;, Ts;(x;), s} to S; through
a secure channel.

The overall phase is described in Fig. 4.

2) USER REGISTRATION PHASE
User U; takes the following steps to register with the registra-
tion center RC.

1) First, user U; selects their identification ID; and pass-
word PW;, and imprints their biometric information B;.
Then, using biometric information, U; computes b; =
BH (B;), where BH () is a secure biohashing function.
Then, U; selects a random number R; and computes
Ci=Ri®HD; || PW; || bi), Vi=H(D; || PW; || b; |
R;), and hashed ID HID; = H(ID; || b;). Subsequently,
U; sends {HID;, C;, and V;} to RC through a secure
channel.

2) When U;’s registration request arrives, RC first chooses
a random nonce Ur; and computes UID; = H(HID; ||
Ur;). Next, RC converts the bit string into a floating
point number between 0 and 1, and checks the last digit.
If the last digit is 0, gcd(UID; - 2%, 2Ly # 1; thus, RC
picks a new Ur/ until ged (UID; - 2L 2Ly = 1.

3) If RC generates Ur; successfully, it also generates U;’s
smart card, and inputs {V;, C;, UID;} into the smart card
securely. RC then sends U; to the smart card through a
reliable process, such as a secure channel.

4) If U;’s registration is complete, RC transmits U;’s infor-
mation (HID;, UID;) to all registered servers.

5) When a server S; receives U;’s information (HID;,
UID;), §; hashes the information with its secret key
sj, and stores {H(H(HID; || x;) || s;), UID;} into its
database. If this process is completed successfully, S;
discards all information relating to HID;.

6) RC stores {HID;, UID;} in its secure database to be
used if U; loses their smart card and revokes their
identity.

the overall phase is described in Fig. 5.

After the registration phase is completed, the private and
public information held by the user and server are presented in
Table 3, where s; is the private server key and [x;, T§;(x;)] is the
public key pair of the Chebyshev Public Key Cryptosystem.
The server’s public information is available to all users who
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User (Uj) Registration Center (RC)

Select identity ID;, password PW;
Biometric imprint B;

Compute b; = BH(B;)

Where BH(') : secure biohash function
Select random secret number R;
Compute C; = R; @ H(ID;||PW;||b;)

Vi = H(D; ||PWi|[b;]R;)

HID; = H(ID;||b;)

{HID;, C;, V;}

Select random nonce Uy,
Compute UID; = H(HID;||Uy,)

Smartcard = {V;, C;, UID;}

Sends {HID;, UID;} to all server ;
(S; : stores {H(HID;||s;), UID;})
Where s; : server’s secret key
Keeps {HID;, UID;}

FIGURE 5. User registration phase.

TABLE 3. Secret, public information of server and user.

Public Information
SID;
x; (modp)
TS]' (Z]) (mOdp)

Secret Information

5j
SeIVer (171D, H(H(HID;||z;)||s;)) matching table

User’s identity and password
User Biometric information None
Smartcard : <V;, C;, UID;>

want to access the server, and through this information, the
user can specify the server to access.

C. LOGIN AND AUTHENTICATION PHASE

When a user U; completes the registration process and wants
to log in to a server S;, U; performs the following steps:

1) First, a user U; inputs their identity ID;, password PW;,
and biometric information B;, and their smart card
computes the following equations: b; = BH (B;), where
BH is a secure biohashing function; R; = C; ® H(ID; ||
PW; || b;), where C; is the stored parameter; and Vl./ =
H(ID; || PW; || b; || R).

2) U;’s smart card compares V/ with the stored parameter
V;. If their values are equal, U; selects a server S; that
they want to log on to. U;’s smart card then finds S;’s
public information {SID;, x;, TS: J (x7) (mod p) }. Next, the
smart card generates random natural numbers r; and
RN|. With the parameter RNy, it calculates the Cheby-
shev polynomial Tgy,(UID;) and checks whether its
last digit is odd or even. If the digit is even, the
smart card chooses another RN| until the last digit of
TRNI’ (UIDy) is odd.

3) In addition, the smart card computes the dis-
crete Chebyshev polynomial T (xj)(mod p) =
T(Ts;(xj))(mod p) and Ty, (xj)(mod p), and multiplies
H(HIDi||xj) by Ty (xj)(mod p). Finally, the smart
card transmits {SID;, T, (x;)(mod p), H(HID;||x;) -
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Ty, (xj)(mod p), Tgw, (UID;), and H(UID; || RN1)} to
S; via public channel.

4) Upon receiving the message from U;, §; com-
putes T,l.sj(xj) = TS].(T,i(xj)) (mod p) and acquires
H(HIDi||xj) = (H(HIDi||xj) - Try;(xj))/ Ts;(Ty;(x)))
(mod p)

5) §; finds UID; from its database using the acquired
H(HID;||xj) and S;’s private key s;. With UID; and
Trn, (UID;), S; obtains RN using Bergamo’s approach.
Furthermore, S; verifies whether RN| matches RN by
checking if H(UID; || RN{)=H(UID; | RNj).
If RN 1’ fails the test, S; finds another RN 1’ until the
hashed value is equal to the received hash value. When
S; finds the correct value, S; chooses a random nonce
RN until Tgy,(H(UID; || RN{))’s last digit is odd.
Lastly, S; sends U; {Tgn,(H(HID; || RN{)), H(UID; ||
RN | RN2)}.

6) After receiving the message from S;, U; obtains
RN, using Bergamo’s approach on Try,(H(HID; |
RNyp)) with H(HID; | RNp). U; then identifies the
correct RN} from the possible RN; by comparing
H(UID; || RNy || RN;) and H(UID; || RNy || RN}).

7) Finally, U; and §; compute a session key SK; =
Ty, (Trn, (H(HID; || RNy || RN2/)) using their received
or generated parameters.

The summarized login and authentication process is dis-
played in Fig. 6.

D. PASSWORD CHANGE PHASE

A user can change their password without any involvement
from the registration center RC. Unlike the scheme proposed
by Chatterjee et al., our scheme does not include a biomet-
ric information change phase because the user’s biometric
information experiences minimal changes. This is explained
in detail as follows:

1) First, a user U; enters their identity ID;, password
PWi”ld , and biometric information B; into U;’s smart
card.

2) Then, the smart card computes b; = BH(B;), R, = C; &
H(D; | PWY | by), and V] = HUD; | PWH | by |
R)) using the stored parameter C;. Thereafter, the smart
card compares V/ with the stored parameter V;. If the
two values are equal, the card requests U; to enter the
new password. Otherwise, the smart card terminates the
password-change phase.

3) After U; inputs a new password PW;**", U;’s smart card
calculates C/'" = R; ® H(ID; || PW/" || b;) and V/*"
= HUD; || PW!" | b; || R)).

4) Finally, the smart card replaces Ci"ld and Vl."ld with
C®" and V", respectively.

E. USER REVOCATION AND RE-REGISTRATION PHASE

If a user U; loses their smart card, they should revoke their
account by following the user revocation phase. Our scheme
incorporates a procedure similar to that of Chatterjee et al.’s

15900

scheme. U; does not have to change their /D; during the
re-registration phase because the identity ID; is not leaked.
For revocation, U; may need to prove their identity by provid-
ing authorized documentation; however, this is not necessary
as RC contains HID; = H(ID; || b;), which is hashed with bio-
metric information. Consequently, U; only needs their hashed
identity HID; using the identity ID; and hashed biometric
information b;. Further information regarding this topic is
detailed as follows:

1) For the revocation, a user U; needs to prove themselves
by providing HID; to the registration center RC through
a secure channel. Prior to the request, U; calculates
bi = BH(B;) and HID; = H(ID; || b;) using ID; and B;,
respectively, and sends HID; to RC. Subsequently, RC
finds UID; by searching for HID; in its database and
transmits a revocation message of UID; to all servers
through a secure channel.

2) After receiving the revocation message, all servers
mark the revocation flag on UID; in their database.
Thus, each server rejects all login requests with UID;.

3) When U; wants to re-register, U; transmits the
re-registration message containing HID;. After receiv-
ing U;’s re-registration request, RC initiates the regis-
tration phase and sends the re-registration message with
UID; to all servers, which then remove the revocation
flag in their database.

VII. SECURITY ANALYSIS

In this section, we assess the security of our new scheme by
performing several analyses. First, we present a mathematical
proof of our new symmetric Chebyshev chaotic map. This
proof is divided into two parts: correctness, which shows
that there are at most two possible answers if the decryptor
knows the private key, and time complexity, which shows
that an attacker cannot find the correct answers within a
reasonable timeframe. Furthermore, we simulated our new
authentication scheme using automated tools such as ProVerif
and AVISPA, both popular tools for providing formal proof
of authentication. However, each tool has its own advantages
and disadvantages. Although ProVerif allows users to define
specific functions, it does not support associative functions;
therefore, the user might be stuck when associative functions,
such as XOR, are required. In contrast, AVISPA includes a
predefined XOR function; however, the user cannot declare
a custom function. Furthermore, these tools cannot sim-
ulate advanced features, such as weak authentication and
infinite transmission. In addition, neither of the automated
tools can assess the safety of a simulation. In particular,
ProVerif cannot prove user authenticity in our scheme. There-
fore, we use these tools to show a more rigid authentica-
tion scheme that can resist diverse attacks. Finally, we also
include a security requirement analysis in which the formal
proof cannot be determined. We list more than 10 attacks
and check whether our authentication scheme is robust
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User (U;) Server (S;)

Public key : {SIDj, x; (mod p), TS]. (x5) (mod p)}

Inputs user’s identity ID;, password PW;
Biometric imprint B;

Compute b; = BH(B;)

R; = C; @ H(ID;||PWj||b;)

Vi = H(ID;|[PW;[|b;|[R})

Checks Vi = V;. If failed, terminates process

Select server §;

Get Sj’s public key {SIDj, x;, TS]. (%5) (mod p)}

Select random r;, RN; € N

Computes TriSj (%5) (mod p) =T, (TS]. (Xj)) (mod p)

{SID;, Ty, (Xj) (mod p),
HID;, Ty (xj) (mod p), Try, (UID;), H(UID;||RN;)}

Compute T, g, (x;) (mod p) = Ty (T, (x;)) (mod p)
(H(HIDi”X]-) “Trys; (X]-)>
T (T, ()
Find UID; using H(HID;||x;) and Sj’s secret key s;
By Bergamo approach, RNj = Try, (UID;)

Check h(UID;||RN?) = H(UID;||RN;)
If failed, find other RN}
Otherwise, select random RN,

{Trn, (H(HID;||RN3)), H(UID;||RN7||RN2)}

H(HID1||X]) =

(mod p)

By Bergamo approach, RN; = Trn, (H(HID;[|RNy))

Check H(UID;||RN, ||[RN%) = H(UID;||RN{||RN,)

If failed, find other RN/

Generate SKj; = TRNl(TRer(H(HIDi||RN1||RN§)) Generate Try! (Trn, (H(HID;| |RN7[|RN,))

FIGURE 6. Login and authentication phase.

against them; thereafter, we can confirm that our scheme is Proof (Bergamo’s Approach): Let x € [—1,1] and
secure. n € N; then,

A. FORMAL PROOF OF THE SYMMETRIC CHEBYSHEV
T,,(x) = cos(n - arccos(x))

MAP ) ] ) ] ,  Farccos(T,(x)) + 2kn

To use a symmetric Chebyshev chaotic map in practice, n = , keN.

a mathematical proof is required to show that this method arccos(x)

is sufficiently safe. Such a mathematical proof is presented , _

in this subsection. First, we prove that the number of results IEn" € N, Ty (x) = Tn(x) because

of the symmetric Chebyshev chaotic map is at most two, and +arccos(Ty(x)) + 2k

then we evaluate the time complexity of the map. Ty (x) = cos( arccos(x) - arccos(x))
Theorem (Correctness of the Cryptosystem): Let x € _

[—1, 1], arccos(x) [, and #gs(x) s last digit be odd (mod = cos(Earccos(Tu(x)) + 2k)

2Ly or gcd([#{% 2L | 2Ly = 1), where L is the number = cos(Earccos(Tn(x))

of digits; then, by knowing x, we can decrypt T,(x) and obtain = cos(arccos(Ty(x))

a maximum of two possible users n'. = T,(x).
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This shows that the number of users #’ is important. Let a =

+arccos(Ty,(x)) _ 2k
arccos(x) and b = arccos(x)* Then,

n = 4a + bk (5

In addition, a and b can be separated into integer and
decimal parts. a = |a] +d, b = |b] + b’ (where 0 < &/,
b’ < 1), and only the fractional part of Eq 5 is considered.

0=+d + k. 6)

Now, Eq 6 can be considered with two cases: a real number
case and a finite precision (mod 2) (for the real implementa-
tion) case.

Case 1. (real number case) The following equation holds:

b'k = Fd' (modl)
bk =Fd +k, kK ez

a/ /

k /
k = :Fy + g, k'eZ
We assume that arccos(x) is not divisible by 7; thus, b’ is
irrational. This means that % is also irrational and % cannot
be an integer. Therefore, there are only two solutions to this

equation.
K +d
b/

Because one of the users »’ must be n, n’ = #+n. Moreover,
n’ > 0 by definition; therefore, the only possible solution is
n =n.

Case 2 (Finite precision (mod 2) case). Let us assume that
the finite precision is 2L Then,

b'k = Fd (modl).

n = +(a—b

)

Multiplying 2% on both sides, we have
b’k = Fd” (mod2h),
where b” = b' - 2L anda” = d' - 2L ged(b”, 2F) = 1 on the
premise; therefore, the inverse ' —! exists mod 2£. Therefore,
k=F0®"""a") (mod2F)

As a result, the possible k are k = 2L — (b”"~! - a”) and k =
b//—l .d.

Theorem (Complexity of the Cryptosystem): Let x €
[—1,1] and n € N. Given the value of T,(x), it takes a
time complexity of OQ2*:=1) to guess the value of n using a
brute-force method if the value of x is not given.

Proof: Because T, (x) = cos(n - arccos(x)) (Eq 1),

n - arccos(x) + 2kn = arccos(T,(x)), k € Z.

arccos(x) : [—1, 1] — [0, 7] is a continuous function; thus,
x' € [0, ] = arccos(x) is still possible. As a result,

n-x' = arccos(T,(x)) — 2km.

For a random n,

,arccos(Ty(x)) — 2km
x = .

n

15902

(* channel *)

free ca: channel[private].
free cb: channel[private].
free cc: channel.

FIGURE 7. ProVerif channel code.

Because —“rccosr(lT"(x)) — [0, %], 2]‘7” — [-7, %] and k —
[—g, %]. As a result, there are at least L%J possible (x', )
pairs for each n. Moreover, if an exhaustive search is applied
from 1 to n, the time complexity of finding the correct pair
(x,n) is O("Dy = 0(22L=1), where L is the number of
digits.

B. SIMULATION USING THE ProVerif TOOL

ProVerif is an automated analysis tool for cryptographic pro-
tocols based on the Dolev-Yao model. This tool can system-
atically prove cryptographic properties, such as reachability,
secrecy, correspondence, and some observational equivalence
properties.

ProVerif features two unique characteristics in its design.
First, it uses an extension of the pi-calculus with cryp-
tography; thus, it supports various types of cryptographic
primitives. In addition, ProVerif analyzes protocols after
translating them into Horn clauses; therefore, it can ver-
ify security features with an unbounded number of ses-
sions. More information on ProVerif can be found in [28],
[31], [32]. In this study, we only explain an important
part of our ProVerif code. We have uploaded the com-
plete code to the following figure: https://doi.org/10.6084/
m9.figshare.12198834 [5].

In our ProVerif code, there are three channels, as shown in
Fig. 7 (i.e., ca, cb, and cc).

Channel ca is a registration channel between a user U;
and the registration center RC, and channel cb is a registra-
tion channel between RC and a server S;. These channels
are considered secure, and an attacker A cannot intercept
the registration message from ca or cb. In contrast, cc is a
public channel where anyone can access all authentication
messages, and most authentications are done through this
public channel.

Fig. 8 shows the ProVerif user code. In regard to U;’s
private key, we use three variables: ID;, PW;, and Bio,.

We first declared ID; and PW; as weak secrets because
users want to remember their identities and passwords with
ease; therefore, their identities and passwords have low
entropies. Consequently, we designated /D; and PW; as weak
secrets and performed an offline guessing attack to assess
secrecy. In addition, we defined secretU and secretS to check
whether an attacker can obtain the session key.

To verify the security level of the secret values (ID;, PW;,
Bio;, secretU, and secretS), we included query attacker(-).
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(* user’s secret *)

type identity.

type password.

type biometric.

type nonce.

free ID_i: identity [private].
weaksecret ID_i.

free PW_i: password [private].
weaksecret PW_i.

free Bio_i: biometric [private].

FIGURE 8. ProVerif user code.

(* query *)

query attacker(ID_i).

query attacker(PW_i).

query attacker(Bio_i).

query attacker(secretU).

query attacker(secretS).

query x: bitstring; event(endUi(x)) -> event(beginUi(x)).
query x: identity; inj-event(endSj(x)) -> inj-event(beginSj(x)).

FIGURE 9. ProVerif query code.

(* chebyshev polynomial *)

type S [large].

fun cheb(bitstring, S): bitstring.

reduc forall x1:bitstring, s1:S; bergamo(cheb(x1, s1), x1) = s1.
(* chebyshev polynomial on large prime P*)

type X [bounded].

fun discheb(X, S): X.

fun mult(bitstring, bitstring): bitstring.

equation forall a:bitstring, b:bitstring; mult(a, b) = mult(b, a).
reduc forall al:bitstring, b1:bitstring; div(mult(al, b1), al) = b1.

FIGURE 10. ProVerif definition code.

(* Verification table *)
table verif(bitstring, bitstring).

FIGURE 11. ProVerif table code.

We also accounted for the correspondence assertion by
adding a query event(-)— > event(-) (Fig. 9).

Fig. 10 shows the definitions of the functions used in our
code. As the proposed scheme is Chebyshev chaotic map-
based, we defined some related functions.

Finally, we included a verification table verif for use dur-
ing the authentication process when a server S; authenticates
a user U; with the stored {H (H (HID; || x))||s;), UID;} in the
verif table (Fig. 11).

The authentication process is divided among its partici-
pants: the user, server, registration center, registration server,
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(* User process *)
let processU(ID_i: identity, PW_i: password, Bio_i: biometric) =

FIGURE 12. ProVerif user main code 1.

(* session key *)

let sess = cheb(cheb(hash(concat(concat(HID_j,
S2bits(RN_1)), S2bits(RN_2))), RN_1), RN_2) in

out(cc, xor(secretU, sess)).

FIGURE 13. ProVerif user main code 2.

(* Server process *)
let processS(SID_j: identity, s_j: S) =

FIGURE 14. ProVerif server main code 1.

let HHID_i = hash(concat(HID_i, S2bits(s_j)) in
get verif(=HHID_i, UID_i) in
let RN_1 = bergamo(Trn1x, UID_i) in

FIGURE 15. ProVerif server main code 2.

and main process. We briefly summarize the ProVerif code,
as the complete authentication process has already been
described in Section V.

The user process processU simulation code is shown in
Fig. 12 and 13. processU has three parameters: identity (ID;),
password (PW;), and biometric information (Bio;).

processU is further divided into three parts: registration,
login and authentication, and session key. The registration
part is identical to the user registration phase (Fig. 5). In par-
ticular, all transmissions occur in a secure channel ca. Like-
wise, the login and authentication parts are identical to the
login and authentication phases (Fig. 6). All messages are
transmitted through the public channel cc. Finally, in the
session key part, U; creates a session key sess and transmits
a secret message secretU encrypted using sess to the public
channel cc. This part does not exist in the proposed scheme,
and was added to the simulation to verify that the session
key is secure from an attacker. If the attacker can derive the
session key, it is implied that secretU can be determined using
the exclusive or operation, so the result of the query attacker
(SecretU) is true.

The server process processS simulation code is shown in
Fig. 14 and 15. processS has two parameters: the identity
(SIDj) and the discrete Chebyshev secret key (s;).

The server process processS checks U;’s identity and cre-
ates a session key. Because S; uses a database in the authen-
tication phase, we implement the ger command to collect the
proper data from S;’s database.

The registration center process processRC simulation code
is shown in Fig. 16. This process does not have any parame-
ters. Furthermore, all transmissions are performed on a secure
channel (ca and cb). Overall, the code of processRC is the
same as that of the user registration phase (Fig. 5).
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(* Registration process(RC) : attacker *)
let processRC =
in(ca, (HID: bitstring, C: bitstring, V: bitstring));
new Ur: nonce;
let UID = hash(concat4(HID, Ur)) in
out(cb, (HID, UID)).

FIGURE 16. ProVerif registration sever main code.

(* Registration process(S_j) : attacker *)

let processRCS(HHID_i: bitstring, SID_j: identity, ps_j: S) =
in(cb, (HID: bitstring, UID: bitstring));
let HHID = hash(concat(HID, S2bits(ps_j))) in
if HHID != HHID_i then insert verif(HHID, UID).

FIGURE 17. ProVerif server main code 3.

(* Main process *)
process
(* Constructing private key of serverS *)
new seed: srand;
let px_j = gpkey(seed) in
let ps_j = gskey(seed) in
let pTx_j = discheb(px_j, ps_j) in out (cc, SID_j, px_j, pTx_j));

(* Inserting userU’s HID into verification table *)
new Ur_i: nonce;

let HID_i = hash(concat5(ID_i, bhash(Bio_i))) in
let HHID_i = hash(concat(HID_i, S2bits(ps_j))) in
let UID_i = hash(concat4(HID_j, Ur_i)) in

insert verif(HID_i, UID_i);

(('processU(ID_i, PW_i, Bio_i)) | (!processS)SID_j, ps_j))
| (!processRC) | (!processRCS(HHID_i, SID_j, ps_j)))

FIGURE 18. ProVerif main code.

After user registration is complete, the server performs
an additional process to store the user’s information in the
server’s database matching table (verif). We define this pro-
cess as processRCS, and the simulation code is shown in
Fig. 17. During processRCS, there are three parameters:
hashed ID with the server’s public key (H (HID;||x;)), server
ID (SIDj), and server’s secret key (ps;). SID;j and ps; are used
to check the correct server S;, and HHID; is used to check
whether a user’s identification pair { HHID;, UID;} conflicts
with an existing pair.

Finally, the main process generates an overall environ-
ment by creating a public-private key pair of the discrete
Chebyshev chaotic map system and registering the user U;.
Furthermore, it runs processU, processS, processRC, and
processRCS. The main process simulation code is shown
in Fig. 18.

After executing ProVerif, the main process prints three
types of results, and each result is expressed as follows:

1) RESULT [Query] is true: The query is proven and there
is no feasible attack.

2) RESULT [Query] is false: The query is false and that
ProVerif has discovered a potential attack.

3) RESULT [Query] cannot be proven: Because verifying
the protocols for an infinite number of sessions is infea-
sible, ProVerif cannot prove the query.
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RESULT Weak secret ID i is true (bad not derivable).
RESULT Weak secret PW_i is true (bad not derivable).

RESULT not attacker (ID_i[]) is true.

RESULT not attacker (PW i[]) is true.

RESULT not attacker(Bio_i[]) is true.

RESULT not attacker (secretU[]) is true.

RESULT not attacker (secretS[]) is true.

RESULT event (endUi (x)) ==> event (beginUi (x)) 1is true.

RESULT inj-event (endSj (x_90)) ==> inj-event (beginSj(x_90)) is true.

FIGURE 19. Results of ProVerif simulation.

The results of the ProVerif simulation are shown in Fig. 19.
User U;’s private attributes ID;, PW;, and Bio; are secure
under the ProVerif simulation. In particular, /ID; and PW;,
which we defined as weak secrets, are secure against offline
guessing attacks. Moreover, an attacker cannot procure a
session key from the server side and decrypt or obtain the
server’s secret message secretS and the user’s secret message
secretU. Regarding the correspondence assertion, ProVerif
proves that server S; corresponds to the server U; wants to
send to. However, ProVerif’s attack trace includes a secure
registration channel (ca) that should not be eavesdropped.
Therefore, the proposed scheme passes the secrecy and corre-
spondence tests, and no attacker can violate the authentication
system by design.

C. SIMULATION USING THE AVISPA TOOL

In this subsection, we verify the security our proposed
scheme by simulating it in AVISPA, another popular auto-
mated verification tool [33]. The advantage of AVISPA
is that mathematical cryptographic primitives, such as
XOR and exponential functions, are well-defined. How-
ever, a user cannot produce a new cryptographic func-
tion using this tool. Our scheme is written in a high-level
protocol specification language (HLPSL). HLPSL is a
role-based specification language; therefore, it is expres-
sive enough to describe large-scale Internet protocols [34],
[35]. The complete AVISPA code has been uploaded to
https://doi.org/10.6084/m9.figshare.12198834 [5].

AVISPA provides four different analysis techniques: On-
the- Fly Model Checker (OFMC), Constraint- Logic- based
Attack Searcher (CL-AtSe), SAT-based Model-Checker
(SATMC), and Tree Automata based on automatic approx-
imations for the analysis of security protocols (TA4SP).
Among these techniques, we use CL-AtSe as an analyti-
cal tool, as it allows extensions pertaining to the algebraic
properties of cryptographic functions and the associativity of
message concatenation.

The user roles are presented in Table 4. Unlike Proverif,
AVISPA cannot define a secure channel. Therefore, we used a
symmetric key RPkeyi to create a secure channel between the
user and RC. In addition, the hash function, biohash function,
and channels that follow the Dolev-Yao model are defined.

Because we cannot construct a custom Chebyshev func-
tion using AVISPA, we used the encryption operation as a
countermeasure for the Chebyshev polynomial or multipli-
cation operation. For example, the user sends H (HID;||x;) -
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TABLE 4. Role specification in HLPSL for the user.

TABLE 5. Role specification in HLPSL for the server.

role user(

Ui, Sj, RC : agent,

RPkeyi : symmetric_key, % used for registration phase(secure channel)
Hash : hash_func, % cyptographic hash function
BH : hash_func, % biohash function

Snd, Rev : channel(dy))

played_by Ui def=

local

State : nat,

Pubj : (agent.text.message) set,

Ci, EHIDi : message,

Vi : hash(text.text.hash(text).text)

HIDi : hash(text.hash(text)),

UIDi : hash(hash(text.hash(text)).text),

Tsj, Tri : message,

IDi, PWi, Bi, Ri, RNi, RN1: text,

Xj, Trisj, TRN1, RN2: text,

RN3: hash(text.text.text),

Bhi : hash(text)

init

State := 0

NPubj := {} Database of Server public key pair

transition

% Registration phase

0. State = 0 ARcv(Sj.Xj".Tsj")

=[>State’ := 2 APubj’ := cons(Sj.Xj’.Tsj’, Pubj)

NIDi” := new() APWi’ := new() ABi’ := new()

% Predefined secrecy test goal about user secret information
Nsecret(IDi’, idi, Ui) Asecret(PWi’, pwi, Ui) Asecret(Bi’, bi, Ui)
ABhi’ := BH(Bi’) ARi’ := new()

ACi” := xor(Ri’, Hash(IDi’.PWi’.Bhi’))

AVi’ := Hash(IDi’.PWi’ .Bhi’.Ri")

AHIDi’ := Hash(IDi’.Bhi’)

Nsecret(HIDi, hidi, Ui, RC, Sj) % Check identity traceability
ASnd({HIDi".Ci’.Vi’}_RPkeyi) % Send HID;, C;, V; to server

2. State = 2 ARcv({UIDi’.Ci.Vi}_RPkeyi) Ain(Sj.Xj . Tsj’, Pubj) % Store server’s public key pair
=[>State’ := 4

% login phase

ARNi’ :=new() ARN1’ := new() ATri’ := exp(Xj, RNi")

% encryption instead of multiplication

NEHIDi’ := {Hash(HIDi.Pubj)}_exp(Tsj’,RNi")

% symmetric encryption instead of a Chebyshev polynomial

ATRN1’ := {RN1"}_UIDi

ASnd(Sj.Tri’. EHIDi’.TRN1")

% Send SIDj, Ty, (x;), HID; - Tr;s; (x;), Trn, (UID;) to the server
% authentication property

Awitness(Ui, Sj, rnl, RN1")

ARN3 := Hash(HIDi.RN1)

4. State = 4 ARcv({RN2"}_RN3) % Receive TrN, (H(HID||RN1)) from the server
=[>State’ := 6

Nrequest (Ui, Sj, rn2, RN2’)

end role

ij (xj) modp to the server in the login phase, and the server
cannot derive H(HID;||x;) unless the value of Trl.xj(xj). For
this reason, we assumed that T,l.sj(xj) was used as a crypto-
graphic symmetric key and wrote a simulation code in which
H(HID;||x;) is encrypted with Ty, (x;). Likewise, UID; is
treated as a symmetric key to derive RNy in Tgy, (UID;).
Moreover, a user U; obtains the server’s identity and pub-
lic key pair (SIDj, xj, T;(x;)) during the registration phase.
However, AVISPA supports only private and symmetric keys
on a one-to-one basis. Thus, we used an alternative method
that stores all discrete Chebyshev public key pairs and server
identifiers in the user’s memory (Pubj). By doing so, we could
perform cryptographic procedures similar to those in the
discrete Chebyshev chaotic map. We then predefined the goal
that the user has witnessed the value RN1, and now requests
a check of the value RN, from the server.

Next, we describe the role of the server in Table 5. KeyRing
implements H (H (HID;||x;)||s;) and the UID; matching table
database. In State 0, the server selects its SID; value and sends
it to the registration center. In State 1, the public key pair
(PKeyj, TPKeyj) and private key pair (SKeyj) issued from
the registration center are stored, and the public key pair is
sent to the user along with their SID;. In State 2, the user’s
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role server(

Ui, Sj, Rc : agent,

RPKeyj : symmetric_key, % used for registration phase(secure channel)
Hash : hash_func,

BH : Bio hash_func,

Snd, Rev : Channel(dy)

played_by Sj def=

local

State : nat,

RNI1, RN2 : text,

RN3 : text.text,

KeyRing: (hash(hash(text.hash(text)).text).hash(hash(text.hash(text)).text)) set,
PKeyj : text, %public key () of discrete chebyshev

TPKeyj : message, %public key (Ts; (x;)) of discrete chebyshev

SKeyj : text, %osecret key of discrete chebyshev (s;)

HIDi : hash(text.hash(text)),

UIDi, XIDi: hash(hash(text.hash(text)).text),

Tri, Ex1 : message

init

State := 0

NKeyRing := {} Database of user information

transition

% Server Registration Phase

0. State = 0 ARcv(start) =[>State’ := 1 ASnd({Sj}_RPKeyj) %Send SID; to Registration Center

1. State = 1 ARcv({PKeyj’.TPKeyj’.SKeyj’ }_RPKeyj) %Receive server secret key and public key pair
=|>State’ :=2
NASnd(Sj.PKeyj’.TPKeyj’) % Release public key pair to user

2. State = 2 ARcv({HIDi’.UIDi’ }_RPKeyj) Anot(in(XIDi’.UIDi’, KeyRing))
=[>State’ := 3

i’ := Hash(Hash(HIDi’.SKeyj).SKeyj)

NKeyRing’ := cons(XIDi’ . UIDi’, KeyRing) %Store User information to database

% Login and Authentication Phase

3. State = 3 A\Rcv(Sj.Tri") AEx1” = exp(Tri’,SKeyj) A

Rev(Sj.{HIDi’}_Ex1") Ain(Hash(Hash(HIDi’ .PKeyj).SKeyj’).UIDi’, KeyRing)ARcv(Sj.{RN1"}_UIDi")
=|>State’ :=5

ARN2’ := new()

ARN3’ := Hash(HIDi.RN1)

ASnd({RN2’}_RN3")

YeAuthentication Property

Nrequest(Sj, Ui, rnl, RN1)

Nwitness(Sj, Ui, 2, RN2)

HID; and UID; values are received and stored in the matching
table KeyRing. The remaining parameters and processes are
defined in the same manner as those in Section V. Then,
we predefined the goal that the server requests a check of the
value of RN|, under the condition that the server witnessed
the value of RN,.

In Table 6, we delineate the role of the registration center.
During server registration, a secret was declared to confirm
the security of “SKj” (S; in our scheme), which is the long
term private key of the server. After user registration, the reg-
istration center sends UID;, V;, C; to the user, and HID;, UID;
to the server, as stated in our proposed scheme.

We describe the session role in Table 7. In the session
role, one usually declares all the channels used by the basic
roles and a composition section in which the basic roles are
instantiated. The /\operator indicates that the roles should be
executed in parallel. attribute, in parentheses, which speci-
fies the intruder model one assumes for that channel. Here,
the type declaration channel (dy) represents the Dolev—Yao
intruder model. Our session role is described as follows:

Table 8 describes the overall environment and goal of the
simulation. We establish two users (al and @2) and conduct
sessions between these users, the server (b), and the regis-
tration center (r). All symmetric keys (kar1, kar2, and kbr)
are used to build secure channels between each user and
server. Intruder knowledge is limited by a set of constants and
assigned variables, which are provided to the user in the role
of an intruder. Suppose the intruder is playing the user al;
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TABLE 6. Role specification in HLPSL for the registration center.

role regcenter(

Ui, Sj, Rc : agent,

RPKeyi : symmetric_key, % used for registration phase(secure channel)
RPKeyj : symmetric_key, % used for registration phase(secure channel)
Hash : hash_func,

BH : Bio hash_func,

Sndi, Sndj, Rev : Channel(dy))

played_by RC def=

local

State : nat,

Uri : text,

Ci : message,

Vi : hash(text.text.hash(text).text),

Xj, SKj : text,

HIDi : hash(text.hash(text)),

UIDi : hash(hash(text.hash(text)).text),

TXj : message

init

State := 0

transition

% Server Registration

0. State = 0 ARcv({Sj}_RPKeyj)

=[>State’ := 1

NXj* == new()

NSKj’ :=new()

ATXj = exp(Xj’, SKj’)

NSndj(Xj’.TXj’.SKj’_RPKeyj) % Send public key pair, secret key to server

Nsecret(SKj’, skj, {Sj, RC}) % Predefined secrey test goal about server secret information

% User Registration

1. State = 1 ARcv({HIDi’.Ci’.Vi’}_RPKeyi)

=[>State’ := 1

NUri’ := new()

AUIDi’ := Hash(HIDi’.Uri’)

ASndi({UIDi’.Ci’.Vi’} _RPKeyi) %Send U1D;, C;, Vi(smartcard) to user through secure channel
ASndj({HIDi’.UIDi’ } _RPKeyj) %Send HID;,UID; to the server through secure channel

end role

TABLE 7. Role specification in HLPSL for session.

role session(

Ui, Sj, Rc : agent,

RPKeyi : symmetric_key, % used for registration phase(secure channel)
RPKeyj : symmetric_key, % used for registration phase(secure channel)
Hash : hash_func,

BH : Bio hash_func)

def=

local SI, SJ, RL, RJ, RR, SRI, SRJ : Channel(dy)

composition

user(Ui, Sj, RC, RPKeyi, Hash, BH, SI, SJ)

Nserver(Ui, Sj, RC, RPKeyj, Hash, BH, RI, RJ)

Nregcenter(Ui, Sj, RC, RPKeyi, RPKeyj, Hash, BH, SRI, SRJ, RR)

end role

then, the intruder’s knowledge contains all the terms given
as parameters of the corresponding instance of the role al.
In this case, the total intruder knowledge is intended to be the
union of sets defined in those declarations. Finally, we con-
duct a confidentiality test of the user’s identity, password, bio-
metric information, and pseudo-identity (ID;, PW;, B;, HID;),
and the server’s secret key SKj, to verify that sensitive infor-
mation does not leak. We also perform an authentication test
that is predefined in the user and server roles (rnl, rn2).

The results (Fig. 20) indicate that our scheme is secure
against active attacks, such as replay and man-in-the-middle
attacks, as well as passive attacks. The summary of the results
under CL-AtSe (Constraint Logic-based Attack Searcher)
also indicates that the protocol is safe.

D. SECURITY REQUIREMENT ANALYSIS

In this subsection, we demonstrate that our scheme can resist
several known attacks. Table 9 presents the results of the over-
all comparison among the different authentication schemes.
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TABLE 8. Role in HLPSL for the goal and environment of our scheme.

role environment() def=

const

idi, pwi, bi, hidi, m1, rn2, skj : protocol_id,
al, a2, b, r : agent,

karl, kar2, kbr : symmetric_key,

skeyj, pkeyj : text,

h, bh : hash_func,

intruder_knowledge = {al, a2, b, r, h, bh}
composition

session(al, b, r, karl, kbr, h, bh)
Nsession(a2, b, r, kar2, kbr, h, bh)

end role

goal

secrecy_of idi, pwi, bi, hidi, skj
authentication_on rnl, rn2
end goal

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
UNTYPED_MODEL
BOUNDED_SEARCH_DEPTHPROTOCOL

/home/span/span/testsuite/results/AVISPA test (revised).if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS

Analysed : 327 states
Reachable : 149 states

Translation: 0.04 seconds
Computation: 5.00 seconds

FIGURE 20. Results of AVISPA simulation.

TABLE 9. Security requirement comparison.

[2] [3] [14] [19] Our

X
X
<
\

Privileged Insider Attack
User Anonymity
User Untraceability
Mutual Authentication
Offline Identity Guessing
Offline Password Guessing
User Impersonation Attack
Server Impersonation Attack
Stolen Smart Card Attack
Replay Attack
Session Key Compromise
No Time Synchronization
Convenient Password Change
Provision for Revocation
Known-Key Security Attack
No Need for a Trusted Third Party During Login

SN N N N N N N N NN

NAIXSIXSIX X XS XS XX
NAX XSS XS XX
XNSNIXSSSANSNAANASNASNANXNS
NAX XX SNAIU XSS X XS XX

1) PRIVILEGED INSIDER ATTACK
Although an attacker A has access to a server S;, A can only
obtain H(H (HID; || xj)||s;) and UID; = H(HID; || Ur;). As a
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result, A cannot obtain any information relating to the user
Ui. Moreover, even if S; is vulnerable such that a private key
s; is leaked, the attacker cannot find HID; because HID; =
H(ID; | b;), where the hashed biometric information b; is
considered to be robust against offline guessing attacks.

2) USER ANONYMITY AND UNTRACEABILITY

During the authentication phase, an attacker A might obtain
a login and authentication message between user U; and
server S;. However, A cannot acquire any partial information
from the message. This is because all pieces of critical infor-
mation (HID; and UID;) are encrypted by Chebyshev and
discrete Chebyshev polynomials. Moreover, nonces r; and
RN, are changed for every login session; thus, the resulting
ciphertexts of the Chebyshev and discrete Chebyshev polyno-
mials also vary every time. Consequently, A cannot determine
whether the query is from the same user U; or from another
user Uy.

3) MUTUAL AUTHENTICATION

A server S can authenticate a user U; by verifying that
HHID; = H(H(HID; || x))|lsj), where HHID; is stored in
its database. Furthermore, U; can authenticate S; by checking
whether RN 1’ is equal to RNy, where U; is sent to S;. Therefore,
the proposed scheme satisfies mutual authentication.

4) OFFLINE IDENTITY/PASSWORD GUESSING ATTACK

An attacker A cannot acquire any partial information about
a user U;’s identity and password during the authentication
phase. Let us assume that A obtains C; and V; using a stolen
smart card or other attack. In this case, A can collect C;
and V;; however, they cannot guess U;’s identity and password
because they are concatenated and hashed with the hashed
biometric information b;, which cannot be derived. Conse-
quently, A cannot succeed in offline identity and password-
guessing attacks.

5) USER IMPERSONATION ATTACK

An attacker A requires HID; and UID; to impersonate a user
U;. However, these two parameters were encrypted during
the authentication phase. Moreover, even if A acquires UID;
via stolen card attack, they cannot produce HID; because the
user’s identity ID; and hashed biometric information b; are
required to generate it. Therefore, A cannot successfully carry
out a user impersonation attack. Furthermore, when the server
tries to impersonate a user, the server also needs access to the
user’s HID;. However, the value of HID; in the login message
that the user sends to the server is transmitted in the form
of H(HID;||xj), and the server needs to guess HID; given
this information. Even though the server’s public key x; is
public information, HID; = H(ID; || b;), where the hashed
biometric information b; is considered to be robust against
offline guessing attacks. For this reason, a user impersonation
attack is also impossible on any server.
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6) SERVER IMPERSONATION ATTACK

To impersonate a server §;, an attacker A requires S;’s secret
key, which cannot be acquired. Therefore, it is infeasible for
A to successfully impersonate S;.

7) STOLEN SMART CARD ATTACK

A user U; might lose their smart card, or have it stolen by
an attacker. However, as mentioned earlier, even if A obtains
C;, Vi, and UID;, they can neither succeed in any attack nor
access any piece of U;’s private information.

8) REPLAY ATTACK

An attacker A might resend a user U;’s previous login mes-
sage to server S;. However, A cannot generate the session
key SKj; because they do not have access to HID; and RN;.
Therefore, it is impossible to carry out a replay attack.

9) SESSION KEY COMPROMISE

To compromise the session key SKj; within our protocol,
an attacker A needs access to HID;, RN, and RN>. Howeyver,
access to this information requires either a server S;’s private
key s;, or a user U;’s private information HID; and UID;,
which are infeasible to obtain unless A is U; or S;. Therefore,
A cannot compromise the session key SK;; between U; and S;.

10) NO TIME SYNCHRONIZATION

A timestamp-based authentication scheme suffers from syn-
chronization problems. However, our proposed scheme does
not used any timestamps; thus, it is free from time synchro-
nization problems.

11) FAST AND CONVENIENT PASSWORD CHANGE

When a user U; wants to change their password, they can
do so without communicating with the registration center RC
and server S;. Upon changing their password, the user’s smart
card replaces Cl.”ld and Vl.(’ld with C7*" and V/*", respectively.
This process occurs entirely within U;’s smart card, and the
smart card does not have to transmit the changed password to
RC and §;.

12) PROVISION FOR REVOCATION

A user U; may lose their smart card or have it stolen. In this
case, U; needs to revoke their identity and create a new
identity. Our proposed scheme includes a revocation phase,
and the registration center RC can verify U; with HID; =
H(ID; || b;); therefore, U; can revoke and register with their
identity ID,;.

13) KNOWN-KEY SECURITY (Forward Security)

Even if an earlier session key SKj; is leaked, an attacker can-
not recover a new SK/. because the nonces RN| and RN, are
changed for every session. Therefore, the proposed scheme
guarantees forward privacy.
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TABLE 10. Simulation environment.

Feature Description

64-bit Window 10

Operating System

Compiler Visual C++ 2017 Software
Cryptographic Library Crypto++ Library 8.1
Processor Intel(R) Pentium(R) CPU G4600, 3.60 GHz
Memory 8.0 GB
TABLE 11. Simulation time.
Phase Term Simulation (us)
Chebyshev encryption (32 bits) TcHene 0.0261
Chebyshev decryption (32 bits)  To dec 0.3334
Discrete Chebyshev (64 bits) TocH 0.1808
SHA-1 - 4.2066
SHA-256 Ty 4.9465
AES (128 bits) TAES 5.4097
ECIES encryption TrEcCenc 5855.486
ECIES decryption Teccdec 4784.517
Biohashing Tero 4.9465
Elliptic multiplication Tecpm 2226
Elliptic addition Tecpa 28.8

VIil. PERFORMANCE ANALYZE

In this section, we analyze the performance of our pro-
posed scheme and compare it with that other authentication
schemes. We mainly measure the login and authentication
phases because the other phases barely occur.

The simulation environment is presented in Table 10.
We used Crypto++ Library 8.1 as a cryptographic library.
This library supports many cryptographic algorithms such as
SHA, AES, and ECC. In addition, it provides a benchmarking
program for users to easily compare cryptographic algo-
rithms. General Crypto++- algorithm benchmarks (5.6.0) are
discussed in detail in [36]. However, in our case, there is
no algorithm for Chebyshev cryptographic algorithms; thus,
we performed the simulation experiments manually. We cal-
culated the execution time of the algorithm by computing
the average of one million operations (10 experiments with
100,000 operations each). We uploaded the complete code
(C code) and relevant sources [5].

TABLE 12. Comparison of computation time.

The results of the cryptographic algorithms are listed
in Table 11. Chebyshev encryption and decryption require
very little time because the encryption scheme has a simple
structure whereas the decryption scheme uses trigonomet-
ric functions and a Euclidean algorithm. Moreover, discrete
Chebyshev mapping takes less time because the recurrence
relation can be converted into matrix form, as discussed
in [37]. However, the security of the discrete Chebyshev
method is the same as that of RSA. Therefore, to be safe, the
bits in discrete Chebyshev should be more than 1024, which
will require more time than the simulation.

Some studies on authentication use SHA-1 as a hash func-
tion; however, this function is considered unsafe. Therefore,
we used SHA-256 in our simulation. Fortunately, SHA-256 is
not significantly slower than SHA-1; therefore, we assumed
that hash functions do not affect the overall authentication
scheme time, as assumed by many researchers.

Finally, there is no algorithm for biohashing functions.
Therefore, we assume that the time required for biohashing
functions is comparable to that of hash functions. More-
over, in accordance with [19], [38], we assume that the time
required for elliptic curve point multiplication (Tecpm) is
22265 (2.226 ms), and that required for elliptic curve point
addition (Tecpq) is 22.84s (0.0228 ms).

The results of the overall performance comparison
among the authentication schemes are shown in Table 12.
We chose four Chebyshev encryption-based schemes
(21, [3], [21], [22]), including a hash-based scheme (14])
and an ECC-based scheme ([19]), for comparison.

Our proposed scheme is slower than the protocols pre-
sented by Xiao-Liao-Deng and Dharminder-Kumar-Gupta.
However, Xiao-Liao-Deng’s scheme requires five communi-
cation transmissions, which take more than 20.us, whereas
Dharminder-Kumar-Gupta’s scheme does not incorporate
biometric information. Therefore, the security of our scheme
is superior. The results suggest that our proposed scheme is
more efficient than other authentication protocols.

Our scheme performs 44 times higher than the
average value of 2300.24 for the other schemes.
(44.025 = (2300.24 — 51.088)/51.088) Therefore, we pro-
pose the possibility of a user authentication scheme using
a novel symmetric Chebyshev chaotic map. Our scheme
exhibits the best performance among three factor authentica-

Scheme No. of Communications

Chatterjee et al. [2]
Xiao-Liao-Deng [3]
Amin et al. [14]
Chaudhry et al. [19]
Dhaminder-Kunda-Mishra [21]
Dharminder-Kumar-Gupta [22]
Ours

[SORN (R ST S R LY I S

Time Actual Time (us)
8T s ps+TB10+16TH+6TC Hene 127.525
3TH+2TAES+2TCHenc 25.711
22T 108.803
6Teocpm+Tecpa+10T,+2T A g 13445.080
7TCHenc + TBIO + IOTH 54.594
6T trenc +8TH 39.729
9TH+TBIO+2TCHenc+2TCHdec+5TDCH 51.088
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tion schemes, and opens up new possibilities for Chebyshev
chaotic maps.

IX. CONCLUSION

To create an encryption system that can be maintained
for numerous data packets, we introduced a new method
of high-speed symmetric encryption using the Chebyshev
chaotic map, and proposed a secure and fast authentication
protocol based on the map. We proved that our proposed
scheme is secure by showing its resistance to well-known
attacks and by using the automated authentication verification
tools ProVerif and AVISPA. In addition, we have proven that
our proposed scheme is fast and efficient by comparing its
time and cost consumption with those of other authentication
schemes. However, during the simulation, we observed that
the decrypted results of the symmetric Chebyshev chaotic
map did not match the original message, due to the size of the
data type (long double) and the underflow effects. Therefore,
it is necessary to create a new data type and its associ-
ated trigonometric functions for the symmetric Chebyshev
encryption scheme, which we leave as a future discussion.
If a library for symmetric Chebyshev encryption is imple-
mented, our cryptographic function will require a very short
operation time, and our authentication scheme would offer a
robust and efficient environment.
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