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ABSTRACT Wireless communication technologies, smart sensors, enormously enhanced computational
capabilities, intelligent controls merge to form Cyber-Physical Systems (CPSs). The synergy achieved due
to this integration will considerably transform how humans’ interaction with engineered systems in future
smart cities. Such cities will leverage technologies to design, develop, and implement intelligent solutions to
provide inclusive development, efficient community infrastructure, and a clean and sustainable environment.
One of the domains likely to witness paradigm- shift in future smart cities is transport. The development of
urban structures, functionality, and prosperity are intricately connected to how the city designs its mobility
infrastructure. Shortly, all vehicles and roadside infrastructures in a city-wide ITS will be enabled with
integrated smart sensors, edge computing devices and communication units to provide diversified and
inclusive services to its residents. Nonetheless, due to the high heterogeneity and complexity of cross-
cutting aspects of CPS, the transportation domain is susceptible to cyber vulnerabilities, threats, illegal
access, cyber-attacks, unauthorized information sharing, and so on. This paper attempts to understand smart
CPS-enabled transportation systems, it’s conceptual framework, the connected and automated vehicles and
other associated technologies and communication networks. Finally, we present the expected demands of
the transportation domain in a future smart city and the capabilities of CPS in a demand-supply framework.
However, the major intellectual challenge lies in effectively designing-developing-deploying models and
algorithms to harness the powers of the integrated TCPS system implemented in the intended environment.

INDEX TERMS Actuators and actuation, CPS, computational capabilities, cyber systems, cyber security,
physical systems, sensors and sensing, smart home, smart cities, TCPS architecture.

I. INTRODUCTION

The next milestone in the inexorable march of digital tech-
nologies would be ‘Cyber-Physical Systems’ (CPS). The
world is fast embracing CPS, and the integration of intel-
ligent cyber-science and physical processes is happening at
an alacritous pace. Cyber-science was described as “‘proce-
dural epistemology” by Abelson and Sussman (1996) [1],
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where instructions are executed according to a procedure, for
example, the software working sequentially. In physical sys-
tems, many processes take place parallelly with their intrin-
sic uncertainties. Measuring, monitoring, and controlling the
dynamics of physical systems with the help of cyber sys-
tems requires advanced computational capabilities to make
real-time decisions, implement proper feedback systems, and
integrate computation and networks. Nowadays, with highly
enhanced computational capabilities and considerably devel-
oped artificial intelligence, it is possible to acquire deep
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knowledge of physical systems to be monitored and design
more responsive, accurate, efficient, and dependable systems.
The orchestration of the two worlds, virtual and the physical,
is known as Cyber-Physical Systems. The synergy achieved
due to this integration will significantly transform the way
people interact with engineered systems in the future. CPS
can initiate a revolution of intelligent devices and strategies
vital for shaping our future smart cities [2], [3].

The emergence of CPSs is to provide, redesign, and create
numerous new approaches in resource management, intelli-
gent transportation systems, business management, energy
management (large-scale smart grid management systems),
education, commerce, industries, smart manufacturing, and
environmental monitoring, to name a few. Due to the seamless
integration of various intricate interdependencies of smart
computing and pervasive physical processes, CPSs hold
tremendous promise to transform the transportation sector in
future smart cities [4], [5].

The ongoing research to integrate intelligent algorithms-
based cyber abstractions and network/infrastructure will soon
develop enhanced capabilities and scalability [6]. However,
despite tremendous advancements in the development of
CPSs, the reliability, automated operations, efficiency, and
maintenance of the systems are still a matter of research
as networked systems are becoming increasingly complex.
CPSs promise to transform the world into a better place with
efficient and robust systems. Still, the security of the newly
developed cyber world is one of the most significant research
challenges [7]. Furthermore, the large-scale adoption of CPS
in the transport sector introduces new risks as purely mechan-
ical elements are less likely to fail than a system of sensors
and actuators highly susceptible to failure due to software
mistakes, hardware malfunction, or cyber security attacks.

In this paper, an attempt has been made to present evidence
of the worldwide developments, suggesting a framework
for the Transport system in smart cities of the future. This
paper is divided into five sections, including the introduc-
tion. Section II presents CPS background, including the con-
ceptual framework, the design parameters and deployment
life-cycle. Section IIT discusses the concept of smart cities,
identifying critical research statements related to transport
cyber-physical systems (TCPS) and the detailed review of
the statements. Section IV details the challenges and future
requirements, highlighting the critical CPS cyber threats,
attacks, and vulnerabilities. Finally, section V includes essen-
tial suggestions and recommendations for a future smart
city’s, safe, and secure TCPS environment.

Il. BACKGROUND AND CONCEPTUAL FRAMEWORK

A. CPS-CONCEPT, CHARACTERISTICS AND DEFINITIONS
Coined in 2006 by Helen Gill, the term ‘‘cyber-physical
systems’’ stems from “‘cybernetics.” The integration of cyber
and physical processes is fast becoming complex. The rapidly
diminishing gap between cyber and physical systems justifies
the coining of a new term that explains them as inseparable.
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FIGURE 1. Why-How-What analogy-based conceptual framework of CPS.
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FIGURE 2. The chain model of design parameters of a CPS.

The conceptual framework of CPS, based on the why-how-
what analogy, is shown in Fig. 1 [8], [9]. In 2010, Acatech
(German National Academy of Science and Engineering)
provided a more detailed definition: “A CPS is a system
with embedded software (as part of devices, buildings, means
of transport, production systems, medical processes, logis-
tic processes, coordination processes, and management pro-
cesses), which records data using sensors and affect physical
processes, evaluates and saves recorded data, interacts in
real-time with both the physical and digital world via digital
communication networks (wireless or wired, local or global),
in a series of dedicated, multi-modal human-machine inter-
faces.” [10].

The process to design reliable cyber-physical sys-
tems (CPSs) is inherently collaborative, involving diverse
disciplines. The design parameters, arranged in the develop-
ment chain that support the cross-cutting aspects, manages
complexity and scale, co-modeling, simulation and testing
and deployment are shown in Fig 2. The life-cycle integration
of such a developed CPS system is shown in Fig 3.

IIl. SMART CITIES AND TCPS

A. CPS ENABLED FUTURE SMART CITIES

Cities that leverage technologies to design, develop,
and implement intelligent solutions to provide inclusive
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development, efficient community infrastructure, a clean and
sustainable environment, and other resources to give citizens
decent quality of life are termed smart cities. Digital tech-
nologies and their interaction with physical systems, like the
amalgamation of cyber services with city health services, pro-
vide intelligent solutions that may drive economic growth by
improving infrastructure and services, creating employment,
and enhancing the quality of life in smart cities. As many
of these smart city applications are based on intelligent
sensing and real-time monitoring, controls, data analysis, and
decision making, it is imminent that future cities will depend
considerably on CPSs. [11]-[14].
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FIGURE 3. The life-cycle integration model of deployment of a CPS. The
other aspects not covered in this figure are management, services, data
management and models’ capability to upgrade.

Transport Cyber-Physical System (TCPS): One of the
domains likely to witness a paradigm- shift in future smart
cities is transport. The development of urban structures, func-
tionality, and prosperity are intricately connected to how
the city designs its mobility infrastructure [15]. Artificial
intelligence holds the promise to transform transport systems
worldwide, addressing extensive data integration, user-driven
solutions, making decisions in real-time and using the learn-
ing to develop better adaptive solutions [16]-[18].

The connected vehicle is already a realized mainstream
reality and the world is fast moving towards the ‘always con-
nected’ transport paradigm. We are now looking an ecosys-
tem of city mobility that ensures zero road collisions reduces
air pollution, emissions and ensures a more predictable travel.
Today’s vehicles are more autonomous than ever before,
more intelligent, safer, use green fuel and always connected.
Today’s roads are no longer a simple physical infrastructure
but ‘empowered’ with info-communications, intelligence and
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sensing capabilities and can harvest energy, weigh vehicles
in motion, collect tolls, etc. Therefore, the connected mobil-
ity system designed to handle congestion and environmental
degradation and to provide better, faster, cleaner and cheaper
services in rail-road-air transportation by taking advantage
of the advances in communications networks, IoT, cloud
and edge computing, scalable storage, and data-empowered
insights can be termed as Transport Cyber-Physical Sys-
tem (TCPS). 1t is the new autonomous system of connected
vehicles and infrastructure, shared and data-driven mobility
paradigm of future urban settings [19], [20].

B. ADOPTED METHODOLOGY FOR TCPS REVIEW
Systematic reviews of the published work have been under-
taken following a predefined search strategy making every
effort to identify research that supports the current research
basis. The most critical issue in any systematic review pro-
tocol is formulating the proper research statements [21].
We identified the following statements, in the context of this
paper that can be addressed by systematic review:

1. Significance of Transport Cyber-Physical Systems
(TCPS)in the context of future smart cities.

2. The current status of connected and automated vehicles.

3. Formulation of TCPS Framework for future smart
cities.

4. TCPS technologies in terms of architectures, reliability,
performance, and safety, and security.

5. Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure
(V2I) and Vehicle-to-Everything (V2X) wireless com-
munication networks.

6. Present Intelligent Transport Systems (ITS) communi-
cation standards.

7. Present status and future of Mobility-as-a-Service
(MaasS) in TCPS.

1) SIGNIFICANCE OF TCPS

The rapidly changing landscapes of urban mobility in a smart
city shall deliver mobility solutions that are innovative, col-
laborative, and sustainable in terms of services like traffic
management, drive-sharing, ride-sharing, parking manage-
ment and autonomous driving. The TCPSs have evolved into
very complex systems having various forms of data streams,
processing massive amounts of data, and providing a wide
range of services. The TCPSs have robust data analytics capa-
bilities to perform real-time and static data processing, handle
V2V, V21 and V2X communications data, road infrastructure,
road-rail-air transportation data, smart vehicles and traffic
monitoring networks, to decide in real-time. These CPS-
enabled interventions have significantly transformed intel-
ligent transport systems worldwide [22]-[28]. Some of the
applications, potential benefits to society of TCPS in future
smart cities are

o Driverless cars communicate securely and perform tasks
to provide safety to passengers and make travel far more
relaxing.
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FIGURE 4. Various communication networks CAVs interact with in
real-world scenarios.

o Smart roads infrastructure that coordinates to reduce
delays using route optimizations.

o Adaptive and demand-responsive traffic system with
huge drive-share and ride-share potential.

o Minimization of human error factors.

« Easier surveillance, monitoring and regulation of traffic
conditions in the city.

« Efficient routing optimizations to minimize traffic con-
gestion, parking woes and traffic policing.

o Easy implementation of unified models of traffic flow
and communication standards.

o Drones for infrastructure management and provide
Wi-Fi access during disaster management.

o User-centric adaptive, secure, efficient, and cost-
effective transport system.

« Huge potential to design and implement an inclusive
transport ecosystem. People with certain benchmarked
disabilities will be able to drive in the new ecosystem.

o Cost minimization and better -efficiencies with
renewable fuels.

o Environmental benefits include reduced carbon emis-
sion and noise levels.

o Devise human-scaled measurements to study the areas
around metro stations, railway stations etc., for Tran-
sit oriented development, addressing the interaction
between the physical environment and human activities.

2) CONNECTED AND AUTOMATED VEHICLES (CAVS)

CAVs are among the most heavily researched automotive
technologies. Vehicles that can communicate with other vehi-
cles on the road, with the driver, on-road and roadside infras-
tructure, collect, share data with cloud services to improve
on-road safety and security, vehicle efficiency, and environ-
ment friendly are connected vehicles. A few of the types of
communication networks are shown in Fig 4.
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TABLE 1. The six levels of automation describe autonomous vehicles,
as per the National Highway Traffic Safety Administration (NHTSA).

No Automation: The human driver is in complete
control of all aspects of driving.

Minimal Driver Assistance: ADAS on the vehicle
can assist the human driver with either steering,
braking or accelerating.

Low Automation: ADAS controls steering, braking
and accelerating under certain circumstances. The
human driver must perform the remaining driving
tasks.

Medium Automation: On-board automated driving
system (ADS) performs most of the driving tasks
under some circumstances. In all other cases, the
human driver performs the driving task.

High Automation: On-board ADS can perform and
monitor all driving tasks in real-world scenarios. The
human need not pay attention in those scenarios.

Full Automation: On-board ADS can do all the
driving in all circumstances. The human occupants
are just passengers and need not be involved in
driving.

TRRKEL

The CAVs, one of the ultimate manifestations of Al-based
CPSs, would bring revolutionary mobility changes by mini-
mizing human intervention [17]-[19], [29]-[31]. In addition,
these vehicles are trustworthy, secure, robust, reliable,
interactive, have real-time decision-making capabilities
and are likely to enhance safety, accessibility, inclusivity
[29], [30], [32], [33].

The technologies for CAVs and advanced driver assistance
systems (ADAS) overlap vastly, though an emerging sector.
Table 1 describes autonomous vehicles through six levels of
driver assistance technology advancements [34].

CAVs Challenges: Although adding connectivity to vehi-
cles has its benefits, it also has challenges. Due to the
large volume of information being accessed and shared,
there are numerous security, privacy, data analytics, and
aggregation issues. In addition, there are concerns about the
system vulnerabilities towards cyber-attacks, software and
hardware malfunctioning and privacy data exploitation issues
[29], [31], [35]-[40]. CAVs can effectively solve real-life
transportation problems by improving transportation safety
and ITS standards and legislative, legal, moral, business and
social engagement frameworks. However, formulations of
standards acceptable worldwide are a significant challenge.
Few organizations are actively involved in developing such
standards. For example, The ITS program of the US Depart-
ment of Transportation (USDOT) facilitates the research for
the adoption of intelligent vehicles, intelligent infrastructure,
and the entire ecosystem of a smart transportation system,
as shown in Table 2.

CAVs will coexist with older AVs, semi-autonomous
and conventional vehicles during the transition period.
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During that time behavioral adaptation, situational aware-
ness, and user resistance problems will be paramount.
In addition, combining earlier technology with the latest com-
munication networks to increase connectivity and integrate
information across domains is another challenge.

TABLE 2. Development of ITS standards for deployment of CAVs by the
US Department of Transportation (USDOT).

IEEE The standard for Information Technology -

802.11 - | Telecommunications and  Information
The ITS | 2012 Exchange Between Systems - Local and
standards Metropolitan Area Networks

are used | IEEE The standard for Wireless Access in
to deploy | 1609.2- Vehicular Environments - Security Services
Connected | 2016 for Applications and Management Messages
Vehicles. | IEEE The standard for Wireless Access in

1609.3- Vehicular  Environments (WAVE) -
2016 Networking Services

IEEE The standard for Wireless Access in
1609.4- Vehicular Environments (WAVE) - Multi-
2016 Channel Operation

IEEE The standard for Wireless Access in
1609.12- Vehicular  Environments (WAVE) -
2016 Identifier Allocations

SAE Dedicated Short-Range Communications
J2735 (DSRC) Message Set Dictionary

SAE On-board Minimum Performance
J2945/1 Requirements for Vv Safety

Communications

Automated vehicles (AVs) in an ITS are analogous to
computers on wheels, running on data and communicat-
ing with intelligent societal infrastructure around them.
Therefore, data engineering to decide the type, quality
and, amount of data to be collected, safety security and
storage for effective fleet learning is also a significant
challenge [32], [33], [41], [42].

3) TCPS FRAMEWORK FOR FUTURE SMART CITIES

The framework is the fundamental structure of a TCPS sys-
tem. It presents conceptual connections of the relationships
among the modules that provide the basic behavior of the
suggested approach. A framework is proposed, connecting
various modules of many related problems in any real-world
scenario, although with variations. Each module is driven
by algorithms that absorb much of these variabilities, follow
unified standards, have different architectures, different per-
formance characteristics with high degree of reliability and
safety. In this section, a framework is suggested for TCPS,
as shown in Fig. 5, that shall provide a platform to design-
develop-deploy a TCPS system and evaluate the system’s
performance in the context of actual applications.

4) TCPS TECHNOLOGIES IN TERMS OF ARCHITECTURES,
RELIABILITY AND PERFORMANCE

The paper by Mollor et al. [43] focuses on the requirements
of conjoined intelligent transport and IT systems for the
effective implementation of CPS to on-road transport sys-
tems. Traffic flow analysis, remote access lab, and simulation
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studies consisting of vehicles and roads conducted in the
natural world transportation system were able to extract con-
straints of CPS implementation. Limitations regarding sens-
ing, actuating, and communicating in networks specifically to
intelligent traffic light systems in congested and uncongested
traffic flow scenarios and travel time prediction are investi-
gated and reported in this paper.

From innovative tires to intelligent transport systems or
roads, trains, air connected by communication networks,
transportation systems today are a cross-domain integration
that demands coordination across sectors like transporta-
tion infrastructure, logistics, automotive, capacity, and gover-
nance. The integration has led to the emergence of logistics as
the most vital part of industrial and societal processes, and the
‘mobility as a service is fast accelerating.” Modern transport
solutions developed on highly automated integrated systems
addressing top concerns provide the best services to the soci-
ety with minimum human interactions. However, adaptation
to new transport services, especially by an increasingly aging
population, largely depends on quality, reliability, security,
accessibility for persons with reduced mobility, and safety.
On the other hand, the customization, variability of transport
system architecture, inherent deep level complexities, ever-
increasing requirements for enhanced capabilities, changing
landscapes, safety and security and real-time pattern anal-
ysis of accident statistics, continuous updates to vehicles,
or avoiding inappropriate driver behavior remain challenges
till today [44].

The paper [45] presents a parallel execution methodology
to conjoin artificial systems with physical-social systems.
Stepwise control, computational experiment-based valida-
tion realizes a CPS-based intelligent transport system. The
method consists of modeling and representation, analysis and
evaluation through computational experiments, and control
and management through parallel execution. The method-
ology effectively represents aspects of complex engineer-
ing and social complexity elements, paving the way for
intelligent traffic cyber systems to become more powerful,
ITS 5.0 and offering several advantages over traditional
approaches.

The students’ smartphone data is analyzed to determine
wait time for the bus using Media Access Control (MAC)
addresses and conduct route optimization to identify the best
route available uniquely. The various security threats to the
systems were identified, like data collection, transmission,
fake data generation, and flooding of cloud storage [46].
Maintaining the transport infrastructure with the help of intel-
ligent systems is another critical aspect of any Intelligent
transport system.

The paper presents a structured health monitoring mech-
anism to measure the road infrastructure conditions, like
bridges, by correlating traffic loads to bridge responses.
A CPS framework is suggested to monitor truckloads, trigger
SHM systems, record bridge responses, and link the data with
truckloads collected by weigh-in-motion (WIM) stations but
not on bridges [47].
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FIGURE 5. Suggested framework of TCPS for future smart cities.

TABLE 3. Direct and network communication networks, few of the use cases and challenges in ITS.

Direct & Network Communication Use Cases V2X Challenges
Direct Communication (V2V) o High relative speeds:
= = =T = Lead to significant Doppler shift/frequency
EoOe——> DR F‘Eﬁ D% offset. Therefore, the TCPS design should
~ vav g — consider relative speeds up to 500km/h.
Frequency _Q_Q_ O P P

High node densities:
o e  Prevention of Collision Random resource allo'cz_ltion results in
= " excessive resource collisions. The TCPS
Q ®  Latency-sensitive use cases, e.g, V2V design for the future calls for more efficient
safety resource selection and allocation and new

Proximal direct communications (100s of meters) e Operates both in- and out-of-coverage | sensing methods.

considering for high speeds / high Doppler, high

density, improved synchronization and low latency network areas

Time synchronization:
Lack of synchronization source when out-

Network Communication (((AI)) ((“R)) of-coverage. The capabilities of TCPS
= Operator A Operator B should have enhancements to use satellites
T -~ Erequencyd Frequency:2 for out-of-coverage area communication.

- -
z =

= Eop——
((( ))) - ~ vav ["‘__E
A Frequency
Direct
Communication

E>

To broadcast messages from a V2X server to vehicles
and beyond. Vehicles can send messages to servers.

D

Operator C
Frequency 3

¥ Network
(((A')) Communication
» Wide area networks communications

* More latency tolerant use cases, e.g., V2N
situational awareness

5) VEHICLE-TO-VEHICLE (V2V) AND VEHICLE-TO- vehicles enable this and use available wireless technologies to
INFRASTRUCTURE (V2I) WIRELESS form Vehicles-based networks known as Vehicular-AdHoc-
COMMUNICATION NETWORKS Networks (VANETSs). With technological advancements in
In TCPS, vehicles are responsible for sending, receiv- Al, wireless communications with high bandwidth, high-
ing, processing information and broadcasting to intelligent reliability links, mobile services and enhanced capabilities of
transport service providers, ensuring safe, congestion-free OBUs, enable vehicles to communicate with other vehicles

traffic management. The onboard units (OBU) in smart and roadside units (RSUs). It improves their performance,
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perception area and allows the execution of joint maneu-
vers. Vehicle ability to correctly interpret data, to learn
from it and to use learning in various driving situa-
tions have made the demand for Vehicle-to-Vehicle (V2V),
Vehicle-to-Infrastructure (V2I) Communication and Vehicle-
to-Everything (V2X) very high. Today, vehicles interact in
real-time with multiple V2V and V2I networks with high reli-
ability and accuracy for object detection and collision avoid-
ance mechanisms. For this, the vehicles need heterogeneous
connectivity environments and high OBU-device intelligence
and these days, they have both.

V2X communication is a critical component of TCPS as
it enables vehicles to communicate effectively with other
vehicles and beyond. It encompasses vehicle-to-network,
vehicle-to-vehicle, vehicle-to-infrastructure and vehicle-to-
pedestrian communications and brings substantial value to
advanced driver assistance systems (ADAS). The implemen-
tation of V2X communication with interconnectivity and
interoperability requires the use of standards and proto-
cols. Dedicated short-range communications (DSRC), a short
to medium-range service with high data transfers and low
latency, supports V2V and V2X communications and cov-
ers various applications such as safety messages, congestion
information, and toll collection. The DSRC spectrum has
seven channels, each 10 MHz wide. One channel is restricted
for safety communications only, while two other channels
are reserved for critical safety of life and high power public
safety. The remaining channels are service channels that can
be used for non-safety applications [48]-[50].

Vehicular traffic scenarios have more significant chal-
lenges than fixed wireless networks caused by varying driv-
ing speeds, traffic patterns, and driving environments. For
instance, to ensure timely vehicular safety communications,
fast data exchanges are required. In these circumstances,
scanning channels and multiple handshakes necessary to
establish communication are associated with too much com-
plexity and high overheads. The DSRC was changed to IEEE
802.11p Wireless Access in Vehicular Environments (WAVE)
to address these challenging requirements and is universally
adopted [51]-[53]. The various communication networks,
afew of the use cases and the challenges are shown in Table 3.

Routing, Broadcasting, and Security in VANET: The vehi-
cle, a self-driving car, for example, is loaded with several
independent and overlapping CPSs for controls of cruise con-
trol, anti-lock braking, temperature, tire pressure, crankshaft
position, light, collision sensors, etc. and are primarily wired
to ensure safety, security, and 100% availability [54]. More
and more functionalities are being handled by these inter-
linked CPSs enhancing autonomy and complexities while
reducing human intervention requirements. However, fol-
lowing current wireline standards, the wired communication
network is still susceptible to security breaches [55]-[57],
making a solid case for secure, highly reliable, short-range
standards to replace the wired connections in the future.

Sensors, cameras, loop detectors, collaborative sensors,
cooperative cruise control, and cross-domain communications
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(vehicle to infrastructure, V2I, and vehicle-to-vehicle, V2V)
are some of the elements of an Intelligent transport vehicle
and the physical systems in which it operates. The paper [58]
compares the detection of malicious data nodes by defining
a data-specific or node-specific taxonomy of misbehavior.
The security-technique analysis and a comparative analysis
identify the attacks that a particular technique can prevent.
Comparing security check mechanisms in ITs is challenging
due to the agility problems, scalability and real-time opera-
tions [59] and lack of nomenclature of subdomains.

In VANETSs, monitoring the vehicle in motion in real-
time and communicating with other vehicles is a criti-
cal issue [60], [61]. Automated collision avoidance and
route optimization through intelligent decision-making are
achieved if the network has real-time information dissemina-
tion capability. Communication between vehicle and roadside
stationary units connected to other back-end networks is thus
critical.

Designing and implementing a collaborative system capa-
ble of real-time control requires a three-pillar approach.
Abstract intelligent transportation systems processes, web
services, and sensors form a pillar in the suggested approach.
The other two are creating an integrated service execution
engine to enable its creation and a prototype implementa-
tion that employs the framework. The Greater Toronto Area
(GTA), Ontario model, which stitches 790 on-the-fly hetero-
geneous dynamic ITS services to execute ITSoS operations
and integrates services by dispersed stakeholders for the ben-
efit of end-users, is discussed in detail in the paper [62].

6) ITS COMMUNICATION STANDARDS

It is a fact that connected vehicles, also known as Coopera-
tive Intelligent Transportation Systems (C-ITS), will improve
the transportation system’s safety, mobility, sustainability,
and efficiency. However, deployment of this technology is
challenging as the connected systems should have standard
hardware and software modules to minimize market devi-
ations. Presently, stakeholders are trying to harmonize the
equipment and architectures to develop and deploy the CV
technology globally with unified standards and communi-
cation protocols. In addition, it may reduce the cost as the
manufacturer could use the same systems for vehicles sold
worldwide. CVs technologies include various communica-
tion and data standards for multiple applications as they
require central coordination between vehicles and infrastruc-
ture. The communication-based automotive applications can
be broadly characterized as safety orientated (stopped or slow
vehicle advisor, emergency brake light, V2V post-crash noti-
fication, road feature notification, and cooperative collision
warning), convenience-oriented (parking availability, locat-
ing parking location, on-road congestion, and tolls) and com-
mercial oriented (real-time broadcasts, vehicle diagnostics,
and personalization). The requirements of networking criteria
and attributes are different for different applications. The
attention has been focused on vehicle/infrastructure (V2X)
based applications from various governments and industries
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FIGURE 6. Spectrum utilization for vehicle communications, navigation,
and active sensors technologies.

because of its unprecedented capability to address vehi-
cle safety, mobility, interoperability, and other commercial
applications [63].

Many wireless technologies are being employed in modern
vehicles, such as Wireless FM/AM, multimedia USB, Wi-Fi,
Bluetooth, and remote direct access telematics. In addition,
DSRC (Dedicated Short Range Communication) supports
V2V and V2I applications exchanging BSMs (Basic Safety
Messages) for collision avoidance. Fig. 6 shows the spec-
trum utilization for vehicle communications, navigation, and
active sensors technologies. The spectrum requirements of
conventional wireless networks and DSRC networks differ
substantially. Consequently, the DSRC band requirements for
different countries also vary, as shown in Table 4. DSRC
is based on the IEEE 802.11p standard and operates in the
5.9GHz spectrum. The US and EU scenarios concentrate on
5.9 GHz communications; however, the EU scenario appears
to be more integrated and scalable. DSRC is composed of
multiple stack layers, as depicted in Fig. 7 [64]-[76].

WAVE (Wireless Access in Vehicular Environment) con-
sists of an application, security, network, upper MAC, lower
MAC, and physical layers. The SAE (Society of Automo-
tive Engineers) J2735 dictionary is used by applications to
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FIGURE 7. Multiple stack layers framework of DSRC.

exchange data over DSRC/WAVE and other communication
protocols defining the data frames and elements for exchange.
Networking and transport layers are implemented based on
IEEE 1609.3 standards, and security services are imple-
mented based on IEEE 1609.2 standards. It is also composed
of the MAC sublayer based on IEEE 1609.4 standard. The
PHY and MAC layers are based on the IEEE 802.11p stan-
dard. DSRC/WAVE faces several challenges, mainly channel
congestion in dense vehicular environments, self-interference
due to inadequate spectrum mask, and lack of ability to
receive broadcast messages, no internet connectivity, and no
evolution path.

An alternative technology, Cellular V2X, provides over-
the-top cloud services, representing a novel interface termed
PCS5 for V2V, V2I, and V2N (Vehicle to Network) communi-
cation over the LTE Uu interface. Message transmission and
reception in the RF environment are challenges experienced
by vehicles moving at high speeds. A discernable Doppler
shift and perceptible frequency offset are observed when
relative speed approaches S00Km/hr. This issue is addressed
by C-V2X technology with a more suitable signal design.
Furthermore, in heavy traffic situations, there might be pres-
sure in the allocation of radio resources.

In C-V2X, elaborate algorithms are developed which per-
ceive the available resources, order them, choose the least
congested resources and transmit using a semi-persistent
resource allocation methodology. The C-V2X is implicitly
a synchronous technology employing GPS timing using
GNSS-timing in out-of-coverage situations. All these tech-
niques allow forward-compatible progression to 5G. Work is
on to harmonize global communication standards by outlin-
ing the gaps and areas of overlap for various parameters like
privacy, safety, and security, authenticity-related parameters
protocol for the exchange of information between ITS and
other regulatory authorities [77].
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TABLE 4. Spectrum requirements of DSRC communication bands in various countries.

Region Standard Frequency Remarks

1. USA ASTM E2213-02 5.850-5.925 GHz 5.850-5.925 GHz as DSRC band for ITS (IEEE 802.11p for base layers, IEEE
1609 for middle layers, and SAE J2735 for message set).

2. Europe EN 12253 5.795-5.815 GHz 5.9 GHz to be used across the European Union. Though not the same as North
America, it is sufficiently close to use the same chipset.

3 Japan ARIB T55 5.770-5.850 Japan's Association of Radio Industries and Businesses (ARIB) is using 5.8 GHz
as well as 700 MHz bands for V2V. Therefore, ARIB's standards are significantly
different from US and EU standards.

4 China ISO/TC204 5.795-5.815GHz For ETC, traveler information systems, traffic operation, and fleet management.
CV standards lag behind the rapid market growth driven by global auto
manufactures and domestic telecommunication service providers

5 Australia and 50 MHz of the 5.9 | in line with the EU allocation

New Zealand GHz band

7) MOBILITY-AS-A- SERVICE (MAAS) IN TCPS

MaaS integrates mobility services into a single service acces-
sible on demand. This platform facilitates integrating pub-
lic transport, private transport, ride-share, vehicles on lease,
or any combination to meet a customer’s need [78]-[80].
Though still in the embryonic stage of its development, MaaS,
once implemented in an all-in-one smart online platform, will
offer beneficial services in the form of digital packages of per-
sonalized multi-modal mobility. In addition, MaaS is likely
to substantially reduce private vehicles on roads worldwide
by providing integrated journey planning, booking, ticketing
and information services support to the commuters on an
as-needed basis [81]-[89].

The literature survey reveals that MaaS is not yet clearly
defined and contextualized. The demand for MaaS will soon
increase substantially and hence it is a matter of active
research. Therefore, it is essential to assign a globally uniform
definition of MaaS as a whole and its component services.
It will show a minor route to researchers to develop a uni-
fied protocol, standard, governing policy acceptable world-
wide. Two key points of concern for a MaaS system are
negotiating with the pervasive influence of cultural mobil-
ity practices, not only for the more tech-savvy millennial
generation but also for all people [90]. The change in atti-
tudes towards owning versus leasing, renting and sharing
transport vehicles [91] because of sustainability pressures
and increasing environmental awareness makes MaaS more
acceptable. As the MaaS is multi-modal and scalable to the
global level, involving many countries, the complexity of
stitching up collaborations between states responsible for
its operations and management [92] is an impediment that
needs to be dealt with immediately. Researchers and poli-
cymakers can best handle the complex nature of the issue
by providing definitive answers through a unified policy
framework [93].
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IV. CHALLENGES AND FUTURE REQUIREMENTS IN TCPS
A. CHALLENGES IN TCPS DOMAIN

The challenges of TCPS include big data analytics, faster exe-
cutions/inferences, charging infrastructure, real-time com-
munications and security. Handling multiple data sources,
such as geospatial data, traffic network data, and connected
vehicle data in a heterogeneous system is a significant time-
consuming and costly challenge. In the TCPs domain, it is
critical to process the data that leads to intelligent decision-
making in real-time in varying environments and scenarios.

According to Nikitas (2020) [94], the areas of priority

for CAVs policy and planning for a smooth transition are
technology, legislation, crisis and employment ethics, road
infrastructure and land use, integration, traffic safety, cyber-
security and privacy, business models, traffic congestion and
travel behavior and finally acceptability, trust and customer
readiness. The various demands of an ITS in a smart city
regarding intelligent applications and the characteristics of
CPS that shall enable, provide supply to fulfill such demands
are shown in Fig. 8.

In addition, other significant challenges are as follows:

« ADAS may only enhance driving safety, comfort, and
efficiency in certain operating conditions, like speed,
light, road conditions, and high-speed communication
networks. Many of its most promising applications are
still being refined and reverted to manual mode and
outside those boundary conditions.

o When the vehicle is driving autonomously, the drivers
may get engaged in other activities. In case of any safety
alert, they would need to quickly re-engage in driving or
take action as per the vehicles’ request. It depends a lot
on the physical and cognitive ability of the driver and is
a significant challenge in TCPS.

o The TCPS design, particularly the architecture, should
consider that if a part of the system fails in the middle
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FIGURE 8. A framework highlighting the demands of ITS in future smart cities and the capabilities of CPS that shall enable the

supply.

of a highway or busy traffic, it must have an excellent
backup plan so that the vehicle can reach a safe point.

o As TCPS is a complex network of communication
using diverse platforms, operating systems, updating
and upgrading the software with high reliability is a
challenge.

« System security is a big concern. The consequences of
a hacker’s interference with steering, braking, or other
vehicle functions could be catastrophic. Already, there
have been some hacks on vehicle systems, such as those
that locate, unlock, and start cars.

« Unified standards and regulations are required to address
safety, security, cross-domain communications, and pol-
icy for global implementation and enforcement by gov-
ernments worldwide.

B. CYBERSECURITY, SAFETY AND PRIVACY
CONCERNS IN TCPS
Few general safeties, security and privacy concerns in the
TCPS domain are:
o TCPS are complex systems with increased vulnerability
to software flaws and cyber threats.
e In V2V communications, fully autonomous vehicles
may face issues in communicating with partially
autonomous vehicles.
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o Susceptibility of the vehicles’ navigation system to

adverse weather conditions.

o Re-skilling and upskilling of drivers regarding cyber

threats are critical.
Due to their heterogeneous nature, dependence on large
amounts of data and cross domains communication networks,
CPS systems are highly prone to various cyber security
threats and attacks.

Table 5 shows various aspects of Cybersecurity, safety and
privacy, vulnerabilities and threats, and security certification
of CPS systems as cited in literature. TCPS-based Al models
can be compromised using model extraction, inversion, poi-
soning, and evasion. Attackers extract information regarding
drivers’ and passengers’ location and other privacy issues, the
vehicle’s components and systems and exploit it for security
breaches. Methods for defense against them are considerable
research problems. Thus, any CPS vulnerability in differ-
ent security aspects, including confidentiality, integrity, and
availability, can be targeted to conduct dangerous attacks.
The CPS architecture in general consists of three layers;
perception, transmission and application layers.

Making CPSs immune to cyber-attacks requires robust
and reliable security testing to detect security-related flaws
[130]-[134]. According to National Institute of Standards and
Technology (NIST) guidelines [135], [136], a well-designed,
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TABLE 5. Cybersecurity, safety and privacy, vulnerabilities and threats, and security certification of CPS systems.

CPS Architecture layer

Layer Function

Security Concern

The perception layer includes equipment such as sensors,
actuators, aggregators, RFID tags, GPS, and various other
devices.

Collect real-time data to monitor, track
and interpret the physical world.

Securing sensors, actuators to ensure authorized
sources for feedback and control commands.

The transmission layer includes Internet/LANs/WANS,
Bluetooth, 4G/5G, IR, ZigBee, Wi-Fi, and other technologies. In
addition, it uses cloud computing platforms, routing devices,

Acts as an interface between perception
and application layers. It interchanges
and processes data between them.

For secure transmission of data is to be
safeguarded against intrusions and malicious
attacks such as malware, malicious code injection

switching and internet gateways, firewalls and Intrusion
Detection/Prevention Systems (IDS/IPS) for data transmission
[95]-[96].

[97], Denial of Service/Distributed Denial of
Service  (DoS/DDoS), eavesdropping, and
unauthorized access attacks [98].

Application Layer

Services include healthcare, energy grid management, intelligent
transport systems, water management, industrial manufacturing,
environmental, and many more.

received

executes

Most interactive layer. It processes the
information from the data
layer and
commands with
decision-making algorithms.

transmission

Protecting and preserving the privacy of users
generally  through  approaches  such  as
anonymization, data masking (camouflage) [99]-
[100], privacy-preserving, and secret sharing
[101]. In addition, the security of big data is a
critical issue [102].

issues and
complex

CPS Threats:

Exploitation of wireless networks [103]-[104], Jamming [105], Reconnaissance [106]-[107], industrial data thefts and espionage [108]- [109], Disclosure of
Information [110]-[111], interception [103], unauthorized access [112], GPS network exploitation [103] [113]-[114].

CPS Vulnerabilities: They can be broadly divided into three categories

* Network Vulnerabilities: weak security measures at open wired/wireless communication and connections leading to man-in-the-middle, eavesdropping, replay,
sniffing, spoofing and communication-stack (network/transport/application layer) [115], back-doors [ 56], DoS/DDoS and packet manipulation attacks [116].

* Platform Vulnerabilities: include hardware, software, configuration, and database vulnerabilities [97].

» Management Vulnerabilities: include lack of security guidelines, procedures and policies.

Reasons for CPS Vulnerabilities:
Increasing Connectivity [117],
Heterogeneity [118].

USB Usage

Bad Practice

Spying

[119].
e  Suspicious Employees

Homogeneity: similar cyber-physical system types suffer from the same vulnerabilities, affecting all the devices within their vicinity once exploited.

CPS Attacks:

Eavesdropping, Cross-Site Scripting, SQL Injection [120], Password Cracking [121]- [122], DoS/DDoS [123]-[124], Malicious Third Party, Watering-hole
Attack, Malware (Botnets, Trojan, Virus, Worms, Rootkit, polymorphic malware, spyware, ransomware)

CPS Failures:

Content Failures, Timing Failures, Sensor failures [125], Silent Failures, Babbling Failures, Schedule Failures, Service Failures

Securing CPSs - Certification:

WST Achilles Certification [126]

Exida Certification [127]

ISA Secure EDSA Certification [128]
MuDynamics MUSIC Certification [129]

reliable, secure, robust and reliable system ensures trust
between IoT and CPS based on various multi-factors
such as safety, security, privacy, consistency, dependability,
resiliency, reliability, interaction and coordination. Several
CPS testing tools are used to evaluate the protection of the
CPSs based on these factors [137]. For example, a testing
mechanism suggested by Zhou et al. [138], [139] using novel
lightweight encryption for real-time processing in Vehicular
ad hoc networks (VANETS) found the system secure, reliable
and efficient.
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V. CONCLUSION, VISION, OPPORTUNITIES

AND CHALLENGES

Smart cities have tremendous potential to offer better living
standards for future generations. A well-designed smart city
framework should comfortably negate the negative impacts
of urbanization. The initial step towards developing such a
framework involves the identification of appropriate policy
and appropriate technology. The paper has presented a com-
prehensive overview of the smart city aspects and its most
essential domain, transport. It suggested the CPS-enabled
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transport framework, the technologies available and the poli-
cies and standards.

Every revolution promises a spirit of optimism and signif-
icant changes and CPSs enabled transport systems for future
smart cities are a prime example of this. They offer numer-
ous benefits, such as car-sharing and ride-sharing, traffic
safety and accident prevention, minimizing social exclusion
for current non-drivers, enhancing electric vehicles adoption,
and improving accessibility and interconnectivity between
cities and in-vehicle riding experience. Moreover, TCPS may
alleviate significant problems such as road traffic congestion,
number of private cars, environmental degradation, noise
pollution, accident rate, automatic fare collection and traffic
congestion.

At the same time, in TCPS, there are also some concerns
about the increased vulnerability to hacking, software and
hardware flaws, loss of privacy, and travel data exploita-
tion. In addition, cyber-attacks on TCPS may increase traffic
accidents, congestion and emission rates. Finally, behavioral
adaptation is also critical during the transition period when
CAVs coexist with simpler AVs, semi-autonomous and con-
ventional vehicles.

The world has started implementing TCPS. Shortly, almost
all major cities will adopt models that can provide advanced
information to the driver and traveler, enhanced vehicle
control and backed by a robust transportation management
system of systems functioning on globally accepted unified
policies and regulations. Thus, the era of CPS-enabled trans-
port systems has already begun.
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