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ABSTRACT Cyberattacks on healthcare institutions are on an upsurge all over the world. Recently, Asian
hospitals have become targets of numerous cyberattacks. While Western countries like the United States
have implemented security-related laws, policies, standards, and other protective measures to deal with the
healthcare cyberattacks, Asian countries are lagging. The Healthcare insurance portability and accountability
act (HIPAA), enacted by the United States federal government, is a classic example of a law that has been in
existence for a quarter-century now. Awareness about electronic health records (EHR) and their importance
is increasing in Asia. Many hospitals and healthcare systems successfully implement solutions to protect
healthcare data, including sensitive patient data. However, protecting healthcare data involves a sophisticated
technology and compliance-driven approach due to the high value associated with the data. In this research,
an earnest attempt is made to investigate the recent cyberattacks in Asian healthcare institutions. Based on
the investigation, five types of cyberattacks are found to dominate Asian healthcare institutions. A detailed
analysis of these attacks, their vulnerabilities, and associated risks are performed as a part of this study.
In many countries with higher cybersecurity maturity, risk frameworks are successfully employed to manage
the risks associated with healthcare data. In this study, the cyberattacks on Asian healthcare institutions are
also analyzed through the lens of the National Institute of standards and technology (NIST) risk framework.
Based on the literature review, a few unique recommendations are included in this research study to be used
as risk mitigation measures by Asian healthcare organizations and researchers to manage and improve the
growing situation of cyberattacks.

INDEX TERMS Cyberattacks, healthcare, vulnerability, risk, vulnerability management, risk management,

ransomware, malware, data breach.

I. INTRODUCTION

The Healthcare industry has been rapidly migrating from
paper-based systems to electronic health records (EHRs) sys-
tems to provide efficient and cost-effective services. EHR
has brought a lot of improvement in patient care, diagnosis
of diseases, accessibility of information, and even in medi-
cal practices [1]. Access to healthcare applications and data
has become ubiquitous, increasing the cyber-attack surface
area. The arrival of the Internet of Things (IoT) technology
in healthcare is an example of technological sophistication
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impacting the attack surface of healthcare IT systems [2].
Security or privacy violations in healthcare information tech-
nology might severely affect patients’ treatment and over-
all health conditions. Data security standards need to be
improved to bring about better outcomes in the diagnostic and
treatment process of individual patients [3].

A. WORLDWIDE HEALTHCHARE CYBERATTACKS

Several major healthcare data breaches have been reported
in recent times. In 2018, the number of healthcare data
breaches was 536, out of the total 2216 data breaches span-
ning 65 countries, with the impact on the healthcare industry

12345


https://orcid.org/0000-0003-4598-355X

IEEE Access

K. Kandasamy et al.: Digital Healthcare - Cyberattacks in Asian Organizations

being the maximum [4]. In 2019, the number of worldwide
healthcare data breaches was 505, resulting in the exposure of
41.2 million healthcare records [5]. The number of individu-
als affected by healthcare data breaches was 157.40 million
in the last five years [6].

Healthcare data has become the target for hackers due to its
demand. Administrative data, electronic health records, clin-
ical data are the different types of healthcare data. Medical
data has a higher value than credit card information in the
black market [7]. A systematic literature review on cyber-risk
in the healthcare sector presented in [8] concludes that the lit-
erature lacks research contributions to counter the healthcare
sector’s cyber risk management challenges and highlights
the scientific community’s insufficient attention to this topic.
Cyberattacks are the most frequent causes of medical data
breaches [9]. Healthcare systems collect and preserve patient
data in their databases, electronic medical recording (EMR)
systems, order communication systems (OCS), and picture
archiving and communication systems (PACS) [10]. As data
security is an inherent part of cybersecurity, these cyberse-
curity risks pose a grave danger to patient data, leading to
patient information leakage, patient misdiagnosis, and mis-
treatment [11]-[13]. According to the Cybersecurity Survey
by Healthcare Information and Management Systems Society
(HIMSS), nearly 60 percent of hospital representatives and
healthcare IT professionals in the US said that email was
the most common point of information compromise [14].
Hackers commonly employ phishing scams and other forms
of email fraud.

B. HEALTHCARE CYBERATTACKS IN ASIA

Based on the cyberattacks data on Asian healthcare organi-
zations, gleaned from legitimate academic data sources and
technology news articles, it is found that five significant cat-
egories of cyberattacks dominate these data sources, as given
in Table 1 below. In this research, a sincere attempt is made to
analyze the vulnerabilities and risks associated with these five
types of cyberattacks. The popular National Institute of Stan-
dards and Technology (NIST) risk assessment framework and
its principles are explored in the light of these attacks [15].
Given the relatively lower levels of maturity associated with
information risk management in Asian health care organiza-
tions, analytical exploration of the risks inherently connected
to these cyberattacks becomes an imminent need. Asia pacific
region scored low in the Global Cybersecurity Index and
Cyber Maturity index [16]. This research study has chosen the
Asian healthcare systems as they are exposed to many cyber-
attacks due to the lack of security maturity [13]. In 2018, one
of the most significant data breaches happened in Singapore,
exposing 1.5 million health records of patients [17], [18]. The
hackers have accessed the sensitive data by compromising a
single SingHealth workstation with malware and were then
able to obtain privileged account credentials to access the
patient database. This incident revealed the lack of anti-
malware protection.
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The phishing attack is yet another frequently occurring
attack in Asian healthcare organizations, wherein an attacker
impersonates trusted organizations and individuals to steal
sensitive data from victims. The number of phishing URLSs
detected by the Cyber Security Agency of Singapore (CSA)
is 47,500 in 2019 alone [17]. The ransomware called Wan-
naCry/ WannaCrypt/WanaCryptOr 2.0, or Wanna Decryptor,
hit nearly all the computers in two hospitals in Jakarta,
Indonesia, resulting in the lock-up of IT systems that con-
tained patient records and billing [17], [19].

The Global State of Information Security Survey (GSISS
2016) results show that 65% of Asian organizations’ boards
do not actively participate in their cyber risk review and
the risk management process [20]. In addition, the Asia-
specific healthcare cyberattack data extracted from legiti-
mate data sources and academic sources point to a few
Asian countries that recently experienced cyberattacks from
2018 to 2020. These countries include Singapore, India,
Saudi Arabia, the Philippines, Thailand, Malaysia, and
Indonesia [18], [21], [22].

C. ORGANIZATION OF THIS RESEARCH WORK AND
CONTRIBUTIONS
This research work is organized into the following sec-
tions. Section 2 deals with the categories of cyberattacks
in Asian healthcare organizations. Section 3 explains the
above cyberattacks in detail, including the root causes and
mitigation techniques. The vulnerabilities causing those
attacks are described in Section 4. Ontology for vulnera-
bility management is discussed in Section 5. Section 6 dis-
cusses the risk management practices for healthcare
systems from the perspective of the NIST framework.
Section 7 gives recommendations to Asian healthcare organi-
zations in vulnerability and cybersecurity risk management.
Section 8 concludes this research with future possibilities in
this area.

Towards improving the cyber security posture in Asian
healthcare systems, this work contributes to a few novel ideas
TO 2020 as briefly listed here.

« Analysis of five significant cyberattacks in Asian health-
care systems and the connected vulnerabilities.

¢ An innovative means of computing EVPS (Enriched
Vulnerability priority Score) to help in prioritizing the
vulnerabilities.

o NIST best practices and approaches to handle healthcare
risks and vulnerabilities.

o Two scientifically validated self-assessment survey
instruments (questionnaires) for vulnerability manage-
ment and risk management that can be employed in
many Asian healthcare IT organizations as a quick
self-assessment tool is a unique contribution of this
research work.

« Five experts connected to the healthcare IT domain have
validated the face and content validity of the above
instruments.
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II. ASIAN HEALTHCARE INSTITUTIONS - HIGH IMPACT
CYBERATTACKS

Asia pacific healthcare cybersecurity market report has epit-
omized the impact of cyberattacks on the Asian health-
care industry [23]. As per this report, the intensification of
the attacks will spur the growth of the healthcare cyber-
security market in Asia. Weak cyber security infrastruc-
ture is one of the major contributors to data breaches in
healthcare systems in Asian countries. The Asian region has
just started implementing cybersecurity best practices in the
healthcare industry. Some of the focus areas are risk assess-
ment, awareness and training, and compliance related to
healthcare.

A. ASIA CYBERATTACK REPORTS - STATISTICS AND
ANALYSIS

Cybersecurity maturity in healthcare traditionally lags other
industries, despite increasing concerns around healthcare
cyberattacks and breaches [24]. The WannaCry attack in
2017 is a widely recognized example of the potential conse-
quences of cyberattacks on the healthcare sector. WannaCry
was a ransomware attack that affected over 100 coun-
tries [25], [19]. Table 1 lists the countrywide Healthcare
cyberattacks in recent years in Asia. Asia pacific data pro-
tection and cybersecurity regulation [26] discusses each
country’s several data protection laws. Digital Information
Security in Healthcare (DISHA) act [27] mainly focuses on
healthcare data security in India. The main reasons for the
healthcare breaches in Asian countries are lack of proper
anti-malware/anti-virus software, poor infrastructure, lack of
cybersecurity awareness among the healthcare systems staff,
and the absence of vulnerability and risk management pro-
cesses and practices [23].

Ill. ASIAN HEALTHCARE INSTITUTIONS - ELABORATION
OF FIVE TYPES OF CYBERATTACKS

Healthcare data may be corrupted, stolen, or modified by
intrusive cyber agents, causing disruption to the medical
treatment of patients and causing identity theft [33]. Even in
a cyber-mature country like the USA, several breaches had
occurred, including an employee responding to a phishing
email with login credentials [34], successful hacking efforts
by the Dark Overlord [35], and a multitude of various Wan-
naCry ransomware encryptions [36]. Three thousand seven
hundred five healthcare data breaches have been reported to
the HHS’ (Health and Human Service) Office for Civil Rights
in the USA between 2009 and 2020. COVID-19 pandemic
has only increased hackers’ activity trying to steal the data
related to the vaccine [37]. Asian healthcare organizations
are no less vulnerable to cyberattacks. This section elaborates
on the five major attacks in several healthcare systems in
Asia, as highlighted by the literature review in Section 2.
In addition, threat scenarios, associated vulnerabilities, pos-
sible mitigation techniques, and the ontology of vulnerability
management and its relevance are discussed.
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A. TROJAN ATTACK

Malware is malicious software installed on someone’s device
without their knowledge to gain personal information or
damage the device, usually for financial gain. Different
malware include viruses, spyware, ransomware, and Trojan
horses [38]. For example, Trickbot banking trojan is used as
a dropper to deploy Ryuk ransomware to cause ransomware
attacks in hospitals. There has been a 71% increase in ran-
somware attacks on the healthcare sector in the USA dur-
ing October 2020, and Ryuk ransomware was behind 75%
of these incidents. A Trojan attack recently hit the Alaska
Department of Health and Social Services, and two comput-
ers were found to have malicious software that masqueraded
as legitimate applications [39]. It is a possibility that the
Trojan horse had already created a backdoor through which
patients’ records were exposed. Trojans generally do not
attempt to inject themselves into other files or propagate
themselves [40].

Orangeworm is a cybercrime alliance that installs Tro-
jans [41]. Amongst Asia’s healthcare organizations, the most
significant number of Orangeworm victims are found in
India and Saudi Arabia, 7% each [42], [22] as stated in
Table 1. Orangeworm group infiltrates the victim’s net-
work in an attack instance and deploys a backdoor Trojan
called Kwampirs, giving the attackers remote access to the
compromised computer. When executed, Kwampirs decrypts
and extracts a copy of its primary payload. Before writing
the payload to disk, it inserts a randomly generated string
into the middle of the decrypted payload to evade hash-
based detections. Kwampirs also collects basic information
about the compromised computer, including basic network
adapter information, system version information, and lan-
guage settings. One of the largest communities of patients,
1.5 million members (including outpatients) of Singapore’s
well-known healthcare group (SingHealth) have had their
sensitive personal data compromised due to this malware.
The hackers accessed the exposed data by compromising a
single SingHealth workstation with malware and obtaining
privileged account credentials that helped access the entire
patient database [ 18].

B. PHISHING ATTACKS

Phishing is a type of social engineering attack often used to
steal user data, including login credentials and credit card
numbers. The recipient is tricked into clicking a malicious
link, which can lead to the installation of malware or
ransomware, leading to loss of sensitive information. [43]
observes that, in the context of phishing emails, employee
compliance intention and compliance behavior might not be
strongly linked, and hence, hospitals must remain vigilant
with vulnerabilities that cannot be easily managed. Anti-
phishing tools are generally deployed to prevent phishing
attacks [44]. Employees should be actively encouraged to
question the authenticity of any email that deviates from its
standard format. They should carefully consider the sender
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TABLE 1. Countrywide healthcare cyberattacks (2018-2020).

Country Cyber Cyber Attack Attack Attack S.o uree National Cyber
R o e Year Impact (academic and news Governance
/Region Attack Description Count reference) framework
Affected Category
Malware Data breach —
Credential Malware attack stealing 2018 [18] and
Compromise ; ;
Singapore | & credentials IF:CI:ISE Sof 1.5.M ) News: TechCrunch & gléliCERT and
Phishing - o ChannelNews  Asia
Malicious phishing 2020 [17]
URLs
Ransomware | Ransomware (due to lack [21] and
Hongkong of anti-virus and insecure | 2018 | Data loss 1 The Straits Times, | HKCERT
websites) Asia [28] Straits
Ransomware IT systems with
. Ransomware patient records [21] and .
Indonesia WanaCryptOr 2.0 2018 | - nd billing were ! Gov insider Asia [29] | Indonesia CERT
locked up
Asia APT XZ?: eieéell;z?gst Aall;;i 2019 Misconfigured 1 [30] and Asia pacific
pacific IT systems ZDNet [31] CERT
attack
. Trojan . . [22] and
Saud} Tropn ) k_wamplrs °%1 2018 | Device failure 1 Computer weekly | Saudi CERT
Arabia medical devices [32]
. Trojan 1. Da'[?. breach . 2019 | 68 lakh EHR [22] and Gulf news, DISHA & India
India 2. Trojan - kwampirs 2019 | impacted 2 Computer weekly CERT
[32]

and context and report the email to the organization’s security
team. All staff should be educated regarding the potential
dangers of malicious email attachments. Specifically, staff
should never ’verify’ any details from an email, click on
hyperlinks, or open attachments that may be malicious [45].

There were 9,430 cybercrime cases reported in 2019 in
Singapore alone, and the phishing attacks dominate the crit-
ical findings released from the Singapore Cyber Landscape
2019 report [35]. The healthcare sector has been the worst hit
in Singapore, with the number of phishing attacks multiplying
by almost 200 times from January to April 2020 [46] as
given in Table 1. According to the Australian Cyber Security
Center (ACSS), in 2020, cybercriminals compromised email
servers of health sector entities in Australia. This was done to
distribute COVID-19 related phishing emails to deploy mali-
cious software, including ransomware [47]. According to the
Symantec Internet Security Threat Report (ISTR) 2018 study,
Malaysia ranks third for phishing attacks in Asia.

C. RANSOMWARE

Ransomware is a unique subset of malware that limits or
blocks users’ access by locking the system and data unless
a ransom is paid [48]. Outdated operating system (OS) poses
severe threats to healthcare devices as new-found bugs are
not addressed in the older versions of the OS by the vendor.
Attackers could inject malicious code snippets or software
and exploit the existing OS bugs [49].
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WannaCry ransomware attacks are launched against
unpatched healthcare devices, where OS updates were not
applied on time. If medical equipment like X-ray machines
and anesthetic machines are running on an old and insecure
version of Operating systems (e.g., Windows Vista, Windows
XP, etc.), ransomware attacks are highly possible [17]. Such
unpatched Operating systems run unprotected, insecure, and
vulnerable applications with no firewall or protection against
malware. It is worth discussing a couple of vulnerabilities that
led to Wannacry attacks in this context. CVE-2017-0143 vul-
nerability allows remote attackers to execute arbitrary code
via crafted packets, “Windows SMB Remote Code Execution
Vulnerability.” WannaCry exploits CVE-2017-0144, a well-
known vulnerability in Microsoft Server Message Block 1.0
(SMBv1), to infect endpoints. The security flaw is exploited
using an exploit leaked by the Shadow Brokers group, the
“EternalBlue” exploit [50].

In May 2017, WannaCry hit hospitals in 150 countries,
including Japan, China, Indonesia, and Taiwan [21], as stated
in table 1. It brought some major hospitals briefly to a virtual
stop, with some turning away patients [17]. WannaCry/ Wan-
naCrypt/WanaCryptOr 2.0, or Wanna Decryptor hit nearly
all the computers in two hospitals in Jakarta, Indonesia, and
the IT systems with patient records and billing were locked
up [51]. According to Trend Micro, Malaysia ranked third for
ransomware attacks [52].

The deployment of any ransomware decryptor and anti-
threat toolkit helps to prevent this ransomware attack.
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TABLE 2. Asian healthcare organizations - vulnerability heat map.

ATTACK MEDITUM | HIGH | CRITICAL
Phishing 108 |12

Fansomware | 4 8

APT | 234

Trojan J 57

Alalware Bt b 1 70

The contribution of [53] is an automatic, intelligent, and
real-time system to detect, classify, and mitigate ransomware
in Integrated clinical environments (ICE). Recommenda-
tions [54] for the above-mentioned Wannacry vulnerability
CVE-2017-0143 are to a) apply appropriate patches pro-
vided by Microsoft to vulnerable systems immediately after
performing vulnerability scanning. b) disable versionl of
Server Message Block (SMBvl) on all systems and uti-
lize SMBv2 or SMBvV3 after appropriate testing. c) run
all software as a non-privileged user (one without admin-
istrative privileges) to diminish the effects of a successful
attack.

D. ADVANCED PERSISTENT THREAT (APT)

An advanced persistent threat (APT) attack is a high-scale
attack deployed over a longer duration. It is a selective attack
that obtains unauthorized access to information and com-
munication systems to exfiltrate confidential data [30]. The
objective of an APT attack is to steal data and sabotage
organizational infrastructures or surveillance systems for a
long time. The eight-stage process of an APT attack [55]
are: (i) Initial Recon, (ii) Initial Compromise, (iii) Establish
Foothold, (iv) Escalate Privileges, (v) Internal Recon, (vi)
Move Laterally, (vii) Maintain Presence, and (viii) Complete
Mission.

The geopolitical landscape and the Covid-19 pandemic
were exploited by advanced persistent threat (APT) groups
to advance their motives in Southeast Asia in 2020 [56].
In August 2019, an Indian healthcare website was attacked
by a Chinese APT group (APT22), and 68 lakh records
were stolen [32] as stated in table 1. APT22 has a nexus to
China and has been operational since early 2014, carrying
out intrusions and attack activity against public and private
sector entities [57]. The pie chart in Figure 1 shows that the
APT critical vulnerabilities have the most significant share of
the pie, indicating that mitigation of APT vulnerabilities is a
very high priority for the Asian healthcare sector. [58] aims
to facilitate the detection and analysis of Advanced Persistent
Threats (APTs) and anomalous activities on healthcare orga-
nizations and expand the sector awareness on cyber threats
and risks.
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Cyberattacks in Asian healthcare organizations -
Distribution of critical vulnerabilities across attacks

.
Phishing
RansomWare
APT
H Trojan
Malware
93]

FIGURE 1. Pie chart for critical vulnerabilities for the five types of
cyberattacks (taken from “Critical” column from the heatmap shown in
Table-2).

E. MALWARE - CREDENTIAL COMPROMISE

Malware (Malicious Software) is a common form of cyberat-
tack which executes unauthorized actions on the victim’s sys-
tem. This includes spyware, ransomware, trojan etc. A classic
example of a typical malware attack (credential compromise)
is briefed in this section. Credential compromise is the first
step during any major cyber-attack. [59] discusses the leaked
100 email accounts via paste sites, underground forums,
and virtual machines infected with malware. [60] presents
the study of how miscreants obtain stolen credentials and
bypass risk-based authentication schemes to hijack a vic-
tim’s account. In 2018, 1.5 million members of Singapore’s
largest healthcare group have had their personal data compro-
mised [17]. The hackers have accessed the sensitive data by
compromising a single SingHealth workstation with malware
and were then able to obtain privileged account credentials
with which they accessed the patient database.

IV. ONTOLOGY FOR VULNERABILITY MANAGEMENT
AND ITS RELEVANCE

An anatomy of any cyber-attack will always point to three
components; vulnerability, threat and the exploit. Of the three
components involved in the attack, vulnerability plays a key
role either in facilitating or blocking an attack depending
on whether the vulnerability was successfully exploited or
not. It is important to understand the ontological aspects of
vulnerability before scrutinizing the vulnerabilities that are
connected with the cyber-attacks explained above.

A. ONTOLOGY FOR VULNERABILITY MANAGEMENT

Ontology is knowledge represented in a formal and struc-
tured form. [61] introduced the concept of ontology for
vulnerability management (OVM) in their acclaimed work.
The standardized language and vocabulary connected with
vulnerability management are well integrated in the defini-
tion of OVM. For example, Common vulnerability enumer-
ator (CVE) invented by researchers at MITRE are part of
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OVM design. OVM supports researchers who attempt to ana-
lyze and recommend innovative solutions to vulnerabilities.
Ontology for Vulnerability Management (OVM) helps to cap-
ture the relationships between IT products, vulnerabilities,
attackers, security metrics, and countermeasures. This system
introduces the design and reasoning within the ontology with
examples in vulnerability analysis and assessment. OVM
integrates common standards such as CVE (Common Vul-
nerabilities and Exposures), Common Vulnerability Scoring
System (CVSS), CWE (Common Weakness Enumeration),
CPE (Common Platform Enumeration), and CAPEC (Com-
mon Attack Pattern Enumeration and Classification) into its
model.

B. RELEVANCE OF oVvm

OVM lays a solid foundation for this research to further
the cause of vulnerability management. OVM defines the
key concepts in vulnerability management and captures their
inherent nature and relationship with each other. CVSS and
its relevance are mentioned in OVM for Information Security
Automation Program (ISAP). This research has used many
foundational aspects of OVM, the most important being the
National vulnerability database (NVD). CVSS scores and
NVD are extensively used in this research, both for analy-
sis and recommendations. Failure Mode and Effect Analy-
sis (FMEA) is another theoretical construct applicable for
the vulnerability management. Healthcare FMEA includes
testing to ensure that the system functions effectively and
new vulnerabilities have not been introduced in any aspect of
the healthcare information systems [62]. Crown jewel analy-
sis (CJA) refers to identifying those cyber assets that are most
critical to an organization’s business goals [63], which helps
healthcare organizations prioritize cyber assets and apply lim-
ited resources effectively for cyber resiliency. OVM, FEMA,
and CJA form a solid ontological and theoretical research
foundation for vulnerability analysis and research.

V. ASIAN HEALTHCARE SYSTEMS - MAIN
VULNERABILITIES

This section describes the different types of vulnerabilities
that lead to cyberattacks on the Asian healthcare systems,
identified in the earlier sections. In addition, a minor anal-
ysis of the cloud-related healthcare vulnerabilities is also
included.

A. VULNERABILITIES CAUSING FIVE TYPES OF
CYBERATTACKS

A vulnerability that has the potential to be exploited by
a threat triggers a risk. Measurement of organizations’
preparedness to deal with vulnerabilities depends on the
strength of its security program and the policies that gov-
ern vulnerability management [64]. National Vulnerability
Database (NVD) data enables automation of vulnerability
management, security measurement, and compliance [65].
Each vulnerability is categorized into the following types:
critical, high, medium, and low. Common Vulnerabilities
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and Exposures (CVE) is a list of publicly disclosed com-
puter security flaws. Some critical vulnerabilities that were
exploited in the cyberattacks in the Asian healthcare systems
were extracted from the NVD database. The Common Vul-
nerability Scoring System (CVSS) is a free and open industry
standard for assessing the severity of computer system secu-
rity vulnerabilities. CVSS attempts to assign severity scores
to vulnerabilities, allowing responders to prioritize responses
and resources according to the threat. In addition, scores are
calculated based on the ease of the exploit and the impact of
the exploit.

Vulnerability management is the process of identifying,
evaluating, treating, and reporting on security vulnerabilities
in systems and the software that runs on them. A vulnerability
scanner enables organizations to monitor their networks, sys-
tems, and applications for security vulnerabilities [66]. Most
security teams utilize vulnerability scanners to bring to light
security vulnerabilities in their computer systems, networks,
applications, and procedures. There are cloud-based, host-
based, network-based, and database-based vulnerability scan-
ners. Web Application Attack Audit Framework (W3AF),
Open Security Content Automation Protocol (OpenSCAP),
Open Vulnerability Assessment Scanner (OpenVAS), and
Network mapper (Nmap) are some of the open-source vul-
nerability scanners.

It is essential to understand the vulnerabilities and severity
for each of the five attacks discussed in Sections 1 and 2.
A vulnerability heat map is included in Table 2 to summarize
the distribution of vulnerability counts across severities and
pertains to three years (Jan’2018 — Jan’ 2021). These vulner-
ability counts were extracted from the National vulnerability
database (NVD) [65] and are presented here to underscore the
importance of mitigating these vulnerabilities by the Asian
healthcare organizations.

As mentioned earlier, Table 2 lists some of the vulnerabil-
ities with critical and high severity for the cyber-attacks in
Asian healthcare systems. CVSS Scores range from 0 to 10,
with ten being the most severe. Some of the high and critical
vulnerabilities that have the potential to trigger one of the
five attacks, along with their CVE scores, are included in
Table 2. These vulnerabilities are extracted from the National
vulnerability database (NVD) database. Table 2 is intended
for all cybersecurity practitioners and researchers connected
to Asian healthcare IT systems.

The Pie chart in Figure 1 is a drill-down of the vulnerability
counts from the heat map (Table 2) extracted from NVD as
mentioned earlier. It depicts only the Critical vulnerabilities
across all five types of cyberattacks. The APT attack has the
maximum number of critical vulnerabilities, thereby accentu-
ating the need to prioritize its mitigation. Pie chart is chosen
because of the need to underscore the proportion of these
attacks in terms of critical vulnerabilities in Asian healthcare
systems.

With the above discussion on vulnerabilities, it is amply
clear that there is a need for an immediate focus on the vul-
nerability and risk management practice in Asian healthcare
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systems to detect, prioritize, and mitigate the risks created by
the vulnerabilities across the five categories of attacks.

B. HEALTHCARE CLOUD-RELATED ATTACKS AND
VULNERABILITIES

Advanced Asian countries such as Japan, South Korea,
and Singapore provide successful examples of how cloud
computing can be used to develop a) nationwide databases
of electronic health records, b) real-time health monitoring
for the elderly population, c) genetic databases to support
advanced research, cancer treatment, and telemedicine [18].
However, despite cloud adoption, almost 39% of healthcare
organizations suffered from ransomware attacks in the cloud
in 2020 [67]. The other dominant types of security inci-
dents are phishing attacks and data breaches [68]. In general,
there are many security risks associated with employing the
cloud in healthcare, including failure to separate virtual users,
identity theft, privilege abuse, and poor encryption [69].
Cloud-based E-health security and privacy issues and their
possible solutions are elaborated in [70]. Among the different
Cyber Security Risk Frameworks (CSRF), including NIST,
OCTAVE, TARA, and ISO, healthcare industries widely use
NIST [71]. NIST also covers the CIA triad (Confidentiality,
Integrity, and Availability) and IoT standards. The follow-
ing section introduces the NIST risk management frame-
work, its suitability, and applicability to Asian healthcare
systems.

VI. NIST AND RISK MANAGEMENT FOR ASIAN
HEALTHCARE SYSTEMS

This section introduces NIST cyber security framework and
analyses its suitability to Asian healthcare systems. NIST’s
vulnerability management, risk management, and security
controls are also analyzed, keeping in view the Asian cyber-
attacks. This analysis helps to understand the suitability of
NIST in Asian healthcare systems.

A. NIST - AN INTRODUCTION

The NIST-CSF (National Institute of Standards and Tech-
nology - Cyber Security Framework) is organized into five
core functions: identity, protect, detect, respond, and recover
to address risk management decisions, threats, and vulner-
abilities. The NIST CSF provides a standard structure that
is flexible and adaptable for managing cybersecurity risk.
NIST risk management framework is currently adopted by
many healthcare organizations worldwide as a baseline [72].
Gaps between NIST CSF and other risk frameworks are
analyzed. An Information Security Maturity Model (ISMM)
is proposed to fill in the gaps and measure NIST CSF imple-
mentation progress [73].

Based on the five main functions of NIST, healthcare
organizations typically identify physical and software assets,
their interconnections, and defined roles and responsibilities
along with the identification of current risks and exposure.
NIST framework aids in controlling access to digital and
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physical assets, provides awareness and training to personnel,
and includes a recovery plan. NIST Framework can shift the
cybersecurity landscape internationally, especially in places
that largely favor a voluntary approach to enhancing cyberse-
curity, including the United Kingdom, Asian countries, and
the European Union [74].

B. SUITABILITY OF NIST TO ASIAN HEALTHCARE
INSTITUTIONS

NIST framework ensures effective information security risk
management using its core elements, implementation tiers,
and a profile that aligns with business requirements, financial
capabilities, and risk tolerance. The flexibility and adaptabil-
ity of the NIST Framework [15] allow healthcare organiza-
tions to choose NIST for regulation and compliance require-
ments. NIST Framework is outcome-driven and does not
mandate how an organization must achieve those outcomes,
and it enables scalability.

NIST SP 800-66R1 explains the information security
terms used in the HIPAA Security Rule and the techniques
to improve the security standards set out in the Security
Rule [75]. NIST is actively developing medical device com-
munication test methodologies and tools to enable consis-
tent and correct communication between medical devices
and device gateways across healthcare enterprises [76]. The
Information Technology Laboratory of NIST is involved in
several healthcare automation activities focused on develop-
ing associated test methods, protocols, and specifications for
Interoperability. Many stakeholders in critical infrastructure
sectors, including the healthcare and public health (HPH) sec-
tor, have adopted the NIST Cybersecurity Framework [77].
NISTIR 7804 deals with the technical evaluation, testing,
and validation of the usability of Electronic Health Records
and helps to ensure that the application user interface is
free from critical usability issues and supports error-free user
interaction with EHR [78]. It is pertinent to explore NIST’s
vulnerability principles in the light of the five cyberattacks
that form the core part of this research for Asian healthcare
organizations.

C. VULNERABILITY MANAGEMENT IN NIST

Vulnerability management is a process of identifying vulner-
abilities and mitigating them. The vulnerability scanning pro-
cess, which is the first step, includes detecting and classifying
system weaknesses in networks, communications equipment,
and computers [79]. In addition to identifying security holes,
the vulnerability scans also provide countermeasures for any
threat or attack [80]. Penetration testing (Pentest) is a key part
of the vulnerability assessment process used to assess an IT
system’s ability to withstand intentional attempts to circum-
vent system security. It is an authorized simulated cyberattack
on a computer system performed to evaluate the security of
the system [81]. Its objective is to test the IT system from a
threat-source viewpoint and identify potential failures in the
IT system protection schemes. IT system component areas
can include applications, ports, websites, services, networks,
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and systems external customers or users access. [82] elabo-
rates the testing and assessment of healthcare data security
using the Nmap (Network mapper) tool in Asian hospitals.
NIST framework categorizes vulnerabilities using a tier-
based approach. The organization level (tier 1), business
process level (tier 2), and information system level (tier 3)
are the three tiers. Vulnerabilities related to organizational
governance and external dependencies like electrical power,
supply chain, and telecommunications are identified at Tier 1.
However, most vulnerability identification occurs at Tiers 2
and 3. At Tier 2, process and architecture-related vulner-
abilities, including Malware and APTs, are more likely to
be identified. At Tier 3, information system vulnerabilities
are the primary focus. These vulnerabilities are commonly
found in the hardware, software, and firmware components
of information systems or in the environments in which
the systems operate as per NIST SP800-39 [83]. Phish-
ing, Ransomware, APT, Trojans, and Malware — Credential-
Compromise attacks dealt with within this research work will
fall under tiers 2 and 3. NVD provides vulnerability scores
based on CVSS; this score gives only the severity of the
vulnerabilities. Severity describes the impact of the vulner-
ability but does not directly help in prioritizing it. Given
the lesser maturity of the cybersecurity domain in Asian
healthcare organizations, a faster and innovative approach to
prioritize vulnerabilities will be a welcome approach. This
unique proposed approach is described in the next section.

D. ENRICHED VULNERABILITY PRIORITY SCORE (EVPS)
A vulnerability priority score is commonly a rolled-up rep-
resentation of the priority of a vulnerability. This score helps
the cybersecurity team to prioritize the fix for a vulnerabil-
ity. To prioritize vulnerabilities, one would consider a few
more not so common aspects related to the vulnerabilities
as follows: (i) if a vulnerability has caused any suspicious
security event earlier within the organization, (ii) if the hos-
pital or healthcare system has already encountered the same
vulnerability, (iii) if any healthcare system in the country has
encountered this vulnerability. The popular CVSS scores are
enriched based on the answers (weightage) to questions Q1
through Q5, leading to Enriched Vulnerability priority Score
(EVPS). Some vulnerability examples connected to the Asian
healthcare cyberattack types discussed earlier in this paper
are provided in Table 3. The questions given below help the
cybersecurity technical staff to understand these features and
build a near-accurate score.

« Q1: Has there been a suspicious security event to exploit
this vulnerability at your hospital or healthcare organi-
zation?

o Q2: Has this vulnerability been exploited already in your
country, in the healthcare domain?

e Q3: Do you have enough technology and resources to
implement a solution to this vulnerability?

o Q4: Is there any end-of-life entity (example: operating
system) that has gone past the end of life in your orga-
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nization for this vulnerability? (example: Windows OS
expiry)

o Q5: What is the age of this vulnerability in this hospital
or healthcare organization? (score would be 0.25 if this
vulnerability exists for less than a year, and 0.5 if this
vulnerability exists for more than a year)

For questions Q1-Q4, the score is 0.25 if the response is yes
and O if the response is no. For example, For the vulnera-
bility Windows SMB remote code execution”, Q1 and Q4
answers are no, and hence they both get a score of 0. For
questions Q2 and Q3, the score is 0.25 each since the response
is yes for both. Since the age of the vulnerability is more than
a year, Q5 gets a score of 0.5. Hence the total score = Base
score of 8.1+ 1.0 =9.1.

Given the depiction of the cyberattack situation in Asian
healthcare organizations in the earlier sections, every orga-
nization must have a quick self-assessment process to
understand its vulnerabilities. Therefore, the authors have
developed a scientifically validated self-assessment question-
naire (SAQ) that vulnerability management practitioners can
employ towards this goal.

E. ASIAN HEALTHCARE CYBERATTACKS - VULNERABILITY
AND THREAT PAIR

The threats to an IT system must be analyzed in conjunction
with the potential vulnerabilities and the current controls
to determine the likelihood of a future adverse event. The
vulnerability and threat pair concept is introduced in the vul-
nerability identification section of NIST SP800-30 [84]. Vul-
nerability identification is the first step from the vulnerability
sources. Open Web Application Security Project (OWASP)
lists the top ten vulnerabilities from an application perspec-
tive [85]. Components, such as libraries, frameworks, and
other software modules, run with the same privileges as the
application. If a vulnerability is exploited, such an attack
can facilitate severe data loss or server takeover. Applica-
tions and APIs using components with known vulnerabil-
ities may undermine application defenses and enable vari-
ous attacks and impacts. OWASP’s secure medical device
deployment standard serves as a comprehensive guide to the
secure deployment of medical devices within a healthcare
facility [86]. NIST refers to the NVD database [65] to list
the possible vulnerabilities along with their severities. The
next section provides the classification of the top five Asian
healthcare cyberattacks into NIST tiers, as per the NIST
framework.

Table-4 gives the vulnerability/threat action relationship
for the top five Asian healthcare cyberattacks, as defined by
the NIST tiers. This table is presented to help the reader
understand the importance of applying NIST vulnerability
management principles in the Asian healthcare IT industry.
Bowtie analysis is a very prominent method to identify and
analyze the likelihood of Risk [87]. It presents a combination
between Fault Tree Analysis (FTA) and Event Tree Analysis
(ETA). FTA explores the causes of system-level failures. ETA
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TABLE 3. Enriched vulnerability priority scoring (EVPS).

Vulnerability Base Q1 Q2 Q3 Q4 Qs Total
Score

Windows SMB remote code 8.1 0 0.25 0.25 0 0.5 9.1
execution
Anti-Ransomware Tool was 7.2 0 0.25 0.25 0 0.5 8.2
vulnerable to a DLL hijacking
Buffer overflow in PTP (Picture 8.8 0.25 0.25 0.25 0 0.25 9.8
Transfer Protocol) of EOS series
digital cameras
Browser Proxy allows you to 10 0 0.25 0.25 0 0 10+
manipulate HTTP requests and

responses, capture HTTP content

TABLE 4. Vulnerability/threat pair for the asian healthcare.

Top Five Vulnerability Threat action NIST tier impacted
Cyberattacks in Asia by the vulnerability
Phishing Email/URL scanner is not Sends phishing URL via email Tier-3
employed (software)
Ransomware Unencrypted data Encrypts data and demands Tier-2
payment (Architecture)
APT Spear-Phishing Exfiltration of data Tier-3
Ransomware possibilities Data gets encrypted (software)
Trojan Unscanned email attachments  Installs backdoor and accesses Tier-3
the system (software)
Malware System and/or email server is Spying system or data access Tier-3
not protected (software/Firmware)

is an inductive failure analysis performed to determine the
consequences of a single failure for the overall system risk or
reliability. ETA and FTA describe the relationships between
the undesirable event, its causes, and implications for a sys-
tematic hazard representation. A threat-vulnerability pair is a
matrix that matches all the threats in a threat listing with the
current or hypothetical vulnerabilities that could be exploited
by the threats [88]. Figure 2 provides the Bowtie diagram for
the threat-vulnerability pair for the five types of cyberattacks
experienced by the Asian IT healthcare organizations.

F. NIST ORIENTATION - SECURITY CONTROLS AND RISK
MANAGEMENT

In an information security scenario, a risk may be defined
as the potential for loss or damage when a threat exploits a
vulnerability. From a quantitative perspective, the likelihood
and impact are the main components of a risk equation [83].
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Risk mitigation in healthcare systems involves prioritizing,
evaluating, and implementing the appropriate risk-reducing
controls recommended by the cybersecurity risk manage-
ment journal [8§9]. Different risk mitigation options are risk
acceptance, risk avoidance, risk reduction, and risk trans-
ference. Risk mitigation strategy [84] helps organizations
choose appropriate mitigation options and implement the
proper security controls to mitigate the risks. Healthcare data,
considered valuable in the Hacker’s market, will attract seri-
ous violations leading to security incidents, including data
breaches. Therefore, it is worth assessing the security risks
associated with the five cyberattacks for Asian healthcare
organizations.

NISTIR-8228, which provides considerations for manag-
ing IoT cybersecurity and privacy risks, also helps assess
the cyber risks of medical devices connected to the internet,
i.e., the internet of medical things (IoMT) for healthcare
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systems [90]. NIST has technical, management, and oper-
ations security controls [84] to avoid, detect, counteract,
or minimize security risks. Security countermeasures are spe-
cific controls that protect the healthcare business from attacks
and are very suitable to the research subject area of this paper.
NIST [84], [91] and ISO [92] generally define risk assess-
ment as a holistic process of identifying risks, analyzing
and evaluating them through a combination of various inputs
from different security assessment sub-processes, such as
threat, vulnerability, and impact assessment. [71] explains the
holistic analysis of cyber-Risk and its risk vector calculations
for IoT devices and then maps the risk vector calculations
for Internet of Medical Things (IoMT) devices. Risk manage-
ment is the process of identifying Risk, assessing Risk, and
taking steps on risk mitigation [93]. For the different types of
the Asian healthcare cyber-attacks discussed in Section 1, the
following subsection investigates the corresponding risk miti-
gation techniques from the NIST risk management advisories
provided in SP800-30 [84] and SP800-39 [83].

G. ASIAN HEALTHCARE CYBERATTACKS - ANALYSIS
THROUGH THE NIST LENS

The Asian cyberattacks mentioned earlier are analyzed
through the vulnerability and risk management sections of
NIST SP800-30 [84] and NIST SP800-39 [83]. For each
cyberattack, the recommendations from NIST have been
briefly explored and presented here to the research commu-
nity and the practitioners.
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1) PHISHING ATTACK

In general, awareness training given to the IT staff and
employees on Phishing attacks orients them on the possibili-
ties of phishing attacks through social media. [94] describes
the effect of a mandatory training program for employees that
repeatedly clicked on simulated phishing emails. Preventive
management security control of NIST SP800-30 explains the
importance of conducting security awareness and technical
training to ensure that the end-users know their responsibil-
ities in protecting the information systems [84]. Given the
Phishing attack data on Asian healthcare institutions pro-
vided in Section 3.2, it is of paramount importance that the
impacted healthcare IT systems in Asian countries plan on
implementing Phishing awareness training with the help of
many modern training platforms.

2) RANSOMWARE

As per the HIMSS Healthcare survey conducted in 2018,
ransomware contributed 11% of the total healthcare cyber-
attacks [14]. As discussed in the earlier section, ransomware
attacks cause the data to be encrypted by the attackers leading
to high ransom demands. Table 1 provides the details on two
instances of a Ransomware attack in Asia. Cryptographic
keys must be securely managed, and the data needs to be pro-
tected using encryption to prevent this attack. Cryptographic
key management includes key generation, distribution, stor-
age, and maintenance. Hence, the Cryptographic Key Man-
agement concepts from the supporting technical control of
NIST risk mitigation [84] are very relevant and applicable to
the Asian healthcare IT organizations.

3) MALWARE — CREDENTIAL COMPROMISE

SingHealth attack described in the earlier section was a
malware-driven attack [17], [18]. NIST special publication
SP800-39 [83] gives the evaluation procedures for respond-
ing to such an attack. It also provides details about detect-
ing such an attack and protecting the data. For example,
to detect a potential insertion of malware into the hardware,
firmware, or software, the following three methods are sug-
gested. (i) providing users with clean laptops; (ii) removing
hard drives from laptops and letting them operate from CDs
or DVDs; or (iii) having laptops or endpoints go through
a detailed assessment before being allowed to connect to
organizational networks. A combination of detecting and
protective measures can be selected based on the budgetary
constraints, consistency with investment management strate-
gies, and privacy protection.

4) ADVANCED PERSISTENT THREAT (APT)

The APT attack is found to have the maximum number of crit-
ical vulnerabilities, as explained in the Vulnerability heat map
for Asian healthcare organizations (Table 2). The web deface-
ment attack described in Table 1 was a well-orchestrated
APT attack. Implementing NIST controls assumes a lot of
significance in the context of the Asia cyberattack scenario.
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Preventive technical control of NIST SP800-39 [83] methods,
including authentication, authorization, access control mech-
anism, protected communication using encrypted methods,
helps to prevent APT attacks. [95] describes a study on cyber
threat prediction based on intrusion detection events for APT
attack detection. NIST SP 800-66R 1 explains the information
security terms used in the HIPAA Security Rule [75], which
are quite helpful to understand attacks like APT. As a part
of risk response to APT attacks, organizational information
systems provide a failover mode that helps to ensure that
failed components trigger appropriate backup components
with similar capability.

5) TROJANS

NIST Computer Security incident handling guide SP800-
61R2 gives details on the ports to be checked for trojan
horse [96]. It also includes trojan analysis, evidence gathering
procedures, and mitigation techniques. The incident response
life cycle with four steps: preparation, detection & analysis,
Containment eradication & recovery, and the post-incident
recovery procedures are elucidated in detail to handle the
trojan and similar malware attacks. The preparation step pro-
vides introductory advice on preparing to manage incidents
and on preventing incidents. The detection and analysis step
details the trojan detection mechanisms and incident prioriti-
zation. Containment provides time for developing a tailored
remediation strategy. Eradication and recovery step is neces-
sary to eliminate components of the incident, such as deleting
trojan and disabling breached user accounts, and identifying
and mitigating all vulnerabilities that were exploited. Finally,
the post-incident activity includes learning and improving
that evolves to reflect new threats, improved technology, and
lessons learned.

Vil. RECOMMENDATIONS FOR HEALTHCARE
INFORMATION SECURITY PRACTICE

A good amount of analysis was presented in Sections 3 and
4 on the vulnerabilities and risks associated with Asia’s five
types of healthcare cyberattacks introduced in Section 2. The
analysis was done to bring more awareness and cybersecurity
discipline to the cybersecurity practitioners and researchers
in the Asian healthcare IT domain. However, it will be a
tough climb for organizations to go through the cybersecurity
maturity ladder. One of the most daunting challenges will be
in procuring the budget that drives all the needed changes that
bring up maturity. In 2021, 59% of businesses state that their
cybersecurity budget is below its needs [3], [17]. A useful
set of self-assessment questionnaires (SAQ), both from a
vulnerability and risk management perspective, gleaned from
the principles discussed in earlier sections is presented here.
These questionnaires can be employed in many of the Asian
healthcare IT organizations as a quick self-assessment tool to
understand cybersecurity maturity from a vulnerability and
risk perspective. This section introduces two self-assessment
questionnaires that were field-tested with five experts in the
Healthcare IT domain.: the vulnerability Self-Assessment
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Questionnaire (VSAQ) and the risk Self-Assessment Ques-
tionnaire (RSAQ).

A. FIELD TESTING OF QUESTIONNAIRES — CONTENT AND
FACE VALIDITY

Field testing involves administering an early version of a
survey to a sample of the target audience. A field test typically
consists of two components: face validity and content valid-
ity [97]. Face validity refers to researchers’ subjective assess-
ments of the presentation and relevance of the measuring
instrument as to whether the items in the instrument (ques-
tionnaire) appear to be relevant, reasonable, unambiguous.
The face validity for these two questionnaires was established
by validating for comprehensiveness and completeness of
the content. All the five field test participants also ensured
that the questionnaires (instrument) can be easily filled by
them [98]. Content validity is defined as “‘the degree to which
items in an instrument reflect the content universe to which
the instrument will be generalized” [99]. The CVR (content
validity ratio) is a linear transformation of a proportional
level of agreement on how many “experts” within a panel
rate an item (question) “essential’’. The following steps were
followed to establish content validity.

1. An exhaustive literature review was done to extract the
questions for VSAQ and RSAQ questionnaires.

2. Five experts from the IT healthcare domain assessed
each question using a three-point scale with three options;
not necessary, useful but not essential, and essential [100].

3. The roles of the five expert members are Hospital
Information System Architect, Hospital Information Sys-
tem Manager, Research Professor in Healthcare Information
Technology, Healthcare Database Architect, and Information
Technology Executive in Healthcare systems.

4. The content validity ratio (CVR) was then calculated
for each item by employing Lawshe (1975) ’s method [100],
as given below.

CVR = [ne — (N/2)]/(N/2) ey

“ne” is the total number of panel members who voted “‘essen-
tial”” for any given question in the questionnaire, and N is the
total number of panel members. The final evaluation to retain
the question based on the CVR depends on the number of
panel members.

5. Items that are not significant at the critical level were
eliminated i.e., even if one member of a panel has voted a
question as ’not essential’, the question is eliminated based
on the CVR calculations.

The CVR ratio for each item (question) has been cal-
culated and approved only when CVR = 1 (i.e., when
all panel members indicate the item as “essential”) and
rejected the item when the CVR < 1. Few questions
were considered as ’not essential’ at least by one of the
panel members. CVR value for such questions was com-
puted as 0.6, and hence these questions were removed from
the group.
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TABLE 5. Vulnerability self-assessment questionnaire (VSAQ).

Type Questions Asia attack- | Base score (B) Total Score
based (Yes=10, (W*B)
weightage No=0)
W)
Q1: Does the information security 15 0 0

team proactively identify medical
devices related vulnerabilities based
on a pre-scheduled vulnerability
scanning routine?

Q2: Is there an established process to 10 10 100
review the vulnerabilities from past
security incidents for the medical
devices and infrastructure
components that store patient-
sensitive data?

Q3: Is there a process to receive 20 10 200
newly published vulnerabilities for all
the IoMT devices and IT systems in
your hospital?

Vulnerability Q4: Does the hospital register risks 10 0 0
Management based on high and critical
Culture vulnerabilities that are detected?

Q5: Is there a process to prioritize 20 10 200

vulnerabilities based on  your
hospital's unique IT landscape?

Q6: Do past security incidents 10 10 100
include incidents outside the
organization as well or just within the

organization?

Q7: Does the hospital have a process 20 10 200
to address the risks registered and

detected?

Q8: Are the patient data and 20 10 200

physician's desktops/laptops
frequently scanned for known
vulnerabilities?

Q9: Are all the infrastructure 15 0 0
components  supporting  critical
patient care systems kept up to date in
terms of systems and OS patches?

Q10: Is there a network vulnerability 10 0 0
scanning tool implemented to scan IT

Vulnerability systems in your hospital?

Process and

Technology Q11: Are the vendor-specific security 10 10 100

updates checked and installed for the
medical devices at the right time to
avoid exploitation of vulnerabilities?

Q12: Is vulnerability scanning done 20 10 200
on clinical information systems that
contain patient care data and clinical
data?
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TABLE 5. (Continued.) Vulnerability self-assessment questionnaire (VSAQ).

(labs, pharmacy, blood

CVE database?

Q13: Is the clinical support system 15 10
bank,
Operation theatres) often monitored
for any known vulnerabilities in the

150

any security vulnerabilities
patching)?

Q14: Is the patient monitoring system 15 0 0
(registration, appointments, charging,
and billing) kept up to date without
(by

associated with medical imaging
identified and addressed?

Q15: Are the common vulnerabilities 10 0 0

Ql6: Is there
application
scanning

tool (example:

your organization?

any open-source 15 0 0
security  vulnerability
SAST)
implemented to identify healthcare-
related application vulnerabilities in

Q17: Is there a particular focus on

(APT, Malware, Ransomware)
commonly exploited in healthcare
organizations?

remediation of critical vulnerabilities

20 10 100

Q18: Was there any successful

vulnerability exploit within the
IT/medical device/telemedicine
domain?

15 0 0

and Documentation) within the
organization that helps in dealing
with security incidents?

Q19: Is there a well-defined process
(Vulnerability Management Process

15 10 150

B. VULNERABILITY SELF-ASSESSMENT QUESTIONNAIRE
(VSAQ)

While many reputed organizations can help assess the cyber-
security maturity of Asian healthcare IT organizations, orga-
nizational and budgetary constraints will slow down and
delay assessments. Ideally, researchers in the cybersecu-
rity domain must collaborate with healthcare IT organiza-
tions to improve maturity. Table 5 depicts the vulnerability
self-assessment questionnaire that may be utilized by any
Asian healthcare IT organization for the purpose of self-
assessing their vulnerability management practice. The
columns in this table are explained here; “Type” can be
one of the two values, vulnerability culture or vulnerabil-
ity process, and technology. Culture refers to the level of
awareness about vulnerability management and its practices.
Process and technology refer to the maturity of operations and
technology in the vulnerability space within the organization.
A value of 0 or 10 is given based to ““Base Score’” depending
on whether the answer to the question is a No or a Yes
respectively. “Asia attack-based weightage™ is defined based
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on the relevance of the question to one of the five types of
cyberattacks that are at the core of this research study. The
weights given to the questions belong to three categories:
Medium (10), High (15), Critical (20). The base score column
in the above table has assumed a Yes or a No, for all the
questions. For example, the answer is assumed to be a “No”
for Q1 and Q4 under vulnerability management culture, and
hence get the value of O for the base-score (B). The questions
are closed-ended questions with a Boolean approach (yes
or no answers). This is a quantitative approach to building
questionnaires [101].

1) MATURITY SCORE COMPUTATION FOR VULNERABILITY
MANAGEMENT CULTURE (VMC)
Based on the weightage and base scores, the Vulnerabil-
ity management Culture (VMC) total score is calculated.
An example is provided below.

Vulnerability management Culture (VMC) Total score =
Sum of (Asian attack-based weightage (W) * Base-score (B)).
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TABLE 6. Risk self-assessment questionnaire (RSAQ).

Type

Questions

Likelihood Weightage
based on attack
information and

vulnerability analysis

(W)

Base
Impact
score (B)
(Yes=10,
No=0)

Risk score
=W*B

Risk

Management
Culture

Ql: Is the information security
program in the hospital closely tied
with the IT and business risk
management programs?

10

0

Q2: Is the Risk assessed quarterly
for all the medical business
systems and processes? (example:
Payment card industry-PCI risk)

10

10

100

Q3: Is the risk assessment
performed whenever a new
medical device technology is
introduced to cover the expanded
attack surface?

10

10

100

Q4: Is there an internal or external
risk audit done annually?

10

Q5: Is there a policy to detect,
prevent and mitigate financial and
medical identity theft (Preventative
Control)?

15

Q6: Is the information security
program in the hospital closely tied
with the corporate risk
management programs?

10

Q7: Are there regular security
awareness campaigns conducted to
reduce the cybersecurity risks in
your organization?

20

10

200

Q8: Does your organization
allocate a budget for cyber risk-
related policies and activities?

20

100

Risk Process and

QO: Is the Risk assessed quarterly
for all the medical business
systems and processes? E.g.,
Payment card industry-PCI Risk

10

10

100

Q10: Is HIPAA or HITRUST
framework or their equivalent used
in the cyber risk management
process in your hospital?

20

10

200

Q11: Is there an established
encryption standard followed in
your hospital to encrypt sensitive
personal data of patients?

15

10

150

QI12: Is there a continuous risk
assessment performed in your
hospital to address risks arising
from the new medical devices and
technologies?

15
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TABLE 6. (Continued.) Risk self-assessment questionnaire (RSAQ).

Technology

QI13: Is privacy assessment
performed for patient information
systems that store and manipulate
patient data?

15

10

150

Q14: Are the anti-malware and
intrusion prevention tools upgraded
regularly (to include the recent
healthcare attack signatures) to
address malware-related risks?

20

10

200

QI15: Is aregular crown jewel
analysis (CJA) performed on
patient data in your hospital to
address healthcare data risks?

20

10

200

Q16: Is there regular security
auditing performed to determine
the effectiveness of security
controls in protecting the medical
records (EHR) in your hospital?

15

Q17: Does the hospital use the
Secured Socket layer (SSL)
technology to avoid the Risk of
integrity and authenticity to patient
data?

15

10

150

Q18: Do the medical devices in
your hospital use DoS blockers to
ensure a DoS attack-free
environment?

15

Q19: Is there a risk registry tool
(where risk score, impact, and risk-
likelihood are stored) already in
use in your hospital?

10

Q20: Is your organization assessing
risks of being not compliant with
national information technology-
related laws (E.g., IT ACT 2000 —
India, Republic Act 10844 of
Philippines)

10

Q21: Is the risk assessment done
for the hospital information system
integrated with external systems,
e.g., insurance systems?

10

10

100

Q22: Do you assess risks related to
mobile devices for payment
transactions?

15

Q23: Do you assess risks
associated with SSO and active
directory credential validation in
your organization?

20

10

200

Q24: Ts your hospital certified with
any one of the following?

a) ISO 27001

b) NABH (National Accreditation
Board for Hospitals and Healthcare
providers)

¢) JCI (Joint Commission
International)

20

10

200
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Based on the Total score column values, for Q1 through
Q7, in Table 5, VMC’s total maturity score is 800. The
maximum possible score is 1050 (assuming an answer of Yes
for all the questions in the VMC section.

The three maturity levels for vulnerability management
culture (VMC) and the scores are defined below.

0 - 450 = Low maturity level; 500- 950 = Medium matu-
rity level; 1000-1400 = High maturity level

Based on the example values in Table 5, the VMC maturity
is medium (score of 800).

2) MATURITY SCORE COMPUTATION FOR VULNERABILITY
PROCESS AND TECHNOLOGY (VPT)
Based on the weightage and base scores, the Vulnerability
process and Technology total score is calculated. An example
is provided below.

Vulnerability process and Technology (VPT) Total score =
Sum of (Asian attack-based weightage (W) x Base score (B)).

Based on the Total score column values in Table 5, for
Q8 through Q19, VPT’s Total maturity score is 900. The
maximum possible score is 1600 (assuming an answer of Yes
for all the questions in the VPT section. The three maturity
levels for vulnerability process and technology (VPT), along
with the scores, are defined below.

0-800 = Low maturity level; 850- 1600 = Medium matu-
rity level; 1650-2400 = High maturity level.

Based on the example values in Table 5, the VPT maturity
is medium.

C. RISK SELF-ASSESSMENT QUESTIONNAIRE (RSAQ)
Table 6 shows the Risk self-assessment questionnaire that
the Asian healthcare systems could use to conduct a
self-assessment about their risk management practice. The
columns in this table are explained here; type can be one
of the two values, risk culture or risk process, and tech-
nology. Culture refers to the level of awareness about risk
management and its practice. Process and technology refer
to the maturity of processes and technology within the risk
space in the organization. A Base score of 0 or 10 is given
based on whether the answer to the question is a “No” or a
“Yes”. Likelihood weightage is defined based on the close
relationship of the question to the earlier analysis done on
cyberattacks and their vulnerabilities. The weights given to
the questions belong to three categories: Medium (10), High
(15), Critical (20). The base score column in the above table
has assumed either a Yes or a No, for all the questions. For
example, for Q1 and Q4, the answer is assumed to be a No
and hence get the value of 0 for the base-score (B).

1) MATURITY SCORE COMPUTATION FOR RISK
MANAGEMENT CULTURE (RMC)
Based on the weightage and base scores, Risk Management
Culture (RMC) total score is calculated. An example is pro-
vided below.

Risk management Culture Total score = Sum of (Asian
attack-based weightage (W) x Base-score (B)).

12360

1200
1000
1000
800 700

600 BVMC

Scores

400 VPT

200

VSAQ Question Category

FIGURE 3. VSAQ scores.

Based on the Total score column values, for Q1 through
Q8, in Table 6, RMC’s total score is 500. The maximum
possible score is 950 (assuming an answer of Yes for all the
questions in the RMC section. The three maturity levels for
Risk Management Culture (RMC) and the scores are defined
below.

0 - 350 = Low maturity level; 400- 600 = Medium matu-
rity level; 650-950 = High maturity level.

Based on the example values in Table 6, the RMC maturity
is medium.

2) MATURITY SCORE COMPUTATION FOR RISK PROCESS
AND TECHNOLOGY (RPT)

Based on the weightage and base scores, the total score of
Risk Process and Technology (RPT) is calculated. An exam-
ple is provided below.

Risk Process and Technology Total score = Sum of (Asian
attack-based weightage (W) x Base score (B)).

Based on the values in the Total score column in Table 6,
RPT’s Total score is 1650. The maximum possible score is
2450 (assuming an answer of Yes for all the questions in the
RPT section. The three maturity levels for Risk Process and
Technology (RPT) and the scores are defined below.

0-950 = Low maturity level; 1000-1700 = Medium matu-
rity level; 1750-2450 = High maturity level.

Based on the example values in Table 6, the RPT maturity
is medium.

The bar charts below (Figures 3 and 4) show the score
results for both VSAQ and RSAQ, respectively.

From the above bar chart examples, one could infer that,
in the area of vulnerability self-assessments, VMC score is
more than that of VPT (Figure 3). This likely means that
the awareness about the vulnerability culture is high in the
organization, but implementation of process and technol-
ogy needs improvement. To bring about this improvement,
a strong focus in the area of security tool investment and con-
nected processes will be a good initial step. Similarly, in the
area of risk self-assessment example (Figure 4), RPT score is
more than RMC. This reveals that management support and
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FIGURE 4. RSAQ scores.

technology budget for risk processes and tools is most likely
in a mature state, but the risk culture is lacking.

D. OTHER VULNERABILITY MANAGEMENT METHODS
This research team strongly recommends using cyber risk
management frameworks like ISO, NIST, and HIPAA
depending upon the nature and maturity of the organi-
zation [71]. [47] has proposed the Vulnerability-Driven
National Cyber Security Maturity Model for measuring the
readiness levels of national critical infrastructure protection
efforts. Healthcare organizations in Asia can adopt a simi-
lar approach. Healthcare organizations with lower maturity
can adapt the ISO model, and medium maturity organiza-
tions can adapt the NIST framework. ISO 27799:2016 gives
guidelines for healthcare organizational information security
standards and information security management practices,
including selecting, implementing, and managing controls.
This approach takes into consideration the healthcare orga-
nization’s information security risk landscape. [102] created
a software platform called Cyber Risk Vulnerability Man-
agement (CYRVM) that can be used for cyber risk manage-
ment using the standard NIST 800-30. This platform uses
the combination of vulnerability assessment based on open-
source vulnerability scanning method and risk analysis based
on custom programming.

VIil. CONCLUSION AND FUTURE WORK

Five major types of recent cyberattacks in Asian healthcare
institutions were identified and presented in this research
work. Depiction of a vulnerability heat map and a pie chart
captured the vulnerability landscape in Asian healthcare orga-
nizations. This work also presented a detailed analysis of
these healthcare cyberattacks, their anatomy, associated vul-
nerabilities, threats, and risks. The National Institute of stan-
dards and technology (NIST) risk framework is leveraged in
this research work to analyze the five cyberattacks on Asian
healthcare institutions. NIST mitigation recommendations to
these attacks are elucidated. A unique and enriched vul-
nerability priority score system (EVPS) was recommended
to prioritize the vulnerabilities. This work also presented a

VOLUME 10, 2022

few special recommendations, including the vulnerability and
risk self-assessment questionnaires (scientifically validated
with the help of healthcare IT experts) that Asian healthcare
organizations can adopt to improve cybersecurity maturity
leading to a better cyber posture against the five types of
cyber-attacks.

The analytical outcomes of VSAQ and RSAQ scores
point to the usefulness of the survey questionnaires and the
computational approach. Healthcare institutions in Asia can
use the recommended assessment approach to perform self-
assessments and set maturity goals.

In the future, possible extensions to this work will involve
studying the cybersecurity healthcare risk practices in spe-
cific Asian countries using quantitative processes. Identify-
ing success factors that impact the cybersecurity maturity
in Asian healthcare organizations and understanding corre-
lations amongst them will help to improve the cybersecurity
posture in these organizations. Studying cybersecurity best
practices in Asian healthcare IT organizations in different
Asian countries will increase awareness and maturity.
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