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ABSTRACT The breakthrough of blockchain technology has facilitated the emergence and deployment of
a wide range of unmanned aerial vehicles (UAV) networks-based applications. Yet, the full utilization of
these applications is still limited due to the fact that each application is operating on an isolated blockchain.
Thus, it is inevitable to orchestrate these blockchain fragments by introducing a cross-blockchain platform
that governs the inter-communication and transfer of assets in the UAV networks context. In this paper,
we survey the literature on the state-of-the-art cross blockchain frameworks to highlight the latest advances
in the field. We also provide an up-to-date review of blockchain-based UAV networks applications. Based
on the outcomes of our survey, we introduce a spectrum of scenarios related to UAV networks that may
leverage the potentials of the currently available cross-blockchain solutions. Finally, we identify open issues
and potential challenges associated with the application of a cross-blockchain scheme for UAV networks
that will hopefully guide future research directions.

INDEX TERMS Blockchain, unmanned aerial vehicles, interoperability, cybersecurity, survey.

I. INTRODUCTION
Recently, unmanned aerial vehicles (UAVs) have emerged as
a game changing tech across many commercial industries.
This fact is emphasized by the exponential increase in the
UAV global market which is predicted to reach $22.55 billion
by the end of 2026 [1]. Numerous UAV-based applications
have been already developed by the research community [2].
The full deployment of UAVs’ activities is, however, asso-
ciated with safety, security, and reliability issues. These
issues are fueling a surge of research activities to provide
an optimum way to manage the airspace traffic flawlessly.
Particularly, the Internet of Drones (IoD) concept has been
resonating recently [3]. It basically fosters the idea of borrow-
ing concepts from currently deployed networks (i.e. cellular
networks, air traffic management (ATM), and the Internet).
Nonetheless, adopting concepts from these networks to the
unmanned air traffic is not straightforward due to the het-
erogeneous nature of the latter. The UAVs’ ability to move
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in three dimensions at high speeds makes the problem even
harder.

The blockchain technology, as a form of the distributed
ledger technology (DLT), has proved effective in a multitude
of security applications. Fundamentally, it is an immutable
temper-proof distributed ledger that offers vital features such
as treacability, transparency, and auditability. Together with
its cryptographic algorithms, DLT serves as a secure repos-
itory of data and events. The blockchain works by first
initiating a transaction where a set of nodes can verify or
reject this transaction. The data in the blockchain is stored
in blocks with specific sizes. Once a block reaches its max-
imum storage, it is linked to the block before it which
will create a chain, hence the name blockchain. Due to its
decentralized form, the blockchain offers traceability of the
transactions. Blockchains can either be built permissioned
or permissionless [4]. A permissioned blockchain requires
the authentication of the nodes before processing any trans-
actions. Nodes require authorization to be able to read and
write data. A permissionless blockchain is, on the other hand,
considered as a public blockchain where no authorization is
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required to read and write data. A blockchain can also be
private or public, where a private blockchain can belong to a
single company and all the nodes are controlled by that com-
pany while a public blockchain allows the public to join the
network.

The advantages of DLT were quickly recognized and thus
applied in many fields to tackle various emerging prob-
lems. In this regard, it has been articulated that employing
blockchain technology in the UAV networks context will
mitigate security and safety risks and improve reliability.
This resulted in a large number of fragmented blockchains.
Recently, it has been realized that these isolated chains
need to communicate and inter-operate to exploit their full
potential. The notion of cross-blockchain was proposed to
address the portability and scalability of the blockchain
technology. Portability refers to the ability of transferring
assets and data between blockchains in a trustless way,
while scalability refers to the ability to offload data to other
blockchains. Several approaches to achieve interoperability
between blockchains have fairly matured and successfully
deployed for cryptocurrency exchanges. Besides, a multitude
of applications have benefited from its potentials includ-
ing healthcare data sharing [5], cyber-security [6], video
games [7], and many others.

Although the unmanned air traffic management industry
could remarkably profit from the advances in cross-
blockchain technology, none of the proposed blockchain-
based UAV networks highlighted this potential. Notably,
there is a lack of research that reviews current literature
in these two contexts and sheds the lights on possible
future directions in unifying and inter-operating fragmented
blockchains to serve the UAV networks industry. To the best
of our knowledge, this work is the first to explore potential
opportunities and use cases of cross-blockchain technology
in the IoD context. Particularly, we are motivated by the
enormous applications of the blockchain technology in the
UAV networks and we believe that addressing the prob-
lem of interoperability of parallel blockchains is crucial to
enabling efficient deployment of a decentralized immutable
IoD environment.

A. OBJECTIVES
We, therefore, dedicate this paper to bridge the gap between
the advances in blockchain interoperability and the various
blockchain-based UAV networks by providing a brief, yet,
comprehensive review of each topic. Our main objective is
to scrutinize and exploit the state-of-the-art cross-blockchain
models to enable an efficient integration and synchronization
of blockchain-based UAV networks.

B. CONTRIBUTION
In brief, our contribution is distinguished by the following
aspects:

• Providing a brief review and comparison between the
most popular blockchain interoperability frameworks.

• Providing an up-to-date review of the recent blockchain-
based applications in an IoD environment.

• Introducing possible scenarios where cross-blockchain
is applicable in an IoD context.

• Identifying open issues and challenges in the current
landscape and guiding future research.

C. SIGNIFICANCE OF CONTRIBUTION
The outcomes of this review will pave the way for new
research questions and contributions related to the practical
implementation of blockchain-based UAV networks applica-
tions in a more scalable and portable manner. Essentially, the
problem of blockchain interoperability is more challenging
in the UAV networks context since it intersects with other
existing challenges such as processing and energy limitations.

D. PAPER ORGANIZATION
In this work, we perform a systematic review on the appli-
cability of cross-blockchain frameworks in the context of
UAV networks. We highlight the limitation of the literature
in Section II. We, then, survey the literature on the current
landscape of cross blockchain interoperability (Section III)
and the latest blockchain-based UAV networks (section IV).
In light of our review, we discuss possible use cases of the
cross-blockchain framework in Section V. In Section VI,
we emphasize the lessons learned, discuss the open issues and
challenges, and envisage future directions. Finally, we con-
clude the paper in Section VII. A detailed paper organization
diagram is provided in Figure 1 to assist the reader navigating
through the paper.

II. RELATED WORK
Alladi et al. [8] and Mehta et al. [9] have reviewed the liter-
ature on the deployment of blockchain for serving several
UAV networks. In the former, the authors focused on catego-
rizing related literature according to the various applications
of UAV networks. On contrary, Mehta et al. [9] considered
the security triad (confidentiality, integrity, and availability)
besides reliability and energy efficiency as the main themes
for their review. Recently, Alvares et al. [10] published a sur-
vey on UAV-assisted internet of vehicles. Their review briefly
highlighted some use cases of the blockchain in the UAV
networks context. On the other hand, Belchoir et al. [11]
reviewed the state-of-the-art in blockchain interoperability
frameworks. None of the available reviews have focused
on both: applications and security of blockchain-based UAV
networks. Further, these surveys did not explore the poten-
tial of blockchain interoperability platforms in the UAV
networks context. Table 1 compares between the related
surveys.

III. CURRENT LANDSCAPE OF BLOCKCHAIN
INTEROPERABILITY
Fueled by the unprecedented success of blockchain tech-
nology in enabling a decentralized cryptocurrency market,
many industries have shown great interest (real and hype) in
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FIGURE 1. Paper organization diagram.

TABLE 1. Comparison between related surveys.

this technology. In the UAV networks context, researchers,
as well as manufacturers, have called for a reimplementation
of current UAV networks-based functions to exploit the secu-
rity advantages of the blockchain and smart contracts (SC).
Nonetheless, the omnipresence of these blockchain-based
functions has led to fragmentation, redundancies, and fraud-
ulent activities. Particularly, the implementation of such
functions usually takes place on private and thus isolated
blockchains.

Therefore, the interoperability of these isolated blockchains
and their associated functions is crucial for enabling a fully
connected Internet of blockchains that reduce the overall
friction between participating businesses and achieves porta-
bility, scalability, and privacy. Moreover, cross-blockchain
interoperability is envisioned to reduce redundant transac-
tions and the associated cost. This is especially fundamental

for UAV networks which are known to be limited in terms
of energy, processing power, and memory [12]. A multitude
of frameworks has been proposed to achieve blockchain
interoperability. Table 2 provides a summary of the most
common ones.

Originally proposed by Back et al. [31], sidechains are
secondary blockchains connected to other blockchains via a
two-way peg protocol [32]. This protocol requires locking the
transferred funds on the mainchain until they are created in
the sidechain. Then, these locked funds may be destroyed.
Both, the sidechain and the mainchain may not have the same
features or consensus mechanism. However, creating and
maintaining sidechains is a complex task because sidechains
are designed to interconnect two chains only. Connecting
N blockchains requires creating N-1 sidechains, which limits
the scalability of this solution.
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TABLE 2. Blockchain interoperability approaches.

Notary schemes are usually centralized exchanges that
transfer assets between multiple blockchains. Sometimes,
a group of exchanges performs the asset transfer task which
is referred to as decentralized notary [33]. Although this
approach is the easiest and most convenient, it is prone to
centralization-related security risks as well as single-point of
failures.

Hashed time-lock contracts are used for atomic swaps and
off-chain transactions between trustless parties. The tokens
are locked for a specific time on one blockchain. The receiver
can unlock the tokens using by revealing a secret which is
shared with him by the sender [34]. It, thus, requires shar-
ing a secret between the sender and receiver which may be
associated with security risks. Also, it requires the sender
and receiver to be online during the transfer time. This is
somehow similar to the one-time password (OTP). For this
reason, it cannot be considered as a robust interoperability
solution in the long run.

Blockchain of blockchains is a framework that connects
multiple blockchains in a way similar to sidechains called
bridges. Each blockchain is connected to other blockchains
in the network either directly or via hubs. The current imple-
mentation requires interconnected blockchains to have the
same architecture. In addition, this interoperability frame-
work requires additional transaction fees which may prevent
scalability on the global level [11].

Trusted relay is a decentralized approach that allows val-
idators from source and target chains to validate, sign and
deliver transactions between two blockchains. Sometimes,

a TTP is employed to perform the tasks of the decentralized
verifiers. For instance, Cactus implements multiple TTPs to
issue transactions in several blockchains [35].

Ideologically, blockchain agnostic protocol is an abstrac-
tion layer that allows one to build an application that is
operable on multiple blockchains in a seamless manner.
Unlike other solutions which depend on constructing bridges
between different blockchains, agnostic protocols must be
able to function on a higher level layer abstracting from chain-
specific protocols. Yet, this solution did not mature to achieve
fully interoperable blockchains and is still under develop-
ment. Although several approaches are proposed [36], a con-
sensus on a fully agnostic protocol is yet to be unveiled.

A stimulating analogy between the Internet and the
blockchain has been discussed in [37]. The authors high-
lighted the importance of understanding the aspects of the
Internet that have made it scalable, resilient, sustainable, and
commercially viable. They emphasized blockchain interop-
erability as a crucial requirement for managing and main-
taining current and future blockchains. It is argued that the
interoperability of the Internet is what made it scalable to
the global level. Compared to the Internet, blockchains are
viewed as Autonomous Systems (AS) that have predefined
physical perimeters and are operated by an ISP.

IV. STATE-OF-THE-ART ON BLOCKCHAIN-BASED
UAV NETWORKS
The realm of blockchain technology has sufficiently matured
to solve emerging issues related to UAV traffic networks.
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FIGURE 2. Breakdown of articles resulted in the preliminary search
according to the year of publication.

In this section, we systematically review the state-of-the-art
in UAV networks that deploy different versions of blockchain
to exploit multiple advantages such as immutability, trans-
parency, traceability, and auditability. To conduct our sys-
tematic review, we searched Google Scholar for full-text
publications. Google Scholar is believed to be the world’s
largest academic search engine [38]. Already in 2014, Khabsa
and Giles estimated that Google Scholar covers 80 to 90% of
all articles published in English [39]. We used the advanced
search tool to search for articles that contain the keyword
blockchain in the title and at least one of the following
words in the title as well: UAV, UAS, drones, unmanned
aerial vehicles, or unmanned aerial systems. This resulted in
98 publications which are classified according to the year of
publication as shown in Figure 2. Patents and gray literature
papers were excluded. Articles published before 2018 are also
excluded. The set of remaining articles was briefly screened
for relevance. Some articles were excluded because their
scope was not directly related to the application of blockchain
on the UAV networks context. The set was thus reduced
to 35 articles, three of which are review articles that were
discussed previously in this paper (see section II).
Unlike other application-oriented reviews [8], our review

spins three axes based on the ultimate motivation of each
work, namely: safety, security, and reliability. We dedicate
one subsection for each category to highlight the recent major
contributions (from 2018 to 2021). Our review hierarchy is
illustrated in Figure 3. Besides, the focus of the reviewed
papers is summarized in Table 3. In this table, we compare
between articles based on the stated objectives, the claimed
advantages of the proposed solution, and the weaknesses or
limitations identified by ourselves.

A. SAFETY
Safety refers to maintaining a good physical condition of
a cyber-physical system while in operation. Not only the
physical condition of the participating drones shall be pre-
served, but also the safety of the public residing under the
national airspace. This is one of the ultimate goals of a UAV

traffic management system that is achieved using different
techniques such as route de-confliction, collision Avoidance,
and geofencing.

In principle, route de-confliction refers to the mutual plan-
ning of flight paths of UAVs in space and time to ensure
minimum or no conflicts. Scarlato et al. [40] proposed the
design of a permissioned blockchain for the collision avoid-
ance and recovery of UAVs. They envisioned a coopera-
tive environment where participating UAVs communicate
obstacle coordinates and collisions continuously. Moreover,
Rahman et al. [41] proposed a UAV network to ensure a
collision-free environment. Routes are planned in a way to
avoid restricted areas such as private properties. Also, the
flight altitude is specified to reduce the collision risk by
minimizing the number of drones flying at the same height.
To ensure that the drone is following the coordinates of
the specified route, the authors use a smart contract to log
drone movement and location information during the entire
mission. If any of those attributes violates the specified flight
route, a negative point is added to the drone’s reputation.

On the other hand, Kuzmin and Znak [42] proposed a
route-sharing scheme where cooperative drones deconflict
their routes autonomously using the route information on a
blockchain. They emphasized the usefulness of this approach
especially when a manually operated drone loses connection
with its base station. Motivated by a similar application,
Allouch et al. [43] proposed, implemented, and evaluated a
permissioned blockchain to perform secure path planning
and data sharing among participating drones. To deal with
the limited computation power and storage resources of the
UAVs, they offload the computations to a cloud server while
employing a decentralized off-chain storage system, namely
OrbitDB. Moreover, they exclude the participating UAVs
from the peer-to-peer network and only consider ground
control stations as peers that store a copy of the ledger.
To evaluate their architecture, they implemented the solution
on the Hyper-ledger Fabric platform. Finally, they estimated
the delay and resource consumption of one transaction. The
average latency of an invoke transaction on a network of
50 users was 454 ms. Despite being relatively high compared
to existing networks delays, this work has shown promise
of the application of blockchain-based UAV networks in the
real-time.

In contrast, dynamic geofencing refers to the virtual geo-
graphical fences usually imposed, maintained, and updated
by an airspace authority. Dasu et al. [44] presented a hybrid
method where parts of the airspace traffic is controlled by a
central authority while others are decentralized with the help
of blockchain principles. They separate the two parts using
dynamic geofencing. In the decentralized zones, participating
drones reserve a volume of air to conduct their missions. The
reservation is logged in a transaction on a public ledger and
is approved if the requested volume is idle at the time of the
mission. To achieve this, they employ the double-spending
avoidance concept originally deployed in cryptocurrencies.
The authors also suggest that, depending on the congestion
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FIGURE 3. Emerging issues in UAV networks that are addressed using blockchain.

of the required airspace, authorities may charge users for
airspace allocation. This approach guarantees a fair share of
the airspace while reducing the congestion in peak-hours and
urban areas. It also improves the public safety by avoiding
collisions and dynamically prohibiting missions over people
crowds.

1) INSIGHTS
Route deconfliction and planning is a common application
of blockchain in the UAV networks. This is due to the vari-
ous advantages of blockchain in maintaining an immutable
and traceable record of data without a need for a man-
aging trusted third party such as the USS. The work of
Allouch et al. [43] has shown that real-time implementation
of such blockchain-based application is possible with a rea-
sonable delay. On the other hand, the work on the geofencing
application is still limited in the literature. Although such
application would be a good candidate for the blockchain
technology. This is achievable by introducing a blockchain
that connects airspace authorities with UAVs and operators.

B. CYBERSECURITY
Cybersecurity serves as an overarching goal for the employ-
ment of blockchain technology in the UAV networks context.
Essentially, the immutability feature of this technologymakes
it a perfect candidate for ensuring accountability of end-users.
Most of the papers that proposed a blockchain-based solu-
tion for UAV traffic are motivated by cybersecurity-related
requirements, including confidentiality, integrity, availability,

non-repudiation, and authentication. We briefly review how
each aspect is addressed in the literature. Although, most
of the proposed solutions simultaneously address the five
security aspects, we tend to group them based on the most
dominant one. For a more detailed review of earlier works,
the reader is referred to [9].
Confidentiality refers to protecting information from being

accessed by unauthorized users. Like other networks, UAV
networks are prone to confidentiality attacks such as data
sniffing, eavesdropping, and replay attacks. Wu et al. [45]
have recently outlinedmultiple scenarios at which blockchain
can be employed to preserve the privacy of UAV networks.
They suggested a cost-effective, tamper-proof blockchain-
based ID management system to authenticate and authorize
drones as per the Federal Aviation Authority (FAA) require-
ments. Besides, they leveraged the potentials of the DLT
to preserve the privacy of the trajectory information of the
drones. The authors argued that asymmetric encryption and
homomorphic obfuscations schemes inherited in blockchain
can be utilized to improve the confidentiality of the network.

On the other hand, Qian et al. [46] employed blockchain to
protect the privacy of cached content by sharing only neces-
sary content with selected vehicles. Similarly, Xiao et al. [47]
proposed a drone-swarm-aided distributed crowd monitoring
system that features efficient identity authentication, secure
communication, and distributed data management. The goal
of the work is to ensure that the monitoring data are kept con-
fidential and secure. They outline a public key infrastructure
(PKI)-based security protocol to authenticate participating
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UAVs, assign the monitoring task to participating UAVs,
and allow secure access for the monitoring data by the
management.

They propose the use of a private blockchain with smart
contracts to log the events and actions throughout the task.
In terms of results, their simulation revealed that the time
overhead of the security protocol increases as the size of the
swarm increase, whereas the key creation stage is responsible
for the largest delay among other operations.

In the same context, Ghribi et al. [48] targeted the confi-
dentiality aspect of UAV networks by implementing a private
blockchain with encrypted transactions. The popular public
key cryptography with the Elliptic Curve Diffie-Hellman
(ECDH) model was used along with a one-time password
(OTP). A communication between the sender and the receiver
UAVs is done by a nominated endorsement UAV which
generates a 128-bit key by using the ECDH. After that,
an OTP key is generated by hashing the ECDH key. Finally,
the generated key is sent to the sender UAV and the rest
of the endorsement UAVs for approval. On the contrary,
Lv et al. [49] addressed the confidentiality of blockchain
aided UAV-networks data sharing scheme by means of the
number theory research unit cryptosystem. They argue that
their scheme requires low computing cost for encryption,
decryption and key generation compared to current data shar-
ing models.

Data integrity is also important to ensure that transmit-
ted data is not altered or modified by an intruder. Islam
and Shin [50] proposed an architecture to preserve the
integrity of the data transmitted between IoT devices and
Mobile Edge Computing (MEC) devices and servers. They
used UAVs as trusted relays to ensure the integrity of the
data before being transmitted to MEC servers. The data is
securely kept in a blockchain at MEC servers. The proposed
mechanism which includes an encryption scheme improves
the overall integrity of the transferred data and reduces
the number of direct requests to MEC servers. In con-
trast, Singh et al. [51] employed a blockchain to improve
the integrity of data transferred between drones in an IoD
environment. Their mechanism intelligently selects the miner
node using a deep Boltzmann machine. Power plants surveil-
lance is another application that requires high data integrity.
Kanade [52] proposed a secure surveillance system for power
plants using UAV swarms. They employ the DLT to pre-
serve the integrity of the plant data sensed by the UAVs.
To reduce the computational cost, transactions are only
issued for high risk signals. Further, block validation task
is assigned to human workers to reduce the computational
cost.

Moreover, maintaining the availability of services for
UAVs in the airspace is a vital concern. By design,
blockchain is a decentralized technology which is immune to
single-point-of-failure [71]. All proposed blockchain-based
UAV traffic management (UTM) architectures are essen-
tially decentralized and require limited or no central
authority. Yazdinejad et al. [53] proposed a decentralized

zone-based system for registering and authenticating drones.
In their architecture, they assign a trusted ground-based
drone-controller agent to manage the authentication within
a predefined perimeter. They maintain the availabil-
ity of the authentication scheme by allowing neighbor
drone-controllers to substitute for a failing one. In the UTM
context, the authors of [54] defined a blockchain architecture
for UTM in which they implemented a so called Robonomic
protocol to provide security between communicating nodes.
They argue that their architecture solves the latency issue
that is found in decentralized systems, which is essentially
beneficial for critical applications. The model is supported by
smart contracts that provide transparency and immutability.
Thus, the work is implemented by means of the decentralized
Ethereum and InterPlanetary File System.

Another crucial requirement for the cybersecurity of UAV
networks is non-repudiation. This term is defined as the
inability to deny or refuse responsibilities of actions. This
can be achieved using public key infrastructure, where a UAV
signs messages using its private key before sending it via the
network. In [55], Barka et al. highlighted the importance of
non-repudiation as a requirement for UAV networks. They
argued that a UAV might deny sending images of restricted
areas. Thus, the authors proposed a trusted blockchain-based
UAV system to protect critical infrastructure. Similarly, the
authors of [56] defined four blockchain concepts that can
enhance the drone security. These elements comprise: digital
fingerprint, data structure, consensus mechanism, and access
control. They emphasize the role of the consensusmechanism
in preventing dishonesty by allowing nodes in the network to
agree on a transaction.

Finally, ensuring authenticity of users and messages is a
key requirement for UAV networks. In principle, authen-
tication is defined as the ability to recognize the real
identity of a user. UAV networks may suffer from authentica-
tion attacks such as masquerading attack. Kumari et al. [57]
addressed such threats in UAV networks by presenting a
blockchain-based softwarization of the UAV network man-
agement scheme. They argue that the UAV network should be
provisioned with cryptographic data to ensure authentication
and confidentiality. Similarly, Cheema et al. [58] employed
blockchain technology to develop a registration and authen-
tication scheme for drones in a smart vehicular network
context. They also addressed the issue of optimal drone
positioning to enhance the overall spectral efficiency in the
network. Under the same consideration, Andola et al. [59]
proposed a lightweight blockchain model that provides
authentication and anonymity. Their work provides security
preferences for a surveillance UAV. They defined an adver-
sary model in which an attacker can modify the transactions
of a blockchain during the communication before they are
verified. This kind of attack is called a malleability attack.
They also defined an issue during the handoff process when
a UAV moves from one Ground Control station (GCS) to
another, where latency might occur. They solve this issue
by implementing a novel blockchain architecture which they
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called SpyChain. They have described a detailed authentica-
tion scheme of their work following four approaches.

1) INSIGHTS
Most of the proposed DLT-based UAV networks aim at
upgrading the security features of their traditional centralized
counterparts. Confidentiality is improved by the inherited
cryptographic features of the blockchain. Decentralized stor-
age systems can also be utilized to serve the confidentiality
of data shared by UAVs such as video streaming. Similarly,
the asymmetric encryption of the blockchain technology is
employed to improve the integrity and non-repudiation of
the UAV networks data. Further, availability of the UAV
network is maintained by deploying a blockchain framework
which requires no central authority and is resilient to single-
point-of-failures scenarios. Authentication of nodes in the
UAV networks is also widely addressed in the literature of
blockchain. Most of the studies have already analyzed the
time and processing overhead of implementing blockchain to
enhance the security of UAV networks. It is concluded that
the time overhead increases as the size of the UAV network
increases, thus limiting the scalability of the blockchain-
based solution.

C. RELIABILITY
Improving the reliability of UAV traffic management is a cru-
cial prerequisite to attracting large-scale commercial applica-
tions such as package delivery, transportation, and network
coverage. This is achieved by optimizing power reliability
and network connectivity while minimizing the cost. A surge
of research activities have been identified in this direction.

Hassija et al. [60] presented a blockchain-based architec-
ture to manage power-charging/refueling between UAVs and
charging stations. Their proposed model allows UAVs to buy
power using digital tokens. Wireless power trading in UAV
networks based on blockchain principles is also proposed
in [61]. The same idea was also proposed earlier in [62] where
a consortium blockchain was exploited to introduce a spec-
trum trading platform for UAV-assisted cellular networks.
In this work, MEC devices were employed to reduce the
computation overhead of the verification process. To select
the block miner, they implemented a reputation algorithm
for the MEC devices. Further, the business model is incen-
tivised by a Stackelberg game to maximize the profit of
the cellular network operators and the UAV operators. They
claim that the proposed framework enables a secure, efficient,
and decentralized spectrum trading between both trading
parties. Another UAV-based business model is proposed by
Pathak et al. [63] where a blockchain-based UAV virtualiza-
tion is introduced to provide UAV as a service. The envi-
sioned platform aims at connecting UAV owners, end users,
and UAV-service providers via a permissioned distributed
network, enabling UAV owners to rent their vehicles to end
users which in turns allows for a more efficient utilization
of resources. Their architecture is similar to the previously
proposed sensor virtualization [72].

The concept of blockchain is employed to ensure effi-
cient resource utilization, security, and market competition.
Comparably, Gai et al. [64] incentivised miners to validate
authentication and authorization certificates. The presented
approach aims at facilitating secure and reliable group com-
munication between UAVs. Particularly, blockchain was
employed to record and validate actions. On the other hand,
an attribute-based voting mechanism is introduced by means
of smart contracts. Real-time experiments were carried out to
verify and assess the model performance. On the other hand,
Wu et al. [65] proposed a layered IoT architecture that sup-
ports offloading computationally-intensive mining processes
to edge servers. This, in turn, reduces power consumption on
UAVs and base stations.

To improve the 5G network coverage, the authors
of [66] proposed another blockchain-based model for using
drones as dynamic base-stations. Their model integrates a
game-theoretic smart contract that ensures fair and efficient
allocation of bandwidth between users. Likewise, the authors
of [67] proposed a blockchain enabled 5G drones network
to address the identity authentication and secure data sharing
of drones. In their work, they implement three core services
utilizing blockchain technology, namely: identity authentica-
tion, operationmanagement, and security auditing.Moreover,
they employ a multi-signature smart contract managed by a
central authority for registering and authenticating drones.
To incentivise miners, peers request a certain amount of coins
to verify that the requesting drone is already in the registered
drones list. Besides, secure data sharing is enabled by upload-
ing encrypted data to the cloud. Similarly, the uploading
process is mainly managed by a smart contract deployed
on the blockchain. On the contrary, Sharma et al. [68] pre-
sented a neural-blockchain-based scheme for MEC caching.
In their model, they used drones as base stations to provide
ultra-reliable flattened 5G network service. The proposed
model was evaluated in terms of flyby time and area spec-
tral efficiency. Similarly, Aloqaily et al. [69] envisioned a
blockchain assisted 5G network which improves the qual-
ity of service by deploying public and private ledgers sup-
ported by fog and cloud data centers. They showed that
their framework improves packet delivery success rate com-
pared to traditional networks without blockchain. Addition-
ally, Singh et al. [70] addressed the problem of reliability in
UAV-networks by introducing a light-weight permissioned
blockchain solution that in which each drone in the network
would access its own block rather than all the blocks in the
ledger. They argue that this architecture solves the issue of
large ledger that would be produced each time more data
and blocks are added. A shrinking mechanism has also been
implemented to provide a fast lightweight blockchain.

1) INSIGHTS
Blockchain was widely adopted to manage UAV networks
on the application layer. Most papers employed a blockchain
framework to facilitate a supply chain application on UAV
networks. Others focused on providing a fair and secure
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5G network sharing scheme. To tackle the limited resources
on-board the UAV, modification of the blockchain architec-
ture was adopted in some proposals. It is important to note
that these applications are usually required to run in parallel
which necessitates the development of a suitable mechanism
that integrates multiple blockchain architectures in the same
framework.

V. CROSS-BLOCKCHAIN-ENABLED FRAMEWORK FOR
UAV NETWORKS
Despite the remarkable advances in blockchain-aided UAV
networks, the exploitation of cross-blockchain communi-
cation framework is still limited. The main purpose of
the cross-blockchain technology is to connect the inde-
pendent blockchain networks. A variety of solutions have
been introduced to cope with the interoperability limi-
tation. Qasse et al. categorized cross blockchain solutions
into four groups: sidechains [73], trusted third party [14],
blockchain routers [74], [75], and smart contracts [76].
Alternatively, Belchoir et al. [11] categorized the proposed
approaches into three categories, comprising: public connec-
tors [77], [78], hybrid connectors [79], [80], and blockchain
of blockchains [27], [81]. As discussed in the previous
section, blockchain is playing an important role in building
UAV networks. Basically, UAV networks have a variety of
functionalities, yet each paper discussed focuses on either
a single or double functionalities. Eventually, a sophisti-
cated network must combine all of the functionalities to
build a secure and safe UAV environment. One could take
lessons from previously implemented cross-blockchain mod-
els in other fields such as asset transfer [82], [83] and
health records [84]. Fueled by the enormous applications that
may potentially benefit from the cross-blockchain concept,
software development environment were also introduced to
enable easier deployment of cross-blockchain models [85],
as well as the associated smart contracts [86]. In this section,
we highlight opportunities and discuss multiple proposals
to employ interoperable blockchains in the IoD environ-
ment including: multiple UAV Service Suppliers (USS),
UAV charging stations, and UAV delivery application (supply
chain).

A. MULTIPLE UAV SERVICE SUPPLIERS
TheUSS is an entity that provides services to subscribedUAS
operators to help them meet the operational requirements
specified by the national aviation authority. Operation plan-
ning, strategic and tactical de-confliction, Remote ID (RID),
and airspace authorization are examples of the services pro-
vided by a USS. A UAV operator may subscribe to one or
more USSs to avail multiple services. Upon subscription to
a USS, the UAV is given a unique ID and automatically
registered on a public blockchain which is accessible by other
USSs and aviation authorities. In parallel, the USS deliver
digital assets/data to the UAV using another blockchain that
is only visible to the UAVs in a certain zone and this par-
ticular USS. The USS needs to interface the two ledgers to

synchronize the process of serving new subscribers while
keeping record of their IDs in a public blockchain.

Another scenario could happen when a USS user migrates
to another USS. In this case, he might request the old USS
to migrate his data and reputation/awards to the new USS
to make use of them. Recall that keeping all assets (i.e. reg-
istration, payment, reputation, IDs, location-based services,
etc.) in one ledger is inefficient, especially when the chain
becomes too long. Moreover, some of these information shall
not be shared with some parties while other should be public.
Thus, adopting specialized ledgers and allowing communica-
tion between them improves scalability and confidentiality.

On the other hand, UAV networks could also make use
of the decentralized identifiers (DID) scheme to enable the
minimum disclosure of users’ information on a need-to-
know basis. Many DID frameworks are built on top of a
blockchain [87]. Indeed, DID preserves users’ privacy while
promoting a universally unique identity that can be used
across multiple blockchains [88]. Currently, the DID frame-
work is being considered for universal standardization by the
World Wide Web Consortium (W3C) [89] which implies the
importance of integrating it with the current blockchain-based
UAV networks. Amiri et al. [90] proposed a decentralized
cross-domain blockchain that interfacesmultiple applications
via a DID system. Ideologically, UAV networks could make
use of such solutions after carefully tailoring them for the
UAV environment.

B. UAV CHARGING STATIONS
As discussed earlier, Hassija et al. [60] envisioned a UAV
charging-refueling scheme built on top of the blockchain.
They assumed that UAVs can buy power/fuel from ground
stations using tokens or cryptocurrencies. However, every
fuel supplier might restrict transactions on its blockchain
using a particular cryptocurrencies. What if the UAV does
not hold coins of the same cryptocurrency in its wal-
let? A straightforward solution would be to implement
cross-blockchain solutions to exchange coins to the desired
cryptocurrency.

C. PHYSICAL ASSETS DELIVERY
The need to incorporate cross-blockchain technology in UAV
networks becomes evident in the physical-assets delivery
scenario. That is, a delivery UAV needs to operate on at least
two blockchains: one related to the supply-chain, and another
related to the airspace traffic network. In some cases, the
supply-chain ledger might request traffic and location-related
information from the air traffic ledger to track the shipment.
Possibly, this use case could be addressed using the CAPER
framework [91], where confidentiality and interoperability
are jointly provided. In other cases, the two ledgers may need
to exchange coins to pay for USS services and refueling.
Figure 4 illustrates a potential scenario at which blockchain
interoperability is required for a delivery drone.

In this scenario, four blockchains need to interoperate to
accomplish a simple delivery mission. In the first blockchain,

14474 VOLUME 10, 2022



R. Alkadi et al.: Blockchain Interoperability in Unmanned Aerial Vehicles Networks: State-of-the-Art and Open Issues

FIGURE 4. Potential cross-blockchain scenario at which a delivery drone is operating on four ledgers simultaneously.

the drone subscribes to a USS smart contract at which it
gets flight-related services such as dynamic geofencing and
route de-confliction. To subscribe to this USS, a specific cryp-
tocurrency wallet is required, which lives in another ledger.
Further, the UAV needs to connect to a private supply chain
related ledger, where the supplier and costumer can track
the shipment location. Another possible use of blockchain is
for fueling or charging the drone using a re-charging station.
Essentially, the drone needs to exchange information securely
between these ledgers without compromising data integrity or
security. A cross-blockchain solution is indispensable in such
cases.

VI. DISCUSSION
In this section, we provide insights about the current status
of the research in the area. We, first, list the lessons learned.
Then, we highlight the open issues and challenges. Finally,
we introduce future directions of the research in this field.

A. LEARNED LESSONS
Following are the main take-home highlights of our survey:
• A multitude of blockchain applications have been pro-
posed for the UAV networks context in the last four
years.

• Mainly, these proposals aim to enable a safe, secure and
reliable operation of UAV networks.

• Most of the reviewed papers focus on improving the
security features of the UAV networks by deploying a
customized blockchain. Only few papers addressed the

safety and reliability issues of the UAV networks by
envisioning a blockchain solution.

• Most authors highlighted the challenges of implement-
ing a blockchain on-board the UAV such as lim-
ited resources, power, and storage. The most common
approach of addressing these challenges is offloading
the storage and validation process to other devices con-
nected to the UAV network such as ground controllers
and cloud servers.

• Blockchain interoperability is crucial to reduce redun-
dant costs and friction between businesses, thus enabling
a universal blockchain environment that serves multiple
applications.

• None of the works have identified or addressed the chal-
lenge of interoperability of multiple blockchain based
UAV applications.

B. OPEN ISSUES AND CHALLENGES
Both, blockchain interoperability and UAV networks are still
in the research and development phase. Thus, the integration
of both technologies is faced with many practical problems.
We devote this section to discuss challenges and possible
research opportunities that may guide the future work in this
topic.

a: SELECTION OF CROSS-BLOCKCHAIN TECHNOLOGY
Despite the substantial efforts dedicated to develop effi-
cient and secure cross-blockchain interfaces [11], the selec-
tion of the most appropriate one for managing the different
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applications in the UAV networks is a critical design chal-
lenge. All currently available cross-blockchain platforms still
suffer from either security, reliability, or efficiency issues.
Consequently, it is inevitable to choose the optimum plat-
form that minimizes the risks while maintaining satisfactory
performance.

b: ABSENCE OF A MANAGING THIRD PARTY
Although the decentralized nature of peer-to-peer (P2P) net-
works provides enormous advantages and mitigates substan-
tial security risks, it is, yet, vulnerable to 51% attacks [92].
This is especially intimidating in the case of UAV networks,
where UAVs can join and leave freely [45]. Also, the wide
availability of relatively cheap UAVs may facilitate such
attacks. To tackle this issue, Dasu et al. [44] presented a
hybrid traffic management model where parts of the airspace
are managed by a centralized authority, while others are
left to blockchain-based decentralized management. Further,
the authors presented a novel approach to prevent denial-of-
airspace attack by charging airspace users some fees based on
the local demand. This will also limit 51% attacks as it makes
it more expensive formalicious users to join theUAVnetwork
with many drones at a time. Another way to improve the secu-
rity feature of the cross-blockchain schemewas introduced by
Kim [93]–[95] where the blockchain governance game was
proposed to deal with attackers who try to gain control over
the blockchain by adding more illegitimate nodes.

c: LIMITED POWER
Optimizing the power consumption of UAVs is a prerequisite
to enabling a variety of UAV-based applications. The vast
majority of currently available drones are limited in terms
of energy resources, and hence not able to satisfy the pro-
cessing required by blockchain-based applications. Further,
UAV can only carry limited amount of fuel or small-sized
batteries which in turns limits their fly-time and compu-
tational power. On the other hand, blockchain consensus
mechanisms such as the proof-of-work (PoW) drain a large
amount of energy. Some studies have already addressed this
issue by using the proof-of-authority or proof-of-stake mech-
anisms [40]. Besides, the problem of limited power was
addressed by proposing an optimized UAV charging frame-
work [96]. Others suggested an energy harvesting scheme
that enables drones to extract energy from ambient resources
such as radio frequency and solar energy [97]. Moreover, the
issue of power efficiency might be addressed by reducing
the weight of the UAV frame which is proposed in [98].
Nonetheless, more power optimization research is required
to allow blockchain-based UAV applications to be practically
feasible.

d: COST EFFECTIVENESS
Proposing any cross-blockchain solution in the UAV network
management context shall be cost effective. That is, most of
the civilian UAV-based applications are commercial and thus

the successful deployment of any solution in the dronemarket
is significantly dependent on the associated costs.

e: SIMULATION TOOLS
We emphasize the importance of developing effective simula-
tion tools for blockchain-based UAV applications, where the
computational costs, memory size, message overhead, and
UAV dynamics are taken into consideration. The availability
of such tools will definitely drive the development of efficient
cross-blockchain solutions tailored for the unique dynamic
nature of the IoD environment. Moreover, Mehta et al. [9]
highlighted the impact of the lack of proper programming
practices on the efficiency of the blockchain implementa-
tions.

f: LIMITED COMPUTATIONAL AND STORAGE RESOURCES
This is the major barrier in the application of blockchain
in the UAV networks. This fact is emphasized in [8], [9],
[45]. Particularly, most current consensus mechanisms are,
by design, power-consuming. Also, keeping a copy of the
blockchain on the UAV board requires a large memory.
In fact, increasing the capacity and computational power of
UAVs while minimizing power consumption is one of the
most active research topics. Yet, a game-changing solution is
far from being deployed. Thus, it will be helpful to implement
lightweight consensus mechanism such as the one presented
in [99]. Relying on edge serves for computational-intensive
tasks and storage is also proposed [65]. Nonetheless, one
should pay attention to the associated communication over-
heads and trust issues.

g: COMPATIBILITY OF BLOCKCHAIN LEDGERS
By reviewing the related literature, it had come to our notice
that each research uses a different type of blockchain. The
work done by [41] focused on the permissioned blockchain
to ensure the authorization of blockchain miners. Yet, secu-
rity vulnerabilities may arise if other blockchain ledgers
in the cross-blockchain platform employ the permissionless
architecture. This might lead to reducing the security level
that was granted by the permissioned blockchain. In other
words, certain blockchains might be implemented either as
public or private, permissioned or permissionless. If com-
bined together, the security level of the entire system will be
determined by the least-secure component. Another issue that
requires further research is whether or not combining differ-
ent blockchain ledgers will introduce new vulnerabilities to a
system.

C. FUTURE DIRECTIONS
Based on the learned lessons and open issues identified
above, we present the following future directions:

• In light of the scenarios proposed in section V, future
work on blockchain-based UAV networks must consider
the portability of the solution and interoperability with
other applications.
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• To facilitate the practical implementation of these appli-
cations, optimizing a blockchain interoperability solu-
tion for UAV networks is inevitable.

• Trusted relays are one option to achieve interoperability
in UAV networks if the same group of validators of the
participating blockchains are involved in the relaying
process.

• Blockchain of blockchains could be another option to
interconnect blockchains applications that exhibit the
same architecture.

• Introducing a standardized architecture for blockchain-
based UAV networks may help integrating the different
solutions in one interoperability framework.

• Designing a simulation tool for UAV networks is
inevitable to induce more homogeneous solutions that
can be integrated and inter-operated easily. Simulation
tools are especially essential in the UAV context due
to the many restrictions and challenges associated with
performing real experimentation.

VII. CONCLUSION
The blockchain technology sees to offer promising features
in many applications. In this paper we discussed different
employments of the blockchain to advance the safety, cyber-
security, and reliability of UAV networks. We identified dif-
ferent properties that has been addressed and exploited in
recent literature and concluded that the deployment of this
technology is faced with many barriers such as scalabil-
ity and portability. A range of cross-blockchain interoper-
ability solutions has been proposed to improve scalability
while maintaining transparency, immutability, and decen-
tralization. Motivated by the advances in cross-blockchain
solutions, we outlined multiple scenarios at which current
blockchain-based UAV networks may potentially profit from
the deployment of blockchain inter-operation protocols. This
includes a scenario in which the functionalities of four dif-
ferent blockchain ledgers are combined to fulfill the pur-
pose of a single UAV system operating under the concept of
cross-blockchain.We then, highlighted the challenges associ-
ated with implementing a network of blockchains to concur-
rently enablemultiple functionalities of UAVnetworks. Some
of these challenges include cost, computational and stor-
age resources, and the compatibility of different blockchain
ledgers. We finally suggested possible research directions
that will form the basis for future proposals to integrate
cross-blockchain solutions in the IoD environment.
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