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ABSTRACT E-commerce security has recently been an emerging topic due to the escalation in credit card
fraud and stolen user accounts. In general, the security bridge and privacy leakage occur on the side of
e-commerce companies due to various factors such as flaws in the design of their storage systems. The stored
information of users increases the risk on privacy bridge and to remedy such risks e-commerce companies
are forced to make costly investments. The security threats also enforce the development of robust security
protocols andmethods in digital commerce systems. The current protocols andmethods generally bring extra
communication and computation costs to all parties involving in the e-commerce system and the security
risk on the side of e-commerce companies still remains. In this paper, we propose a Secure E-commerce
Scheme (SES) which alleviates the security threats on the side of e-commerce companies and reduces
communication costs for all parties. The proposed secure e-commerce protocol, SES, is implemented,
analyzed and compared to two well-known schemes; Secure Electronic Transaction (SET) and 3D Secure.

INDEX TERMS E-commerce security, security protocol, algorithm development, symmetric key
cryptography.

I. INTRODUCTION
The increase in credit card fraud and stolen user accounts
aroused considerable interest among information security
community to take precautionary steps for the e-commerce
system. Recently, it has been reported that hackers have
stolen 143 million US customers’ personal data including
credit card information from Equifax [1]. The most critical
security problems that are known to exist in e-commerce
are the credit card fraud and the compromising of the users’
account information. The reasons for such security issues are
due to several factors. The most problematic one is keeping
personal information as a plaintext in any database. Even
storing personal information in an encrypted format does
not remove the security concerns as the culprits for the
majority of bridges are insiders [2]. In fact, most of the stolen
data from e-commerce companies was already kept in an
encrypted format. For example, Alibaba, a well-known online
shopping website, was compromised in 2016 and 20 million
user accounts were stolen [3].

Over the course of last 20 years, the number of people
using online tools for shopping has been increased along
with the security and privacy concerns [4]. Due to recent
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precautions to prevent the spread of corona viruses, online
shopping has become an indispensable part of our daily
life [5]. E-commerce companies have developed several
tools and methods to make online shopping as easy as
possible. In this respect, an e-commerce company stores
customers’ credit card information and address to avoid
requesting the same process from a customer for each
transaction. Users’ credit card information might be stored
in the system as a plaintext or as a ciphertext via a
known encryption method. Even if users’ data is encrypted
before it is stored, the security of it still cannot be fully
provided. For instance, a system administrator from the
e-commerce company or anyone who has all the access
privileges can easily decrypt the stored data and use it
for malicious purposes. Keeping customers’ information in
their database makes e-commerce systems targets to hackers
and taking necessary measures to prevent attackers from
obtaining private information puts an enormous burden on
these companies. The measures in general require installment
of costly hardware systems along with software. Therefore,
the main motivation for the research community is to create
an online shopping scheme which is user-friendly and at the
same time respectful to users’ privacy. In addition, the scheme
should reduce the risk on e-commerce companies, so that
they will not have pressure to make costly investments to
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secure their systems. With this motivation, several security
algorithms (Secure Sockets Layer (SSL), Secure Electronic
Transaction (SET), 3D Secure, Two-factor Authentication
etc.) have been added to online shopping tools recently [6]–
[10]. On the other hand, these security add-ons have no
significant effect on reducing the pressure on e-commerce
companies. The objectives of such tools in general provide
confidential and authenticated data transaction between all
parties involving in an online shopping. For example, SSL
protocol is designed to ensure confidentiality, end-points
authentication and integrity in transport layer. The SSL
scheme applies public key algorithms, however the proto-
col comes with a high communication and computational
costs [6]. A standalone e-commerce protocol, SET, which
is used in practice for secure e-commerce, is constructed
especially to protect users’ privacy [8]. The method still
comes with a great communication load, requires re-entrance
of users’ data and includes a relatively long preparation phase.
In addition to aforementioned protocols, 3D Secure method
which mainly focuses on verification of users during the
transaction has been introduced recently [9]. This method
applies two-factor authentication by certifying each user
with a prechosen password and a one-time authorization
code produced by the bank while the online transaction is
being processed [10]. The issue of communication costs and
storing users’ data on e-commerce side still remain in this
approach.

In this paper, an online payment scheme is presented
to remove security concerns on the private data stored in
e-commerce companies’ databases while still allows user-
friendly online shopping environment. A brief summary of
the contribution is stated below.

A. CONTRIBUTIONS OF THE PAPER
The proposed scheme:

• Provides a secure e-commerce protocol assuring
that users’ sensitive information cannot be extracted
in case the e-commerce company’s database is
compromised.

• Preserves users’ privacy with the data manipulation
technique used in the protocol and eliminates the users’
concerns on the protection of their data in the e-
commerce company’s data storage.

• Reduces the costs of securing the data storage systems
in e-commerce companies.

• Removes the necessity of re-entrance of the user
information in each transaction.

The remaining of the paper is structured as follows.
The following section is devoted to related work in this
research area. In Section 3, mathematical structures of the
proposed protocol are introduced. The detailed explanation
of the protocol is presented in Section 4. The security
analysis, evaluation and the experimental results take part in
Section 5. The final part, Section 6, includes conclusion and
recommendation of a future work.

FIGURE 1. Secure Socket Layer (SSL) life cycle.

II. RELATED WORK
Security requirements in digital communication known as
confidentiality, integrity and availability of data should be
fulfilled in an e-commerce system as well. For this reason,
several security protocols and algorithms for secure online
transactions are presented [11]–[17]. Various security issues
arose while implementing online transactions [18]. For exam-
ple, replay attacks [19] which means an attacker performs the
same online transactions on behalf of a legitimate user, were
conducted frequently in the past. Security measures are costly
in terms of monetary and time. For example, even the least
costly measure to provide confidentiality of data transaction
between a legitimate user and the e-commerce company
requires a strong authentication algorithm, a secure key
exchange method and a standard data encryption technique.
Even though these costly measures are taken all together by e-
commerce companies, banks and EMV (Europay,Mastercard
and Visa), there are still security issues which should be
addressed. In this section a brief description of currently used
measures is presented.

Secure Sockets Layer (SSL) [6] was first introduced
to relieve security concerns at the transportation level in
computer networks, however it becomes indispensable add-
on for secure online transactions [7]. In SSL protocol which
is depicted in Fig. 1, the credit card owner’s information is
encrypted then sent to the e-commerce company [20].

All exchanged data is encrypted with a key agreed by the
user’s application (i.e., web browser, mobile application etc.)
and the e-commerce server, in this way the data flowing in an
open channel stays confidential. The agreed key is exchanged
via Rives-Shamir-Adleman (RSA) public key algorithm [21].
The SSL add-on the transportation control protocol (TCP)
increases communication and computational costs for both
parties. Due to the design of SSL, certain disadvantages
should be expected, such as speed degradation [22]. Former
versions of SSL protocol are vulnerable to certain attack
types. For example, SSL 1.0 is defenseless to replay
attacks [23], for SSL 2.0 only one public certificate is
provided and some keys for message authentication and
encryption cause security problems [24]. Furthermore, MD5
(Message Digest) [25] hash function is implemented on SSL
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FIGURE 2. SET protocol transaction flow.

2.0 that is known to be prone to hash collision weakness [26].
In later version of this protocol replaces it with SHA-1
(Secure Hash Algorithm 1) [27] as a hash function. However,
SSL 3.0 is reported to be unguarded to POODLE (Padding
Oracle On Downgraded Legacy Encryption) attack and also
hash collision is detected in SHA-1 [28].

In early 21st century, a new protocol called Secure
Electronic Transaction (SET) for secure online shopping
was introduced [8]. The protocol’s aim is to remove the
necessity of keeping users’ credit card information from e-
commerce companies. Fig. 2 illustrates the operations in
payment transaction of SET protocol.

Transactions’ privacy is protected from adversaries in
online secure environment with a virtual wallet and a
certificate. On the other hand, the company can still access
user’s credit card information. Therefore, the method still
holds pressure on the e-commerce side to take precautions
for the security of its data which makes customers reluc-
tant to share their information. SET protocol guarantees
that payment information is confidential during the online
shopping process. In addition, it authenticates the card user
and establishes an agreement between e-commerce company
and the bank [29]. Like SSL, SET also requires confidential
communication between all parties. The confidentiality of the
transactions is fulfilled via employing a symmetric key and a
public key algorithms. In order to benefit from this system,
the credit cards must be compatible with SET protocol.
To comply with SET protocol, each credit card must be
certified by a Certification Authority (CA). Moreover, the
credit card holders should have a virtual wallet in his/her
computer which is provided by the issuer bank and the virtual
wallet must be included with SET certification. Purchases
can only be made from SET-compatible companies with the
virtual wallet. Even though SET protocol provides higher
security than SSL, the failure to become widespread for
e-commerce systems may be due to the lack of mobility of

FIGURE 3. 3D Secure method diagram.

the virtual wallet. Furthermore, the requirement of re-entering
credit card information for each transaction causes another
drawback for the popularity of this protocol [29].

Apart from SSL and SET protocol, to increase security
level, certain online shopping applications require Payment
Card Industry Data Security Standard (PCI-DSS) certifi-
cation [30] or additional authentication methods like 3D
Secure [9], [31]. 3D Secure method is widely accepted
and adapted by the banks and e-commerce companies. The
method is designed especially to prevent shopping with
a stolen credit card. In order to ensure the card holder’s
identity in payment process, 3D Secure method forces banks
and e-commerce companies work in collaboration. In other
words, during the payment process, a special 3D transaction
authentication application runs on both bank’s side and the
user’s side. The bank provides a confirmation code to the
user via short message services (SMS). Payment process
can be completed upon user’s code is confirmed by the
bank. The complete shopping process includes at least two
times authentication of the credit card user. In the first
time, the user and the card information should be provided
to e-commerce company and then confirmed by the bank.
The second authentication is performed by the bank and e-
commerce company via bank provided one time code to the
user. These processes increase communication cost during
an online shopping and they do not remove the necessity
of e-commerce companies of storing users’ information.
Therefore, the scheme increases communication burden of e-
commerce company and it still doesn’t remove the pressure
for securing user’s private information on the e-commerce
company. The life cycle of a single payment process with 3D
Secure method is depicted in Fig. 3.

In tokenization method [32], in order to preserve the user’s
data security a unique digital value called ‘token’ is used
instead of user account number. However, generating tokens
and processing them during the transactions bring additional
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costs. In addition, the method is vulnerable to replay attacks
as the tokens can be reused for later transactions. The token
is only for concealing the actual credit card number and the
e-commerce company still acquires users’ other information.
In addition to above secure online payment schemes, several
other studies were conducted while especially focusing
on authentication of parties in e-commerce systems. For
example, the blockchain technology based authentication
algorithm is presented by [33], [34] and IoT-based e-
commerce structure is described in [35]. A method for
checking user’s credentials during the electronic payment
process with a predetermined identity aiming to resolve credit
card fraud is described in [36].

Another algorithm, similar to tokenization method, is pro-
posed to carry out secure e-commerce transactions using
a payment account number instead of the actual credit
card information [37]. In this method users’ encrypted data
is stored in e-commerce companies’ database. The users
have no control over this data and security dependence on
the e-commerce system still exists. Ginter et. al. presented
methods and technologies for electronic rights and manage-
ment support services to provide efficient management and
communication in e-commerce [38]. In this paper, security,
validation and verification issues are handled and the well-
known cryptographic algorithms such as RSA, El-Gamal
public key are utilized. The method mainly focuses on the
confidentiality of data transaction between parties instead of
users’ privacy.

The security bridges in e-commerce systems are mainly
due to human factors. In other words, the problems occur
not because a vulnerability of a cryptographic primitive,
it occurs because of the design flaw in the system. The
proposed method in our work is to remove the risks coming
from malicious behavior in an e-commerce company side.
Even though, there is various research conducted to detect
malicious behavior in the e-commerce systems, still open
issues exist to detect vulnerabilities. To this end, to identify
the malicious behavior in an e-commerce system employing
Petri nets are presented in [39], [40]. Wang et al. proposed a
method using hidden Markov models to detect unobservable
transitions in e-commerce transactions [39]. The method
simply constructs a vulnerable e-commerce transaction net
which implements labeled Petri nets, detects vulnerabilities
and possible attacks, evaluates these vulnerabilities and
attacks in the e-commerce system and prevents them before
their occurrence. In [40], extended colored logic Petri
nets’ practicability ensuring the information security with
strict conservativeness property for e-commerce systems
is presented. E-commerce system is divided into different
compositions namely a customer, a merchant and a third-
party, extended colored logic Petri nets are implemented to
each subdivisions and the properties of the proposed method
are analyzed.

A machine learning method relies on boosting is proposed
to identify transaction fraud due to distinct distribution nature
of credit card transaction information in [41]. Experimental

TABLE 1. Comparison of protocols.

analysis indicating the performance of the method across
various datasets is performed. Secure negotiation protocol
for e-commerce is proposed in [42]. This work mostly
concentrates on improving customer’s utility in negotiation
process of the transaction. The e-commerce system is based
on multi-agents to preserve security and it is verified by
experiments showing the robustness of the protocol to certain
security attacks.

The proposed method in this paper is inspired by the well-
known problem of secret sharing in cryptography. Similar
to any secret sharing algorithm [43], [44] user information
is split into shares and only if enough shares available then
the user information can be compromised. In some sense our
method distributes the user information to the system actors
which are the user, the bank and the e-commerce company.
For instance, the e-commerce company database stores
the manipulated user information and the bank provides
a token which is time dependent and it is necessary for
the e-commerce company to authorize its transaction via
bank and EMV. In other words, only when e-commerce
company’s certificate, the manipulated user data, the price
information and the token are combined by the bank, then the
transaction can be authorized. On the other hand, unlike secret
sharing algorithms, the proposed protocol does not employ a
threshold mechanism. Comparison of SET, 3D Secure and
proposed SES protocols and the possible risk that they put on
the e-commerce side are given in Table 1.

Before presenting the details of the proposed method, the
next section is devoted to a brief summary of mathematical
building blocks of the algorithm.

III. MATHEMATICAL BACKGROUND
The confidentiality of data that flows in open channels
is generally provided by a symmetric key algorithm. In a
symmetric key cryptography, all communication parties
should have the same secret key prior to the conversation.
That is the stage where asymmetric key cryptosystem or in

10362 VOLUME 10, 2022



S. E. Cebeci et al.: Secure E-Commerce Scheme

FIGURE 4. Public key cryptosystem.

strict sense a public key cryptosystem is employed. Even
though Diffie-Hellman key exchange algorithm [45] is the
first mathematical based asymmetric algorithm, several other
asymmetric key algorithms are presented [21], [46], [47].
The majority of the algorithms employ certain multiplicative
groups. Such an employment of a group is also exploited in
the proposed algorithm.
Theorem 1: Let G be a multiplicative group of order n and

1 be the identity element of G. Then for any a ∈ G

an = 1

Proof: The theorem is due to Lagrange and the general
statement of the theorem specifies that any subgroup ofG has
order dividing n [48]. �
Lagrange’s Theorem has been utilized in many appli-

cations including some popular cryptographic algorithms,
RSA and Elliptic Curve Cryptography [49]. The use of this
theorem is coming from the observation that for any element
a ∈ G, we have akn+1 = a for any positive integer k where
again n is the order of G. A use of this observation can be
illustrated with RSA algorithm. Let G be a group whose
order n is only known by the receiver Bob. Bob broadcasts
an integer e which is coprime to n. In other words,

gcd(n, e) = 1 = ny+ ex for some integers x, y.

Lagrange’s theorem 1 implies for any element a of G, an is
the identity in G. In this respect,

axe = a1−ny = a · (an)−y = a · 1−y = a in G

In this process, Bob constructs his public information
which is the group G and the integer e. Bob’s private
information is x and the group order n. Design of RSA
algorithm ensures that the private information is hard to be
found with the public data (G, e). In RSA algorithm, the
group G is selected to be the multiplicative group modulo m,
i.e.,G = (Z∗m, ·). In this design, the possible way to findBob’s
private information is via factoring the integer m.

Alice, who is the sender, first downloads Bob’s public
information (G, e). Then, she represents her message as an
element a ofG. She obtains the cipher c by computing ae inG.
RSA is one of the most used public key algorithms in practice
and the process of a public key cryptosystem is illustrated in
Fig. 4.

The proposed protocol requires employing a symmetric
key algorithm in one of the steps. A symmetric key cryp-
tosystem is the oldest method providing confidentiality of

FIGURE 5. The work flow of a Symmetric Key Algorithm.

messages. In such a system the sender and the recipient must
have a prior knowledge of a unique key which is used both
with encryption and decryption functions. Even though in this
digital era most of the systems utilize the standard symmetric
key algorithm AES (Advanced Encryption Standard) [50]
(previously DES (Data Encryption Standard)) [51] and its
derivatives, certain systems employ non-standard algorithm.
The following Fig. 5 depicts the work flow of a symmetric
key algorithm.

IV. SECURE E-COMMERCE PROTOCOL
In the proposed protocol, the aim is to provide a secure
e-commerce scheme between all parties involving online
shopping which are in general a user, an e-commerce
company, a bank and an EMV. Current methods for online
shopping are vulnerable to various cyber attacks. Recently,
several e-commerce companies’ systems have been com-
promised which jeopardize private information of millions
of customers. Even though many e-commerce systems take
costly measures including storing customers’ information
in an encrypted format, still several bridges in the systems
have been reported each year. Compromising credentials of
system administrators might result in disposing millions of
customers’ private information which was even stored in an
encrypted format. This paper establishes a protocol which
removes the necessity of obtaining users’ information for the
e-commerce companies and therefore the protocol alleviates
the security risks on their systems.

The method offers a manipulation algorithm for the user
data to be recorded in an e-commerce company’s storage.
The stored data can only be converted to the original one
in a certain time frame with an additional data provided by
the user. Fortunately, only the bank can transform the data to
its initial form with the public certificate of the e-commerce
company and the amount of transaction. Basically, in our
scheme the sensitive user data is not stored in the online
company’s repository and besides, the user does not have
to provide his/her all information to the company each time
performing an online shopping. Thus, the user data can never
be revealed by the company or the people who compromised
the company’s system. Before describing the details of the
protocol, the parameters which will be used in the scheme
are presented in Table 2.
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TABLE 2. Protocol parameters and descriptions.

The presentation of the proposed protocol is divided into
two parts. In the first part, the process which takes place
during the first purchase is described.

A. THE PROCESS FOR FIRST PURCHASE
The first part of the protocol deals with the registration of
a user to an e-commerce company’s system. This process
is performed only one time during the user’s first shopping
experience with the e-commerce company. At this stage,
necessary user information like credit card number, billing
address etc. and the certificate of the e-commerce company
are combined by the bank. Let the combined data be
denoted by D. The standard process between the credit
card issuer bank and the responsible EMV is supposed to
be performed as usual. This process includes sharing AHI
(Account Holder Information) with the responsible EMV
(Europay, Mastercard, Visa) by the bank. Note that an EMV
works with the bank during the card verification process of
the user.

The data D is encrypted using a symmetric key encryption
methodwith a key k determined by the bank. For example, the
AES algorithmmight be employed. LetEnc be the encryption
function, the encryption process returns D0. In other words,

D0 = Enck (D) (1)

the resultingD0 which is the manipulated version ofD is sent
to the user who conveys it to the e-commerce company. The
process in this part is illustrated in Fig. 6.

Algorithm 1 The E-Commerce Scheme (SES) for
Registration
Input: D
Output: D0
2: DataExchange(D): User↔ Bank;
1: DataExchange(AHI ): Bank↔ EMV;
3: k ← KeyGen();
4: D0 ←Enck (D);
5: Send(D0): Bank→ User;
6: Send(D0): User→ E-CommerceCompany;

FIGURE 6. The first part of E-Commerce Protocol (First time user
registration to the E-commerce system).

During the connection established between the user and the
e-commerce system, theD0 value is sent securely to be stored
in the e-commerce company’s database. Thus, the registration
phase is completed. After the registration phase, the user does
not need to enter the necessary payment information such
as credit card information in his/her next shopping. At this
stage, the capture of user data from theD0 in the e-commerce
company depends only on knowing the secret key k which
was stored only in the issuer bank. Note that the certificate
of the e-commerce company is embedded in D0, the value
D0 can only be used by this company.

B. THE PROCESS OF FUTURE PURCHASE
In this part, a detailed description of processes performed
by the user and e-commerce company during a future online
shopping is presented. Let assume that the user is conducting
nth shopping with the company. Once completion of product
selections, the user ends up with the payment step on the e-
commerce site. The payment amount which is denoted by A
is shared with the credit card issuer bank and EMV.

At this stage, the bank determines a Tn value which
depends on when the transaction takes place and the assigned
Tn value is valid for a period of time decided by the bank.
The Tn value is an integer value that the bank generates
randomly for each time period, and this value is the same for
all users who perform shopping in that specific time period.
For the sake of completeness, we employ a modular group
G = (Zp, ·) where p is a large prime integer in this step. Note
that, a developer of the proposed protocol is allowed to use
any group instead of a modular group as long as the discrete
logarithm problem (DLP) is hard for the selected group. The
variables Tn and the amount A should be adjusted to the
selected group. Assuming the discrete logarithm problem is
hard for the group G = (Z∗p, ·), Tn, k and A values are
concealed by the following process and the cipher text C is
obtained.

C = (TnkA)uID mod p (2)

The encrypted C is sent to the user by the bank. The user
transfers the ciphertext C to the e-commerce site. The e-
commerce company attaches C to previous stored D0 and
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FIGURE 7. Secure E-Commerce Scheme (SES) diagram for round ’n’
purchase and payment confirmation.

sends it to the bank along with A which is the amount
information. The ciphertext C lies in a groupG = (Z∗p, ·). The
group G has order p− 1 which means that any element in G
has order dividing p − 1 by Theorem 1. In order to confirm
the payment, the bank first determines an integer i such that

uID.i ≡ 1 mod p− 1 (3)

Then, it computes Ci mod p and gets:

Ci = ((TnkA)uID)i = (TnkA)uID.i
= TnkA mod p (4)

Note that the above equation is coming from the theorem 1.
In other words, since the group G has order p − 1, for
any element g ∈ G, gk(p−1)+1 returns 1 for any positive
integer k . Since we compute the number i so that uID.i ≡ 1
mod p−1 which implies uID.i = 1+k(p−1) for an integer k .
This confirms C i

= TnkA. The bank was the one who assigns
Tn value and it has already received A from the user. Then it
performs the following computation:

` =
Ci

TnA
mod p (5)

The ciphertext D0 was obtained via an encryption function
Enc. Then the bank decrypts D0 with a decryption function
Dec and the key ` that is

D′ = Dec`(D0)

Once D′ gives the user’s information D, the bank confirms
the payment via communicating with EMV. Note that
encryption of D is via a symmetric key algorithm and
therefore in essence the encryption function Enc and the
decryption function Dec are the same functions. As long
as ` in the equation 5 matches the original key k then the
decryption function returns the user’s data D.
The information C, Tn, A and AHI should be confirmed

between the bank and EMV for verification and payment
confirmation. Actors and their behaviors in the system for
online shopping data exchange depicted in the Fig. 7: Note
that AHI is exchanged between the bank and EMV.
In summary, the first part of the protocol (Algorithm 1)

deals with registration of a user to e-commerce systems in
the first online shopping experience. The steps of this part:

Algorithm 2 SES Algorithm for Future Purchase
Inputs: Tn, k,A, uID
Output: PaymentConfirmed ← True or False

1: DataExchange(A): User↔ Bank;
2: C ← (TnkA)uID mod p;
3: Send(C): Bank→ User;
4: Send(C): User→ E-CommerceCompany;
5: Send(C,D0,A)): E-CommerceCompany→ Bank;
6: Select i; uID.i ≡ 1 mod (p− 1);
7: Ci ← TnkA mod p;
8: k ← Ci/(TnA) mod p;
9: D← Deck (D0);
10: DataExchange(A,AHI ): Bank↔ EMV;
11: DataExchange(Address): Bank→ E-CommerceCompany;

1) Sharing user data D between the user and the bank.
2) The bank exchanges and verifies the user information

with EMV.
3) Bank generates a private key k for the user.
4) The bank generates D0 by encrypting data D via a

symmetric key algorithm and a secret key k .
5) D0 is sent to the user.
6) The user sends D0 to the e-commerce company and

D0 is stored in the e-commerce company’s storage.
By storing D0, the e-commerce company is relieved to
ask the user’s information in future shopping.

The second part of the scheme (Algorithm 2) is related with
exchanging data between the actors in later online shopping
experience of the user with the e-commerce company. The
actors and their tasks in the system for round n(n 6= 1) and
for different time frame Tn are presented below:
1) Sharing the payment amount A between the user and

the bank.
2) The bank generates the encrypted text C from A, k , Tn,

uID.
3) The bank transmits the cipher C to the user.
4) The user transfers the cipher C to the e-commerce

company.
5) The e-commerce sends C, D0, A and its certificate to

the bank. Confirmation of payment is performed by
processing C , Tn, A with the steps 6-9 in Algorithm 2.

6) The amount A and the user’s information AHI in the
bank side are shared with EMV.

7) The final step in Algorithm 2 (Step 11) is optional and it
might be in use in case a shipping information is needed
by the e-commerce company.

V. SECURITY CHALLENGES AND SYSTEM EVALUATION
The current bridges in e-commerce system generally occur
on the e-commerce companies’ side. For example, most
of the recent bridges which result in disposing of several
million customers’ data are all on the sides of e-commerce
companies [2]. In addition, the current techniques employed
in e-commerce system has certain security flows mentioned
in the first part of the paper. These concerns put pressure
on e-commerce companies to make tremendous amount of
investments to protect their systems and customers’ private
information.
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The proposed method aims to ease this pressure on
e-commerce companies by establishing a new protocol. The
resulting protocol allowsmanipulating user’s data by the bank
to be stored in the e-commerce companies storage systems.
The manipulated data can only be converted to the original
one by the bank in a certain time frame when the users are
supposed to be conducting online shopping. This protocol
removes the pressure on e-commerce companies’ security
concerns as well as it removes the necessity of re-entering
users data each time conducting online shopping.

Moreover, the proposed protocol puts main burden on
the bank side. The manipulation of users’ data and the
confirmation of payment via manipulated data are required
performing computational tasks on the bank side. The cost of
operations depends on the selected groupGwhichwas chosen
to be a modular group based on a prime integer p in above
illustration. The size of p should not be as large as in the case
of Diffie-Hellman key exchange. In fact, in our algorithm, the
group G is kept private by the bank and therefore the security
of the systems would not depend on the hardness assumption
of the discrete logarithm problem.

During the implementation of the proposed protocol, the
cipher C and the manipulated data D0 along with the amount
information A from e-commerce system to the bank pass
through a public channel. The first question is whether it is
possible to obtain the private information of the user from
D0. D0 is the encrypted version of the original data such that
D0 = Enck (D).
Theorem 2: The stored information D0 by the e-commerce

company can be used to get the user information only if the
presence of the secret key k.

Proof: The stored information D0 is computed by the
bank. The bank selects a suitable symmetric key algorithm
and its encryption function is denoted by Enc. The user
information D and the private key k are the inputs of Enc and
the output isD0. Therefore, in order to go back toD fromD0,
it is necessary to posses the secret key k as in a symmetric key
algorithm and the decryption function needs the same key as
the encryption function. �

The above theorem points out that the only possible way to
return back toD fromD0 is to get the bank’s secret key k . The
secret k is embedded into the cipher C that is C = (TnkA)uID

mod p.
Theorem 3: The secret key k can be obtained from the

cipher C if the group G = (Z∗p, ·) and the bank’s secret Tn
are known along with the discrete logarithm problem in G is
practical.

Proof: The secret key k is embedded to the cipher C via
the operation;

C = (TnkA)uID mod p

The integer p must be known and C
1
uID mod p must be

computed to get TnkA. Note that computing C
1
uID mod p

requires a practical method for the discrete logarithm problem
inG. Even if all these (group information, DLP) are available,

then obtaining the secret key k from TnkA mod p still
requires the knowledge of Tn. �

The cipher C is constructed by the bank which keeps the
group information G = (Z∗p, ·) and the time frame data
Tn secret. Even though Tn stays the same for all users in a
certain time frame it is kept secret by the bank. Let assume
for a moment that, Tn is somehow known by an adversary
along with the amount information A. Without group G,
it is not feasible to make any operation to reach the secret
k . Interestingly, if one assumes that G is also known then
the adversary must know uID and solve discrete logarithm
problem in G to reach the secret k . Therefore, obtaining
the secret k is much harder than solving discrete logarithm
problem in the group G. In summary, an adversary should
be able to fulfill the following steps in order to reach users’
information:

1) Obtain Tn.
2) Capture the group information.
3) Acquire the unique ID (uID) of the user.
4) Solve discrete logarithm problem in the group G.
In the following part, we present an analysis of the

protocol against possible attack scenarios. The scenarios can
be classified as compromising the database, replay attack and
man-in-the-middle attack.

Attack Scenario 1: Compromise of E-commerce
Database

1) The adversary accesses the database of the e-
commerce company and downloads the manipulated
data D0 belongs to its users.

2) The adversary tries to extract D from the D0.
3) DecAdv(D0) works only when the secret key k is

available which belongs to bank. The adversary cannot
resolve D0 to get D.
The above discussion indicates (Theorem V.1 and
V.2) that the compromising the secret key k requires
infeasible computational tasks. Therefore, the user
privacy cannot be violated with compromising the
database of the e-commerce company.

Attack Scenario 2: Replay Attack
1) The adversary employs a cipher CAdv = C where it was

captured from earlier communication.
2) The adversary sends CAdv to perform a replay attack.
3) The bank processes CAdv but it does not reveal the secret

k as Tn is valid for a specified time frame.
In addition to above attacks scenarios, an adversary might

try to implement so called the man in the middle attack.
As certification authorities were formed to remove such
attacks, and the certificate of e-commerce company is already
employed by the protocol this attempt cannot be successful.

The presented protocol provides a confident system which
resolves the problems mentioned at the beginning of this
section. For instance, the security of the proposed protocol is
independent of the e-commerce company’s system. Customer
accounts and credit card information will never be captured
even if the e-commerce system is compromised. Therefore,
e-commerce companies will not have pressure on investing
on security of their cyber systems. Furthermore, to avoid
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FIGURE 8. Protocols’ communication costs: The number of
communication channels generated by each protocol.

unauthorized transactions in the payment process, the proto-
col requires the user, the bank and the e-commerce company
collaboration.

In addition, manipulated version of the user information
that is stored in e-commerce company’s database can only
be decrypted with additional parameter gathered from the
bank. In order to prevent any future dispute, SES algorithm
requires confirmation from all parties; the user, e-commerce
company and the corresponding bank. Therefore, in case of
a dispute, the bank should be involved as it took a part in
the confirmation phase and the bank can easily resolve the
encrypted version of the user data.

The main advantages of the proposed protocol are as
follows:

1) From the e-commerce company’s point of view,
encryption is not necessary while storing the received
the banks’ encrypted data about the user. Presented
protocol eliminates the investment costs to keep the e-
commerce system secure. Since only manipulated user
data is stored in company’s storage, a compromiser
cannot obtain the user’s private information with the
captured data in e-commerce company side.

2) The application on the user side exchanges data
with the bank and receives the manipulated user’s
information and it is convertible to the original data
only by the bank. Therefore, users can be confident to
use online shopping.

3) Compared to SET and 3D secure protocols, the
online shopping process requires less communications
in the proposed protocol. The registration part of
SES is executed only once and the low number of
communication channels during an online shopping
in the scheme helps to reduce the network traffic.
Communication cost of SET, 3D Secure and SES
methods are shown in Fig. 8.

A. EXPERIMENTAL ANALYSIS
To illustrate the theoretical comparison mentioned in the
previous section, we implement the well-known e-commerce
security schemes, 3D Secure, SET and our method, SES.
The test is conducted on a computer running on Linux

operating system (Ubuntu 18.04) with Intel i7 5600U CPU
and 8 GB memory. As for the software environment, Python
3.9 version is utilized along with the well-known Crypto
library for Python, in particular we use Crypto.Hash (SHA1),
Crypto.PublicKey (RSA), Crypto. Cipher (AES) which are
all open to public [52]. The tasks while each of scheme is
tested are explained in detail along with the average running
time of each task in the next part. We should note here that
all necessary communications for each of scheme take place
inside of the computer.

1) TESTING SET PROTOCOL
We implement the following tasks for this scheme
• KeyGeneration: This function generates public and
private keys for each shopper.

• Encryption and Decryption functions for the public
(1024 bits, RSA) and the symmetric key (AES256)
algorithms.

• E-Wallet function which generates a random session key
and shared with the bank by using the bank’s public
certificate. Another function called BankValidation also
takes place to authenticate the bank. In other words, the
bank should be able to decrypt the received session keys
with using its private key.

• The last function, OrderConfirmation, is to verify the
shopper’s order by e-commerce company.

Note that, even though SET scheme requires entry of the
shopper’s credit card information for the payment, we first
run the test without acquiring shoppers’ information as we
already embed such data to the source code. In other words,
in the first part of the test, we embed user information to the
source code and run the test for SET scheme. The average
execution time for all processes is 3200 milliseconds. This
average is obtained while performing the test for 100 times.
In the second part, we test SET scheme by enforcing
shoppers’ to enter their credit cards informationmanually and
the average time in this case is about 13670 milliseconds.

2) 3D SECURE PROTOCOL
The payment authentication process with 3D secure scheme
includes acquiring the shopper’s data (credit card, adress etc),
but in our implementation as in the case of SET, we embed
such data to the source code in order to evaluate solely the
process running on each party (the shopper, the bank and
the e-commerce company). The resulting time of the test is
the whole executing time of the approval process of the
payment. The whole process is combination of the following
steps:
• UserAuthentication1 function which runs on the bank
side to authenticate the shopper’s information.

• UserAuthentication2 function which runs on the e-
commerce company side to authenticate user via con-
necting VISA/MasterCard directory.

• ECommerceAuthentication function is to verify and
exchange data between e-commerce company and the
bank.
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FIGURE 9. Execution time comparison of the protocols with SES.

• OTPFuntion runs on the bank side to generate a key and
sends it to the shopper for authentication of the final
payment.

The above tasks are implemented with using Stripe applica-
tion [53]. Even though the one time password (OTP) which is
obtained via a short message service (SMS) is manually typed
by the user in practice, we embed it to the source code in order
to exclude the time spent by the user. The scheme is tested
on the same hardware environment as in the case of SET for
100 times and the average running time is 9056 milliseconds.
Note that, if the average time of typing OTP is assumed to
be 4000 milliseconds then the average execution time of 3D
secure becomes 13056 milliseconds.

3) SES PROTOCOL
We divide testing of our scheme into two parts. In the first
part, we observe the average time spent by the bank and the
e-commerce separately for the first registration of the user by
the e-commerce company. The average total running time for
whole process is 1330 milliseconds where 79.8 milliseconds
is spent by the bank for the computations and the rest
is mainly for the communication between all the parties
including the e-commerce. Note that, about 220 milliseconds
are spent for executing SSL which is to secure Transportation
Control Protocol (TCP).

In the second part of the test, we observe execution time
for latter (2nd and onward) payment processes. The observed

average time for the scheme to authenticate the user and to
complete a payment is 288.8 milliseconds where almost all
computation time is spent by the bank and the rest is for the
communication. We note that a bank uses an average 0.1 MB
memory for each authentication where we apply a group of
size 2048 bits, in other words we consider the group G as
the multiplicative group a finite field Fp where p is a prime
of 2048 bits. Fig. 9 (a) and (b) depict the execution time
comparisons of the protocols.

As illustrated in Fig. 9 (a) and (b), the running time of the
SES scheme is much less when compared to SET and 3D
Secure protocols where both manual and automatic user data
entrance are considered.
Remark 1: The SSL protocol is an add-on to secure

Transportation Control Protocol (TCP) and SSL involves the
communication phases of all these three schemes. We conduct
tests to observe only SSL burden on the total execution time
of each scheme. The average executing time of SSL for a two-
party communication is 110 milliseconds. This observation
shows that SSL has taken bulk of the time spent on SES
algorithm.

VI. CONCLUSION AND FUTURE WORK
In this paper, we present a protocol, SES, which alleviates
the security risks of e-commerce cyber systems and provides
a secure method for online shoppers. The method requires
computational tasks to be performed by the bank and
removes the requirement of storing the users’ private data
in the e-commerce companies’ side. SES provides a secure
e-commerce protocol which ensures that the user data cannot
be revealed without adequate information gathered from
all legitimate actors which are the user, the e-commerce
company and the bank. In other words, the bank processes
a user’s information and manipulates it to be sent to
e-commerce company. The manipulated version is only used
by the bank for confirmation of customers’ future online
transactions.

In the presented protocol, e-commerce company would be
relieved from investing costly measures to assure the security
of its stored data. In addition, the customer is required
to enter his/her information for only once and the future
transactions would not require the customers re-entry of
their data. Furthermore, the data in e-commerce company’s
side cannot be converted to a meaningful message except
by the customers’ credit card provider which in general
is a bank. In this way, users’ privacy will be preserved
along with the pressure for protecting customers’ data on
the e-commerce company will be relatively eliminated.
We conducted real time tests to compare the performance of
SES and other known e-commerce protocols. Even though
most of the computational tasks are carried out by the
banks, the final execution time of SES is still competitive
to other approaches. We also analyzed the proposed method
against the well-known attacks. The analysis indicates that
the proposed scheme is secure against the well-known
replay and man-in-the-middle attacks. This scheme, SES,
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relieves the users from re-entering their data in future online
shopping. The data stored in an e-commerce company’s
database is the manipulated version of users’ information and
it can only be converted to original form by users’ bank.
Therefore, in case of a bridge or compromise of e-commerce
database, the customers’ privacy is still protected. In other
words, the method eliminates the security risks on the e-
commerce companies which eventually release them from
high investment costs to secure their system. Even though, our
proposedmethod requires certain computational tasks need to
performed especially on bank side, the overall computational
cost is less than its competitors as demonstrated by the
experimental results. As a future work, the adaption of SES
to other online services, like mobile payment, tax/insurance
payment etc. will be conducted.
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