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ABSTRACT To solve the problems of low security and low reliability in data sharing, this paper proposes
data sharing network model and mechanism of power Internet of Things in virtualized environment. Due to
the different coverage of the power Internet of Things, this paper proposes a node model based on the node
network theory of blockchain technology. This model divides network nodes into data consumer nodes,
data storage nodes, routing node, and coordination nodes according to business requirements. Through the
cooperation of the four types of nodes, data sharing between multiple power Internet of Things can be realized
efficiently. To solve the problem of low security in data sharing, this paper constructs a data transmission
contribution analysis model of network nodes and a data access authorization model. The data transmission
contribution degree model can fairly evaluate the behavior of network nodes based on the contribution degree,
so as to quickly find malicious nodes. The data access authorization model calculates the entropy weight of
each Internet of Things according to the trust level, thereby calculating the credibility of data sharing. To solve
the problem of low transmission reliability of network nodes, a set of alternative links is constructed for data
sharing routes. With load balancing as the goal, a relative cost value evaluation model is constructed for
each route. The shortest route with the best relative cost value is regarded as the optimal data sharing route.
In the simulation experiment, the related mechanisms are first improved based on the mechanism of this
paper, which verifies that the mechanism of this paper improves the utilization and reliability of network
resources in terms of data sharing routing. Secondly, it is verified that the mechanism of this paper improves
the success rate and availability rate of network resources in terms of data security sharing.

INDEX TERMS Power Internet of Things, data sharing, network model, sharing mechanism.

I. INTRODUCTION

The Internet of Power Things is a key technology for smart
grid. More and more power companies have established their
own Internet of Things, and the types and numbers of services
provided have increased rapidly. In order to improve the use
efficiency of power Internet of Things resources, Network
Function Virtualization (NFV) technology has become a key
technology for the construction and operation of the Internet
of Things. When NFV technology is applied to the power
Internet of Things, traditional physical network resources
are divided into underlying networks and virtual networks.
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The underlying network is responsible for allocating network
resources for the virtual network, and the virtual network is
responsible for carrying power services.

Although NFV technology improves the utilization of
underlying network resources. However, in order to improve
the scale and quality of services, each power company needs
to share data with the Internet of Things of other power
companies. In this context, the trust mechanism, secure con-
nection, and efficient management of a large number of
distributed smart devices in the power Internet of Things
have become more and more important. Therefore, how to
realize an efficient and safe data sharing mechanism between
power companies has become an urgent problem to be
solved.
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In order to solve the problem of low security in the data
management of the Internet of Things, more research is
based on blockchain technology to improve the security of
data [1]-[4]. In order to avoid the problems of low secu-
rity and low performance caused by the unified storage of
data in blockchain technology, there have been studies using
federated learning technology to store data in a distributed
manner [5]-[9]. In order to further reduce the problem of low
data transmission efficiency caused by federated learning,
existing studies have adopted model compression and struc-
ture optimization strategies to improve data transmission effi-
ciency [10]-[20]. In order to increase the enthusiasm of data
owners to participate in data sharing, existing studies have
adopted game theory and auction mechanisms to enhance the
incentive mechanism of data sharing enthusiasm [21]-[25].

It can be seen from the existing research and analysis that
the research to solve the problem of data sharing mainly
adopts two strategies of centralized storage and distributed
storage. Ideally, electricity data should be stored on a decen-
tralized hardware and software platform, but current solu-
tions are mainly based on a centralized infrastructure. The
centralized architecture has high maintenance costs, low
intrusion costs, high possibility of data being intercepted
and tampered with, and single points of failure for secu-
rity threats. The use of blockchain technology to propose a
decentralized architecture for the Internet of Things system
can effectively reduce the hidden danger of a single point of
failure in the system and make the Internet of Things data
more secure and credible. However, the use of blockchain to
construct the Internet of Things data management and con-
trol network, the data relationship between each blockchain
is independent, which causes greater difficulties in data
sharing.

In order to realize the safe sharing of data between multi-
ple data sources, this article contributes as follows:(1). Data
management and control network model: propose a data
sharing network model for multiple domains, including data
use nodes, data transmission nodes, data storage nodes, and
data sharing coordination nodes. (2). The authority of data
sharing: In order to solve the security problems of different
security level domains when crossing authentication, a trust
transfer relationship model is proposed to realize the transfer
and evaluation of the trustworthiness of different IoT systems.
(3). The malicious node aspect of data sharing: In order
to solve the problem that malicious nodes report false data
resources and false network resources to the controller in
the domain, resulting in unavailability of data or failure of
resource allocation algorithms due to insufficient underlying
resource capacity, the node credit evaluation mechanism are
proposed. (4). Network congestion of data sharing: In order
to solve the problem of data transmission failure caused by
unbalanced network resource load, the resource utilization of
the underlying nodes and underlying links is analyzed, so as
to achieve load balance between the underlying nodes and
underlying links.
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Il. RELATED WORK

With the explosive growth of the data collected by the Internet
of Things, the research on the data sharing of the Internet of
Things has received extensive attention from the academic
community.

The decentralization, anonymization, traceability and non-
tamper ability of blockchain technology make it a very
attractive technology to be introduced into the Internet of
Things data sharing to solve the trust problem of Internet
of Things users. For example, in order to solve the problem
of sharing medical data in a trustless environment, litera-
ture [1] uses blockchain technology to provide data sources,
auditing and control for the shared medical data between
big data entities. Aiming at the problem of data security
sharing in multi-cloud platforms, literature [2] proposed a
reliable collaboration model based on blockchain and smart
contracts. Literature [3] proposed an efficient data collection
and secure sharing scheme based on blockchain, combining
Ethereum blockchain and deep reinforcement learning to cre-
ate areliable and secure environment. Literature [4] combines
blockchain and support vector machines to propose a data
training program that can protect the privacy of IoT data.

In the blockchain-based data sharing scheme, the data
owner encrypts the data that needs to be shared and sends
it to the blockchain for storage. If the amount of data con-
tained in the transaction is too large, it will also have a
negative impact on the performance of the entire blockchain
network. Therefore, in the blockchain-based IoT data sharing,
storing the shared data on the blockchain is not a feasible
solution. Federated Learning (FL) was proposed by Google
in 2017 and follows the principle of informed collection or
data minimization [5]. In many fields, federated learning has
broad research value and application prospects [6].

For example, in order to solve the problem of unbal-
anced air quality data distribution and waste of comput-
ing resources, literature [7] established a regional model of
weighted value in federal learning by dividing air quality data
into regions. In order to solve the problem of data privacy pro-
tection and the inability of large-scale collaborative training,
literature [8] proposed a credit card fraud detection method
with privacy protection based on federated learning, which
uses federated learning to construct a global shared fraud
detection method. Literature [9] uploads the data features and
model parameters to the federated learning central server at
the same time, and provides a feature fusion strategy for each
client at the same time, and uses the echo state network to
achieve precise trend tracking.

In order to mobilize data owners to actively participate
in data sharing, it is an effective measure to encourage
users to actively participate in IoT data sharing through an
effective incentive mechanism. At present, there have been
related researches that introduce incentive mechanisms into
mobile group perception or resource trading and other Inter-
net of Things application scenarios, and use this to encour-
age users to participate in data sharing behavior [10]-[12].
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Existing incentive mechanisms are divided into centralized
IoT data incentive sharing and distributed IoT data incentive
sharing.

In the centralized Internet of Things data incentive shar-
ing party, literature [13] proposed a recruitment strategy for
vehicle-mounted ad hoc network data sharing participants
suitable for vehicle trajectory prediction, which minimizes
the total recruitment cost. Literature [14] proposes a mobile
group perception framework based on fog computing, which
solves the security and privacy issues between task requesters
and workers. Literature [15] studied the data sharing problem
of the Internet of Vehicles based on game theory, and used
the Q-Learning algorithm to realize the vehicle compensation
payment strategy.

In terms of incentives in distributed scenarios, the
decentralized nature of the blockchain determines that data
storage is a distributed storage method. Therefore, the incen-
tive mechanism in distributed scenarios is a research focus.
Literature [16] uses Bayesian inference model to design a
blockchain-based trust management system. Literature [17]
implements a blockchain-based mobile group awareness sys-
tem that supports task requesters to directly send tasks to
workers, avoiding the involvement of traditional centralized
trusted third-party platforms. Literature [18] proposes a real
incentive mechanism that can meet the different resource
allocation needs of IoT users in a dynamic and distributed
P2P environment. Literature [19] proposed a local P2P power
resource sharing model to support local power trading trans-
actions between hybrid electric vehicles.

In the exploration process of building a secure distributed
sharing system based on blockchain, the data transmission
rate in the network is a necessary condition for data sharing.
In order to efficiently realize the large-scale data sharing
market composed of billions of Internet of Things devices,
we must consider improving network performance as much
as possible [20]. During the data sharing process, the data
node transmits local data to the server, and the central server
transmits global data to each local node. In the two-way
communication process, the potentially uncontrollable net-
work state (network delay, communication cost, etc.) of the
local data node can easily cause communication to become a
bottleneck for data sharing.

In order to increase the data sharing rate, two strategies
are usually adopted: optimization model and optimization
system architecture. In terms of optimization model, litera-
ture [21] calculates the average value from low communi-
cation frequency to save communication delay and improve
convergence speed. In terms of optimizing the architecture,
literature [22] proposed a federated learning framework based
on cloud-side collaboration in order to reduce the commu-
nication overhead between the backbone network and the
central server, which reduced the data transmission vol-
ume of the backbone network. Literature [23] proposes a
decentralized federated learning framework combined with
blockchain. Blockchain smart contracts help train the com-
puting nodes of the network to reach a consensus without
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using a central server to complete the global model aggre-
gation. Literature [24] proposed a decentralized federated
learning framework for peer-to-peer networks to solve the
problem of participants sharing the work of the central server
aggregation model. Literature [25] proposed a framework for
decentralized federated learning and a decentralized model
aggregation algorithm based on a 5G network that supports
device-to-device communication.

It can be seen from the existing research and analysis that
the research to solve the problem of data sharing mainly
adopts two strategies of centralized storage and distributed
storage. The centralized architecture has high maintenance
costs, low intrusion costs, high possibility of data being inter-
cepted and tampered with, and single points of failure for
security threats. The use of blockchain technology to propose
a decentralized architecture for the Internet of Things system
can effectively reduce the hidden danger of a single point
of failure of the system. However, the use of blockchain to
construct the Internet of Things data management and control
network, the data relationship between each blockchain is
independent, which causes greater difficulties in data sharing.
This paper aims to solve the problems of low security and
low reliability in power Internet of Things data sharing in
a multi-domain environment, and proposes a power Internet
of Things data sharing network model and mechanism in a
virtualized environment. By constructing a data management
and control network model and a trust transfer relationship
model, a heuristic data transmission routing strategy and a
network node credit evaluation mechanism are proposed to
improve the security and reliability of the data in the data
sharing process.

IIl. PROBLEM DESCRIPTION

In order to facilitate the description of the data sharing
network model and mechanism. This section explains the
concepts related to the data sharing network model and
mechanism of the power Internet of Things in a virtualized
environment.

The user requesting to share data is called the data
consumer. The user who provides the data is called the
data provider. Considering that blockchain technology is an
important technology and development trend of current data
storage, this article uses blockchain technology to store data.
The end-to-end communication path from data consumer
node to data provider node is called data sharing route. The
equipment in the data sharing route includes data consumer
nodes, data provider nodes, network transmission equipment,
network load balancing equipment, and network security
equipment. In the network function virtualization environ-
ment, these devices can be constructed by general-purpose
servers using virtualization technology.

The network equipment composed of general servers is
called the underlying network, which is represented by
G = (V,E). The underlying network includes under-
lying nodes and underlying links. Use V to represent
the bottom-level node set, and use u € V to represent
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a bottom-level node. Use E to represent the underlying link
collection. Use ¢, € E to represent the underlying link with
u € Vand v € V as the endpoint. Considering that node
resources can be dynamically migrated and expanded through
virtualization technology, node resources are not restricted.
This paper mainly studies the resource management model
under the condition of limited network link resources. The
bandwidth resource of the underlying network link e,, € E
is represented by C, 53’ , and the link resource availability rate
is represented by r,flf" .

Through NFV technology, the underlying nodes can gen-
erate multiple NFV instances (Network Function Virtual-
ization Instance, NFVI) according to data management and
sharing requirements. Each bottom node can carry multi-
ple NFVIs. Use mnpyvi € Mgy to represent a type of NFVLL
Myynry represents the set of NFVI carried on the underlying
network. For ease of description, the nodes and links included
in Data Sharing Routing (DSR) are called virtual nodes
and virtual links, respectively, and represented by GPSR =
(VPSR EDSRy yDSR represents a collection of virtual nodes
on the data sharing route, and u?*k e VPSR represents a
virtual node on the data sharing route. EP5R represents the
collection of virtual links on the data sharing route. eL5F ¢
EDPSR represents the virtual link on the data sharing route.
The start node and end node of the data sharing route GPSK
are represented by s?5K and PSR respectively. Use Qi’LVfSR to

indicate the bandwidth resource that needs to be used in data

sharing route e25Rk ¢ EDSR,

IV. DATA SHARING NETWORK MODEL AND MECHANISM
A. DATA SHARING NETWORK MODEL

In order to solve the security and efficiency issues in data
sharing in a cross-domain environment, this paper proposes
a network model for data sharing as shown in Fig. 1. As can
be seen from the figure, the network model of data sharing
includes multiple domain networks. The domain network
refers to the network of each power company. Each domain
network has an independent security domain and manage-
ment domain. Each power company can have one or more
domain networks.

Each domain network in the model is implemented using
blockchain technology. Each domain network includes four
types of nodes: data user nodes, data storage nodes, network
nodes, and coordination nodes. The main function of the data
user node is the submission of data requirements or informa-
tion query. The data storage node is responsible for data user
authority judgment and data provision. In order to achieve
data consistency, data storage nodes need to synchronize
all blockchain data information, and generally have strong
storage capabilities.

The network node is responsible for data transmission.
The network node is responsible for connecting the data user
node with the data storage node. In order to realize data shar-
ing among multiple domain networks, each domain network
elects a data storage node as a coordinating node. The main
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FIGURE 1. Data sharing network model.

function of the coordinating node is to remove the barriers to
the isolation of the domain network. The coordinating node
is a node trusted by an independent domain network and
operated by the domain network. Multiple coordination nodes
are connected to each other, and multiple independent domain
networks are grouped into a network that can realize data
sharing. The coordination node can implement routing infor-
mation and identity authentication information of all domain
networks in the domain network. Whenever a new domain
network is added, the domain network selects a coordinating
node and connects to the coordination node of the adjacent
domain network. After initialization, the domain network can
communicate with other domain networks. In summary, the
coordination node is responsible for receiving data user data
requests, data user authority calculation, data sharing routing
arrangement, and network node trust management. The data
information can be expressed in an existing DNS mode,
or can be realized in an IP address mode. The information
update mechanism in the coordination node can learn from
the OSPF routing mechanism.

B. DATA SHARING NETWORK MECHANISM
The data sharing mechanism is shown in Table 1. The mecha-
nism includes seven steps: submitting a data sharing request,
querying the location of the data in the domain, querying the
location of the data provider in the external domain, making a
data sharing request to the external domain, determining the
authority of the data requester, sending the data to the data
requesting party, and evaluating the credibility of the node.
(1). The data consumer node submits a data sharing
request: the data consumer node submits a data sharing
request to the data storage node, and the content of the request
is the basic information of the data that needs to be shared.
(2). The data storage node executes the query: the data
storage node judges whether it belongs to the local network
according to the basic information of the required data. If it
does not belong to the local area network, the request needs
to be forwarded to the coordinating node through the network
node.
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TABLE 1. Data sharing mechanism.

(1). The data consumer node submits a data sharing
request.

(2). The data storage node searches for the location of
the data.

(3). The coordination node finds the shortest and most
reliable route to the data provider.

(4). The coordination node sends a data sharing
request to the target domain network node.

(5). The target domain network coordination node
judges the access authority of the data user.

(6). The data provider node sends the data to the data
requester node.

(7). The coordinating node evaluates the credibility of
the network nodes participating in the data sharing based on
the degree of contribution.

(3). The coordination node finds the shortest and most reli-
able route to the data provider. The coordination node finds
the shortest and most reliable route to the data provider based
on the basic information of the required data, the existing
routing and cross-domain interaction status.

(4). The coordinating node sends a data sharing request
to the target domain network node: First, the coordinating
node finds the optimal path according to the routing protocol.
Second, the coordination node sends a data sharing request
to the target domain network node, including its own identity
information and required data.

(5). The target domain network coordination node judges
the access authority of the data user. After the coordinating
node of the domain network where the data provider is located
receives the data sharing request, it determines whether the
data user has the authority to obtain the data; if there is no
data access authority, it returns no authority. If there is data
access authority, according to the existing routing, informa-
tion such as the data access request and the routing to the
data user will be forwarded to the data storage node.

(6). The data provider node sends the data to the data
requester node. After receiving the data access request sent
by the coordinating node, the data is sent to the data user node
according to the information such as the route to the data user.

(7). Coordinating nodes evaluate the credibility of partic-
ipating data sharing nodes based on their contribution. The
coordination node in the blockchain where the data user
is located evaluates the data availability, completeness and
accuracy of the data providing node; evaluates the reliability
and availability of the network node. The coordinating node
in the blockchain where the data providing node is located
evaluates whether the data requesting node leaks data and
whether the data is used legally; evaluates the reliability
and availability of the network node. The coordinating node
stores the evaluation results in the attributes of each node.

When coordinating nodes find the shortest and most reli-
able route to the data provider, they first need to delete
malicious nodes from the optional network nodes, and
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secondly, select the route with the shortest route and meet
the trust level as the link used for the final data sharing route
resource. From the process of the data sharing mechanism,
it can be seen that in the data sharing mechanism, the factors
that have a greater relationship with data sharing include
the shortest route search, data access authority management,
and malicious node management. The shortest path search
mainly solves the problems of data transmission speed and
reliability. Data access authority management mainly solves
the problems of data leakage, loss, and tampering caused by
illegal access to data. Malicious node management mainly
solves the damage of malicious nodes in the network to the
network environment, causing the data sharing process to fail.
The three processes are described in detail below.

V. THE KEY PROCESS OF DATA SHARING

A. DATA TRANSMISSION ROUTING

Data transmission speed and reliability play a key role in
the speed of data sharing. If the speed and reliability of the
data transmission network are poor, network congestion will
occur in data sharing routing. In order to solve the problem
of network congestion during data sharing, it is necessary
to arrange the shortest and most reliable route for each data
sharing route. Excessive resource utilization can easily lead
to network congestion. This article takes load balancing as
the goal and arranges data transmission routes.

In order to select the best data sharing route, the relative
cost is used to measure the pros and cons of each data sharing
route, so as to select the best data sharing route. By evaluating
the relative cost of each link, the relative cost value of the data
sharing route can be easily calculated. Use c%v to represent
the relative cost value of the underlying link e, € E. When

the bandwidth required by the data sharing route is Qle’},”SR,

formula (1) can be used to calculate the relative cost value
of each underlying link in the potential data sharing route.

In the formula, max Cbv represents the maximum band-
uve
width resource of the link resource in the current network.

rbw Chw represents the amount of available bandwidth of the
underlying link e,, € E. It can be seen from formula (1)
that the relative cost value of the underlying link resources is
inversely proportional to its resource availability. The greater
the link resource availability rate, the smaller the relative
cost value of link resource allocation. Therefore, the smaller
the relative cost value of data sharing routing, the lower the
resource utilization rate of the network, the higher the relia-
bility, and the stronger the load balancing ability of network
resources.

bw
max C,)
Cl-’w _ uvekE (1)
LU " bwebw _ bw
Ty Cuv Qe%YR

In order to achieve the optimization of data sharing routing,
this paper adopts heuristic data transmission routing strategy.
This strategy can achieve the goal of optimizing the overall
cost value of data sharing routing by solving the link strategy
with the smallest relative cost value one by one.
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The heuristic data transmission routing strategy includes
the following three steps. (1) Select all the underlying links
that meet the bandwidth requirements of the data sharing
route to form a set of candidate links; (2) From the set of can-
didate links, use the shortest path algorithm to solve the first
n shortest path allocation strategies; (3) Choose the bottom
path with the smallest relative cost among the n shortest paths
as the optimal data sharing routing scheme. The relative cost
value ciVZDSRvDSR of the data sharing route DSR is calculated
using formula (2). zﬁlvm Vo represents the variable of whether
the virtual link €258 ¢ EPSR passes through the underlying

. DSR . DSR . DSR. DSR
link e,, € E. 2}, ¥ = 1 means passing. z;,, © =0
means no passing.

bw _ bw uDSRVDSR

C; yDSR,DSR = E wvep Ciuvluy @)

B. DATA ACCESS AUTHORITY MANAGEMENT

In data sharing, data leakage, loss, tampering and other issues
are the main issues that must be resolved. Only by solv-
ing these problems can data be shared safely. This article
solves this problem from the trust level (TL) of each domain
network.

This article adopts a third-party organization certification
strategy to assign identity permissions to each domain net-
work that joins data sharing. Data sharing cannot be car-
ried out on a domain network that has not obtained identity
authority. The identity authority assigned by the third-party
organization to the domain network includes five levels. Con-
sidering that the trust degree needs to be calculated when
multiple domains share data, this paper assigns a trust interval
for each trust degree level. The five levels of trust are 7L =
0,0 <TLy <0.25,0.25 < TL3 <0.5,0.5 < TLy < 0.75,
and 0.75 < TLs < 1.

As the number of Internet of Things increases, the data
of users may be stored in a remote domain network. At this
time, data users and data providers need to communicate
through two or more domain networks. When data users
and data providers pass through multiple domain networks,
use TL; to represent the cross-domain credibility of the i-th
path. To simplify the solution of cross-domain credibility 7L;,
the entropy weight method is used to calculate the entropy
value ¢; of each domain network, as shown in formula (3).

I TL TL;
ej = —— ) In 3)
’ Inn Z’zl Yl Ly 3 TL

Among them, TL; represents the identity authentication
credibility of mutual trust between domain network i and
domain network j. The value of TL;; is the lowest credibil-
ity value of the two domain networks. Based on this, the
adjacent domain network credibility matrix 7L composed of
all domain networks is shown in formula (4). The number
of rows m is the number of data users who have cross-
domain network data sharing requests, and the number of
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columns n is the number of domain networks.
TLq; ... TLy,
TL=| ... .. e 4)
TLy1 ... TLyy
The credibility weight of n domain networks is denoted as

W = [wi,...,wj,...wy]. At this time, use formula (5) to
calculate the weights w; between the two domain networks,

where 0 < wj < 1, and Z]’Lle =1.
1 —¢
27:1 (I —e¢)

Therefore, the cross-domain credibility 7L; of each data
sharing route is shown in formula (6).

n TL;
TL; = ijl W ———
Zj: 1 (TLij)

wj =

(&)

(6)

C. MALICIOUS NODE IDENTIFICATION MECHANISM

As IoT devices are distributed in a very wide area, some
network nodes are vulnerable to attacks by viruses, hackers,
etc., and thus become malicious nodes. In the data sharing
network, these malicious nodes pose a threat to the security
of the data sharing network. In order to quickly identify
malicious nodes, this paper uses the contribution of each
network node in the data network to the data sharing routing
activity to evaluate whether the network node is a malicious
node.

The relevant characteristics of different nodes are different
during evaluation. For data requesting nodes and data pro-
viding nodes, evaluate whether the nodes provide and use
data as required to analyze credibility. The coordinating node
in the blockchain where the data user is located evaluates
the data availability, completeness, and accuracy of the data
providing node, and evaluates the reliability and availability
of the network node. The coordinating node in the blockchain
where the data providing node is located, evaluates whether
the data requesting node leaks data, legally uses the data,
and evaluates the reliability and availability of the network
node. For the coordination node, evaluating whether the task
is completed is the evaluation basis. For network nodes, the
trust of the nodes that contribute to the route is increased. This
paper takes the trustworthiness evaluation of network nodes
as the research object.

In order to facilitate the evaluation of the contribution of
each network node, the initial contribution of each network
node v; € V is set to the same value, which is represented
by k;. If the network node v; € V belongs to the node
on the data sharing route GJDSR, use T(';’f“i to represent the
contribution of the network node v; € V to the data sharing
route G/DSR at time t, and use formula (7) to calculate.

t,u; t—1u; ~DSR
Tg'" =F(Tg ™. G™") N

F(Ts e, G/.DSR) represents the update function of the
contribution degree of the network node, which is calculated
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using formula (8). Among them, RW ;—1.0sx = yes represents

J
network node v; € V provides useful work for data sharing
route G]DSR at time t-1, and the reward at this time is Ay,;.
Mapflt—l.SFC = no indicates that at t-1, network node v; €
J

V provides harmful work for data sharing route G]DSR, and
the penalty at this time is A,,. When coordinating nodes to
construct a data sharing route, if the contribution of a certain
network node is less than the threshold k1", the network node
is regarded as a potential malicious node, and the network
node cannot participate in the work of the data sharing route.

s DSR_ Téj,_l’ui+)\4yes, RWGt_—l,DSR =yes
F(TGJ- ’ Gj )= Tl—l,u,- 2 RM ! _ (8)
G —Anos GJ{—I,DSR =no

VI. PERFORMANCE ANALYSIS

A. NETWORK ENVIRONMENT

Because the allocation of data sharing routing resources is the
key task of data sharing. The pros and cons of data sharing
routing resource allocation play a key role in the success rate,
security, and reliability of data sharing. Since the success rate
of data sharing routing resource allocation is related to the uti-
lization rate of the underlying network resources, this paper
verifies the algorithm performance from two dimensions: the
success rate of data sharing routing resource allocation and
the utilization rate of underlying network resources. In order
to verify the effect of the algorithm in this paper on the
allocation of data sharing routing resources, the two dimen-
sions of data transmission routing mechanism and malicious
node identification mechanism are used to compare this paper
with traditional algorithms. Through the analysis of tradi-
tional algorithms, the comparison algorithm selected in this
paper is based on the data sharing routing resource allocation
algorithm based on shortest path (DSRRAA0SP). The path
allocated by algorithm DSRRA AoSP for data sharing routing
is the shortest bottom path.

In order to realize the algorithm performance analysis, the
GT-ITM [26] tool is used to generate the network topology
environment and simulate the process of data sharing routing
and resource allocation. The network topology environment
includes five domain networks, each domain network includ-
ing the number of bottom-layer nodes is uniformly distributed
between (30,70), and the number of bottom-layer links is uni-
formly distributed between (60,100). The bandwidth resource
of each underlying link is 1000 Mbps. The start node and end
node of each data sharing route are randomly selected from
five domains. The link bandwidth resources of data sharing
routing obey the uniform distribution between (10,30). The
life cycle of each data sharing route is 3 time units. In terms
of performance analysis indicators, the two dimensions of the
success rate of data sharing routing resource allocation and
the availability of underlying network resources are used for
analysis. The resource allocation success rate is calculated by
dividing the number of data sharing routes that successfully
obtain resources by the number of data sharing routes that
apply for resources. The availability rate of the underlying
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network resources is calculated by dividing the amount of
available bandwidth of the underlying network resources by
the total bandwidth data of the underlying network resources.

B. ANALYSIS OF DATA TRANSMISSION ROUTE
ARRANGEMENT MECHANISM

In order to analyze the performance of the data transmission
routing arrangement mechanism, the data transmission rout-
ing arrangement algorithm of this article is added on the basis
of the algorithm DSRRA AoSP to obtain the shortest and most
reliable routing. The modified algorithm is represented by
DSRRAAO0SPRC (data sharing routing resources allocation
algorithm based on shortest path and relative cost).

The comparison results of the resource allocation success
rate of the algorithm before and after optimization is shown
in Fig. 2. In the figure, the X axis indicates that the number
of data sharing routes has increased from 100 to 3000. The
Y-axis represents the success rate of the underlying network
in allocating resources for data sharing routing. It can be seen
from the figure that as the number of data sharing routes
increases, the success rate of resource allocation gradually
decreases. This is because the increase in the number of data
sharing routes requires more underlying network resources.
When the number of data sharing routes gradually increases,
the number of resources of the underlying links becomes less
and less, which cannot meet the bandwidth resource require-
ments of data sharing routes. In terms of performance anal-
ysis of the two algorithms, the algorithm DSRRAAo0SPRC
is higher than the algorithm DSRRAAOSP. This is because
the algorithm DSRRAA0SPRC takes the relative cost of the
link as an element of link selection, thus realizing the load
balancing of the underlying link resources and avoiding the
scarcity of some key link resources.

100

T
——DSRRAA0SP
—+—DSRRAA0SPRC

80 b
60 -

40 -

20 - b

Resource allocation success rate(%)

L

o- . . . . |
500 1000 1500 2000 2500 3000

Number of data sharing routes

FIGURE 2. Comparison of the success rate of resource allocation.

The comparison of the availability of underlying link
resources is shown in Fig. 3. The X axis indicates that the
amount of available bandwidth of the underlying link has
increased from 300 Mbps to 1500 Mbps. The Y-axis rep-
resents the availability of underlying link resources. When
the number of data sharing routes is 1000, the comparison
of the availability of underlying link resources under the
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FIGURE 3. Comparison of the availability of underlying link resources.

two algorithms is shown in Fig. 3. It can be seen from
the figure that the number of available bandwidths of the
underlying link increases, the availability of the underly-
ing link resources under the two algorithms is increasing.
This is because the increase in the number of underlying
link bandwidths can allocate more optimized underlying link
resources for data sharing routing. In terms of comparison of
the two algorithms, the algorithm DSRRAA0oSPRC allocates
underlying link resources for more data sharing routes, so the
availability of underlying link resources is low. In contrast,
the traditional algorithm DSRRAAOSP allocates underlying
link resources for fewer data sharing routes, so the availability
of underlying link resources is higher.

C. ANALYSIS OF MALICIOUS NODE IDENTIFICATION
MECHANISM

On the basis of DSRRAA0SPRC, the malicious node identi-
fication mechanism of this article is added to obtain a safe and
reliable route, which is represented by DSRRAAoSPRCMNI
(data sharing routing resources allocation algorithm based on
shortest path and relative cost and malicious node identifica-
tion). The malicious node is simulated by exaggerating the
bandwidth of all underlying links connected to it. When a
malicious node exaggerates its link resources, the underlying
link cannot complete data transmission.

Fig. 4. compares the success rate of resource allocation
when malicious nodes interfere. The X axis indicates that the
number of data sharing routes has increased from 100 to 3000.
The Y axis represents the success rate of resource allocation
when malicious nodes interfere. Fig. 4. shows the compar-
ison result of the resource allocation success rate when the
bandwidth resource amount of each underlying link is 1000
Mbps. It can be seen from the figure that the number of data
sharing routes increases, the success rate of data sharing route
resource allocation under the two algorithms is decreasing.
This is because the increase in the number of data sharing
routes requires more underlying link resources for resource
allocation. When the utilization rate of the underlying link
resources is too high, more data sharing routes cannot obtain
the required underlying link resources, resulting in a gradual
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FIGURE 4. Comparison of the success rate of resource allocation when
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FIGURE 5. Comparison of the availability of underlying link resources
when malicious nodes interfere.

decrease in the success rate of resource allocation. In com-
parison of the two algorithms, the resource allocation suc-
cess rate of the optimized algorithm DSRRAA0SPRCMNI
is higher than that of the algorithm DSRRAAO0SP. This is
because the algorithm DSRRAA0SPRCMNI deletes mali-
cious nodes before resource allocation, thereby improving
the success rate of resource allocation. The algorithm DSR-
RAAO0SP allocates links to malicious nodes in the resources
allocated to the data sharing route, which leads to the failure
of resource allocation.

Fig. 5. shows the comparison result of the availability of
underlying link resources when malicious nodes interfere.
The X-axis indicates that the amount of available bandwidth
of the underlying link increases from 300Mbps to 1500Mbps.
The Y-axis represents the availability of underlying link
resources when malicious nodes interfere. Fig. 5. shows
the availability of underlying link resources under the two
algorithms when the number of data sharing routes is 1000.
It can be seen from the figure that the number of available
bandwidth of the underlying link increases, the availability
of underlying link resources is increasing. This is because
the number of underlying link resources increases, and the
number of idle underlying link resources increases. In terms
of comparison between the two algorithms, the optimized
algorithm DSRRAAoSPRCMNI has a higher underlying link
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resource availability rate than the algorithm DSRRAAOSP.
This is because the algorithm DSRRA AoSPRCMNI allocates
underlying link resources for more data sharing routes. More
data sharing routes occupy more underlying link resources.

VIi. CONCLUSION

With the rapid increase in the amount of power Internet
of Things data, data sharing between power companies has
become an important task. The main problems in data sharing
of power Internet of Things in a multi-domain environment
are low data security and low network reliability. To solve this
problem, this paper proposes a data sharing network model
and mechanism for the Internet of Things in a virtualized
environment. In the performance analysis section, the algo-
rithm in this paper is compared with the traditional algorithm.
From the comparison results of the data transmission routing
arrangement mechanism, it can be seen that the algorithm
in this paper allocates resources based on the relative cost
of network resources. Network resources have better load
balancing characteristics, which improves the reliability of
data sharing networks. From the comparison results of the
malicious node identification mechanism, it can be seen that
the algorithm in this paper can identify malicious nodes,
avoid the unavailability of the data sharing network caused
by malicious nodes, and improve the reliability of the data
sharing network. This article improves the security and reli-
ability of the data sharing network from the dimensions of
data security and network reliability. Because the enthusiasm
of data sharing participants is a necessary condition for data
sharing work. In the next step, based on the research results of
this article, game theory and auction mechanism are used to
study data sharing issues from the perspective of economics,
and to promote the healthy development of data sharing work.
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