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ABSTRACT Targets of cyber crime are not exclusive to the private sector. Successful cyber attacks
on nation-states have proved that cyber threats can jeopardize significant national interests. In response,
nation-states have begun to handle cyber threats at the national defense level, which is titled ‘cyber defense.’
The cyber defense sector is related to national security, therefore requires robust security technology.
Contrary to normal systems, blockchain provides strong security properties without a centralized control
entity, and as such its application in the cyber defense field is under the spotlight. In this paper, we present
opportunities blockchain provides for cyber defense, research and national projects, and limitations. We con-
structed a survey of government documents, interviews, related news, technical reports, and research papers
from 2016 to 2021. As a result, our research contributes to reducing the gap in blockchain for cyber defense
by systematically conducting research and analysis. In our research, we found that not only research but also
government-led plans are actively promoting blockchain, which demonstrates that blockchain will play a
remarkable role in cyber defense. This paper concludes with suggestions for future research in aspects of the
blockchain technology, evaluation, and survey.

INDEX TERMS Blockchain, cyber security, cyber defense, military, survey.

I. INTRODUCTION
Cyber defense is a matter of ensuring the survival of a state
from cyber threats. We have continued rapid digital transfor-
mation over the past decades. The surging cyber threats, per-
haps, are payment for efficiency that we have benefited from
the digital transition. Numerous IT systems were designed
and used without enough consideration on security. Further-
more, new type of security vulnerabilities are found over
time. This issue should be treated as significant because the
target of cyber threats has become a primary function of
the state, not a single service or company. National energy
power plants, medical facilities, and even military networks
are continuously infiltrated. One article insisted that nuclear
submarines are hackable [1]. The fact that some national
infrastructures’ systems cannot be updated or re-designed in
a short time makes it worse. Nation states require powerful
security technologies for their cyber defense.

Against this backdrop, a 2021 U.S. Defense Authoriza-
tion Act amendment was passed to designate blockchain

The associate editor coordinating the review of this manuscript and

approving it for publication was Sedat Akleylek .

technology as an emerging technology in the defense
sector [2]–[4]. It shows that the strong security char-
acteristics of blockchain are attracting attention in the
field of cyber defense. Blockchain technology was first
introduced to implement a cryptocurrency termed Bit-
coin [5]. The other name of the blockchain is a dis-
tributed ledger technology because several ledgers record
the same content and verify it in a decentralized process.
This structure prevents data manipulation unless any attacker
monopolizes more than half of the resources. Blockchain
technology can provide secure computation using smart con-
tracts [6] that are Turing-complete. Therefore, blockchain
technology works as a platform for various decentralized
applications.

Blockchain projects, including cryptocurrency, have
demonstrated strong security characteristics. For this reason,
various blockchain projects are being promoted at the level of
cyber defense in at least several countries. Applications can
be categorized into multiple domains based on their use, from
data integrity to a decentralized military network, a reliable
supply chain for weapons systems, swarming drones, and
members’ authorization.

2602 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ VOLUME 10, 2022

https://orcid.org/0000-0002-1318-6612
https://orcid.org/0000-0002-2157-0403
https://orcid.org/0000-0001-7005-6489


S. Lee, S. Kim: Blockchain as Cyber Defense: Opportunities, Applications, and Challenges

TABLE 1. Comparison with previous research.

Several studies have investigated the role of blockchain
related to cyber defense. Table 1 presents related research’s
topic, main contributions, and limitations. Taylor et al. [7]
systematically reviewed blockchain applications for cyber
security. Zhu et al. [8] studied blockchain applications for the
use of cyber security. Lilly and Lilly [9]’s study focused
on real-world military blockchain projects in three coun-
tries including the US, China, and Russia. Bunsal et al. [10]
studied specific cyber security applications using blockchain.
Ahmad et al. [11] investigated blockchain for defense and
aerospace, which are strongly related domains. Their study
provides detailed architecture of blockchain applications.

However, to the best of our knowledge, no papers
approached a survey in blockchain applications that can be
covered at the notion of cyber defense. Cyber defense is not
limited to the use of the military but also covers national
security. When we consider recent cyber threats and the sig-
nificance of national security, blockchain for cyber defense
needs to be studied. Therefore, in this paper, our study is
based on the research about the role of blockchain in the
domain of cyber defense. It is embodied in the following three
research questions.

RQ1.What are the main benefits of cyber defense’s use
of blockchain technology?
RQ2.What types of blockchain applications are used in
the field of cyber defense, and what applications have
actually been promoted?
RQ3. Compared to the private sector, what are the lim-
itations or challenges of blockchain technology in the
field of cyber defense?

According to research questions, in the process of con-
ducting the study, we identified the characteristics of the
blockchain that were not found in other studies and built
a new knowledge system of blockchain for cyber defense.
In addition, the limitations of the blockchain technology
we have performed consider policy factors not only in terms
of technology but also in terms of practice and policy. Our
contributions are as the following:

• We provide crucial roles of blockchain technology to
cyber defense in aspects of visibility, verifiability, elim-
inating a single point of failure, and auditability.

• We conduct the first systematic survey on blockchain
systems for cyber defense. We surveyed at least
40 blockchain projects concerning cyber defense includ-
ing research and government projects.

• We analyze domain-specific challenges which consist of
battlefield environments, air-gaps, and resource shortage
when applying blockchain technology to cyber defense.

The rest of this paper is organized as follows: Section II
provides an overview of blockchain technology. Section III,
which covers RQ1, provides the definition of cyber defense
and discusses the benefits of blockchain implementations in
cyber defense. Section IV, which answers to RQ2, presents
up-to-date blockchain research, projects, and applications in
cyber defense. Section V answers to RQ3 by identifying
open challenges in blockchain under national infrastructure
and military circumstances. Finally, Section VI concludes the
paper with future recommendations.

II. BLOCKCHAIN TECHNOLOGY
In this section, we provide an overview of blockchain tech-
nology. The notion of a blockchain has seen wide use since
the first successful cryptocurrency, Bitcoin, appeared in 2009.
The blockchain is the essential data structure of Bitcoin, and it
allows Bitcoin to work as e-cash in trustless environments by
avoiding double-spending. A Bitcoin transaction is a record
that includes the amount, senders, receivers, and signature.
A block can contain a number of transactions, and the word
‘blockchain’ explicitly describes Bitcoin’s data structure,
as illustrated in Fig. 1. Excluding the genesis block, which
is the first block, every block is linked to its previous block
by containing the previous block’s hash. Every block contains
the Merkle root hash of the transactions to prevent modifica-
tion, blocks linked to each other guarantee the integrity of
the block. In other words, to modify the data of this block,
such as the transaction information, it is inevitable to modify
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the value of all blocks behind it. The process to generate
blocks is determined on Bitcoin’s decentralized network, and
it has its own consensus mechanism that uses Proof-of-Work
(PoW). Bitcoin’s structure is, however, not the only form of
a blockchain. Other cryptocurrencies like Ethereum, Zcash,
Ripple, and IOTA use modified or fairly different structures
compared to Bitcoin.

FIGURE 1. Bitcoin data structure.

Fig. 2 (a) illustrates Bitcoin’s longest chain rule. Blocks are
generated via Proof-of-Work (PoW), which needs to prove
that a sufficient amount of computing power has been con-
sumed. Each block is singly linked, but there can be a fork,
whichmeans thatmore than one blockwould refer to the same
previous block. Bitcoin thus accepts the longest chain as the
valid chain. Because of the PoW, the longest chain implies
that the most computing power has been devoted to it.

FIGURE 2. Hash chain structures.

Blockchain does not use only the same data structure which
is used by Bitcoin. Ethereum [6]’s PoW has a multiply linked

list structure. Ethereum can rapidly generate a block every
15 seconds, and as a result, it can easily have multiple blocks
that link to the same block. To solve such issues, Ethereum
accepts the heaviest chain as the legitimate chain rather
than the longest chain, which is referred to as the Greedy
Heaviest-Observed Sub-Tree (GHOST) protocol. For exam-
ple, Fig. 2 (b) shows that the gray chain becomes the heaviest
and, therefore, the legitimate chain as opposed to the black
and longest chain. Since many blocks are not included in
the heaviest chain, the uncle blocks’ miners obtain a reward.
IOTA [12] uses the tangle, which is likened to a directed
graph. A transaction is approved in the tangle only when two
transactions reference it. Even though a node selects trans-
actions to verify and refer in a random sense, this structure
has several centralization issues. In Practical Byzantine Fault
Tolerance (PBFT)-style blockchains, the block generation
mechanism is deterministic. As far as they canmake a consen-
sus, they generate only one block at the same height. There-
fore, they remain forkless as one single chain. A PBFT-style
blockchain is usually used in private blockchains because it
requires to recognize blockchain nodes in advance.

Another essential property of blockchains is the decen-
tralization of their networks, which requires a Sybil control
mechanism to prevent malicious participants from control-
ling the block generation. Bitcoin implemented its decen-
tralized Sybil control mechanism using a Proof-of-Work
(PoW) scheme. Simply, PoW requires sufficient computa-
tional effort from the participants. The PoW concept was
proposed by Dwork to prevent spam mails [13]. In Bitcoin,
a block can be confirmed when the block contains a hash
value that is difficult enough to find, and the Bitcoin net-
work controls the difficulty. Though Bitcoin uses PoW as
its Sybil control mechanism, we do not recognize PoW as
a blockchain’s essential property because other cryptocur-
rencies and blockchain solutions use different decentralized
Sybil control mechanisms like Proof-of-Stake (PoS), Proof-
of-Burn (PoB), Delegate Proof-of-Stake (DPoS), and PBFT.

From the perspective of operation, blockchains can be cate-
gorized into four types. As seen in Table 2, these include pub-
lic (permissionless), public permissioned, consortium, and
private blockchain. Bitcoin is a public blockchain, or public
permissionless, in which anyone can be a participant. In other
words, in the public blockchain, everyone can suggest a block
and everyone can validate data. Most cryptocurrencies are
public blockchains and anyone can suggest a new block,
make a transaction, or validate transaction data. In a private
blockchain, all participants are authorized in a particular
group, such as a company, and the network is not acces-
sible for public use. Naturally, a private blockchain is less
decentralized than a public one. In a consortium blockchain,
participants are limited as its network is built or owned only
for multiple entities. Therefore, it has medium characteristics
of a public blockchain and a private blockchain.

In addition, depending on the authentication of the par-
ticipants, blockchains can be categorized into permissioned
blockchain or permissionless blockchain. As we mentioned
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above, a public blockchain is generally a permissionless
blockchain. On the other hand, we can construct a pub-
lic permissioned blockchain with a permissioned writership
system while anyone can see and verify blockchain data
for decentralized governance. In this case, it has medium
characteristics between a public blockchain and consortium
blockchain.

TABLE 2. Blockchain operation types.

Lastly, smart contract, which is introduced by Ethereum,
is one of the biggest advances in the blockchain technology.
Over simplified scripts for e-cash transactions, Ethereum pro-
vides a Turing-complete smart contract environment that can
implement any computable code, including recursion, with
user-friendly languages like Solidity. Similar to multiparty
computation, nodes in decentralized networks implement
smart contracts and verify the computations together in a
blockchain. If the nodes achieve the same results of a smart
contract’s code execution, the nodes store the resulting state
on the blockchain. By using smart contracts, people can use
various applications with trustworthy computations.

III. BENEFITS OF USING A BLOCKCHAIN FOR CYBER
DEFENSE
In this section, we explain cyber defense using the definition
of cyber security. Then, we discuss how a blockchain can
provide benefits for cyber defense.

A. CYBER DEFENSE
Cyber defense is a relatively new norm as a result of recent
cyber attacks on various governments throughout the world.
Cyber attacks on countries have become a severe issue. The
following cyber attacks have made governments realize that
a ‘cyber war’ is already in progress: the attacks on Estonia
in 2007, on Georgia in 2008, on South Korea in 2009, on the
Iranian nuclear facility in 2010, as well as various conflicts
between the US and China. In addition to these obvious
threats from other countries, insider threats also pose a big
risk to national security. In a system for critical infrastruc-
ture, a single insider threat can force systems to collapse.
Betrayal or unintentional human mistakes are difficult to
foresee. In addition, supply chains are complex with multiple
stakeholders because a complex supply chain structure may
involve a potential enemy. For example, software or hardware
backdoors that are not clearly visible could infiltrate systems.
Political intervention via cyber space, such as social media,
has also been pointed out repeatedly. Cyber defense is the
practice of responding to everyday threats against national
interests and to large-scale adversarial acts of cyber warfare.

To comprehend cyber defense clearly, an accurate under-
standing of cyber security is key.

FIGURE 3. Relationship between information security, cyber security, and
national defense. By adding national defense to the figure in von Solms
and van Niekerk [14], cyber defense is defined.

Fig. 3 illustrates cyber defense and its relationships with
national security (defense), cyber security, and information
security. It is clear that cyber defense is the shared domain
of national security and cyber security. Though we have
discussed cyber defense, it is still ambiguous as to whether
cyber security, one of the key foundations of cyber defense,
can be adequately defined. Unlike national security, cyber
security is easily misconstrued for information security. Von
Solms and Van Niekerk [14] pointed out that the definition
of cyber security varies, even in official and standard doc-
uments. However, the authors provided a sound definition
themselves based on a threat’s source. Protecting assets from
threats via/using Information and Communication Technol-
ogy (ICT) is the at cyber security’s very core. Although when
their discussions of information and non-information based
assets seem vague, we consider their definition to be the finest
among past reasons. Therefore, with the help of their work,
we have divided the notion of cyber defense into the following
three categories:
Definition 1: Cyber security is the practice of protect-

ing assets from threats via Information and Communication
Technology (ICT).

Cyber defense derives from merging cyber security and
traditional defense techniques so it is important that we clar-
ify the term ‘defense’ in this particular context. If we use
‘defense’ to describe security in a national sense, it is clear
that the expressions ‘national defense’ and ‘national security’
can be used interchangeably.
Definition 2: National defense or national security is the

practice of protecting a nation state and its structures from
inner and outer threats.

By combining the two aforementioned concepts, the fol-
lowing is constructed.
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Definition 3: Cyber defense is the practice of protecting
national assets from inner and outer threats coming via Infor-
mation and Communication Technology (ICT).

B. ADVANTAGES OF BLOCKCHAIN IN CYBER DEFENSE
1) VISIBILITY
Due to its distributed and shared ledger structure, blockchain
improves the visibility of data which, in turn, can provide
greater security. Since militaries are becoming more mod-
ernized and digitized thanks to the rapid advancement of
technology, there are now plenty of data producers and con-
sumers. Excessive data can create challenges in terms of
proper capability for efficient processing. This can cause
disruptions when attempting to deal with threats. A recent
survey in Balbix’s enterprise security report [15] shows that
52% of cyber security professionals do not have continuous
visibility on their risk area, which is, therefore, one of the
significant difficulties in treating threats. In a blockchain, the
data’s history is shown from generation to process, transfor-
mation and ending. Therefore, all participants are able to see
who generated or who processed data. Such visibility creates
opportunities to easily locate threats in the early stages and
develop systems to eradicate them quickly.

It has also been suggested that businesses could financially
benefit from this visibility. A recent report by Pricewater-
houseCoopers (PwC) [16] analyzes that applying blockchain
to the aviation industry’s supply chain would result in about
4% profit because of data efficiency. A study shows that
blockchain’s information sharing positively affects the allo-
cation of available industrial resources, which results in an
economic advantage. However, unlike general industries, the
application of blockchain in the defense sector may be lim-
ited. For example, data classified as secret may be challenging
to share between participants. In this case, It is possible to
apply blockchain by processing specific data in an off-chain
and including only the relevant metadata in the blockchain.

2) VERIFIABILITY
The advantages of blockchain are not solely based around
providing visible data but also span to verifiability to
enchance cyber security. For example, an adversary can inter-
fere with data processes if it was processed by multiple enti-
ties. The entities can adopt blockchain on the data processed.
By validating data before a process and after a process by
entities, we can guarantee data is valid. The validity depends
on what kinds of data and processes are expressed and vali-
dated on the blockchain. Besides, smart contracts also provide
a validated data process environment.

According to a Lockheed Martin’s report [17], more than
1,900 top-tier suppliers worldwide supply parts for F-35
fighter jets. A wide variety of contributors are involved in
the defense industry due to globalization. However, among
them, there can be countries that may not have as close
relations as others, especially in supply chains. In particular,
there have been significant issues whereby microchips that

were undisclosed in original blueprint documents have been
discovered. In this situation, the application of blockchain
throughout complex manufacturing processes like these can
provide a solution. Although absence of defects from sup-
pliers is not completely guaranteed, blockchain significantly
reduces any possibility of deceit within the defense industry
because of a higher verifiability of data.

3) ELIMINATING A SINGLE POINT OF FAILURE
The motivation for the first development of the blockchain
was to implement e-cash without a centralized control.
In order for e-cash to be used as a normal currency, strong
reliability of transaction data must be guaranteed. In a struc-
ture with one centralized control server, such as an existing
digital banking system, the server becomes a problem to be a
single point of failure. However, this problem rarely exists in
a decentralized blockchain environment.

In fact, the problem that Bitcoin tried to solve through
the blockchain is called Sybil attack [18] on a distributed
network. Sybil attack refers to an attack that adversely affects
decision-making by controlling multiple nodes on the net-
work in a way that deceives one attacker as if there were
actually multiple attackers. It means that blockchain systems
considered multiple points of failure. For example, PBFT
requires two-thirds or more node voting to generate blocks,
so if an attacker controls more than one-third of nodes, the
system can fail. By adopting PoW, a Bitcoin attacker must
occupy more than half of the computing power of the entire
network to successfully perform a Sybil attack, making it very
challenging to succeed in reality.

Therefore, when applying the blockchain to the national
system for cyber defense purposes, it is possible to solve
the single point of failure and respond to situations in which
attackers occupy multiple nodes. This characteristic is useful
for core infrastructure such as military networks and power
plants, which should never fail, directly related to the sur-
vival of the country. However, the defensive effect may vary
depending on which Sybil control mechanism is used and
how resources can be distributed. For example, PBFT has
the right to participate in decision-making in proportion to
the number of nodes participating, and PoW is proportional
to computing power, and PoS is proportional to stake it has.
For instance, if one node occupies overwhelming computing
power in PoW, even in a blockchain, the node can be a single
point of failure. A more detailed discussion of the cyber
defense environment and the decentralized environment is
covered in Section V.

4) AUDITABILITY
The blockchain data structure consists of a continuous hash-
chain. It is almost impossible to erase or modify data
in the middle of the blocks. Thus, the participants can
retain auditability of the system data for cyber defense. For
example, we can assume that a nuclear power plant went
through cyber attacks and was subjected to a certain dam-
age. Systematic state-sponsored cyber attacks also attempted
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FIGURE 4. The two charts illustrate our system of survey. Fig. (a) shows references over year and sources. Fig. (b) is what we classified references
according to the application domains.

remove every trace of evidence. Removing or distorting data
for the purpose of interfering with cyber intelligence analysis
is becoming part of sophisticated attacks, and if the logs that
were generated during the cyber attacks involving nuclear
power plants are systematically removed, then the affected
country will have difficulty in identifying the attack process
and the target. In addition, countries already have problems in
securing legal evidence to ascertain the responsibility to the
cyber attacks. We believe that the blockchain-applied system
provides excellent auditability for this issue.

IV. ANALYSIS OF BLOCKCHAIN R&D TRENDS IN CYBER
DEFENSE
In this section, we analyze blockchain research and devel-
opment trends, including government policy directions. First
of all, we transparently describe the system of our survey.
Then, we show the results of investigation and analysis
on blockchain applications in order of supply chain, IoT,
communication, identification & authentication, and data
integrity service.

A. SYSTEM OF OUR SURVEY
We conducted an extensive survey on the application of
blockchain to cyber defense. First of all, according to the
second research question (RQ2), our aim is not only to find
relevant research but also to identify the trends in blockchain
applications by identifying projects that are actually pro-
moted by the government. Secondly, based on the aim, ref-
erences used in the survey are primarily divided into two
categories. One is a reference of research, and the other
is a practical project reference. We further divided project
references into formal government documents or sources
fromweb pages, technical reports from companies, and news.
In many cases, information on military-related or national

security-related projects is not preferably disclosed, so there
were inevitable news references. In addition, we took care not
to overlap when projects found in government source docu-
ments pointed to the news. Lastly, wemainly usedGoogle and
Google Scholar search engines as the primary surveymethod.
We could also find related references using the references and
keywords cited in the primarily obtained references.

Fig. 4 (a) shows the sources we used by year by clas-
sifying them by type. Starting in 2017, when the cryp-
tocurrency boom occurred, we found plenty of references
on related projects this year. Fig. 4 (b) illustrates what
types of projects. We categorized the blockchain projects
into five major categories: supply chain management in
Section IV-B, Internet-of-Things (IoT) in Section IV-C, com-
munications in Section IV-D, identification & authentication
in Section IV-E, and data integrity in Section IV-F. According
to the categorization, the blockchain projects are listed in
Table 3. Some projects were classified repeatedly according
to their characteristics. For example, applications for authen-
tication between IoT are classified into both IoT and authen-
tication applications. In addition, data integrity is a concept
that basically enters the purpose of blockchain, so it was used
as a concept that includes a wide range of applications that
are not appropriate for the remaining four classifications.

We stress that it is challenging to investigate the details
of such projects since military projects are often partially
disclosed or undisclosed. Furthermore, we found that various
basic studies are currently being conducted. For example, the
Russian military research lab [53] and the Small Business
Innovation Research (SBIR) program on provenance using
blockchain on disconnected networks [42] are such cases.

B. SUPPLY CHAIN MANAGEMENT (SCM)
Supply Chain Management (SCM) is the most notable
domain of blockchain applications in cyber defense. As a
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TABLE 3. Government-led blockchain projects in cyber defense.

brief definition, supply chain management manages all pro-
cesses related to the supply of goods from producers to
consumers. To be concrete, SCM includes planning, sourcing,
making, delivering, and returning. Barnas [54], Wrona and
Jaroza [55] discussed SCM as one of the core blockchain
applications in defense. Wrona and Jaroza [55] proposed a
detailed blockchain data structure considering confidentiality
in a NATO standard agreement so that their research could be
practically applicable.

Cyber attacks on SCM processes are attractive for
attackers. Assume that an attacker wants to affect a weapon
systems, which is an air-launch vehicle. When the weapons
system is launched, the time window before the strike is
terribly limited for the attacker to corrupt. Furthermore, direct
access to the weapons system is not easy physically or logi-
cally due to multiple security layers. On the other hand, if the
attacker infiltrates into the SCM process of the weapons sys-
tem, the attacker can modify the system before the weapon’s

use. In addition, the SCMprocess is complex with a variety of
subprocesses. This implies that the attack surface of the SCM
process exposes plenty of attack vectors that are not managed
properly.

A testimony from Semiconductor Industry Association
(SIA) [56] states that as many as 15% of the parts purchased
by the Pentagon are counterfeit. It is therefore challenging
to identify whether a counterfeit part is just introduced for
economic reasons or with malicious intent. This uncertainty
implies that threats to SCM can become much more severe
than expected. Bloomberg [57] discussed a real-world spy
chip issue. Software update processes are also included in
the SCM. The hacking of the department of defense in South
Korea can be considered to be a supply chain attack [58].
In this case, the hacker exploited anti-virus update servers
to take over the personal computers of the users. In general,
an anti-virus update is transferred to most personal comput-
ers, so it is an attractive vector for attackers. A recent attack on
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FIGURE 5. Blockchain-based supply chain example. To manufacture a tank, there are a lot of components are
needed. From a certain level of component, a block is created with the related information. Therefore, we can
supervise the supply process of every single tank. Especially, tracking and monitoring of each part prevent the
inclusion of fake parts in the tank.

the US government and a security vendor, FireEye, occurred
when attackers targeted SolarWinds, which is a widely used
and trusted network administration tool. By interfering with
the update process of SolarWinds, the attackers could access
sensitive data [59]. This is also considered a supply chain
attack.

Blockchain can provide protection from unintended mod-
ifications of the information in the SCM. Based on access
to information with high integrity, SCM processes cannot be
easily corrupted. Therefore, by applying blockchain through-
out the SCM process, it is expected for this threat to be sup-
pressed by contributing to the process of accurately acquiring
the desired defense system.

For example, Fig. 5 shows a blockchain-based supply
chain for a tank manufacturer. There are major components,
including barrels, armors, an engine, and a computer system.
Themajor components are comprised of smaller components.
When a component is produced, a block including its relevant
information is created so that it can be transparently moni-
tored by the related suppliers and authorities. We believe this
process can prevent counterfeit components with rigorous
records on the blockchain.

One of the technologies in the spotlight in SCM is a
digital twin. Several studies show that the blockchain will
provide secure data management capabilities in a complex
multilateral digital twin process [60], [61]. For industrial
management, digital twins are their cyber representation of
the physical assets to understand, simulate, predict, analyze,
and optimize. By constructing the same digital twin corre-
sponding to the real physical product, a manufacturer can
trace and examine the product in the computer and in the

information systems. As the physical product moves along in
manufacturing progress, its digital twin follows with the same
history. In the process, all records exist as immutable digital
records. In particular, Putz et al. [61] used Ethereum to pro-
vide a full-featured open source prototype for a digital twin,
suggesting that a blockchain can immediately be applied to
the digital twin.

For this reason, the R&D projects directly related to the
SCM and cyber defense were carried out in several respects.
Hsieh and Ravich [63] studied blockchain use for the sup-
ply chain domain. They discussed how a blockchain can be
a solution for supply chain attacks for cyber-enabled war-
fare with an economic perspective. Rahayu et al. [33] studied
blockchain use for military supply chains, focusing on ship-
ment. However, quantitative or explicit effects were not pre-
sented in the research. The Department of Defense (DoD) of
the United States launched a project to develop an affordable
and highly secure supply chain risk management system that
is enhanced by blockchain technology using the uniqueness
of Physically Unclonable Functions (PUFs) [39]. A PUF is
a kind of digital fingerprint of the hardware and depends
on the physical microstructure during manufacturing. It pro-
vides a unique id on the hardware so that, for example,
people can trace a chip efficiently in a supply chain using the
blockchain. Indiana Technology and Manufacturing Compa-
nies (ITAMCO) announced that they had started cooperation
to help track aviation parts throughout their life-cycle with the
US Navy [22]. Article [26] showed that a pilot project using
blockchain technology in aerospace and defense (A&D) sup-
ply chains demonstrated successfully, and companies are
still finding new projects using blockchain implementations.
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FIGURE 6. Blockchain-based swarming drone operation example [62]. The swarming drones carry out their mission with pre-installed
blockchain data. Mission data recording and decision-making are made through the blockchain. Attackers have difficulty in intervening in
the already-recorded context of the mission performance.

Notably, the need for blockchain applications was also dis-
cussed in the military Additive Manufacturing (AM) field,
which requires accurate production based on design [64].

C. INTERNET-OF-THINGS
Government agencies are paying close attention to the con-
vergence of IoT and blockchain. The Department of Home-
land Security (DHS) developed a blockchain solution for
IoT sensors in critical infrastructures [23], [65]. It tries to
provide programs to help understand blockchain technology
for other departments. The blockdata project [66] shows
multiple assessment projects to adopt blockchain on defense
domains, including IoT. However, further details are not dis-
closed. Other government documents [67] and research stud-
ies funded by government, for example, Willink [32], imply
that defense domains are still finding uses of blockchain
technology in IoT.

The Internet of Things (IoT) is a system of devices that
communicate in cooperative relationships. IoT refers to a new
type of network between devices, not human-to-human or
human-to-device connections. The number of active devices
is increasing rapidly. More sensors gain more information,
enabling efficient operational support. The devices may now
be smaller than ever before thanks to advances in hardware.
Conventional weapons and vehicles in defense are becoming
digitalized and have communication functions inside and
outside.

IoT in the defense domain is referred to as the Inter-
net of Military Things (IoMT), Internet of Battlefield
Things (IoBT), or tactical IoT. [68]. IoBT performs offen-
sive/defensive operations directly as well as supporting
roles. For example, drones can be employed for possibly
hazardous activities, including surveillance & reconnais-
sance, destruction, assassination, rescue in difficult-to-access
areas, removal of mines, and detoxification of contaminated
zones.

From an operational aspect, IoT swarm systems [62], [69]
are in the limelight. The IoT swarm system refers to
group-operated drones that can be utilized in places where
there is a lot of communication infrastructure and accurate
operation is required. By managing IoT devices in swarms,
not only we can expect efficient execution of the operations,
but mission domains can also be expanded. Nevertheless, for
IoT swarm systems, the system control and communications
must be precise and secure. However, at the same time,
an IoT swarm system can collapse due to a cyber attack
to the central control. Sensors and their connection can be
a vulnerable attack surface from the perspective of secu-
rity. Security applications mainly target personal computers,
servers, or mobile phones, not tiny devices. Small devices are
also under threat, but they are often not adequately managed.
Occasionally, too little functionality can be performed on
a small embedded system, which is sometimes ignored in
terms of its needed security. Attacks on IoT devices, in the
context of cyber defense, by state-sponsored hackers were
already detected [70]. Hacked devices for the soldiers raised
the suspicion of armed intervention that Ukrainian soldiers
would also be under a physical attack [71]. In this context,
the UK and the US had military training in situations with
hacked IoT devices [72], [73].

Blockchain can provide security-enhanced IoT environ-
ments. Related research [74]–[77] pointed out that blockchain
can cover security problems for IoT. Together with an inte-
gration with the blockchain, at first, makes the control of
IoT devices decentralized so that it prevents the single point
of failure problem. Second, a decentralized system with
blockchain increases the reliability of the data. Data on the
blockchain is hard to tamper with for attackers. Third, the
decentrality of the blockchain doubles the cost of an attacker
to compromise a system since the attacker should take control
of multiple devices, at least. Finally, reliable data provided
by a blockchain can be used to identify and authorize IoT
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devices in a network. Fig. 6 shows an example blockchain-
based swarming drone operation. Drones perform based on
pre-installed blockchain data, collecting data from the battle-
field, and receiving data from their command center. Even
if cyberattacks are successful on some drones, conceptually,
there is no significant impact on the mission performance of
the blockchain-based swarming drones.

Since the need to combine blockchain with IoT is being
examined, blockchain for IoT in defense research focuses
on usability. The adoption of blockchain for IoT is evalu-
ated according to the performance and scalability [78], [79].
In another case, Won et al. [80] proposed a decentralized
IoT-PKI structure for IoT security in the context of the mili-
tary use. In the US Air Force documents [49]–[51], a project
includes dynamic management on unmanned aerial systems
using blockchain. Also, the fact that the project is continu-
ously promoted implies the significance of blockchain’s role
in drone swarm systems.

D. COMMUNICATIONS
It is always critical for national defense to build secure
communication platforms. The absence of a proper tacti-
cal network can lead to tactical isolation of a unit, which
can lead to annihilation. Tampering in communications can
lead to significant failures in defense. Eavesdropping on
communications can also expose defense tactics. As a result,
communications have always been strategically crucial, and
challenges to these communications are canonical. Commu-
nications have various applications that depend on various
levels. For example, at a low level, tactical networks have
various data links that primarily use Ethernet connections.
Communications in defense also include email and chat
applications.

Blockchain can provide secure and reliable communica-
tions capabilities, which are the nature of the blockchain.
Empirically, Bitcoin has already demonstrated communica-
tions capabilities without a trust base. Since 2009, the Bitcoin
blockchain system hasworked successfully in cryptocurrency
transactions. Though financial institutions have financial fun-
damentals, Bitcoin systems do not have any financial fun-
damentals. The value of Bitcoin only relies on trust in the
system. Crucially, people found that a Bitcoin system with a
decentralized structure is nearly immutable and available all
the time in a defined capacity.

For such reasons, the government has backed a number
of initiatives that use blockchain to facilitate military com-
munications. A Canadian military research group discussed
potential blockchain applications for communications in a
tactical network [32]. The US Department of Defense (DoD)
introduced blockchain technology as a cyber security shield
in a trustless environment [81]. The document also shows that
the Defense Advanced Research Projects Agency (DARPA)
started experiments for an efficient, robust, and secure plat-
form to transmit secure messages or process transactions.

Another blockchain project with the keyword ‘unhack-
able code’ was introduced to transmit secure messages or

process transactions [81]. A similar project named informa-
tion trust technology [46] concerns to securing messages on
distributed ledgers. There are two more DoD projects related
to blockchain adoption in communications. One is an applica-
tive project, Supporting Continuity of Operations (COOP),
through resilient blockchain frameworks [43]. The other is
the development of a private blockchain in challenging situa-
tions to assess provenance using blockchain on disconnected
networks [42]. A disjointed network is not commonly dis-
cussed in the private sector because network disconnections
are temporary or not typical. However, we consider it to be a
severe problem in cyber defense. Thus we will discuss this in
Section V.

In a research context, Barnas [54] addressed the use of
blockchain for robust defense communications at a funda-
mental level, and blockchain technology was studied for
use in network-enabled military operations. Sudhan and
Nene [82] proposed for blockchain to maintain the sustain-
ability of networks for military operations. Even though mil-
itary networks are not an untrusted environment, research
has considered that a part of the networks can be compro-
mised. Wrona and Jarosz [55] pointed out that confidentiality
can be an issue in military blockchain applications. They
proposed a data structure to achieve confidentiality within
a standard NATO agreement. As was discussed in the for-
mer part, communications techniques using blockchain in
IoT devices were also studied. Rivera et al. [79] proposed a
scalable blockchain implementation using edge computing,
and they demonstrated the scalability and security of their
architecture, combining edge computing with a blockchain
architecture. Menagay et al. [83] proposed concrete commu-
nications applications, including email, chat, and a military
interdepartmental purchases. They proposed that blockchain
enhances the security of the system backend.

E. IDENTIFICATION AND AUTHENTICATION
Identification and authentication are not only intuitive fea-
tures to implement with blockchain, since these require pub-
lic verification, but also are essential for other domains of
cyber defense. This is an area where blockchain is being
implemented in the real world [30], [31], [37], [40], [65].
The user, the device, and the application are the objects for
identification and authentication from conventional methods
such as passwords to recently improved methods, including
biometrics. In addition, our discussion in this part includes
key management.

Blockchain can provide strong identification and
authentication for cyber defense environments. At first,
Bitcoin’s blockchain system has been based on authentica-
tion with public-key cryptography. Furthermore, data on the
blockchain is nearly immutable and consistently available.
The factors needed for identification or authentication on the
blockchain can be useful, and as if to prove the point, many
cryptocurrencies have been created to address identifica-
tion features. One cryptocurrency information website intro-
duces 32 coins (e.g. Project Pai [84], Civic [85], Metaverse
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ETP [86], Metadium [87], CryptoVerificationCoin [88],
V-ID [89], and so on) as identity-specific blockchain cryp-
tocurrency implementations.

In that context, the following blockchain R&D projects
were conducted. Won et al. [80] studied decentralized pub-
lic key infrastructure for IoT. Their study detailed in the
blockchain protocol, public key structure, and corresponding
evaluation. As for real applications in defense, South Korea
has adopted a blockchainDigital IDentifier (DID) formilitary
manpower administration [30]. It has already been provided
as a service for average citizens, and the US Navy also started
a project for multi-factor authentication for personal mobile
devices using a blockchain implementation [37]. The DHS’s
decentralized key management project is another blockchain
project in the cyber defense domain, and it was developed for
privacy-respecting identity management [40], [65].

F. DATA INTEGRITY
Data integrity refers to maintaining the correctness and con-
sistency of data over its life cycle. Almost all operations
in a system are based on data, such as data fetch, data
store, and data delete. Thus, the issue of data integrity can
affect the confidentiality and authorization beyond simple
data processing errors. Data integrity is the most fundamental
property in a blockchain. As shown in Fig. 4 (c), the data
integrity provided by blockchain is the basis of the other
four application categories. Nevertheless, data integrity was
classified into an independent category because a number of
projects used blockchain technology to protect the integrity
of the specific data, not to build new application schemes
through a blockchain.

In Bitcoin, all transactions are hash-chained so that peo-
ple can trust the integrity of the transactions. Contrary to
a distributed database, we can track every single state as
well as the changes in data. The structure of the blockchain
is costly in terms of the needed resources, but it guaran-
tees data integrity. Thus, blockchain applications for data
integrity are the most fundamental and reliable for use. Bar-
nas [54] of the Air University of the US Air Force expected
blockchain to enhance data integrity in defense applications.
This study placed an emphasis on the role of a blockchain,
but no specific application design nor experiment was
presented.

Other studies that proposed more specific applications are
as the following. Sudhan and Nene [82] suggested blockchain
technology as a viable solution to ensure the integrity and
provenance of data to suit military operations using net-
works. They proposed four kinds of employability poten-
tials, including secure messaging, logistics, supply chains,
and patient records. Wrona and Jarosz [55] focused on
information management using the federated mission envi-
ronment of NATO. Their work is remarkable since they
chose this application in two conditions: mistrust existence
and Trusted Third Party (TTP) non-existence. Not directly
for military use, but still in the cyber defense context,

Patel et al. [90] proposed border control and immigration
information on the blockchain. Wang et al. [35], in which
the first author belongs to the People’s Liberation Army,
suggested a blockchain data model specifically for aviation
missile data.

Protection against cyber threats targeting private data also
falls within the scope of cyber defense in some cases. Areas
of particular attention from this point of view are medical
facilities and medical data protection. The hacking of vaccine
companies in connection with the 2019 Corona Pandemic
has also become a problem. In 2020, there was also the first
case in which a patient died from a hospital ransomware
infection. Concerning here, multiple studies were conducted
for access control of patient information using blockchain.
Wu et al. [91] proposed a health information system based
on blockchain to manage privacy and access control in med-
ical information on the cloud. They provided a security and
privacy analysis of the system.

As a government-led project, we found the US army started
three projects related to blockchain technology. A project
within the army innovation network [41] addresses the
development of an innovative network but without detailed
blockchain use. Another project regarding provenance uses
blockchain on disconnected objects [42] in a manner strongly
related to blockchain. This aims to develop capabilities to
maintain data integrity in challenging situations rather than
direct applications. A project, which is named Global data
integration [52], aims to support data governance, prove-
nance, and discoverability related to artificial intelligence.
The US Special Operations COMmand (SOCOM) men-
tioned that blockchain should be included in the development
of automated Processing, Exploitation, and Dissemina-
tion (PED) systems. The US DoD started a blockchain
project to share defense research, and development data [44].
The US Navy announced a plan to develop an informa-
tion system for the subsistence of total order and receipt,
which is also related to supply chain management. It does
not directly mention using blockchain implementations,
but its keywords implies that a consideration of the use
of such.

The Ministry of Defense in South Korea had two projects
addressing data integrity. One is a military acquisition agency
project to use a blockchain for procurement [92]. The other
is a blockchain for managing secrets [27]. Even though a
blockchain is expected to provide traceability and integrity
of a secret, this project was criticized by technology experts
in that it is unnecessary or inappropriate to keep information
on secrets across distributed nodes [28]. In France, military
police started to record information relevant to investigations
on a blockchain to ensure integrity [29]. Even though a
blockchain may provide better security properties relative to
existing platforms, some of these projects are questionable
in whether their systems have in fact been implemented
to address practical threats through their introduction of
blockchain technology.
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V. ANALYSIS OF PROBLEMS WHEN APPLYING
BLOCKCHAIN TO CYBER DEFENSE
This section focuses on three domain-specific challenges that
are highly relevant to the subject of cyber defense rather than
general concerns that were mentioned in the earlier literature.

A. DYNAMIC BATTLEFIELD ENVIRONMENT
Battlefield environments can be more dynamic compared
to commercial applications that were previously assumed.
Military operations on battlefields require networks to be tol-
erant under extreme situations. In wartime, physical damage,
as well as software failures, often occur. Extreme situations
include, for example, two problems: frequent network parti-
tioning and network expansion/shrinkage.

Resolving a fork in the blockchain is complicated. When
the whole network is divided into two network partitions, the
blockchain on each network works independently, and this
results in a fork in the blockchain. A fork includes two kinds
of notions: a hard fork and a soft fork. The soft fork refers to
a situation where a logical change was made in a blockchain
protocol or in a data structure. The hard fork refers to a
situation in which two or more chains grow from a specific
block. In general, a hard fork creates confusion through data
inconsistency, so it should be resolved as quickly as possible.
In public blockchains like Bitcoin [5] and Ethereum [6],
a hard fork sometimes occurs when miners find blocks at the
same time. They have a clear rule to resolve a hard fork by
a long-chain rule based on a block height and resource con-
sumption. Practical Byzantine Fault Tolerance (PBFT), [93]
which generally is used for private blockchain consensus like
with Hyperledger [94] is deterministic so that a hard fork does
not occur.

In a partitioned network situation, the fork should be
resolved. Assuming there is an algorithm to choose one legit-
imate chain, one of the chains will then be chosen. However,
for example, assuming nodes are sensors to collect data in
the battlefield at each location, it is not proper to choose a
chain from only one partition. In this case, we need to keep all
data from all partial chains. We should consider approaches
to keep fork chains, not only choosing just one right chain
depending on the situation. Then, a deterministic Sybil con-
trol mechanism, for example PBFT, can be considered to
avoid a fork. This raises another problem below.

TABLE 4. Block generation rate of blockchain consensus under
challenging situations when assuming the throughput is 1 before the
situation. The symbol e indicates a positive number to describe an extra
change.

Second, changes in the blockchain network’s shape or
scale, especially sudden changes, cause problems. Table 4
presents the expected block generation rate of a blockchain

in problematic situations caused by a dynamic battlefield
environment. Four Sybil control Mechanisms are compared:
PoW, PoS, PBFT, and Proof-of-Authority (PoA).We consider
that PoA is considerable to use in military environments.
It has the economy of PoS in that it can obtain block gen-
eration privileges via allocated authorities instead of tokens.
First, looking at the situation in which the network is divided
into 1/2 and 1/2, PoW does not instantaneously reduce the
task difficulty, resulting in throughput halving in proportion
to the resource halving. PoS and PoA are always dependent
on relative resources and are therefore largely unaffected.
PBFT requires at least 2/3 of the nodes to reach a consensus.
As mentioned previously, the forks do not occur, but PBFT
‘‘fails to generate any blocks.’’ When a network is divided
into 1/3 and 2/3, only the network part with 2/3 partition can
generate blocks from the 2/3 partitions.

In addition to partitioned networks, we expect difficulties
with a decrease or extension of the networks. PoS, PoA, and
PBFT do not directly affect resource consumption because
of the size of the network. On the contrary, PoW decides
the difficulty of the block generation relative to the network
resource size. Therefore, in the case of the shrunk network,
block generation speed is reduced under the existing fixed
difficulty level and recovers to normal speed as the difficulty
is adjusted. When expanding, the block generation speed
increases, but as the difficulty is adjusted, the block gener-
ation speed returns to a normal level.

B. THE AIR GAPPED NETWORK ENVIRONMENT
It is common for military environments to have air gapped
networks for cyber security. Likewise, many critical infras-
tructures have air gapped networks to protect systems from
unknown cyber threats. There may even be double-triple air
gaps that depend on a network structure. Even for private
companies, there are often places with air gapped environ-
ments when requiring important updates to security. The air
gapped network blocks the flow of information, and the most
extreme case is that the flow of information does not form
at all. Another case is the one-way flow of information. The
least restricted one is the intermittent flow of information
in both directions. Blockchain applications used in networks
with air gaps may have an issue for consensus by control-
ling limited information. It makes the Blockchain Oracle
problem [95] worse. For example, consider a software sup-
ply chain with periodic software patches. Although software
inside the air gap relies on externally provided patches, it is
not possible to construct a blockchain-based system with
reliable information because it does not have direct access
to external patches inside the network.

Another issue to consider is how network separation
caused by air gaps impacts decentralization. The security
characteristics of the blockchain are maximized when proper
decentralization has been achieved. Gochhayat et al. [96]
measured the centrality of blockchain-based systems. Mea-
suring centrality helps understand the decentrality of the sys-
tems. In the study [96], the networks were mainly measured
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FIGURE 7. Network topology example with air gaps.

using three methods, which are degree centrality, between-
ness centrality, and closeness centrality. The degree centrality
implies the number of directly connected nodes to a node.
The betweenness centrality implies the number of shortest
paths through a node.When σst is the total number of shortest
paths from node s to node t , and σst (v) is the number of
paths through v among them, the definition of betweenness
centrality is

Cbetweenness(v) =
∑

s6=v6=t∈V

σst (v)
σst

.

The closeness centrality indicates the closeness of dis-
tances to other nodes from a node. When d(s, v) is the
distance between the vertices s and v, the definition of the
closeness centrality is

Ccloseness(x) =
1∑

s d(s, v)
.

There is an example of the network topology illustrated
in Fig. 7. Assume that the network needs to adopt two air
gaps to protect two subnetworks from potential threats. Fig. 8
shows the result.We can check the difference between the two
networks’ centralities in Fig. 8. We calculated the between-
ness centrality and closeness centrality of nodes 1-9 in two
networks. The centrality of the other nodes can be assumed
by nodes 1-5. In the betweenness centrality graph, the nodes
with a positive centrality value increased with the air gaps.

FIGURE 8. Centrality of the example network.

In the closeness centrality graph, the closeness centralities
generally increased with the air gaps. The overall centrality
of the networks increases with air gaps because the separa-
tion caused by the air gaps makes new centers in separate
networks. It implies that a networkwith air gapsmay not be as
decentralized as its topology. Thus, if a defense system adopts
blockchain technology for a network, the system should be
examined to achieve sufficient decentralization.

C. RESOURCE SHORTAGE & HEAVY DEVELOPMENT
PROCESS
Resource shortages, including computing power, storage,
and bandwidth, is a significant challenge in a tactical net-
work. Nevertheless, blockchain structure needs redundant
resources. To store every single state which produces strong
integrity, a blockchain takes up several times the storage
space of a typical storage format. In a decentralized consen-
sus, nodes need to confirm the majority of the other nodes,
and this can require, for example, in PBFT, O(n2) communi-
cations. Also, a previous work [97] pointed out that it is one
of the issues for a blockchain-based adaptive resilient cyber-
defense system.

Several studies provide blockchain performance evalu-
ation data. Comparative testing on the performance of a
blockchain and a database was systemically performed by
Chen et al. [98]. Their study compared the performance of a
private blockchain using Ethereumwith 6 nodes andMySQL,
which is a relational database. A part of the analysis is shown
in Table 5. Even though the maximum data size in a transac-
tion can be undoubtedly advanced, performance differences
in throughput and execution time are substantial. The private
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blockchain using Ethereum is more than 1,000 times slower
than MySQL.

TABLE 5. Performance comparison of a blockchain and a database by
Chen et al. [98].

Furthermore, public blockchain mechanisms are slow, and
this can be a severe problem for tactical IoT devices that
use small, limited spaces. Thanks to recent developments in
processors and flash memory, small devices can used with
better resources than before. There are studies to improve the
performance or scalability of blockchain systems. However,
these produce some trade-offs. For example, a scalable PBFT
method using network coding [99] requires a stable and del-
icate network environment.

Nevertheless, there is a lack of research on the performance
of blockchains for defense. We cannot apply Chen et al. [98],
which compared the performance of the relational database
and the private blockchain, directly to military environments.
As far as we know, for now, the three studied addressed the
performance of a blockchain for defense. Table 6 presents
a brief description of the environment and critical results
in these studies. Unfortunately, all three studies include
the simulation results for the environment but do not con-
tain a comparative analysis between the performance of
the networks before blockchain and after blockchain imple-
mentation. Furthermore, the three studies were applied with
different blockchain technologies and different simulation
environments. Therefore, a direct comparison is difficult.

TABLE 6. Research on performance evaluation for blockchain in tactical
networks.

The noteworthy points for the three studies are as fol-
lows. Weston et al. [100] highlighted blockchain’s excessive
dependence on TCP. A network environment that is not
TCP-supported may exist in a tactical network environment,
and blockchains are not likely to be easily applied to these
nodes. Liu et al. [101] studied that a blockchain system using
weighted PBFT and show that higher performance than
normal PBFT can be expected in a military environment.
Feng et al. [102] conducted experiments in the most exten-
sive network environment under a new mechanism named

B4SDC. Given the scale, we believe that a 40-second transac-
tion confirmation is acceptable in a public setting. Still, it is
a matter of careful consideration depending on whether the
mission is performed by a tactical network.

Furthermore, it is not easy to adapt state-of-the-art hard-
ware support to a tactical environment because the defense
acquisition process requires a high standard specification for
military operation. Furthermore, the acquisition process takes
a much longer than in the private sector. Heavy develop-
ment processes in defense have already caused problems.
This results in resource shortages that are more challenging.
Blockchain technology should be used as a way to do it
efficiently, not as a burden to cyber defense. As a result,
blockchain applications should be consideredwith the current
resources and available future resources that can be afforded
through development.

VI. CONCLUDING REMARKS AND FUTURE
RECOMMENDATIONS
In this study, we focused on blockchain technology for
cyber defense. With digital innovation on military and social
infrastructure, cyber threats are not avoidable. Blockchain
technology is one of the emerging technologies for security
in defense. It has a decentralized nature, so a blockchain
ensures data processing integrity. It significantly helps secure
system reliability against cyber threats. We provided a scope
of cyber defense and reviewed blockchain research and devel-
opment trends under the defined cyber defense. And then,
we explored the potential concerns in the use of blockchain
based on recent research and blockchain methodologies.
Therefore, this paper clearly shows opportunities, applica-
tions, and challenges in blockchain for cyber defense.

Lastly, our key concluding remarks along with future rec-
ommendations are as the following:
• It is recommended to improve the practicality of the
blockchain, which is to overcome technological limita-
tions. Since the blockchain has a decentralized decision-
making process, it is slower than the centralized system
and holds more extensive data. We need scalable solu-
tions, such as Plasma, Lightning network, and optimistic
roll-up, for this.

• To obtain evaluation data for cyber defense is neces-
sary. As discussed in a previous section, there are addi-
tional restricted conditions in cyber defense, contrary to
commercial networks, which will affect the blockchain.
We introduced several studies related to this issue,
but it is far from enough data to apply the blockchain
in earnest. Therefore, it is a significant future work
to obtain evaluated data from blockchain in defense
environments.

• For future surveys, it is required to conduct a large-
scale investigation into the government lead blockchain
project that is underway. Our study was conducted
mainly in the United States, and Lilly and Lilly con-
ducted in-depth research on three countries in related
fields. In addition to the three countries, additional
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survey analysis is required. However, it is a challenging
task due to linguistic limitations and information disclo-
sure policies.
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