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ABSTRACT The current value of the world food system amounts to roughly $8 trillion, which represents
approximately 10% of the global economies. Therefore, the quality of food and food products concerns
not only all the end consumers but also millions of employees and entrepreneurs within the global food
industry. Achieving the best possible quality of food throughout all the engaged processes requires constantly
tracing and monitoring several crucial environmental conditions that may have a significant impact on the
products’ quality. The Industrial Internet of Things (IIoT) is a system of dedicated sensors paired with the
Internet that can overcome and prevent issues within the food industry. The interconnected elements bear
the responsibility for monitoring, evaluating, and tracking the conditions where the food products undergo
processing, and it checks the products’ quality throughout their life cycle. Nevertheless, even IIoT has its
challenges. The first such challenge relates to the storage and accessibility of the obtained data. What can
make the data readily available to all individuals and entities involved in the industry? The second significant
challenge relates to tracing items that pass through numerous processes involving different parties. This
work proposed ProChain, a Provenance-aware Traceability Framework for IoT-based Supply Chain Systems.
A proposed comprehensive framework of all the information acquired by the sensors and the complete set of
provenance data addressed these challenges. Additionally, a thorough simulation of the proposed framework
on the Raspberry PI 3B IoT device reviewed the ProChain efficiency in the cloud and local simulation
environments. ProChain demonstrated tractability, transparency, and complex security as examples of the
principal attributes of the IOTA 2.0 protocol in the food industry.

INDEX TERMS Supply chain management, Internet of Things, traceability, provenance, IoT.

I. INTRODUCTION
The utilization of IoT technologies within the food industry
creates a new paradigm known as the Industrial Internet of
Things (IIoT) [1]. The sensors and other IoT devices produce,
collect, and process a vast quantity of information, while they
also communicate and interact with one another and remote
devices [2]. IoT devices also trace and monitor numerous
processes to overcome automation issues within the supply
chain systems (SCs). For example, in the case of the food
supply chain, the deployed IoT devices track and monitor
the qualities of specific food items, such as various perish-
able products [3]. This type of control is crucial because all
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food products are required to comply with the strict global
standards (e.g., Hazard Analysis and Critical Control Points
– HACCP) [4]. If this process of monitoring and control fails,
the products can become a health risk for the consumers.

In the light of the aforementioned issue, traceability con-
stitutes an integral factor for successful and efficient manage-
ment of the supply chain systems, which are, at the same time,
constantly becoming more complex and complicated [5].
Currently, tons of globally produced food products are man-
ufactured, transported, and sold with little to no awareness
about their production, storage, or transportation [6]. Thus,
traceability plays a crucial role in improving security within
safety-sensitive fields such as food supply chains. Traceabil-
ity is a fundamental tool for increasing transparency and
ensuring excellence and safety in food [7]. The driving forces

VOLUME 10, 2022 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 3631

https://orcid.org/0000-0001-5343-8370
https://orcid.org/0000-0002-8104-3234


M. S. Al-Rakhami, M. Al-Mashari: ProChain: Provenance-Aware Traceability Framework for IoT-Based Supply Chain Systems

behind this evolution are the end consumers. Currently, con-
sumers put high pressure on the supply chains to providemore
transparency and grant access to detailed data on the produc-
tion and distribution of their products. The concept of sus-
tainability creates another crucial set of standards represented
by various certifications, including Fairtrade, Organic, Bio,
and so forth. This is yet another example of how consumers
strive to understand and acknowledge the entire life cycle of
food products to make conscientious decisions on their con-
sumption and purchasing behaviors [8]. Certain areas of the
world emphasize traceability as a cornerstone of their whole
food safety policies and standards. For example, in 2002,
the European Union made traceability tools mandatory for
all businesses related to food and feed products within the
union [9].

The traceability of a supply chain remains critical for
numerous reasons. The first and potentially most crucial
motivation behind this situation is the demand for the highest
possible quality and safety within the food supply chain [10].
For instance, traceable food products are much easier to
locate in case of recalls, and traceability can, at the same time,
increase the optimization and control over various processes,
including the production phase. The advantages of traceabil-
ity within the food supply chain fall into different categories:

1) Reduced expenses on recalls
2) Market advantages
3) Minimization of lawsuits and liability claims
4) Improvement of the entire process [11]

Establishing efficient mechanisms of traceability means
brands secure their reputation and obtain the opportunity to
demonstrate their care and reliability to customers. Further-
more, traceability can promote trust and foster long-lasting
relationships between the partners involved in the supply
chain [12].

However, supply chains face other issues and challenges
besides the traceability of the products. Such concerns
include accessibility and validation of data, security issues,
and challenges related to privacy [13]. Consequently, numer-
ous frameworks have proposed the Blockchain mechanism
– a distributed Ledger Technology [5], [14], [15] which can
address these problems by connecting fragmented and iso-
lated events within the supply chain events in a fixed trail for
audit. However, blockchain technology encounters its own
challenges, such as problematic scalability, the incapacity
to reach the data offline, and the threat of possible attacks.
Expensive fees associated with transactions represent yet
another driving force behind the urge to find a solution and
overcome the weaknesses of the blockchain scheme.

In this work, the authors proposed ProChain, a provenance-
aware framework of traceability for IoT-based systems of the
supply chain. The authors projected a new tool to monitor
the items within the supply chain system according to their
provenances to create a comprehensive line of information
(origin, production, modifications, the process of custody,
and so forth.). The ProChain framework uses the IOTA pro-
tocol, a third-generation DLT. It utilizes the Directed Acyclic

Graph (DAG) structure of information instead of the linear
structure used by the blockchain to overcome obstacles and
promote a quantum-resistant, scalable, and attack-proof solu-
tion for the systems based on IoT [16].

Themost integral contributions of our proposed framework
include:

1) The proposed ProChain framework is a provenance-
aware scheme of traceability designed for supply chain
systems based on IoT. ProChain provides smooth trace-
ability of food items from production to retailer with
the assistance of multiple IoT sensors and provenance
information at each involved process within the supply
chain. ProChain also works as a guarantee of food qual-
ity and safety and increases and improves the control
and optimization of all processes.

2) The ProChain concept was tested on the Raspberry
Pi 3B platform by mimicking the IoT-deployed supply
chain. Subsequently, the average measured time and
consumed energy underwent an evaluation to review
the practical efficiency of our framework.

3) A review and demonstration for the framework illus-
trates its usability within the supply chain systems rel-
ative to the pairing of supply chain information with the
IOTATangle and creating provenance data by attaching
information for different payload sizes.

The remaining sections of this paper proceed as follows:
Section II provides a background of the work. Section III
covers related works. Section IV describes the proposed IoT-
based framework. Section V discusses the implementation
and evaluation of the proposed framework. Section VI pro-
vides a discussion, and Section VII concludes the paper.

II. BACKGROUND
A. LEVERAGING DIGITAL INNOVATIONS FOR THE SUPPLY
CHAIN SYSTEMS
Under the influence of worldwide globalization, contempo-
rary supply chains comprise millions of global suppliers and
contributors. Under these circumstances and facing consider-
able pressure, the networks have shown their weaknesses and
limitations that, in turn, emphasize the demand for solutions
that would reduce these issues, at least digitally [17]. For
instance, ensuring complete transparency across the chain
and real-time tracking of the assets would make it possible
to avoid many of the current risks within the supply chain
systems. Consequently, numerous disruptions could be pre-
vented, significant losses diminished, and costs cut for many
involved parties [18]. Moreover, there remains the possibility
of calculating complex and accurate demand predictions for
particular products. However, these forecast models would
require the involvement and consideration of numerous other
variables, which creates more space for mistakes due to
the omission of various factors or undermining their impor-
tance [19]. Regardless, a suitable set of tools and access to
the correct data would increase the accuracy of predictions
and forecast models.
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When the number of involved parties within the supply
chain increases, their interconnection should also increase.
Otherwise, the potential of the entire globalized marketplace
remains at risk, the lead times increase dramatically, and the
ability of the system to react and respond to any changes and
adjustments becomes inadequate [20]. Such circumstances
could also negatively impact the optimization of inventories
by creating imbalance and complicating the process of proper
price establishment that would meet demand. Automatically,
these issues would also shift to the warehouse managing
systems and entities, including the inventory and transporta-
tion logistics of the supply chain. Once the delivery times of
crucial materials and components within the network become
unclear, the risks of slowdowns and shortages in the produc-
tion increase dramatically, resulting in lost time for all the
involved stakeholders [21]. Digitalization, on the other hand,
changes the way companies organize and arrange their supply
chains and standard logistics operations, adjusting them to the
required workloads and tempos. The evolution of the digital
processes and the fourth industrial revolution gave birth to
a whole new economic system [22]. Additionally, modern
customers also ask for progressive, diversified, and ecologic
products, which not only creates various new challenges but
also produces opportunities to discover innovative solutions
and processes that increase the efficiency and performance
of the whole system. If we look at this development closely,
we can identify these three reasons behind it:

1) The market is now heavily influenced by the rapid
growth of worldwide trade, which stems from glob-
alization, an ongoing process that has affected world
trade for the last 50 years. This growth supplies themar-
ket with ever-increasing volumes of circulating prod-
ucts, which puts pressure on the industry to increase its
efficiency when moving the products along the chain
towards the end customers.

2) The substantial development and spread of mechaniza-
tion and automatizationmean there aremore automated
warehouses in operation across the planet.

3) Rapid growth and the ongoing modernization of
e-commerce and various channels of digital distribu-
tion boost the entire sector and transform the physi-
cal warehouses into hotspots where material supplies
satisfy virtual demands. The distribution points and
sale centers can, in fact, exchange data and informa-
tion directly, as the pull system shows increasing effi-
ciency in responding rapidly to the customers’ requests
and demands. With the quick sharing of information,
even the demands on aesthetics and visual appearance
increase, forcing the involved parties to maintain the
highest standards.

This inevitable development ultimately resulted in the birth
of the so-called Industry 4.0, a new industrial revolution
that provides smart, self-sufficient, and interconnected solu-
tions. The digital transformation enables companies to trace
the whole supply chain live, in real-time, so that they can,
for instance, always track the current status of a particular

FIGURE 1. IOTA Tangle versus traditional blockchain.

product (e.g., in stock, ordered, or in transit) [23]. Modern
tools allow the involved parties to locate the goods simply by
collating status updates from partners within the supply chain
and data from IoT devices.

B. IOTA: COMPOSING THE STORY OF THE PRODUCT
IOTA refers to the newest distributed ledger technology that
should provide increased scalability and speed, the two qual-
ities most current blockchain systems desperately lack [16].
At the core of IOTA is the Tangle, an original new technology
that replaces the standard linear structure of data within the
blockchains. The Tangle uses DAGs to apply a distinctively
innovative approach to the formation of blockchain ledgers.
This new data structure also allows the IOTA processes to
work more effectively in comparison to the standard mecha-
nisms within the blockchains [24].

IOTA avoids the standard method of placing blocks one
immediately after the other seen in many blockchain systems.
Instead, each of the blocks references the closest two blocks
in front of it. Logically, the final structure of the network
no longer mimics a chain, which now appears more like a
tree or a Tangle instead. For a better visual understanding
of the differences between a standard blockchain and the
IOTA structure, see Figure 1. Achieving the consensus within
a Tangle network requires checking whether the transactions
are reachable in the DAGs from each open tip. To gain
approval, each new transaction has to pick two tips; the
network always has at least one tip.

The algorithm of the consensus applied by IOTA lets nodes
freely pass their transactions onto the Tangle structure. Since
the other nodes will not approve any invalid transactions,
there exists no real risk of fraudulent activity. Most of the
benefits associated with IOTA directly correspond to this
innovative approach [16].

Reliable data should not solely result from prove-
nance [25]. Proactively creating an efficient systematic story
of the product based on the provenance information necessi-
tates arranging the data in a product ledger that is immune
to tampering and managed by IOTA 2.0. The data within
the IOTA ledger are auditable to allow the identification of
the parties responsible for the potential contamination of the
data. This situation provides the trade flows with confiden-
tiality, reasonable privacy, and constant access to reliable and
tamper-proof data.
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FIGURE 2. MQTT protocol model.

Therefore, collecting live provenance data (e.g., GPS loca-
tion tracking, custody transfer, monitoring of the environment
throughout storing and transportation with sensors for humid-
ity and temperature, RFID tags, and so forth) can be a viable
tool in the decision-making process and mitigation of risks.

C. MQTT PROTOCOL
In terms of messaging protocols, most of the IoT devices
deploy the Message Queuing Telemetry Transport protocol
(MQTT). This type of protocol is designed especially for
IoT devices, taking into account the constraints these devices
encounter, such as low bandwidth, which considerably com-
plicates the adoption of HTTP protocol [26]. Unlike HTTP,
MQTT represents lightweight protocols, cutting down the
volume of messages and benefiting from its minimal require-
ments on the availability of connection. MQTT protocols
tend to rely on TCP/IP. Nevertheless, some MQTT variants
use Bluetooth or UDP instead [27]. MQTT protocols are
officially standardized under ISO/IEC 20922:2016, and its
sessions comprise four distinctive phases: (1) connecting,
(2) authenticating, (3) communicating, and (4) terminating
the connection. The protocol recognizes numerous kinds of
messages. The most integral ones are ‘‘connect’’, ‘‘publish’’,
‘‘subscribe’’, and ‘‘disconnect’’.

MQTT architecture recognizes three primary roles of enti-
ties: (1) the broker, (2) the publisher, and (3) the subscriber.
The server works as a broker, whereas all the involved sub-
scribers and publishers are treated as clients. MQTT facili-
tates the transmission of data on a particular topic between the
publishers and subscribers. All the information is neatly orga-
nized into different topics in hierarchical order. To register in
the broker, subscribers and publishers pick one or several of
these topics.

Figure 2 presents the standard architecture model
of MQTT. Initially, the client connects to the broker using
TCP/IP. Subsequently, the client will move to the stage of
authentication. However, despite its numerous benefits and
strengths, MQTT does not place much emphasis on secu-
rity. Several aspects affecting its security influence MQTT
solutions developers, which provides for many vulnerable

points – including the MQTT protocol authentication pro-
cedure, which is comparatively thin.

To authenticate the username and password, MQTT passes
this information to the broker in the ‘‘connect’’ message fields
as plain text without any encryption or additional authenti-
cation requirements. MQTT does not require any particular
security measures and leaves this matter to the designer of
the application. Nevertheless, traditional mechanisms, such
as transport security (SSL/TLS), can be combined at the cost
of the increased weight of the protocol. According to [5],
OTP authentication is a practical mechanism for preventing
unauthorized access and inappropriate use of the device.

III. LITERATURE REVIEW
Production, packaging, transportation, distribution,
consumption, and disposal are examples of the numerous pro-
cesses involved in the worldwide food supply chain. Improv-
ing the safety, effectiveness, and economic benefits of each of
these stages and processes constitutes an increasingly integral
topic that draws the attention of numerous researchers and
studies. For instance, Thakur and Hurburgh [28] address
the need to make the upstream/downstream food supply
chain activities management more transparent by proposing
a system for the traceability of bulk grain within the supply
chain. These authors deployed the Relational Database Man-
agement System (RDBMS) to store information in the scope
of internal traceability. The authors also used the Extensible
Markup Language (XML) for the data exchange between the
involved parties as a part of the supply chain traceability.
Kong et al. [29] focused on resolving issues relating to
the safety and quality of food by suggesting the system of
quality traceability specifically designed for bee products.
Similarly, Storøy et al. [30] proposed the TraceFood Frame-
work to manage the exchange of data. The system is based
on sector-specific ontologies and TraceCore XML, and the
entire framework comprises principles applied for identifying
food products, various suggestions for ‘‘Good Traceability
Practice’’, a universal standard for electronic data interchange
(TraceCore XML), and the aforementioned sector-specific
ontologies. To monitor and trace batches and units of food
products across the supply chain, Bechini and Cimino (2008)
created a traceability-focused web data system prototype.

The traceability in the supply chain systems has garnered
significant attention in recent years - especially in the sectors
where safety plays a crucial role, such as the food indus-
try [31], pharmaceuticals [32], and perishable agricultural
products [33], [34]. Researchers and authors found particular
success in developing comprehensive traceability systems for
monitoring, recording, and identifying critical food products,
including meat [35], dairy products [36], and seafood [37].
Nevertheless, interesting SCmechanisms for traceability also
focus on non-perishable goods, including textile products
(especially clothing) [38] or electronics [39]. The rapid
spread of RFID and IoT technologies reshapes contemporary
supply chain systems, and it particularly impacts approaches
towards traceability [40], [41]. For instance, IoT systems help
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FIGURE 3. Overall system overview.

monitor products and track the conditions of their storage
and transport, including the ambient temperature and humid-
ity [42]. IoT tools can also assist with the identification of
counterfeits and the provenance of SC [43].

The literature that focuses on blockchain-based traceability
primarily centers around the food supply chain. For example,
the authors of [44] created an original framework for agricul-
tural traceability that deploys blockchain mechanisms, smart
contracts, and coordination systems that manage the food
tracking within the agricultural supply chain. The authors
of [45] suggest a strategy of vendor-managed inventory
based on the principles of blockchain, providing practical
implementation of the food SC scenario. [46] proposes a
system of food traceability built around the integration of
IoT technology and blockchain mechanisms. The authors
of [47] present a decentralized ‘‘from-farm-to-fork’’ trace-
ability system for the sector of agricultural food products,
using both blockchain mechanisms and IoT. Finally, [48] uses
blockchain principles within the food supply chain to enable
traceability and collect accurate data on the product’s ori-
gins in order to allow end customers to make well-informed
choices and purchases.

The possibilities and implications of using IoT devices
within this sector have also undergone exploration by numer-
ous studies and authors in the literature. Some of these works
focus on the integration and use of QR codes and RFID
to provide better traceability of food and increase product
safety through SC management [49]–[51]. The technology
of QR codes is considered highly convenient in the food
supply chain thanks to its fast and smooth readability, huge
storage capacity, and the low costs of its practical application.
For instance, Qiao et al. [52] suggest a traceability system
for the safety of vegetables that combines two-dimensional
barcodes with web service technologies. To monitor and

trace products within the farm food supply chain, Gao [53]
explores the applicability of QR codes in this specific type
of environment and creates an original code-based logistics
data system. This system applies QR codes to facilitate the
exchange of traceable data within the vegetable supply chain,
covering all necessary processes from planting to packaging
to distribution and retail.

Despite these valuable efforts and innovative proposals,
the supply chain systems still await the development of uni-
versally effective tracing systems and tools. The demand for
an economical and practical solution to the realization of
tracking individual items in the IoT-based systems remains
high, especially in the food supply chain sector.

IV. PROPOSED IOTA-BASED FRAMEWORK
A. SYSTEM OVERVIEW
Figure 3 depicts the overview of the proposed ProChain
framework, while Figure 4 represents the data flow between
different system components during the experimental sim-
ulation. To improve the essential flow of data across the
network, we suggest using IoT-enabled XDK2MAM sensors
with smart functionality. These devices will track the quality
and state of the monitored products. The most vulnerable
data we obtain will be safely stored in IOTA, whereas smart
contracts automatize the process, initiate events, and manage
the implementation of rules and conditions by each of the
parties involved.

The primary stakeholders in the network, as Figure 3
shows, are the providers of raw products, organizations
handling and processing these products, distributors of the
products, retailers, and the end consumers. Initially, the
administration created a contract inside the IOTA system.
Subsequently, the mechanism of subscriptions to individual
topics occurs across the whole storage and logistic chain.
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FIGURE 4. System components and data flow.

At this stage, IoT sensors connect to the network’s server.
Next, IoT sensors start to collect data and pass them toMQTT
for storage. Some specific informationwill also remain stored
in IOTA. Smart contracts periodically check the quality, trace-
ability, and security of the system.

Stakeholders assign to the MQTT cloud-based storage by
generating a publish/subscribe system based on the topics.
Unlike the regular HTTP network, MQTT does not depend
on the establishment of a new connection whenever the server
receives a request [54]. Given that this system is based on sub-
scriptions, the only element it requires is a single appropriate
subscription to a topic created within the server.

Another difference between MQTT and HTTP protocols
is that MQTT operates significantly faster in terms of the
collection of the data provided by IoT sensors. The MQTT
protocol is also preferred as a more lightweight solution in
comparison to HTTP [55]. While most information is stored
and accessed through MQTT servers, only IOTA can han-
dle sophisticated and vulnerable data. The MQTT protocol
assists with the storage, sharing, and publishing of the data
that allows the information to be gathered across the whole
network by all the involved parties.

B. ACTORS
Since the stakeholders are heterogeneous, creating a reliable,
verifiable, and stable system can prove problematic. To over-
come such issues and prevent various threats, our framework
proposes the use of multiple mechanisms and resources to
establish safe connections between the involved stakeholders.
First, it is crucial to understand the unique characteristics of
the involved stakeholders and their specific roles.

• Owner of the contract: This stakeholder has superior
authority over the entire system. Such a person’s role
includes deploying the contract and monitoring the
implementation of the rules and regulations.

• Producer: This stakeholder takes primary responsibil-
ity for storing the raw products. Agricultural products
sensitive to direct sun exposure or shifts in temperature
(e.g., seeds) are deposited on a medium or large scale in
storehouses for a similarly long time.

• Processing stage organization: This phase primarily
focuses on collecting large volumes of raw products
and other necessary agricultural items (e.g., fertilizers)
before selling them to the producers.

• Producers: In this context, our primary level producers
are the farmers. They take responsibility for all the duties
around planting and production of raw products.

• Distributors: Distribution primarily involves secure
transportation of the products between various places.

• Retailers: The producer sells his products to the retailer
who subsequently resells the items in small quantities on
an open market to the end consumers.

• Wholesalers: These actors buy agricultural products
and crops in large quantities to resell them to the
retailers.

• Consumers: End consumers depend on purchasing agri-
cultural products from retailers. They play a crucial role
in the whole system since they are the ones who create
the demand.

The primary goal of our framework is to create a system that
would allow and encourage its stakeholders to exchange data
in a manner that improves and facilitates the traceability of all
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FIGURE 5. System interactions with IOTA.

the items involved. To implement all the requirements of the
system (e.g., accessibility, stability, immutability, security,
automation, and elimination of third-party intermediates), the
following components will be deployed:

C. IOTA
IOTA helps maintain the system’s authenticity and reliability.
Although most of the collected data within our system are
stored and handled by MQTT, this protocol is not entirely
secure since it does not execute or require any encryption of
the stored data [56]. Since our goal is to improve the trans-
parency and reliability of the collected data on the monitored
agricultural items, it remains critical to ensure that the stored
data will remain tamper-proof. In this specific regard, IOTA
can be highly beneficial. Figure 5 depicts the interaction
between the system and IOTA.

The central processes within the system trigger other
events; the resulting data is recorded in the blockchain’s
transaction logs. These data are immutable since any attempt
to tamper with them would break the entire nodes. This way,
the collected traceable information in blockchain remains
secure.

D. SMART CONTRACTS
These contracts automate the entire process and eliminate
the need to deploy third-party intermediates by combining
various roles, properties, conditioners, and events. In this con-
text, properties stand for storage variables, role (or function)
represents the performance of a set task, the event stands for
the incidence of particular statements, and the conditioner (or
modifier) is the authority of each actor. The system works
with two specific smart contracts at its core: one focuses on
storage, whereas the other is designed for the distribution
process. Both were programmed using Solidity language and
work on the basis of the Ethereum blockchain platform.
Solidity allows the programming of smart contracts using
complex, branched, and looped code instructions. Therefore,
it is possible to create structures of any type and customize
them in various ways. In our framework, we deployed the

smart contacts in the cloud server to enhance the interchange
of transactions and messages between different system com-
ponents and the IOTA network.

E. IoT-ENABLED ENVIRONMENT
The deployed IoT devices, comprising primarily low-power
sensors, will track the environment in real-time by the
deployed IoT devices. The devices will interact with MQTT
servers to provide live data on the environment surround-
ing the monitored products. Figures 3 and 4 demonstrate
this interaction and show how the published data is sent or
directed to the users of the system.

F. MQTT PROTOCOL
Our framework proposes the MQTT protocol to create and
encourage collaboration between the IoT sensors, the actors
of the system, and the whole blockchain structure. This net-
work protocol requires only limited bandwidth, and it does
not demand significant amounts of memory. This protocol
also enables sharing of all the data collected by the sensors
(e.g., humidity, temperature, exposure to light, and so forth)
among all users of the whole system.MQTTworks based on a
subscription/publish mechanism, which means that the server
stores topics requiring subscription by the clients if they wish
to evaluate or publish data under the relevant topic.

V. EVALUATION OF THE IMPLEMENTATION AND
PERFORMANCE OF THE SYSTEM
The following section further discusses implementing the
suggested system, which is explained in Section IV. This
section also describes the conducted experiments and simu-
lations, as well as carrying out a practical evaluation of the
performance of this implemented provenance-based system.
However, in order to find out whether this system can com-
ply with the demands and requirements of real-world usage,
we must evaluate both its performance and the overhead costs
of the IoT sensor interaction. The subsequent subsections
describe all the details on the implementation of the system,
completed experiments, metrics and data collection, and the
evaluation of the system’s performance.

A. PROTOTYPE OF IMPLEMENTATION
Our suggested system was implemented using Eclipse Paho1

in combination with Python language, a simple yet effi-
cient and reliable open-source IoT software programming
language created by Eclipse Foundation. To implement this
prototypal system and simplify its fast development, a pre-
existing package library has been adopted which contains
both the Eclipse Paho server implementation and an MQTT
protocol client.

B. SETUP FOR OUR EXPERIMENT
Table 1 depicts our experimental setup. The use of
virtualization technology (Docker) helped simplify the

1 https://www.eclipse.org/paho/
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TABLE 1. Simulation environment.

process [57]. This technology makes building and main-
taining Virtual Machine (VM) containers more straightfor-
ward. That, in turn, conveniently facilitates running node
clusters in the architecture [58]. The MQTT protocol pro-
vides a connection between the IoT devices and the IOTA
network. To simulate the client’s behavior authentically, the
Ethereum’s ganache-cli2 client is used, which further sim-
plifies the testing and deployment. To accommodate the vir-
tual chain structure introduced in our architecture required
making adjustments on the client. For example, we have
implemented the technology of virtual chains in the client
by porting the block stack open-source library from GitHub.
Such a modified client allows the nodes to hold two chains
simultaneously: the chain of genuine transactions and the
virtual chain recorded in the network.

C. COLLECTION OF DATA
The following section describes in detail how we performed
the experiment from the initial setup to the generation, col-
lection, and aggregation of data. The authors conducted a
simulation for the experiments to provide a practical example
of the system’s usability and efficiency in the real world:
more precisely, in the IoT environment. For this purpose,
Apache JMeter is used. Apache JMeter is an open-source
software created to load and test the functions, behavior, and
performance of the system using the client machine, an iMac.
To ensure that the Apache Jmeter will support MQTT,
a third-party library measures the performance. A dataset
of different sizes of payloads has been selected as follows:
8/16/32/64/128/256/512 and 1024. The chosen range mim-
icked the type and volume of data realistically transmissi-
ble through the tiny IoT sensors. It was also based on the
range of sizes currently enabled by MQTT, oriented toward
smaller devices. The payload also illustrates a characteris-
tic URI naming strategy which can help identify any IoT
device within the system.We ran and repeated the application
20 times on the client with every considered size of the
payload, resulting in the collection of significant volumes
of data based on the payload sizes. Various actors affected
this experiment, including the connectivity of the network,
the amount of deployed devices, and the time required to
input data to the database. We selected the metric data of a
performance highlighted in the following sub-section.

To provide all simultaneous users with MQTT requests,
we have chosen the throughput, the time required to respond,

2https://github.com/trufflesuite/ganache-cli

and amount of the users from 1/10/20/40 and 80.We collected
these data in .csv form and saved them in a log file. The data
collected in regard to the time of response and throughput
were counted together and then averaged.We have also tested
the effective scalability of our system using a varying number
(20/40/60/80 and 100) of users to ensure that the system can
support numerous users simultaneously.

D. PERFORMANCE METRICS
To simulate the performance of our system authentically
in the real-life environment with all its typical constraints,
we used different performance metrics, such as the time
of response, the number of users connected to the system
simultaneously, the throughput, and variable payload sizes.
The consideredmetrics used for our evaluation are as follows:

• Response time: This metric considers the real-time
required by a portable client device to transmit MQTT
message towards the agent, then between the agent and
the server, and the other way around, including the time
it takes to log the data to the database in the network.
The time is indicated in ms (milliseconds).

• Throughput: This refers to the overall volumes ofMQTT
information transmitted across the network in a second.
This metric is indicated in KB/S (KiloBytes per second).
Alternatively, throughput can be measured in transac-
tions per second.

• Size of the payload: This metric measures the amount
of MQTT data transmitted along with the request. It is
indicated in bytes.

• User numbers: This indicates how many users concur-
rently use the system and send their requests across the
network. This aspect also further implicates the system’s
realistic scalability.

E. PERFORMANCE EVALUATION
This section summarizes and analyzes the performance of our
system based on the information gathered in the course of
the experiment. To perfectly understand how the system acts
and performs, we have decided to divide the evaluation into
two stages: our system underwent individual assessment in
both local and cloud environments. These are themetrics used
when assessing the system:

• Time of response (indicated in milliseconds)
• Throughput (how many transactions per second)

First, we assessed the system in the local environment with
payloads of 16/32/64/128/256/512 and 1024 bytes using the
data we gathered in sec. 5.2.2. Their corresponding time
of response was arranged as illustrated in Figure 6. This
scheme considers a single user who sent his repeated request
20 times. For each of the considered payload sizes, the time of
response was subsequently calculated by dividing the average
response times by the number of repetitions. This evaluation
showed that the payloads from 8 to 64 bytes sustain a sta-
ble slope of response times. Nevertheless, when we reached
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FIGURE 6. Evaluation of response times versus payload based on a single
local user environment.

FIGURE 7. Evaluation of response times with various users’ count
payload on the local environment.

a 128-bytes payload, the time dropped and maintained its
level up to 1024 bytes.

Afterward, to evaluate the average times for the different
payloads in combination with various numbers of simul-
taneous users, we created a graph based on the gathered
and calculated data. Figure 7 depicts this graph, where the
x-axis stands for the number of users (20/40/60/80/100) and
the y-axis stands for the time of response.
The graph shows that between 10 and 60 concurrent users,

the response time increases continuously in linear slope, but
for 100 users, the response time suddenly increases approxi-
mately 2.5 times. Next, we evaluated the performance of our
system in the cloud environment. Similar to the previous eval-
uation, we considered payloads ranging from 16 to 1024 bytes
and collected the data on their respective response times.
These data were used in the graph depicted in Figure 8, which
considers a single user who made 20 requests consecutively.

In Figure 9, we tested the response time and found it
stays steadily between 330 and 350ms with payloads between
16 and 256 bytes. However, once we reach and exceed
256 bytes, the response times visibly increase. In comparison
with our evaluation in the local environment, we have wit-
nessed approximately ten times longer response times caused
by long-distance communication over the shared network and
server configuration in the cloud.

FIGURE 8. Evaluation of response times versus payload based on the
cloud environment.

FIGURE 9. Evaluation of system scalability based on the transaction
count per second in the local user environment.

Figure 10 shows a graph where x stands for the num-
ber of concurrent users (20/40/60/80/100) and y stands for
the response time. According to the findings, increasing the
number of users also increases the time the system needs
to respond to their requests. This situation is particularly
apparent from 60 users upwards. In comparison to the local
environment, we see increased response time due to the inter-
actions between the network, the cloud, and the Internet.

Network delays may rank among the factors that affect
the response times of our system the most. Moreover, the
resource allocation may also encounter limitations due to
the controlled environments surrounding the shared virtual
resources. We have also noticed that whenever the payload
increases, the time of response will also rise.

Figure 11 contains a graph where x stands for the number
of users (from 20 to 100), and y represents the throughput
value (indicated in transactions per second). When compar-
ing these graphs, we noticed that the substantially increased
response times meant the throughput (number of transactions
handled per second) visibly drops when the system is used by
at least 100 users simultaneously.

VI. DISCUSSION
After considering and analyzing these factors and the require-
ments related to an application for tracing products in the
supply chain system, the solution adopted in ProChain is
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FIGURE 10. Evaluation of response times with various users’ count
payload on the cloud environment.

FIGURE 11. Evaluation of transactions per second with various users’
count payload on the local environment.

based on IOTA. IOTA is a scalable DLT designed to support
the transfer of data and value quickly and efficiently. It must
be emphasized that in this solution, the transactions are not
structured in blocks but connected individually to each other
to form a network called the Tangle rather than a chain. From
the experimental results presented in the previous section,
the framework demonstrates excellent performance in terms
of the scalability, throughput, and latency. Furthermore, the
open structure of the Tangle is precisely the characteristic that
allows it to record such high performances.

The proposed framework provides the following
advantages:

• Authenticity: Each node can prove that it has sent data
and / or that it possesses IOTA tokens. Each node of
an IOTA network validates transactions and then sends
them to other nodes that do the same. Consequently,
valid transactions are agreed upon by all nodes, elimi-
nating the requirement to rely on only one node in the
network.

• Integrity: Each node can prove that the data has not
changed. All transactions in the Tangle are immutable
and transparent. Each transaction references the hashes
of two others that precede it. Thus, changing the content
of any transaction would invalidate the hashes, in turn
making the transactions invalid.

• Confidentiality: Each user can control who accesses the
data through encryption. IOTA uses single-use signa-
tures to prevent attackers from stealing IOTA tokens.
IOTA networks are peer-to-peer networks in which no
central authority controls the Tangle. Conversely, all
nodes can own a copy and reach a consensus on its
content.

• Micropayments: It is possible to send small amounts
of IOTA tokens without paying any fees. IOTA is free,
meaning there is no need to pay for a subscription or
sign any contracts. Transactions are also feeless. Users
can store data in the Tangle without restrictions. All that
is required is a node to receive the transactions. For
each transaction attached to the Tangle, two previous
transactions are validated. This process makes the struc-
ture scalable because more new purchases lead to faster
validations and greater network security.

Although blockchains and the Tangle both fall into the DLT
category, with two principal differences: firstly, the Tangle
has no transaction costs. Secondly, IOTA networks have no
miners.

VII. CONCLUSION
Our proposed framework, ProChain, relies on the IOTA Tan-
gle network, which serves as its tailbone, whereas IoT sensors
collect data in the field. To achieve the utmost transparency
of the data shared among the participating parties, we use
DLT IOTA-distributed ledger technology, which bears an
association with other notable benefits, including scalability,
low costs, and quantum resilience. All these advantages make
the DLT-based solution a favorable candidate for integration
in the IoT-based supply chain networks. To further validate
the practical efficacy of our framework, we have evaluated its
performance and measured the response time, payload, and
throughput values in various situations. Moreover, we have
also simulated ProChain in a real-life setting using the Rasp-
berry PI 3B IoT platform, testing its performance by attaching
and retrieving collected sensor data and provenance data at
various time intervals. Our research has demonstrated the
advantages of using IOTA-based solutions in the field of
food supply chains. These benefits include tractability, trans-
parency, and robust security. We have also highlighted the
characteristics and strengths of the mechanisms deployed in
the collaboration between supply chains and IoT devices.
Experimental simulations show that the payload affects the
response time for both environments (i.e., the local and the
cloud). We have shown that whenever the payload increases,
the time of response will also rise. Compared with the local
environment, we have witnessed response times approxi-
mately ten times longer in the cloud environment. Such a
situation is typical as it results from long-distance commu-
nication over the shared network and server configuration.

As a future work, more studies require deploying the
proposed framework on a real case of a complete supply
chain system. It is critical to test ProChain on infrastructures
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which may have different sensor types, different supply chain
units, and different applications. More experimentation on
the power and computation capacity is required, as numerous
IoT applications are deployed on devices that run on limited
power and computation resources.
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