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ABSTRACT In the field of production automation, IO-Link Wireless (IOLW) offers energy-efficient and
cost-effective solutions for networking wireless sensors and actuators close to the machines on the industrial
shop-floor. In this paper, a concept is presented to enhance IOLWwith security-for-safety and safety features
in order tomake safety critical systems in industrial environments with performance characteristics dedicated
to demanding applications feasible. As data security is of paramount importance, security mechanisms
already implemented in other wireless protocols are investigated and security-for-safety mechanisms for
IOLW are introduced. Potential cryptographic algorithms are evaluated for IOLW with respect to energy
consumption and timing. Taking performance parameters into account, which are crucial for industrial
manufacturing processes, a safety protocol data unit (SPDU) is described and evaluated for different payload
length and cycle times. Finally, an outlook towards the implementation of a demonstrator setup completes
this work.

INDEX TERMS IO-Link Wireless, IO-Link, functional safety, wireless safety, wireless security, industrial
wireless networks, wireless sensor networks, safety critical systems, IIoT, industry 4.0.

I. INTRODUCTION
To enhance the IO-Link Wireless (IOLW) protocol towards a
robust and secure safety protocol in a cyber-physical system
(CPS), it is mandatory to provide highly deterministic data
exchange functionalities. Therefore, low latency times, low
jitter, and low packet loss rates are vital [1]. In the last
decades, wireless communication systems have become a
fundamental pillar of modern industrial communication real-
izations (e.g. [2]–[8]). Even though cellular mobile commu-
nication like 2G, 3G, 4G and in particular 5G or beyond are
proposed, e.g. in [9]–[13], several other wireless standards
were developed, typically operating in the ISM (industrial,
scientific, medical) frequency bands. Classically, wireless
automation standards are dedicated or application-related
for a specific domain [14], e.g. building automation (Zig-
Bee [15], EnOcean [16]), process automation (wirelessHART
[17], [18], ISA 100a [18], [19], WIA-PA [20], [21]) or fac-
tory automation (IO-Link Wireless [22], [23], WIA-FA [21],
[24]). Compared with cellular mobile communication tech-
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nologies, these standards offer lower costs due to highly
available energy-efficient, simple, and application-oriented
transceiver components operating registration-free, almost
worldwide in the ISM bands [25]. The use of a wireless
standard for applications in the field of functional safety with
ensured latency times in the order of 10 ms as safety critical
communication still remains a major technical challenge that
none of the aforementioned technologies has yet fully met.
Moreover, no further contribution towards a IOLW Safety
concept is known to have been established or published
yet. To the authors’ best knowledge, no further contribution
towards a IOLW Safety concept is neither known as estab-
lished nor been published. As main aspect, the IOLW Safety
concept shall be fully compatible with IO-Link Safety and the
safety communication model IEC 61784-3 [50] representing
the wireless extension. The engineering tool, the relevant
parameters and e.g. the parameter files (IODD) shall be com-
patible with the IO-Link and IO-Link Safety specifications.

This work begins in Section II with potential applications
for IOLW Safety and is followed by Section III with a
detailed description of IO-Link Wireless (IOLW) [22], [23],
as it offers prerequisites to be enhanced for functional safety
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applications in the field of factory automation. In Section IV,
the most important requirements for real-time wireless safety
and security applications are evaluated. Other wireless tech-
nologies are characterized with respect to their security mea-
sures and potential to be integrated into a IOLW security
concept in Section V. An assessment of the automation
environment, including the automation hierarchy of IOLW,
IO-Link Safety, and potentially IOLW Safety is described
and elaborated in Section VI. Out of the obtained findings,
necessary prerequisites for demanding safety applications are
presented, such as a one-to-one connection in Section VII
as well as suitable cryptographic algorithms including their
implementation and measurements of the influence on timing
and power consumption in Section VIII. These preliminary
considerations create the basis to specify prerequisites for
demanding safety applications. In Section IX, a safety pro-
tocol data unit (SPDU) is proposed. The paper ends with a
summary of the main ideas and results.

II. APPLICATIONS FOR IOLW SAFETY
Wireless communication technologies open up great potential
in the context of flexible, reconfigurable architecture, for
example in the context of Industry 4.0, CPS or the Industrial
Internet of Things (IIoT).

In the application field of factory automation, there are
already strict requirements, such as extremely low latency
times in the range of a few milliseconds and high sensor den-
sities in the order of hundred sensors/actuators per production
cell [3], [14], [26]. As outlined e.g. in [27, Sec. VIII.], the
advantages of wireless manufacturing automation are clearly
reflected in the area of flexible moving, rotating systems
like robots, roaming personnel or automated guided vehicles
(AGVs), harsh environments such as aggressive chemical or
extreme physical environmental conditions, and especially in
the flexible retrofitting of existing systems.

Some of these typical factory automation applications are
safety-relevant, especially when people and machines inter-
act. Examples include AGVs (e.g in [28]) or an exoskeleton
that helps workers process heavy components (e.g. [29], [30])
and can be controlled wirelessly.

As indicated in [27], existing wireless solutions often can-
not offer sufficient performance with respect to real-time
and reliability requirements. Furthermore, energy concerns
of wireless safety proposals [31]–[33] as well as the joint
transmission of safety and non-safety data are significant.
As a result, the extension of IOLW as a wireless safety
solution will be presented here.

III. IO-LINK WIRELESS
Key aspects of IOLW with focus on wireless capabilities, its
uniqueness in comparison to other wireless communications
protocols are presented in [23, Table 1] and [27, Table 3].

General surveys of IOLW are given in [23], [25], [27],
[34], [35] with a focus on roaming in [36], antenna planning
in [37], coexistence in [5], [38], [39], security enhancement

in [40], [41] or on IOLW testing in [42]–[46]. However,
a short introduction to IOLW is given here for completeness.

IOLW [22] is an open-vendor communication solution for
factory automation on the shop floor. This wireless com-
munication standard was developed as an extension of the
proven IO-Link standard [47], also known as single-drop
digital communication interface (SDCI) or IEC 61131-9 [48].
Therefore, IOLW is mainly intended for sensor/actuator com-
munication below the field-bus level of abstraction within
the factory automation structure [23], [47], [48]. IOLW was
released in v1.1 in early 2018 [22]. A revised version will
be published soon and is currently prepared for an IEC stan-
dard [49].

IOLW offers bidirectional wireless communication
for (cyclic) process data and (acyclic) on-request data
between a wireless master (‘‘W-Master’’) and wireless
devices (‘‘W-Devices’’) in a star-shaped topology [22], [23].
The physical layer (PL) is based on Bluetooth Low Energy
(BLE) 4.2 and therefore utilizes the 2.4 GHz ISM band with
gaussian frequency shift keying (GFSK) modulation [22],
[23]. A combined frequency- and time division multiple
access (F-/TDMA) scheme is used with frequency hopping.
Furthermore, a blocklisting allows single frequency channels
to be omitted in order to improve the wireless coexistence
behavior [23], [39]. Wireless bridges (‘‘W-Brides’’) are also
standardized to act in a similar way to W-Devices but to offer
a wired IO-Link port in order to retrofit legacy systems.

In a fully-equipped IOLW system, up to three W-Masters
can operate in the same manufacturing cell. Each W-Master
can provide one to five tracks, whereby each track supports
up to eight slots. Single-slot (SSlot) and double-slot (DSlot)
W-Devices are specified. SSlot W-Devices offer two (one)
octet(s) for payload and are intended for simple sensors or
actuators like switches, whereas DSlot W-Devices offer 15
(14) octets for payload and are thus suitable for smart sen-
sor applications (the values in the parenthesis include the
obligatory control octet). SSlot and DSlot W-Devices can be
combined within one track [22]. Overall, up to 120 (SSlot)
W-Devices are supported within e.g. a single manufacturing
cell [22], [23]. Additionally, roaming capabilities between
different W-Masters are implemented [22], [36].

One key feature of IOLW compared to other wireless
protocols is its deterministic media access, which is shown
in Fig. 1. The communication is divided into cycles and
sub-cycles. A cycle lasts at least 5 ms and contains at least
three sub-cycles, each of which lasts 1.664 ms. Frequency
hopping takes place between the sub-cycles, whereby the
hopping distance is greater than the typical coherence band-
width of radio channels in industrial environments in order
to increase robustness. In the organization interval (OI), there
is a switchover between transmitting and receiving, or vice
versa. Five tracks with simultaneous downlinks (DL) fol-
lowed by an OI and four uplink slots (UL) each (numbered
evenly starting from zero) are shown, which corresponds to
the maximum configuration level of a W-Master for pure
DSlots.
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FIGURE 1. Media access scheme of the IOLW protocol based on [23].

In case of a communication error, the protocol stack
repeats the message a configurable number of retries. IOLW
promises a latency time of 5ms with a remaining probability
of about 10−9 that this latency cannot be realized [22], [35].
However, IOLW is not suitable for safety and/or security
applications, yet. In this paper, a conceptual approach to
enhance IOLW towards a wireless safety communication
solution for safety critical systems is presented.

IV. REQUIREMENTS FOR REAL-TIME WIRELESS SAFETY
AND SECURITY APPLICATIONS
Besides functional safety and (cyber-)security requirements,
real-time applications demand highly available and robust
communication links. In the following, the requirements for
a flexible, safe, and secure IOLW enhancement are adapted
from IO-Link Safety and the safety communication model
IEC 61784-3 [50].

A. WIRELESS ROBUSTNESS
Comprehensive surveys on IOLWaddressingwireless robust-
ness are already presented in e.g. [23], [27], [35]. However,
a short overview of IOLW features contributing to robust
communication is presented here:

• Typically, operation in the 2.4 GHz ISM band results
in a high degree of robustness against traditional indus-
trial interferers such as switch mode power supplies,
induction heating and relays as the power level of the
interfering signal fades out at GHz frequencies (e.g. [2],
[3], [51]).

• The usage of narrow-band (in comparison with typical
coherence bandwidths of wireless channels in industrial
manufacturing environments, e.g. [2], [23], [39], [42])
receivers also employed in BLE systems result in a
large systemmargin. The small bandwidth together with
an optimized receiver design results in a narrow noise

bandwidth and a high receiver sensitivity of around
-94 dBm (e.g. [35], [52]). Thus, radio frequency (RF)
messages can even be efficiently received in
worst-case Rayleigh fading RF channels [2], [23], [39],
[42], [45], [51].

• The PL, media access scheme and complete communi-
cation stack is optimized for a very fast exchange for
RF messages so that an RF message can be resent twice
within a time window of 5 ms (i.e. within the typical
coherence time) at different frequencies.

• A 32 bit cyclic redundancy check (CRC) according
to [22], which is quite long with respect to the mes-
sage length, is utilized. This feature was implemented
to guarantee that the possibility to receive false pos-
itive received messages will remain far below 10−9

(e.g [22], [35]).
• The use of a resource-efficient (energy, hardware, soft-
ware, noise, bandwidth) narrow-band GFSKmodulation
[22], [23] in conjunction with an optimized frequency
hopping algorithm to cope with industrial indoor radio
channels and to increase coexistence with other RF com-
munication and measurement systems operating in the
same frequency band increases wireless robustness even
more (e.g. [5], [22], [23], [35], [39]).

However, to operate especially within the crowded 2.4GHz
ISM band and ensuring wireless coexistence, i.e. to achieve a
certain communication performance (e.g. [53]–[57]), is still
a challenging task [5], [38], [39]. In [39] highly elaborated
methods including tools specifically for the coexistence man-
agement for IOLW are described. These are based on the
existing specification of IOLW [22] and thus can be directly
applied without any modification of the specification or
protocol stack. One additional component used to enhance
wireless robustness and coexistence is a sophisticated antenna
selection and placement for the link planning [37]. Additional
methods to increase the coexistence behavior that could be
applied to IOLW are e.g. the implementation of an adaptive
frequency hopping (e.g. [58], [59]) or the usage of cognitive
radio technologies (e.g. [38], [60]–[62]).

B. SECURITY
Security engineering requires cross-disciplinary expertise,
ranging from cryptography and computer security through
hardware tamper-resistance and formal methods to a knowl-
edge of economics, applied psychology, organizations and
law [63, pp. 3-16]. The three fundamental principles in infor-
mation security are specified as confidentiality, integrity, and
availability being commonly referred to as CIA triad, and
describe a model to form the main objectives of classical
security properties [64, pp. 12-14]. Additionally to the three
fundamental principles, authenticity must also be considered.
With a strong focus on safety applications, this paper is not
intended to review all aspects concerning wireless security,
instead a starting point for further research and implemen-
tation issues shall be given. Principally, security threats can
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FIGURE 2. Typical layers of an embedded processor, with or without
wireless interface [65].

also be classified from a system access perspective in which
an attacker can pose three main types of threats [65]: remote
network access by, e.g. an unsecured gateway, access in close
proximity, or physical access to a critical electronic module.
The features, indicated in Fig. 2, are vital to implement appro-
priate security functionalities: physical security, software and
key provisioning security, run-time security, and foundation
for security.

The details of each layer are described in [65]. A perquisite
for the security of wireless communication, especially also
for IOLW, is the use of up-to-date cryptographic algorithms
for encryption, authentication, integrity and for key exchange.
System security shall be tailored to the specific need on the
factory floor, where algorithms have to be implemented in a
very resource efficient way. Therefore, cryptographic perfor-
mance and timing for IOLW have recently been investigated
in [40], [41] for AES-ECB, AES-CBC and AES-CTR with
payload length of 8, 16, and 32 bytes.

Additional security measures such as device-unique join-
ing authentication, device-unique re-entry authentication,
pairwise privacy and integrity, network-wide privacy and
integrity, secure over-the-air (OTA) updates, impersonation
or replay attack prevention, and e.g. frequency agility (i.e.
adaptive frequency hopping) have also been implemented as
security options in wireless systems [65].

C. FUNCTIONAL SAFETY
Typically, safety protocols shall support a safety integrity
level (SIL) from at least SIL3 [66] or Category 4 and
PL e [67]. Also a safety function response time (SFRT) of
about 10ms or less shall be feasible. Additionally, a com-
bination of a safety protocol data unit (SPDU) addressing
different SIL levels and a non-safety protocol data unit (PDU)
combined in one communication protocol shall be possible,
whereas the safety transmission protocol shall be realized by
only one additional safety layer and support the requirements
of IEC 61784-3 [50]. In IEC 61784-3, all (mentioned) safety
protocols rely on the black channel principle, which is also
adopted in the considerations of this paper. Table 1 lists ade-
quate safety measures to cope with typical communication

failures [68]. Also security measures are itemized. Communi-
cation reliability can be significantly increased by employing
e.g. a (sequence) counter and/or inverted counter, a watchdog
timer and receipt messages indicating timeliness, connection
validation at commissioning, startup, and repair, and a cyclic
redundancy check for data integrity.

V. SECURITY MEASURES AND ENABLERS IN
NARROW-BAND WIRELESS TECHNOLOGIES
Wireless technologies such as Bluetooth Low Energy, Wire-
lessHART, Zigbee and other industrial wireless technologies
have already specified detailed security mechanisms, which
are reviewed in this section. Here, the focus lies on narrow-
band (with respect to coherence bandwidth) wireless tech-
nologies with limited payload capacities (length).

A. BLUETOOTH LOW ENERGY (BLE)
Bluetooth Low Energy (BLE) with its current Core Speci-
fication 5.2 supports computational and storage-constrained
devices with five basic security services [69], [70]:

• Authentication to identify communication partners
based on their Bluetooth address.

• Confidentiality to prevent compromised information
through eavesdropping.

• Authorization to allow the control of resources.
• Message integrity to guarantee that a message sent
between two Bluetooth devices has not been altered.

• Pairing/bonding to create shared secrets and appropriate
means for key storage.

Different security modes and levels are provided by
BLE [70]. BLE relies on the Advanced Encryption Stan-
dard (AES) counter with CBC-MAC (AES-CCM) encryption
offering native FIPS-140 validation [71]. Also, low energy
‘‘secure connections’’ features enhancing low energy pairing
to utilize FIPS-approved algorithms (AES-CMAC (cipher-
based message authentication code) and P-256 elliptic curve)
are included in BLE specification 5.2 [70]. In BLE compared
to other Bluetooth versions, a long term key (LTK) is used
for low energy pairing, rather than a link key. BLE uses
established cryptographic algorithms for pairing andmessage
exchange and has elaborated features for key management.

B. ZIGBEE
The Zigbee standard employs the basic security elements
as described in IEEE 802.15.4 [72] such as AES encryp-
tion and counter with CBC-MAC (AES-CCM) security
modes. Additional security features with [15], [73] are:
128-bit AES encryption algorithms, defined key types (e.g.
link and network keys), key setup and maintenance, keys
can be hardwired into an application, AES-CCM* (Uni-
fied/simpler mode of operation), and trust center security
that can be customized for the application. Zigbee employs
ECDSA-P256-SHA256 to ensure a secure boot process and
to guarantee authenticity and integrity [74]. For encryption
purposes with authentication of messages, a simpler mode

VOLUME 10, 2022 3033



T. R. Doebbert et al.: Safety Architecture Proposal for Low-Latency Sensor/Actuator Networks using IOLW

TABLE 1. Communication errors and safety and security measures based on [68, p. 66] and being applied for IOLW.

of CCM is used. A message integrity code (MIC) with
4-bytes is used to authenticate the message ensuring that the
message has not been modified. The receiving device hashes
the message and verifies the calculated MIC against the
value appended to the original message. Zigbee also tailored
the cryptographic algorithms to limited message length and
application-dependent payloads.

C. WIRELESSHART
In WirelessHART 128-bit AES encryption can be used for
the communication within the device mesh network and the
gateway. Individual device session keys are employed to
ensure end-to-endmessage authenticity, data integrity, receipt
validation, and secrecy regarding devices. Message authen-
tication and verification for the transmitting and receiving
device is achieved by hop-by-hop CRC andMIC calculations.
A set of security keys for different purposes (e.g. join key or
network key) [75] is defined in the standard. The security of
the WirelessHART protocol strongly depends on the secrecy
of these keys, especially the pre-configured join key, which
is used for communication initialization. Furthermore, white
listing is used to allow join keys, whereas the entire com-
munication is managed by a ‘‘Network Manager’’ [76]. Also
WirelessHART adjusted its security means to the required
payload length. For instance, a short MIC is used to guarantee
integrity and authenticity. Focus is also laid on control access
to the wireless network, wireless network infrastructure, and
client integrity.

D. LORAWAN
LoRaWAN also incorporates security features, based on
cipher-based message authentication code with 128-bit AES
(AES-CMAC) [77] for integrity protection and AES counter
mode (AES-CTR) for encryption [78]–[81]. Three differ-
ent keys are specified, all for 128-bit AES encryption.
Secure pairing utilizes the application key (AppKey) and
AES-CMAC. The two session keys, application session

key (AppSKey) and network session key (NwkSKey) are used
for payload end-to-end encryption and integrity protection as
well as encryption on network level, respectively [78].

E. ENOCEAN
The EnOcean Alliance also provides a distinct security spec-
ification [82]. Overall, a modular architecture of security
features is described to account for standard line-powered
devices, low-power energy harvesting devices and even ‘‘high
security mode’’ applications. Furthermore, this specification
describes among others CMAC, a rolling code (RLC) algo-
rithm with 16 bits, 24 bits, or 32 bits as well as proce-
dures like secure ‘‘Teach-In’’ (i.e. secure pairing) on the
basis of a pre-shared key and optional data encryption. Vari-
able AES (VAES), a 128-bit AES algorithm, is proposed
for encryption. Near field communication (NFC) and quick
response (QR) codes are suggested for pre-shared keys.
Because of limited payload length, the EnOcean protocol uses
a RLC as an additional secret to achieve a higher security
level.

F. SUMMARY OF SECURITY ASPECTS OF WIRELESS
TECHNOLOGIES
Most of the wireless protocols discussed use ‘‘state-of-the-
art’’ block cipher modes (e.g. AES-CCM), cipher-based
message authentication codes (e.g. CMAC), hashed-based
message authentication codes (e.g. HMAC), and/or pro-
tocols for key exchange (e.g. ECDH). Recommendation
e.g. stated in the BSI [83] or in NIST [84] shall be
used for encryption algorithms, cipher block modes, key
length, implementations, test vectors or e.g. hash algorithms.
Also stated vulnerabilities of BLE during the pairing phase
(CVE-2020-10134), the implementation of AES-CBC in
EnOcean suggesting an all-zero IV (CVE-2018-5383), or e.g.
that the password change function in Zigbee does not require
knowledge of the old password (CVE-2019-20481) shall
be considered to develop and use security features for
IOLW.
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G. APPROACHES TOWARDS IO-LINK WIRELESS SECURITY
Security features are currently not implemented in IOLW
[22, Sec. 3.1.46]. Within typical vulnerability scenarios,
an attack on the PL of IOLW is rather unlikely as the attack
has to be in close proximity to the machine or network,
and thus the probability for detection is high. Therefore,
an attack on higher layers e.g. attacking the programmable
logic controller (PLC) or the port and device configuration
tool (PDCT) is more likely. Another reason is the effort
versus the outcome, because on the PL raw data are trans-
mitted, whereas semantic data can easily be interpreted on
higher layers. Furthermore, for eavesdropping or man-in-the-
middle (MITM) attacks, the frequency hopping table has to
be known by the attacker. In a secure implementation, the
HT01 hopping table [22], [39] shall be kept confidential.

Recently, approaches to enhance IOLW by security fea-
tures have been proposed. In the pending patent appli-
cations [85]–[87], well-known standard mechanisms and
algorithms like elliptic-curve Diffie-Hellmann (ECDH),
secure hash algorithm (SHA), symmetric encryption in the
downlink as well as in the uplink, cryptographically secure
pseudo-random number generator (CSPRNG) and 256-bit
AES are suggested to enhance security features for IOLW.
Thereby, secure key exchange, secure pairing and encryp-
tion/decryption can be achieved. But as shown above, other
wireless protocols limited in payload length have also adapted
secure algorithms to the practical use for information-heavy
applications.

Lately, in [40], [41] the influence of different crypto-
graphic algorithms like AES-Electronic Code Book Mode
(AES-ECB), AES-CBC, and AES-CTR to accomplish con-
fidentiality on the timing and energy consumption of IOLW
equipment were analyzed. As amain outcome, the implemen-
tation of these algorithms results in no significant drawback,
whether on the energy consumption or on timing.

VI. ASSESSMENT OF THE AUTOMATION ENVIRONMENT
To develop a suitable solution approach for IOLW Safety
applications, the automation environment for typical use
cases of IOLW and IO-Link Safety is analyzed in this
section. Therefore, IOLW and IO-Link Safety specifications
are briefly reviewed.

A. IO-LINK WIRELESS ARCHITECTURE
The architecture of an automation topology with an IOLW
system is presented in [22, p. 29] describing a PLC or
an embedded system exchanging process data (PD) and/or
on-request data (OD) wired or wirelessly via the IO-Link
Master or W-Master, respectively. The IOLW PDCT has
been extended compared to the wired IO-Link Interface
and System Specification [47] with features such as device
discovery and pairing support, connection quality optimiza-
tion features, wireless coexistence management features, and
support to configure wireless parameters. Faulty W-Devices
replacement is achieved using the data storage mechanism of
the (wired) IO-Link specification [47].

B. IO-LINK SAFETY ARCHITECTURE
The IO-Link Safety System Extensions, i.e. single-drop digi-
tal communication interface technology for functional safety
(SDCI-FS) [68], is the relevant document describing the sys-
tem architecture and how IO-Link Safety is embedded into
a complete factory automation concept. IO-Link Safety aims
for two main application areas: safety functions across IO-
Link Safety communications and across fieldbuses as well
as for safety functions ‘‘locally’’ between a safety controller
and safety sensors or actuators. Functional safety commu-
nication profiles (FSCP) on top of the fieldbuses support
reduced wiring, variable parameterization, and detailed diag-
nosis. SDCI (i.e. IO-Link) provides communication as well
as power supply on the same unshielded cable to the sensors
and actuators. Otherwise, the traditional switching mode or
the coded switching mode communication can be used [68,
p. 30]. Furthermore, IO-Link Safety also supports self-testing
safety sensors and actuators in order to avoid battery shortage
and yearly testing. An open communication concept as pre-
condition for Industry 4.0 or the Industrial Internet-of-Things
(IIoT) is also established.

C. IO-LINK WIRELESS SAFETY ARCHITECTURE PROPOSAL
Fig. 3 shows the proposed IOLW Safety architecture mainly
based on IO-Link (IEC 61131-9) [47], [48]. All additional
or modified components and features for fail-safe commu-
nication are depicted in bold to employ a fail-safe wireless
master (FS-W-Master) and fail-safe wireless devices (FS-W-
Device) as sensor/actuator node as well as a fail-safe wireless
bridge (FS-W-Bridge) connected to a wired fail-safe device
(FS-Device). Fail-safe IO device descriptions (FS-IODDs)
are used as a digital data sheet. Currently, the IODD is
not structured as a certificate using e.g. the X.509 certifi-
cate structure [88], which would be necessary to identify
and to prove the integrity of individual FS-W-Devices or
FS-W-Bridges. This can be solved using public key man-
agement including distribution between FS-W-Master and
FS-W-Devices/FS-W-Bridges.

The architecture of the FS-W-Master includes the original
standard master interface (SMI) and the FSCP gateway appli-
cation (black channel) [68, p. 49]. The master application
configuration manager (CM) shall be modified to cope with
more track configurations and to send a verification record
during each start-up.

A functional safety device shall always create a point-
to-point or one-to-one connection. Therefore, specific con-
figuration steps are necessary when connecting functional
safety devices. This requirement can be fulfilled using
cryptographic algorithms for integrity and authentication in
combination with NFC to establish a secure point-to-point
connection between a FS-W-Device and the safety dedicated
tool of the FS-W-Master. The FS-W-Device has to be in
close proximity equipped with an acknowledgment button
for additional identification functionality. It should be noted
that the NFC readers and tags shall be protected for unautho-
rized access, such as controlled access to the environment.

VOLUME 10, 2022 3035



T. R. Doebbert et al.: Safety Architecture Proposal for Low-Latency Sensor/Actuator Networks using IOLW

FIGURE 3. Proposed IOLW safety configuration (with added features in bold) within the automation hierarchy, based on [22].

Furthermore, the button has to be operated by a qualified
safety person initializing the FS-W-Device to the dedicated
tool of the IOLW W-Master. This process shall be limited in
time.

To store cryptographic keys for executing cryptographic
algorithms, the NFC tag has been advantageously com-
bined with a hardware security module (HSM). NFC is a
short range radio frequency identification (RFID) wireless
technology operating around 13.56MHz, which typically
uses an active reader and a passive memory tag. NFC is
based on the HF RFID standards [89]–[95]. An advantage
using NFC tags technology is that the tags embedded in the
FS-W-Devices do not need an additional power source as
the necessary energy is harvested from the electromag-
netic near-field. In the application of IOLW, NFC shall
be used in the mode of reader-to-passive tag. Commis-
sioning via NFC is explained in SectionVII. Key manage-
ment and organization is also a central point for secure
operations, therefore, principles should be followed, such
as [96]–[98].

1) PROTOCOL STACK ARCHITECTURE
The modified safety and security enhanced IOLW layered
architecture of FS-W-Master and FS-W-Device is presented
in Fig. 4. The PL as well as the data link layer of IOLW
remain unchanged. System management (SM) services

coordinate system startup and also allowing configuration of
possible operationalmodes. SM services of FS-W-Master and
FS-W-Device are significantly different when compared with
the standard W-Master and W-Devices.

On top of the data link layer, a security communication
layer (SeCL) is provided with the following general and
configurable features:

• Handling of pairing and bonding.
• Security parameter negotiation.
• Encryption key generation and distribution.
• Communication to HSM.

Depending on the negotiated security parameters ensuring
e.g. confidentiality, integrity and authentication of the SPDU,
the SeCL exchanges data with the application layer (AL) or
the safety communication layer (SCL) interface. In addition,
a service provider interface (SPI) is used to provide secu-
rity services to the SMI offering services to the customer
application layer (API). In the case of the FS-W-Device,
the customer application layer is able to directly access
the security service interface. Therefore, a direct interac-
tion of safety and security parameter can be safeguarded.
The SCL offers a service provider interface for safety rel-
evant parameters through SMI (FS-W-Master) or directly
to the customer AL (FS-W-Device). Also an integration to
other safety protocols shall be possible, such as to OPC UA
Safety [99].
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FIGURE 4. Proposed IOLW safe and secure data transfer architecture.

2) KEY MANAGEMENT
A key management system for FS-W-Master and
FS-W-Devices is vital to securely hold a root or master
key or key pair to derive keys for different usage. The
secrets are unique for each connection between a FS-W-
Master and FS-W-Device or FS-W-Bridge. Depending on
the configuration, the following key options should be
provided:

• Root FS-W-Master keys, FS-W-Device keys or
FS-W-Bridge keys: pre-installed/shared in each device
to provide confidentiality for exchanging link keys
between a
FS-W-Master and a FS-W-Device or FS-W-Bridge dur-
ing the key exchange procedure.

• Link keys are unique between a single FS-W-Device/
FS-W-Bridge and a FS-W-Master and are managed by
the AL. Link keys are used to encrypt all the infor-
mation exchanged between the FS-W-Master and the
FS-W-Devices or FS-W-Bridges as well as to exchange
session keys, which shall be changed periodically to
secure the data channel.

• Session keys:

– Safety keys shall be unique between one
FS-W-Device or FS-W-Bridge and one FS-W-
Master slot and shall be managed by the safety
application layer. The keys are used to encrypt
SPDU data and to append a MIC.

– Further application-depend keys should be
specified.

VII. ESTABLISHING A ONE-TO-ONE CONNECTION
To establish a one-to-one connection, three distinct security
features are recommended:

• Pairing: the process of creating shared secrets.
• Bonding: secure storage of created secrets during pairing
for the use in specific connections to establish a trusted
device pair.

• Authentication: device authentication to verify identical
keys.

Different protocols for authentication and key establishment
can be used [100], hence some are selected in the following
subsection.

A. SECURITY DURING COMMISSIONING OF SECRETS
The following key establishment techniques are approved by
FIPS [71] and the recommendations for cryptographic key
generation shall be obeyed [101]. Different options for key
exchange are possible such as:

• RSA (Rivest-Shamir-Adleman) is a public-key cryp-
tosystem based on the difficulty of factoring the prod-
uct of two large prime numbers. RSA is mainly used
to securely exchange symmetric keys and other small
values [102].

• Diffie-Hellman (DH) is a key exchange protocol based
on the discrete logarithm problem. DH generates key
pairs very fast, but does not directly support encryption,
decryption or digital signatures such as RSA [103].

• ECDH key exchange protocol allows both communi-
cation partners to establish a shared secret. ECDH is
based on DH key exchange protocol using elliptic curve
cryptography. The security of ECC is based on the ellip-
tic curve discrete logarithm problem (ECDLP) [104].
The overall performance, which is important in embed-
ded controller design, is higher when compared with
e.g. RSA, because of shorter key length for similar
security levels [83]. Public keys can be used as static
or ephemeral, which are not authenticated and tempo-
rary [105].

- - Curve25519 is an elliptic curve using 128-bit secu-
rity level, offering high performance gains over tra-
ditional elliptic curves, and addresses issues such
as side channel attacks and poor-quality random-
number generators [106].

- - FourQ is a high-performance elliptic curve, which
also targets a 128-bit security level, claiming to
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FIGURE 5. Proposed secure IOLW pairing sequence, which is based on
the original IOLW pairing sequence [22] and features taken from [82].

FIGURE 6. Structure of the proposed CryptoHeader.

be between four to five times faster than NIST
P-256 curve and two to three times faster than
Curve25519 [106], [107].

• Elliptic curve Menezes-Qu-Vanstone (ECMQV) key
agreement is an authenticated protocol for key agree-
ment based on the DH [108].

• Certificate-based pairwise key establishment (CPKE)
[109].

In the pre-download phase, the configuration needs to
be specified. Therefore, possible configuration levels could
be introduced: no security, pre-shared key or out-of-band
(OOB) using e.g. NFC, bar codes, QR codes, magnetic codes,
SIM-cards, memory-cards, optical codes or others.

The preferred OOB commissioning technology is NFC
providing the following advantages:
• Operating only in close proximity to the communication
modules generating a higher level of confidentiality.

• Start of commissioning by tapping tag to reader.
• Usage of any commissioning protocol.
• No additional power supply needed.

In the case of key exchange, low visibility makes MITM
attacks unlikely, because of a very low range of about
10 cm [110]. This combination of limited distance, access
control in the production area and the ability to switch the
NFC signal on a FS-W-Device results in an optimal combi-
nation for fast short bursts of sensitive data exchange [111].

B. SECURITY AFTER COMMISSIONING OF THE NETWORK
KEY
Generally, the configuration channel is available if one track
is configured in ‘‘IOLW-ServiceMode’’ (pairing state), while
the W-Master sends a pairing request to a specific unpaired
W-Device as described in [22]. On the basis of the existing
pairing mechanism, the secure pairing sequence, presented
in Fig. 5, is proposed including security features from [82].

In addition to the regular IOLWpairing request, a ‘‘Crypto-
Header’’ is introduced as well as a random number to reduce
vulnerabilities against replay attacks. The CryptoHeader con-
figuration should consist of the following parameters:

• Security control: consisting of security level and key
identifier mode.

• Frame counter.
• Key identifier: consisting of key source and key index.

Fig. 6 depicts the ‘‘CryptoHeader’’ with the available
octets in the pairing sequence of IOLW. Further investigations
shall show if the available length and configuration are suffi-
cient.

The key identifier mode sets the kind of key (session/
application-dependent) being used by a FS-W-Master,
FS-W-Device or FS-W-Bridge. The frame counter provides
replaying protection and is appended to each message with a
unique sequence ID. The key identifier states the key source
(e.g. HSM or non-volatile memory (NVM)) and the key index
in case there are keys for different usage.

Both communication ends, FS-W-Master and FS-W-
Device, shall be authenticated. Therefore, two ‘‘numbers only
used once’’ (nonces) as random numbers (Mrand#, Drand#)
are exchanged and are included with the IOLW parameters
and CryptoHeader in the calculation of the CMAC algo-
rithm [112]. The nonce can be used during CMAC counting
as well as initialization vector for the AES algorithm. If a
FS-W-Device has to rejoin or reconnect after connection
loss or some other incidence to a FS-W-Master, new nonces
need to be created by both communication ends. As nonce,
a random number of at least 32-bits shall be used, which must
be a non-repeating sequence. A combination of the nonces
and the pre-shared key may be used as key derivation func-
tion (KDF) for a session key for further application dependent
communication, which is described in SectionVIII. This shall
especially be used if only one pre-shared root key is held by
the FS-W-Master, FS-W-Device, or FS-W-Bridge.

VIII. CRYPTOGRAPHIC ALGORITHMS FOR IOLW
MESSAGE EXCHANGE
Suitable cryptographic algorithms for IOLW message
exchange are examined in this section. For this purpose,
exemplary implementations as well as measurements of
power consumption and timing are shown.

After commissioning, regular communication is estab-
lished transmittingmessages in SSlots and/or DSlots. As only
two octets are possibly transmitted in SSlots and compat-
ibility with IOLW and IO-Link Safety is mandatory, con-
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FIGURE 7. One DSlot message with confidential and /or authenticated
data.

TABLE 2. Measured values of suitable cryptographic algorithms with one
DSlot for IOLW.

fidentiality cannot be established for SSlot data exchange.
Therefore, only DSlot transmission is considered.

As already mentioned in Section III, a single DSlot trans-
mits up to 14 bytes payload and can be configured with
2 retries having a cycle time of 5 ms. The transmission of one
and two DSlots equipped with random data are measured in
respect of its time duration and power consumption through-
out the cryptographic algorithm used.

Since AES-ECB/CBC are not considered ‘‘state-of-the-
art’’ block cipher modes, AES-CCM or GCM is recommend-
able. Here, AES-CCM is considered and implemented for
further investigations. The counter with CBC-MAC (CCM)
is a generic authenticated encryption block cipher mode,
which can be used with any block cipher [113]. Here, 128-bit
block ciphers, such as AES, are used. AES-CCM combines
CBC-MACwith an AES block cipher in CTRmode of opera-
tion, whereas any length of message can be encrypted and not
only multiples of the block cipher size [114]. Further details
on the implementation are given in [114] and [115].

Exemplary realizations and measurements of security fea-
tures on CC2650 transceiver chips are shown in [52]. This
transceiver was chosen, because it is widely used for IOLW
implementations, as demonstrated in [39]–[41]. In contrast
to those measurements, AES-CCM is used for the following
measurement series.

The CC2650 AES-CCM driver supports both, classic
AES-CCM as defined by NIST SP 800-38C [115] and the
AES-CCM* variant used in IEEE 802.15.4 [72]. AES-CCM*
allows for unauthenticated encryption using CCM by permit-
ting a message authentication code (MAC) length of zero.
It also imposes the requirement that the MAC length be
embedded in the nonce used for each message if the MAC
length varies within the protocol using AES-CCM* [114].
Different return behaviors for calling the cryptographic oper-
ations are possible such as callback, blocking, and polling,
which are described in [40]. The return behavior blocking is

FIGURE 8. Messages of two DSlots with confidential and /or
authenticated data.

TABLE 3. Measured values of suitable cryptographic algorithms with two
DSlots for IOLW.

used due to its simplicity and the fact that no other operation
needs to be performed simultaneously. Test vectors fromRFC
3610 [113] were used for verification of the parameter for the
algorithm used.

Fig. 7 depicts the configurations of the SPDU using plain-
text, AES-CCM* (14 bytes decrypted), and AES-CCM (ten
bytes decrypted and four bytes MAC).

Table 2 shows the time duration, average current consump-
tion, and relative battery lifetime reduction of the plaintext
and cryptographic algorithms. The measurement setup and
calculations are discussed in [40], [41]. The time difference
for AES-CCM* is around 69 µs higher or for AES-CCM
operation 72 µs compared to plaintext, which has no influ-
ence on the timing of IOLWoperation for downlink or uplink.
The average current consumption is at around 8.65mA in
both cases, respectively, the average current consumption
of plaintext is slightly lower at 8.61mA. The relative bat-
tery lifetime reduction can be calculated using the average
current measured over 10ms (i.e. six wireless cycles) with
AES-CCM or AES-CCM* compared to the plaintext average
current consumption. Thus, these cryptographic algorithms
have no significant impact on battery lifetime, as the relative
battery lifetime reduction is 0.46%.

For two DSlots with 28 bytes in 10ms including 2 retries
for each DSlot, the package configuration and the power
consumption as well as the time duration are presented in
Fig. 8

In Table 3, the time duration and average current consump-
tion of the plaintext and cryptographic algorithms using two
DSlots are presented. Compared with processing only one
single DSlot operating the cryptographic accelerator of the
wireless microcontroller unit (MCU), there is no significant
increase in time or current consumption.

Themeasured values for oneDSlot and twoDSlots payload
length show that energy consumption and timing are feasi-
ble for real-time applications using a generic authenticated
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FIGURE 9. IOLW safety PDUs with one DSlot and cycle time of 5 ms (2 retries).

FIGURE 10. IOLW safety PDU with two DSlots and cycle time of 10 ms (2 retries for each DSlot package).

encryption block cipher mode to provide confidentiality and
through CBC-MAC message integrity and authentication.

IX. PROPOSAL FOR AN IOLW SAFETY PDU
In this section, a new lean functional safety communication
protocol on top of the existing IO-Link architecture sys-
tem [47] is proposed being based on IO-Link Safety [68] with
additional features to support wireless safety-related commu-
nication. To keep the safety communication layer as simple
as possible, protocol segmentation and packaging shall be
realized in the DL of IOLW and parts of the SPDU shall
not be aggregated in a layer higher than the data link layer.
Nevertheless, this is also feasible if longer message lengths
accompanied by longer transmission times, are necessary.
In this case, it is important that no storing elements are
within the point-to-point communication of IOLW Safety.
Data types of safety messages (process data) are typically
expressed in SPDU input and output data. The process data of
the sensor or actuator are addressed by the FS-W-PDin data
and is different depending on the application requirement as
well as the process data information sent by the FS-W-Master
(FS-W-PDout). In the following subsections, two possible

configurations of an IOLW SPDU are proposed depending
on cycle time and SPDU length.

A. SPDU USING ONE DSLOT
Fig. 9 shows the structure of the FS-W-Master and
FS-W-Device SPDUs excluding standard IO data. The con-
cept of explicit transmission of the safety measures for time-
liness and authenticity according to IEC 61784-3 [50] is
obeyed. A MAC is used across the FS-W-Output data, track
and slot number (TrackSlotNr), the control and counting,
and the CRC signature to guarantee message integrity and
authenticity using a secret only known to both communica-
tion ends. The track and slot number (TrackSlotNr) is used
as an additional measure for identification. As used in IOL
Safety, a counter value is communicated in combination with
the local watchdog timer to achieve timeliness. The feedback
signal from the FS-W-Device employs the inverted counter
value for the timeliness check to prevent loop-back errors
(e.g. as in [68]).

For this configuration, it is also possible to communi-
cate non-safety wireless process data (W-PDout) from the
FS-W-Master using one track per FS-W-Device. Here, the
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FS-W-PDout length is limited to 24 octets. For the input
data, it is also feasible to separate the six octets of the
FS-W-PDin and respectively non-safety wireless process data
(W-PDin). In this case, the W-PDin data are not included in
the calculation of the MAC and CRC.

B. SPDU USING TWO DSLOTs
Fig. 10 presents the structure of the FS-W-Master and
FS-W-Device SPDUs if a cycle time of 10ms is config-
ured. For this configuration, 64 octets are available for the
FS-W-Master SPDU if only one FS-W-Device with DSlot
per track is connected. If four FS-W-Devices with DSlot per
track are connected, 16 octets payload are feasible resulting
in maximum of eight octets FS-W-PDout data. Depending on
the FS-W-PDout data length, the length of the CRC signature
and MAC shall be adjusted. For FS-PDin/FS-PDout data of
up to three octets a CRC signature of two octets (16 bit
CRC) and if the FS-PDin/FS-PDout data is up to 25 octets,
a CRC signature shall be four octets (32-bit CRC), which is
employed in IOL Safety. Thus, also a larger MAC may be
used.

The FS-W-PDin data length is max. 20 octets depending
again on the length of the CRC and MAC of the SPDU.
W-PDout and W-PDin data may be added to the payload.
The parameterization within the domain of safety for
machinery shall be configurable in a ‘‘Dedicated Tool’’ per
FS-W-Device or FS-W-Bridge.

X. CONCLUSION
A safety architecture proposal for low-latency sensor/actuator
networks using IOLWhas been described. Therefore, require-
ments regarding wireless robustness, (cyber-)security, and
functional safety have been evaluated and were tailored
to IOLW by considering security measures and enablers
of other narrow-band wireless technologies. The proposed
IOLW safety architecture takes also into account the specific
features of IO-Link Safety being adapted for IOLW. Also the
specific properties of IOLW were assessed to combine both
standards to a comprehensive approach.

A protocol architecture, including a safety and security
communication layer, has been introduced including services
to provide features to the application layer.

With regards to functional safety, it is fundamental to
establish a one-to-one connection between a FS-W-Master
and a FS-W-Device. Therefore, out-of-band commissioning,
using NFC in combination with cryptographic algorithms,
is proposed to securely exchange keys for cyclic IOLW com-
munication. Before communicating in IOLW cyclic mode,
a secure IOLW pairing sequence has been introduced. Two
possible IOLW DSlot message lengths have been evaluated
concerning their time duration, average current and relative
battery lifetime reduction.

An IOLW SPDU was suggested, and it has been shown
that the SPDU length of the IOLW DSlot message varies
depending on its cycle time. The evaluation has shown that
FS-W-PDout data with different FS-W-PDin data length are

feasible. IOLW Safety protocol measures were based on
IO-Link Safety and complemented with security features as
well as architecture improvements.

In the next step, a model for protocol verification will
be developed in combination with a full system demon-
strator including a FS-W-Master and a FS-W-Device to be
tested for validation and further measurements. This pro-
cess shall guarantee that the demonstrator is valid for IOLW
deterministic data transmission and timing of safety appli-
cations. In general, a system model also requires a func-
tional hazard analysis and (cyber-)security analysis, which
are often very application dependent and may only be
abstracted to different groups or requirements of safety
applications.

Another field of interest is authentication over proximity,
whereby the received signal strength indicator (RSSI) is used
for security and safety constraints. RSSI is the indication of
signal strength observed by the receiver. RSSI might be used
as an additional safety measure for FS-W-Devices. A sig-
nal strength monitor could extract the distance between a
FS-W-Master and FS-W-Device, which must be within a
predefined range of RSSI only.
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