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ABSTRACT The secrecy performance of realistic wireless multicast scenarios can be significantly deteri-
orated by the simultaneous occurrence of multipath and shadowing. To resolve this security threat, in this
work an opportunistic relaying-based dual-hop wireless multicast framework is proposed in which the source
dispatches confidential information to a bunch of receivers via intermediate relays under the wiretapping
attempts of multiple eavesdroppers. Two scenarios, i.e. non-line of sight (NLOS) and line of sight (LOS)
communications along with the multiplicative and LOS shadowing are considered where the first scenario
assumes 17— and n — p/inverse Gamma (IG) composite fading channels and the latter one follows x —  and
k — u/IG composite fading channels as the source to relay and relay to receiver’s as well as eavesdropper’s
links, respectively. Secrecy analysis is accomplished by deriving closed-form expressions of three familiar
secrecy measures i.e. secure outage probability for multicasting, probability of non-zero secrecy multicast
capacity, and ergodic secrecy multicast capacity. We further capitalize on those expressions to observe the
effects of all system parameters which are again corroborated via Monte-Carlo simulations. Our observations
indicate that a secrecy tradeoff between the number of relays and number of receivers, eavesdroppers,
and shadowing parameters can be established to maintain the admissible security level by decreasing the
detrimental influences of fading, shadowing, the number of multicast receivers and eavesdroppers.

INDEX TERMS Composite channel, inverse Gamma shadowing, multiple eavesdroppers, physical layer

security, wireless multicasting.

I. INTRODUCTION

Due to the low power requirement and enhanced spatial
diversity, relay communication has been established as a
proven technique for expanding the coverage of wireless
networks. However, such cooperative networks are vulner-
able to eavesdropping, where one or more eavesdroppers
might overhear transmissions and can thereby possibly pose
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security threats [1], [2]. So maintaining perfect security
during data transfer through a wireless medium in general
and cooperative communication, in particular, has become
a significant challenge for wireless researchers. To solve
this problem, researchers introduced the encryption method
where the information was first encrypted using an encryption
key and then transmitted to the receiver through the wireless
channel. The technique was simple but became troublesome
because of the difficulty in encryption key distribution [3].
On the other hand, physical layer security (PLS) has some
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tremendous advantages over the encryption method. PLS is
more secure as the confidentiality of the transmitted message
can be guaranteed by exploiting the physical characteristics
of the wireless channel as well as the proper coding and
signal processing. Shadowing and multipath fading are two
very important characteristics of any wireless channel which
co-exist together and affect the channel simultaneously. So to
successfully characterize the random fluctuations occurring
in the channel, researchers have introduced composite fading
models which can efficiently reflect the practical scenarios
which go through both fading and shadowing [4]. Tradi-
tionally, lognormal and Gamma distributions were chosen
by the researchers for designing the composite fading chan-
nels [5]. But the mathematical intractability of the lognormal
distribution made it difficult to use in practical situations.
Contrariwise, the inverse Gamma (IG) distribution is math-
ematically tractable and also exhibits the semi heavy-tailed
characteristics of both lognormal and Gamma distribution.
As a result, researchers have chosen to design composite
fading models for generalized fading channels like k — u [6]
or n — wu [7] fading channels employing the IG distribution.
In this paper, we perform a PLS analysis of a relay-based
multicast network in the presence of multiple eavesdroppers
with the consideration of compound fading channels.

A. LITERATURE SURVEY

Yacoub first uncovered the potentials of generalized fad-
ing distributions and proposed a set of generalized fading
schemes, namely, k — u, n — p, @ — p, and A — w fading
models [8]-[10]. Since then, researchers across the globe
have examined various other forms of compound fading
channels based on these distributions. Some of the closely
related and representative variants of the distributions above
aeo — N — U, —K— [, — N —K— U, —A—UL—T
fading channels [11]-[13]. Researchers have investigated var-
ious statistical characterizations, such as probability density
function (PDF) and cumulative distribution function (CDF)
of the compound fading channels and their variants under
different wireless settings, including fading parameter vari-
ation [14]-[17]. As evident in their works, one can more
precisely analyze the performances of many wireless sys-
tems and networks of interest; in terms of channel capacity
(CQO), outage probability (OP), coverage probability (CP),
and bit error rate (BER). For example, the compound fading
approaches with or without shadowing have been applied
to analyze advanced wireless paradigms, including D2D,
amplify and forward, decode and forward, 5G radio access,
and optical communication systems [18]-[20]. As known,
PLS can secure information by exploiting the randomness
of the wireless channel [21]. Generalized fading channels
and their variants are therefore also being considered in the
analysis of PLS of wireless systems and different PLS per-
formance metrics such as secure outage probability (SOP),
average secrecy capacity (ASC), and strictly positive secrecy
capacity (SPSC) are evaluated [22]-[25].
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As mentioned in the early part of this section, IG is math-
ematically more tractable. As such, researchers are recently
paying attention to the IG shadowing-based composite fading
models. The effects of multipath and shadowing on the SER
performance over n — u / IG and ¥ — w / 1G distribution
were analyzed in [26]; the authors therein derived CFEs for
the SER. The expression for the PDF, higher-order moments
(HOM), and amount of fading (AF) considering the « —u / IG
and n — w / 1G composite fading models were derived in [4].
Here the authors take into account the line of sight (LOS) and
non-LOS (NLOS) channel conditions. The performance of
wireless communication systems employing MRC diversity
and coherent modulation techniques was investigated over
n — p / IG composite fading channel in [27] by deriving
expressions for SER. The novel analytical expressions for
the envelope and power PDF and OP were derived under
n — u/ inverse Gaussian fading channels in [28] to show the
impacts of multipath and shadowing characteristics. In [7],
the feature of the shadowed fading behavior was inquired
over the n — u/ IG composite fading model. Using Kullback-
Leibler divergence, the authors claimed that the n — u/ IG
compound fading channels demonstrate a better suit than the
k — p/ IG composite fading model. A common approach
of characterizing the composite fading distributions based
on IG shadowing was introduced by [29], where the authors
showed the formation of statistical characterization by pre-
senting a composite IG/two-wave with diffuse power fad-
ing model. Performance of the efficient capacity (EC) was
explored in [16] considering the different multipath fading,
delay constraint, and shadowing conditions. In [30], EC was
investigated over n — w/ IG composite fading channel and
the authors exhibited the influence of multipath fading and
shadowing severity. ASEP, channel inversion with fixed rate
(CIFR), channel capacity under optimal rate adaption (ORA),
and truncated CIFR (TIFR) were derived in [31] for ana-
lyzing the CC and error probability of wireless model over
IG shadowed fading channel.

B. MOTIVATION

It is noteworthy that the aforesaid researches are confined
to the analysis of the secrecy performance of wireless
networks either in unicast or broadcast scenarios. In many
situations, especially in dense networks, however, multicas-
ting is preferred over broadcasting as it delivers the packet
to intended recipients only. Hence security issue is more
important in a multicast network rather than broadcast one.
Moreover, it offers better utilization of bandwidth and better
congestion control. On the other hand, whereas relays are
usually placed as part of planned network installations or the
users experiencing better channel conditions are assigned as
relays, the locations of the mobile users are more random and
even sparse. Also, the users practically experience shadowing
phenomena. Consequently, although the channels between
source and relays can be modeled as n — w and ¥k — [
distributions, the channels between relays and the end-users
might be a better fit with IG shadowing-based fading. On that,
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FIGURE 1. Proposed multicast scenario with opportunistic relaying.

a secrecy analysis over n —p and n — u/ IG, k — pp and k — p/
IG dual-hop link for a multicast framework are worth investi-
gating. In this study, we are thus motivated to mathematically
address the security of cooperative multicast relay networks
over n — w and n — w/ IG, k — u and k — w/ IG composite
fading channels in the presence of a set of eavesdroppers.

C. CONTRIBUTIONS
The specific contributions of this paper are as follows:

o We first individually perform the statistical characteri-
zations of the SNR at each hop and realize the associ-
ated PDF expressions. Then the PDF and CDF of the
dual-hop end-to-end SNR are derived. In addition to
dual-hop channel models under two distinct scenarios,
our analysis considers the multicast channel model and
eavesdropper channel model by using order statistics.

o Secondly, we study the secrecy capacity of the
relay-based multicast system and derive the closed-form
expressions for secure outage probability for multicas-
ting (SOPM), probability of non-zero secrecy multi-
cast capacity (PNSMC), and ergodic secrecy multicast
capacity (ESMC). Please note that these expressions
are completely novel as no literature has considered the
combination of n — w and n — w/ IG, k — pw and k — pu/
IG with multiple receivers as well as eavesdroppers.
Moreover, these expressions can be used to replicate
the results of [32]-[36] just by changing the parameter
values as given in [4, Table 1].

e Then, we illustrate the results based on the derived
expressions of SOPM, PNSMC, and ESMC. The per-
formances of our dual-hop cooperative relay system are
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in agreement with the secrecy performance of various
existing models.

o Also, we perform Monte-Carlo simulations and conduct
a thorough numerical evaluation. Our results, which
focus on SOPM, PNSMC, and ESMC, demonstrate the
feasibility of adopting PLS in cooperative multicast net-
works with realistic composite fading. The results show
that the secrecy performance enhances with fading and
shadowing parameters as well as the average SNR of the
main channel. In contrast, secrecy performance degrades
with the target secrecy rate, number of receivers, eaves-
droppers, and average SNR of eavesdropper channel.

D. ORGANIZATION

The rest of the paper is embodied as follows. The system
model is shown in section II. The channel models for both
LOS and NLOS scenarios are presented in Sections III-VI.
The expressions of the performance metrics are derived in
Sections VII, VIII, and IX. Section X illustrates the numerical
results and finally, section XI draws the ending remarks of
this research.

Il. SYSTEM MODEL

The proposed system network is depicted in Fig 1, where
a single antenna source, S dispatches secret messages to a
group of M legitimate receivers via K relays. A bunch of
N eavesdroppers are also present in that network which is
presumed to be passive and attempting to decode the private
information. But we are intended to defend the eavesdroppers
from decoding the transmitted message. Here every relay is
furnished with a single antenna, contrariwise each receiver
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and each eavesdropper is involved with an antenna, respec-
tively. The distances between the source and the receivers as
well as the eavesdroppers are considered very large and hence
no direct link exists from source to receivers and from source
to eavesdroppers. Hence the total communication occurs only
through the relays. Here the channels between S and M are
notified as main channels and the channels between S to N/
are indicated as eavesdropper channels. Entire communica-
tion occurs at two different phases. In the first phase, the
source transmits information to the relays. Then each relay
contends to be the best relay and receivers receive the signal
from only the best relay which is considered as the second
phase. We consider two scenarios depending on the LOS and
NLOS communication links. In scenario I, we assume all the
links of the first and second hops are NLOS. The channels
between source to relays i.e., S — K links are assumed to
undergo n — w fading. On the other hand relays to desire
receivers, i.e.,  — M links undergo n — u / IG fading.
When all the communication links are LOS i.e. scenario II,
we assume the S — /C links undergo « — u fading whereas
the £ — M and K — N links undergo « — u / 1G fading.
The channel coefficients between S and pth (p = 1,2,
, K) link is denoted by a,; € C™1 K and mth (m =
1,2,3,---, M) link is notified by b,,; € C!*!, £ and
tth (t = 1,2,3,---,N) link is denoted by ¢;; € C!*!,
respectively. Here j € [1, 2] indicates the first and second
scenarios, respectively. Hence the corresponding SNRs of
S - K, K - M,and K — N links are respectively,
given by Tspj = Pw ”apj” Tomj = Pk! ||bmj||2 and

Yprj = N x e 112 Here Py j,and Py j are the transmlt powers
from S, and K. The additive white Gaussian noise terms at /C,
M and N are denoted by N, j, Ny, j, and N, j, respectively.

Ill. CHANNEL MODEL (SCENARIO I)

A. PDFs OF SNRs FOR S — IC, K - M AND K - N
LINKS

The PDF of SNR for S — K link denoted as Yy, | is given
by [37, eq. 2]

—0.5 —BsT

Fipa (1) = oy Y1703~ BT, g 5(e1 ), (1)

Hp1+0.5 “)]

2«/7 P P

_ Hpl _ 1 _ "
Where()ll = T, =05 M1+05’h1 - msHl - 1-2
r(,Lpl)H r ¢p1” My p
2u, H h

g = M”' L By = M”' L, pp1 > 0 symbolizes the number

of multlpath clusters of the first hop, 1, which is bounded
in —1 < 5, < 1 demonstrates the correlation coefficient
between the in-phase and quadrature scattered waves in each
multi-path cluster of the first hop [38], and ¢ is the average
SNR of S — K link and 7,,(.) is the modified Bessel function
which is defined in [39, eq 8.440]. Simplifying (1) using
[39, eq 8.445], the PDF of Yy, ; can be expressed as

o
Sipa(0) =" a2t = 1H2m = A @)
n;=0
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where ap = £Lyup1=0-3+2n1 Now the PDF of

nl'r(ll«p1+0 5+n1)(
Ypm,1 is given by [4, eq. 13]

Soma () = 22
, (M1 Pt + 2h2 [y ) Mt + 241
(M1 G ) ™1 " Y 2=
B (1, 214m1)
( ( 2Hopm Y >2>
X 2F1 | €1, €2; €3 ’
M1 Pt + 2ho b1 T

3)
where h; = ﬁ, H, = 172’ € = %(mml + 2m1),

€ = %(mml +2um + 1), €3 = 2 (2ﬂml + 1), umi>0is
related to the number of multipath clusters of the £ — M
link and 7, is concerned with the scattered wave power ratio
between the in-phase and quadrature components of each
multipath cluster of the L — M link, B(:, -) denotes the
Beta function as defined in [39, eq 8.384.1], and > F1 (-, -; -; -)
notifies the Gaussian hyper-geometric function as defined
in [39, eq 9.111]. Using [39, eq 9.14.1] and modifying (3)
accordingly, the PDF of Y, 1 can be expressed as

0 )\szllfml“l‘zrl_l

Jom1(Y) = ”2:‘6 (1 4 B Y) Mt +20m+2r1° @

where B, = rzr,}l’jl—%, ®m1 is the average SNR of K to
A - (2Ha 1)1

M link, A, = 1(€1)r (€2)r) CH2tm1) and A, =

r11€3) ) (Mt Gyt )1 H2Hm1 T2

2201 u’z'?ml (M) 1)1 h/;m] Lo
mB(mml,2um1) , Similar to (4), the PDF of Y

can be expressed as

;;:ZTZIMI +2vu;—1

fra(N =3 e )
v1=0 (1 +/36T)2M’ 42

where 8, = %, ¢ is the average SNR of K — N
link, u;1> 0 symbolizes the number of multipath clusters
of the X — N link and 7n; is concerned with the scat-
tered wave power ratio between the in-phase and quadrature
components of each multipath cluster of the X — A link,

CEKD)y, (k) QH ) 22 R gy gy
52= Ui (k3)y, (my1 ) o1 t2vr? '= By 2qu01)

1
by = o Hy = lntnz,’(l = 3Qun+m), k2 =
t

7 Qe +me + 1D, and k3 = 5 Quer + 1),

B. PDFs OF DUAL-HOP SNRs

Denoting the SNR of § — K — M link by Yy, 1, its PDF
can be obtained as
o0 o0 o0

Ssm 1 () = Z Z Z As [’Y‘n2+2/4pl+2n]eﬂx’r

rp=0r1=0n;=0
+ YT Qupt + 21, ﬂsT)], (6)

where ny = my,1 +rp + 1.
Proof: See Appendix A-A.
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Similarly, by denoting the SNR of S — K — N link
by Yi.1, its PDF can be given by

oo 0 X

Jse 1 (1) = Z Z Z Xz[y—nﬁzupwzme—ﬁm

v2=0v1=0n;=0
+YBTCupr + 2n1, ﬁsT)], (N

where n3 = m;1 + vy + 1.
Proof: See Appendix A-B.

C. PDFs OF SNRs FOR THE BEST RELAY

Let, Yy, 1 denotes the SNR between the best relay, and
mth receiver which is defined as

Tbm,l = arg;n;? min(Tsp,ly Tpm,l)v (8)

where ¢ = (1,2,...,K) is the relay set. The PDF of Y, 1 can
be obtained as the following.

Jom,1 ()

(oSl O lNe )

— Z Z Z AZK[T—nz—i—Zupl—l-ane—ﬂsT

r=0r1=0n;=0

+ YT Qupr + 2n1, ﬂsT)]

[o. <l NN o]

K-1
x [1 _Z Z ZAZT_mml_rZF(ZMpI+2nls ,BST):| .

rp=0r;=0n;=0
)

Proof: See Appendix B-A.
Similar to (8), notifying the SNR between the best relay
and the rth eavesdropper by Yy 1, we have

Yor,1 = argyee min(Yyp 1, Ypr,1). (10)

The PDF Yy;,1 can be obtained as the following.

oo o0 XX

Sor,1(0) = Z Z Z X2K|:’Y‘—n3+zl}~pl+2n| e_ﬂs'r

vy=0v=0n;=0

+ T TLQpupr + 201, ﬂm]

oo 0 XX

x [1 =) D0 YT T 2uyp

v=0v;=0n=0
K—-1
+2n1,ﬁsT)} . Y
Proof: See Appendix B-B.

IV. CHANNEL MODEL (SCENARIO II)

A. PDFs OF SNRs FOR S — IC, K - M AND K - N
LINKS

The PDF of Yy, > is given by [40, Eq. (2)]

;/,1,2+1 /Lpz—] _“P2“+KP)T
upp(l+up) 2 T2 e 72
f?p,Z(T) = tp2—1 pptl
2 2 Uk
Kp ¢[J2 etr2kp
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ip(1 + K,,)T> Cw»
¢p2

X I;,Lpz—l (zlupQ.

where «, > 0 is the ratio of the total power of the domi-
nant components to the total power of the scattered waves,
Hp2 > 0 is related to the number of multipath clusters that

2
W [40], where [E(-) and V()
indicates the expectation and variance operators, apart from
that ¢p» = E(Yy,2), is the average signal-to-noise-ratio
(SNR) of S — K link and I,(-) is the modified Bessel
function of the first kind and order n. Simplifying (12) by

using [39, eq. 8.445], the PDF of Y, > can be evaluated as

is given by ;=

00 — 10 (I+p) T
-1 —%n
fpa(X) =Y sxH =g (13)
p1=0
-1 M2 —1+42p1
Hp2 +2p1(l(p(l+l(p))pf
where 8, = 81Mp2 Op2 5 =
P!l (upat+p1) >
/Ap2+1
up2(l4kp) 2
u,,f—l u52 = , and TI'(-) denotes the Gamma func-

2 2 Mp2Kp
Kp zppz e'’r

tion [39]. Now the PDF of Y, > is given by [4, Eq. (4)]

Jpm,2(T)
e_MmZKm M“"é"z
= m
[tm2(em + DY+ My ppp 2t tm2
(Km + 1)”’”‘2 (mm2¢m2)mm2 T/LWZ*]
B(my, /'Lm2)

wm2(km + DY+ mydm2
(14)

2
W oKk + 1)
x 1F (mmz + m2;s m2; mp MM ,

where ¢, is the average SNR of £ — M links, B(, -)
and 1F1(-; -; -) denotes the Beta and the Confluent Hyper-
geometric functions as defined in [39, eq. 9.210.1], and

G, % denotes the Pochhammer symbol.
Using [39, eq. 9.14.1], (14) can be simplified as
o
55T02+um2—1
Jom2(T) = Z (1 4 84 )mm2titma+p2” (13
p2=0

_ (Km(’(m“rl)ﬂv%nz)pz(mm2+l/~mZ)p2 _ KmMm2tim2

Where 85 - 83 pZ!(/LmZ)pZ ’ 84 - My P2

L
s (i Yy @ Hon2) (i 4 1) 2
B2, em2) (M @) "'m2 Fhm2 P2

PDF of Y, > for K — N link can be illustrated as

and 83 = . Similarly, the

Bs Y2 tHi—]

=2 : 16
f1‘7[,2( ) (1+,84T)mt2+#t2+02 ( )
or,=0
(e (ke +1) )72 Omeat1112). Ketbo it
where B3 = B i,  Br = ladla and
Bl = 12 (mp @2)"i2 1 (“H42) (16, + 1) 2
! B(my2, 412) (myy @) "2 HH12 02
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B. PDF OF DUAL-HOP SNRs
Denoting Y, 2 as the SNR of S — K — M link, the PDF
of Yy,2 can be obtained as the following.

oo 0 X

fon200)= 3 30 3 o et T

03=002=0 p;=0
YT 4 i, T5b1]:|- a7
Proof: See Appendix C-A.

Similarly, denoting Y as the SNR of § — K — N
link, the PDF of Y > can be obtained as the following.

oo 0 XX

fst,Z(T) = Z Z Z ,37 |:e_T5b1 T_"3—m12—1+ﬂp2+01

03=0 0,=0 p; =0
+YTITBTMR  + p1, T, ]] (18)
Proof: See Appendix C-B.

C. PDFs OF SNRs FOR BEST RELAY

Let, Ypm2 denotes the SNR between the best relay and
mth receiver which is defined as

Yom2 = arg[r;lgzc-min(Tsp,L Tpm,Z)- (19)
The PDF of Y}, 2 can be obtained as the following.

Som,2(0)

oo o0 o0

= Z Z Z 57K[T_p3_mm2_1+“ﬁ2+pl

p3=0 p2=0 p;=0
x e—T(Sbl 4 T—l—m—mmz1-*[Mp2 + o1, T(Sbl]i|

[c ol B¢ ]

K-1
X |:]—Z Z ZS7Tmm2p3F(MpZ+P178b1T)i| .

£3=0 p2=0 p;=0
(20

Proof: See Appendix D-A.
Similar to (19), the SNR between best relay and 7th eaves-
dropper is defined by Y, 2, we have

Y2 = argpéimin(Yop,2, Ypr 2)- 2D
The PDF of Y} 2 can be obtained as

Jor,2(1)

oo 0 o0

— Z Z Z ﬁ7lc|:fr—o3—m,2—l+u.p2+01

03=00,=0 p;=0
—Y8p —1—03—myy
x e 1y F[Mpz-irm,TSbl]]

0o 00 00 K-1
x [1—2 DD BY AT g + 1, B, T)] :

03=00,=0p =0
(22)

Proof: See Appendix D-B.
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V. MULTICAST CHANNEL MODEL

We consider multiple receivers in the proposed multicast
system and the secrecy analysis is carried out by means of
assuming the worst case of the multicast channels i.e. mini-
mum SNR among M instantaneous SNRs at the legitimate
receivers. The significance of this assumption is that if the
security can be enhanced for the worst case, then we can
clearly declare that the total system is also secure for any
other possible cases of the multicast channels. Let 0yn,j =
mini < mg M Ybm,j denotes the minimum SNR of the multicast
channels. Since Yp1j, YVp2,j, Vb3, --.» Ypa,; are indepen-
dent, hence the PDF of 6,y ; is defined using order statistics
as [36, Eq. 12]

Fominy Com ) = Mo (O = iy j (O

The following subsections include derivations of the expres-
sions of f5,,, () and fg,. ,(Y) for the two considered
scenarios.

A. SCENARIO I
The final expression of f;,,.. , (T) can be derived as,

K+Krs—1 M—-1 o0 o0 o0

ZGEDIED DD IDIDIDD

l[/rG re=0 rs=0 r=0r1=0n;=0
2up1+2n1—1
x (agT“S + > a4T°‘6>eﬁ4T, (23)

r7:0
where a3 = A2AgAJMK, a4 = AryAcA7A9MK,
as = —ny + 2pp1 + 201 + @y, 06 = —n2 + 17+ @y,

and B4 = Bs + ¢1ﬁr6-
Proof: See Appendix E-A.

B. SCENARIO I

Similarly, the final expression of fs,,;, , (Ypm,2) can be derived
as

K+Kpe—1 M—1 o0 o0 o0

ZESSEDDED DD DD IO I

Yo, p1=0  p6=0 p3=002=0p;=0
Hp2t+p1—1
x(zzr]Tw4+ Z wﬂ’I’S)e—Tm, (24)
p8=0

where 814 = o1
14 ZV’/W (gO‘O,O,Ov---18’/09,,03172.[)] ----- ";41,2-%—,01—1‘00,00,00)

Xipys @1 = MKS7810814, w2 = MKS7810812814, 3 =
8py + Oy, , @a =1y, +8u1+up2+ o1, and @s =y, +
811 + ps.

Proof: See Appendix E-B.

Vi. EAVESDROPPER CHANNEL MODEL

Since multiple eavesdroppers exist in the proposed system,
the worst secure condition in that particular case is obtained
by maximizing the impacts of the eavesdroppers i.e. assum-
ing the maximum SNR among N instantaneous SNRs at
the eavesdropper terminals. Let opax; = maxi <N Yor,j
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denotes the maximum SNR of the eavesdropper channels.
Again, since Yp1j, Yp2,j5 Vp3---, (pN,j are independent,
hence the PDF of 0,4 j is defined as [36, Eq. 15]

Fomans (1) = Nt OO Fpr OV

The following subsections illustrate the formation of
the expressions for fs,,. (Y) and f, . ,(Y) for the both
scenarios (I and II).

A. SCENARIO 1
The final expression of f5,, .., (1) can be derived as,

KN—-1 o0 o0 o0
SIS 35 33030
Wpé v6=0 v=0v1=0n;=0

2pup1+2n1—1

S

ol wa)e—ﬂsT’
v7=0
(25)

Ve -
where x9= =
X9 Z%G (qO.(),O,O.U..Qvg,vz.vl,nl....,n2u ]+2n171,oo.oo,oo)u1//”6’

a0 = x2x6XoNK, a11 = xaxex7xoNK, arp = —n3 +
2up1+2n1+@y, 213 = —n3+v7+9y, and fs = Bty .
Proof: See Appendix F-A.

B. SCENARIO I
Similarly, the final expression of f;,,,. , (Ypr,2) can be derived
as,

KN-1 0o oo oo
Jonana (=22 20 2.2 2.
Yo,y 010=0 03=002=0 p;=0
Up2+p1—1
x (a)lTw“ + Z a)gT“’5>e_Y“’3, (26)
011=0

J10

Where ﬂlS = ZI//UI() (ﬁ),().(),O»»--xfan,ag,az,m ----- Ru+p —l,oo,oo,oc)
Xroyy» @1 = NKB1B15P1s, w2 = NKB1Bi1sPiepis, w3 =
S + Oy, 04 =

Mo, + Bro + wp1 + p1, and ws =
Mo, T Blo + o11.
Proof: See Appendix F-B.

VIl. SECURE OUTAGE ANALYSIS

Denoting Cy; as the instantaneous secrecy multicast
rate [41] and oy; as the target secrecy rate, the SOPM is
defined as [36, Eq. 23]

Pout(Usj)
= Pr(Cs; < oy))

00 oo
=1- f / Joming Com.j) Jomax; (Xt A Yom jd Yo j,
0 Je

where ¢ = 2°(1 + Yy j) — 1 and oy > 0. The definition
indicates that, the secure transmission is effective only if
Cs,j > osj. Here fo,, . (Tpm,j) is obtained from Egs. (23), and
(24) and similarly, f5,,,. (Ys: ;) is represented by Egs. (25)
and (26), respectively.
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A. SCENARIO I
In the case of scenario-I, SOPM is defined as

Pout(0s1)
= Pr(Cs,l > 051)
o0 o0
=1 —/ / Jomina Com. 1 )foqe 1 (Lo, 1)d Com,1d Ve 1,
0 J¢
27

where ¢ = 2%1(1+ Yy, 1) — 1 and 051 > 0. Substituting (23),
and (25) into (27), we have

Poy(051)
K4+Krs—1M-1 o0 o0 o0

SR I DD ID I ID 3 A I

Vg  16=0  r5=0 rn=0r1=0n1=0
2up1+2n1—1 KN -1
X <0{3Tbarfl,1 + Z a4TZnﬁ1,1>e_ﬂ4Tbm" Z Z
r7=0 Vv v6=0
00 00 00 2up1+2n1—1
X Z Z Z <Ol10TZtly21 + Z alngllfl)
v=0v1=0n;=0 v7=0
x e P gy, 1d Yy 1. (28)

Now, executing integration using [39, eq 3.351.2], the
closed-form expression of SOPM is obtained in (29), as

shown at the bottom of the next page, where p, =

7 O 11
wsast()pY o]

Ogl __ —_ Oy —
20951 1, qc = 2 1, A]O - rg!(ﬂ4)°‘57’9+leﬁ4p§

,and A =

r 107712 12
‘7‘40{6!(,}2)[7; q.

— l .
r101(B4)6 1041 P47

B. SCENARIO I
The SOPM in the case of scenario-II is defined as

Poui(052)
= Pr(Cs,Z > 052)
o0 o0
=1 —/0 / Jominz Com, 2 Womaxn (Lo, 2)d(Xpm,2)d (Tir 2),
)
(30)

where o = 272(1 + Y3, 2) — 1 and 052 > 0. Substituting the
values of (24) and (26) into (30), we have

Pour(052)
K+Kps—1 M—=1 oo oo o0

e MDD 3D 35 30 3 A

Yo, p71=0  ps=0 p3=0 p,=0p1=0
KN-1 o oo

« e_Tbm’2w3(w1Tlfri2 + ZUZTI;Z/LS,Z) Z Z Z Z

Voo 010=0 03=002=0

oo
x Y e T @ Tty + 02 ) (Tom 2)d(Yp ).
p1=0
31

Now, performing integration on (31) using [39, eq 3.351.2],
the closed-form expression of SOPM is expressed in 32,
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(< 913915 °15
@1@4!(713)p, dp

o13)(w3)Pa o131 em3P0

where pg =292 — 1, g9 = 292,819 =

014Y,7147916 016
w2w5!(aig)1’e 9o

and 820 = 0|4!(w3)w5—014+lem3p9 .

VIIl. NON-ZERO SECRECY CAPACITY ANALYSIS
The PNSMC is defined as [36, Eq. 18]

Pr(Cyj > 0)

o) Yom,j
= / / Jomin; Lom i Woae ;(Cor,j)d Yot jd Tom,j.-
o Jo

For a secure communication, the secrecy multicast capacity
must be a positive quantity, otherwise the secrecy of the
transmitted information can not be guaranteed. Using the
expressions of fo,,, . (Yom,j), and fo,,, ;,(Yir j) from (23), (24),
(25), and (26), we derive the expressions of PNSC as the
following:

A. SCENARIO |
The PNSMC in the case of Scenario-I is defined as

Pr(Cs,1 > 0)

&) Tbm,l
= / / Jomina (Com. 1 )f e (Lo, 1)5d Cir 1d Y, 1-
o Jo
(33)

Substituting (23) and (25) into (33) and perform-
ing integration using [39, eqs (3.351.1, 3.351.3)], the

closed-form expression of PNSMC is obtained in (34), where
_ ajoan! _ ajoain! _ oanas!
10 = 1 = = 12 = and
X10 ﬂgt|2+1 > X U9!(/35)°‘12 vg+1 2 X ﬂgt|5+1 ’
ajje)3!
vigl(Bs)*13 7V 10F 1"

X13 =
B. FOR SCENARIO I
In the case of Scenario-II mixed, the PNSMC is defined as
Pr(Cs2 > 0)
00 Ypm,2
= / f Sominas Com, 2o (Yo, 2)d Tt 2d T 2
0 0
(35)

Substituting the value of (24) and (26) into (35) and then
performing integration using [39, eqs. 3.351.2, and 3.351.3],
we get the final expression of PNSMC in (36), where

wrws!

IX. ERGODIC SECRECY MULTICAST CAPACITY ANALYSIS
The ESMC is defined as the average value of the instanta-
neous secrecy capacity. It can be mathematically expressed
as [36, Eq. 21]

o0
(Cs,j) = / loga(1 + Yom,j Mo, (Tomj)d Tom.,j
0

o0
- [0 10831+ Yot Wonen (e DA Tt

Utilizing the expressions of fgm,.n.].(Tbmﬂ,'), and fgmm,,j(Tbm, 7
from (23), (24), (25), and (26), we derive the expressions for
ESMC in closed-form in the following sub-sections.

A. SCENARIO I
The ESMC for the case of Scenario-I is defined as

o0
(Csa) = /0 loga(1 + Yom 1 f oin (Yom. 1)d Tom,1

o0
—/ logr(1+Y bt 1 f oy (Tor,1)d Ypr 1. (37)
0

Substituting (23) and (25) into (37), and performing integra-
tion by making use of [39, eq 4.222.8], we get the closed-form
expression of ESMC is shown in 38, where Ei[.] denotes the
exponential integral function.

B. FOR SCENARIO 11
In the case of Scenario-II, the ESMC is defined as

o0
(Cya) = /0 10821 + Yom 2o (Lo 2)d o2

o0
—/0 log2(1+Ypr 2o s (Vor,2)d Xpr 2. (39)

Substituting (24) and (26) into (39), and then performing inte-
gration utilizing [39, eq 4.222.8], the closed-form expression
of ESMC is obtained as given in 40.

X. NUMERICAL RESULTS

In this section, we graphically represent the numerical results
corresponding to the derived analytical expressions for the
SOPM, PNSMC, and ESMC and observe how the system
parameters, e.g., fading severity, shadowing, the number of
relays, receivers, and eavesdroppers, etc. influence the mul-

w1 w4! w1 w4! . .- .
S15 = =T S = —o=ner 817 = o, and ticast system’s secrecy characteristics. Analytical results are
. (A R2 - . . . . . .
s g5 1 } obtained using Mathematica software and for simulation pur-
18 = 014!%‘”57”‘4“' poses, we averaged 10° random samples of each channel.
Pour(051)

ZZMZ SEYY Y LY

a rio 2uMp1+2n1—1
o= (Analo(rlz-i-a]z)!

Bt gy b 2

-2 X

r10=0r12=0 r7=0
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9

KN—=1 oo o0 ¢ as
Z Z Aroaro(rin +or2)! n Z

(Bs+Bagg)ritenzt]

rs=0 ry=0r1=0n1=0 ¥s v6=0 v2=0v1=0"rg=0r1;=0 %

2y +2n1—1

2pp1+2n1—1

Aroar1(rir + a13)! >

=, (Bs + Paggymtent!

1% =0

Aqroq(riz+oag3)! )} (29)

(Bs + Pagg)r2terstl
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Note that the infinite series in (29), (32), (34), (36), (38), as between the two considered scenarios, we present a set of
shown at the bottom of the page, and (40), as shown at the curves corresponding to each scenario in each figure.

bottom of the next page, converges quickly with a high level The SOPM is depicted as a function of the average SNR
of accuracy just after fewer terms. Hence we assume the first of the multicast channels in Figures 2a and 2b in order to

25 terms for each infinite series. Moreover, with a view to observe the impacts due to variation in target secrecy rate.
obtaining a clear comparison in terms of secrecy performance In each scenario, we assume two cases with ¢;; = ¢» =5dB

K+Kps—1 M—-1 oo o0 o0 KN—-1 oo o0

Paulo) =1=>, > > D D2 > 2.2 2 )

VYo,  p1=0  p6=0 p3=0 p2=0 p1=0 ¥}, 010=0 03=002=0

+ 1
Z 62'3: S1ow1(o15 + w4)! + ”ﬂf dr9wa(o15 + ws)!
(w-3 + a)3q0)015+w4+1 (w-3 + a)3q0)015+w5+1

013=0 015=0 011=0
@s 014 Mp2toe1— p2+p1—1
-y Y Y < 82001(016 + @4)! )3 820w2(016 + s)! )
o3+ w o164+l w3 + w olet+ws+1 | |
016=0016=0 pg=0 ( 3 3q0) 611=0 ( 3 3%)
K+Krs—1 M—=1 oo oo 00 2pp1+2n1—1

SCRRUTED S S0 3 335 30 31 3D 3 i TR sl MRZ

l//rG r6=0 r5=0 r,=0r=0n1=0 ]//"6 v6=0 vV,=0v1=0 v7=0
2up1+2n1—1 2up1+2n1—1 ctucte! a x1iaa(as + v ) 2up1+2n1—1 w1l + v N
406- 113 A5 9): 114 &6 9):
FUT (e X )t (et Ty )
6+1 as+vg+1 ag+vo+1
=0 =0 B sozo \(Ba+ Bs) = (Baths)
a3 2Mp1+2n1—1 2up1+2n1—1
= xizazas +vig)! x1304(ctg + v10)!
- Z Z (ﬂ4 + /35)015+U10+1 + Z (’34 + ,35)01()+V10+1 ' (34)
U]():O U7=0 r7=0
K+Kps—1 M—=1 oo o0 o0 KN—-1 oo o0 Kp2+p1—
1
RIS 305 S0 35 3 35 30 30 S 30 3| [ (TR i 1 LA
Yo,  p1=0  pe=0 ,03—0,02—0,01—0%10 010=0 03=002=0 011=0
Mp2+p1— Mp2+p1— — w4 8161 (013 + @) mp2tp1—1 8162013 + w3)!
1 1001 . 1 13 !
+ Z (815+ Z 517) w5+1 - Z <(w3+w3)a13+w4+1 + Z (w3+Ur3)”13+’”5+1>
ps=0 o11=0 o13=0 N ps=0
ws  Mp2tp1—1 mpp+p1—1
i " Z S13wi(o14 + @a)! n " Z d18@2(014 + @s)! (36)
(0)3 + w3)014+W4+1 (6()3 + w3)014+w5+1 :
o14=0 011=0 pg=0

K+Krs—1 M—1 o0 o0 o0 KN-1 oo oo[

CHEDIEDINDIDIDIDIPID NS IPD

1//,6 re=0 rs=0 rn=0r;=0n;=0 wvﬁ v6=0 vp=0v;=0

i azas!By ! [(—nas—m—lEi[—m]

— | — —as+r13
ram0 (o5 — ri3)! e P,

— 2 2 o — _
as—ri3 (r14 — 1) o5 SplEim= 054056!/34 wo”! (—1)%6 15~ I Ri[— By] ‘=’ (rie — D!
+ rél (—B4)~ 95134714 Z Z (ag — 115)! 67/34,347%+r15 + Z —(_ﬂ4)7%+r15+r16

ris=0 r7=0 rie=1

- “X”: aroan! By 12! [(—D“””“lEi[—ﬁs] n (mi:\)” (vi2 = D! }

— o) —Bs @12+ — —atvitvi
v11=0 (@12 1) ﬂ vip=1 (=5s)
2pup1+2n1 — —a3—1 —vi3—1g:
a3 2hp 05110113!,35 @13 (=Des—vs—lEj— E (via — D! 38
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FIGURE 2. The SOPM versus average SNR of multicast channels varying o5, and o, for selected values of ¢;; and ¢;; with M =N =2, K =4,

(@) My =mygy =5, 1p1 = iy = gy = 0.5and 1p = 4m = 1¢

and 10 dB. We can observe as seen from the figure that the
SOPM increases with o) and o, which is also shown in [42].
Note that we assume a passive eavesdropping scenario in this
work, hence the channel state information of eavesdropper
networks is not known. For that reason, we assume a target
secrecy rate and send information at this particular capacity.
But if the instantaneous secrecy capacity falls below this tar-
get secure transmission capacity, then there will be a secrecy
outage. Moreover, since the wireless channels are random
in nature, an increase in target secrecy rate increases the
probability of instantaneous secrecy rate falling below the
target rate, hence the SOPM, as can be seen from the figure,
will increase.

In Figures 3a and 3b, we illustrate the SOPM versus aver-
age SNR of the multicast channels showing the impacts of
¢:1 and ¢p. It can be clearly seen from both the scenarios

= 0.5, and (b) mpy = mtz =5, [Lpz =MUma = R = 0.5, I(P =Km = K¢

=0.5.

that the outage performance is better for lower values of
the eavesdropper channel’s average SNR. It is obvious that
the eavesdropper links becomes better due to an increased
value of ¢;1 and ¢;» which lets the eavesdroppers sneak more
information from the multicast channels, and accordingly,
the SOPM also increases. Same results also can be seen
in [43], [44] which legibly justify our observations.

The impacts of the number of multipath clusters of
the multicast and the eavesdropper channels are depicted
in Figures 4a and 4b in terms of PNSMC. It is observed
that the PNSMC performance becomes better for the higher
values of u,,1 and .. The reason is that with the increase
in the number of multipath clusters in the I — M link, the
fading of the corresponding link is reduced. On the contrary,
the lower amount of fading assists in improving the secrecy
capacity, and thus the PNSMC performance also enhances as

K+Kpg—1M—-1 o0 o0 o0 KN-1 o o0 wy — (—1)w4_015_1Ei(—w3)
COEDIEDIED DD DI IDID D IO N DD :
S, 2 w4+1(w_4 _ 0_15)' efw'g(L)wu*U]j
Yo,  p1=0  p6=0 p3=0 p2=0 p1=0 ¥5,, 010=0 03=002=0"015=0 @3
wy—015 ws MUp2t+p1— —(w5+1 _ _ . w5—017
P ST I ”Z L aastary " (<17 Ei—a) § = 1)
(=Lyma—o1s—016 ws — o17)! —w3(_Lyos—oy7 —yos—o17—013
o16=1 3) o17=0 pg=0 ( 5 17) € (w3) o13=1 ( 3)
w4 —oo—110s w4—019
_ Z wiwy! [(—1)“’4 19~ 1 Rj(—w3) n Z (020 — 1)! :|
(u +1 — 1 — —1
o19=0 ¥ 4 (w4 — 019)! € w3(aT3)w4 o ox0=1 ( )w4 7197o0
w5 Mp2+/01_ _ _ . w5—072]
Yy 5! [(—1)‘“5 o2 Ei(—w3) > (022 — 1! H 40)
a)5+1 —w3( 1 yws—0 =1 \ws—02| —0
om0 on=0 @3 (ws—oa)!IL eT ()T o1 (Gy) 5 onmon
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FIGURE 3. The SOPM versus average SNR of case-I and case-1l multicast channels varying ¢;; and ¢;, with M = N'=2, IC =2, (a) m;;; = my; =5,
Hp1 = Rm1 = He1 =2, 1p = im = N = 0.5 and oy = 0.5 bits/s/Hz, and (b) mp); = my; =5, Hp2 = Mm2 = M2 =2, kp = km =kt = 0.5,

oy = 0.5 bits/s/Hz.
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FIGURE 4. The PNSMC versus average SNR of multicast channels varying 1.1, #¢1: £m2: I¢2 for selected values of ¢¢;= 0 dB, 5 dB, and ¢;,= 0 dB, 5 dB
with M =N =2,K =2, (a) My =myy =5, upy =1and 5p = ym = 1y = 0.5, and (b) mpy = myz =5, upy =2, and kp = km = k¢ = 0.5.

testified in [37]. Similarly, an increase in p;, and p,, reduce
the fading of the ' — N which will be beneficial for the
eavesdroppers for wiretapping more confidential data. But if
we simultaneously vary the shadowing severity of both the
multicast and the eavesdropper links with equal values of
Hmy> Hms> Mty and piy,, the PNSMC performance becomes
better.
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Figures 5a and 5b show the impacts of shadowing severity
of multicast and eavesdropper channels on the physical layer
security performance. We consider two groups with M= 2,
and 6. In the first group, we vary the shadowing severity of
the K — M and K — N links simultaneously while in
the second group we vary the severity of shadowing of the
K — M links. It can clearly be observed that with the equally

VOLUME 9, 2021



M. S. Hossen et al.: Opportunistic Relay Selection Over Generalized Fading and Inverse Gamma Composite Fading

IEEE Access

- My =My = 10
0.9 === My =My =25
é‘ . — My =My =50 M=
o O Sim(mpyy, = mgy = 50) _
® mey =
S o8 || " mm=10
O My = 25
% — My = 50
8 0.7 O Sim(my = 50)
3
= 06
>
[8)
1
o 05
o)
n
2 o4
N 7
/
o
= 03 /
5 A
>
=2 0.2 /
3 /
© /
8 o1 /
o /
56 57 58 5.9
0 B=E=H
-5 0 5 10 15

Average SNR of Multicast Channels (dB)

(a) Scenario I

I
©

o
®

o
3

o
o

I
IS

My =My = 10

Probability of Non-Zero Secrecy Multicast Capacity
o
(9]

0.3
- My =My = 25
—_— My = My = 50
0.2 0O Sim(my, = my; = 50)
- My =10
Mz = 25
0.1 — My, =50

0 Sim(my,; = 50)

0 5 10 15
Average SNR of Multicast Channels (dB)

(b) Scenario II

FIGURE 5. The PNSMC versus average SNR of multicast channels varying my,;, m¢y, my,);, and my, for selected values of M with N =2, K =2,
(@) g1 =0dB, ppy = 1 = p¢1 =2, and np = nm = 9 = 0.5, and (b) ¢y = 0 dB, ppy = ima = g2 =2, and kp = km = kg = 0.5.

> 09
‘c
S
S o8
(@]
@ o7
0
E

0.6
y N=2
(8]
5 o0s
S o
(7]
o
T 04 .
N / — x=3
S . -—-%=5
=z 03 - =7
‘s — x=9
£ 02 o ié";(é‘:‘”
§ K=5

ceee =7
09_ 01 —_— % =9
O Sim@ =9)
0=
5 0 5 10 15

Average SNR of Multicast Channels (dB)

(a) Scenario I

154
©

o
©

o
3

o
o

o
~

-=%x=3
-=-%=5
- x=7
—_— =9
O Sim(¥ =9)
— x=3
K=5
ceee :}(‘:7
— x=9
O Sim@ =9)

o
w

o
(¥

0.1

Probability of Non-Zero Secrecy Multicast Capacity
o
[$)]

0 5 10
Average SNR of Multicast Channels (dB)

(b) Scenario II

FIGURE 6. The PNSMC versus average SNR of multicast channels varying /C for selected values of A/ with M =2, (a) ¢4; = 0dB, mp,; = my; =5,
Hp1 = Hm1 = #e1 =2,and gp = ym = ¢ = 0.5, and (b) ¢y = 0 dB, My =myy =5, ipy = Wz = iy = 2, and kp = km = K¢ = 0.5.

increasing values of my,; and my;, and my,; and my;, the
secrecy performance is enhanced, and for increasing values
of my,1 and m,,» individually, the performance also becomes
better. This is because increasing m,,; and m,,; from 0 to oo
indicates the shadowing severity changing from a stronger to
weaker conditions while an increasing m, and m;, reduces
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the shadowing severity of the eavesdropper links. The authors
in [45] also observed some similar results as ours which is a
clear indication that the results corresponding to our proposed
dual-hop model are valid.

Figures 6a and 6b are depicted to explain the impacts of the
number of relays on the PNSMC performance. We consider
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FIGURE 7. The PNSMC versus average SNR of multicast channels varying N/ for selected values of ¢;; and ¢;, with M =4, K =2, (a) mp,; =
mgy =5, ptp1 = g = g1 =2, and np =nm =n¢ = 0.5, and (b) My =myy =5, ppy = mz = ez =2, and p = km = K¢ = 0.5.

two cases with ' = 2 and N = 10. The numerical results
reveal that for both cases the proposed system exhibits an
enhanced level of secrecy with the increasing number of
relays K. This result is also supported by [46]. An increased
IC represents an improved cooperative diversity and at the
same time, the selection of the opportunistic channels in terms
of best relaying ensures maximum capacity at the receive
terminals thereby increasing the secrecy capacity.

In Figures 7a and 7b, the PNSMC is shown against the
average SNR of multicast channels. The effects of the number
of eavesdroppers N are shown assuming two groups with
¢:1 = ¢p = 0 dB and 5 dB. As we consider maximum
impacts of the eavesdroppers (maximum SNR at the eaves-
dropper) among A eavesdroppers (i.e. the worst case), it is
evident that an increase in A" will increase the probability of
the existence of a strong eavesdropper channel in the system
and hence the system’s security will be degraded as testified
in [43].

To demonstrate the effects of the number of multicast
receivers in the proposed model, we depict Figures 8a and 8b
by showing ESMC against the average SNR of multicast
channels. It can be observed that the secrecy capacity dete-
riorates with the number of receivers. Note that in wireless
multicasting, a specific bandwidth is allocated for a group
of multicast receivers which is divided among them equally
according to the multicast scheme. With the increase in num-
bers of multicast receivers within the same allocated band-
width, the bandwidth per receiver is reduced. Hence the SNR
and capacity at the receiver’s terminals are also degraded
which leads to a deteriorated secrecy performance as shown
in [45].
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In Figures 9a and 9b, the impacts of the shape parameters
of the first-hop are depicted by showing ESMC against the
average SNR of the multicast channels. We can observe that
the ESMC decreases with 7, but increases with wp,, up,,
and «p. The authors of [26], [47] also obtained similar results
that clearly verify our analysis.

A. GENERALIZATION OF THE EXISTING WORKS

Itis noteworthy that the x —u/IG and n— /IG models exhibits
extreme versatility as generalized k — p and n — p models
are the special cases of those IG models. Moreover, k —
and n — p models also unify the performance evaluation of
some classical multipath models. In the IG models, only the
shadowing parameters (i.e. my,1, m;1, My2, and my;) deter-
mine the amount of shadowing of the mean signal power.
If my1, my, my, and myy — o0, then we can assume
that both the dominant and scattered components suffer from
severe shadowing. On the other hand, if m,,1, m;1, my;, and
my — 0, then no shadowing is observed in the channels
and hence the mean signal power can be considered to be
the deterministic one. For that particular case, x — u/IG and
n — w/IG models takes the form of x — p and n — p fading
models, respectively.

In Figure 10a and 10b the generic nature of the proposed
scenarios has been shown. For  — u fading channel, setting
Mp = Mm = = 0.9 and ppr = wm = p = 1 with
M1, M1, My, and myy — 00, we can obtain Nakagami-m
channel where (1, Um2, 1, and u,» becomes equivalent
to the Nakagami fading parameter m. Based on this, letting
Mml, Wm2s Me1, and o equal to 1, we get Rayleigh distri-
bution. Similarly, Gaussian channels can be obtained with
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np = NMm =0, = 09 and up1 = wm = un = 0.25, and k; become equivalent to the Rician-K factor. Following those

Nakagami-q fading channel can be obtained with 1, = 1, = conditions, Rayleigh fading is obtained setting «, = k;; =
n: = 0.25 and pp1 = w1 = ps1 = 0.5. In the case of k — k; = 0. Nakagami-m is generated considering «, = k;;, =
model, we can generate Rician fading channel letting «, = ky =0.001 and pp2 = m2 = 2 = 1.5, where 2, 2 and

km =Kk = 5.4, up2 = wm2 = w2 = 0.9, where «,, k;;, and s is equivalent to Nakagami fading parameter m. Likewise,
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we can obtain one-sided Gaussian channel setting k), = «,, =
kr = 0and ppy = wme = 2 = 0.5, and shadowed Rician
with k) = Kk = K = 6, (p2 = w2 = 2 = 1. Besides the
proposed scenarios also provide a good match to the secure
shadowed Rician- Rayleigh [48], [49], and shadowed Rician-
Nakagami-m [50], [51] models. Hence, it can clearly be seen
from the figures that the proposed scenarios (I and II) exhibits
enormous versatility than any dual-hop multicast networks
of the literature since a wide range of classical dual-hop
multicast and broadcast models can be shown as special cases
of the proposed work.

XI. CONCLUSION

This work focuses on the secrecy analysis of dual-hop mul-
ticast communication systems in the presence of multiple
eavesdroppers exploiting the best relay selection scheme.
With a view to observing the impacts of each system parame-
ter, we derive expressions for SOPM, PNSMC, and ESMC
in closed-form which are further authenticated via Monte-
Carlo simulations. It can clearly be seen from the numeri-
cal results that although fading, shadowing (both LOS and
multiplicative), number of multicast receivers and eaves-
droppers impose detrimental impacts on the secrecy perfor-
mance, an acceptable secrecy level can till be maintained
by first increasing the number of relays and then exploiting
the best relay selection strategy. Moreover, the proposed
model provides immense versatility since it can approx-
imate a wide range of composite/multipath fading mod-
els of the literature. In future, our plan is to analyse the
secrecy performance of multi-hop-multicast networks over
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IG composite fading models incorporating asymptotic analy-
sis at high SNR regime.

APPENDIX A

PROOF OF DUAL-HOP SNRs (SCENARIO 1)
A. S - || > M LINK

The PDF of Y, 1 and Y 1 is defined as [52]

dF g, (YT

Foma (1) = d—;() 1)
dFg 1(T

Fua(T) = % 42)

where F, 1(T) and Fy; 1(Y) denote the CDFs of Yy, 1 and
Ysz,1. Now, the CDF of Yy, 1 is defined as [53, eq. 12]

Fon1(V)=1— Pr(Tsp,l >T) Pr(Tpm,l >7), (43)

where Pr(Yp1 > Ygp1) and Pr(Yp,1 > Y1) are the
complementary cumulative distribution functions (CCDFs)
of Yyp,1 and Y, 1, and the CCDFs are, respectively defined
by [54]

00

Pr(Tsp,l > Tsm,l) = fvp,l(T)dT» (44)
Ym,
” 1

Pr(Tpm,l > Tym,1) = ﬁ)m,l(T)dT' (45)
Tsm.l

Substituting (2) into (44) and performing integration using
[39, eq 3.351.2], we have

00 0y
Pr(Csp,1 > Ygm,1) = Z TR

n;=0 Ps

x TQpupt + 201, B Yym, 1) (46)

VOLUME 9, 2021



M. S. Hossen et al.: Opportunistic Relay Selection Over Generalized Fading and Inverse Gamma Composite Fading

IEEE Access

Again substituting (4) into (45) and executing integration
using [39, eq 3.194.2], we obtain

Pr(Tpm,l > Tsm,l)
iy
= )‘szm,l :

= Z M1 +2 441 +211
r1=0 B m

m ml

x2F) <mml + 20m1 + 2r1, mpt; M + 15
o0 o0
% (mun1)ry (M1 + 2pm1 + 2r1),,
!l (M1 + 1)y (—=B)"”
After a few terms, the infinite series here quickly con-

verges. [55]. Now, substituting (46) and (47) into (43), the
CDF of Y1 is obtained as

[o. SN e S BENe )

Fsm,l(T) =1- Z Z Z A2T*mm1*r2

r=0r1=0n;=0
x T'Qup1 + 2n1, BsY),  (48)

Ay (mm) )r2 (M1 +2pm1 +2r )’2
ral(mm1 +])r2 (=Bm)"?

—1 )
:Bm Tsm,l
T
n”:'nl 21 211 M1

(47)

where Ap = ,and A =

—2p,1 =2
@hofs 7 . Substituting (48) into (41) and performing
1

My 20,1 +21
ﬁmml Hml lmm

differentiation with respect to Ygn 1, the PDF of Yy, 1 is
obtained in (6).

B. S > | > N LINK
Similar to (48), the CDF of Y 1 is given by

oo 0 XX

Fst,l(T) =1- Z Z Z XZT_mtl—Uz

vy=0v=0n;=0
x TQup1 + 2n1, BsY),  (49)

x1(me1)y, (mt1+2Hrl+2v1)v2
nlmn+1D,, ()2 2

where y; = and x; =

72;1,[,1 —2ny

£2B; , Substituting (49) into (42) and performing
1

W
differentiation with respect to Y. 1, the PDF of Yy 1 is
obtained as shown in (7).

APPENDIX B

PROOF OF BEST RELAY SELECTION (SCENARIO I)
A S | - MLINK

Mathematically, the CDF of Yy, 1 is defined as

Fom 1(0) = [Fom,1 (N1 (50)
Substituting (48) into (50), the CDF of Y}, 1 is obtained as

(oS oo )

Fbm,l(T) = |:1 — Z Z Z A2’Y‘7mml*r2

r2=0r|=0n1=()
K
x T'Q2up1 +2n1,ﬂsT)] . (S
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Differentiating (50) with respect to Yy, 1, we get the PDF
of Ypm,1 as

Som 1 () = K 1 (D) [Fyn 1 (NI (52)
Substituting (48) and (6) into (52), we obtain (9).

B. S — || - N LINK
Similar to (51), the CDF of Y}, | is given by
x o o

Fp1(T) = [1 =Y YD ey

l)2=0 V] =0 ni =0

K
x TQup1 + 2n1, ,BST)} : (53)

Differentiating (53) with respect to Yy 1, the PDF of Yy, 1
can be obtained that is given by (11).

APPENDIX C

PROOF OF DUAL-HOP SNRs (SCENARIO 1)

A S— || > MLINK

Denoting Y 2, and Y 2 as the SNRs of § — K — M,
and S — K — N links, respectively, the PDFs of Yy, » and
Y2 are given by

dFsm,Z(T)

Fma(0) = ==, (54)
dF g »(T
fu (1) = % (55)

where F, 2(Y1) and Fi; 2(Y) denote the CDFs of Y, 2> and
Ys,2. Similar to (43), the CDF of Y, 2 is defined by

Fonp(Y)=1—=Pr(Ygp2 > T)Pr(Vpp2 > 1), (56)

where Pr(Yp2 > Ygp2) and Pr(Yp,2 > Yyp2) are the
complementary cumulative distribution functions (CCDFs)
of Yyp,2 and Y, 2 Which are, respectively defined by

00

Pr(Tsp,Z > Tsm,Z) = f:vp,2(T)dT» (57)
Txm,
o 2

Pr(Tpm,Z > Tsm,2) = fpm,Z(T)dT' (58)
Tsm.Z

Substituting (13) into (57) and performing integration using
[39, eq. 3.351.2], we get

o0
Pr(Yypo > Yan) = Y 828,77
p1=0
x U'(up2 + 01, 8p, Vsm,2),  (59)

where 6, = % Again substituting (15) into (58) and

performing integration, we get
Pr(Tpm,Z > Yym,2)
e} 55T_mm2

_ sm,2
- Z M2+ 2+p02
p2=0 84" Mm32

—1
X o Fy | My + 2 + 02, M2 My + 15
84Tsm,2
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[e%e] [ee] 85 T;;’Z;ﬂ
Z Z mm2+um2+pz
03=0 ,02—0 M2
(M2 + m2 + p2) py (M) s
(=84)P3 p3! (mpa + 1),

(60)

where the infinite series converges rapidly as described
in [28]. Substituting (59), and (60) into (56), the CDF of Y, »
is obtained as

oo o0 o0

Fsm,Z(T) =1- Z Z Z 87X ~Mm2—P3

p3=0 p2=0 p1=0
x T'(up2 + p1, 85, 1), (61)

(mm2+Mm2+p2)p3 (ml712)p3
(=84)"3 p3!(mm2+1) 5y >

where &7 = J and &g =

“Hp2—P1
8205 5b]

Bmm2 Fim2 +/02
M2

dlfferentlatlon with respect to Yy, 2, the PDF of Yy, 2 is
obtained in (17).

. Substituting (61) into (54) and performing

B. S > | > N LINK
Similar to (61), the CDF of Y 2 is given by

o0 o o
Fap(X)=1-=Y"3" %" g "%
0,=0 p1=003=0
x T'(up2 + p1, 0p, 1), (62)
2701

-
5238, "

(2 +p124+02) 0y (M12) o, and
Bo = A

where f7 = fs ~p ot D,
Now, substituting (62) into (55) and performlng differentia-
tion with respect to Y 2, we obtain (18).

APPENDIX D

PROOF OF BEST RELAY SELECTION (SCENARIO 1)
A. S— || > MLINK

The CDF of Yy, 2 is defined as

Fpma(Y) = [Fm2(0I*. (63)

Now, substituting (61) into (63), the CDF of Y, 2 is obtained
as

oo 0 XX

Fpma2(Y) =[1— Z Z Z 57Tsmmm2 03

03=002=0 p;=0
x T(ipa + pi1, 86, Tom )1 (64)

Differentiating (63) with respect to Y, 2, we get the PDF of
Ypm,2 as

Som2(0) = Kfim 2 (O Fon 20T (65)

Now substituing (61), and (17) into (65), we get fpm,2(Y) as
shown in (20).
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B. S — || - N LINK
Similar to (64), the CDF of Y}, > is given by

[o. <N o BNe o)

Fora() =[1—-> > Z By YO8
03=002=0 p|=
x T'(up2 +;01,5b1T)] . (66)

Differentiating (66) with respect to Y 2, the PDF of Yy, 5 is
shown in (22).

APPENDIX E

PROOF OF MULTICAST CHANNEL MODELS

A. SCENARIO |

In the case of mixed n — p and n — u /IG composite fading
channel, the PDF of 6,1 is given by

Fomina (1) = My 1 (D[ = Fp (O (67)
Plugging (51) and (9) into (67) leads to
fUmin,l (T)
=3y AzMic[e—ﬂsT
r=0r;=0n;=0

% T—}’l2+2,u171+2n1 + T—nzr(zupl +2n1, ﬂYT)}

[o.chENe SN o}

K—-1
[ =22 DAY TR Quyr 20y, ﬁ;r)]

r=0r;=0n;=0

y [1 _ (1 ST Ay
M-1
x I'Qup1 + 2ny, ,BST)) } . (63)

rp=0r1=0n;=0

Using binomial expansion of [39, eq 1.111], (68) can be
expressed as

Jomin (1)

M-1K+Krs—1 oo o0 o0

SR 3D 3D 3p IET I

r5=0 r6=0 r=0r=0n;=0

x [’Y‘_n2+2ﬂpl+znl e—ﬂsT + T—nzr(zupl +2n4, ,BST):|

oo 00 X re
x [Z DO AT 2y +2n1,ﬂsT)} :
r1=0n1=0 r,=0
(69)

where Ag = (—1)"5176 (M 1)(K+Kr5 1) Making use of [39,
eq 8.352.7], (69) can be further 51mphfled as

M—-1K+Krs—1 co oo oo

NI SE5 3D 3 3p 3OV
rs=0 re=0 r=0r;=0n;=0
2up1+2n1—1
< I:T—n2+2u,,1+2n| + Z A7T—n2+r7i|
r7=0
x e PO, (70)

VOLUME 9, 2021



M. S. Hossen et al.: Opportunistic Relay Selection Over Generalized Fading and Inverse Gamma Composite Fading

IEEE Access

T'2up1+2n1)

—r
r71Bs

where A7 = . Here,

2up+2nm—1 o0 0o o0

RS 3D 35 3p 3 M AR
rg=0 r=0r1=0n;=0

(71)

where Ag = Al @upitam) Using the multinomial theorem

188

of [17, eq. 7], we rggéts

[O1(1)]"
= By, e 6T
<2, " )
Ve 0,0,0,0,....Prg,r2,r1,n1,.... "2 pp1 +2n1—1,00,00,00
(72)
where (b1,b2l,]..‘,bm) = m denotes the multi-

. - = Prg.ry.ry.ny
nomial coefficients, Ey, Mg,y rym Dy )

¢l//r6 = ng Zrz Zrl an ﬂ5p787r23rlanl’ and ¢Wr6 = ng
Zrz Zrl an(_mml — 12 + 18)Prg.ry,r,m - The sum of (72)
is to be carried out for each element of v, which is defined
by
Yre
= {(p0,0,0,0,...,prg,rz,rl,I‘tl ..... nzMJl-‘rznl—l,OO,OO,oo) .
L

Pra,ra,rim € NO < rg < 2Mpl +2n1 —1,0 < r < oo,

0 < r < o0, O < ny < o0; Z Prg,rz,rl,nl = ”6}.

r8,1r2,r,n|
(73)
After modifying (72), we get
(1)1 =Y Age™ Prs T ¥, (74)
Vg
— 6 = .
where Ag = (P0,0,0.0,..‘,prg,rz,rl ,nl,...,VlZMleanl—l.oc,oo,oo) S Sub

stituting (74) into (70), we get the final expression of
mein,l (1) in (23).

B. SCENARIO II
For the mixed ¥ — u and x — p /IG composite fading channel,
the PDF of 0,2 is given by

Jonina (D) = M2 (D1 = Fp a0 (75)
Substituting (64) and (20) into (75), we get
Jouin2 (1)

oo 0 X

=22 2 amzc[e—m.
p3=0 p2=0 p;=0
X T_p3_mm2_l+ﬂp2+p] + ’Y‘_l_p3_mm2

x Tlppa + p1, T5b1]:|
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[e’e] [e’e] [e’e] K—1
X [1—2 Z 57T_mm2_p3r(up2+m,5b1T)}
02=0 p1=0 p3=0
o0 o0 o0
x [1 - (1 =) Y Y srmes
02=0 p1=0 p3=0
’Ci|./\/l—l

)

x P'(up2 + p1, 8p, T)) (76)

Using [39, eq. 1.111], (76) can be simplified as
famin.2 (T)

M—-1K+Kpg—1 0o o0 o0

=YY Y Yy M

p6=0  p7=0  p2=0p1=0 p3=0

~ |:e_T8b1 T3 —mym—1+1p2+p1

© 00
+ T—l—ps—mmzl"[,upz + o1, T(Sbl]:l X|:Z Z

02=0 p1=0

e p7
x Zm-"’mz—mr(upz+p1,8bnr)} . a7
p3=0

where 819 = (—1)P6T/7 (A/})ﬁ_l)(’c”ifﬁ_l). Again using
[39, eq. 8.352.7], (77) can be further simplified as

M-1K+Kpsg—1 00 o0 o0

famm,z(T) = Z Z Z Z Z MK51037

pe=0  p7=0  p3=002=0p1=0
Hp2tp1—1
x ¢~ Ton| |:T511+ll~p2+,01 + Z 512T511+,08:|
p8=0
o7

X |:®2(T)} ; (78)

where §11 = —mpp — p3 — 1,611 + 1 = —myp — p3, and
= F(MLE?;). Here
(p8)'3,

up2tri—1 00 oo o

@)=Y YD siprtntetle N (79)

p9=0  p3=002=0 ;=0

370 (up2tp1)
p9!(8p) )P0
of [17, eq. 7], we get

where 813 = . Using the multinomial theorem

[©2(1)]7
= Xy e Ve XX
x) :
Vo 80,0,0,05 + - -5 8p9,p3p2,p15 * =+ » My +p1—1,00,00,00
(80)
where (, ¢ ) = ——@ ___ denotes the multi-
ar,az,...,am arlaz!...ap!

8p9.03.02.01

nomial coefficients, xy,, My, p3,00.01013 ,
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@B11+p9+1)g
7710;)7 Zpg Zp; sz Z o and ®Wﬂ =

Zpg Zm sz Z 8518 9.p3,p2,p1 - FOT €ach element of 1/,
the sum in (80) is to be performed, which can be defined as

Vor

= (80,0,0,0 - - - » &po,p302,p1 % - + + »
809,03,p2.01 € NO < pg < Mp2 + p1 — 1,0 < p3 < o0,

”Mszrm*l,oo,oo,oo) :

0<p2<00,0=<p1 <00 E
£9.03,02,P1

8p9.03.p2.p1 = PT-

(81)
Substituting (80) into (78), we get the final expression of
Somins(Lbm,2) in (24).

APPENDIX F

PROOF OF EAVESDROPPER CHANNEL MODELS

A. SCENARIO |

The PDF of 6,,,4x,1 in the case of mixed n — p and n — p /IG
composite fading channel is given by

Fomae 1 (0) = Nofor 1 (OO Fpe 1 (DY (82)
Substituting (53), and (11) into (82), we get

f(fmwc,l(T)
o o [e )
DD I IPANE I
v1=0n;=0vy=0
X XTI L YIS () + 20, ﬂm]

[o. Sl CENe )

K-1
[ I I IV il “2r<2u,)1+2n1,m)}

vy=0v;=0n;=0
00 00 00

S[(ED 3P 3P ot

v=0v1=0n;=0
N-1
x TQup1 + 201, ﬂsT)]’C] : (83)

Simplifying (83), we get

Jomax 1 (1)
KN—=1 o0 o0 oo

2. 2D ) NKxswe T

v6=0 vr=0v;=0n;=0
2up1+2n1—1

% [T”3+2Mpl+2nl + Z

\)7=0

X |:®3(T)i| 6, (84)

X7 Tn3+V7]

where xg = (’le\}/ﬁ_l)(—l)”ﬁ, and x7 = % Here

2upi+2n1—1 0o oo oo

Z Z Z Z XST_mrl_VZ_H)ge_ﬂsY,

vg=0 v=0v=0n1=0

O3(1) =

(85)
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%2l 2up1+2n1)
vg!ps '
[17, eq. 7], we obtain

where xg = . Applying multinomial theorem of

[©3(1)]*
) €_¢v6 T ’Y“/’u()

(=17
( ’ )
x Z ’
40.,0,0.0....,9vg,v2,v1.n1..... 21,1 +2n1 —1,00,00,00
(86)
—_ qvg,vy,v1,n

where Cq// = Hug v,V1, n1X s 1’ ¢1//,, Zv8 sz ZVI
) ﬁsqvgval,m,and Doy = Dug ZUZ(JZW D ony (= —

V2 + V8)qug, vy, vy ,ny - SUbstituting (86) into (84), we get we get
the final expression of fc,mw1 (Y) in (25).

B. SCENARIO Il
In the case of mixed k — @ and k¥ — p /IG composite fading
channel, the PDF of 0,4 2 is given by

Fomae (0) = Nofot 2O [ Fp 2 (DY (87)
Substituting (66) and (22) into (87), we get

Joma 2 (1)

oo 0 o0

SPIPIP WAL Il

03=002=0 p;=0
x Y o3 —m2—l+untor + Yy 1=03—mn

x I'[up2 + p1, T%]}

00 00 00 K—1
[ =000 ) BT mF(Mp2+/01,5blT)}

03=0 5,=0 p; =0
o0 o0 o0

SIS Witntns

03=002=0 p;=0
N—-1
x T(ip + p1. 8p, T)]’C} : (88)

Simplifying (88), we get
KN-=1 o0 o0 o0

Jona2 (1) = Z Z Z Z/\//Cﬂlgﬂ7e Top,

010=0 03=002=0p;=

l"p2+;01_1
% |:T/310+Mp2+01 + Z ﬂlﬁTﬁlO+oll:|
o11=0
a10
X |:®4(T)i| , (89)
W}élﬁ/re]ﬂlo = —my — 03 — 1r(ﬂlqr+)1 = —my — 03, P15 =
(*2. (=170, and Bi6 L_f;l Here

(011)!5,,

uptei—1 00 o0 o

Z Z Z Z 1317T1310+0'I2+18—T5b1,

o12=0 03=002=0p1=0

(90)
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Bl (up2+p1)
o12!(8p) 712"

of [17, eq. 7], we get

where 17 Using the multinomial theorem

[O4(1)]71°
= Xl//oloe_QwawTTwam
o]
D> ’ )
Voo 0,0,0,05 - - - 1f012,0'3,(72,p| y oo s Mt pr—1,00,00,00

91)
_ 012:03,02.0] _
where  xy, = H012,63,02,p1ﬁ}1(7 s My =
Zalz 2(73 i(fal Zpl Bio + o + 1)f0’12,0‘3,0‘2,p17 and
®‘/’U1o = 2012 203 ZUZ Zpl 8b\fo1p,03,00.01-  Substitut-

ing (91) into (89), we get the final expression of f5, .. ,(1)
in (26).
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