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ABSTRACT Wireless Sensor Network (WSN) is an innovative technologywith a broad range of applications
and highly attractive benefits, such as low cost of implementation and data transmission, unmonitored access
to the network, autonomous and long-term operation. With extensive demand for the advancement of related
technologies (cloud computing, near-field communications and cellular mobile networks), the Internet of
Things (IoT) is becoming a very exciting paradigm. By using communication technologies in sensors and
sensing features in web devices, WSNs have begun interaction with the Iot devices. IoT provides access to
a large amount of information gathered by WSNs. However, the security of WSN and IoT comes at a cost,
mainly due to privacy management issues. Therefore, this paper offers a comprehensive analysis of security
threats against WSN and IoT, along with the strategies for preventing, detecting and mitigating those threats.
The related defense mechanisms can help in building a safe IoT expansion and widespread understanding
by getting familiar with the details of these attacks. The aim of this paper is to address and demonstrate the
impact of the security problems on WSNs from the viewpoint of the IoT and its applications. In the analysis
carried out for this work, a classification of available attacks and threats against these requirements has also
been included.

INDEX TERMS Attacks, Internet of Things (IoT), security, wireless sensor networks (WSN).

I. INTRODUCTION
Wireless Sensor Networks (WSNs) are one of the major
technologies required for the implementation of Internet
of Things (IoT) architecture. WSNs are the networks used
for communication between sensors and radio transceivers.
The functional capability and energy of IoT depends on the
network interaction, cost efficiency, reliability, stability and
productive operation. IoT is emerging effortlessly from the
Internet. Recent developments in Micro Electro Mechani-
cal Systems (MEMS) for wireless communication technolo-
gies have made it possible to design WSNs by collecting
data from their local environments and transmitting informa-
tion wirelessly to a realistic sink. The things connected to
the internet vary greatly in terms of features. These things
include from very tiny and static devices (RFIDs) to large
and mobile devices. IoT is emerging as a dynamic cyber-
physical network that is enabling smart devices to sense
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and change the world. Further it will assist the humanity
in functioning and living. The presence of large network of
interconnected objects leads to serious issues about security
that restricts the wider use of IoT. Incorporating expertise
in various practical fields of operation provides the benefits
of more effective action and quick responses to the required
modifications. The protocols used for communication and
messaging are one of the key requirements of an IoT system.
IoT will integrate a variety of applications into the Internet,
e.g., automation, weather sensing, and Smart Grids (SGs).
The latter is one of the most promising IoT applications.
In SGs, Wireless Sensors are used to measure and keep track
of energy consumption and production in order to optimize
energy usage. WSNs have started to merge with the Internet
of Things (IoT) through the introduction of Internet access
capability in sensor nodes and sensing ability in Internet-
connected devices. Thereby, the IoT is providing access
to huge amount of data, collected by the WSNs, over the
Internet. However, owing to the absence of a physical line-
of-defense, i.e. there is no dedicated infrastructure such as
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gateways to watch and observe the flowing information in the
network, security of WSNs along with IoT is of a big con-
cern to the scientific community. More specifically, for the
application areas in which CIA (confidentiality, integrity, and
availability) has prime importance, WSNs and emerging IoT
technology might constitute an open avenue for the attackers.
Besides, recent integration and collaboration of WSNs with
IoT has opened new challenges and problems in terms of
security. Hence, this would be a nightmare for the individuals
using these systems as well as the security administrators who
are managing those networks. Therefore, a detailed review
of security attacks towards WSNs and IoT, along with the
techniques for prevention, detection, and mitigation of those
attacks are provided in this paper.

A smart object network can access the cloud directly
through a gateway via cloud services (Amazon Kinesis). One
of the essential tasks of the IoT is to incorporate the WSN
as the primary communication technology for the IoT. WSN
has standards which enable the devices to communicate with
each other and with the edge gateway. In addition, complex
communication is enabled by WSN, which is typically based
on the 802.15.4 standard. Low rate WPANs is among the
802.15.4 IEEE protocols that fit the specifications of the IoT
system [1]. Some of the benefits of this protocol include scal-
ability, unassisted operation, requirement of less resources
and lower operating costs. Additionally, to meet the needs of
IoT applications, Bluetooth, ZigBee, PLC, Wi-Fi, 4G and 5G
can also be selected as the networking protocols.

WSN enabled IoTs have wide-ranging scientific applica-
tions due to its rapid and low-cost deployment features as
shown in Fig.1. Some of which are monitoring environmen-
tal events, collecting human activity information and ana-
lyzing them (elderly care, nursing, health care), providing
mission-critical details (military operation, highway traffic),
tracking industrial sites (plant production, manufacturing
efficiency) and so on [2]. From now on we can expect that,
IoT in the near future will have a significant impact on our
lives. In order to communicate with other nodes to collect data
from their surroundings, WSNs will be integrated into the
IoT and countless sensor nodes will join the network. In the
near future, IoT will have interaction between humans and
the world through the growing use of WSNs. The effect of
an increased understanding of the environment would benefit
our planet from this integration [3].

After integrating IoT and WSN, security if particularly
commissioned for mission-critical applications like electric
power grid systems, first responder communication systems
and so on is an important matter. One more domain for which
security cannot be compromised is health care. Authors have
found that most of the existing processes have failed to incor-
porate robust security services that can protect the privacy of
the patient. If their confidential health data are exposed to
misbehaving nodes, it would be devastating [4].

IoT with WSNs are susceptible to a variety of attacks that
could pose credible damage to the network security. Security-
related attacks of WSNs can be categorized into two major

categories: active and passive attacks. It is also possible to
categorize passive attacks further as eavesdropping, interrup-
tion of the network, server failure, network degradation and
traffic analysis. In active attacks an attacker compromises the
roles and activities of the targeted network. The real intent
of the attacker would be to provide apparent damage that
cannot be easily detected by the security systems. Active
attacks include jamming, flooding, denial-of-service (DoS),
black hole, wormhole, sinkhole, and Sybil types. Relevant
surveys and classifications of security issues and attacks have
been subsequently published in [5]–[10].

Wireless Body Area Networks (WBAN) is also one of
major technology that is a major area of research taken up
by various researchers across the world. WBAN uses IoT
to provide solutions for healthcare surveillance, and inves-
tigates the safety and security problems associated with IoT
healthcare monitoring. The suggested method uses a cooper-
ative communication and network coding strategy to reduce
faults, bit error rate, and energy consumption by minimiz-
ing channel impairment and body fading. A case study for
remote Sepsis monitoring was created based on the sug-
gestedmethod. Tominimize hospital re-admissions and death
rates, the system uses cooperative communication to identify
tracking indicators. Reliable communication technologies are
extensively utilized in WBANs to overcome concerns of trust
and privacy. Given the objective, authors have offered a trust-
based communicationmethod to assureWBAN’s dependabil-
ity and privacy. A cooperative communication technique has
been utilized to assure dependability, while a cryptography
mechanism was used to protect privacy [11], [12].

We have recently witnessed the rapid growth in IoT tech-
nologies to enable smart living, smart houses, smart work-
places and smart city. For these applications also detailed
investigation of WSN and IoT integration along with security
requirements is essential. This study is extremely thorough
and systematic as it covers all attacks on WSN, detection and
preventive measures forWSN and IoT integration. Moreover,
apart from the strategies discovered while learning to secure
WSNs, this paper also provides a guide for defending IoT
against such attacks.

This paper is organized as follows. First, we have presented
an overview of security requirements for different layers in
Section II and the motivation for this research in Section III.
Then section IV presents a survey of existing challenges to
reduce those security issues in IoT and WSNs. Analysis of
possible attack and threats towards the WSNs and IoT is
studied in section V. Then we provided the summary of mech-
anisms for security has been explained in section VI. Strate-
gies for WSN and IoT interoperability have been discussed
in section VII and applications of WSN and IoT integration
through case studies are presented in section VIII. After
that, few networking technologies to provide interoperability
to WSN with IoT are presented in section IX. Survey on
Machine learning approaches to combat security challenges
in IoT and WSNs are presented in section X. Finally the
observations and conclusion has been outlined.
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FIGURE 1. IoT integrated WSN practical applications [14].

II. SECURITY REQUIREMENTS FOR WSN AND IOT
ARCHITECTURE
For Interoperability of IoT and WSN, study of security
requirements is must. The IoT architecture has three lay-
ers (perception layer, network layer, and application layer).
In securing IoT devices, hardware selection is particu-
larly important. Authentication capabilities, end-to-end traf-
fic encryption, secure boot-loading operation, compliance
with digital signatures during firmware updates and transpar-
ent transactions are the IoT hardware problems. The intro-
duction to IoT security threats as per the architecture of all
IoT layers is shown in Fig. 2. Fig 2 shows the classification
of security measures to be taken into consideration. Few of
them have been discussed below.

In particular, confidentiality in a complex and dynamic
environment is a mandatory aspect [13]. The ad-hoc enforce-
ment of the WSN Offers lots of interesting advantages [15].
It can be seen as a potential key for IoT implementations,
such as industrial surveillance, monitoring of the environment
and health care [16]. The security requirements of WSNs
and IoT can be classified into major and minor require-
ments [17], [18].

A. MAJOR REQUIREMENTS
The major requirements are as follows:

a) Integrity of Data: It ensures that the confidential
information is never exposed to eavesdroppers and passive
attackers, so that this information remains protected. Unau-
thorized parties should not be allowed to access the col-
lected and transmitted sensory data. This is achieved by
using data encryption in the data collection process with a

hidden key, which is visible only to the desired recipients
and receivers [19]. Data Integrity guarantees that malicious
intermediate nodes due to the harsh communication environ-
ment of WSNs have never manipulated or compromised the
gathered and communicated data within the WSNs.

b) Source Authentication: It is the process of ensuring
the authenticity of the sensor data obtained and transmitted
through theWSN by investigating the source and origin of the
data. Source authentication is therefore very important for the
decision-making and sharing of theWSN’s control data [20].

c) Availability: This assures wireless communication and
network resources are available for each sensor node, even in
the existence of Denial-of-Service attacks. So, sensed infor-
mation is gathered and communicated by the WSN because
the availability ofWSN is very critical to the IoT services and
applications for survival.

B. MINOR REQUIREMENTS
a) Data Freshness: This is the freshness guarantee of each
transmitted message that protects data communication mech-
anisms against repeated attacks. This is accomplished by
ensuring that the old messages are not replayed again, so that
the data transmission is updated, which can be achieved by
adding a time-related counter to the transmitted packet.

b) Self-Organization: Depending on the organizational
design of WSN, there is no fixed infrastructure that
makes each sensor node autonomous and versatile to be
self-organized in various circumstances.

c) Time Synchronization: In most WSN applications, it is
necessary in order to achieve a power-efficient mechanism.
The radio sensors could be switched off periodically.
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d) Secure Localization: WSN’s productivity also depends
on its ability to detect all network sensors precisely and
quickly. However, the threats have the ability to investigate
false transmitted signal or to reuse signals of unsecured loca-
tion information.

All the above mentioned security measures are supposed
to be addressed while integrating IoT and WSN according to
the demand of applications.

III. MOTIVATION
IoT will turn the entire planet into a smarter world. WSN and
IoT devices are often installed in an unattended region where
they cannot be physically monitored overnight in a day [20].
Intruders could take advantage of the weaknesses of external
surveillance and can receive information from the planting
site from certain IoT sensor nodes. By using data retrieved
from the seized nodes, the opponent can assign nodes to
adversaries and connect them to the existing infrastructure.
These malicious nodes can then run a series of network
attacks. These attempts can compromise network connec-
tivity, quality and effectiveness. We may notice a decline
in connection speeds, a rise in delay and also a decline in
the packet forwarding ratio. Intrusion detection protocols are
extremely important to avoid these kinds of activities. In this
investigation, we have taken up a survey of existing network
security protocols for both WSN and IoT applications. This
survey work which has been conducted for WSN and IoT
would benefit all the researchers working in this field.

IV. CHALLENGES TO OVERCOME SECURITY ISSUES
REQUIRED FOR WSN INTEGRATED IoT
Major challenges worthy of focus for WSN to securely
become an intrinsic part of the IoT have been provided in
details in this section. These obstacles are closely related to
WSN, but also relevant to IoT. Some of the most significant
issues are as follows:

a) Security: Sensor nodes are critical part of WSNs for
ensuring the data privacy, transparency, and authentication.
By connecting WSNs to the internet, the proximity to the
location requirement will not be needed anymore and attack-
ers may threaten WSNs from anywhere. On top of this,
because of diversity of locations, WSNs may need to counter
new threats, includingmalware developed and emerging from
internet connection. The majority of existing WSNs that are
linked to the internet is secured by one strong and special
gateway that guarantees successful security. Yet a simple
reuse of these current protection measures is difficult due
to lack of capacity, memory, and computational power of
control nodes. Many internet services use cryptography with
broad key lengths, which is not accepted by sensor nodes.
Therefore, for power constrained WSN and IoT networks,
new safety mechanisms have to be developed for new attacks
emanating from the internet.

b) Interoperability of Preventive Measures and Acknowl-
edgement by Users: IoT security is not only a collection of
various problems, but also from a broader perspective, is an

FIGURE 2. Typical IoT security architecture.

important field for research.Wemight have knowledge of few
technologies to fulfill a limited range of safety requirements,
but their integration with other technologies will lead to
additional standards that have not been taken into account yet.
As far as the user’s point of view is concerned, the IoT should
be able to accomplish their needs without relinquishing the
security aspect.

c) Data Privacy: Data protection is a serious concern. The
information about a specific user has personal data along
with data produced by the objects accompanying the person.
It is necessary to decide and be aware of who regulates
the relevant information. And how well the person can be
self-assured about the data security that it cannot be used
without authorization. The data part also needs to be shared
in order to provide security services in some cases. A person
at times also has to let his or her health specifics easily
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accessible to the hospital professionals in an emergency situ-
ation. Data protection is a matter of interest too for business
scenarios similar to individual users. A large scale of data
flowwould be generated by any organization using the strate-
gies offered by the IoT. All information should stay private
and be accessible only when necessary.

d) IoT Components: One more critical factor that needs to
be considered is the safety of components by utilizing suitable
measures for security protocols at the network level. Given
that IoT is a global and highly integrated infrastructure, it is
critical that a variety of different technologies, standards and
authentication models are implemented in order to provide
adequate assistance. From a safety perspective, the funda-
mental properties and infrastructural facilities must be capa-
ble of managing a combination of recognition and security
mechanisms in a consistent and scalable manner. Achieving
an optimal solution for stable communications among the
resources and products is one of the most significant issues
in IoT.

e)Quality of Service: Sensor nodes contribute to the quality
of service operations by optimizing the productive use of
the energy of all heterogeneous sensors that would be a part
of the future IoT, via gateways operating as repeaters and
protocol translators. A huge amount of capital cost, including
security mechanisms is needed to improve QoS. However,
recent techniques for achieving QoS on the internet are not
relevant for WSNs, as large variations exists in the properties
of the route which results in a major restructuring of the
WSN topology. It is indeed essential to find technological
innovations to achieve delays and risk guarantees.

f) Configuration: Sensor nodes can help in controlling
the WSN setup, such as addressing the administrator to ver-
ify networks adaptability and its ability to repair by find-
ing and preventing node faults. However, on the World
Wide Web, self-configurable nodes are not usually available.
Instead, the user should install applications and the machine
should recover from the crashes. Conversely, the unattended
autonomous sensor nodes need new activity configuration for
management of the network.

g) Fault Tolerance: Because of the harsh atmosphere, sen-
sors could fail, butWSN should not be affected by this failure.
Therefore, algorithm or protocol built for WSNs should have
the capability to withstand faults. Different types of fault
tolerance approaches have been correlated to the demands of
the application. For household applications, there is less need
for fault tolerance because sensors cannot be easily affected.
However, for outdoor environments or harsh climate a high
fault tolerance is necessary to prevent the risk of failure [21].

h) Timing of Data Delivery:Delay inWSNs and IoT based
systems depends on the delay in the delivery time of data.
For example, if healthcare professionals do not receive alert
messages, patient lives would be at risk. While designing
protocols, the total disparity between both the transmitter
and the receiver should also be analyzed. It is necessary to
consider the minimal permissible delay based on specific
application demands [22].

i) Scalability: As hundreds of nodes are distributed on the
basis of an application and the developer should be aware of
the risks associated with the possibilities of expanding the
network and large population of sensors must be used to cover
as much ground as possible.

j) Energy Consumption: Rechargeable batteries cannot be
used in some applications. Therefore, the life of the battery
greatly influences the life of the node and the functioning of
the existing network will be adversely affected resulting in
compromise of the security of the entire network. Detection,
encoding, sending and extracting are the key activities for
which the sensors consume energy [23]. In addition, noise
can increase the power consumption due to retransmission.
Information transfer technologies for WSNs were explored
to minimize energy consumption. The findings indicate that
information transmission absorbsmore energy than data anal-
ysis. Numerous power consuming communication operations
are carried out in WSNs, such as propagation, interpretation,
frequency synthesizers, voltage control.

k) Gathering Data: Depending on information analysis,
WSN applications can be either Event Detection (ED) or
Spatial Process Estimation (SPE). ED is used to predict a
particular incident by the use of sensors and SPE estimates
physical conditions. Both have different applications.

l) Homogeneous vs. Heterogeneous: WSNs with similar
and different sensors are referred as homogeneous networks
and heterogeneous networks respectively. Homogeneous net-
works are simple to handle, while heterogeneous networks
can provide an effective solution because of different energy
models for different sensors [24]. A heavy task is delegated
to some nodes because they all have higher amount of energy
than others. These are known as cluster heads which work
as a path locator for cluster member nodes. So, heteroge-
neous networks would enhance the survival of the network.
However, homogeneous networks are quickly implemented.
In addition, cluster heads can be switched off to prevent the
death of the nodes [25].

m) Communication Architecture: Sensing and routing of
data to the sink are two of the sensor node’s major tasks. The
sink node and all nodes on the network follow the communi-
cation architecture or protocol stack [23].

In order to integrate WSN with IoT as per the demands
of the application, all the above mentioned challenges are
supposed to be addressed to overcome security issues.

V. ANALYSIS OF POSSIBLE ATTACK AND THREATS
TOWARDS THE WSNS AND IoT
This section presents a classification of security attacks tar-
geting higher-level WSNs and IoT systems on the basis of
different parameters.

a) Target-Based Attacks: These types of attacks threaten
secrecy of the target either actively or passively. Sensitive
information (encryption keys) is provided to passive attackers
without notification to authorized users. They use such infor-
mation when weakly encrypted data is decrypted. Examples
of passive threats are eavesdropping and traffic analysis.
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FIGURE 3. Passive attacks.

In the meantime, active attackers monitor the network and
gather confidential data in order to control the network and
modify the data.

b) Location-Oriented Attacks: These attacks are of two
types (internal and external attacks) depending on the
position of the attacker with reference to the network
functioning. Through decryption keys, an attacker can
access essential information. Hence, this form of attack
is difficult to detect. Internal attacks can cause mis-
routing, dropped packets, eavesdropping and data modifi-
cation. External attackers may cause network congestion
by sending large quantities of data, such as DoS
attacks.

c) Attacks Based on Layers: These attacks are clas-
sified according to the protocol stack layer on which
attack is performed. Each stratum is vulnerable to vari-
ous attacks. The data link layer can be attacked with the
following:

1) Data attack flooding allows nodes to enter the channel
using carrier sensing protocols and there is a high chance of
collision.

2) Unfair attacks occur with malicious nodes transmitting
data packets despite of waiting for a suitable period to enable
other nodes to enter the platform.

3) Exhaustion attacks are the ones where malicious nodes
transmit a high proportion of invitation signals to deplete
other nodes batteries.

A. SECURITY ATTACKS IN IoT AND WSNS FOR DIFFERENT
LAYERS
Network attack is an effort to attain the security, authen-
tication, reliability or functionality of the network. WSNs
are known to be part of the IoT network and are subjected
to various attacks. Thus, we have considered the attack-
ers (passive/active) behavior as the key categorization fac-
tor and the intended Open Systems Interconnection (OSI)
model as a sub classification model which has been shown in
Fig. 3 and Fig. 4.

B. PASSIVE ATTACKS
Passive attacks are not easy to be sensed by any means
because of the lack of radio emissions produced by the adver-
saries. Passive threats are also against privacy. The attack-
ers usually get camouflaged in passive attacks and break
the communication channel to collect data. Eavesdropping,
node malfunction, node tampering/destruction, node disrup-
tion and traffic analysis can be categorized as passive attacks
(see Fig. 3). In some articles, node failure, node loss and
node exploitation are treated as active attacks. In this paper,
we have described them as passive attacks because they do not
constitute a serious concern and the system will keep func-
tioning without any engagement of damaged nodes within the
network compared to other important active attacks.

1) PASSIVE DATA COLLECTION (EAVESDROPPING)
The compilation of passive knowledge is referred as eaves-
dropping. One can cause data loss the confidential data by
tapping communication channels. WSNs employ short-range
communications and this makes it easy for intruders to extract
valuable information by eavesdropping.

Compared to other long-range wireless systems,WSNs are
safe against tapping because they transmit signals for smaller
distances. Significant data, such as the location of specific
nodes, message IDs and almost all that is not secured, can be
revealed by the interception of information transmitted via
WSNs.

2) NODE DESTRUCTION AND MALFUNCTIONING
Destruction of nodes occurs because of electrical faults, brute
force attack or by any means. While malfunctioning occurs
because of various parameters arising from defective sensors,
energy loss occurs due to faulty sensors and DoS attacks.

3) NODE OUTAGE
It occurs whenever the node does not work properly.
To reduce node outages in the network, there is a need of
efficient WSN protocols to replace new cluster head in place
of an earlier one of a heterogeneous network which should
be operating reliably and can follow alternate routes for data
transmissions.

4) TRAFFIC ANALYSIS
Analysis of network traffic can be as important as the data
packet material is for adversaries. An analysis of traffic pat-
terns can help extract valuable knowledge about the topology
of networking. Sink nodes are closest to the base station
and they facilitate more transmissions than the other nodes.
Therefore, base stations near cluster heads are at more risk
of denial-of-service attack or eavesdropping of the packets.
This kind of useful knowledge can be obtained by analyzing
the traffic. In addition, traffic trends can include other con-
fidential information, such as behavior. Silence may signify
preparedness of an attack or a move and an increase in traffic
rate may also signal the attack is going to occur.
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C. ACTIVE ATTACKS
Suspicious actions are carried out during the attacks to affect
the confidentiality of data and integrity. In the physical and/or
network layer, an example of this is DoS (Denial of Service)
attack that would cause packet loss for the network elements.
DoS attack specifically attacks the network service availabil-
ity. DoS are an attack that utilizes resources by minimizing
the network performance and its desired functionality by
blocking incoming and outgoing packets. In active attacks
opponents cause detrimental impact on the operations of the
attacked network or on the attacker’s target. As a result of
these attacks, the networking infrastructure could be compro-
mised or can stop functioning. In order to gain access to the
confidentiality of the network infrastructure, the adversary
often seeks to remain undetected. WSNs active attacks are
grouped into five key groups based on the OSI stack protocol
layers as shown in Fig.4. We have discussed about the layer
wise active attacks in the next section.

D. PHYSICAL LAYER ATTACKS
1) JAMMING DoS
It functions as a DoS attack on the physical layer. A signal can
be jammed at the frequency of the transmitter by a malicious
device. Noise gets added to the carrier signal because of the
jamming signal and causes signal-to-noise ratio to reduce
below the level with which the signals can be processed by
the nodes using that channel. Jamming can be carried out
continuously in an environment that prevents all the nodes
from communicating in that area. Alternatively, jamming
with random n time intervals can be achieved briefly, but can
also affect the communications [26].

2) NODE CAPTURE (TAMPERING)
The attacker gets hold of the sensor through a physical attack
by attaching cables to its circuit board and accessing the
private information and also by a continuous transmission
in the WSN [27]. The manipulating adversaries can mod-
ify the initial electronic board wiring or the node memory
content and the captured slave node can be used by any
other means. Capturing a node could reveal its sensitive data,
especially the disclosure of cryptographic-related keys and
could result in compromise of the entire WSN information
security. Key management provides the creation, delivery,
declaration, modification, storage, recovery, validation, and
destruction of key. It also reduces interferences with nodes
of the WSN and physically accesses nodes of the WSN for
extracting their data (encryption keys and other confidential
information) [10].

E. DATA LINK LAYER ATTACKS
Data link layer MAC algorithms give multiple opportunities
for DoS attacks to be targeted and DoS attacks on MAC
layers can continuously jam a channel. More nuanced DoS
attacks can be conceived based on schemes addressing the
MAC layer. Attacks on the data link layer are classified as

follows: collision, sleep denial, de-synchronization, fatigue,
flooding, jamming of the network layer, spoofing and unfair-
ness. The collision occurs when the transmission of various
nodes occurs at the same frequency range simultaneously.
Collision attacks absorb all of the WSN nodes energy until
these nodes are dead. The description of data link layer
attacks is as follows:

a) Collision: An intruder proceeds to send the packet from
the same channel of the authorized node in the system as
soon as this node starts to transmit and causes a collision
of transmitting packets. The destination node would not be
able to collect the packet from the sender because of the
transmission collision. The recovered packet is dropped and
the transmitter requests for packet retransmission. The single
byte inconsistency of message is sufficient to cause a CRC
(Cyclic Redundancy Check) error and ultimately destroy the
entire message. The collision attack is much more destruc-
tive than the jamming attack, since the propagation energy
consumed is less (because of short use of the radio).

b)Denial of Sleep (Sleep Deprivation Torture): Prevention
of a node sleeping to reduce exhaustion of the battery leads
to energy depletion. This can be from attacks of collision or
repetitive handshaking. A node is forced into depleting entire
stored energy of its batteries in this attack.

c) DE Synchronization: A protocol for MAC layers imple-
mented in IEEE 802.15.4e is Time Synchronized Chan-
nel Hopping (TSCH). This reduces accuracy and has short
duty cycles. TSCH attacks occur when an attacker trans-
mits messages in the time slots assigned to them, to other
users. This enables packets to get misplaced and overlap
with one another. An intruder may cause a number of such
incidents after regularly evaluating the back-off times that
would ultimately cause de synchronization of the neighboring
nodes.

d) Exhaustion: This attack occurs if the collision attack
persists until its energy is exhausted by the targeted node. This
form of attack can be carried out using a normal node which
is capable of transmitting radio signals in the same band as
the rest of the sensors.

e) Link Layer Flooding: Through sending excessive MAC
data packets or MAC control packets to their neighboring
nodes, a malicious node in this type of attack violates the
fairness of media access. Victim nodes eventually suffer from
DoS or their battery power is exhausted. This attack can also
consume channel bandwidth resources [28].

f) Link Layer Jamming: In order to jam the packets in this
mode of attack, the most important data packets are targeted.
It has been shown that this attack is successful against MAC
protocols such as B-MAC, L-MAC, and S-MAC.

g) Spoofing/ ARP-Spoofing:An intruder spoofs nodeMAC
address and then produces a mix of additional valid iden-
tities from the victim node and uses them elsewhere in the
network [8], while an attacker sends spoofed ARP (Address
Resolution Protocol) messages to the device in anARP spoof-
ing. The objective is to connect the MAC address of the
attacker with the physically stronger IP address of the node
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such as in the default gateway allowing any traffic to be sent
outside of that IP address.

h) Unfairness: Irregular attacks or MAC cooperative pro-
tocols could cause degradation in the network performance.
Unlike the DoS attack, in this attack node does not get sep-
arated from the network. But few blackouts occur in which
clients can transmit or receive delayed messages. The net-
work quality degrades by this attack, so it is beneficial for
less number of sensor nodes because the participating nodes
in the MAC protocol configuration miss their transmission
deadlines.

F. NETWORK LAYER ATTACKS
Network layer attacks cause data packet injected into the
network and results in network traffic or congestion along
with loss of power resources across the network. The over-
flow routing table attack causes a non-existent node to create
routes [29]. Few network layer attacks are:

a) HELLO-Flooding: An attacker following a routing pro-
tocol with a usually large transmission range broadcasts a
‘‘HELLO’’ message for advertising to the existing network in
order to convince other nodes that it is one of the neighbor-
ing nodes. Nodes that receive a ‘‘HELLO’’ message might
assume that sender is located near them, which may result
in ‘‘HELLO’’ flood attack. A malicious node could flood
‘‘HELLO’’ packets with processing power, high enough to
convince nodes that they are located near them and causes
packet loss. A number of network and MAC layer proto-
cols ask nodes to send a ‘‘HELLO’’ message to announce
their existence near them. Nodes that receive this message,
presume that, although it is not correct, it is within the
sender’s normal radio range. ‘‘Flooding’’ is a spread of a
signal throughout a multi-hop topology in the network.

b) Hole Attacks:
1) Black Hole: A corrupted node could lose many packets

instead of forwarding them. These types of attacks will avoid
all traffic data around the black hole. This attack is also
referred to as ‘‘selfishness.’’

2) Sinkhole: By transmitting all the surrounding nodes,
a malicious node will proclaim that it is the best next hop
to send packets to their destination. Due to its location,
a sinkhole acts as a hub and starts collecting all the packets
going towards the base station. All network traffic is routed
to this sensor point, but the sinkhole node does not drop any
packets in this situation. This route believes the IDs to remain
invisible for any subsequent attacks and creates a number of
opportunities. Since all the network traffic passes through this
particular node that essentially ‘‘sinks’’ all the information it
receives, the attack is called a sinkhole attack.

3) Selective Forwarding: It is also known as a ‘‘gray hole
attack,’’ since it is a black hole attack variant which drops
the data packets of their choice and thereby data packet
identity stays unnoticed. Similar to sinkhole attacks, as the
malicious node is the part of several routes, all of themwill be
affected, but instead of dropping all packets, certain packets
are dropped selectively while others are redirected to avoid

detection. Packet forwarding is a big burden on a routing
node. In case ofMulti-hopped networks, it is assumed that the
involved sensor nodes would transmit the information they
receive. But, in a selective forwarding attack, opponent nodes
have a choice to drop or refuse data packets. An attacker
operating as a black hole attack does not send every packet
it receives and suffers from the risk when neighboring nodes
starts concluding that it has lost and changed its route.

4) Wormhole: Between two nodes, a passageway is gener-
ated, which can be used to transmit packets more speedily.
Two different segments of the network are advertised to draw
local traffic as neighbors [8]. Data packets can be received
by a malicious node and transferred from the channel by
another malicious node located in another part of the network.
The packets are sent back to the second malicious server
after that. It takes more time for packets following standard
paths to enter the destination node than those sent through the
wormhole and get dropped due to more hops.

c) Node-Replication (Clone): Node duplication (clone)
attack is an alarming attack because replicas of damaged
nodes can be intentionally located by an intruder to incur
defects in the network [29]. They can allow attackers to
subvert data aggregation, inappropriate behavior detection,
and affect protocols by introducing corrupt data [30].

d) Routing Attacks:
Misdirection: Intentionally forwarding messages towards

wrong paths is a misdirection attack. Main causes include
false routing advertisements and forcing routing tables of
adjacent node to get updated by false data. This attack is a
DOS attack because the target nodes are absolutely blacked
out and false routing information does not let them accept any
additional packets.

1) Routing Loop: A routing loop exists in the direction of
the route. It is developed by spoofing the routing changes.
An attacker might assume that node A is not in the radio
range of node B and would send a false routing update to a
node by using the wrong source address by indicating that it
was originated from node A. Node B after considering node
A as its parent, forwards the data packet over the routing
path suggested by A. After hearing the routing update from
node B, node A will now consider node B as its parent. Loop
messages sent fromAor B andB toAmay result in the energy
depletion and the final collapse of the network.

2) Rushing: This attack affects ad hoc network routing pro-
tocols that results in DoS. For example: AODV, DSR, ARAN
and SAODV are unable to discover longer routes because of
this attack. Rush attacks are especially harmful to networks
and most of the opponents can implement them [31]. Mali-
cious nodes can change (Spoofed, Manipulated or Replayed
Routing Information) the routing information shared between
nodes in order to affect the routing scheme.

e) RPL: IoT is composed of limited resources such as
battery operated nodes, memory, processing capabilities and
so on. For this type of network, a new network routing proto-
col called RPL (Routing Protocol for Low Power and Lossy
Networks) has been developed. RPL has been proposed,
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FIGURE 4. Active attacks.

specifically for multi-point to point communications data
sinks. The analysis of various attacks on the IoT has been
addressed in [32]. ‘‘Attacks against Routing Layer’’, have
been presented in [33]. In this paper, few attacks directed
against the RPL protocol have been explained. The vari-
ous RPL protocol attacks include: local-repair attacks, Rank
attack, DODAG version attack, DIS attack, and Neighbor
attack. This causes the local repair loop to be followed by the
surrounding nodes. These attacks affect the distribution ratio,
produce a large number of control packets and increase the
delay from end to end. By creating the loop-free topology,
RPL produces the Destination Oriented Directed Acyclic
Graph (DODAG).

f) 6LoWPAN Attack: 6LoWPAN is an Internet protocol
designed for IoT based systems. 6LoWPAN incorporates
IP infrastructure and WSNs by defining how fragmentation
and reassembly of data fields in IEEE 802.15.4 will route
IPv6 packets. In a particular 6LoWPAN attack, for fragment

replication the attacker positions his own fragments in the
form of a chain of fragments. This attack occurs when
the fragment source is similar to the received fragments of the
IPv6 packet due to which the receiver is not able to find the
6LoWPAN layer. Therefore, a receiver can be easily fooled
and cannot check spoofed fragments because of the lack of an
authentication mechanism to verify the original or duplicate
fragment. An appropriate process should be used to reduce
more attacks like a DoS attack [33]–[35].

g) Sybil Attack: When node exhibits multiple identities,
then network confusion arises, due to which nodes are forced
to follow conflicting routing paths by the attacker. This places
a serious challenge for fault tolerance schemes. The fusion
and distributed storage may also be affected.

G. TRANSPORT LAYER ATTACKS
End to end communications between the two nodes are man-
aged by the OSI protocol stack of the transport layer. Attacks
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affect those protocols on the transport layer that hold connec-
tion information at the ends. The following are classified as
causes of transport layer attacks:

• A corrupted node introduced for suitable communica-
tion with its neighboring nodes by supplying false rout-
ing information.

• Large number of false identities if being communicated
to the WSN. Generally, protocols such as distributed
storage and fault tolerant systems are easily affected by
this attack.

• A link between two parts of the WSN affected by poor
latency and capable of replaying an attacker’s network
message.

• A high-powered transmitter node can be used by the
adversaries to cause Hello Flood attacks and could con-
fuse multiple nodes into believing that they are neigh-
bors and within their range.

• New connection requests are often created andwhen link
resources are exhausted, valid requests get ignored. This
can be achieved by consistently spoofing messages in
the direction of the end host before retransmitting the
missing frames.

1) DE-SYNCHRONIZATION
An attacker interrupts the real communication between the
nodes by desynchronizing the rate of transmission. Trans-
mission of misleading data and false packet transmission
sequences with fake sequence numbers and desynchronizes
endpoints for data retransmission. Thereby, continuously
causing both sides of the negotiating parties to break their
synchronization.

2) MQTT
Message Queue Telemetry Transport (MQTT) is a network-
ing standard for the publication of devices that are resource-
constrained, such as low-power embedded sensors. In the IoT
domain, MQTT is commonly implemented using a publish-
and-subscribe messaging system for communication. MQTT
does not have a preset protective layer and the user has to
handle security problems. MQTT and its variants need a
scalable, lightweight and robust protection framework for
deployment in IoT [36], [37].

3) SESSION HIJACKING
In order to gain access to the information on a computer, this
attack causes manipulation and interference with a legitimate
communication session can be called as a session key. Session
hijacking of TCPmessages as an extension of IP networks can
also be a cause of trouble for IoT networks.

4) SYN-FLOODING
In a flooding attack, an attacker is able to drain a node’s
resources by flooding it with false messages. This is
accomplished by sending several requests for connectivity,

gradually overflowing the buffer and causing the node to die
without the link being established.

H. APPLICATION LAYER ATTACKS
DoS attacks, including node localization, time synchroniza-
tion, aggregation of information, collaboration, and fusion
can affect application layer protocols. A malicious node by
trying to impersonate a node, by providing false geolocation
data will interrupt a node localization system. Since this
form of attack reduces the network service associated with
it, it can also be referred to as DoS attacks. The description
and definition of attacks on application layer are as follows:

a) CoAP Exploit: Constrained Application Proto-
col (CoAP) is a protocol for providing interactive function-
ality to the rest of the internet as an HTTP replication for
small IoT devices. Recently, CoAP has been used by many
IoT implementations, which means it will play an important
role in the future IoT applications. As stated by authors,
the implementation of CoAP poses several security related
challenges [38]. It does not translate completely HTTP
features, which generates multicast messages with security
issues.

b) False Data Injection: Captured nodes deliberately insert
false data into the WSN to affect the overall result of a
calculation.

c) Path-Based DoS: This DoS attack occurs within the
application layer. An attacker overpowers nodes over a
remote location by flooding an end-to-end communication
route with either generated packets or broadcasted packets
and impacts all nodes along the path from source to desti-
nation [39].

d) Re-Programming: Each network feature must be
patched or re-programmed once in awhile for version control,
code creation, encoding-decoding, or when switching to a
newly written application. If this reprogramming schedule is
not kept secret, this vulnerable network time window can be
used by opponents simply by sending false messages to the
nodes and moving them to an unstable or dead state.

e) Sensor Overwhelming: It is an attack which changes
the accuracy of the measurements by the sensor. The process
consists of targeting sensors with artificial interference or
blinding them entirely with bogus signals and flooding them
with false stimuli.

VI. SUMMARY OF ATTACKS WITH SOLUTIONS FOR WSN
AND IoT
All attacks against WSNs and IoT are listed along with
possible defensive solutions associated with the respective
attacks in Table 1. Being familiar with these attacks and their
related security solutions would help researchers to securely
build public trust and acceptance in the development of IoT
integrated WSN algorithms, applications, and concepts.

Among all the attacks or security concerns, the counter
measures for sinkhole and wormholes are necessary to be
integrated with the design of the routing protocol. So that
these attacks cannot affect the system security. In the same
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FIGURE 5. Independent network.

sense, the geographic routing protocol is one type of protocol
that offers flexibility [40]. One important downside to the
topology of multi-hop routing involving a collection of fixed
base stations is that the base station nodes can be compressed
into one or two hops. After a large number of such nodes are
affected, the network is interrupted. This means that cluster-
ing protocols LEACH [41] and PCAC will destroy healthy
nodes and will aim for those solutions where cluster heads
interact with a base station directly [42].

VII. WIRELESS SENSOR NETWORKS AND THE INTERNET
OF THINGS: INTEROPERABILITY
WSNs must be integrated into the ‘‘IoT’’ when sensor nodes
access the internet and use it to connect and function more
effectively. Although WSNs are integral part of the IoT,
we need to carefully research and solve the associated chal-
lenges. Unlike desktop computers, IoT devices typically
depend on the different short range wireless communica-
tion and networking [43]. Network level interoperability
deals with the seamless sharing of messages for communica-
tion between systems across different networks. The system
shares data through different networks with other systems in
order to make the systems interoperable. Problems such as
addressing, routing, resource use, protection, QoS and mobil-
ity should be addressed at the network interoperability level,
due to the complex and heterogeneous network environment
in IoT [44].

Among the three key approaches described, it is possible
to link WSNs to the Internet, which varies from the degree
of incorporation of WSNs to the Internet structure [45].
The first solution proposed was embraced by most WSNs
for accessing the web and for providing the highest network
abstraction (Fig. 5), which helps in linking of all independent
WSNs and the web via a single gateway.

The second approach (Fig. 6) demonstrates the degree of
WSN and IoT compatibility and generates a hybrid network
that is still composed of separate networks and few dual
sensor nodes are able to use the internet.

In Fig.7 the third solution is inspired by the current WLAN
system and creates a dense 802.15.4 access point network that
allows several sensor nodes to access the internet in one hop.

It is evident that because of the uniqueness of gateway, the
first approach leads to a onetime failure. The link between
both WSN and the internet networks would break down

because of gateway instability. With multiple gateways and
access points, such vulnerability is not present in the second
and third scenarios.

As they ensure network robustness, they are favored. The
option between each of the remaining integrative approaches
is affected by the scenario of the WSN application. This
attack will therefore be particularly suited to deployments of
‘‘monitoring space’’ and of ‘‘monitoring interactions between
objects and space’’. By offering one-hop internet connectiv-
ity, WSN applications will follow the third approach. Gener-
ally following a star topology, theWSNs involved can sustain
such an arrangement by accepting a central gateway without
internet connection instead of a common base station. So, this
third approach could be appropriate for tracking objects and
human beings [96].

Both the second and third approaches for integration only
promote static network configuration. A time-consuming
gateway reprogramming is needed for each new computer
wishing to connect to the Internet. Thus, in their present
configuration, the versatility required by the future IoT can-
not be achieved by both approaches. It may be necessary to
take the ‘‘IP to the Field’’ paradigm to fulfill the versatility
expectation. Sensor nodes are supposed to be intelligent net-
work components in the model under consideration, which
will no longer be restricted to sensing tasks. After switching
the expertise to the sensor nodes, the gateway functionalities
will be confined to redundancy and protocol translation. As a
result, the dynamic network will no longer need gateway
reprogramming operations.

From a network viewpoint, it is important to first inves-
tigate what sort of integration techniques should be used to
link all infrastructures if we want to learn whether or not a
WSN can be completely integrated with the Internet. One can
describe the methods in two different ways: stack-based and
topology-based [45], [98].

A. STACK BASED CLASSIFICATION
The degree of convergence in stack-based classification
between the internet and the WSN focuses on the overlap
between the two stacks on the network itself. A WSN may
be completely independent of the internet in Front-End, can
exchange data in Gateway or can share network layer in
TCP/IP. Fig. 8 below shows interoperability approaches.

The first phase is the Front-End solution inside the stack-
based classification.

1) FRONT-END SOLUTION
In this strategy, the external internet is the host and the
sensor nodes are never in immediate contact with one another.
Indeed, the WSN is entirely independent of the internet and
can adopt its own set of protocols, such as Wireless HART
for SCADA environments [99]. This handles all contact
between the outside world and the centralized unit of the
sensor network, such as the base station. The base station
can store information from the WSN and provide them to
external entities through well-known interfaces [100]. It is
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TABLE 1. Security attacks for WSNS and IoT along with the suggested defence solutions.
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TABLE 1. (Continued.) Security attacks for WSNS and IoT along with the suggested defence solutions.

FIGURE 6. Hybrid network.

also important to forward any requests from internet hosts to
the base station.

B. GATEWAY SOLUTION
It assumes that the base station is the gateway for the appli-
cation layer, which is responsible for interpreting the layer
below network layer and transferring the data from one point
to another. As a consequence, web hosts and sensor nodes can
address and exchange data without having a direct interface.
The WSN remains independent of the internet in this method
too, so all queries will need to pass through a gateway system.

C. TCP/IP SOLUTION
A TCP/IP stack is implemented by sensor nodes. In 802.15.4
networks, for example, 6LoWPAN will take all components

of the internet into account. Any sort of host on the internet
will connect to them directly, and vice versa. As a result of this
approach, unique WSN protocols are no longer permitted to
be used by the sensor nodes [101].

D. TOPOLOGY-BASED CLASSIFICATION
The degree of integration in a topology-based classification
refers to the determination of the nodes location which pro-
vides internet access. There are few dual sensor nodes such
as base station, located on the WSN root and form Hybrid
solution and the nodes acquired in one hop by internet access
point sensing form Access Point solution.

1) HYBRID SOLUTION
The Hybrid solution approach claims that within the WSN,
there is a group of nodes which can have direct internet
access. In addition, these would be the nodes that could be
easily connected to base stations similar to those who need
to be traversed to connect the central system and vice versa.
Resilience and network intelligence are the essential features
of such an approach.

2) ACCESS POINT SOLUTION
Themethod of increasing node capabilities that are part of the
backbone network is one of the main features of the solution.
Backbone nodes have more energy than standard nodes and
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FIGURE 7. Access point network.

it is possible to add more accelerated network requirements
as present in 802.11 and 802.15.4.

As per stack-based classification, the topology-based net-
works have been typically paired with methods previously.
For example, internet driven nodes in a backbone type net-
work will serve as a i) front end, in which the internet
has completely isolated WSN sensors or (ii) as a gateway
for direct data sharing among sensors and the center of the
device. There is one exception though: integrating the TCP/IP
is practically meaningless with hybrid and backbone solution,
every node will be able to link to the internet.

After explaining various approaches for integration, the
TCP/IP approach will appear to be the appropriate option
for WSN and the IoTs effective integration. The information
received directly from the nodes can be easily accessed by
external devices, and the nodes can access all of its facilities
using internet. Whereas, the nodes can control only those
programs that has been introduced in the central setup of other
solutions, such as the Front-End solution. There are some
other considerations also that need to be considered before
choosing an integration approach. This section shows the
current issues with the integration. Moreover, as mentioned
it is even much more difficult to ensure the protection of the
WSN using the TCP/IP solution [45]. The key considerations
in the following subsections have been summarized:

• Resilience: WSN used in outside organizations is quite
susceptible to attacks. Because of the efficiency of the
communication channel and the abilities of the sensor
network, it might be very easy to execute a DoS attack.
Protection mechanisms that improve their robustness
against such attacks must be included in gateways and
sensor nodes.

• User Authentication and Authorization: Security mech-
anisms that monitor their services are important for cer-
tain internet-enabled sensor node applications. For few
applications, storing permissions inside the nodes may
not be scalable. Therefore, it is important to consider
the implementation of single sign-on systems, such as
Kerberos [102].

• Security of the Communication Channel: IPsec may be
too ’strong’ for restricted WSN [103]. It is therefore
important to examine how other frameworks may be
used to provide a stable end-to-end channel. In fact,
it is also important to investigate the multiple major

FIGURE 8. Interoperability approaches.

exchange mechanisms which should be used in this
context.

• Functionality:WSN does not need to contact any inter-
net provider whose duties are limited for gathering data
and responding to user queries.

• Network Redundancy: For redundancy purposes, a set
of sensor nodes will provide the same functionality, but
an external host in a TCP/IP environment can request
services from unique nodes through their IP addresses.
This implies that special mechanisms need to be estab-
lished in TCP/IP environments to cope with unusual
circumstances.

• Protocol Optimizations: Most protocols relevant to
WSN are used to provide certain mechanisms that make
it possible for a network to repair itself and optimize its
actions. In 6LoWPAN networks, these optimizations are
yet to be discovered.
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FIGURE 9. Network architecture of SCADA [45].

VIII. CASE STUDIES AND APPLICATIONS OF WSN
AND IoT
It has been found that some disadvantages are present in the
pure TCP/IP methodology, primarily in terms of security.
However, the particular application criteria will eventually
determine which form of integration solution is ideally suited.
Two sensor network applications have been reviewed to test
this statement: SCADA systems with WSN and First respon-
der system.

SCADA (Supervisory Control and Data Acquisition)
framework uses emerging technology to track many of the
essential infrastructures that are implemented in the real
world in real time (see Fig. 9). The central control systems,
where human operators remotely control the different com-
ponents of the essential infrastructure and the remote substa-
tions located within the communication networks themselves
are indeed the primary components of the SCADA framework
and would provide data streams created by the components
of these systems. Mobile substations usually rely on Remote
Terminal Units (RTUs) that use complex industrial protocols
to gather physiological parameters from the network and
relay sensor readings to the SCADA network.

In industrial environment, migration to IP monitoring and
automation has become fairly important because real-time
surveillance, peer-to-peer communication, multiple sessions,
competition and security services are included in TCP/IP
connections. However, the introduction of hybrid networks
for remote control andwireless devices (e.g. Bluetooth, GSM,
microwave or WSN) for local Web surveillance has been
made possible by such a move. In particular, the internet
can serve as a communication connection between control

systems and substations while covering a wide range of
important business and operational requirements. Wireless
technology can provide low deployment and maintenance
costs for mobility and interoperability [104].

For the sensing components of a remote substation, smart
sensor nodes are capable of evaluating and transferring any
data obtained from their sensors such as an RTU that serves
as a data collection tool to the central network with significant
hardware and software resources. Self-configuration capabil-
ities, alarm generation and reporting of any life-threatening
situation can be provided [105].

Currently, many sensor nodes are available in the market
for critical and industrial applications. In order to detect
faults and shorten the processing time, electrical power sys-
tems have realized the need for real-time large area monitor-
ing, protection, control and implement solutions. In order to
achieve real-time visualization and to provide real-time con-
gestion management, wireless smart meters are commonly
used.

It should be noted that the industrial sensor nodes cur-
rently have very similar capabilities to sensor nodes. Many
of these standards for wireless networking are based on
the IEEE 802.15.4-2006 specification, which sets out phys-
ical (PHY) wireless personal area networks (WPANs) and
network access control layers (MAC) [106]. The key motive
of these standards is to ensure safe communication by using
a wireless mesh network to ensure energy savings, interoper-
ability with other networks, and data reliability.

First Responders Systems are usually applied to the first
individuals, such as fire fighters and emergency medical
technicians, who arrive at a disaster scene. A variety of emer-
gency response functions are performed by sensor networks
in these cases, such as patient triage, physical environment
control and position tracking [107]. In situations where
other communication and support systems are not available,
WSN’s dynamic and autonomous architecture helps in build-
ing and maintaining a knowledge network. Integrating first
responder systems based on WSN with the internet will offer
many benefits. The network built at the disaster location
allows individuals to visualize distant incidents and situa-
tions. In order to obtain a global view of the crisis situa-
tion, this information can also be accessed by centralizing
decision-support structures [108]. In addition to this, in order
to achieve optimal mission distribution, the network elements
located at the scene of the disaster would communicate
with the central networks. In less critical circumstances, first
responders can act quickly to save lives. Table 2 summarizes
the findings of this study, along with a general description
of the benefits and drawbacks of each of the integration
approach.

There are other aspects of the TCP/IP approach that need
to be considered in addition to these security concerns.
In particular, the basic optimizations of WSN protocols like
ISA100.11a would not benefit from a TCP/IP-based WSN.
There are many other security concerns that need to be
resolved in the TCP/IP solution.
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SCADA systems can use the Front-End solution and the
Gateway solution for access. In addition, if a system is not
operating, the gateway may apply different methods, such as
wait until the device is running and access another device that
monitors the same area. It can also be solved by using Hybrid
and Access Point solutions, but these solutions have their own
specific issues that need to be resolved.

The TCP/IP solution is actually very suitable for First
Responder applications. Network elements can proactively
interact with selected internet hosts being aware of the inter-
net presence. Moreover, because these WSNs are short-lived,
a few security protocols selected for a specific emergency sit-
uation (e.g. TLS/SSL) can be used, thus minimizing overhead
on the sensor nodes. The fastest suitable support is delivered
by the IP protocol, but different protocols get added at the
transport or application level to improve the efficiency of the
service. Besides this, network nodes are still vulnerable to
external attacks, but due to the transient nature of the system,
the risk is lower.

The Front-End solution and the Gateway solution can be
used frequently, but in case of emergency, the advantages
associated with these solutions are not sufficient always. For
instance, most nodes play a unique position, like tracking the
location. The only solution that can be used in the absence of
a node is to store and forward. Additionally, there are other
aspects that require careful consideration. Since the nodes
cannot directly access the internet, they rely on the gateway
presence. Given the complex nature of the application, mul-
tiple gateways are not feasible to boost the consistency of the
network.

WSN and IoT-based technologies have profoundly
changed people’s lives, since they can easily promote and
help people’s daily activities. As a result, numerousWSN and
IoT related applications have emerged. In the next section,
we have presented some possible applications relevant to the
IoT environment integrated with WSN.

A. HOME AUTOMATION SYSTEM
Almost all appliances are compliant with IoT-based technol-
ogy. IoT has introduced smart home appliances. Users can
monitor the home stuff from anywhere in the world using the
IoT based automation system. In those nations that have more
elderly people, such a project seems to be very beneficial.
The children of these elderly people can support their par-
ents through remote control of smart home appliances using
smartphones [109].

B. MONITORING DEVICES FOR AIR POLLUTION
Certain harmful pollutants coming from various sources
cause air pollution. This further degrades the air quality,
especially in metro cities. Air pollution is responsible for
many of the deadliest illnesses. It is possible to introduce a
system to measure air pollution in an area. So, to solve the
problem, the WSN and IoT domain researchers have come
up with some ideas. Newly developed IoT devices can track
the air quality and send data to servers (i.e. cloud servers).

FIGURE 10. Networking architecture.

This information could be used to predict other issues associ-
ated with air quality and appropriate remedial action can be
planned. For detecting air pollution in a city, these projects
have been extremely helpful [110].

C. SMART HEALTH MONITORING SYSTEM
People’s life these days are getting too stressful and they are
not taking good care of their health and wellbeing. We do
not usually go for usual routine check-ups. IoT projects can
solve this problem through smart health surveillance sys-
tems. Security sensors are effective in monitoring the blood
pressure levels, sugar level, and pulse in the body of the
patient as well as healthy people and automatically warn
the doctor if it is above the threshold value. In these cases,
smart sensor-based devices regularly monitor person’s health
and send data to a cloud server that can be accessed by a
concerned person via their smartphones. The physician can
verify their patient’s current health condition at anytime and
from anywhere in the world by using such a communication
environment [111], [112].

D. SMART TRAFFIC MANAGEMENT SYSTEM
There are traffic issues in nearly every metro city due to the
growing number of vehicles in the towns. This problem can be
solved by WSN and IoT related project. This system is made
up of smart vehicles (integrated with a traffic sensor) that can
communicate with each other. This data obtained from the
vehicle can be submitted to a cloud server that can be used
to further process and forecast and help in arriving at smart
traffic management decisions.

Thus, in so many commercial sites, within that event of
heavy traffic, a central authority can raise an alarm. For
drivers that are in emergency circumstances, it would be
extremely helpful. They can update their routes based on
the information received and that too without wasting their
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TABLE 2. Solutions and applications for integration.

precious time. It can also track violators who violate the
traffic rules while driving so that legal action can be initiated
against them [111]–[113]. This would definitely improve the
traffic management systems.

E. DETECTION AND PREVENTION OF EARLY FLOODS
Floods are an increasingly common seasonal concern in var-
ious countries. So to minimize the losses caused due to this
natural disaster, we need an early warning system for floods.
Such a scheme utilizes the humidity, temperature, and water
and flow level to predict floods. The floating sensor is used
to monitor water depth and water flow. It is composed of a
water pump, a hall-effect sensor and a valve body made of
plastic. So many controlling variables can be obtained via
smart phone to determine the form of flood situation [115].

F. SMART ANTI-THEFT SYSTEM
Everyone needs to defend their home or business from phys-
ical theft of any sorts. Applications based on WSN and IoT
can solve this problem.When a user leaves his/her home, they

can switch on the anti-theft device that will track the floors
and alert the warning system for any footsteps on the floor
tiles. Then the microcontroller would convert it into a valid
signal, allowing the camera to take an image and deliver this
information to the house owner about the robbery. On his/her
smartphone, the user can then view the images [116].

G. COAL MINE SAFETY SYSTEM
Despite all the safety measures, there is still a life-threatening
danger in coal mines. To link the associated microcontroller
with the gas sensor and temperature sensor for implemen-
tation, we need an Arduino device. A deployed device is
configured to send a dangerous gas level warning message to
the respective authorities if the gas sensor detects a gas rate
above the target level. This can save the people employed in
the coal mines in case of a mishap [116].

H. SMART FARMING
The population of the planet is rising day in and day out.
Therefore, the farming industry must use modern technical
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FIGURE 11. Machine Learning Techniques.

systems such as IoT to feed the increasing population. For
example, agriculture suffers from other threats such as severe
weather, rapid climate change and other environmental fac-
tors. IoT-related systems that help farmers minimize waste
and maximize crops production is the objective of smart
agriculture. Smart farming is a technology which is having
low-cost, and uses high-tech devices for producing food for
the masses cleanly and sustainably. In a smart farming based
on WSN and IoT, a system is constructed to track the crop
field using sensors and to automate the irrigation method.
With such a device a farmer can track the conditions in the
field from anywhere using a smartphone, which makes this
approach efficient in contrast with the traditional approach.
Smart agriculture can have various advantages such as effec-
tive water usage [117], [118].

IX. NETWORKING TECHNOLOGIES TO PROVIDE WSN
INTEROPERABILITY WITH IoT
To provide WSN interoperability in IoT, various network-
ing protocols and technologies were used as shown in Fig.
10. The following section is about primary technologies for
network-level interoperability.

A. IP-BASED APPROACHES
The IP-based solutions incorporate the full TCP/IP stack on
smart devices. In order to allow end-to-end communication
between the sensor networks and the IP, the sensors and
actuators are linked to the IP network. On sensor nodes such

as Tiny TCP and lwIP, some researchers have attempted to
implement a TCP/IP stack. The main benefit of introducing a
TCP/IP stack on sensor nodes is that gateways and protocol
translations are not needed. Nevertheless, the authors argue
that because of its resource-constrained nature, sensor nodes
cannot have an all-IP sensor network [119]–[121].

To address the resource-restricted problem of system con-
nectivity, the IETF has developed network-based working
groups (WGs) such as Routing over Low Power and Lossy
Networks (ROLL), IPv6 over Low Power WPAN (6LoW-
PAN), UDP-based Constrained Application Protocol (CoAP)
and Constrained Restful Setting. This method also uses gate-
ways to switch between normal Internet protocols and pro-
prietary protocols that are used in the sensor network, e.g.
6LoWPAN IPv6. Therefore, by using standard protocols,
drawbacks of gateway-based methodologies can be reduced
because the gateway and sensor nodes are not from the
same manufacturer and this result in improving the interop-
erability of the device. IP as the internet de- facto standard
provides a common open source platform for trillions of
objects [122], [123].

B. SOFTWARE-DEFINED NETWORKING (SDN)
It is designed to make existing wireless and mobile networks
smarter, more efficient, more stable andmore flexible in order
to manage the enormous amount of IoT information [124].
Separating control and data planes in network systems is
one of SDN’s major novelties for breaking IoT vertical
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silos. To promote networking applications like heterogeneity,
mobility management, QoS management and security [128],
SDN has been extended to IoT [125]–[128].

Authors used SDN to enable different devices from mul-
tiple networks to connect with each other using IPv6, while
improving the efficiency by adding an additional IoT con-
troller over the SDN controller to control different object
types [129]. It helps in connecting various devices to the Net-
work. Another work has been discussed which demonstrate
the need to address the heterogeneity of themost complex IoT
systems and applications [130]. According to researchers,
utilizing IPv6 to deal with the large number of connected
devices would be an appropriate choice, but heterogeneity is
still an active research topic. They use a very high-level IoT
controller architecture to address this, which appears to be an
appropriatemechanism for handling heterogeneous IoTflows
to a specific level. Some researchers have suggested a new
mobility service tailored to the SDN specification in order
to solve the PMIPv6 protocol performance problems. The
researchers have stated that they have not used the standard
IPv4 protocol. In place of PMIPv6, their strategy would
be to use mobility management. The results of the analysis
show that the flow scheduling algorithm based on the genetic
algorithm has improved efficiency in comparison with the
approaches for the bin packaging and load balance. Network
function virtualization, Network feature virtualization (NFV)
is a complementary solution to SDN. NFV differs from the
functions operating on the physical network hardware which
includes network address translator and firewall. Some ser-
vice providers would therefore create a number of indepen-
dent virtual networks that would then be able to share the
actual network equipment associatedwith network infrastruc-
ture providers. NFV has the capability to minimize operating
expenditure (OPEX) and capital expenditure (CAPEX) costs.

They defined and combined the abstract IoT architecture
developed by them with the SDN architecture to develop
a particular SDN-IoT structure with an upper server layer
that provides adequate IoT APIs for developers, a middle
layer with a distributed network operating system, a few
other physically distributed SDN controllers, a layer with
SDN-enabled network switches, and an IoT gateway that
connects them to the network’s middle layer. With IoT appli-
cations in mind, this is essentially just the conventional SDN
architecture. The researchers have stated that they are using
virtualization technology to develop an IoT-optimized net-
work based middle-layer OS. The network operating system
needs to be implemented to take into account the variety of
available IoTs and use cases. Details of the use of virtual-
ization in the middle layer are missing, but the relationship of
NFV techniques to the IoT network SDN logic is noteworthy.

C. FOG COMPUTING
As a technology [131], the cloud has been used to tackle
interoperability, where computing, networking and storage
resources are placed at the edge of the network rather than
centralized cloud servers, i.e. as near as possible to end-user

devices. This reduces network latency arising from the con-
version of raw data generated by mobile devices and sensors
that are limited by resources. The fog computing model adds
importance to the data before making it available to the cloud
and planning controlled data for interoperability in various
applications, in order to facilitate interoperability in IoT, 5G,
AI and network-intensive applications [132], [133].

D. OPEN API
The API exposes data or functionality to an application writ-
ten in the highest standard language to a service provider.
The range of common APIs is Google Maps, YouTube, and
Amazon. In order to help developers access their services,
almost every IoT system today has a public API. The APIs
are usually based on Restful principles, and allow common
operations such as PUT, GET, PUSH, or DELETE. However,
in order to determine the syntax of the specific operations,
they will use APIs that are platform-specific and proprietary
relying on internal information models to define the syntax
of specific operations to be used by their consumers.

For example, a smartphone application can provide con-
trol of your refrigerator connected to the Internet. It has
features such as showing products in the fridge, notifying
you of the ingredients’ expiry date, or initiating/stopping
operations. If more than one refrigerator vendor without a
standard API is to be implemented in a mobile application,
the application developers must write custom code to use
another platform-specific API, which is a huge burden. How-
ever, a standard API allows the interoperability across plat-
forms and existing implementations with minimal framework
changes. ThingSpeak13 enable the development of widgets
that can be provided to other platform users to explain the
effect of the heterogeneity of the IoT API. HyperCat14 is
a specification providing syntactic interoperability between
different catalog-based APIs and services that can be tagged
with metadata. The Interworking API acts as an interface that
other systems can implement.

E. SERVICE ORIENTED ARCHITECTURE (SOA)
Service Oriented Architecture (SOA) has been proposed by
researchers as a considerable technology in various aspects
that can provide syntactic interoperability across hetero-
geneous devices [5]. In the network layer, the SOA was
designed so that content and pattern recognition can be easily
handled through various service components [134]. Expos-
ing the functionality of each device as a standard service will
greatly improve both network and application interoperabil-
ity. In particular, the Web Service technology was proposed
to provide complete data sharing, reuse, and interoperability
on the SOA pledge [135]. The classic web service-oriented
approach and the resource-oriented approach (REST web
services) were used to address syntactic interoperability.
In particular, the SOA pledge of full information exchange,
redistribution, and integration with Web Service technology
was proposed to be accomplished. For composing IoT ser-
vices, event-oriented architecture (EDA) is combined with
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the SOA [136], [137]. SOA divides the application into
a number of independent services defined in the standard
interface specification, while EDA uses event flows to handle
independent services. The researchers have concentrated on
creating a scalable EDSOA that can use resource data to
assemble IoT services, run those services using separate and
shared events and then use event sessions to organize them.

F. SEMANTIC WEB TECHNOLOGIES
Initially, W3C-developed Semantic Web technologies were
used to describe Web resources. For the Semantic Web to
converge with the WoT, the Semantic Web of Things (SWoT)
paradigm is proposed for the realization of a mutual
understanding of the different entities that form the
IoT [138].

Current findings have suggested that semantic network
technology is a powerful determinant of heterogeneous
environment interoperability [139]. Using some standard
data format and context agreements in a schematic form,
by common vocabulary and by an ontology-led framework,
the research utilizes semantic web technologies to achieve
semantic interoperability. Ontologies are a collection of ele-
ments and connections used in IoT to describe a field of
concerns. They operate as an intermediary among IoT appli-
cations and users and enhance their semantic matchmak-
ing [140]. A research work of existing ontologies available
that can be used in specific fields can be found in [141]. The
authors reported that the SSN ontology had earned most of
the attention. Although there is a global ontological norm
for no specific domain. In order to boost semantic interop-
erability, many IoT research projects, such as the Semantic
Sensor Network (SSW), OpenIoT, HYDRA17, SPITFIRE
and SENSEI18, use the capabilities of the aforementioned
ontologies or other semantic technologies [142], [143]. The
SSW, widely known as Sensor Network and Semantic Web
technology, is one of the original semantic representation
studies of IoT/WoT. SensorML19, which is a semantic spec-
ification for web-enabled sensors (SWE) using XML-based
protocols and APIs, has been developed by the Open Geospa-
tial Consortium (OGC) without providing any semantic inter-
operability. Semantic interoperability around two layers is
provided by Ubi ROAD: (1) data level and (2) functional pro-
tocol level. Serrano mentioned IoT semantic interoperability
problems and also the SEG 3.0 solution for heterogeneous
systems to provide semantic interoperability [144], [145].
The technology involves semantic web technology to imple-
ment heterogeneous IoT data, and also have attached context
of the technology to help creators and IoT specialists to cre-
ate IoT applications. The structure consists of twelve layers
based on system heterogeneity, modes of communication,
information and services. These standard service technolo-
gies were discussed by the authors of [146]. In this work,
a series of semantic models were given IoT tools, entities,
and services. Some semantic models for representation give
interoperability at the data and service levels.

X. MACHINE LEARNING APPROACHES TO COMBAT
SECURITY CHALLENGES IN IOT AND WSNS
Wireless Sensor Networks (WSNs) are the IoT’s principal
building blocks. Although, they are vulnerable to a cou-
ple of security threats. The protection of IoT and WSNs
has become essential because of the limited resources.
Machine learning inspires other security solutions for IoT
and WSN.

Throughout this section, we survey various techniques
of machine learning built to combat security challenges.
Machine learning can be used to counter WSN and IoT secu-
rity threats. As developing mathematical models is challeng-
ing for IoT and WSN systems, machine learning can be used
which utilizes multiple intelligence techniques for preparing
devices without explicit programming. Machine learning in
WSNs and IoT, faces two major obstacles: node resources,
processing limitation and the need for large sets of learning
data.

A. OVERVIEW OF MACHINE LEARNING TECHNIQUES
Various types of approaches to machine learning are
addressed shown in Fig. 11. Some of them have been
explained below: [147].

1) SUPERVISED MACHINE LEARNING
In supervised machine learning, the machine model is based
on a designated training set containing outputs and predefined
inputs. The system model helps to determine the relationship
between output and input and other parameters of the sys-
tem. By using these learning methods for WSNs, localization
and object targeting, query processing and event detection,
medium access control, intrusion detection and protection,
data integrity, service quality QoS and error detection can be
accomplished.

The key supervised learning algorithms are:
1) k-Nearest Neighbor: Calculating the average of

the closest k neighbors estimated from the Euclidean
distance is the representation of an undefined node.
For example, if a WSN node’s reading is missing,
it can be calculated from the neighboring nodes aver-
age readings for a given area. For wide training samples
and higher dimensions, this could often give inaccurate
outcomes.

2) Support Vector Machine (SVM): SVM is used to
distinguish a hyper plane into two separate groups. For
this, SVM aims to optimize the margin and distinguish
with minimal errors between the two groups. In the
absence of linear hyper plane, a kernel function is used
by the SVM because of its high precision, and is also
commonly used to fix security concerns in IoT and
WSNs.

3) Artificial Neural Network (ANN): ANN uses neu-
rons or processing and works quite similar to the human
brain. It is composed of different layers. ANN can
solve complex and nonlinear problems. It has complex
calculations.
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2) UNSUPERVISED (UN) MACHINE LEARNING
In unsupervised learning, the systemmodel is not really based
on input or output parameters. The layout of various classes
of the sample set can be achieved by analyzing the similarities
between a sample set and an unsupervised learning algorithm.
Unmonitored learning algorithms can be used forWSN appli-
cations involvingWSN node clustering or data collection in a
sink code scenario. Since the system model is independent of
labeled parameters, complex variable relationships are often
found to be sufficient for attacks. Two main categories of
learning algorithms are:

1) Principal Component Analysis (PCA): PCA collects
and describes essential information from data formats as new
orthogonal values for the identification of new coordinates.
This methodminimizes the level of data needed and translates
large sets of data into smaller ones.

2) k-Means Clustering:Adata set is grouped into k clusters
in this algorithm and then cluster heads are selected randomly.
The cluster head has been finding out with the help of each
node present in the cluster.

3) REINFORCEMENT MACHINE LEARNING
In the reinforcement learning algorithm, the computer model
learns by communicating with the environment. This sort of
ML includes a reward mechanism for those sensor nodes that
learn to work better by learning from their observations. One
of the popular types of reinforcement learning is Q-learning,
and it often tackles routing issues.

B. MACHINE LEARNING APPROACHES USED TO
IDENTIFY VARIOUS ATTACKS IN IoT AND WSN
1) COUNTER DoS ATTACKS
In the WSN MAC layer, SVM and NN machine learning is
used to estimate DoS attacks [148]. SVM and NN depend
on two parameters to train their devices and to calculate
DoS attack probability: the rate of collision and the rate of
arrival. In NN, the node is the focus. Therefore, it goes into
sleep mode and starts operating when the attack ends. For
calculating the probability of a DoS attack by using SVM,
two classes are designated as either Low or Strong. SVM
accuracy has been said to be higher along with a smaller time
to detect the attack. With four neuron layers, the authors used
multi-layered deep learning [149]. They presumed there was
two-layer network architecture: an IoT layer that included
the sensor/actuator architecture and a fog layer that included
computing and storage of the shared network. This architec-
ture aims to elevate the burden of training and assault detec-
tion to the fog nodes to compensate for the limitations of the
IoT edge node resource. Finally, a comparison is presented
describing the different classification algorithms to classify
the usual data in the Do’s cases in [150].

2) COUNTER SELECTIVE FORWARDING ATTACKS
A one-class SVM was introduced by the authors to define
selective forwarding and black hole attacks in [151]. To save

TABLE 3. Machine learning to protect IoT and WSNs.

memory and energy a simple intrusion detection device has
been provided. SVM relies on two parameters for catego-
rization: bandwidth and hop count. To accomplish security,
this algorithm has assumed that more resources will not
be consumed by nodes. Neither of the works mentioned
in [152] detect selective forwarding attacks by applying
machine learning.

3) COUNTER MAN IN THE MIDDLE ATTACKS
Artificial NN has been used in [153]. The proposed NN
tracks the node’s health by using packages already available
in the R programming language. If the value is different from
the expected value, then it represents a man in the middle
attack. The contact between an IoT system and the cloud
can be protected by a watermark technique. It technically
adds pseudo random noise to the IoT unit and calculates a
bit of a stream [154]. The attack alert starts if the bit-stream
retrieved by the receiver does not match. It can be cracked
easily if the bit-stream stays unchanged. For the generation of
dynamic bit-stream features such as spectral flatness, mean,
variance, skew and kurtosis, a recurrent NNmachine learning
approach called Long Short Term Memory (LSTM) has been
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suggested. To secure mobile edge caching and processing ser-
vices for network users such as IoT, reinforcement learning
was used [155].

4) IoT SYSTEM RECOGNITION BY MACHINE LEARNING
IoT SENTINEL characterizes recently installed machines at
home or few developing organizations into devices which
can be trusted, restricted devices [156]. The gateway tracks
the traffic caused by these new devices and also collects
fingerprints of the device being sent by the IoT service
provider to identify the device according to its category and
the traffic produced by the machine learning classification
model. Machine learning technique, supervised by Random
Forest was used for mapping traffic stream with a form of
a framework designed to disregard emerging technologies in
large enterprises [157]. If the mapping could not be matched
to one of the forms, that system is not permitted. Based on
data traffic, machine learning differentiates between IoT and
non-IoT computers [158].

5) PROTECTION WITH MACHINE LEARNING USING
BIO-INSPIRATION
The authors used machine learning with Bio-inspiration to
remove the impact of malicious nodes [159]. Two clusters
were created by the k-means algorithm: a regular cluster and
a faulty cluster, and SVMwere used to create a decision block
comprising three regions: a normal zone, a fault region, and a
border area. Statistics like the mean and standard deviation of
the normal nodes given by the SVM data set are determined
by an anomaly detection algorithm. After sensing, anomaly
and immune system activation, digital antibodies are formed
instead of biological systems, and after that malicious nodes
are deactivated.

6) FOR PROTECTED IoT ACCESS CONTROL
To remove the single point of failure and improve privacy,
the issue of IoT device access control has been altered from
centralized to distributed [161]. A block chain scheme is
used to allow communication between unknown participants
without a trustworthy middleman.

The different machine learning methods used for IoT and
WSN security have been summarized in Table 3. While many
techniques lead to high accuracy, there are several challenges
in securing IoT and WSNs because there should be a balance
to suit the resource-limited IoT and WSN devices between
strong security features and low computational complexity.

XI. CONCLUSION
At first we discussed about security requirements in WSN
for IoT architecture from the perspective of different layers
along with major and minor security requirements and chal-
lenges. Thenwe analyzed possible attacks and threats towards
the WSNs and IoT for different layers. Steps to incorpo-
rate WSNs into the IoT have also been addressed. We have
evaluated three approaches for integration and explained that
they are not satisfactory for IoT to incorporate sensor nodes.

We have highlighted a variety of tasks to illustrate the issues
arising from the security, integration and network technology
model used. And it was found that the solutions currently
implemented are not sufficient for the limited resources of
the sensor node. Networking technologies to provide WSN
interoperability with IoT has been studied. This study exam-
ines the security problems associated with the integration of
WSNs and IoT. It also seeks to assess whether the existing
mechanisms of technology are relevant and applicable in a
particular case. At last we have discussed about machine
learning approaches to combat security challenges in IoT
and WSNs. The study outlines possible strategies that can
be used to link a WSN to the internet and to investigate the
confidentiality issues raised because of interactions. It has
been found that the network of sensors and the internet
could communicate securely by delivering network services
via a front-end proxy. The paper explores the relationships
between sensor networks and IoT from a security perspec-
tive and also analyzes threats of both the technologies when
integrated together.
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