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ABSTRACT Cryptographic System-on-Chips (SoCs) are becoming more and more popular. In these
systems, cryptographic accelerators are integrated with processor cores to provide users with the software’s
flexibility and hardware’s high performance. First, this work aimed to confirm the vulnerability of crypto-
graphic SoCs against several types of power analysis attacks. Then, the novel Random Dynamic Frequency
Scaling (RDFS) countermeasure is proposed to improve the resistance of such systems. The proposed RDFS
countermeasure improved the power analysis resistance while maintaining low-performance overhead and
hardware costs by generating more than 219,000 distinct frequencies for driving only the cryptographic
accelerators. The effectiveness of the proposed RDFS countermeasure is demonstrated by conducting
realistic Correlation Power Analysis (CPA) attacks, Deep-Learning-based Side-Channel Analysis (DL-SCA)
attacks, and Test Vector Leakage Assessment (TVLA) testing methodology. The experimental results show
that the RISC-V SoC protected by RDFS countermeasure can withstand CPA attacks and TVLA test with
more than five million power traces, which is the best result compared to other related works. The proposed
RDFS countermeasure also harden the targeted RISC-V SoC’s resistance against DL-SCA attacks.

INDEX TERMS Side-channel attacks, correlation power analysis attacks, deep learning based side-channel
attacks, countermeasure, RISC-V.

I. INTRODUCTION

Nowadays, utilizing heterogeneous System-on-Chips (SoC)
is the prominent solution to realize high-performance
embedded systems. Advances in VLSI technologies allow
integrating all or most components of a conventional com-
puter system into a single SoC. These integrated compo-
nents almost always include at least one to several processor
cores, various memory blocks and multiple peripheral cir-
cuits or hardware accelerators. The processor cores can be
amicrocontroller, a microprocessor or an application-specific
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processor. It executes the software programs stored in mem-
ory space. Users are free to reprogram, modify and improve
the software to adapt to any general tasks. On the other
hand, the peripheral circuits and hardware accelerators pro-
vide more advanced performance for some heavy, specific
tasks. Examples of these tasks could be tensor processing,
cryptographic computation, data collection. Therefore, the
SoC architecture offers versatile and reliable solutions for a
wide range of applications since it combines programmable
software’s flexibility and customized hardware accelerators’
performance.

The RISC-V open instruction set architecture (ISA)
is recently published under open-source licenses by the
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RISC-V Foundation. It has become an exciting topic for
numerous SoC designers from academia and industry since
it removes most of the limitations of working with propri-
etary designing tools and SoC’s components. Designers can
easily create their own RISC-V SoC that is suitable to their
unique demands. In just a few years, RISC-V SoCs have
become very popular and are applied in many fields. For
instance, Feng et al. integrated the NVIDIA Deep Learn-
ing Accelerator (NVDLA) into a RISC-V SoC to run the
LeNet-5 and accelerate the handwritten numeral recogni-
tion process up to 4,647 times [1]. Zhong et al. present
a RISC-V SoC with an integrated visible light communi-
cation (VLC) module for mobile payment applications [2].
A low power, medical implantable RISC-V SoC for tissue
stimulation is proposed by Arnaud ef al. [3]. Among all
these various applications, security is increasingly attract-
ing attention. Many researchers and designers realized that
the openness and flexibility of the RISC-V SoC could be
used to implement their ideas for improving the performance
and reliability of a secure embedded system. Consequently,
cryptographic accelerators are integrated into RISC-V SoCs
for different purposes. For example, in [4], Banerjee er al.
introduce a RISC-V SoC equipped with an energy-efficient
reconfigurable cryptographic engine, which includes hard-
ware accelerators for computation of Elliptic Curve Cryp-
tography (ECC), Advanced Encryption Standard (AES), and
Secure Hash Algorithm (SHA). They proposed to apply
their design to Datagram Transport Layer Security (DTLS)
applications. A RISC-V core integrated with an AES-128
encryption engine is designed for IoT applications by
Zang et al. [5]. In [6], Duran et al. accelerated AES-256
by using a RISC-V SoC with custom instructions and an
enhanced memory access scheme.

In 1999, the Power Analysis attack was first introduced by
Kocher et al. [7]. It is categorized as a type of side-channel
attack since the attack does not target the mathematical weak-
nesses of the cryptographic algorithms but instead exploits
the unintended information leakage caused by their imple-
mentation. The leaked information could be obtained by
gathering and analyzing the power consumption or the elec-
tromagnetic radiation of the targeted device when it per-
forms cryptographic functions. Power analysis attacks have
rapidly grown over the last two decades and have become
a powerful and popular method of breaching the secu-
rity of cryptographic systems. Various works demonstrated
that power analysis attacks could easily compromise the
security of different cryptographic implementations, such
as software implementations on general-purpose microcon-
trollers [8] or smart-cards [9], standalone hardware imple-
mentations in field programmable gate arrays (FPGAs) [10]
or in application-specific integrated circuits (ASICs) [11].
In these implementations, the majority of the circuit’s
components are involved in the cryptographic operation.
Therefore, the power traces measured from these devices
contain a significant amount of leaked information and only a
small amount of noise, favouring the adversaries. In contrast,
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attacking complex devices such as SoC with integrated cryp-
tographic accelerators is challenging since the cryptographic
circuits are packaged with other SoC’s components (such as
processing cores, bus interconnect system, other peripherals,
accelerators), and they are typically supplied from the same
off-chip power source. The exploitable power consumption
caused by cryptographic accelerators cannot be isolated from
the significant, unexploitable power consumption of other
SoC’s components. In other words, the power traces obtained
from the cryptographic SoC have a high level of noise or
even be heavily distorted, which cause certain difficulties for
attackers.

Consequently, even though various cryptographic SoC has
been proposed, there is only a reduced number of works
where the system’s resistance against Power Analysis attack
is concerned. For instance, some occasional works that can be
found are [12], [13]. In [12], Cai et al. perform experiments
on an SoC with a cryptographic coprocessor running the
128-bit AES algorithm [12]. The total power consumption
traces of the SoC, including the power consumption of the
CPU and the AES-128 coprocessor, are acquired and ana-
lyzed to reveal the secret key used in AES-128 encryption.
In [13], Hettwer et al. reported attacks results on an AES
core implemented on the Programmable Logic part of a Xil-
inx Zynq Ultrascale4+ SoC. However, according to Xilinx’s
Zynq SoC design, the Programmable Logic part is supplied
via a separated power pin [14]. Hence, Hettwer et al. can
acquire and analyze the electromagnetic traces emitted from
the decoupling capacitor of the Programmable Logic’s power
supply, which solely contains the exploitable information.

Due to the lack of publications where authors discuss
the vulnerability of overall cryptographic SoC and conduct
proper security evaluation against Power Analysis attacks,
there are even fewer works that provide concrete results
on countering and preventing Power Analysis attacks for
cryptographic SoC. Therefore, in this work, we first provide
a demonstration to confirm that realistic Power Analysis
attacks on integrated cryptographic SoC are feasible. Then,
we propose a design method to enhance the resistance against
the Power Analysis attack of the integrated cryptographic
SoC. The proposed method is named Random Dynamic Fre-
quency Scaling (RDFS) since its concept is to randomly alter
the clock frequency of only the cryptographic accelerators
after each encryption/decryption. We demonstrate the effec-
tiveness of the proposed method by applying it to a RISC-V
SoC with AES-128 hardware accelerator, implementing the
whole RISC-V SoC on the Sakura-X FPGA board, and
evaluating its security against Power Analysis attacks. The
security evaluation is done by conducting the side-channel
leakage test called Test Vector Leakage Assessment (TVLA)
and performing CPA attacks. Furthermore, we also test the
designed RISC-V SoC with the state-of-the-art profiled Deep
Leaning Side-Channel Analysis (DL-SCA) attacks. In our
example RISC-V SoC design, the proposed method allows
the AES-128 accelerator to operate with more than 219,000
different frequencies. These operating frequencies of the
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AES-128 accelerator are randomly selected by an on-chip
Pseudo-Random Number Generator (PRNG). The selected
frequency values are random and uniformly distributed in the
range of 50 MHz to 100 MHz. The lower limit of 50 MHz is
the maximum operating frequency of the whole RISC-V SoC
without applying the RDFS countermeasure, while the upper
limit of 100 MHz is the maximum operating frequency of the
standalone AES-128 accelerator.

A. RELATED WORKS

Power Analysis attacks are classified into two groups based
on their approach and applied scenarios. These two groups
are non-profiled power analysis attacks and profiled power
analysis attacks. In non-profiled power analysis attacks, the
attackers only have access to the targeted device and gather
its physical leakage. They also have minimal knowledge
about the power consumption characteristics of the targeted
device and can only construct hypothetical power models to
use in the statistical analysis process. Some popular exam-
ples of non-profiled power analysis attacks are the Simple
Power Analysis (SPA) attack, the Differential Power Anal-
ysis (DPA) attack, and the Correlation Power Analysis (CPA)
attack. The SPA attack and the DPA attack are presented by
Kocher et al. [7]. In the SPA attack, a power trace or an
electromagnetic trace measured during a device’s operation
is visually inspected to obtain information about the timing
and type of the processed cryptographic operation. In the
DPA attack, multiple power traces or electromagnetic traces
are statistically analyzed to derive the most likely key block
used in related cryptographic operations. In 2004, Brier ef al.
proposed using Pearson’s correlation coefficient as a statis-
tical parameter to improve the efficiency of the power anal-
ysis attacks [15]. They named their method as CPA attack.
Another set of power analysis attacks is the profiled power
analysis attack, which can only be applied if the attackers
possess an open, identical copy of the targeted device. The
attackers use that copy to characterize the physical leakage
and construct a better power model that perfectly fits the
targeted device’s actual power consumption characteristics.
Hence, the profiled power analysis attacks could outperform
the non-profiled power analysis attacks in terms of the num-
ber of required attacking power traces. However, having an
identical copy of the targeted device is impractical, especially
when the targeted devices are flexible and highly customiz-
able, such as RISC-V SoCs. Some examples of profiled
power analysis attacks are Template Attacks [16], and Linear
Regression Analysis [17]. Machine Learning (ML) and Deep
Learning (DL) techniques are also utilized in profiled power
analysis attacks because of the strong similarity between
supervised learning and profiled attacks. For instances, sev-
eral ML-based profiled power analysis attacks are presented
by Chakraborty et al. [18], by Duan et al. [19], and by
Hou et al. [20]. Some DL-based profiled power analy-
sis attacks were presented by Maghrebi er al. [21], by
Cagli et al. [22], and by Benadjila et al. [23]. Furthermore,

VOLUME 9, 2021

in 2019. Timon et al. demonstrated that DL-based attacks
could also be applied in the non-profiled scenarios [24].

Power Analysis attacks can reveal the secret key due to
the dependence of devices’ instantaneous power consump-
tion on processing intermediate values. These intermediate
values are derived by functions of a subkey and a known
non-constant data, where the subkey is a small part of the
secret key, and the known non-constant data is either part of
plaintext input or ciphertext output. Various works on Power
Analysis countermeasures have been published. Their goal is
to break the link between the cryptographic device’s power
consumption and the intermediate values. Based on their
approaches, all published countermeasures could be classi-
fied into two major groups. The first group can be named
as hiding countermeasures. These countermeasures try to
modify the power consumption characteristics of the crypto-
graphic device so that its data dependency of instantaneous
power is reduced significantly. For instance, some popular
hiding countermeasures are reducing exploitable signal to
noise ratio [25], randomly changing supply voltage, and clock
frequency [26], maintaining approximately the same level of
power consumption by adding filters [27], using current flat-
tening circuit [28], or implementing on DPA-resistant logic
styles [29]-[31]. Hiding countermeasures do not modify the
cryptographic algorithms. The devices protected by hiding
countermeasures still process the same intermediate values as
the unprotected devices. This is the main difference between
hiding countermeasures and the other countermeasures group
called masking. Devices that are protected by masking coun-
termeasures will process randomized intermediate values
instead of conventional values. Thus, the cryptographic algo-
rithm needs to be modified to adapt to the utilization of ran-
dom masking. This modification could significantly increase
the cryptographic algorithm’s computational complexity and
reduce the corresponding implementations’ throughput and
performance while increasing hardware resource utiliza-
tion. Several examples of masking countermeasures are
Boolean masking, arithmetic masking [32], [33], secret
sharing [34], [35], threshold cryptography [36], [37]. Aside
from two major groups of countermeasures, a limited num-
ber of works are proposed to update the secret key after
a certain time interval or number of encryption/decryption
usages. They include the Fresh re-keying countermeasure by
Medwed et al. [38], the Moving target defense mechanism
by Vuppala et al. [39], and the Key Update countermeasure
by Gui et al. [40]. The values of the updated secret key
could be generated by software functions or embedded hard-
ware structures such as strong Physical Unclonable Functions
(PUFs) [41]. These key update countermeasures are demon-
strated to be effective. However, they still cause significant
overheads compared to fixed key usage and introduce addi-
tional challenges in managing and distributing the updated
secret keys.

Each particular countermeasure has its advantages and
disadvantages. In general, hiding countermeasures are more
generic than masking countermeasures. When applying
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masking countermeasures, each cryptographic implementa-
tion needs to adapt to a specific masking scheme. If multiple
cryptographic algorithms are integrated into the same pro-
tected device, the overheads of multiple masked schemes are
combined. Meanwhile, hiding countermeasures are typically
deployed at the physical level of a device and cover multiple
integrated cryptographic algorithms at once. Hence, the over-
heads caused by hiding countermeasures are often smaller
than those of masking countermeasures.

Previous works proposed various effective hiding counter-
measures, which share the general idea of randomizing the
operating conditions of the targeted device to mitigate power
analysis attacks [26], [42], [43]. Yang et al. suggested using
Random Dynamic Voltage and Frequency Scaling (RDVES)
as a DPA countermeasure. Their idea is to alter the pair of
cryptographic circuit’s supply voltage-operating frequency
randomly [26]. Later on, Baddam et al. proposed varying
only the supply voltage instead of the voltage-frequency pair
since they reported that the change in operating frequency
(of a standalone cryptographic circuit) is easy to detect by
visually observing the peaks in each power consumption
trace [42]. In our previous work [43], the Random Dynamic
Back-gate Bias (RDBB) is also proposed to enhance
DPA resistance of devices fabricated in Fully Depleted
Silicon-on-Insulator (FD-SOI) technology. However, these
countermeasures can only be applied for cryptographic
implementations on ASIC, not FPGA, since they require spe-
cial features of fabricating technologies such as controlling
the back-gate bias or operating in a wide range of supply
voltage. Recently, there are several works reported to use
randomizing only the clock signal of the cryptographic cir-
cuit as Power Analysis countermeasures [8], [10], [13], [44].
They have a similar approach, in which the on-chip cir-
cuits generate a large number of alternated clock sig-
nals from a constant off-chip oscillating source for driving
cryptographic circuits. Unlike other randomizing counter-
measures, the randomizing-clock-frequency-based counter-
measure does not require any particular characteristic of the
fabricating technology. Therefore, it can be implemented on
ASICs as well as FPGAs.

Clock Managers are frequently used in previous works
to generate different output clocks, which are subsequently
driven to the cryptography circuit using clock multiplexers.
In [44], Guneysu and Moradi use two Digital Clock Man-
agers that are available in Xilinx FPGA to generate eight
phase-shifted output clocks with the same clock frequency.
A network of multiplexers, controlled by random selecting
signals, combines all eight generated clock signals to pro-
duce a single clock output for the cryptographic core. This
method effectively improves DPA resistance, but the com-
bined clock signal has a very low pulse rate, leading to a sig-
nificant cryptographic core’s throughput downgrade. In [10],
Jayasinghe et al. use the Mixed Mode Clock Man-
agers (MMCM) primitive in Xilinx FPGA to generate up
to 3,072 distinct frequencies in the range of 24 MHz
to 48 MHz. All 3,072 distinct frequencies are divided into
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three sets. Each set of frequencies is outputted via an out-
put clock port of the MMCM primitive. Then one of these
three clock signals is randomly selected to drive each clock
cycle of the cryptographic core. The authors reported that
by carefully choosing the combination of distinct frequen-
cies for each encryption, their protected AES-128 core could
have 67,684 different encrypting completion times, varying
between 208.33 ns and 833.32 ns. They considered that the
higher number of different completion times is, the more
significant misalignment in the measured power traces will
be. Hence, the power analysis resistance improvement is
achieved. Indeed, their experimental results showed that CPA
attacks could not break the protected cryptographic core
even with four million analyzed traces. Also, there is no
detectable leakage in the TVLA test results with one million
traces. The authors named this countermeasure as Runtime
Frequency Tuning Countermeasure (RFTC). Later on, in [8],
Jayasinghe et al. also apply a similar countermeasure to
RISC-V, an open-source RISC-V Processor. They named
this countermeasure SCRIP. The SCRIP LowRISC executes
a software implementation of AES-128. It is demonstrated
to be secured against CPA attacks with 300,000 analyzed
traces and shows no first-order leakage in the TVLA test
with 200,000 traces. In [13], Hettwer et al. presented a
similar countermeasure named Dynamic Frequency Ran-
domization (DFR). This countermeasure also exploits the
on-the-fly ability of clock manager IPs on FPGAs to create
approximately 2,000 distinct frequencies. However, their pro-
posed method can only be applied to advanced SoCs, includ-
ing a Processing System (PS) and a Programmable Logic
(PL- also known as the FPGA part). The PS core generates
a scalable input clock signal for the PL. Then, the PL part
generates a highly randomized output clock signal for driving
the cryptographic core in the similar manners as described
in [8], [10]. Hettwer et al. reported that they could achieve
more than 20 million different encrypting completion times
for the AES-128 core. Their experimental results on a Xilinx
Zynq UltraScale4+ FPGA demonstrated that their proposed
countermeasure could not be broken by CPA within one
million power traces. It also passed the TVLA test with five
million traces and was able to withstand powerful DL-SCA
attacks.

In these previous papers, a different clock frequency is
randomly chosen to drive the cryptographic circuit after each
clock cycle. The corresponded authors consider the number
of distinct encrypting completion times as a critical designing
parameter, where the encrypting completion time is the sum
of several clock cycles that a cryptographic circuit requires
to execute an encrypting process. Their works try to achieve
as many distinct completion times as possible. In our opin-
ion, choosing encrypting completion times as a designing
parameter is inappropriate due to the following reasons. First,
in Power Analysis attacks, the attackers are only interested in
the instantaneous power consumption of the targeted devices
at the exact moments when the sensitive intermediate val-
ues are being executed. If these moments of interest are
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well-aligned among the set of acquired power traces, the
power analysis attacks are more likely to succeed. For exam-
ple, we can consider a hardware AES-128 implementation
that could execute each encryption in 10 clock cycles. The
intermediate values that could be used when attacking an
AES-128 implementation are the S-Box substitution outputs
in the first round or the inputs of S-Box substitution in
the last round [15]. In these cases, the moments of interest
(i.e. points-of-interest or POIs) would be located in the first
cycle or the last tenth cycle of the power trace, respectively.
Second, different completion times do not guarantee the
POIs’ misalignment in the set of acquired power traces. For
example, when using the S-Box substitution outputs in the
first round as the intermediate values, POIs could still be
aligned while the completion times are different if the first
clock cycles of each trace are the same and the rest of the
clock cycles are different. Therefore, our proposed RDFS
countermeasure aims to generate as many distinct frequencies
as possible, and the cryptographic circuit is kept at a fixed
frequency during each encryption/decryption. Only then we
can ensure that the POIs in the set of measured power traces
are heavily misaligned.

B. CONTRIBUTIONS
The contributions of this paper are highlighted as follows.

1) This work provides practical experiments to confirm
that attackers can successfully perform Power Analysis
attacks on complex cryptographic SoC devices, where
the measured power traces are extremely noisy. The
exploitable power caused by the cryptographic hard-
ware accelerator are comparable with or even overshad-
owed by the unexploitable power caused by other SoC’s
components.

2) A novel SoC designing technique is proposed as
a countermeasure against power analysis attacks,
which take the best out of the ability to dynami-
cally reconfigure the operating frequency of specific
cryptographic accelerators within the designated SoC.
Compared with previous related works, the proposed
technique can achieve the highest number of distinct
frequencies.

3) The proposed technique’s effectiveness in improving
resistance against power analysis attacks is evaluated
with different methods, including the TVLA leakage
test, CPA attacks, and profiled DL-SCA attacks.

The rest of the paper is organized as follows: Section II
discusses several necessary concepts for understanding the
remainder of the paper. Our proposed SoC designing
technique for improving DPA resistance is presented in
Section III. Section IV provides the evaluation of the pro-
posed countermeasure’s effectiveness by different methods,
where the experimental setup and results are described in
detail. Section V discusses some limitations of this work and
suggests future developments. Finally, Section VI concludes
the paper.
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FIGURE 1. The targeted RISC-V SoC architecture.

II. PRELIMINARIES

A. TARGETED DEVICE

A 32-bit RISC-V SoC is developed and used as a targeted
device in later experiments. This RISC-V SoC is a variant
of the secure RISC-V system in our previous work [45], that
features several cryptographic algorithm hardware acceler-
ators to speed up the boot procedure of the Keystone Trust
Exclusive Environment (TEE). The targeted SoC is gener-
ated by using the Chipyard framework [46]. The Chipyard
framework provides various Chisel-based hardware gener-
ators and utilities for designers to use and develop custom
RISC-V SoC. The architecture of the targeted SoC, developed
in this work, is described in Figure 1. The SoC includes
a 32-bit RISC-V Rocket core, which implements the
RV32IMAC instruction set [47]. In other words, the
integrated RISC-V core is compatible with Integer,
Multiplication, Atomic, and Compress extensions. The
Rocket core utilizes a 16 KB instruction cache and a 16 KB
Layer-1 data cache. The core complex is connected to an
interconnected bus network, which consists of the System
bus, Memory bus, Control bus, and Peripheral bus, using
the TileLink protocol [48]. Similarly, each bus is used to
attach related components. The DDR memory controller is
attached to the Memory bus and supports up to 1 GB of
Random-Access Memory (RAM), which provides execution
memory space for the Linux operating system (OS). The
Control bus is attached to several standard peripherals such
as the BootROM, the Core-Local Interrupts (CLINT), the
Platform-level Interrupt Controller (PLIC), and the Debug
unit. The targeted SoC uses a similar boot procedure with
the Freedom U540-C000’s bootloader [49]. The zero stage
bootloader (ZSBL), the first set of instructions to be exe-
cuted when the SoC starts or comes out of reset, is stored
in the 16 KB BootROM. The CLINT manages software
interrupts and timer interrupts for the Rocket core. The
PLIC combines and masks device interrupts and external
interrupts. The Debug unit is used to control the SoC exter-
nally through standard JTAG protocol. Data and instruc-
tions can be written to or read from the system’s memory
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using the Debug unit. Meanwhile, the Peripheral bus is
used to attach other memory-mapped input/output (MMIO)
peripherals. They are controllers for Serial Peripheral Inter-
face (SPI), General-purpose input/output (GPIO), Univer-
sal Asynchronous Receiver-Transmitter (UART), and some
other cryptographic accelerators like the Advanced Encryp-
tion Standard (AES128/256), the Secure Hash Algorithm
(SHA3), the Edwards-curve Digital Signature Algorithm
(Ed25519), and the Pseudo-Random Number Generator
(PRNG). The SPI controller drives an external SD-card,
where the first stage bootloader and the Linux bootloader are
located. The UART allows the targeted SoC to communicate
with other devices via the UART communication protocol.
The SHA3 and Ed25519 accelerators are used to speed up
the boot procedure in our previous work [45]. In this paper,
they served as noise sources to highlight the vulnerability
of the AES128/256 accelerator even when it is integrated
into complex, unprotected SoC devices. The AES128/256
accelerator is an open-source RTL design, which is available
on Github [50]. According to the information on Github’s
repository [50], if implemented on an FPGA, this standalone
AES accelerator can operate at a maximum clock frequency
of around 100 MHz.

As mentioned earlier, the targeted SoC has a boot
procedure similar to the Freedom U540-C000’s bootloader.
Therefore, it can operate in bare-metal mode like a simple
microcontroller and operate with the Linux operating system
like a microprocessor. The AES accelerator can be accessed
via bare-metal programs or via programs overlaid on the
Linux OS. When the SoC is in the bare-metal mode, the
Rocket core only processes a waiting loop while the AES
accelerator executes the encryption/decryption. Hence, the
noise contributed by the Rocket core is repetitive. Meanwhile,
when the SoC is in the operating system mode, other OS’s
processes can also be executed during the AES accelerator’s
encryption/decryption. In this case, the noise contributed by
the Rocket core is more likely to be unpredictable. Therefore,
power analysis attacks on the targeted SoC while operating in
OS mode are more difficult to conduct than bare-metal mode.

B. CORRELATION POWER ANALYSIS ATTACK
Correlation Power Analysis attack was first introduced
in 2004 by Brier et al. [15], which utilizes the Hamming Dis-
tance power model and the Pearson’s Correlation Coefficient
equation. CPA attacks also use the general attack strategy
that is used by all DPA attacks. In this work, we perform
CPA attacks on both protected and unprotected designs to
evaluate the effectiveness of the proposed designing method.
The practical attack strategy used in this work consists of the
following steps. It is important to note that the CPA attack
only targets one byte at a time. Therefore, at least 16 attacks
are necessary to recover all 16-bytes of the secret key used in
the AES-128 algorithm.
o Step 1: Choosing the intermediate value of the cryp-
tographic algorithm that is processed by the targeted
device. There are several options for choosing the
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intermediate value when attacking an AES implemen-
tation. We choose to use the S-Box substitution outputs
in the first round as the intermediate value in this work.
Step 2: Acquiring the power consumption traces of the
targeted device while it is encrypting random plaintext
inputs. For each encryption, the corresponding power
trace should cover the whole encrypting interval. The
length of a power trace is denoted as T. The random
plaintext input corresponding to each encryption also
needs to be recorded. The number of measured traces
is denoted as D. Hence, after this step, we will obtain D
plaintext and D corresponding power traces. The traces
can also be represented as power trace data matrix of
size Dx T.

Step 3: Computing the hypothetical intermediate values
matrix. By using (1), we calculate the hypothetical inter-
mediate value matrix I ; from Dy and K;. Dy is the n'h
byte of the d”* plaintext input, while K; is the i key
hypothesis, with K; = i—1; i € (1, 256). In other words,
we guess the value of K;. Since the size of K; is 01 byte,
K; could have a value in the range from 0 to 255. With
each possible value of K; and a known value of Dy,
we calculated a possible value of S-box output in the 1st
round.

14.; = Sbox(Da®K;) (D

The result of this calculation is a hypothetical interme-
diate value matrix of size D x K, where D is the number
of measured traces and K is the number of subkey
hypotheses.

Step 4: Computing hypothetical power consumption
values matrix. Each value in the hypothetical interme-
diate value matrix is mapped to a hypothetical power
consumption value by applying a suitable power con-
sumption model. After mapping, we obtain the hypo-
thetical power consumption matrix of size Dx K. In this
work, based on experimental results, we found that using
Hamming Weight models would provide better attack
results. Then, the hypothetical power consumption value
is computed by (2).

Hy;=HWUg,;) )

where:

HW () is the Hamming weight function, which counts the
number of bits ““1” in the binary input.

1;; is the hypothetical intermediate value matrix
obtained in step 3.

H,; is the hypothetical power consumption value
matrix.

Step 5: Comparing the hypothetical power consumption
values with the measured power traces. The Pearson’s
Correlation Coefficient equation is used as the statistical
function to compare each key hypothesis’s hypothet-
ical power consumption values with the actual mea-
sured trace data at every position along the trace length.
All statistical comparison results can be arranged in a
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matrix of size Kx T, where indices of each element
respectively indicate the corresponding hypothesis sub-
key value and position of the involved data point in the
power trace. The indices of the element with the highest
value in the comparison result matrix will show the
hypothesis subkey that is most likely to be correct and
the moment at which the chosen intermediate value has
been processed. The Pearson’s Correlation Coefficient
can be calculated by using (3), as shown at the bottom
of the page. The denotations in (3) are:

D is the total number of measured power consumption
traces.

H, ; is the hypothetical power consumption value based
on the d" plaintext and i key hypothesis.

T, is the j sample point of the d" measured trace.
rij is the correlation coefficient between the hypo-
thetical power consumption value related to the
i key hypothesis and the measured power traces at the

j™ sample point.

C. TEST VECTOR LEAKAGE ASSESSMENT

Conducting practical CPA attacks is a reliable method to
estimate the security of a targeted device. However, if the
targeted device is protected with countermeasures against
power analysis attacks, the number of traces required to reveal
the secret key successfully would dramatically increase. That
means the amount of data that needs to be analyzed is enor-
mous, and this analysis process would take too many times
to finish. In 2011, Goodwill et al. introduced a conformance
style side-channel leakage testing methodology named
Test Vector Leakage Assessment (TVLA) [51]. Later on,
Cooper et al. reported that performing TVLA testing for
side-channel leakage is faster by one to two orders of
magnitude compared to conducting practical power analysis
attacks [52]. The approach of TVLA was based on measuring
the power consumption traces from the targeted device while
executing cryptographic operations on a predefined set of
input test vectors and then using statistical hypothesis testing
to detect whether there is a sensitive intermediate value that
significantly influences the measured traces or not. In [51]
various categories of leakage tests are suggested, which focus
on specific leakage points. However, Cooper et al. showed
that the non-specific test (also known as the fixed versus
random test) is the most powerful. This testing scheme can
detect a wide variety of leakages with an order of magnitude
fewer measurement traces than tests focusing on specific
leakage points. Therefore, the non-specific test is used in
many recent articles to evaluate the security of side-channel
attacks resisted devices [8], [10], [13], [53].

In this work, we also use the non-specific TVLA test to
evaluate the effectiveness of the proposed designing method.
According to [52], details of the non-specific TVLA test
procedure can be described as follows.

o Step 1: Acquiring power consumption traces.

Two sets of power traces (DataSet-1 and DataSet-2) must
be collected by measuring the targeted device’s power con-
sumption while executing AES-128 encryption with a spe-
cific encryption key and a set of plaintext input.

For obtaining the DataSet-1, the encryption key is
fixed to 0x0123456789ABCDEF123456789ABCDEFO.
Then, 2n encryptions are performed on plaintext inputs
Io, L1, ..., Ih—1 with I;41 = AES — Encrypt(I;); i € (0, 2n —
1) and Ip = 0x00000000000000000000000000000000.

For obtaining the Dataset-2, the encryption key is also fixed
to 0x0123456789ABCDEF123456789ABCDEF0. However,
n encryptions are performed on fixed plaintext input Iy =
0xDA39A3EESE6B4B0D3255BFEF95601890.

Acquiring power traces for two data sets are randomly
interspersed to avoid any possible biased error due to mea-
suring environments such as temperature or electromagnetic
interference noise. The length of each power trace can be
denoted as L.

o Step 2: Computing Welch’s t-test [54] on first n/2 traces

from DataSet-1 and first n/2 traces from DataSet-2. The
Welch t-test equation is shown in (4).

X1 — X

= 2122 )
Y
AR

X; and X> are the sample means of two corresponding
sub-datasets. S1, S are the sample standard deviations.
N1, N are the number of traces in each subset of power
traces, which are equal to /2. As a result, a t-score trace
T of length L is obtained.

o Step 3: Computing Welch’s t-test on second n/2 traces
from DataSet-1 and last n/2 traces from DataSet-2. The
same test in Step 2 is applied to different sub-datasets.
As a result, another t-score trace T>,4 of length L is
obtained. Repeating Welch’s t-test twice on different
data is necessary to minimize false positives in leakage
detections [51].

o Step 4: Comparing two t-score traces Ty and T2,4.
If both traces have a point that exceeds the £4.5 range
at the same time during the middle third of the AES
operation, the targeted device fails.

It is important to note that Welch’s t-test is used to test the

null hypothesis that the two sets of power traces (fixed-inputs
set and random-inputs set) have identical means and variance.

DY \HiiTaj— Y0 Hai Y0 Tay

3

rij =
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In other words, the tester cannot detect any sensitive interme-
diate value that influences the measured power traces. A high
absolute value of t-score indicates a high degree of confidence
that the null hypothesis is incorrect. The 4.5 limit is chosen
so that if the t-score exceeds that limit, the null hypothesis
can be rejected with 99.99% confidence. If the computed
t-score maintained in the 4.5 range, the targeted device is
considered safe from power analysis attacks up to n power
traces.

D. DEEP LEARNING BASED SIDE-CHANNEL ANALYSIS
ATTACKS

In 2016, Maghrebi et al. introduced the Deep Learning-based
Side-Channel Analysis (DL-SCA) attack as a state-of-the-art
profiled power analysis attack [21]. They demonstrated
that the DL-SCA is more powerful since it can eas-
ily break unprotected AES implementations and protected
AES implementations with masked countermeasures. Since
then, there have been various related works showing more
advanced features of the DL-SCA attacks [22]-[24]. In [22],
Cagli et al successfully verified that DL-SCA attacks
could be used against jitter-based countermeasures. In [23],
Benadjila et al. introduced a profiled DL-SCA attack utiliz-
ing a convolutional neural network (CNN) that is suitable
for attacking highly desynchronized power traces. In [24]
demonstrated that DL-SCA attacks could also be applied in
non-profiled scenarios.

In [23], Benadjila et al. conducted numerous experi-
ments to experimentally validate the hyper-parameters selec-
tion for different neuron network models used in profiled
DL-SCA attacks. Their work also compared the efficiency of
four neuron network models when attacking desynchronized
power consumption traces. These four models are VGG-16,
PCA-QODA, MLPpeg, and CNNp,s;: . Their experimental results
showed that the CNNp.s; model outperforms all other three
models while requiring only a smaller number of training
epochs. The CNNp.5; model also maintains the attack effi-
ciency with high desynchronization in power traces. In this
work, we propose to randomly scale the clock frequency of
the hardware cryptographic accelerator in a wide range. This
proposed countermeasure will introduce severe misalignment
of POIs in measured power traces. A neuron network model
capable of attacking highly desynchronized power traces
is required to evaluate the proposed countermeasure’s effi-
ciency properly. Hence, we chose to employ the CNNp,g
architecture introduced in [23] in later experiments.

Performing a profiled DL-SCA attack consists of the fol-
lowing steps.

o Step 1: The adversaries must have full access to a pro-
filing device, which is an open, identical copy of the
targeted device. The profiling device’s power traces are
recorded while different inputs are encrypted/decrypted
with different secret keys.

« Step 2: Each trace in the profiling traces is labelled using
its corresponding input and secret key.
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o Step 3: A Deep Learning training process is performed
using the labelled traces as the training data. The result
of this process is a trained convolutional neural network
that can classify each power trace based on the corre-
sponding key used.

o Step 4: The attackers measure another set of power
traces from the targeted device. This set is called attack-
ing traces. Then, the attackers use the trained network,
obtained from step 3, to recover the secret key value used
by the targeted device based on the network’s classifica-
tion results.

Similar to CPA attacks, each DL-SCA attack also targets
only one byte of the secret key (i.e. a subkey) at a time.
Therefore, the above steps must be repeated 16 times when
trying to recover the full 16-byte secret key used by an AES-
128 implementation.

E. CLOCK MANAGERS ON XILINX FPGAs - MMCM

The Mixed-mode Clock Manager (MMCM) is a Xilinx FPGA
primitive, which can be used to synthesize a wide range of
output clock frequencies from a fixed input clock signal.
It can also work as a jitter filter for any clock signal. In
the Kintex-7 FPGA series, which we used to implement our
RISC-V SoC design, there are eight MMCMs. An MMCM
primitive is a combination of both digital circuits and digital
circuits. Hence, it can be dynamically reconfigured to change
the output clock’s frequency, phase shift, and duty cycle by
writing suitable values to its controlling registers. Figure 2
illustrates the block diagram of an MMCM primitive. The
MMCM primitive can generate up to seven clock outputs
simultaneously. The input reference clock is passed through
a programmable counter divider (D). Counter D is an integer
counter that counts in the range of 1 to 106. The phase and fre-
quency of the input reference clock are compared with that of
the feedback clock by the Phase-Frequency Detector (PFD).
The PFD would generate a control signal for the charge
pump (CP) and loop filter (LF). This control signal is pro-
portional to the difference between the phase and frequency
of the input clock and the feedback clock. In turn, the CP and
LF generate a reference voltage to the Voltage Control Oscil-
lator (VCO). The VCO generates a high-frequency clock
signal and passes it to eight programmable output counters
(0p, 01, ...,0g, and M). Counters Og, Oy, ..., Og, serve
as frequency dividers and produce seven output clocks. The
counter M produces a different clock signal that is used
as a feedback clock. The counters Oy, ..., Og, are integer
counters that can have values in the range of 1 to 128, while
the counters M and Qg are fractional counters with 0.125
increments that can have values in the range of 2 to 64 and
the range of 2 to 128, respectively. It means that a finer-scaled
output clock frequency can be generated at the output of
Oy, compared to other outputs of the MMCM primitive. The
VCO also offers eight fixed phase variants and one variable
phase variant of the generated high-frequency clock signal for
fine-phase shifting. The MMCM is also integrated with other
registers to control each final output clock signal’s phase and
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FIGURE 2. The block diagram of MMCM [55].

duty cycle. However, in this work, we are only interested in
the frequency of the output clock signals and leave the phase
and duty cycle reconfiguring features untouched.

Even though all programmable counters integrated into
the MMCM primitive support a wide range of values, some
restrictions must be followed. Xilinx recommends these
restrictions to guarantee the stable operation of the MMCM,
and they can be found in the Data Sheets of the corresponding
FPGA chip. In this work, we implement the designed RISC-V
SoC in a Kintex-7 FPGA. Therefore, the related limitation
can be found in the Kintex-7 FPGAs Data Sheet: DC and
AC Switching Characteristics [56]. According to [56], the
following restrictions must be followed:

o The MMCM primitive’s input frequency F;, must be in

the range of 10 MHz to 800 MHz.

o The input signal of the PFD, Fprp = % must be in the

range of 10 MHz to 450 MHz.

o The output frequency of the VCO Fycp must be in the

range of 600 MHz to 1200 MHz.
When all of these restrictions are applied, the frequency of
MMCM’s output clock signals can be computed using (5).

Fiu, xM

DX—O,'; i€(0,6) 5)

Ferkour; =

lll. PROPOSED DESIGN

In order to improve the resistance of the targeted RISC-V
SoC against power analysis attacks while still maintain-
ing low overheads and minimizing the overall SoC’s per-
formance reduction, we propose applying the RDFS only
to the targeted cryptographic accelerator, which is the
AES128/256 MMIO peripheral in this case. We also utilize
the Clock Managers primitive to generate the scaled clock fre-
quencies dynamically. However, unlike previous works [8],
[10], [13], where multiple output clock signals of the
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MMCM primitive are used simultaneously. These output
clock signals are only generated with the integer counter
mode. In our proposed method, we only employ the single
fractional output clock signal to obtain a significant increase
in the number of available scaled clock frequencies. Fur-
thermore, we also do not alter the clock frequency after
each clock cycle of the cryptographic operation. Instead, the
stable scaled clock signal that drives the cryptographic accel-
erator is changed only after each encryption or decryption.
By doing so, we can also guarantee that the misalignment
of the POIs in each measured power trace corresponds to
a distinct clock frequency. The number of possible POI’s
positions is precisely equal to the number of different clock
frequencies generated. Lastly, we utilize the SoC’s DDR
memory to store all possible sets of parameters required to
reconfigure the MMCM primitive dynamically. These param-
eters were previously synthesized and stored in the FPGA’s
Block RAM in previous related works. Thus, only a small
number of reconfiguration parameters can be employed at a
time due to the limitation of FPGA’s

Some modifications need to be made to the targeted
RISC-V SoC in order to deploy the proposed countermeasure.
Figure 3 described the modified RISC-V SoC’s architec-
ture. First, a peripheral named Dynamic Reconfiguration Port
(DRP), an additional MMCM primitive, and a pulse counter
are added to the RISC-V SoC. Besides the 50 MHz clock
signal Fyy, that is used to drive the whole original system, the
MMCM #1 also generates the Fj, clock of 800 MHz. Fur-
thermore, the TileLink connection between the AES acceler-
ator and the Peripheral bus is changed to the asynchronous
crossing type to allow the AES accelerator to operate in
different clock domains with the rest of the system. The DRP
is attached to the Peripheral bus as an MMIO peripheral,
using the TileLink protocol. The DRP consists of several
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FIGURE 3. The modified RISC-V SoC architecture.

addressed registers and a finite state machine. The values
stored in the addressed registers are the integer and fractional
parts of the D, M, and Og counters. The finite state machine is
open-source and provided in Xilinx’s Application Note [57].
It derives the reconfiguration settings from the addressed
registers’ value and applies them to the MMCM #2. The
MMCM #2 generates the new clock frequency based on the
received configuration and the input clock Fj,. The generated
clock is used to drive the AES accelerator. The pulse counter
also takes the generated clock as an input. It will count
the number of the generated clock’s rising edge in a fixed
time interval, determined by the external 200 MHz reference
clock. The counted result is forwarded to the addressed reg-
isters of the DRP peripheral. The RISC-V core can write the
desired D, M, and Og values to dynamically change the AES
accelerator’s operating clock frequency without resetting the
whole SoC. It can also read back the counted values to check
the accuracy of the generated clock frequency.

At this point, the modified system described in Figure 3
can change the operating frequency of only the AES accel-
erator dynamically. To effectively use this ability to counter
the power analysis attacks, we need to generate as many
distinct clock frequencies as possible and apply the generated
distinct clock frequencies to the AES accelerator after each
encryption/decryption.

Since the MMCM primitive can be reconfigured during
operation and the output clock frequency can be derived
by using (5), we use a Matlab script to investigate the
effects of Fj, on the number of distinct output frequen-
cies that can be generated. The Matlab script takes all
the constraints of Fj,, Fprp, Fyco, D, M, Og [55], [56] into
account. It also considers the AES accelerator’s maximum
operating frequency reported in [50] as the upper limit for
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MMCM-generated output frequency. Besides, we want to
minimize the time overhead of the proposed countermea-
sure. Therefore, the Matlab script also uses the overall sys-
tem’s operating frequency of S0 MHz as the lower limit for
MMCM-generated output frequency. By testing the accu-
racy of the generated clock frequency with the added pulse
counter, we also verify that the precision of the generated
clock is =1 Hz. Figure 4 shows the relationship between
MMCM’s input clock frequency and the number of distinct
output clock frequencies that can be generated. With an input
frequency of 800 MHz, the MMCM can generate 219,412
distinct output clock frequencies. Therefore, we modified the
MMCM #1 to generate an additional output clock signal Fj,
of 800 MHz. The Matlab script also produces a C header
file containing all 219,412 combinations of D, M, and Ogy
counters, corresponding to 219,412 distinct output clock fre-
quencies. Each combination is represented by five bytes. One
byte represents the integer D counter. Two bytes represent the
fractional M counter, one for the integer part and the other for
the fractional part. Similarly, the Oy also requires two bytes to
be represented. Therefore, all 219,412 different combinations
can be represented by approximately 1.05MB.

Finally, a control program is composed to manage
the countermeasure’s operation. 1.05SMB of pre-computed
MMCM configurations are included in the program. The
program and all MMCM configurations are compiled and
stored in the execution memory space (the DDR RAM) dur-
ing runtime. The program flowchart is illustrated in Figure 5.
Before each AES encryption/decryption, the PRNG generates
a random number. The random number is checked whether it
is smaller than the number of MMCM configurations or not,
which is 219,412. If it is larger than 219,412, the number is
discarded, and the PRNG generates another random number.
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FIGURE 4. Number of generated output clock frequencies vs. Input clock
frequency Fj,.

This process is repeated until a number that is smaller than
219,412 is generated. The control program uses this number
as an index and extracts the corresponding MMCM configu-
ration. All related D, M, and Oy counter’s values are written
to the DRP peripheral to generate and apply the new clock
frequency to the AES accelerator. Once the MMCM asserts
the Lock signal, indicating that the generated clock frequency
is stable, the AES accelerator starts the encrypting/decrypting
process as usual.

IV. SECURITY EVALUATION

A. EXPERIMENTAL SETUP

An experimental system is set up to acquire power traces
automatically. Figure 6 illustrated our experimental system.
It consists of a Monitoring PC, a Tektronix MS02024B
Oscilloscope, and the Sakura-X FPGA board as the test
platform. The Sakura-X FPGA board features two separate
FPGA chips, a Xilinx’s Kintex-7 XC7K160T and a Xilinx’s
Spartan-6 XC6SLX45. A shunt resistor and probe points on
the core VDD line of the Kintex-7 FPGA are also provided.
Therefore, we implement the whole targeted RISC-V SoC
into the Kintex-7 FPGA and measure the fluctuation of its
logic core’s VDD as the power traces. In this work, we grab a
signal from the status register of the AES accelerator and map
it into an FPGA’s pin. This signal indicates the start of the
AES encryption/decryption, and it will be used as the trigger
signal for Oscilloscope’s acquisitions.

The Tektronix MS02024B oscilloscope is used to measure
the power traces when the targeted RISC-V SoC processes
AES-128 encryptions. This oscilloscope features four ana-
log channels. The maximum bandwidth is 200 MHz, and
the maximum sampling rate is 1 GS/s. Two passive probes
are used for the measurement. One probe is used to detect
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FIGURE 6. Experimental system.

the trigger signal provided by the target SoC. The other
probe acquires the analog signal from the core Vpp node of
the Kintex-7 FPGA. The Monitoring PC can remotely con-
trol this oscilloscope via VISA Virtual Instrument Software
Architecture (VISA) connectivity.

The Monitoring PC is used to operate the whole
auto-measuring system. It communicates with the oscillo-
scope through the USB port and with the targeted SoC
through the UART port. It repeatedly sends plaintexts to the
targeted SoC and commands the oscilloscope to acquire the
power traces when the targeted SoC executes each encryp-
tion. After each encryption, the Monitoring PC receives the
measured power trace from the oscilloscope and correspond-
ing ciphertext from the targeted SoC. The Monitoring PC also
verifies the ciphertext to ensure that the targeted SoC encrypts
the plaintext correctly. The power trace and the corresponding
plaintext and ciphertext are saved for later analysis.

This study employs a Monitoring PC equipped with an
Intel 19-9820X CPU operated at 3.30 GHz and 96 GB
of RAM. The Monitoring PC executes our self-developed
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TABLE 1. Post-implementation utilization in Xilinx’s Kintex-7 FPGA.

Available _ _Original _SpC ] _ A_ES Accel_efatqr _ _Protected.S_OC_ Hardware
Utilization | Utilization (%) | Utilization | Utilization (%) | Utilization | Utilization (%) | Overhead (%)
LUT 101400 48989 48.31 3169 3.13 51047 50.34 4.20
FF 202800 39298 19.38 3307 1.63 39516 19.49 0.55
BRAM 325 30 9.23 0 0.00 30 9.23 0
MMCM 8 2 25.00 0 0.00 3 37.50 50

MATLAB scripts to operate the auto-measuring system, per-
form the TVLA tests, and perform the CPA attacks. In the
profiled DL-SCA attacks, the training and attacking pro-
cesses are executed by a server equipped with two NVIDIA
GeForce RTX 3090 GPUs. The source code of the train-
ing and attacking processes is written in Python, published
by Benadjila et al. [23], and available at their GitHub
repository [58].

B. EXPERIMENTAL RESULTS

1) IMPLEMENTATION RESULTS

First, the original RISC-V SoC design is generated and imple-
mented into the Kintex-7 XC7K160T FPGA on the Sakura-X
FPGA board. The maximum clock frequency that the imple-
mented SoC can operate with is 50 MHz. An MMCM prim-
itive generates the 50 MHz clock signal for the SoC system
from an external 200 MHz crystal oscillator. After that, the
modified RISC-V SoC design described in Section III is
implemented into the Kintex-7 XC7K160T FPGA, replac-
ing the original, unprotected one. The pulse counter, which
checks the generated clock’s accuracy in the designing pro-
cess, is now unnecessary and is removed. Table 1 gives the
post-implementation utilization results of both RISC-V SoCs.
The integrated AES128/256 accelerator occupied only 3.13%
of the total available Look-up table (LUT) and only 1.63% of
the total available Flip-flop (FF) in a Kintex-7 XC7K160T
FPGA chip. Meanwhile, the whole unprotected SoC requires
48.31% and 19.38% of the LUT and the FF, respectively.
In other words, the AES accelerator only composes less
than 8.5% of the overall SoC’s hardware utilization. Fur-
thermore, the table shows that with the additional hard-
ware for applying the RDFS countermeasure, there is only
a 4.2% and 0.55% increment in the number of used LUT
and FF, respectively. The protected design also uses an extra
MMCM primitive.

We also measured the execution times of 10 million
AES-128 encryptions from both protected and unprotected
designs. These encryptions are performed by the corre-
sponded AES accelerators. The unprotected design’s AES
accelerator operates with a system clock of 50 MHz, while
that of the protected design operates with a clock signal that
is randomly chosen from 219,412 distinct clock frequencies,
in the range of 50 MHz to 100 MHz. The measurement results
show that the average time overhead is 3.36 times. Even
though the AES accelerator was operated at higher frequen-
cies, there are still timing penalties due to generating random
indices and corresponding clock frequencies. In this work,
we utilize a simple Linear Feedback Shift Register (LFSR)
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based PRNG. This PRNG is integrated as a peripheral to
generate random values that are later used by other cryp-
tographic peripherals (SHA3, Ed25519). The time overhead
would be improved if another dedicated PRNG is integrated
just for the RDFS countermeasure, like in other related
works [8], [10], [13]. If the timing penalties due to generating
the random indices are not considered, the time overhead is
only 1.83 times.

2) TEST VECTOR LEAKAGE ASSESSMENT

First, the TVLA tests are performed on the unprotected
RISC-V SoC. Power traces used for the TVLA tests are
obtained as described in subsection II-C. Figure 7 shows the
two TVLA test results with two disjoint groups of power
traces. Each group contains 5,000 power traces for DataSet- 1
and 5,000 power traces for DataSet-2. In both tests, nearly all
of the t-score values exceed the +4.5 limit, and the absolute
values peak at nearly 90, implying that the unprotected SoC is
extremely vulnerable to power analysis attacks. When more
power traces are added to the TVLA test, the absolute peaks
become even higher. Figure 8 shows the test results with
50,000 power traces. The maximum t-score’s absolute value
increases to 180.

Subsequently, the TVLA tests are performed on the
RISC-V SoC protected with our proposed RDFS counter-
measure. However, as the first step, we acquire the power
traces when applying only 1024 distinct frequencies to the
AES accelerator. The TVLA test results in this scenario are
described in Figure 9. A dataset of 10,000 power traces is used
in this TVLA test. There are still some points in the t-score
trace that have absolute values larger than 4.5, but the max-
imum t-score is significantly declined to around 14. We can
observe that the RDFS countermeasure with only 1024 dis-
tinct frequencies has some limited effects in reducing the
side-channel leakage.

Next, we apply the RDFS countermeasure using all
219,412 possible distinct clock frequencies. In both TVLA
tests, each on five million power traces, there is no point
in the t-score trace that exceeds the £4.5 limit during the
middle third of the AES operation, as illustrated in Figure10.
In other words, the SoC protected with 219,412 distinct clock
frequencies passed the leakage test. Thus, we conclude that
no information leakage can be detected in five million power
traces.

3) CORRELATION POWER ANALYSIS ATTACKS

Realistic CPA attacks are conducted to verify the effective-
ness of the proposed RDFS countermeasure. Power traces
are obtained by using the experimental system described in
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FIGURE 8. TVLA test on 50,000 traces measured from the unprotected SoC.

subsection IV-A. In this work, we perform multiple CPA
attacks on the same set of measured power traces, targeting
all 16 bytes of the secret encryption key used by the AES-
128 accelerator. The Partial Guess Entropy (PGE) is used
to evaluate the CPA attack’s results [59]. It is the top-down
ranking of the correct subkey when the statistical comparison
results of all key hypotheses are sorted from highest to lowest.
When the PGE reaches ““0”’, the actual subkey has the highest
statistical comparison result among all the key hypotheses,
and the attack succeeds in recovering the subkey from the
input set of power traces.

VOLUME 9, 2021

Figure 11 presents the results of CPA attacks on the unpro-
tected SoC operating in bare-metal mode. Seventy thousand
power traces are used in these attacks. The PGE results
eventually reach “0” when attacking 12/16 subkeys, which
means the CPA attacks failed to reveal four subkeys (byte
numbers 2, 6, 10, and 14) while success with the other twelve
subkeys. For each revealed byte, the minimum number of
required traces varies from 1,642 traces to 58,685 traces, with
an average of 28,636 traces. For the failed bytes, we also tried
to perform CPA attacks using up to 100,000 traces. However,
the PGE of these subkeys never reached “0”.
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FIGURE 9. TVLA test on 10,000 traces measured from the protected SoC
with 1024 distinct clock frequencies.

Since the AES accelerator’s hardware utilization is less
than 8.5% of the overall SoC’s hardware utilization. These
poor CPA attack results could be due to the measured
power traces being too noisy. Therefore, we conduct other
CPA attacks with a different set of power traces. This
new set is measured using the averaging acquisition mode
of the MS0O2024B Oscilloscope. The experimental system
described in subsection IV-A is modified. The monitoring
PC sends a plaintext input to the targeted SoC 64 times
consecutively. The Oscilloscope measures 64 power traces
when the targeted SoC performs 64 encryptions on these
same plaintext inputs. The average trace is calculated from
these 64 traces and used in later CPA attacks. Average
measurement could minimize the effects of random switch-
ing noise caused by the SoC’s components other than the
AES accelerator [60]. The results of CPA attacks on the
unprotected SoC using averaged power traces are presented
in Figure 12. Indeed, using averaged traces improves the
CPA attacks’ results. Thirteen subkeys are recovered suc-
cessfully. The minimum number of required traces varies
from 465 traces to 7,613 traces, with an average of 1,928
traces. However, these CPA attacks cannot obtain the cor-
rect values of three subkeys (byte numbers 6, 10, and 14).
In practice, attackers might use brute force attacks on the
last three subkeys and finally compromise the whole system’s
security.
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FIGURE 10. TVLA test on five million traces measured from the protected
SoC with 219,412 distinct clock frequencies.

Additionally, CPA attacks on the unprotected SoC oper-
ating in OS mode are also performed. Twenty thousand
averaged traces are used in the analysis process. The cor-
responding results are provided in Figure 13. These attacks
also reveal thirteen subkeys successfully. The remaining
uncovered subkeys are byte numbers 6, 10, and 14, similar
to attacking unprotected, bare-metal mode SoC. However,
the minimum number of required traces for revealing other
subkeys is increased since the power traces contain more
noise in this case. The minimum number of required traces
varies from 1,650 traces to 19,591 traces, with an average of
10,175 traces.

The CPA attacks results on unprotected SoC demonstrated
that a cryptographic accelerator integrated into a complex
SoC is vulnerable to power analysis attacks, even when its
size is much smaller than the overall SoC’s size. Besides,
it was also confirmed that the TVLA could detect the
side-channel leakage earlier than realistic attacks.

Next, we conduct the CPA attacks on the SoC protected
with the proposed RDFS countermeasure, in which the
AES accelerator’s operating frequency is randomly altered
between 219,412 distinct frequencies in the range of 50 MHz
to 100 MHz. The targeted SoC still operates in bare-metal
mode. The attack results are illustrated in Figure 14.
It shows that even after analyzing five million traces of the
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FIGURE 11. CPA attacks’ results on 70,000 traces measured from the unprotected SoC operating in bare-metal mode.

protected SoC, none of the PGE results targeting 16 subkeys
can reach “0”. In other words, the CPA attacks failed to
recover any secret subkey. Besides, the proposed RDFS coun-
termeasure also prevents using the average measuring tech-
nique to conduct CPA attacks on the protected SoC because
the clock frequency of the AES accelerator is changed after
each encryption. Therefore, we can conclude that applying
the RDFS countermeasure with 219,412 distinct frequencies
will significantly enhance the CPA resistance of the targeted
SoC. Moreover, since the TVLA test cannot detect any leak-
age with the dataset of five million traces, we believe that
the proposed design can resist the CPA attacks with even
more than five million power traces. Compared to attacking
unprotected SoC, bare-metal mode and using average mea-
suring, the number of traces required to attack protected SoC
successfully skyrocketed from 1,928 traces to more than five
million traces, which is a nearly 2,593-fold increase.

4) PROFILED DEEP LEARNING BASED SIDE CHANNEL
ATTACKS

Recently, the state-of-the-art DL-SCA attacks were reported
to outperform classic CPA attacks when attacking misaligned
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power traces. Therefore, we also evaluate the effectiveness
of our proposed design against the DL-SCA attacks. Vari-
ous profiled DL-SCA attacks utilizing the CNNpes; network
architecture [23] are performed on the previously measured
power traces.

The attack parameters and results are summarized in
Table 2. In each DL-SCA attack, the CNNp,s; model is trained
with a fixed batch size and an epoch of 200 and 75, respec-
tively. The results confirmed that the profile DL-SCA attacks
are more powerful than the classic CPA attacks. The DL-SCA
can completely recover the 16-bytes secret encryption key in
attacks on the unprotected SoC operating in bare-metal mode.
The average number of traces required from the targeted
device is less than corresponding CPA attacks. However,
DL-SCA attacks have worse performance than CPA attacks
when targeting the unprotected SoC operating on the Linux
OS. Only nine subkeys can be revealed. This result agrees
with Alipour et al. [61] that a noise-generation-based hid-
ing countermeasure may provide better protection against
DLSCAs than other types of countermeasure. Unfortunately,
the results show that the protected SoC utilizing the RDFS
countermeasure with 219,412 distinct clock frequencies can
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FIGURE 12. CPA attacks’ results on 18,000 traces measured from the unprotected SoC operating in bare-metal mode. The power traces are measured in
averaging mode.

TABLE 2. Profiled DL-SCA attacks’ parameters and results.

DLSCA attack no. #1 #2 #3 #4 #5
Targeted device Unprotected SoC | Unprotected SoC | Unprotected SoC Protected SoC Protected SoC
Operating mode Bare-metal Bare-metal Linux OS Bare-metal Bare-metal

(on average)

Parameters Trace;l;rtlﬁg(siurmg Single acquisiton Averaging-64 Averaging-64 Single acquisition | Single acquisition
Number of 60,000 15,000 17,000 1,000,000 60,000
profiling traces
Number of 12,000 3,000 3.000 100.000 12,000
attacking traces
Number of subkeys
Results revealed successfully 16/16 16716 o116 13/16 0716
Minimum required traces 4231 305 2.022 45.924 N/A

be defeated by the DL-SCA attacks. One million traces mea-
sured from the protected SoC are used as profiling traces,
while another 100,000 traces are used as attacking traces.
Thirteen subkeys are recovered successfully, with the min-
imum number of required traces is 45,924 traces on aver-
age. This result further demonstrates the power of DL-SCA

against misalignment-based hiding countermeasures.
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device’s resistance.

In the last DL-SCA attack experiment, the same number
of traces were used for the profiling and attacking phases.
In such a scenario, DL-SCA attacks failed to recover any
subkeys. Therefore, we can conclude that even though the
proposed RDFS countermeasure cannot completely prevent
the DL-SCA attacks, it still helps to improve the protected
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FIGURE 13. CPA attacks’ results on 20,000 traces measured from the unprotected SoC operating in 0S mode. The power traces are measured in averaging

mode.

TABLE 3. Comparison with related works.

Counter- Overhead Attacked DL-SCA
Target measure Timing | Power Area TVLA bytes CPA Parameters Results
Multicore RTS, RIO, Failed @ Only 6 Profiling: 1x10° Cannot reveal
(31 | soc(ASIC) | FPR,PSMC | 104 | 1.35x 1.23x 2x10° | byte#0 | X197 | Attacking: 1x10° byte #0
LUT: 1.04x
8] E(I)SéC(F\;G " SCRIP 188x | N/A FF: 1.03x P;S:‘i‘é? N/A | 3x10° N/A
MMCM: 2 x
AES core Passed @ 6 Profiling: 5x10° | Cannot reveal
(31| (asIC) DFR-8 89> | 1.01x N/A 5% 106 N/A Ix10 Attacking: N/A any byte
AES core Passed @ 6
[10] (ASIC) RFTC 1.72x 1.48x 1.3x 1106 N/A 4x10 N/A
RISC-V SoC
. . LUT: 1.042x . 6
This | with RDFS 336 x | 1.06x | FE: 1.0055% Passed 6@ All 16 55106 Proﬁhpg. 1x10 L 13/16
work | AES accele- ; 5x10 bytes Attacking: 1x10 subkeys
MMCM: 2 x
rator (FPGA)

C. RESULTS COMPARISON

The effectiveness of our proposed technique is compared with
other state-of-the-art randomizing-clock-frequency-based
countermeasures. Table 3 summarized all the experimental
results obtained from the previous subsection and provided
a comparison of the results. Our proposed countermeasure
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is applied to a RISC-V SoC with an AES accelerator. The
whole system is implemented on a Kintex-7 FPGA. Applying
the proposed countermeasure only required implementing a
few registers, an MMCM, and a lightweight, open-source
finite state machine [57]. Therefore, this work achieved a
lower area overhead compared to [8] with only 1.042 times
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FIGURE 14. CPA attacks’ results on five million traces measured from the protected SoC, targeting all 16 bytes.

and 1.0055 times increase in LUT and FF, respectively.
Both [8] and this work employ an additional MMCP to
generate the new clock frequency, despite the fact that both
of the corresponding original target devices already have one
MMCM. Hence, the numbers of MMCM are considered as
doubled. Besides, even though ASIC and FPGA are two
different technologies, the area overhead of this work is
relatively lower than the area overheads reported in [53]
and [10], which are 1.23 times and 1.3 times, respectively.
Moreover, the protected SoC only has the power overhead of
1.06 times. The power estimations of the unprotected SoC
and the protected SoC are acquired from the synthesis report
of Xilinx’s Vivado tool. The power overhead is computed
based on these estimations. Table 3 showed that the power
overhead of the proposed countermeasure is better than that
of [10], [53], but not as good as that of [13]. Meanwhile,
the timing overhead of the proposed countermeasure is 3.36
times. It is calculated after measuring the execution times
of 10 million AES-128 encryptions from both protected and
unprotected designs. Table 3 showed that the timing overhead
of the proposed countermeasure is significantly lower than
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that of [13], but it is still higher than the timing overhead
of [8], [10], [53]. The timing overhead of the proposed design
is contributed by the time intervals for selecting a random
MMCM configuration, applying the selected configuration
to the MMCM, and generating the corresponding clock fre-
quency after each encryption/decryption. In [8], [10], [53],
multiple clock signals are generated in advance and randomly
switched to drive the targeted cryptographic core, hence their
timing overhead is lower. In contrast, both [13] and this work
chose to generate new clock signals with different frequencies
during run-time, thus more timing overhead is required.
Besides, this work used hardware modules (including the
on-chip PRNG and DRP peripherals) to generate the new
clock signals, while [13] used a software program to generate
the necessary random parameters.

The protected SoC’s resistance against power analysis
attacks is evaluated by testing with the TVLA test, then
conducting practical CPA attacks and DL-SCA attacks tar-
geting all 16 bytes of the AES encryption key. The TVLA
test with five million traces cannot detect any side-channel
leakage from the protected SoC. When compared to other
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related works, this is the best TVLA result. The RISC-V
SoC equipped with our proposed countermeasure also with-
stands the classic CPA attacks at five million traces. Table 3
shows that our protected design achieves the best resistance
when evaluated with CPA attacks and TVLA tests. The rea-
sons for this achievement are twofold. First, we proposed
to consider the misalignment of POIs as the most important
designing parameter. Second, the proposed design is capa-
ble of generating an enormous number of 219,412 distinct
clock frequencies. Therefore, changing the clock frequency
after each encryption/decryption ensures 219,412 cases of
POIs misalignment.

Unfortunately, the protected SoC is still defeated by the
profiled DL-SCA attacks. In our experiments, one million
power traces are used in the profiling phase and then the
attacking phase is conducted on 100,000 traces. The DL-SCA
attacks can reveal up to 13/16 subkeys. However, as described
in subsection IV-B4, our proposed countermeasure still helps
to improve the DL-SCA resistance when the same profiling
and attack conditions are applied. In the case of DL-SCA,
[13], [53] provided better solutions that DL-SCA could not
defeat. In [53], Yang et al. proposed to combine several dif-
ferent countermeasures, including Random Task Scheduling
(RTS), Random Insertion of Operation (RIO), Frequency and
Phase Randomization (FPR), and Power State Monitoring
and Control (PSMC). However, they only perform the secu-
rity evaluation by attacking the first byte of the secret key. The
DL-SCA attacks failed to reveal that first byte. The DL-SCA
attack results for the remaining fifteen bytes are not provided.
Moreover, if each countermeasure is applied separately, the
DL-SCA still successfully reveals the secret subkey. In [13],
Hettwer et al. also use the MMCM to dynamically alter the
clock frequency of an AES core. DL-SCA attacks cannot
defeat their countermeasure, but the cost of timing over-
head is enormous. The encryption time of their proposed
design increases nearly 59 fold. Besides, the targeted bytes
of the secret key which are being attacked are not provided
in [13].

V. FURTHER DISCUSSION

The experimental results described in the previous sections
show the practical evaluation of the effectiveness of our pro-
posed countermeasures against CPA and DL-SCA attacks.
Using the MMCM primitive in Xilinx’s FPGA, the coun-
termeasure generates many different clock frequencies for
driving the AES accelerator. The AES accelerator performs
each encryption/decryption with a randomly chosen clock
frequency. As a result, the resistance against power analysis
attacks is significantly improved while low overheads are
maintained. However, some limitations exist in our work.
First, the targeted device used in our experiments is a cryp-
tographic RISC-V SoC inherited from our previous work.
There is only an LFSR-based PRNG attached to the SoC
as an MMIO peripheral. Therefore, the random values for
selecting the AES accelerator’s operating frequency are only
pseudorandom. An integrated true random number generator
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would improve the generated values’ randomness, further
enhancing resistance against power analysis attacks. More-
over, the PRNG is attached as an independent peripheral.
Therefore, it also contributes additional time overhead since
generating a random number must be done before generating
the corresponding clock frequency and encryption. Having
another dedicated random number generator would solve the
problem and further reduce the time overhead. Our future
works will be directed toward integrating an on-chip true ran-
dom number generator, dedicated only to the countermeasure
against power analysis attacks.

Moreover, applications of chaos theory in cryptography
have recently attracted attention. These applications mostly
include hash functions [62], [63], random number genera-
tion [64], [65], and image encryption algorithms [66]-[68].
Similar to conventional algebraic cryptography, chaos-based
encryption/decryption algorithms are also prone to power
analysis attacks. Their vulnerabilities are experimen-
tally demonstrated in various recent works [69], [70].
El-Moursy et al. proposed using a chaos-based technique
as a countermeasure against power analysis attacks for an
AES processor in 2020 [71]. El-Moursy’s countermeasure
has a similar approach to the approaches of this work and
other related papers mentioned in subsection I-A [8], [10],
[13], [44]. In [71], chaotic clock signals derived from chaotic
systems (i. e. the single-switch jerk chaotic oscillator (SSJISO)
and the two-wing chaotic oscillator (TWCO)) are used to
drive an AES processor and protect it from power analysis
attacks. The authors showed that these chaotic systems could
be implemented on chip at a very low hardware cost, which
is far cheaper than applying a truly random RDFS solu-
tion. Even though the chaotic clock signals are not random,
they are similar to random signals in being unpredictable.
Hence, the positions of the POIs in the power traces acquired
from the targeted AES processor are unpredictable and mis-
aligned. Unfortunately, the experimental results provided
by El-Moursy et al. are very limited. They demonstrated
that the AES processor protected by their proposal could
not be broken by analyzing 1,000 power traces. This fig-
ure is incomparable with those presented in this work and
other related papers, ranging from a few hundred thousand
up to several millions of power traces. In our opinion,
El-Moursy’s countermeasure is capable of reaching a higher
level of protection against power analysis attacks. However,
more extensive experimental evaluation is required before
any comparison can be made.

VI. CONCLUSION

This article has demonstrated the vulnerability to different
types of power analysis attacks of complex cryptographic
SoC, even when the cryptographic components require
only a minor proportion of the overall system’s hardware
utilization. Furthermore, a countermeasure against power
analysis attacks for such complicated cryptographic SoC is
proposed. Its effectiveness was evaluated by conducting prac-
tical CPA attacks, DL-SCA attacks and TVLA leakage tests.
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The experimental results show that the RISC-V SoC pro-
tected with the proposed countermeasure cannot be broke by
classic CPA attacks with more than five million power traces,
which is an improvement of at least 2,593 fold. The protected
RISC-V SoC also passed the TVLA leakage test at five
million power traces, which is the highest figure comparing
to other recent related works. The proposed countermeasure
also helped to harden the targeted RISC-V SoC against the
state-of-the-art DL-SCA attacks.
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